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SCENARIO

Modern IT environments use server virtualization, network virtualization, storage virtualization, and desktop virtualization for fast provisioning
of network environments and to keep pace with modern technologies. Virtualization has been changing security concepts in modern IT
environments, as the various security challenges associated with virtualization are unique and distinct from those of conventional environments.

Cloud computing is an emerging technology that delivers computing services such as online business applications, online data storage, and
webmail over the Internet. Its implementation enables a distributed workforce, reduces organization expenses, provides data security, etc.
Because of these benefits, many business organizations have recently been migrating their data and infrastructure to the cloud. However, the

cloud environment also poses many threats and risks to organizations. Hence, as a security professional you must have the required knowledge
to safeguard cloud data from cyber-attacks.

OBJECTIVE

The objective of this lab is to provide expert knowledge in implementing cloud security controls. This includes knowledge of the following tasks:
Auditing docker host security using tools such as Docker-Bench-Security Tool
Creating IAM credentials using Google Cloud Platform (GCP)
Implementation of AWS identity and access management
Implementation of key management services in AWS platform
Securing Amazon Web Services Storage

OVERVIEW OF CLOUD COMPUTING

Cloud computing involves on-demand delivery of IT capabilities in which an IT infrastructure and applications are provided to subscribers as
metered services over a network. Examples of cloud solutions include Gmail, Facebook, Dropbox, and Salesforce. Cloud computing delivers
various types of services and applications over the Internet. These services enable users to utilize software and hardware managed by third
parties at remote locations. Major cloud service providers include Google, Amazon, and Microsoft.
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LAB TASKS

A cyber security professional or a security professional use numerous tools and techniques to secure cloud computing platforms.
Recommended labs that will assist you in learning various aspects of cloud computing security include the following:

Audit Docker Host Security using Docker-

. IAM ial lecCl Platf
Bench-Security Tool Create Credentials on Google Cloud Platform

Implement AWS Identity and Access

Management 04 Implement Key Management Services in AWS

Secure Amazon Web Services Storage

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISE 1: AUDIT DOCKER HOST SECURITY USING DOCKER-BENCH-SECURITY
TOOL

Docker is an open-source technology used for developing, packaging, and running applications and all their dependencies in the form of
containers, which ensures that each application works in a seamless environment.

LAB SCENARIO

Docker has been used extensively by organizations that use containers for development or production. Therefore, Docker security plays a key
role in safeguarding containers. Although the technology provides many security benefits, its default configuration during installation has
some security issues that a security professional must fix.

OBJECTIVE

This lab will demonstrate how to audit the security of a default Docker installation on an Ubuntu host using Docker-Bench-Security Tool.
In this lab, you will learn how to do the following:

Install Docker on Ubuntu OS
Audit Docker Security using Docker-Bench-Security Tool

OVERVIEW OF DOCKER

Docker provides Platform-as-a-Service (PaaS) through OS-level virtualization and delivers containerized software packages. Docker-Bench-
Security is a tool for auditing Docker; this tool checks the configuration of Docker and reports the status of a current setting or configuration.
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Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the Admin Machine-2 virtual machine.
2. Log in with the credentials sam and admin@123.

3. Right-click on the Desktop and select the Open Terminal option from the pop-up list as shown in the screenshot below.

Applcations  Plices Mer 0510 o O

HEALIME Run Setup again te continue to the second phase of Setup.
Grpil =
o)
S Kot b it
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4. Before installing Docker on the Ubuntu machine, we need to update the system.

5. Type the sudo apt-get update command and press Enter button to start updating the system. If prompted for password, type admin@123
as the password for the user sam.
Note: The password that you type will not be visible.

Applcations  Places Terminal
samd®sam-Vinual-Machine: ~
File Edit WViw Search Terminal Help

. :~% sudo apt-get update
[sudo] password for sam: ]

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 7



EC-Council <€) codered

FROM EC-COUNCIL

6. System update will be successfully completed.

Applcations  Places  Termieal Men 0511 o O

samdsamy Virtual-Machine: - - = X

File Edt View

Search Terminal Help
e . ubuntu. comfubunty x se [187 WB)
comSubuntu xenial-s Packages [1,5848 k]
ti Zenia [1,201 kB]
kénial - security/main 1308 Packs [1,159 k8]
u xenial-security/main Translation-en [388 kB)
tu xenial/main 1386 Packages [1,198 kE]
xenial-se

WEW , comy
Com

B4 Packages [B, 344 B8]
d 1386 Packages [38,684 B]
Translation-en [2.908 B]
iniverse anddd Packages 532 kB) T
; kages [7,512 kB] 4
1386 Packnges [665 kB]
lation-en [225 kB
midd Packages [7, méd B]
& Packages [B, B84 B]
ranslaticn-en [2,872 B]
B]

.archive.
archive
-archive.

Afsesurity. ubu B
s rity.ubuntu.c
ity . uby
archive , ubs
.archive.

niverse
wenial/mulriverse @
wenial/mul tiv
fmultivers

86 Package
Translati n [482 kB]

icted amd6d Packages [18.2 kB]
kages [10.2 kB]
ted n-en [2,272 B)
niverse amdéd Packages [1,219 kB]
verse 1386 Packages [1,086 kB]
varge T [X58 kB
pdates/multiverse amdfd Packa [22.8 kB)

archive,
5. archive ubuntu.con/ubuntu
5.archive .ubuntu.com/ubuntu
archive
Jarchive.

updatesmultiv 1386 Packag kB]
pdates muliiv Translatio 6 B
CAFGhive, backports/main 64 Packages [9,
b i & Packages [9,784 B]
Translation-en [ & B]
'us vive verse amdod Kage 3 k8]

Alus.archive.
p:ffus.archive
.1 MB in 255 [
gading package lists

rae 1388 Packages [18.9 k@)
-en [4,476 B]
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7. Once the system update is completed, proceed to uninstall any older version of Docker using the following command.

8. Type command sudo apt-get remove docker docker-engine docker.io and press Enter button.

Applications  Places  Terminal Moy

SaMEsam-Virteal-Machine: -

File Edit “iew Search Terminal Help
:=% sudo apt-gert remove docker docker-engine docker.io
eading package lists. .. Done
uilding dependency tree
ewading state information.. Done
ackage 'docker-engine’ 1is not installed, so not removed
ackage 'docker' is mot installed, so not removed
ackage 'docker.io' is not installed, so not removed
he following packages were automatically installed and are no longer réquired:
girl.2-appindicator3-8.1 girl.2-javascriptcoregtk-4.8 girl,2-nma-1.8 girl.2-timezonemap-1.8 girl.2-webkit2-4.8
libtimezonemap-data libtimezonemapl
s¢ "sudo apt autoremove' to remove them
upgraded, @ newly .'.II".-[-ﬁlliﬂ. @ o remove and 247 not uwpgraded.
=5
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9. Next, to install a newer package of Docker, type command sudo apt install docker.io and press the Enter.

10. If prompted whether to continue, type Y to continue as shown in the screenshot below.

Applcations  Places  Termirl Men 0513 o O
samdd-sam:-Virtual-Machine: - - = "
File Edt view Search Terminal Hep
5 sudo apt install docker.io
Done
y installed and are no longer d
teoregtk-4.8 girl.2-nma-1.¢ -timeronemap-1.8 girl.2-webkit2-4.8
will be installed
[ ] joc rinse zfs-fuse zfsutils
Whe following packages will be REMOVED:
containerd.io docker-ce docker-ce-cli
Whe following NEW packag will ¢ installed:
¢ not upgraded.
hilves
; 1XT MB disk space will be Treed
timue? [¥/n] ¥
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11. Wait for a few seconds till the download is completed.

Applcations  Places  Termil Men 0515 o O
sami-sam-Virtual-Machine: ~ S ®

Fila Edn View Search Terminal Help
containerd.io docker-ce docker-ce-c
he fallowing MEW pes wWill
containerd doc
graded, 4 newly

11

Lled:

3 to remove and 247 not upgraded.

15k A pACE will be froed
W

comSubuntu xenial-updatesfuniverse amdéd runc amdéd 1.8.8-rcT+Qit208190463.829124da-Bubuntul-16.

amdid conts d6d 1.2,.6-8uba 16.84.8 [19.9 MB]

docke andéd 18.59 Bubuntul-16.84.7 [38.5 ME]
-fan all 8.12.8-16.84.3 [35.1 k8]

nAVETSE

les and directories currently inmstalled.)
3-ubunku-xenial )

u-senial)

1r20190403. 020 04, 4_asdid . deb
git 28158463 . 02912444 - Bub

4 package

1-16,84 ,6_amdGd . deb

ke . 10.
Bubuntul-16.84.7_amd5d , deb

~-16.84.4)

f config

(B.12.8=18

ayd e w21.27)

for ureadahead (8.186.8-159.1)
5
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12. Type command apt list --installed and press Enter button. The installed packages will be listed out.

Applcations  Places  Termirul Mon 0516 o O
samdd-sam-YVirtual-Machine: ~ - = x

File Edt View Search Terminal Help

» NEN

W 1.26.3 al
stalled,

1 [installed, automatic)
omatic]

tSwenial, now

1.11-6ubuntu2
1 +

oW 2.2613,01,11 all [inst
ul. 14 all [irscalled, up

fxenial -updates, wér

mdtd [imseall
mdiid [install

security,.now Jelgdldeal
8 tor 2.75-

1 all [installed]

13- Tubuntul
2.13-1

Lmutomatic]

amdf4 [installed]

¥ b1

al,now 1:4.5-1 amdfd
fnow 3.18.% "

to: 3.18.5-lubuntul.3)

1.5])

1le

+20150126-2 andéd ]
Bubuntul.l

1-security, now 2, automatic]

=i}
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13. Once Docker installation is completed, type command sudo docker images and press Enter.

14. Docker now displays the existing images, as shown in the screenshot below.

Applcations.  Places  Termiel Men 0517 o O
sami-sam-YVirtual-Machine: ~ - = "

File Edn View Search Terminal Help

k :-5% sudo docker images

REFOSITORY TAG THAGE ID
Becurityenionsalutlons 8
Becurityon

rCur ityonionsolut i
Becur ityonionsolut ion:
Becurityonionsolutionsss

ago
16 months ago
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15. Docker-Bench-Security is a tool for auditing Docker.

16. Next, to install the Docker-Bench-Security tool, follow the steps outlined below.

17. The user needs root privileges to install Docker-Bench-Security tool, type sudo su command in the terminal and press the Enter button. If
prompts for password, type the password as admin@123.

Applications Places Tererinal
root@ sam-Virtual-Machine: Mhomelsam
File Edit View Search Terminal Help

] =% sudo su
root@sam-virtual-Machine: /homessams [

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 14
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18. Type command git clone https://github.com/docker/docker-bench-security.git and press the Enter button.

Applications  Places  Terménal
rootd sam-Wirtual-Machine: fhomelsam

File Edit View Search Terminal Help

rootis rtual-Machine:/homes/samé sudo Su

rootps Virtual-Machine: /home/same git clone https:/Sgithub.com/docker/docker -bench-security.git
Eloning into 'docker-bench-security’

Femore: Enumerating objects: 2411, done.

remote: Counting objects: 100% (318/318), done,

remote: Compressing objects: 108% (183/183), done.

Femote: Total 2411 (delta 212), reused 272 (delta 188), pack-reused 2181
Receiving objects: 1008 (2411/2411), 3.92 MiB | 423.88 KiB/s, done.
Resolving deltas: 100% (1684/1684), done

Ehecking connectivity... done.

root@sam-virtual -Machine: fhome/ ams

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 15
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19. Docker-Bench-Security clone will be created in your current working directory.

20. Next, to change directory to the docker-bench-security folder, type cd docker-bench-security and press Enter.

Applications  Places Tarmenal
rootisam-Virtual-Machine: homel/samidocker-bench-security
File Edit View Search Terminal Help

root@sam-Virtual -Machine: /homeSsame cd dock
root@sam-virtual -Machine ; ShomeSsamSdocker -k

pench-Security
-securitys i

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 16



21. Next, to run the script, type sh docker-bench-security.sh and press the Enter button.
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Applicatirs Places  Terminal Mo 0524 0 (O
- B
root@fsam-Virtual-Machane: #homelsamid coler-benc b securnty - - o
File Edin View ZSearch Terminal Help
Foct@san-virtual-Maching: /hone s samsdocker - bench-securitys sh docker -banch-security, sl
Enicializimg 2021-08-23T0S: 25 DE+00: 60
[ i
[ 1
MERN MG
WARN] 1 [ greated (Automated)
1 nly Crusted L1 o4 Docker daemnan [AECenated)
WARN] 1 is ¢ l skar [Autonatad] !
WARN] 1 is « T fi
WARN] 1 is ¢ l il
WARN] 1 T fi
WARN] 1 l il
i T Ti
WARN] 1 Docker T1l AUComaTed)
WARN] 1 pocker T1 cker (Automatad]
1 Bockertil 1, Js0n [Automar
WARN] 1 auditing is conf iy for Deckertiles and directories - Jercfcontalner (Autonated)
i i configured Tor Bocker Tiles and directories JetefayaconTigsdocker
WARN] 1.1 ries [Autonated]
WARN] 1.1 ies uomated )
WARN] 1.1 ies 1 [AuComared)
1.1 ries 3 [Automated )
1.1 ies
1.2
1.2 15t has Desar
| i.2 af Dacker
[ is it wp to
o
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22. Docker-Bench-Security v1.3.6 loads. Wait for a few seconds; the status of the current Docker configuration is displayed, as shown in the
screenshot below.

Applcations  Places  Termil Men 0525 o O
rod 2 sam- Virtual-Machine: Thomelsamidocker-bench-security - m

File Edn Vview Search Terminal Help
Footisam-virtual-Machine: fhome/sam/docker -bench

urity# sh docker-bench-security.sh

Enitialiring 2021-08-23T05: 23 :08-+00:00

[1 1
[ 1n 1
BARKING
WARN] 1 E ers has been created romated)
I 1 E (Automated)
I Users
WARN] 1 E for the Docker
WARN] 1 E for Docker containerd (Automated)
WARM )| 1 E for Docker docker [Automated)
WARN] 1 E for Docker
WARN] 1 E for Docker service | mated)
I 1 for Docker Files ar d.sock [Automated)
WARN] 1.1.9 for Docker Tiles and directories mated)
WARN] 1.1.18 - o Tor Docker Tiles i - uEcmated)
I 1.1.11 - ed for Dockerfiles a 1 {AuEcomated)
WARN] 1.1.12 igured for Dockerfile direciories e rdfconflg, om]l (Automated)
I 1.13 - for Docker Tiles crories - Jetesaysconfig/decker [Aurosated)
WARM] 1.1.14 for Docker files and binfcontainerd {Automated)
WARN] 1.1.15 far K Tiles and / tal d=8h [ Al 14
WARN] 1.1.18 - Tar Dock files d Seontainerd-shim- i aEed)
I 1.1.17 for Docker files and directories - Jusr/binfcontainerd-s | ated)

File not Ty
1.1.18 Ensure audici
File not
al Confi

for Docker Tiles directories Fusribins

{AutomaTed )

B B3 R

of Dock

[! 174)
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23. The [WARN] line in red color indicates the security warning, and the configuration needs to be changed according to the provided
information.

24. The [INFQ] line in blue color provides information about the security.

25. The [PASS] line in green color shows the escaped configuration test.

26. Scroll down the terminal screen till you can see the different sections of the report.

27. Go to the Docker daemon configuration section, and you can see the warnings of Docker daemon configuration.

Note: The warnings might vary in your lab environment.

Applcations  Places  Termieal Men 0526 o O
rootideam-Virtual-Machine: Momeltamidocker-bench-ascurity - ® X

vy is configured for Docker files and directories - JfusrSbinfrunc (Automated)

I I 3 - Docker daems guration files I
1 3.1 - Ensure that gocker . service file ownership is set to rook:root
1 3.2 - Ensure that er.service file permissions are appropriately
i 3.3 2 t t file ownersh S8t To root:root [Autom:
0 3.4 t file permiss are et to 644 or & restrictive (Autosated)
| 3.8 '] omated)
3.8 ictively (Automated)
3.7 mp e )
ie + file permissions are set or more restrictively (Automated)
d
3.9 TLS CA certificate file ownership is set to root:root (Autosated)

b certificare found

3.18 - Ensure that TLS CA certificate file permissions are set to 444 or more restrictively (Automated)
* Ko TLS CA certi

3.11 - Ensure Che

=
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28. These warnings can be resolved by configuring Docker daemon securely. The Docker daemon is a service to run Docker. This service can

be configured using the JSON file, which is useful for keeping all docker configurations.

Note: Docker performs various operations on the host to run containers such as Docker pull, Docker push, and Docker run. By default,
Docker loads content over the network without verifying, and it is harmful to download images in Docker from untrusted sources. A security
professional needs to secure the default configuration of Docker and ensure that no insecure breach left in the Docker environment.

29. Close the terminal.

30. As described above, a security professional can audit Docker security using the Docker-Bench-Security Tool.

31. Turn off the Admin Machine-2 virtual machine.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 20
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EXERCISE 2: CREATE IAM CREDENTIALS ON GOOGLE CLOUD PLATFORM

Google Cloud Platform (GCP) provides laaS, PaaS, and serverless computing services.

LAB SCENARIO

A security professional must have the required knowledge to create IAM credentials and assign various roles to the organization’'s employees
according to their job demand.

OBJECTIVE

This lab will demonstrate how to create an IAM Group and IAM User, attach a role to the user and to Create a service account.

OVERVIEW OF GOOGLE CLOUD PLATFORM

The services offered by the Google Cloud Platform (GCP) include computing, data storage and analytics, machine learning, networking, bigdata,
cloud Al, management tools, identity and security, |oT, and API platforms.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 21
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Note: To perform this task, you must have a Gmail account.
Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the Admin Machine-1 virtual machine.

2. Log in with the credentials Admin and admin@123.
Note: If the network screen appears, click Yes.

3. To open the browser, double-click on the Google Chrome icon on the Desktop.

4. The Google Chrome browser opens. Go to the address bar, click https://cloud.google.com, and press Enter.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 22
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5. The Google Cloud page appears. Click on Sign in present at the top-right corner of the page.

& iy Semce ® + (-] - a x
L c i doudgoagle.com o 2 |":;|
Google Cloud i ik ening schevron right  sear  dgpdbwn

Gt staried Tor fres:

New customers get 5300 in free credils to spend on Google Cloud. All cuslomers get free usage of 20+ products. Sae offar detats

Accelerate your
transformation

: Join our global
WIth GOOQ|E digital experience

Build apps faster, make smarter

business decisions, and connect people E
ChoOSE Troem 1

from Google expers.

Get started for free "
Join us at Mext 211
Register today

k.:.p..- T bl GOGg e oY _a gren iard e 2 Patps fal A bl F el oot geegle com e dF dipr ompt s seect_scoount =

anywhere.
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6. Sign in page appears, in the Email or phone field, enter your Gmail account ID and click Next.

5 Googhe Drvelopen x o - a ®
= [ i accounisgoogle.com i X
Google
Sign in
Continue to Google Developers
[ @gmail.com| ‘
Forgod emadl?
AFTY ICs
Certified Cybersecurity Technician 24
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7. In the next page, enter your password and click Next.

8. You're signed in page appears, click Not now to continue.
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Lo i gds.googhecom v
]

Google

You're signed in

Egmail.com
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9. Google Cloud platform appears, click Console present at the top-right corner of the page.

& Cloud Corpeuting Seraced | G X | = (-] o =) x
i & & cloudgoogle.com : 1o c.]‘ I
Go gre Cloud ke Solutions oauCts ;  Gchevron I'|}'!..'I'. seart  dicggidown C‘.-

Gel stafed for free

Mew customers gel 3300 in free credits to spend on Google Cloud. All customers ged free usage of 20+ products. Sea ofler details

Accelerate your
transformation S

. Join ur.-| bal
with Google Sl o ainEs
Cloud i

Build apps faster, make smarter

business decisions, and connect people

Choose from 1
anywhere

from Google experts.

Gel started for free .
Jomn us at Meed 211
Register today

[ T R T Bl =
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10. A welcome page appears. Under the Terms of Service section, select | agree checkbox and click AGREE AND CONTINUE.
Note: The options in the screenshot might differ in your lab environment.

7} Google Cloud Platform

Welcome

Create and mansge your Google Cloud Platform instances, disks, netwarks, and other

FeBOUNCes i one place

Country

Unéted Kingdom

Terms of Service
| agree to the Go f Service, and the terms of
service of any applicable serv

Email updates

O 1 would like to receive periodic emails on news, product updates and
special offers from Google Clowd and Google Cloud Partners

AGREE AND CONTINUE

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 27



EC-Council £> codered

FROM EC-COUNCIL

11. How are you planning to use Google Cloud? page appears, click SKIP.

12. The main dashboard page appears, click IAM & Admin option from the left-pane.

Google Cloud Platform  Select o project. = 0, Sesrch products and rescurces

Get Started with
Google Cloud Platform
%0 darg, 300 free tnal 8o get you sarted

Admwrys Irew products 1o kenp o going
Billing

ot 2

AFl  AFs B Serises

B Maresplsce Top Products

B Compute Engne o =% =

i=g = —=
B Cloud Soemge » Cemputs Engine Cloud Sterage Clawd 50U
: : VPL metweri : -._}.-
1 Cloud fun
£ so

N, - —
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13. Now, click CREATE PROJECT under the IAM section in the right-pane.

& 18 AR B Adrvnr = Coaxmehy :-c + (-} - (= | b4

“— & 8 consolecloud.google.com/ 1 tord fiam spported ! tonganizat fold y=true C]- ::_ﬂ:l

Google Cloud Platform

B 1AM & Admin 1AM
3

rﬂ To wiew this page, select a progect CREATE PROJECT
© identity & Organization

-~

Policy Troubléshooter
Policy Analyzer

O Organization Policies

&1 Service Acoouns
workload identity Federat

% Labals
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14. New Project page appears, enter the Project name as Test Project 1and click CREATE.

&) Mew Pregect - Geogle Cloud Pl % (-} — a X

& c i consoleclowd.google.com| toreatelipee Pag 2F tselector Fiam -admin®2 Flam® 3 Fsupported purview o C}.\:jl

Google Cloud Platform Q, Search products and resources

New Project

4 Youhave 12 projects remaining in your quota. Request an increase or
delete projects. Learn maors
MAMAGE QUOTAS
Prject name *
Tet Project 1 @
Lescation *
B Mo ceganization BROWSE
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15. A new project has now been created successfully, as shown in the screenshot below.

=

sobeclowd googhe.comfan

Google Cloud Platform 3 Test Project1 =

O 14M & Admin 1AM 20 -2
- o PERMISSIONS RECOMMENDATIN @) Create Project Test Project 1
SELECT PROJECT
B IS O Permissions for project “Te:
A, Policy Troubleshooter These permissions affect this project and @ EE ALL ACTIVITIE
Policy Analyzer View By, MEMBERS
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16. Now, click ADD button present at the top of the page.

© MM - AM & Admin-Test Proe 2 o - a x
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17. The Add members and roles for “Test Project 1" resource page appears. In the New members field, add the members (here, two members

are added testuserl@gmail.com and testuser2@gmail.com).
Note: If Add principals and roles for “Test Project 1" resource page appears. In the New principals field, add the principals (here, two principals

are added testuserl@gmail.com and testuser2@gmail.com).
Note: The users testuserli@gmail.com and testuser2@gmail.com are demo users, you can add users of your choice.

18. In a Select a role field, click drop-down icon and hover the mouse-cursor over Basic option. Under Basic option, select Editor option.

€ 1AM = LAM & Aderen - Tgat P ® + o
“ O & consolecloud.google.com/fiam-ad al Jondy = bruedi = test t ksupportedpunsiew ect.org, r c.]‘

i You free tial by el Add members to "Test Project 17

Add members and roles for "Test Project 17 resource

hinh salect o rode for thiss membens b grast them

b alicrwed. L

MW mamibers
testuserl@gmaidcom ) testuserZ@gmail.com D (7]
B0c 2 D ——— Condtion
L ¥
Erpwise
Cunres o Editar LI‘.II.IDI
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19. Click SAVE to save the settings.

& LAM = 1AM & Ade Tet Pez 3 + Q b = *
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20. You can observe that the members, along with the assigned Roles have been added successfully, as shown in the screenshot below.
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21. Now, we will create a service account. To do so, click Service Accounts option from the left-pane.
Note: A service account is a type of Google account that grants permissions to the virtual machines instead of end users.

22. The Service accounts page appears; click on CREATE SERVICE ACCOUNT from the top-section of the page, as shown in the screenshot
below.

Note: If Google tutorial pop-up appears, click GOT IT to close it.
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workload identity Federat
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23. The Create service account page appears, in the Service account name field, enter Test Service 1. In the Service account description, enter
This is a test service and click CREATE AND CONTINUE.

& Create servon secount =AM E . x| (-} — a X
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Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 37



EC-Council

<

codered

FROM EC-COUNCIL

24. The Grant this service account access to project section appears, click Select a role field. A drop-down with options appears, in the Type to
filter field, enter Storage object viewer. Select Storage object viewer from the options.
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25. Click CONTINUE.

26. Now, click DONE to create the service account.
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27. A service account has been created successfully, as shown in the screenshot below.
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28. Using this custom service account, we can then create a virtual machine inside the platform.
29. You can further explore the various other options provided by Google Cloud Platform.
30. This concludes the demonstration showing how to create IAM credentials on Google Cloud Platform.

31. Close all open windows.
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EXERCISE 3: IMPLEMENT AWS IDENTITY AND ACCESS MANAGEMENT

Amazon Web Services (AWS) provides on-demand cloud computing services to individuals, organizations, the government, etc. on a pay-per-
use basis.

LAB SCENARIO

AWS |IAM enables security professionals to control access to AWS services and resources securely. It allows establishment of access rules and
permissions for specific users and applications. It controls who is authenticated (signed in) and authorized (has permissions) for resource
access. This helps security professionals assign role-based access control for accessing critical information within the enterprise.

OBJECTIVE

This lab will demonstrate how to create an IAM group and IAM user, attach a policy to the user, and enable Multi-Factor Authentication (MFA)
that enables adding two-factor authentication for individual users in order to ensure additional security for the user accounts in AWS.
In this lab, you will learn to do the following:

Create IAM Group in AWS

Create IAM User in AWS

Assign permission policy to user

Create custom IAM policy in AWS

Enable MFA

OVERVIEW OF IAM

IAM enables role-based access control for accessing critical information within the enterprise. It comprises business processes, policies, and
technologies that allow monitoring electronic or digital identities. IAM provides tools and technologies to regulate user access (creating,
managing, and removing access) to systems or networks based on the roles of individual users within the enterprise. Organizations generally
prefer all-in-one authentication, which can be extended to Identity Federation. Identity Federation includes IAM with single sign-on (SSO) and
centralized Active directory (AD) account for secure management. For the root user account of cloud, and its associated user accounts, MFA
is enabled. MFA is used to control access to Cloud Service APIs. However, the best option is choosing either Virtual MFA or a hardware device.
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Note: Before starting this lab, you should create an AWS account using the following: https://portal.aws.amazon.com/billing/signup. Once the

registration is completed, perform the following tasks.
Note: Ensure that PfSense Firewall and Admin Machine-1 virtual machines are running.
1. In the Admin Machine-1 virtual machine, double-click on the Google Chrome icon on the Desktop to open the browser.

2. The Google Chrome browser opens. Go to the address bar, type https://aws.amazon.com/, and press Enter.

3. The AWS Web Services - Cloud Computing Services page appears. Click on AWS Management Console from the My Account drop-down
menu as shown in the screenshot below.

@ drmazon Web Services (AW ® 4 o - o0 =
< C 8 awsamazoncom

aws Coatactls Support= Englith= Hy & : P T T |

Products Solutions Pricing Documentation Learn Partner Network Enablement Ev » O

Remote Work
Learning

Support remote emnployees, students and
contact center agernts

Explore Our Solutions

Technology Category
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4. The AWS Web Services Sign-in page appears. Type the AWS administrator account ID and click on Next.
Note: In the next window, type the characters seen in the image and click on submit.
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5. In the Password field, type the password, and click on Sign-in.

B Amacoe ek Saracer = +

L [ = [ L TR E LA

dws

Root user sign in o

EFnail =i m Amazﬂl’l
Password ; mim Aurora Serverless

English -
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6. Select Services from the menu bar and click on IAM under the Security, Identity, & Compliance section.

All services
& reiwmy o 2 A PR ! umigraLmy
Content Delivery i 7 " "
M Security, Identity,
L B Compliance
Recently visited —

e AP Gabeway & i P - — § Internet of Things

£ Game
Development
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7. The Welcome to the Identity and Access Management (IAM) page appears. Click on User groups in the left pane under Access
management.

Identity and Access

Managamant (LAM] « |AM dashboard
Ey
Shgn-in URL for LAM users in this acccunt
&
» ACCEE MAnagemen 1AM resources
Tools (£
Security alerts
ik user nas 3
i Guick links

* ACCESS reporns
Refaled services

Best practices
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8. Now, click on Create group.

¥ LiM Minkptment Comsaie T o - 0 X

Console.aws.amaion.com,

i) Introducing the new User groups expensnce

Identity and Access X
We've redesigned the Uiser groups experience 1o make it easier 1o use. Let us know whal you think

Management [IAM)

w Accesi management

User groups afo
User group A USET group is a collection of IAM users. Lise groups 1o speclly permissions for a collection
of e
fo] I Create group
1 @
W ACCESS reports Group namae o Users Permissions

Mo resources to display
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9. In the Create user group section, type the group name in the User group name field (here, the group name is Testing_Group).
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10. Scroll down to Attach permissions policies. In the Attach permissions policies section, search for IAMUserChangePassword. The match
record gets filtered. Check IAMUserChangePassword.

¥ LAM Mansgesent Contale " + o - o o

é c B Cconsole WsS.aMaIcn.oom - at 4 '=

Identity and Access X Attach permissions policles - [object Object] into i}
Management (IAM) L trach up ! +5 10 this wrser growp. All the users in this group wil ha
=
¥ ACCESS Management
1 > @
Policy Name = Type
U T
L nel ar
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L 1
5 [} AMzK
5 V= managed
i Arna
[a - M -
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11. Next, clear the filter and search for DatabaseAdministrator. The match record gets filtered. Check DatabaseAdministrator.

120 Mamagemess Consale = + (-1 - o x
[ e i contoleaws.amazon.com # g ¢ r 1
Services W Q
Identity and Access X u o
Management (IAM)
Attach permissions policies - [object Object] nif
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»
Cancel Create group
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12. Scroll down the page and click on Create group.

e ———— o o

T
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B consoleaws.amazon.com = eali 1 =
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Identity and Access
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13. Testing_Group will be created under Groups as shown in the screenshot below.
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14. Select Users from the Identity and Access Management (IAM) section, and click on Add user to create a new user.

¥ LM Management Conscle = + o o z 7t
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15. The Add user page appears. In the User name field, provide any name (here, the username is Alice).

16. Under Select AWS access type, check Access key - Programmatic access and Password - AWS Management Console access. Choose the

Custom password radio button and type the password in the password field (here, we use User@123). Require password reset is optional;
however, check this setting. Next, click on Next: Permissions.
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17. In the Set permissions section, the Add user to group is selected, by default. Check the newly created group (here, the group is Testing_
Group). We have now added the user to the group. Click on Next: Tags.

Add user to group

Creats group £ Retresh

[+ Shewing 1

Group = Atiached policies

Cancel Previcus Mext Tags
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18. Tags are optional; however, tagging will help us search for Tag keys easily later. Type Department in the field under Key and Testing under
Value (optional). Click on Next: Review to proceed to reviewing IAM User creation.

L'l T Y T ——— sole » + ﬁ - [« ] =

“ & @ consoleawsamazon.com = - tagsk . ! H - b & &
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19. On the Review page, we will be able to view the settings and IAM User properties before creating the user. Once you have verified the

settings, click on Create user.
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20. After you click on Create user, a Success message is displayed. You have an option to Send Email to get the login instructions for the newly
created IAM User. Click on Close (lower right corner of the page) to return to the IAM page. It will redirect you to the Users page.
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21. Next, let us attach a policy to the user. Select the user for whom you want to add a policy and click the user name. In this instance, let us
select Alice as shown in the screenshot below.

e« =3 i corsole.awsamazoncom,

Global w Support w
Management (LAM) b
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22. The Summary page appears (here, it appears for Alice). Click on Add permissions

§ 120 Mansgement Console * + ° = & G
< C @ comsoleawsamazon.com &
Identity and Access
Management (LAM) =
sSummary Delete user @
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Permissions Groups (1) Tags (1) Security credentials Atceis Advitor
o
|dentty providers = Permissions policies (3 policies applied)
ngs Add permissions & Add inline policy
v ACCESS Mpons
A Policy nama - Policy type
- Attached directly
A b AWS managed pokcy =
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repan Show 2 mone )
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23. In the Grant permissions page, click on Attach existing policies directly.
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24. In the Filter policies field, search for amazons3readonlyaccess. This will display all pre-configured policies for S3. Select
AmazonS3ReadOnlyAccess, and click on Next: Review.
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25. In the Permissions summary page, review the assigned policies to the IAM User. After you have reviewed the policies, click on Add
permissions.

F 1AM Mansgement Congole " + o - a X
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26. The policy that was assigned will be displayed once you view the IAM User (here, Alice). The policy is displayed under Attached directly.

ldentity and Access
Management (LAM)

Debete user [ 7]

Dashboard
» Access management User ARN BT AW laeT userAice
Path
Jreation time 2021 0
i ——
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27. Next, we will create a custom IAM policy. Click on Policies under the Identity and Access Management (IAM) console. Click on Create policy.
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28. Click the link Choose a service, specify the service that you wish to use and edit the permissions. In this example, let us use CloudFront on

Service.
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29. Expand the Actions menu to select the Access level for CloudFront service. In this example, let us enable only Read access for CloudFront.
Note: The number of Read access policies might vary in your lab environment.
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30. Scroll down and expand the Resources section. Select All resources radio button.

Copyrights @ 2022 EC-Council International Ltd.

<

codered

FROM EC-COUNCIL

Documantation

b Actions Rgad

Ao (R nNc

selkey

= Reiources

¥ Request conditions

deEEpdumigaton

Certified Cybersecurity Technician

70



EC-Council <€) codered

FROM EC-COUNCIL

31. Expand Request conditions. Check MFA required, and click on Next: Tags.

¥ LaM Managemen: Console L + © % = =

= ] i consolewi.AmAaTon.oom ThER e S e 75t t T F 3

SENICES W fi | g L L Global + Suppoit ¥

¥ Resources Al nesources

= Requestconditions « MFA required

Source IP

Documantation

O Add additional permissions

Cancel l =Iﬂ =
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32. In the Add tags section click on Next: Review.

¥ 1AM Memagesent Consale = + -1 = a b4

“= ] B consoleswi.amaion.oom I s G751 t 1r -

Eh‘i‘;. Seraces

Add tags (Optional)

Add tag
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33. In the Review policy section, provide a name for the policy in the Name field and add a description in the Description field.

[ RTTETe——" s 4 9 - o =
i ™ B congoleaws.amazon.oom i L 5
E"""‘;: SEnioes W =
Review policy
Hama" SETACCESSFICY
Description Cusioem g ¥ which oaly grants Réad acoess or Cloud Fron Senaces
Surmmary
Q,
Service = Access level Resource
Allow [1 of 284 services) Show rema
Full: Read AN rEsOUnces
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34, Scroll down and click on Create policy.

¥ LAM Mamagesness Cansale = + o - o x

I
[ B

“— '  conscloaws.amazonoom

Summary

Q

Service Access level Resource

Allgw [1 of 284 services) 5

Full: Réad
"
Togs
Hay - Value

* Reguined Cancel Previcus EI: := : =I
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35. The new policy will be successfully created. To check the created policy, click on Policies, type the name of the policy in the search box of
Filter policies, then click on the selected policy.

§ LM Mampgemens Conzole = + o = (= ] =
& 3 O B consolesws.amazon.om T L w

SENIOES

WS

Identity and Access
Management [LAM) 1 & UserAccessPolicy has been created.

» Access management

0
o
L

SET Qroups Filter policies - Q

Policy name Type Used as

» ACCESS reports
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36. Click on the Dashboard under the Identity and Access Management (IAM) section.

T LAM Macugesnens Console x |+

CONSOM_IWS.AMAIoN.Com,

o

* © Introducing the new 1AM dashboard experience
We've fedesigned the 1AM dashboand expenence 1o make & easier 1o use. Lel us know whal
e Shink

Identity and Access
Management (lAM)

w Access management 1AM dashboard
Security recommendations [E)

a Add MFA for root user

a Deactivate or delete access keys for root user

Manage
LT
w Access nepomns
analyze IAM resources
g Aoy, SClnily > il
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37.You can see the IAM users sign-in link under AWS Account, copy the link.

T LAM Macugesnens Console x |+

CONSOM_IWS.AMAION.COoMm,

Identity and Access X
Management (LAM) make 0 easier ko use. LELus know wiial
Dashboar
 Access management
AWS Account
H]
Add MFA &
Tt Manage acCess
" Creats
s
w Acceid nepors
=
L e
Ll Sl i St Wit o
g Aoy, SClnily 4 e
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38. Open the Google Chrome browser in incognito mode, paste the copied URL, and press the Enter button

S M MW ST CHILC D

] P WS ST

You've gone incognito

can browse privately, and other peopls who use this dev

o'l 8 your activity
downloads, bookrmarks and reading list items will be saved.

and site data

= Information entered in forma + Your inlemaet service provider

Bleck third-party cockies
Whicn on, i

an't use cookies that track you across the web. Features on some =]

Bites ridry
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39. The new sign-in page appears. Type the IAM user name and Password that we created in the previous step (IAM user name: Alice and
Password: User@123). Click on Sign in button.

I} Amaron Web Senaces S

6 {:‘: B SNNEWE ML O

Sign in as |AM user

Account ID (12 digits) of account alias

LAM user name

Alice

Fassword

Stephen Schmidt

English
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40. A new page will open wherein you can reset the password. Change the password and click on Confirm password change button.

B Amazes Web Sencces Sgacln M 4

‘.,-' f" B SHH LSS M 0N OO

dWSsS

AWSE account
1AM user name Alice
Old password [*++1e+
Hew passward |seeseess
Retype new password  "reeer

EODLD ST S SR ST

English v
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41. User Alice is now logged in as an IAM user.

B AWS Maragrmers Camcle X

aws Services W Q

AWS Management Console

Stay connected to your AWS
FESOUrCEs 0“'1'1%-90

* Al services
=] AWS Comale Mobile App row
E supports four additional regions.
= Download the AWS Console
Andmid mobile devioe

e [A

AWS services

Build a solution

Launch a virtual machine Build a web app

Explore AWS

wiarchouse that can extend gueries to

your data Lake. Leam more [A

g I (\-) Amazon Redshift
{3 %} Fast, simple, cost-eMeotn
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42. We have given only Read permission to Alice who can access only limited resources.
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43, Click “Alice” from the upper section of the page and the drop-down menu appears. You can see that the user has been added as an IAM

User.
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* Al services My Security Credentials

Switch Roles

Build a solution Sign Out

Launch a virtual machine Build a web app

st B2 with Elastic Beanstalk Explore AWS

@

Amazon Redshift
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44, Next, try to access the IAM service. Expand All services under AWS services field and then select IAM under Security, Identity, &

Compliance.
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Database Migration
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45, Errors appear as shown in the screenshot below. The IAM User Alice does not have permission to access IAM services.

LM Managemen ¢

O M

Identity and Access [i] H.rm‘lﬂuﬂ'l narw LA dashbard expedience :
Managemenlll.ﬁM] W' pedesionasd B LAM dashboard eccpasriencs o mako i sosker b usa. Lot us knosw wihal vosa think

1AM dashboard

Security recommendations 4]

u You do mot have the permission reguired 1o perform this operation Ask your administralor 1o add
permissions

Phei™ Srfcinwionem: i Al suladibed b3 Pl ofi laic el ot tunl Sumiitdry of

0 'You do not have the permissbon reguined 1o perform this operation. Ask your administrator o add

IPBET BITCER T V8 BT BET] D0 EeETIONT LR L ANMF AL O FESOATE

user Alce

0 You do net hive tha peemision reduined 1o perloem this oparation Ask your sdeninistralor 1o sdd

IMBE AR W T 8 Pl SuT iAo D Peb] v W LU DRSS O eS8

uner A loe
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46. As described above, a security professional can create an IAM Group, Users, and custom policies in AWS.

47. Log out from the AWS platform and close all open windows.
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EXERCISE 4: IMPLEMENT KEY MANAGEMENT SERVICES IN AWS

Key management involves generating, using, protecting, storing, backing up, and deleting encryption keys.

LAB SCENARIO

Security professionals follow different data security methods to protect data stored on the cloud. Generally, data are encrypted to protect its
confidentiality and integrity. Securing the encryption keys from unauthorized access is a major concern for security professionals. Amazon Web
Services (AWS) Key Management Service (KMS) provides a key management service for secured storing and rotating of encryption keys with
strict access control. It is important for a security professional to understand AWS KMS and learn how to create and manage cryptographic keys
and as well as implement the keys in AWS services and applications.

OBJECTIVE

In this lab, you will learn to do the following:
Create KMS Master Key
Encrypt AWS S3 using AWS KMS Master Key
Encrypt EBS Volume using AWS KMS Mater Key
Encrypt Amazon Redshift Using KMS Master Key

OVERVIEW OF KEY MANAGEMENT

Cloud Key management is linked with Cloud Identity and Access Management and Cloud Audit Logs for controlling and monitoring access to
individual keys and their use.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 87



EC-Council {) codered

Note: You need to execute Exercise 3 of this module before executing this lab as the user and group created in the previous lab are used in

this lab.
Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.
1. In the Admin Machine-1 virtual machine, double-click on the Google Chrome icon on the Desktop to open the browser.

2. The Google Chrome browser opens. Go to the address bar, type https://aws.amazon.com/, and press Enter.

3. The AWS Web Services - Cloud Computing Services page appears. Click on AWS Management Console from the My Account drop-down
menu as shown in the screenshot below.

-« Arnanan W ® +
&« b4 B awsamazoncom
aws: Contact Us  Supports In-;lll.l'-—
o -

Products Solutions Pricing Documentation Leam  Partner Network  AWS Ma

functionality, AWS has the services to help you build sophisticated applications with
increased flexibility, scalability and reliability

For Builders
For developers or amyons interested n beaming how to build
o AWS todday

&

Gt news, download tools, agility, productivity, and

Reduce costs and improve Unlack growth
opportunities, make better
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4. The AWS Web Services Sign-in page appears. Type the AWS administrator account ID, and click on Next.
5. In the Password field, type the password, and click on Sign-in.

6. Type KMS in the Search field, and then select Key Management Service from the search result.

Srant Carriols x

B ap-southeast-2 corsole.aws.amazon.oom

Services

wtation (45,

Features

Privacy Policy Terma of Use Cookie preforences
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7. The KMS Console page appears. Click on Customer managed keys in the left pane.

& o - =T o - O x

southeast-2 corsole.aws.amazon.oom/k

Key Management
Service (KM5)

E— AWS Key

o Management
Service

Easily create
keys and control
encryption
across AWS and
beyond

Get started now
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8. The Customer managed keys section appears. Click on Create key.

ru-*' 3 x o+ o - 0o x}

| - 5 B ap-southeast-2 corgole.aws.amazonoom’ t o2 iy b =
|

Key Management 4 KMS @
Service (KMS)
Customer managed keys Key actions ¥ m
Q
Custom key ston i @_
Aliases Key ID v Status Key spec (B
k d
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9. By default, the Symmmetric key is selected. Click on Next to continue.

10. Type CCT_User_MasterKey in the Alias field, which will serve as the name of your Master Key. The Description is optional; however, entering

a brief description of what the key does is recommended. Under the Tags section, you can Add Tags that can help identify the Master Key
using Tag key and Tag value. Click on Next.

W KNS Conacle ®x -+

= c B ap-southeast-2 corsoleaws.amazon.comyk

Key Management X I L T anaged k 0
Service (KMS)
_ Add labels
5 Step 2ol 5
® alias
’ :. Leaim mors [

CCT_User_Masterkey

Description - eptional

Diescription - optianal

This key is used to protect files for Testing group

Feedback English [US) »

v of Ukse Cookie prederences
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Ny W Supnant ¥

Key Management 4
Service (KMS)

Description = aptional

Ta g5 - op

You can use tags 1o categonne and identily your KMS5 keys and help you track your AWS
costs. When you add tags to AWS resources, AWS generates a cost allocation report for

each t )
Tag key Tag value - apdiangl
0, CCTuserKey 4 Qy Training b Delete tag
Add tag

Cancel Pravvious m
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11. To allow users to perform encryption and decryption, we must assign key permissions for the users. In this example, we will permit Alice to
use the Master Key and click Next.

& o - xTh o - o X

- c B ap-southeast-2corsoleaws.amazon.comyk t t=2% s ooy t Q % &

i iy “ Define key administrative permissions

Key administrators

a — . Fath . Tyoe ¥

Key deletion

AEcew kiry 3y
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12. At this step, there is an option to Add another AWS account. However, we have already added the user Alice. Therefore, click on Next to
continue.

@ KMS Conscle " 4 o - a =

i 6 @ ap-southeast-2consohe.ses amaconooen, ko 0 i 129 oy t a % &K I;E_;I

’ @
= Ui
SoerviceRoleForimazonEr o . ’ Ficle
SaerviceR it Rl
WSS Ik Bole
HWSServaceRoleFor TrustedAdvisor -
CLUSTER ; —

Other AWS accounts

Add anather AWS stcount

Cancel rreviows | [l
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13. You can Review and edit key policy, which is in JISON format. Click on Finish to create the Master Key.

B KM Conscle x  + o - o *
= o B ap-southeast-2 consolerws amazoancom,km i i 1o 29 ery t a ¥ *
Eey Management x @
Service (KMS) Tags
Key
CCTuriérKiy Trgining
Key policy
" --["
arm; ws i
tE
A a% x
Eancel Previeus m
|
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14. The key has been created successfully, and it now appears in the Customer managed keys section.

M KM Comicle ® + [~} - =} x
«southeast: 2corsole.aws.amazonoom/

Key Management i
Carvice [ICMSI Vour AWS. KMIS lory was oreated with alias CCT_User Masteriey and losy 10 S o

Customer managed keys Key actions w m

0

1 @
Aligses v Key 1D y T atus Key spec (1) Ky s
Enery
Enabled SYMMETRIC_DEFALLT il
degryp
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15. After creating the key, you can go to Customer managed keys and click on the key (here, it is CCT_User_Masterkey) in the Alias column to
view the Master Key properties.

& o - x T o - o X

“— 5 B ap-southeast-2 corsole.aws.amazson.com t te2 kiy A 44 | 1 1 5 3

Key Management x KMS Customer managed keys
Service (KMS)

K&y actions W Edit

General configuration

CCT_User_Masterkey Enabled Sep 06, 2020 07:57 EDT
B armawskmsap-sout Thig key i vted o Single Region
protect files for Testing
Group
Cryptographic configuration Tags Key rotation
Aliases =

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 98



EC-Council <€) codered

FROM EC-COUNCIL

16. In the AWS Management Console, click on Services from the menu bar and enter S3 in the search field. Click on S3 Scalable Storage in the
Cloud from the search results.

s A ® + - - a o

[ e B ap-southeast-2 corsole.aws.amazon.com’ t te2d iy 2 8 5

@

Services

Featunes
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17. The S3 buckets page appears. Click on Create bucket.

® +
s3.consoleaws amazoncom,
@ We'ne continuing to improve the 53 console to make it faster and

easher to use. i you have feedback on the updated experience,
choose Provide fesdback.

k Account snapshot

=
il 5
View Storage Lens dashboard
k C f
: Buckets  into
¥ Storage Lens Butkets 3 3 for data it 53, Learn more [A
. = vttt |
Q
1 @
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18. The Create bucket pop-up appears. Under General configuration, type the name of the bucket in the Bucket name field (here, the bucket
name is testing-group), and retain the other default settings.

B 53 buckst ® +

Lo C  § s3condobeawiamazen.com,

E_'u'ﬂ_E Carviced W [=] X A m L w Glskhsl w  Support W

@ We're continuing to improve the 53 conscle to maloe it faster and easier to wse, I you have feedback on X
thi updated expeence, chiose Provide feedback.

Create bucket ..

Buchets are containers for data stored in 55, Leam more [

General configuration

Bucket namse

I testing-group ]

See rubes lor bucket naming [

AWS Region

Asia Pacific {Sydney) ap-southeast-2 v
Copy settings from existing bucket - aptianal

Choose bucket
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19. Retain default settings for all other sections, scroll down and click on Create bucket.

B 53 buckst ® +

§3.congolE avwE AmAToN.00M

Carvices W Q k f m .-;_','L L Glckal w Support W

@ We're continuing to improve the 53 conscle to maloe it faster and easier to wse, I you have feedback on X
the updated experience, choose Provide feedback.

Add tag

Default encryption
Ak " " it Lesrm more [

Server-side encryption
O Disabde
Enable

* Advanced settings

G} After creating the bucket you can upload hles and folders to the bucket, and n:{.nﬁq..rr ddditicnal biscket seftangs
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20. The S3 buckets page appears.

21. Click on the bucket for which you want to configure the encryption settings (here, click on testing-group).

B 53 Mansgement Consok 5 -

3. consobe.aws.amazon.oom

aws

Services W L f i 2 & Global

Amazon 53 w (@ We're continuing to improwe the 55 console to maloe it faster and X
easler to use. f you have feedback on the updated experience,

chaose Provide feedback.

@ Successfully created bustket “testing-group™ x

To upload files and folders, or to configure additional bucket settings

choose View detalls.
tek
Buchets nle
iorts are containers f %, Learn move [
S
CooLmnt Q
¥ Storage Lens 1 ®
asht
Hame & AWS Region 7 Access v Creation date ¥
5 Dy i
Azia Pacific Bucket and Septembser &,
_m (Sydney] ap- chjects not 2021, 08:11:59
it @) southeast2  publle (UTE0400)
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22. The testing-group bucket page appears. Click on Properties, and then click on the Edit button under the Bucket Versioning section.

@ testngogeop - 53 bucin ® 4 e = =

s3.consobe.aws.amazon.oom

aW5S

Services W

Amazon 53 w (@ We're continuing to improve the 53 console to make it faster and X
easler to use. If you have feedback on the updated experience,

choose Provide feedback.

Bucket Versioning

atch Operat . Leawn more [

Drisabled

¥ Storage Lens

Learn mars [

Disabled

Tags (0] Edit
1 at t. Learn mare [
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23. Click on the Enable radio button under Bucket Versioning to enable it, and then scroll down and select Save changes.

wckat » +

s3.consoleaws amazon.com,

(@ we're continuing to mprove the 53 comsole to make it faster and *

easher to use. i you have feedback on the updated experience,
choose Provide fesdback.

Bucket Versioning

Suspend

@ After enabling Bucket Verssoning, you might nesed to update your lifecycls
rules 1o manage previous wersions of objects

Learn mare [
Disabled

] m
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24. In the testing-group bucket page scroll down to Server access logging and click on Edit.
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®

+

s3.consoleaws amazon.com,

Batch Opevations

(@ We're continuing to improve the 53 comsole to make it faster and
easier to wse. i you have feedback on the updated experience,
chioose Provide feedback.

& Successfully edited Bucket Versioning
To transition, archive, or delete older object versions, configuee lifecycle naes for this budket.

Server access logging
€ £ | foy 4. Learn more [

Desabled

AWS CloudTrail data events

Listerrs vt ]

Configure in ClowdTrall [5

Hame & ACoess
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25. Click on the Enable radio button under Server access logging Similarly and click on Browse S3 to select the target bucket.
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aW5 Sarvice], W

Amazon 53

coount

¥ Storage Lens

B testng-geoep - T3 budinet

8 :3consoleaws.amazoncom,

@) We're continuing Lo improve the 53 console to make it faster and @
exsier to use. If you have feedback on the updated eperience,
choose Provide feedback.

Server access logging

t. Learn more [

Server access logging

Drisable

M By enabling server access logging. 53 console will sutomatically update your
bucket access controd list (ACL) to include access to the 53 log delivery group

Target bucket
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26. In the Choose destination to upload resources window select testing-group s3 bucket and click on Choose path.
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Buckets c
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27. The testing-group appears in Target bucket, scroll down and click on Save changes.

W eitng-groe - 53 buckst ® + (-]

s3.consoleaws.amazoncom,
B &

@ We'ne continuing to improve the 53 console to make it faster and
exsier to use. if you have feedback on the updated experience,
choose Provide feedback.

Amazon 53

bl
Acteis Poants O Enable

Brver seceds bog

53 console will sutomatically update your

Paints A By enabling g
bucket access control list (ACL) to Include access to the 53 log delivery group,

atch Ope
analyzer for 53
Target biscket
23/ Mestng-group Browie 55
ck ¢ Access settings fc
o '
¥ Storage Lens (@ When your source bucket and target bucket are the same, additional logs are
= < created for the logs that ane written to the bucket. These extra logs can
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28. Next, in the testing-group bucket page, scroll down and click on Edit button under Default encryption.
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29. In the Edit default encryption window select Enable radio button and choose the AWS Key Management Service key (SSE-KMS) radio
button from the list of encryption key types, and select AWS managed key aws/s3 under AWS KMS key section, which will use the default
AWS Managed Keys. Click on Save changes.

w Globhal w Support W

@ We're continuing to improve the 53 console to make it faster and X

edriier 1o use. If you have feedback on the updated experience,
choase Provide feedback,

Edit default encryption ...

Default encryption

o Learn more [
al
Server-side enorypticn
Public Aotess settings for Dezable
¥ Storage Lens Encryption key type
It :
AWS Organizations setting Amazan 53 key (55E-53)
[ £
Foature ggatlight .B O AWS Key Management Service kiy (SSE-KMS)
: (A i
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30. We have created the testing-group bucket for encrypting data. The user can push data into this bucket.

31. The user can also use a customer managed key for this bucket. Let us see how to use the customer managed key for the testing-group
bucket to encrypt the data.

32. Go to Key Management Services (KMS), and select Customer managed keys.

& o - x T o - 0O x

“ O 8 ap-southeast-2corsole.aws.amazoncom/k theast-2# ftms /oy g ¥ K

Key Management *
Service (KMS)
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33. Under the Customer managed keys pane, click on CCT_User_MasterKey Alias.
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34, Under the CCT_user_MasterKey's General configuration, select the Amazon Resource Names (ARN) key which uniquely identify AWS
resourceskey under the ARN field and copy it.
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35. Open Notepad and paste the copied link.

36. Switch to the browser. Navigate to S3 Management Console and select testing-group under Bucket name.
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37. The testing-group pane opens. Select the Properties tab.
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38. Scroll down and click on Edit button under Default encryption.
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39. Switch to Notepad and copy the key that we had pasted in Step 35.

40. Again, switch back to the Default Encryption and select the Enter AWS KMS key ARN radio button and paste the key that was copied in
Step 35 in the AWS KMS key ARN. Click on Save changes.

@ We're continuing to improve the 53 console to make it faster and *
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41. In this way, with the help of Customer Managed Keys, the user can encrypt and protect storage data.

42. Amazon EBS supports KMS. Its encryption provides security to data at rest by encrypting data volumes, boot volumes, and snapshots
using Amazon-managed keys or keys created and managed using the AWS KMS.

43, Click on Services from the menu bar, and search for EC2. From the search results, click on EC2 Virtual Servers in the Cloud as shown in the
screenshot below.
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44, Once the EC2 Service Console page opens, click on Volumes in the left pane under Elastic Block Store.
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45. To create a new volume, click on Create Volume.

enito % T T r—
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46. In the Create Volume page, select the Volume Type and specify the size of the volume in the Size (GiB) field. If you need the disk to restore
existing data, you can select a Snapshot ID, in which you have saved another volume’'s Snapshot. Check Encryption: Encrypt this volume.
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47. In the Master Key field, select the Customer Managed Key we created: CCT_User_MasterKey. After entering the required details, scroll

down and click on Create Volume.
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48. The Volume created successfully dialog message will appear once the disk is created. Click on Close.

ate Viakorne | EC2 hlpnac ® + - - (= | =
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49, In this way, the KMS Master Key is used to encrypt the EBS volume.
50. As we have encrypted EBS Volume, we will now encrypt Amazon Redshift using KMS Master Key.

51. Go to main search bar and search for redshift and select Amazon Redshift.
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52. Close the welcome popup that appears. Click on Create cluster in the Redshift dashboard.
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53. The Cluster configuration page appears. (Here, we are selecting the Production option to create a new Redshift cluster. If you are in free
trial, select a Free trial option, and proceed. Please note that if you select the Production option, your account will be charged as per the AWS
pricing model so make sure that you delete the Redshift cluster service after performing the lab.) Scroll down the page to view the detailed
configuration of the cluster.
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54, Type the password Dbuser123 in the Admin user password field. Keep the remaining default settings as it is and click on Create cluster.
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55. The redshift-cluster-1is now being created.

cluster is fully created.
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56. Once the cluster is fully created, you can see that the cluster’s Status is Available.
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57. Click on the newly created cluster link (here, the cluster link is redshift-cluster-1) to modify the cluster setting.

58. The newly created cluster redshift-cluster-1 page appears. Click on Edit button.

ru'-f--' ® -+
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59. The Edit cluster redshift-cluster-1 page appears, scroll down to Database configurations. Click on Open tab.
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60. You will be redirected to Properties section. In the Properties section click on Edit drop down and select Edit encryption. In Edit encryption
window, choose the Use AWS Key Management Service (AWS KMS) radio button, then choose Use key from current account, and finally
choose CCT_User_Masterkey in KMS key ID drop-down. Click Save changes.
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61. See the cluster’s status in Status column. It shows Modifying and Resizing.
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62. On the AWS Web Console, click on Services and search for KMS. Select Key Management Service.

Services

Features
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63. Once the KMS Console page appears, click on Customer managed keys (here CCT_User_MasterKey).
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64. Scroll down until the Key users section. Click on Add.
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65. Use the search box to filter the IAM users. Type Alice as shown in the screenshot below and check Alice. We will add the IAM User Alice so

that the user can access the Master Key. Click on Add.
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66. After you have added the user, it will appear as added in the Key users section.
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67. Thus, a security professional can implement AWS KMS.

68. Now ensure that you delete the created cluster. To do this, type redshift in the main search bar and select Amazon Redshift.

69. Select the Clusters icon from AWS icon bar on the left. Select the created cluster from the list and click Actions from the drop-down
menu. Click Delete.
Note: If the status of the cluster is still Modifying and Resizing wait for it to change to Available, then delete the Cluster.
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70. The Delete redshift-cluster-1 popup appears. Uncheck the Create Final Snapshot and click Delete cluster to delete the created cluster.
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71. Log out from the AWS platform and close all open windows.
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EXERCISE 5: SECURE AMAZON WEB SERVICES STORAGE

S3 buckets are used by customers and end-users to store text documents, PDFs, videos, images, etc.

LAB SCENARIO

In the cloud, data is stored on Internet-connected servers in data centres. It is important that security professionals understand and implement
the data storage security features for data encryption and access management tools provided by service providers to secure the data stored in
the data centres.

OBJECTIVE

This lab will demonstrate how to restrict access to S3 resources by creating bucket policies, Access Control Lists (ACLs), and IAM policies to
provide access to selected entities.

In this lab, you will learn to do the following:
Assign Permissions to Amazon S3 Using ACL
Assign Permissions to Amazon S3 Using Bucket Policy

OVERVIEW OF AWS STORAGE

Amazon S3 allows upload and retrieval data at any time and from anywhere on the Internet. It stores data as objects (text file/photo/video)
within buckets. In the default state, all the Amazon S3 buckets are accessed by authorized users. Restrict access to S3 resources by combining
bucket policies, ACLs and IAM polices to give access to the right entities.
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Note: Before starting this lab, you should create an AWS account using the following: https://portal.aws.amazon.com/billing/signup. Once the
registration is completed, perform the following tasks.

Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.

1. In the Admin Machine-1 virtual machine, double-click on the Google Chrome icon on the Desktop to open the browser.

2. The Google Chrome browser opens. Go to the address bar, type https://aws.amazon.com/, and press Enter.
Note: If you are already logged in, skip the login steps.

3. The AWS Web Services - Cloud Computing Services page appears. Click on AWS Management Console from the My Account drop-down
menu as shown in the screenshot below.

4. The AWS Web Services Sign-in page appears. Type the AWS administrator account ID, and click on Next.
Note: In the next window, type the characters seen in the image and click on submit.
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5. In the Password field, type the password, and click on Sign-in.

6. Click on Services. In the search field, type S3, and then click on S3 Scalable Storage in the Cloud from the search results.

+

Features (10]
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7. The S3 buckets page appears. Click on Create bucket.

W 53 Managemant Conpaly ® +
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Buckets
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8. The Create bucket pop-up appears. Under General configuration, type the name of the bucket in the Bucket name field (here, the bucket
name is testing-groupl), and retain the other default settings.

W 52 Massgemen Consale 3 + I3 - fu ] W
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Global

L Wi W
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9. Retain default settings for all other sections, scroll down and click on Create bucket.

W 53 Massgement Congale ® + -] — o *
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(@ After creating the bucket you can upload files and folders to the bucket, and configure additional bucket settings
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10. The new bucket is created.

11. Select the testing-groupl S3 bucket.
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Bdect L aada Ao Pokit To upload files and folders, or to configure additional bucket settings choose
; View details.
Batch Operatsons
Accazs anatyzer foe 53 (@ How o optimize your costs on 53.
blic Ace P Buckets
irit Buckets &fe contmners for dats ored in 53, Learm mors [
Dashboard a
S Drgar Tal]
1 @
Feature spotlight a Narme & AWS Region ¥ Aeoess v Creation date
Hgla Pacific Bucket and ung 5, 2021
ting-group (Sydney] ap- objects not 06:03:11 (UTC-
Rt = . DI [ T—- 1 a
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12. The Amazon S3 > testing-groupl page appears. Click on the Permissions tab.

B 53 Mansgement Corscle S =+ [~] - a *
$3.console s amaZon. oo

F!EIE Corvicns W (] f ' kit E B o - Glohal W Support W

Learn more x

(D) How to optimize your costs on 53,

Amazen 53 *

testing-group1

Objects Properties ‘grmission Metrics Management

5 Acceis Points

¥ Storage Lens
Permissions averview

Bucket and objects not public
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13. By default, the Block all public access tab is selected; click on Edit.

W 57 Mansgement Conache X e - o =
B Ve M AT0N. O

Amazon 53 W (@) How to aptimize your costs on 53,

Paints Block public access (bucket settings)

Learn more [

¥ Storage Lens
Block all public acoess

@ on

Block public acoess to buckets and objects granted throwgh new acoess control Lists
{ACLs)
@on

ik b a Block public access to buckets and objects granted throwgh any access contrel lists
{ALLs)
= on

- Block pultlic access to buckets and objects gramted throwgh few public bucket or Acoeis -
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14. Uncheck Block all public access and click on Save changes.

B 53 Management Conscle b + (-] = =4 x

Support W

Amazon 53 >-< Leam more 5

Block ail public access

Access Points Black public acoess to buckets and abjects gramted through new access contral lists
sratiar {ACLs]

Black public acceds to buckets and abjects gramted throwgh any acceds control lists
5 f {ACLs])

Block public access to buckets and objects granted throwgh new public bucket or
¥ Storage Lens access point policies

Hock public and cross-account access to buckets and objects through any public
buckeat or access point palicies

B AWS Markeiplace for 53
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15. The confirmation dialog appears. Type confirm and click on Confirm.

B 53 Managesen: Consale = + o - o x
“ - i :3.consoleaws amazon.com, % X
Edit Block public access (bucket settings) X

g the Block Public Actess s
nd all obiects within, This

irigs for this bucket will affe

ay result in some objects bec
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16. The Successfully edited Block Public Access settings for this bucket message appears.

sl X+
@ slconsoleaws.amazonoom

Services W =i ]

Amazon 53

bt Access Pot testing-group
22 Ohjects Properties Perer f Metrics Management

s Fowr Access Points

¥ Storage Lens
Permissions overview

Objects can be public

Block public access (bucket settings)
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17. Next, scroll down to Access control List under the Permissions tab and click on Edit.

B 53 Mansgement Condols o -+

— (& 8 s3l.consoleaws.amazon.com

-:TI_'-\:S Services ¥ (=]

Amazon 53 hod
Access control list [ACL)

The console displays combined access grants for duplicate grantees
Tor se the Full list of ACLS, use the Amazon 53 REST AP AWS CLI, or AWS SD¥s

53
Grantes Objects .:::li":l":
ity List, Read
¥ Storage Lens 5 : T g Write Write
Y
)
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18. In the Edit access control list (ACL) window, we will set all permissions to our ACL on our AWS account, under the Bucket owner section
ensure that all the permissions are checked under Objects and Bucket ACL.

T — 1le 3 + o — o
W= - B slconsoleaws.amazon. oo oMt 1 et tHreg) Eheast o =
aws Sevvices ¥ a
Amazon 53 4 Amazen 53 testing-group
Edit access control list (ACL)
ik
o Access control list (ACL)
: . e S5H0NS 1 ts. Learn mare [
Grantee Objects Bucket ACL
Buschet cavmer [y List Read
NS ogurt Write Write
¥ Storage Lens s
Ewéryone (publ List Fead
oy a ] 3
&
E
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19. Scroll down and click on Save changes to apply the permissions on the AWS account.
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List

i List
I Write

Access for other AWS accounts
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20. Public access settings have been updated successfully.

B 53 Mansgement Cordcly ® +

Amazon 53 W @ Successfully edited secess control list.
The console displays combined access grants for duplicate grantees 9
To sew the full list of ACLs, use the Amazon 5% REST AP, AWS CLI, or AWS SDEs
cess Polr
et Lawmibda Acoess Podnt Bucket
antes [
Gramtes Objects ACl
f 1er (ot AWS B0
List. Read
@ Winte ‘Wirite
| £EE ¥
it Eweryone (pu
=2
¥ Storage Lens
henticats tha ]
rgar [n)
Ja]
respotioht. @ o
B AWS Markesplace for 53 Cross-origin resource sharing (CORS)
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21. We have created a bucket policy with the name testing-groupl. We need the ARN of the bucket policy. Right-click on Amazon S3 in the left
corner and click on Open link in new tab.

Cpe cogrito o
Aetids Paints
S L
Object Lambd. -group1
Copy addriid
p— ~Shifta
FEDEEE BTN — e | Praperties P ermissians Metris Management
rre gy Access Palnts
¥ Storage Lens
Permissions overview
hi
rigar
Objects can be pulblic
) potlight g
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22. Check the bucket for which you want to know the ARN number (here, testing-groupl). The details of testing-groupl appear. Click on Copy

ARN.
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B &

Amazen 53 @ Leam how to effectively use the 53 Storage Classes.

» Account snapshot

WView Storage Lens dashboard

Buckets
5. Leam more [A

¥ Storage Lens

-

nilza
1 @
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23. Open Notepad and paste the copied ARN into it.
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“Untitled - Motepad
File Ed& Format  View Help
arnaws:sdsitesting-groupl

Lal, Col s

100r%

[CRLE)

UTE-3
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24. Switch to the browser and close the second browser tab. You will return to the first browser tab.

25. Scroll down to Bucket Policy under the Permissions tab and click on Edit and click on Policy generator link. A new tab of the browser

opens switch to a new tab.
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- Global w

Bucket policy

B 52 Management Cansole X+

(" 4] B i3consoleawiamaconcom,

L Global ¥

Amazon 53 X

Edit bucket policy

Bucket policy
ot o ti. Lesrn mese [
Policy examples [3 I Policy generator [
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26. The AWS Policy Generator page appears, as shown in the screenshot below. Set Select Type of Policy to S3 Bucket Policy. Set Effect to
Allow. In the Principal field, let us specify a wildcard (“*") to allow all principals for now. Set AWS Service to Amazon S3.

@ AW B Géreral = + ﬂ

B 53 Mansgersnt Conpobe b

T
=

[ i@ awspolicygensi.amazonaws.com

amazon
webservices

AWS Policy Generator

The AWS Policy Generator is at that enabdes you to create policies that controd 3ooess 10 Amaron Web Services (AWS) products and resources
Far r 1 ma k f cied, sad key conoepts in Using AWS Identity and Access Management. Here are sample policies

25 of policies you can create are an [AM Policy, an 53 Bucket Policy, an SNS Topic Policy, 2

of & single parmissicn, See a description of slemants that you can uss in statemsants,

Effect & Allow

Principal
AWS Service w All Services =
Actions Select Actions ' s
Amazon Resource Name [ ARN)
FITA——" F— T S S P ——
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27. Switch to Notepad and copy the ARN that we have pasted.
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1| *Untitled - Matepad

File Edit Format View Help
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28. Go to the browser and check the All Actions checkbox, paste the copied ARN value in the Amazon Resource Name (ARN) field, and click
on Add Statement.

B 53 Mansgement Camtale X QN NS Pelsy Generat w o = a ™
& i awspolicygen.s3.amazonaws.com gen.hi £ L
r rmissions. The different types of policles you can create are an [AM Policy, an 53 Bucket Policy, an SNS Topic Policy, a
and an SQ5 Queuve Palicy.
Salect Typs of Policy | 53 Buckal Palicy -
ate Srm T f a single permission. See a description of elements that you can mienks
Effect & Allow Dany
Principal
AWS Service Al
Actions T
Amazon Resource Mame (ARN) P ———
fdd Conditions (Optianal)
FAckd S1atement
1 U r n the Access Policy Language) that scts Sy - i t L
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29. Once the statement is added, click on Generate Policy in the Step 3: Generate Policy section.

B 53 Mansgement Comtels o Y AWS Peley Ceneiat o -+ o = (u ] b
& i awspolicygen.s3.amazonaws.com an.ht £ L
Actlons Select Actions "

Amazon Resource Hame [ARN)

Principal{s) Effect Action Resounce Conditions

Generate Polley Start Over
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30. The Policy JISON Document pop-up appears, along with the generated JSON code. Copy the code as shown in the screenshot below and
click on Close.

B 53 Maragement Console ® N AWS Policy Generat o . + o
[& B awspolicygensd amazcnaws.com/|
Actions .. select Acthons - » | [7] AN Actlons (*=°)

Amazon Resource Name (ARN) [ 7]

Pollcy JSOM Documsent

To save the policy, copy the text balow to a text editor.
| not be reflected in the policy generator tool.

You added

This AWS Pa Clase wat b
Cormpiande i s AWE Palay
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31. Switch to the first tab of the web browser S3 Management Console to configure Bucket Policy. Paste the copied JSON code from the
Bucket policy editor, scroll down and click on Save changes.

M 53 Managenent Cannale X i AWS Policy Genermor X | + -

“— & & slconsoleawsamazon.com

Amazon 53 * Bucket policy
; : 1ts, Learn mors [
Palicy examples [4 Policy generator [
hi €
F amaressiotesting-group1
Policy
¥ Storage Lens I
3 L i
TR
1 3
F it u
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Amazon 53

¥ Storage Lems

»

O IS Bolicy

S 0OMEEONE W 3MAC DNLODm,

Preview external access
Learn mare [

@ Preview sutemal access to your bucket with Access Amalyzer
yzer analyzes your bucket policy together with existing bucket

account access to your bucket before you save your

wd select preview to begin

1 Access Analyrer [

Mo analyzar

an analyzer in your

To prewsew external acoess to your bucket, ore

Go to Access Analyzer [3
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32. Now the bucket has public access.

@ s3consoleaws.amazon.oom,

Amazon 53

testing-group
 Publcly accessiie

Objects Properties f Metrics Management

Acteds Paints

¥ Storsge Leni

Permissions overview
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33. As described above, the security professional can assign permissions to S3 using bucket policy.
34, Log out from the AWS platform and close all open windows.

35. Turn off Admin Machine-1 and PfSense Firewall virtual machines.
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