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SCENARIO

The evolution of the Internet and web technologies, combined with rapidly increasing Internet connectivity, has led to the emergence of a
new business landscape. Web applications are an integral component of online businesses. Everyone connected via the Internet is using
various web applications for different purposes, including online shopping, email, chats, and social networking. Web applications are becoming
increasingly vulnerable to sophisticated threats and attack vectors. An outdated or insecure application can pose a serious security threat and,
in turn, affect network security.

Hence, a security professional must manage the security of the deployed applications and constantly monitor, patch, and upgrade the installed
applications.

OBJECTIVE
The objective of this lab is to provide expert knowledge in implementing application security. This includes knowledge of the following tasks:

- Implementing application whitelisting using AppLocker

- Performing application blacklisting using ManageEngine Desktop Central
- Performing application sandboxing using Sandboxie

- Detecting web application vulnerabilities using OWASP ZAP

- Testing injection vulnerability using Burp Suite

- Determining application-level attacks using various techniques

- Gathering information on a web server using various footprinting tools

OVERVIEW INTERRUPTED SESSIONS

Secure application means that the application ensures confidentiality, integrity, and availability of its restricted resources throughout the
application lifecycle. The securing process involves some tools and procedures to protect the application from cyber-attacks. Cybercriminals
are motivated to target vulnerabilities present in an application and exploit them to steal confidential data, tampering code, and compromise
the whole application.

The process of securing an application involves deploying, inserting, and testing every component of an application. This procedure finds out
all the vulnerabilities present in restricted resources such as object, data, feature, or function of an application designed to be accessed by only
authorized users.
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LAB TASKS

A cyber security professional or security professional uses numerous tools and techniques to implement network security policies. The
recommended labs that will assist you in learning the implementation of network security controls include:

Blacklist Application using Manage

Implement Application Whitelisting using AppLocker Engine Desktop Central

Perform Application Sandboxing using Sandboxie 04 2SN D A S TS L)

OWASP ZAP

Detect Injection Vulnerability using Burp Suite Determine Application-Level Attacks

Perform Web Server Footprinting using Various
Footprinting Tools

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISE 1: IMPLEMENT APPLICATION WHITELISTING USING APPLOCKER

Implement Defense-in Depth using the AppLocker tool.

LAB SCENARIO
By implementing AppLocker, security professionals can control software access to executable files, scripts, Windows Installer files, dynamic-

link libraries (DLLs), packaged apps, and packaged app installers. AppLocker enables security professionals to maintain application inventory,
prevent unwanted software infection, and standardize software within an organization’s network.

OBJECTIVE

The objective of this lab is to deploy application whitelisting on the domain network using group policy.

OVERVIEW OF APPLOCKER

AppLocker is an in-built Windows security program that can be used to control which applications the users can run. When AppLocker rules are
enforced, apps that are excluded from the list of allowed apps are blocked from running. The apps include executable files, windows installer
files, and DLLs. The default executable rules are based on paths and all files under those paths are included in the list of allowed apps. Group
policy application rules can be implemented in a domain using AppLocker.
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Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on AD Domain Controller and Web Server virtual machines.

2. In the AD Domain Controller virtual machine, log in with the credentials CCT\Administrator and admin@123.
Note: If the network screen appears, click Yes.

3. Launch Internet Explorer from the taskbar.

Note: If a Set up Internet Explorer window appears, click on Ask me later.

4. The Internet Explorer page will open. Close the Internet Explorer.

setup.dll/SoftAdmin.htm ~ @ || Search... L~
& Internet Explorer Enhanced ...

File Edit View Favorites Tools Help

Caution: Internet Explorer Enhanced Security Configuration is not enabled

Internet Explorer Enhanced Security Configuration configures your server and Internet Explorer in a way that decreases the exposure of your server to potential attacks through Web content and application
scripts. This is done by raising the default security levels on Internet Explorer security zones and changing the default settings.

Keeping the Internet Explorer Enhanced Security Configuration enabled on your servers is recommended to help ensure that your servers are not inadvertently exposed to malware or other browser-based

attacks. For more information, including the complete list of changes that are implemented by Internet Explorer Enhanced Security Configuration, see the Internet Explorer Enhanced Security Configuration
overview.

To turn on Internet Explorer Enhanced Security Configuration

1. Close any Internet Explorer windows that you might have open.

({«(D( L

2. Open Server Manager.

e If your server is running Windows Server® 2008 R2, in the Security Information section of Server Summary, click Configure IE ESC to open the Internet Explorer Enhanced Security
Configuration dialog.

e If your server is running Windows Server® 2012, click Configure this local server to open the Local Server configuration page. Then, in the Properties area, next to IE Enhanced Security
Configuration, click Off to open the Internet Explorer Enhanced Security Configuration dialog.

3. To use Internet Explorer Enhanced Configuration when members of the local Administrators group are logged on, under Administrators click On.
4. To use Internet Explorer Enhanced Configuration when all other users are logged on, under Users click On (Recommended).
5. Click OK to apply your changes.

Note: Once the Internet Explorer Enhanced Configuration is turned on for both sets of users, Server Manager will display On (Recommended) next to Internet Explorer Enhanced Security Configuration.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 6
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Note: As per policy, employees of several organizations are barred from using Internet Explorer. In this case, a security professional must know

how to block Internet Explorer using AppLocker.
5. The Internet Explorer can be blocked using AppLocker.

6. Click on Windows Start icon, select Server Manager.

=

Recycle Bin

Windows Server

Acrobat Reader DC

=]

= x
Windows

Firefox Server Manager | PowerShell

Google Chrome g

Windows
Administrativ...

Remote

Notepad++ Desktop... Event Viewer

Search

Server Manager
LE  settings

w
l Wampserver64

. Windows Accessories
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7. The Server manager window will open, navigate to the Tools menu, and select Group Policy Management.

Server Manager

GIr

Active Directory Administrative Center

Server Manager * Dashboard Manage

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

WELCOME TO SERVER MANAGER

Dashboard

§ Local Server Active Directory Sites and Services

ii All Servers Active Directory Users and Computers

%l ADDS ADSI Edit
i Component Services
18 DHcp
Computer Management
2 DNS e
] Defragment and Optimize Drives
g File and Storage Services > DHCP
T8 NPas Disk Cleanup
WHAT'S NEW DNS
Event Viewer
Group Policy M; ]
iSCSI Initiator
LEARN MORE

Local Security Policy
Microsoft Azure Services
Network Policy Server
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

ROLES AND SERVER GROUPS

i@l ADDs 1 ?i DHCP 1 é\: DNS 1 Performance Monitor
Print Management
@ Manageability @ Manageability @ Manageability Recovery Drive
Events Events Events Registry Edilor
Resource Monitor
Services Services Services
Services
Performance Performance Performance System Configuration
BPA results BPA results BPA results System Information
Task Scheduler
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8. The Group policy Management window will open. Expand Forest: CCT.com, Domains, and CCT.com, navigate and select Group Policy
Objects. Right-click on the Group Policy Objects (GPO) and select New.

Group Policy Management = X
i, File Action View Window Help ct
== | 270 c|HBE

|5, Group Policy Management Group Policy Objects in CCT.com

v £\ Forest: CCT.com Contents  Delegation
v (5 Domains

v 3 CCT.com Neme GPO Status WMI Fiter Modified Owner
=/ Default Domain Policy 5] Default Domain Controlers Policy Enabled None 8/9/20213:31:46 AM Domain Admins (CCT\Doma..
5 Domain Controllers =/ Defaukt Domain Policy Enabled None 8/9/2021 3:40:14 AM Domain Admins (CCT\Doma..
<] FinanceOU
! Group Policy
= = N
+ WMI Filters £
3 Starter GPOs Back Up Al...
[ Sites Manage Backups...
st¥ Group Policy Modeli Open Migration Table Editor

¢ Group Policy Results
View >

New Window from Here
Refresh

Help

reate an unlinked GPO

852 PM

A g B
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9. The New GPO prompt opens, type Whitelist Using AppLocker, and click on OK.
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EF”E Action View Window Help

| 20| c|HE

5 Group Policy Management
v A\ Forest: CCT.com

|
s Default Domain Policy
= | Domain Controllers
= | FinanceOU
- Group Policy Objects
7 WM Filters
] Starter GPOs
{3 Sites
s¢ Group Policy Modeling
4 Group Policy Results

Group Policy Objects in CCT.com
Contents  Delegation

Neme GPO Status

Default Domain Controllers Policy Enabled
| Default Domain Policy Enabled

WMI Fitter

None
None

New GPO

Name:

Whitelist Using AppLocker]

Source Starter GPO:

(none)

Cancel

Modified Owner

8/9/2021 3:31:46 AM Domain Admins (CCT\Doma..
8/9/2021 3:40:14 AM Domain Admins (CCT\Doma
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10. A new GPO named Whitelist Using AppLocker will be created in the Group Policy Objects folder.

Group Policy Management
il File Action View Window Help

< FinanceOU
v [ Group Policy Objects
[ Default Domain Controllers Policy
\=/ Default Domain Policy
=/ Whitelist Using AppLocker
7 WMI Filters
] Starter GPOs
@ Sites
515 Group Policy Modeling
i+, Group Policy Results

Thefollowing sites, domains, and OUs are linked to this GPO:

- X
- & %
| 2F 20X 6 HE
&, Group Policy Management Whitelist Using AppLocker
v A\ Forest: CC.T.com Scope Details Settings Delegation Status
v (5 Domains B
CCT.com L
+] Default Domain Policy Display links in this location CCT.com &~
3| Domain Controllers

Location Enforced Link Enabled

Path

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:
Name

82 Authenticated Users

Add... Remove Properties

Copyrights @ 2022 EC-Council International Ltd.
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11. Right-click on the Whitelist Using AppLocker and select the Edit option.

Group Policy Management = X
Il File Action View Window Help - &8 %
= | 2F a0/ X H
= >
L& Group Policy Management Whitelist Using AppLocker
v A\ Forest C;T,com Scope Details Seftings Delegation Status
v [Z5 Domains .
i3 CCT.com Liks
+] Default Domain Policy Diselay links in this location CCT com v
=] Domain Controllers Thefollowing sites, domains, and OUs are linked to this GPO!
7 FinanceOU r
v [ Group Policy Objects Location Enforced Link Enabled Path
[ Default Domain Controllers Policy
[ Default Domain Policy
-/ Whitelist Using ApplLc * 5
WMI Filters Edit.,
7
] Starter GPOs GPO Status >
3 Sites
Back Up...
Group Policy Modeling B
%, Group Policy Results Restore from Backup...
Import Settings... -
Save Report...
1 only apply to the following groups, users, and computers:
View > o
New Window from Here
Copy
Delete
Rename
Refresh
Help
Add... Remove Properties
=
WNMI Filtering
This GPO is linked to the following WM fiter:
<none> ~ Or
[Open the GPO editor

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 12



12. The Group Policy Management Editor window opens, expand and follow the path: Computer configuration » Policies » Windows Settings -

Security Settings, select System Services.
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13. From the list of services visible on the right-side pane, double-click on Application Identity under Service Name in the right pane.

Copyrights @ 2022 EC-Council International Ltd.

Ef Group Policy Management Editor
File Action View Help

T EEEE

|5/ Whitelist Using AppLocker [DOMAINCONTROLL.(
v & Computer Configuration
v || Policies
|| Software Settings
v ] Windows Settings
Name Resolution Policy
[ Scripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
5 Account Policies
i Local Policies
il Eventlog
4 Restricted Groups
7 System Services
4 Registry
4 File System
4/ Wired Network (IEEE 802.3) Polil
| Windows Defender Firewall witt|

| Network List Manager Policies

zaf Wireless Network (IEEE 802.11) F
| Public Key Policies
| Software Restriction Policies
_| Application Control Policies
g. IP Security Policies on Active Di
| Advanced Audit Policy Configu;
alil Policy-based QoS
| Administrative Templates: Policy defini
| Preferences

v % User Configuration
| Policies
| Preferences

Service Name

{3} Active Directory Domain ...
kf)Actl\e Directory Web Serv...
{3 ActiveX Installer (AxinstSV)
{3 Adobe Acrobat Update Se...
L;f.) AllJoyn Router Service
‘(?}App Readiness
‘@‘iAppl‘cation Host Helper S...

{f4# Application Information
[f) Application Layer Gatewa...
{2 Application Management

{3 AppX Deployment Service...

{1 ASPNET State Service
‘[?) Auto Time Zone Updater

4 AVCTP service

it Background Intelligent Tr...
t}*_} Background Tasks Infrastr...
[[:,’ BaseFiltering Engine
{3 Bluetooth Audio Gateway...
{3 Bluetooth Support Service
ﬁw’)Bran:hCache
‘[?) Capability Access Manag...
3 CaptureService_558ee

.¢ Certificate Propagation
{3 Client for NFS
3 Client License Service (Cli...
{3 Clipkoard User Service_55...
{3 CNG Key Isolation
i COM+ Event System
{3 COM+ System Application
{3 Connected Devices Platfo...

|| 3 Cannected Devices Platfo.

Application |dentity Not Defined  Not Defined

Startup Permission

Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined ~ Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined ~ Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
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14. The Application Identity Properties window opens, check Define this policy setting, select Automatic, and click on Apply and OK.

File Action View Help
e | 2T XE =2 BE

=/ Whitelist Using AppLocker [DOMAINCONTROLL.(|
v & Computer Configuration
v | Policies
| Software Settings
v [ Windows Settings
| Name Resolution Policy
+| Scripts (Startup/Shutdown)
Deployed Printers
v 3 Security Settings
5 Account Policies
3| Local Policies
7| Eventlog
4 Restricted Groups
7 System Services
4 Registry
4 File System
Wired Network (IEEE 802.3) Poli|
~| Windows Defender Firewall witt|
Network List Manager Policies
Wireless Network (IEEE 802.11) F
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g, IP Security Policies on Active Di
| Advanced Audit Policy Configu
wlli Policy-based QoS
| Administrative Templates: Policy defini|
| Preferences

v 4%, User Configuration
| Policies
| Preferences

Service Name

{3} Active Directory Domain ...
L?_} Active Directory Web Serv...
3 ActiveX Installer (AxinstSV)
[t Adobe Acrobat Update Se...
{3 Allloyn Router Service

App Readiness

{3 Application Host Helper S...
ﬁApplwcation Identity

3 Application Information
{3 Application Layer Gatewa...
{2} Application Management
{3 AppX Deployment Service...
{3 ASP.NET State Service

‘(}’*‘k Auto Time Zone Updater
{3 AVCTP service

3 Background Intelligent Tr...
{3 Background Tasks Infrastr...
{3 BaseFiltering Engine

{2} Bluetooth Audio Gateway...
};") Bluetooth Support Service
3 BranchCache

{3 Capability Access Manag...
3 CaptureService_558ee

{f) Certificate P, 1

Startup Permission

Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
t Defined  Not Defined

Application Identity Properties
Security Policy Setting
'f" Application Identity

[ Define this policy setting
Select service startup mode!

N
N
N
N
N
N
N
N
Ni
N
N @
N
N
Ni
N
N
N
N
N
N
Ni

(O Manual
() Disabled

Edit Security..

Cancel

{23 Client for NFS

{£3 Client License Service (Cli..
{2 Clipboard User Service_55...
Ifﬁ CNG Key Isolation

{3 COM+ Event System

{{} COM+ System Application
}J’_l Connected Devices Platfo...
#3 Connected Devices Platfn...

Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Not Defined  Not Defined
Naot Defined  Not Defined

Copyrights @ 2022 EC-Council International Ltd.
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15. Next, scroll down under the left sidebar and navigate to Computer configuration » Policies » Windows Settings » Security Settings »
Application Control Policies. Expand Application Control Policies, select and click on AppLocker.

E Group Policy Management Editor = X
File Action View Help

= 25 B =

i Whitelist Using AppLocker [DOMAINCONTROLL.( ~

ker provides access control

v & Computer Configuration

v | Policies

_ Software Settings Getting Started -

v | Windows Settings
Applocker uses rules and the propetties of files to provide access control for

Name Resolution Poli ) 4 =
S A A g ey applications. If rules are present in a rule collection, only the files included in those
| Scripts (Startup/Shutdown) rules will be permitted to run. AppLocker rules do not apply to all editions of Windows.

= Deployed Printers

-5 Account Policies More about AppLocker
i LocatBolicies Which edtions of Windows support AppLocker?
i Eventlog
8 Restricted Groups Configure Rule Enforcement -
2 System Services
3 Registry l Forthe AppLocker policy to be enforced on a computer, the Application
3 File System Identity service must be running.

25/ Wired Network (IEEE 802.3) Polii | | Use the enforcement settings for each nle collection to configure whether rules are
Windows Defender Firewall with enforced or audited. If rule enforcement has not been configured, rules will be enforced
n by defautt.

| Network List Manager Policies
aff Wireless Network (IEEE 802.11) |
| Public Key Policies
| Software Restriction Policies
Iv Application Control Policies |
I ':_a AEELo(ked
&, IP Security Policies on Active Di Overiiew
| Advanced Audit Policy Configu|
ol Policy-based QoS
| Administrative Templates: Policy defini

Configure e enforcement

BEJ More about rule enforcement

Executable Rules

Rules: 0
Enforcement not configured: Rules are enforced

[

| Preferences
v % User Configuration [@] Windows Installer Rules
Policies Rules: 0
Preferences Enforcement not configured: Rules are enforced
[@ Script Rules
1< > Rules: 0 v
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16. The AppLocker configuration option will appear in the
enforcement tab.
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<

right pane, click on the Configure rule enforcement link under the Configure Rule

E Group Policy Management Editor

— X
File Action View Help
3 T M = 1
== | 25 HE
1
= Whitelist Using AppLocker [DOMAINCONTROLL.( » " A
B 8 Computer Configuration AppLocker provides access control for applications
v [ Policies
| Software Settings Getting Started &
v | Windows Settings
: i AppLacker uses rules and the properties of files to provide access control for
i Name Resolttion Policy, applications. If rules are present in a rule collection, only the files included in those
=] Scripts (Startup/Shutdown) rules will be permitted to run. AppLocker rules do not apply to all editions of Windows.
e Deployed Printers
v Security Settings
5 Account Policies B3 More about AppLocker
*‘_TI Local Policies Which editions of Windows support AppLocker?
i Eventlog
4 Restricted Groups Configure Rule Enforcement. -
2 System Services
4 Registry i Forthe AppLocker policy to be enforced on a computer, the Application
2 Identity service must be running.
4 File System
Wired Network (IEEE 802.3) Poli| | | Use the enforcement settings for each rule collection to configure whether ules are
| Windows Defender Firewall wit enforced or audited. if rule enforcement has not been configured, rules will be enforced
“| Network List Manager Policies Ly dokatl;
Wireless Network (IEEE 802.11) F
| Public Key Policies
| Software Restriction Policies g ) b e erd
le enforceme
v | Application Control Policies D ootk ARC PR
% ApplLocker
8, IP Security Policies on Active Di Overview &
Advanced Audit Policy Configu!
i & Executable Rules
wl Policy-based QoS e Bt
3 5 i o Rules: 0
7 Administrative Templates: Policy defini Efer nert ok corfnd i e e cdored
| Preferences
v 4 User Configuration [ Windows Instalier Rules
| Policies Rules: 0
| Preferences Enforcement not configured: Rules are enforced
{®! Script Rules
1< > Rules: 0 = v
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17. The AppLocker Properties window appears, here, the security professional can choose various enforcement rules to configure AppLocker.
We choose the first option, that is, Executable rules: Configured.

18. Check the Configured box and select Enforce rules from the dropdown list under the Executable rules section. Click Apply and then click
OK. (Use the tab button in case you are having any difficulty in clicking Apply and OK button)

ApplLocker Properties X B

Enforcement  Advanced 1

Specify whether AppLocker rules are enforced for each nule F
collection  ocker provides access control for applications

Executable rules:

Corfigured rted i

Vl uses rules and the properties of files to provide access control for
. I rules are present in a rule collection, only the files included in those
pemitted to run. AppLocker rules do not apply to all editions of Windows.

| Enforce niles

Windows Installer rules:

[] Configured
about Applocker
Enforce rules
h editions of Windows support ApplLocker?
Script nles: Rule Enforcement -
[ Corfigured brthe AppLocker policy to be enforced on a computer, the Application

= lentity service must be running.
Enforce rufes
lorcement settings for each rule collection to configure whether rules are
audited. If rule enforcement has not been configured, rules will be enforced
Packaged app Rules:

[] Configured
Enforce rules

lqure rule erforcement

about rule enforcement

utable Rules
More about rule enforcement

0
fcement not configured: Rules are enforced

Cancel Aply

ows Installer Rules

1 Policies Rules: 0
| Preferences Enforcement not configured: Rules are enforced
|®! Script Rules

< > Rules: 0 . : Y v

9:03 PM

A g B
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19. Expand AppLocker and right-click on the Executable Rules tab. Select Automatically Generate Rules....

E" Group Policy Management Editor B e .
File Action View Help

e 2E =2 HE i

=/ Whitelist Using AppLocker [DOMAINCONTRO A

Action User Name Condition  Exceptions
v & Computer Configuration
v Policies There are no items to show in this view,
1 Software Settings

v | Windows Settings
| Name Resolution Policy
[ Scripts (Startup/Shutdown)

Deployed Printers
Security Settings
5 Account Policies

4 Local Policies
| Eventlog

4 Restricted Groups

7 System Services
5 Registry
4 File System
Fuf Wired Network (IEEE 802.3) F
| Windows Defender Firewall v
Network List Manager Polici
Zaf Wireless Network (IEEE 802.1
| Public Key Policies
| Software Restriction Policies
v || Application Control Policies
v [ AppLocker
Executahle Rules

Wi Create New Rule...
EJ Scr Automatically Generate Rules...
& Pay Create Default Rules
S IP Security
| Advanced View >

ol Policy-based

| Administrative Te ZEE i,
_ Preferences Help
v 42 User Configuration
< > |

Automatically generate rules (recommended)

9:06 PM

N =E

3/2021
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20. The Automatically Generate Executable Rules wizard appears,

retain the default options and click on Next.

(]

File Action View Help

Lol ARl (NEAN 7 Hos
= Whitelist Using AppLocker [DOMAINCONTRO A || Action User Name Condition  Exceptions
v & Computer Configuration
v: [ Policies i Automatically Generate Executable Rules X
| Software Settings

v || Windows Settings 2
| Name Resolution Policy
| Scripts (Startup/Shutdown)
= Deployed Printers
VB ?ﬁcurity Settings This wizard helps you create groups of AppLocker rules by analyzing the files within a
- Account Policies folder that you select.

1
‘ Folder and Permissions

=

i Local Policies

4| Eventlog
i z;z:::::‘:z::js User or security group that the rules will apply to: ‘
3 Registry Everyone Select...
4 File System
o/ Wired Network (IEEE 802.3) F
| Windows Defender Firewall v §
| Network List Manager Polici Folder that contains the files to be analyzed:
Zalf Wireless Network (IEEE 802.1 \ Browse...
| Public Key Policies

_ Software Restriction Policies
v | Application Control Policies
v [ Applocker
% Executable Rules More about these settings
Windows Installer Ru
L= Script Rules
B Packaged app Rules
g IP Security Policies on Active
| Advanced Audit Policy Conf
ol Policy-based QoS
_ Administrative Templates: Policy de
_ Preferences

Name to identify this set of rules:

‘:Program Files ‘

Cancel

v % User Configuration v
<

9:07 PM
8/23/2021

A By
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21. Retaining the default publisher rules, click on Next.
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File Action View Help

L

v & Computer Configuration
v | Policies
Software Settings
v | Windows Settings
Name Resolution Policy
[ Scripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
5 Account Policies

i Local Policies

4 Eventlog
4 Restricted Groups
7 System Services
2 Registry
4 File System
o/ Wired Network (IEEE 802.3) F
| Windows Defender Firewall v
-| Network List Manager Polici
Wireless Network (IEEE 802.1
| Public Key Policies
| Software Restriction Policies
v | Application Control Policies
[T ApplLocker
Executable Rules
Windows Installer Ru
=] Script Rules
B Packaged app Rules
g IP Security Policies on Active
| Advanced Audit Policy Conf
ali Policy-based QoS
_| Administrative Templates: Policy de
Preferences
v % User Configuration v

v

: :

Copyrights @ 2022 EC-Council International Ltd.

i Whitelist Using AppLocker [DOMAINCONTRO A |

Action

User Name Condition  Exceptions

Automatically Generate Executable Rules

—)
| Rule Preferences

|

Select the type of rules that you want te create. You should only create file hash rules
when necessary. A file hash rule must be revised every time that the file is updated and
a large number of file hash rules might affect system performance.
@® Create publisher rules for files that are digitally signed
If a file is not signed, create the following type of rule:
(@) File hash: Rules are created using a file's hash
() Path: Rules are created using file's path
(O Create file hash rules for all files
Reduce the number of rules created by grouping similar files

More about rule preferences

< Previous Cancel

Certified Cybersecurity Technician

3

9:08 PM
21

AR g,

20



EC-Council codered

FROM EC-COUNCIL

22. Once the rules are generated, you will be able to review publisher rules. Click on Create.
Note: The number of Rules and Files might differ in your lab environment.

File Action View Help
== 2 5= H

= Whitelist Using AppLocker [DOMAINCONTRO A || Action User Name Condition  Exceptions
v & Computer Configuration
v [ Policies . Automatically Generate Executable Rules X
|| Software Settings

v | Windows Settings
| Name Resolution Policy ‘ [ | Review Rules
|| Scripts (Startup/Shutdown) b
= Deployed Printers
v Security Settings

== i The folder analysis is complete and the following rules will be added to the policy. 2
-5 Account Policies
7 Local Policies e i =
4 Eventlog S e e
4 Restricted Groups :
5 g Publisher 7 76
7 System Services
5 Registry File Hash 1 2
4 File System
F5/ Wired Network (IEEE 802.3) F Total 8 78
B Windows Defender Firewall y - Review files that were analyzed
| Network List Manager Polici ‘
zall Wireless Network (IEEE 802.1 =[ View rules that will be automatically created
| Public Key Policies )
| Software Restriction Policies Click Create to close the wizard and create the rules.
v | Application Control Policies
=
v [T3 Applocker
T S s /4, Some folders and files could not be read during rule generation. The wizard | s
s has skioped these folders and files,
Windows Installer Ru

[ Script Rules
B Packaged app Rules : _
8, P Security Policies on Active SRS e
| Advanced Audit Policy Conf
ali Policy-based QoS
7 Administrative Templates: Policy de
_ Preferences

v 2 User Configuration v
K >

Copyrights @ 2022 EC-Council International Ltd.
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23. The default rule creation alert message box appears, click on Yes; this will automatically generate the executable rules.

File Action View Help

s = | = H

=] Whitelist Using AppLocker [DOMAINCONTRO A || Action
v & Computer Configuration
v | Policies
_ Software Settings
v | Windows Settings
| Name Resolution Policy
| Scripts (Startup/Shutdown)
Deployed Printers
v Security Settings
“5 Account Policies
Local Policies
3 Eventlog
4 Restricted Groups
7 System Services
4 Registry
4 File System The default rules are currently not in the rule list for this rule
‘_—:&, Wired Network (IEEE 802.3) F | collection. When creating rules, it is recommended that you

. also create the default rules to ensure that important system
| Windows Defender Firewall v files will be allowed to run.

User Name Condition  Exceptions

There are no items to show in this view,

AppLocker

il NetvrorkList Manager Pofics Do you want to create the default rules now?
zaf Wireless Network (IEEE 802.1
| Public Key Policies
| Software Restriction Policies No
v | Application Control Policies i
v @ AppLocker
Executable Rules
Windows Installer Ru
[=] Script Rules

B Packaged app Rules
3, IP Security Policies on Active
| Advanced Audit Policy Conf
ol Policy-based QoS
_ Administrative Templates: Policy de
| Preferences
v 42 User Configuration v
< >

Copyrights @ 2022 EC-Council International Ltd.
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24. In the above list, the automatically generated rule for Internet Explorer is whitelisted. However, our intent is to deny user’s access to
Internet Explorer. The below steps demonstrate how to deny access to Internet Explorer using AppLocker.

EGroup Policy Management Editor = X
File Action View Help
e | 25 = BE
L= Whitelist Using AppLocker [DOMAINCONTRO A || Action User Name Condition  Exceptions
[ 8 Compiuter Configuration @ Allow  Everyone (Default Rule) All files located in the Pro... Path
v 3 Policies ¥4 Allow Everyone (Default Rule) All files located in the Wi...  Path
b= f:::::s:gt'l"f; @Allow  BULTINVAJ.  (Default Rule) All files Path
: | Name Resolution Policy !:/ Allow  Everyone Program Files: Rar.exe, UnRAR.exe File Hash
[ Scripts (Startup/Shutdown) &4 Allow Everyone Program Fﬁles: WINRAR signed by O=W... Pub\fsher
= Deployed Printers 4 Allow Everyone Program Files: MICROSOFT® WINDOW... Publisher
v Security Settings ¥ Allow Everyone Program Files: FIREFOX signed by O= Publisher
35 Account Policies @ Allow  Everyone Program Files: LAB ON DEMAND HYPE... Publisher
3 Local Policies %4 Allow  Everyone Program Files: JAVA(TM) PLATFORM SE...  Publisher
j Event Log 2 Allow Everyone Program Files: JAVA(TM) PLATFORM SE...  Publisher
4 Restricted Groups 4 Allow Everyone Program Files: INTERNET EXPLORER sig... Publisher
7 System Services
4 Registry
4 File System

o/ Wired Network (IEEE 802.3) F
| Windows Defender Firewall v
| Network List Manager Polici
il Wireless Network (IEEE 802.1
Public Key Policies
| Software Restriction Policies
v || Application Control Policies
v [ Applocker
Executable Rules
Windows Installer Ru
[Z] Script Rules
B Packaged app Rules
g, IP Security Policies on Active
| Advanced Audit Policy Conf
ali Policy-based QoS
1 Administrative Templates: Policy de

Preferences
v 2 User Configuration \Y
<
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25. Right-click on the last rule from the list named Program Files: INTERNET EXPLORER and click on Properties.

E Group Policy Management Editor
File Action View Help
| 25 = B m

=] Whitelist Using AppLocker [DOMAINCONTRO A
v & Computer Configuration
v | Policies
| Software Settings
v [ Windows Settings
| Name Resolution Policy
+| Scripts (Startup/Shutdown)
Deployed Printers
v 3 Security Settings
5 Account Policies
3 Local Policies
J Eventlog
4 Restricted Groups
7 System Services
4 Registry
4 File System
Wired Network (IEEE 802.3) F
| Windows Defender Firewall v
Network List Manager Polici
Wireless Network (IEEE 802.1
| Public Key Policies
| Software Restriction Policies
v | Application Control Policies
[T AppLocker
Executable Rules
Windows Installer Ru
[Z] Script Rules
B Packaged app Rules
g, IP Security Policies on Active
| Advanced Audit Policy Conf
ol Policy-based QoS
_| Administrative Templates: Policy de
_| Preferences
v 42 User Configuration v
< >

i I

Action

& Allow
¥ Allow
& Allow
¥ Allow
& Allow
& Allow
¥ Allow
& Allow
& Allow
& Allow
L7 Allow

User
Everyone
Everyone
BUILTIN\Ad...
Everyone
Everyone
Everyone
Everyone
Everyone

Everyone
Everyone

Everyone

Name

(Default Rule) All files located in the Pro...
(Default Rule) All files located in the Wi...

(Default Rule) All files
Program Files: Rar.exe, UnRAR.exe

Program Files: WINRAR signed by O=W...
Program Files: MICROSOFT® WINDOW...
Program Files: FIREFOX signed by O=M...
Program Files: LAB ON DEMAND HYPE...
Program Files: JAVA(TM) PLATFORM SE...
Program Files: JAVA(TM) PLATFORM SE...

Program Files: INTER

Properties

Help

Cendition
Path

Path

Path

File Hash

Publisher
Publisher
Publisher
Publisher
Publisher
Publisher

Exceptions

[Opens the properties dialog box for the current selection.

Copyrights @ 2022 EC-Council International Ltd.
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26. The Allow Properties window opens, check the Deny radio button, and click on Apply and OK.

Allow Properties

General Publisher Exceptions

H Name:

|1 by O=MICROSOFT CORPORATION, L=REDMOND. S=WASHINGTON. C:USi

Des {Optional)

Action
O Alow

User or group:

Everyone

More about AppLocker rules

Select..

Cancel

| Public Key Policies
| Software Restriction Policies
v | Application Control Policies
v [ ApplLocker
7 Executable Rules
Windows Installer Ru
=] Script Rules
B Packaged app Rules
8, P Security Policies on Active
| Advanced Audit Policy Conf
ol Policy-based QoS
1 Administrative Templates: Policy de
| Preferences
v %, User Configuration
<

Name

(Default Rule) All files located in the Pro

(Default Rule) All files located in the Wi...

(Default Rule) All files
Program Files: Rar.exe, UnRAR. exe

Program Files: WINRAR signed by O=W...
Program Files: MICROSOFT® WINDOW...
Program Files: FIREFOX signed by O=M...
Program Files: LAB ON DEMAND HYPE...
Program Files: JAVA(TM) PLATFORM SE...
Program Files: JAVA(TM) PLATFORM SE...
Program Files: INTERNET EXPLORER sig...

Condition
Path
Path

Path

File Hash
Publisher
Publisher
Publisher
Publisher
Publisher
Publisher
Publisher

Exceptions

Copyrights @ 2022 EC-Council International Ltd.
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27. You will be able to see the Action of the last rule ID: Deny.
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!E Group Policy Management Editor
File Action View Help

e | 25 =B E

v & Computer Configuration
v | Policies
1 Software Settings
v | Windows Settings
| Name Resolution Policy
=] Scripts (Startup/Shutdown)
= Deployed Printers
v 3 Security Settings
5 Account Policies

i Local Policies
/| Eventlog
4 Restricted Groups
7 System Services
4 Registry
4 File System
o/ Wired Network (IEEE 802.3) F
| Windows Defender Firewall v
| Network List Manager Polici
il Wireless Network (IEEE 802.1
Public Key Policies
| Software Restriction Policies
v || Application Control Policies
v [ Applocker
Executable Rules
Windows Installer Ru
[Z] Script Rules
B Packaged app Rules
g, IP Security Policies on Active
| Advanced Audit Policy Conf
ali Policy-based QoS
1 Administrative Templates: Policy de

Preferences
v 2 User Configuration \Y
<

=] Whitelist Using AppLocker [DOMAINCONTRO |

Action User Name Condition  Exceptions
& Allow Everyone (Default Rule) All files located in the Pro...  Path

¥4 Allow Everyone (Default Rule) All files located in the Wi... Path

& Allow BUILTINVAd...  (Default Rule) All files Path

¥ Allow Everyone Program Files: Rar.exe, UnRAR.exe File Hash
& Allow Everyone Program Files: WINRAR signed by O=W... Publisher
4 Allow Everyone Program Files: MICROSOFT® WINDOW... Publisher
¥ Allow Everyone Program Files: FIREFOX signed by O= Publisher
@ Allow  Everyone Program Files: LAB ON DEMAND HYPE... Publisher
%4 Allow  Everyone Program Files: JAVA(TM) PLATFORM SE...  Publisher
¥ Allow Everyone Program Files: JAVA(TM) PLATFORM SE...  Publisher
) Deny Everyone Program Files: INTERNET EXPLORER sig... Publisher

Copyrights @ 2022 EC-Council International Ltd.
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28. Close the Group Policy Management Editor to return to the Group Policy Management window.

Group Policy Management
il File Action View Window Help

- X
- & %
e Al (=W E AR U 7 B
1 Group Policy Management || whitelist Using AppLocker
o ﬁ Forest: CCT.com Scope Details Settings Delegation Status
v
Links
» Default Domain Policy Disglay links in this location: CCT.com v
] Domain Controllers Thefollowing sites, domains, and OlUs are linked to this GPO
< | FinanceOU r
v [ Group Policy Objects Lozation Enforced Link Enabled Path
=[ Default Domain Controllers Policy
'z Default Domain Policy
=/ Whitelist Using AppLocker
7 WMIFilters
] Starter GPOs
{@ Sites
##% Group Policy Modeling
| Group Policy Results
i
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers
Name
2 Authenticated Users
Add.. Remove e
i
WNI Filtering
This GPO is linked to the following WMI fitter:
<none> v

%13PM
A s g0 &
Copyrights @ 2022 EC-Council International Ltd.
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29. Right-click on cct.com under Domains and select the Link an Existing GPO... option.

Group Policy Management = X
5l File Action View Window Help
= 270 E6 -

5, Group Policy Management CCTcom
v A\ Forest: CCT.com
v (55 Domains

Status  Linked Group Policy Objects Group Policy Inhertance  Delegation

v 3 CCTicc— . .
Fd = nd Create a GPO in this domain, and Link it here... 1s of Active Directory and SYSVOL replication for this domain as it relates to Group Policy.
31 Dol Link an Existing GPO...
] Fin Block Inheritance
v (5 Gre
1 G Policy Modeling Wizard...
= sl i roll CCT.com is the baseline domain controller for this domain
Ef New Organizational Unit
Search... nformation exists for this domain.
3 WA
ool Change ool 1o below to gather infrastructure status from alof the domain controllers in this domain.
(@ Sites Remove
s Group Poli Active Directory Users and Computers...
% Group Poli

View >

New Window from Here
Refresh
Properties

Help

Select an existing GPO and link it to this container
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30. The Select GPO window opens, select Whitelist Using AppLocker under Group Policy Objects and click on OK.

- T, a — )
s File Action View Window Help - 8%
o 2@ 008
5 Group Policy Management CCTcom
v A\ Forest: CC.T.com Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation
v (5 Domains
v CCT.com R Y " .
. . This page shows the status of Active Directory and SYSVOL replication for this domain as it relates to Group Policy
=, Default Domain Policy
57 Domain Controllers Select GPO X
< FinanceOU e '
v [ Group Policy Objects Status Details LACKn s Coan:
[ Default Domain Controllers Policy ® DomanCort: CCT.com v
\=/ Default Domain Policy -
[ Whitelist Using AppLocker Group Policy objects:
7T Mo Infrastructure Status inf
7 WMI Filters N ~
] Starter GPOs Click the Detect Now butt
. Default Domain Controllers Policy
@ Sites i i
515 Group Policy Modeling | |n Polcy
i+, Group Policy Results | —

Cancel

Copyrights @ 2022 EC-Council International Ltd.
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31. Navigate to Group Policy Objects, click on Whitelist Using AppLocker and then click on the Status tab.

Group Policy Management = X
2 File Action View Window Help -8 X
e | 2@ 20X HE
. Group Policy Management Whitelist Using AppLocker
v 4\ Forest C;T.com Scope Details Settings Delegation Status

v (25 Domains

v i CCT.com . . This page shows the status of Active Directory and SYSVOL replication for this domain as it relates to Group Policy
=, Default Domain Policy

=/ Whitelist Using AppLocker
5] Domain Controllers
27 FinanceOU Status Details
v |5 Group Policy Objects
=/ Default Domain Centrollers Policy
=/ Default Domain Policy

*) DomainControll CCT.com is the baseline domain controller for this domain

=] Whitelist Using AppLocker No Infrastructure Status information exists for this domain.
7 WMIFilters Click the Detect Now button below to gather infrastructure status from all of the domain controllers in this domain
] Starter GPOs

[ Sites
5% Group Policy Modeling
««, Group Policy Results
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32. Click on Detect Now in the bottom right corner.
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|2 EO(Xa H

Group Policy Management
il File Action View Window Help
4=
=

5, Group Policy Management
v A\ Forest: CCT.com
2 Domains
CCT.com
=1 Default Domain Policy
+ Whitelist Using AppLocker
4| Domain Controllers
3| FinanceOU
v |5 Group Policy Objects
| Default Domain Controllers Policy
=/ Default Domain Policy
=/ Whitelist Using AppLocker
7 WMI Filters
3] Starter GPOs
{3 Sites
st Group Policy Modeling
(¢, Group Policy Results

v

v

Copyrights @ 2022 EC-Council International Ltd.

Whitelist Using AppLocker

Scope Details Settings Delegation Status

This page shows the status of Active Directory and SYSVOL replication for this domain as it relates to Group Policy.

Status Details

¥} DomainControll CCT.com is the baseline domain controller for this domain

Mo Infrastructure Status information exists for this domain.

Click the Detect Now button below to gather infrastructure status from all of the domain controllers in this domain.
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9:16 PM
8/23/2021

3]

A Tds



EC-Council {> codered

FROM EC-COUNCIL

33. Close the Group Policy Management window. After a few seconds, the group policy will update.

34. Open the command prompt, type gpupdate /force and press Enter to update the policy.

BN Administrator; Command Prompt

\icrosoft Windows [Version 1©.©.17763.1397]
c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator.DOMAINCONTROLL.©06.601.8082>gpupdate /force
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35. Wait for a few seconds to update the group policy. Close the Command Prompt window.

& Administrator: Command Prompt
licrosoft Windows [Version 16.6.17763.1397]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator.DOMAINCONTROLL.©00.601.882>gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
Jser Policy update has completed successfully.

C:\Users\Administrator.DOMAINCONTROLL .066.601.0602>
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36. Next, try to open Internet Explorer.
37. You will receive the message that “This app has been blocked by your system administrator.” Click on Close.

Note: If you do not receive the above message, then restart the AD Domain Controller machine and repeat Step#36.

This app has been blocked by your system
administrator.

Contact your system administrator for more info.

Copy to clipboard
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38. Switch to the Web Server virtual machine.

39. Log in with the credentials Administrator and admin@123.

<
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40. Open a Control Panel window and navigate to Network and Internet » Network and Sharing Center » Change adapter settings. In the
Network Connections window, right-click the ethernet adapter (here, Ethernet 2) and select Properties from the drop-down options.
Double-click Internet Protocol Version 4 (TCP/IPv4) and change the Default gateway address to 10.10.1.19. Click OK twice. Close the window.

o

= T

4 & > Control Panel > Network and Internet > Network Connections v O Search Network Connections @
Qraanize w Dicahla thic nehwark deavics DNiaannce thic conngction Rename this connection View status of this connection » S v [ 0
il .
‘ Networking
C g
d Internet Protocol Version 4 (TCP/IPv4) Properties X
General
Th  You can get IP settings assigned automatically if your network supports
—  this capability. Otherwise, you need to ask your network administrator
C for the appropriate IP settings.
N
8 (O Obtain an IP address automatically
E (®) Use the following IP address:
R IP address: 10¢ 22300 @1l 16
b Subnet mask: 255.255.255. 0
<
% Default gateway: 10,4710 151 19
Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 200 43017531 19
Alternate DNS server: 8 .8 .8 .38
[ validate settings upon exit Advanced...
Cancel

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician
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41. Open File Explorer and right-click on This PC, select Properties.

Copyrights @ 2022 EC-Council International Ltd.
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¥ < | File Explorer
Home Share View

4 & » Quickaccess »

Unpin from Start
Map network drive...
Open in new window
Pin to Quick access

Disconnect network drive...
Add a network location

Delete

Rename

Properties

v O
(5)
R v Frequent folders (5)
I Desktop / Desktop Downloads Documents
r This PC This PC £=| This PC
& Downloads ’ A ‘7 I,‘ 2 !
|=| Documents ¢
- Pictures CCT-Tools (\\ADMIN-MA...
= Pictiires ; w1 his PC This PC
== CCT-Tools (\\ADMI & 2‘
> [ This B
Expand
¥ Netw
Manage After you ome files, we'll show the most recent o

Certified Cybersecurity Technician
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42. The System window opens, click Change Settings.
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P System

Control Panel Home

9 Device Manager
) Remote settings
) Advanced system settings

4~ E3 5 Control Panel > System and Security » System

View basic information about your computer

Windows edition
Windows Server 2016 Standard
© 2016 Microsoft Corporation. All rights reserved.

System
Processor: Intel(R) Xeon(R) Gold 6262V CPU @ 1.90GHz 1.90 GHz
Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WebServer
Full computer name: WebServer
Computer description:
Workgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00377-60000-00000-AA934

ch Control Panel el

==‘ Windows Server' 2016

G'—‘x\:tl-sate Windows

Copyrights @ 2022 EC-Council International Ltd.
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43. The System Properties Window opens, click Change....

44, The Computer Name/Domain Changes sub-window opens, select the Domain radio button, and type cct.com under the empty text box.
Click OK.

B ]

4 E3 5 Control Panel > System and Security » System

v O Search Control Panel e
Control Panel Home . g y e
View basic information about your computer

9 Device Manager Windows edition
€ Remote settings
€ Advanced system sef u |

Computer Name/Domain Changes X .. Windows Server' 2016

You can change the name and the membership of this Eomputer

computer. Changes might affect access to network resources.

] CPU @ 1.90GHz 1.90 GHz
Computer name: |-based processor

WebServer ‘ silable for this Display

Full computer name:

WebServer
& Change settings
More... ange... |
Member of
(® Domain:
Icct.coml I
(O Workgroup:

WORKGROUP

License Terms

@ Activate Windows
Cancel
0K Cancel oply

Security and Maintenance
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45, The Window Security credential window opens, type username as cct\administrator and type password as admin@123 and click OK

r

Windows Security X 1

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

cct\administrator

.........l o

Domain: cct

OK Cancel
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46. Wait for few seconds, the welcome to cct.com popup appears, click OK.

Computer Name/Domain Changes X

0 Welcome to the cct.com domain.

L »
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47. The restarting confirmation popup appears, Click OK.

r .

Computer Name/Domain Changes

You must restart your computer to apply
these changes

Before restarting, save any open files and close all
pregrams,

=)
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48. You will get back to the System Properties window. Click Close.

49, The Microsoft windows message box opens, click Restart Now button to restart the system.

Copyrights @ 2022 EC-Council International Ltd.

IrMicrosof’t Windows

changes

e

You must restart your computer to apply these

Before restarting, save any cpen files and close all programs.

E Restart Now ; Restart Later

»
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50. The system wiill restart. Choose Other user username as martin@cct.com and type password as user@123 and press Enter.

Sign in to: cct.com

How do | sign in to another domain?

R Administrator

R Other user
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51. Navigate to C:\Program Files\Internet Explorer and try to execute iexplorer.exe.

™ =1 Application Tools  |nternet Explorer - »
Home Share View Manage 0
« ™ > ThisPC > Local Disk (C:) » Program Files » Internet Explorer > v B P
Name Date modified Type Size
# Quick access
en-US
B Desktop ] ’
images File folder
& Downloads SIGNUP File folder
|| Documents %] hmmapi.dil
& Pictures ’ & iediagemd
- & ieinstal
[ This PC s
& ielowutil
¥ Network 1EShims.dll

1 ation extens...
& iexplore Application

J sqmapi.dll

Application extens...

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 44



EC-Council <€) codered

FROM EC-COUNCIL

52. As soon as you double-click on iexplorer.exe file, you will receive an error message stating that the administrator has blocked the program.

This app has been blocked by your system
administrator.

Contact your system administrator for more info.
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53. Click Close. Close the open window.
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54, By implementing the aforementioned steps, security professionals can implement policies as per organizational requirements. You can
apply whitelisting here. In this lab, we have demonstrated only one policy, which can be applied by every user to deny access to necessary

resources

Note: Since administrative rights are required to proceed to the next exercise, we will unlink the created Whitelist Using AppLocker policy.

55. Switch to the AD Domain Controller virtual machine.
56. Log in with the credentials CCT\Administrator and admin@123.
57. Click on Windows Start icon, select Server Manager.

Windows Server

Acrobat Reader DC

= 3
X Windows
Firefox Server Manager | PowerShell

Google Chrome m

Windows
Administrativ...

2

Remote

Notepad++ Desktop... Event Viewer

p Search

=
Server Manager
Q Settings

w

. Wampserver64

l Windows Accessories

O
pe,

Copyrights @ 2022 EC-Council International Ltd.
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Windows
PowerShell ISE

Control Panel

File Explorer
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58. The Server manager window will open, navigate to the Tools menu, and select Group Policy Management.

Server Manager

ol

Active Directory Administrative Center

Server Manager * Dashboard Manage

Active Directory Domains and Trusts
WELCOME TO SERVER MANAGER

Dashboard Active Directory Module for Windows PowerShell

i Local Server M Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

ii All Servers

T§l AD DS

{8 DHCP QUICK START

& DNS 2
g

Component Services

Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

Event Viewer

File and Storage Services P 3

T4 NPAS
WHAT'S NEW

Group Policy Management ]
iSCSI Initiator

LEARN MORE Local Security Policy

Microsoft Azure Services
Network Policy Server
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

ROLES AND SERVER GROUPS

5 | Servergroups:1 |

|i| AD DS 1 ?i DHCP 1 % DNS 1 Performance Monitor
Print Management
@ Manageability @ Manageability @ Manageability Recovery Drive
Events Events Events Registry Gilitor
: 3 Resource Monitor
Services Services Services :
Services
Performance Performance Performance System Configuration
BPA results BPA results BPA results System Information
Task Scheduler
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59. The Group Policy Management console opens, expand the cct.com domain, right-click on Whitelist Using AppLocker policy, and click on
the Link Enabled option to disable the link.

60. This concludes the demonstration of showing how to implement application whitelisting using AppLocker.

61. Close all open windows.

62. Turn off AD Domain Controller and Web Server virtual machines.

Group Policy Management = X
i File Action View Window Help -8 X
= 2 X HE
L& Group Policy Management || whitelist Using AppLocker
v A Scope Detalls Settings Delegation
v
y Links
+ Default Domain Policy Display links in this location: CCT.com <
=i/ Whitelist Using Ap '+ fomains, and OUs are linked to this GPO:
51 Domain Controller Edit...
21 FinanceOU Enforced Enforced Link Enabled Path
v [t Group Policy Objet [&#  Link Enabled No Yes CCT.com
=/ Default Domair Save Report...
=/ Default Domair
=] Whitelist Using View >

% WMI Filters
7] Starter GPOs

New Window from Here

[ Sites Delete
st¥ Group Policy Modeling Rename
««, Group Policy Results Refresh 4
Help 3PO can only apply to the following groups, users, and computers

Name

2 Authenticated Users

Add... Remove

WMI Filtering
This GPQ is linked to the following WMI fiter:

<none> v

oggle the Link Enabled attribute for this link

S
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EXERCISE 2: BLACKLIST APPLICATION USING MANAGEENGINE DESKTOP
CENTRAL

Application blacklisting is a security practice of blocking the running and execution of a list of undesirable programs.

LAB SCENARIO

Most antivirus programs, spam filters and other intrusion prevention or detection systems use the application blacklisting method. A blacklist
often comprises malware, users, IP addresses, applications, email addresses, domains, etc. Knowledge of the threats associated with programs
or applications is required to prepare an application blacklist

Security professionals must have proper knowledge regarding blocking executable files in the network or local system in order to maintain
system security.

OBJECTIVE

The objective of this lab is to deploy application blacklisting using ManageEngine Desktop Central.

OVERVIEW OF APPLICATION BLACKLIST

Application blacklisting is threat centric. By default, it allows all applications that are not in the blacklist to be executed. To block any program
or application, the security professional must add it in the application blacklist. There are many tools used in blacklisting applications, in this
task, we will use ManageEngine Desktop Central to demonstrate application blacklisting.

ManageEngine Desktop Central prevents blacklisted applications based on the organization’s policies. It helps in restricting the usage of
blacklisted applications as well as portable executables, which can be accessed without installation. The Block Executable and Prohibit Software
features of ManageEngine Desktop Central can be used for Application Blacklisting.
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Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the Admin Machine-1 virtual machine.
2. Log in with the credentials Admin and admin@123.

Note: If the network screen appears, click Yes.

3. Navigate to Z\CCT-Tools\CCT Module 09 Application Security\ManageEngine Desktop Central.
4. Double-click ManageEngine_DesktopCentral_64bit.exe to start the installation.

™ =1 Manage ManageEngine Desktop Central — X
Home Share View Application Tools O
<« v. i « CCTModule 09 Application Security > ManageEngine Desktop Central v 0O Search ManageEngine Desktop Central
Name Date modified Type Size
» Quick access o
« ManageEngine_DesktopCentral_64bit 9/9/2021 4:21 AM Application 72,572 KB

Desktop , < getngine | P L 4 pp!

& Downloads

|£| Documents

CCT-Tools

s New Volume (D:)

s New Volume (F:)

@ OneDrive

I This PC
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5. A User Account Control window appears, click Yes to continue.

6. ManageEngine Desktop Central Setup window appears, click Next to proceed with the installation process.
7. Follow the wizard driven installation to install the tool with default settings.

8. If an Antivirus Scanner pop-up appears, click OK.

9. In the Port Selection Panel wizard, leave the port number set to default (8020) and click Next.

10. Similarly, in the next wizard, click Next.

11. Extraction files pop-up appears and the tool starts to extract, wait for it to finish.

Note: The extraction and unpacking process takes approximately 5 minutes to complete.

’_}‘J = Manage fanagef e Decktap Cent o
Home Share View Application Tools o
<« v. P « CCT Module 09 Application Security » ManageEngine Desktop Central v 0 Search ManageEngine Desktop Central

Name Date modified Type Size

# Quick access
E?,- ManageEngine_DesktopCentral_64bit 9/9/2021 4:42 AM Application 425,009 KB

Desktop

4 Downloads

) Documents

CCT-Tools

ManageEngine Desl
s New Volume (F:)

B videos
@ OneDrive

& This PC
# 3D Objects
Desktop
| Documents

; Downloads

-
Extracting files, This will take a few minutes. Please wait ...
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12. After the extraction and unpacking process, Register & Avail wizard appears. Click Skip.

ManageEngine Desktop Central Setup X

Register & Avail FREE Technical Support [Optional) A |

Specify your details below to avail free Technical support during
evaluation

MName

E-mail I1d

Phone

Company Name

Country Select- v

By Clicking "Next’, you agree to our Privacy Policy.

MNexst > Skip

o
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13. InstallShied Wizard Complete wizard appears, ensure that Yes, Start Desktop Central is checked and click Finish.

anageEngine Desktop Central Setup

InstallShield Wizard Complete

Setup has finished installing ManageEngine Desktop Central
on your computer.

[“lives, Start Desktop Central:

Desktop Central server will be launched in your default
web-browser., This might take few minutes.

Technical support :
desktopcentral-support@manageengine.com

' 1I_

Finish

Canc

e
Qi
0
ui
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14. Microsoft Edge and Internet Explorer windows appear. Maximize Internet Explorer browser.

15. In the Internet Explorer 11 wizard, select Don't use recommended settings checkbox and click OK.

16. Close the tab with microsoft.com website loading on it.

17. In the first tab, UEMS Central Server website is open. Click Refresh icon ( ), present in the top-section of the window next to the URL field.
18. A notification appears in the lower section of the window, click Allow blocked content button.

d'\ C\Program Files\DesktopCentral_Server\ServerStatusNotifier\webclient.html ~ & || Search.. L2~

&} UEMS Central Server - Statu...

Edit View Favorites Tools Help

&

Internet Explorer restricted this webpage from running scripts or ActiveX controls. Allow blocked content
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19. The main page of ManageEngine Desktop Central appears along with a login form. You can observe that, by default, credentials are
entered. Click Sign in to proceed.

3 http://localhost:2020/ configurations ~ & || Search... Jo i

‘3 ManageEngine Desktop Ce...

Edit View Favorites Tools Help

ManageEngine :
Desktop Central 10 @ P (2

Unified Endpoint Management & Security Solution

2 admin| X

T SNeeLT ° @ £ eeeee
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20. ManageEngine Desktop Central dashboard appears, click Inventory option from the top-section of the page.
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localhost:2020

ebclient®/uems/home/getting-started

b D hitp:

0} ManageEngine Desktop Ce...

ManageEngine '

Desktop Central 10

Patch Mgmt Inventory

Configurations

Software Deployment

o Install Agent

® In Workgroup Computers

# In Active Directory Computers

# In Remote Office Computers

~C

Search...

) JumptoSDP License Version:10.1.2127.5 @

OS Deployment  Mobile Device Mgmt

x Close
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21. Steps involved in Asset Management diagram appears, click X to close it.

22. Navigate to the Computers option from the left-pane. In the right-pane, click Add Computer(s) in LAN link.

— X
[ http://localhost:8020/webclient®/dc/inventory/computers ~ & || Search.. Jo w19 &
‘3 ManageEngine Desktop Ce...
Edit View Favorites Tools Help
ann ManageEngin? A

mJumptoSDP License Version:10.1.2127.5 @

%2 Desktop Central 10

Home Configurations PatchMgmt Software Deployment Inventory OS Deploym Mobile Device Mgm'

Views v o

Information (1)

[ Computers
= Hard
e arowane Agent not installed in Client Computers.
o To manage a client computer, you should first install the agents in all the computers. Add Computer(s) in LAN | Add
;" Software Remote Office
1 Alerts
Inventory Reports »
Application Control v

G Prohibit Software

@( Block Executable

Actions / Settings v
p Scan Systems

Q
. ile Seanul
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23. Add Computer(s) wizard appears, close it.

24. Observe that a blank table appears, click Download Agent button from the right-pane.

- X
[} http://localhost:8020/webclient=/uems/agent/som/computers?isAddComputers=true ~C Search... 0D~ w19 &

0} ManageEngine Desktop Ce... [

ManageEngine‘"
Desktop Central 10 @ JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OS Deployment

Scope of Management v

E} Summary Information (5)

S
@ Domain Managing Windows legacy OSs requires attention!

To avoid security issues and agent-server communication discrepancies, ensure proper patching in computers
running on legacy OSs. Learn Maore

% Remote Offices

) Computers

R
Deployment v &, Download Agent
@ SoM Policy + Add Computer(s) X Remove Computer(s) &, Importv  # Edit Credential
E Want to customize computer details?

@ Agent Installation
AgentActions:  [3lInstall Agent  [1Uninstall Agent MoveTo Select Remote Office v 1?

@ Deploying Agent with OS Filters = Total:0 | Q B B &
Computer Name = Domain Name Agent Status Last Contact Time Agent Version I
Settings v
No computers managed.
ﬁﬁ Agent Settings
0-00f0 25~
IP Scope o v
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25. A pop-up appears, ensure that Windows is selected under Platform section and click Download Agent.

- X
D http://localhost:8020/webclient®/uems/agent/som/computers?isAddComputers=true ~ & || Search... 0~ s 18 &
3 ManageEngine Desktop Ce... * ||
Edit View Favorites Tools Help
s ManageEngin;’ ~
2 Desktop Central 10 Remdte Difice
Local Office "

Patch Mgmt  Software Deployment Inventory OS Deploymen

Home Configurations

Install

Scope of Management v

E Summary Information (5)

Platform
Domain ) . . . Win
@ Managing Windows legacy OSs requires attentio ! Mac
% Rérnote Offices To avoid security issues and agent-server communicatio
running on legacy OSs. Learn More

@ Computers

& Download Agent

Deployment v
@ SoM Policy 4+ Add Computer(s) X Remove Computer(s) & Importv  # Edit Credential
E' Want to customize computer details?
@ Agent Installation
Agent Actions:  [fllnstall Agent  [JUninstall Agent MoveTo Select Remote Office v |12
@ Deploying Agent with OS Filters - Total:0 | Q B E &
Computer Name = Domain Name Agent Status Last Contact Time Agent Version I
Settings v
No computers managed.
F‘_g_l_ Agent Settings
0-00of0 25 o Vi
L 6B 1PS
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26. Do you want to save LocalOffice_Agent.exe from localhost? pop-up appears in the lower-section of the page, click Save.

— X
(] http://localhost:28020/webclient¥/uems/agent/som/computers?isAddComputers=true ~ & || Search.. 0~ )
/3 ManageEngine Desktop Ce... * ||
Edit View Favorites Tools Help
. . A
@ JumptoSDP License Version:10.1.2127.5 @

Home

@ Summary

@ Domain

E] Computers

Deployment

B SoM Policy

ManageEngine

£ Desktop Central 10

Configurations

Scope of Management

% Remote Offices

@ Agent Installation

@ Deploying Agent with OS

-~

Patch Mgmt  Software Deployment

Information (5)

Managing Windows legacy OSs requires attention!

To avoid security issues and agent-server communication discrepancies, ensure proper patching in computers

& Download Agent

running on legacy OSs. Learn More

<+ Add Computer(s) % Remove Computer(s) & Importw
E Want to customize computer details?
Agent Actions:  [flInstall Agent  [ZJUninstall Agent MoveTo Select Remote Office v ({2
Filters v Total:0 | Q BB BFE L
Last Contact Time Agent Version I

Computer Name

Inventory OS Deployment

= Domain Name

# Edit Credential

Agent Status

Settings

{i Agent Set

Do you want to save LocalOffice_Agent.exe from localhost?

@ This type of file could harm your computer.

Cancel

- O

60

Save | ¥

4B DS,
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27. After the completion of download, click Run to install the tool.
Note: If User Account Control window appears, click Yes.

28. Follow the wizard driver installation to install the tool with default settings.
29. After the installation completes, click Close and refresh the page.

30. Add Computer(s) wizard appears, close it.

Note: If Register for free demo wizard appears, click Skip.

31. You can observe that a local computer appears in the table, as shown in the screenshot below.

b ) hitp://localhost:2020/webclient=/uems/agent/som/computerstisAddComputers=true ~ & || Search... 0~

/3 ManageEngine Desktop Ce...

ManageEngin?
Desktop Central 10

i JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OS Deployment

(]

Information (5)

Scope of Management v

{
|=] Summary

@ Domain

% Remote Offices

No Credential Specified!
The password of the following domains are not specified. Update the password. WORKGROUP

©) Computers

& Download Agent
Deployment v
-+ Add Computer(s) % Remove Computer(s) & lImportv & Edit Credential
B SoM Policy E Want to customize computer details?
@ Agent Installation Agent Actions: GlInstall Agent [ Uninstall Agent  MoveTo  Select Remote Office v @
) Deploying Agent with OS ity ” Totalil | Q B & &
O Computer Name * Domain Name Agent Status Last Contact Time Agent Version
Settings N O [« Admin-Machine-1 WORKGROUP Installed Succe...  Sep 9,202103:34PM 10.1.2127.5W
Gﬁ‘_ Agent Settings 1-10f1 25~

IP Scope Q v
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32. Now, click Inventory option again from the top-section of the page.

33. Inventory page appears, click Block Executable option from the left-pane.

- X
D http://localhost:8020/webclient/dc/inventory ~ & | Search.. 0~ W 1 &

) ManageEngine Desktop Ce.. % ||

P
s ManageEngine
HH Deskgtongentral 10 & JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OSDeployment Mobile Device Mgmt ee**

Views v 0

] Computers Information | 7|

-
== Hardware

Scan Files!
o Software Schedule Scan to fetch storage details of files like, music, videos, images and documents.
1 Alerts
Computer Audit Summary & Computers by OS ©
Inventory Reports »
1
Application Control v o ! o !
2 £
=2 =
o s = a
§¢ Prohibit Software E E
o (&}
‘s s
@‘ Block Executable o o
= =
Actions / Settings v " Succeeded Failed Not Scanned = Windows 10
p Scan Systems Scan Status Operating System
2] Ciln Cran Dulac Coth c Software C i S W, tvS o
http://localhost:8020/webclient#/dc/inventory/block-executables rary BLE SOMPAANCE 2LMMary SH Y ALY v
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34, Block Executables page appears, click + Add Policy button from the right-pane.

- X
$ http://localhost:8020/webclientZ/dc/inventory/block-executables ~ & | Search.. P~
‘0 ManageEngine Desktop Ce...
Edit View Favorites Tools Help
ManageEngine " A

Desktop Central 10 @ JumptoSDP License Version:10.1.2127.5 @

Configurations Patch Mgmt  Software Deployment Inventory OSDeployment Mobile Device Mgmt ®e*

Views Vv <+ Add Policy X Remove Policy Total:0 | Q =B L

[ Computers Group Name * Created By Last Modified Time Modified By Executables Blocked

_— No data available
== Hardware

0-00f0 25 ~

O Software

(ﬁl\ Alerts

Inventory Reports »
Application Control v

Q Prohibit Software

@ Block Executable
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35. Add Policy page appears. In the Custom Group field, type All and All Computers Group option appears, select it.

dc/inventory/bloc

b "-') http://localhost:2

0 ManageEngine Desktop Ce...

ManageEngine "
Desktop Central 10
Home

Configurations  Patch Mgmt

Software Deployment

Inventory  OS Deployment

~ & | | Search... 0D~

@ JumptoSDP License

Mobile Device Mgmt  ®e**

@ Block Executable

Actions / Settings v

p Scan Systems

l:] File Scan Rules

Views v Block Executable > Add Policy
Add Poli
[_] Computers <y
E Hardware Add Policy
o Software
Custom Group Al +
O Alerts
All Computers Group
Inventory Reports »
+ Add Executable % Remove
Application Control v Q Search
e( Prohibit Software _
O Application Executable Version Block Rule Last Modified Time

No Data Available

Version:10.1.2127.5 @

Action

Q.
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36. Click + Add Executable button. Executable Details pop-up appears, in the Application Name field, type Google Chrome.
Note: Here, we are blocking Google Chrome application. However, you can block an application of your choice.
37. Leave Block Rule option set to default (Path). In the Executable Name field, type chrome.exe and click Add button.

Note:
There are two methods to block an executable/application:

- A path rule can be used to block all versions of specific applications based on the name of the executable and its file extension.
- A hash value can be used to block executables even if they are renamed.

Executable Details

Application Namé& Google Chrome
Block Rule © Path Hash 2
Executable Namé chrome.exe
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38. Observe that a policy has been created, click Add to add this policy.

— X
3 http://localhost:2020/webclientZ/dc/inventory/block-execu ~ & | | Search... P~
‘) ManageEngine Desktop Ce...
Edit View Favorites Tools Help
i ManageEngine " ~
HH Deskgtongentral 10 ) JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OSDeployment Mobile Device Mgmt ®e*

Views v Block Executable > Add Policy
Add Polic
[ Computers Y
E Hardware Add Policy
Q Software
Custom Group All Computers Group +
1 Alerts
Add Description
Inventory Reports »
+ Add Executable X Remove
Application Control v Q Search
Q Prohibit Software =
|| Application Executable Version Block Rule Last Modified Time Action
@ Block Executable -
O Google Chrome chrome.exe All path Sep 9,202106:28 AM

C |
p Scan Systems m bl

Q.
LE EilaG Rl
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39. A notification appears confirming that the policy has been created successfully, as shown in the screenshot below.

= X
,U> http://localhost:8020/webclient®/dc/inventory/block-executables ~C Search... D~ )
0} ManageEngine Desktop Ce... B
ManageEngin?‘ A
T

HH Desktop Central 10 @ JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OSDeployment Mobile Device Mgmt ®e**®

View: v
ISWE Policy has been created successfully. Executables will be blocked during the subsequent system start up or Close
] Computers after the 90 minutes refresh cycle.
E Hardware + Add Policy X Remove Policy Total:1 | Q = L
a Softwara O Group Name Created By Last Modified Time Modified By Executables Blocked
O All Computers Grc  admin Sep 9,202103:59 PM admin 1
’Q\ Alerts
1-10of1 25 ~
Inventory Reports »
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40. To block the executables, we need to Restart the system.

41. To restart the machine, click Windows Start icon, then Power icon. From the options, select Restart.

6 D http://localhost:2020/webclient®/dc/inventory/block-e ~ & || Search.. P~
‘3 ManageEngine Desktop Ce...
. 2
ManageEngine ~
ge~ng @ JumptoSDP License Version:10.1.2127.5 @

Desktop Central 10

Life at a glance Play and explore

See all your mail in one place
Thursday I
9 And more... ’
i Xbox Console... | Groove Music Movies & TV

!.n

Microsoft Edge Photos Solitaire

A Admin

[ Documents ﬁ

Microsoft Store OneNote for... Office

(I) Shut down

O Restart

™ Power
637 AM
> Bl =k e

L Type here to search
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42. After the system reboots, log in with the credentials Admin and admin@123.

43. Microsoft Edge and Internet Explorer browser window appears. Close Microsoft Edge browser.
44, Click Show Hidden Icons (A) icon from the lower-right corner of the Desktop.

45, Right-click ManageEngine Desktop Central icon and click Start Service option.

b % http://localhost:3020/webclient=/dc/inventory/block-executables ~ & | Search.. 0P~

D Can'trei o

£ | C:\Program Files\DesktopCentral_Server\ServerStatusNotifier\v ~ & | | Search... L~

& UEMS Central Server - Statu... »

&

Start Service [
Stop Service

Open Web Console
Startup Options >

Hide Tray Icon

‘ 6:42 AM
ﬂ AL Type here to search i D EC A Tde g0 B
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46. If User Account Control window appears, click Yes.

47. Navigate to Internet Explorer browser window where http://localhost:8020 is opened. Click Refresh icon ( ), present in the top-section of
the window next to the URL field.

Note: If you are receiving Can't reach this page error, then navigate to Internet Explorer browser window where UEMS Central Server website
is open. Click Refresh icon ( ), present in the top-section of the window next to the URL field.

Note: If a notification appears in the lower-section of the window, click Allow blocked content button.

48. The main page of ManageEngine Desktop Central appears along with a login form. You can observe that, by default, credentials are

entered. Click Sign in to proceed.

- X
) http://localhost:2020/webclient®/dc/inventory/block-executables ~ & | | Search... 0~ 3

0} ManageEngine Desktop Ce...

ManageEnging\\'

Desktop Central 10 @ p(?)

Unified Endpoint Management & Security Solution

2 admin

B =
1
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49, Block Executable page appears, along with the created policy.

Note: If Block Executable page does not appear automatically, navigate to Inventory and from the left pane select Block Executable.

- X
’U) http://localhost:8020/webclient=/dc/inventory/block-executables -G Search... D~ 7 3¢

‘) ManageEngine Desktop Ce...

ann ManageEngin?
HH Desktop Central 10 B JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OSDeployment Mobile Device Mgmt e©e*®

Views v <+ Add Policy X Remove Policy Total:1 | Q =B L
[ Computers O Group Name # Created By Last Modified Time Modified By Executables Blocked
E Hardware (| All Computers Group admin Sep 9,202103:59 PM admin 1
o Software 1-1of1 25 ~
) Alerts
Inventory Reports »

Application Control v

Q Prohibit Software

§@) Block Executable
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50. Nowy, click Show Hidden Icons (A) icon from the lower-right corner of the Desktop. Right-click ManageEngine Desktop Central -
10.1.2127.8.W icon and click Apply Configurations option.

51. Minimize the browser window and double-click Google Chrome icon on the Desktop to launch it.
52. You can observe that the application does not open up, indicating that it has been blocked.

53. Switch back to the browser window. In the Block Executables page, click on All Computers Group link in the policy.

— X
’U> http://localhost:28020/webclient/dc/inventory/block-executables ~q Search... Jo R w9 &

‘) ManageEngine Desktop Ce...

ManageEngine |
Desl?tongentral 10 @@ JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OSDeployment Mobile Device Mgmt ®e*

Views v <+ Add Policy X Remove Policy Total:1 | Q B L
[] Computers | Group Name # Created By Last Modified Time Modified By Executables Blocked
E Hardware : O All Computers Group admin Sep 9,202103:59 PM admin 1 ,\I
O Software tokatd ciia
) Alerts
Inventory Reports »

Application Control v

“x Prohibit Software

@‘ Block Executable
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54, All Computers Group policy details appears, as shown in the screenshot below.
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’03 http:

nt¥/dc/inventory/block

‘) ManageEngine Desktop Ce...
awa ManageEngin?

2 Desktop Central 10

Home Configurations Patch Mgmt

Views v Block Executable

[] Computers

Modify Delete

E Hardware

Policy Details
o Software

Group Name
T Alerts

Description
Inventory Reports »

Created Time
Application Control v Modified time

Q Prohibit Software
Executable Details

@ Block Executable

Actions / Settings v Application

p Scan Systems Google Chrome

E] File Scan Rules

Software Deployment

All Computers Group

Version

All

Inventory

Executable Details

All Computers Group

Sep 9,202103:59 PM

Sep 9,202103:59 PM

Execution Status

Executable

chrome.exe

OS Deployment

Y

Search...

ﬁ JumptoSDP License Version:10.1.2127.5 @

Mobile Device Mgmt

Total:1 | Q B &L
Block Rule Created By Modified By LastM
Path admin admin Sep 9,

1-1of1

= Q4
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55. Click on Execution Status option from the lower-section of the page.

56. It displays a list of machines (here, Admin Machine-1) that tried to access blocked application, as shown in the screenshot below.
57. This concludes the demonstration showing how to block application using ManageEngine Desktop Central.

58. You can further explore other options and features offered by the tool.

59. Close all open windows.

60. After the completion of this task, delete the executable policy to unblock the blocked applications on the system.

= X
4 http://localhost:3020/webclient®/dc/inventory/block-executables/301 ~ & || Search.. D~
) ManageEngine Desktop Ce...
Edit View Favorites Tools Help
e ManageEngine " A
P Li ion:10.1.2127.
ass Desktop Central 10 ﬁ] JumptoSDP License Version:10.1.2127.5 @

Home Configurations PatchMgmt Software Deployment Inventory OSDeployment Mobile Device Mgmt ®*®

Views v Block Executable > Executable Details
[ Computers All Computers Group

- Modify Delete
== Hardware

Policy Details
° Software

Group Name : All Computers Group
(O\ Alerts

Description
Inventory Reports »

Created Time : Sep9,202103:59 PM
Application Control v Modified time : Sep9,202103:59 PM
e Prohibit Software

Executable Details Execution Status
@ Block Executable

FilterBy: Status v Total:1 | Q B L

Actions / Settings v

Computer Name “ Domain Name Created Time Executed Time Status Remarks
.O Scan Systems Admin-Machine-1 WORKGROUP Sep9,202103:...  Sep9,202104:3.. Failed Policy wi
O/
ElEilaScan:Ril 1-1of1l 25>
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EXERCISE 3: PERFORM APPLICATION SANDBOXING USING SANDBOXIE

Application sandboxing is the process of running applications in a sealed container (sandbox) so that the applications cannot access critical
system resources and other programs.

LAB SCENARIO

In this lab, we will execute an application within a sandbox this will restrict the application’s access to the system resources and data outside
the sandbox. A security professional must have proper knowledge regarding application sandboxing in order to prevent cyber attacks on the
system applications.

OBJECTIVE

The objective of this lab is to perform application sandboxing using tools such as Sandboxie.

OVERVIEW OF APPLICATION SANDBOXING

Application sandboxing provides an extra layer of security and protects apps and the system from malicious apps. It is often used to execute
untrusted or untested programs or code from untrusted or unverified third parties without risking the host system or OS. The protection
provided by the sandbox is not sufficiently robust against advanced malware that target the OS kernel.

Installing a sandboxed app in a system creates a specific directory (sandboxed directory). By default, the app has unlimited read and write
access to the directory. However, apps within the directory are not allowed to read or write the files outside the directory or access other system
resources, unless authorized.
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Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machine are running.

1. In the Admin Machine-1 virtual machine, navigate to Z\CCT-Tools\CCT Module 09 Application Security\Sandboxie. Double-click Sandboxie-
Plus-x64-v0.9.5.exe to start the installation.

“ - Manage Sandboxie - X
Home Share View Application Tools 0
<« * « CCT-Tools » CCTModule 09 Application Security » Sandboxie v 0O D Search Sandboxie

Name » Date modified Type Size

# Quick access
{61 Sandboxie-Plus-x64-v0.9.5 9/13/2021 1:53 AM Application 15411 KB

I Desktop

& Downloads

"é; Documents

CCT-Tools

s New Volume (D:)
s New Volume (F:)

B videos

@ OneDrive

[ This PC
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2. A User Account Control pop-up appears, click Yes.
3. Select Setup Language wizard appears, leave default language selected as English, click OK.
4. Follow the wizard driven installation and install the tool with the default settings.

5. After the installation completes, click Finish.

e B
Home Share View 0
<« v. N « CCT-Tools » CCTModule 09 Application Security » Sandboxie v O
Name Date modified Type Size
# Quick access
Bj Sandboxie-Plus-x64-v0.9.5 9/13/2021 1:53 AM Application 15,411 KB

Desktop

¥4 Downloads

_: — jgj Setup - Sandboxie-Plus v0.9.5 =

CCT-Tools - -
R Completing the Sandboxie-Plus
= New Volume (D) Setup Wizard
s New Volume (F:)
) Setup has finished installing Sandboxie-Plus on your computer.
E Videos The application may be launched by selecting the installed
shortcuts.
o OrieDinve Click Finish to exit Setup.
[ This PC
# 3D Objects

Desktop

—; Documents

& Downloads

D Music

&= | Pictures

B videos i i

e Local Disk (C:)

s New Volume (D:)
s New Volume (F:)

2= New Volume (Z:)

¥ Network
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6. Now, close the File Explorer window and double-click Sandboxie-Plus shortcut present on the Desktop.

7. Sandboxie window appears, maximise it.

ESandboxie—Plus v0.9.5

= a X
Sandbox View Options Help
{.}f:‘l 2 = v = é Support Sandboxie-Plus on Patreon
Name ProcessID  Title Status Start Time  Path / Command Line

O DefaultBox Empty C:\Sandbox\Admin\DefaultBox

Sbie Messages Trace Log

Time Message
02:06:32.831  Shie Directory: C:\Program Files\Sandboxie-Plus
02:06:32.832  Loaded Config: C:AWINDOWS\Sandboxie.ini
02:06:32.876  Default sandbox not found; creating: DefaultBox
02:06:32.891  Sandboxie config has been reloaded
02:06:33.618  Sandboxie config has been reloaded
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8. You can observe that a DefaultBox is present by default with the Status as Empty. Right-click on it and navigate to Run » Run from Start
Menu.

2 Sandboxie-Plus v0.9.5 - X
Sandbox View Options Help
@"".] ol WAl AR Support Sandboxie-Plus on Patreon
Name ProcessID  Title Status Start Time Path / Command Line
efaultBox = ‘\Sandbox\Admin\DefaultBox
O DefaultB C:\Sandbox\Admin\DefaultB
P Run » = RunProgram |
erminate rograms un from Start Menu
© Terminate All P £ Runfrom Start M
S @) Default Web Browser
.' s , [ Default eMail Client
m C d Prompt
B Snapshots Manager S RRme
) Recover Files A Boxed Tools 4
¥ Delete Content
&  Sandbox Options
& Sandbox Presets »
I Rename Sandbox
Shie Messages Tracelog |® Move to Group
Time Message X Remove Sandbox
02:06:32.831  Shie Dire Cony Cell
02:06:32.832  Loaded C Py
02:06:32.876 Default s Copy Row Ctrl+C
02:06:32.891  Sandbox Copy Panel
02:06:33.618  Sandboxietontig nas veen refoaued™
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9. A pop-up appears with a list of options categorized with respect to the location of applications.
10. Navigate to Programs » Google Chrome.Ink.

Note: Here, we have selected Google Chrome application. While performing the lab, you can select any application of your choice.

prT—
Sandboxie Start Menu - DefaultBox |
Desktop > .
Support Sandboxie-Plus on Patreon
B Programs > (explore folder)
| Time Path/Command Line
All Files and Folders > Accessibility > C:\Sandbox\Admin\DefaultBox
Cancil Accessories > 05 "C:\Program Files\Sandboxie-Plus\Start.exe" /env:00000000_SBIE_CURRENT_DIR..,
- Administrative Tools s> 05 "C\Program Files\Sandboxie-Plus\SandboxieRpcSs.exe”
[¥] SandboxieDcomlaunch.exe : 05 "C:\Program Files\Sandboxie-Plus\SandboxieDcomLaunch.exe"
Java Development Kit >
Maintenance >
OWASP >
Sandboxie-Plus >
Startup >
System Tools >
Tenable Network Security >
VeraCrypt >
Windows PowerShell >
Shie Messages Trace Log .
WinPcap >
Time Message WinRAR "
02:06:32.831  Sbie Directory: C:\Program Files\Sanc
02:06:32.832  Loaded Config: CAWINDOWS\Sandb Acrobat Keader.HCink
02:06:32.876  Default sandbox not found; creating: @  Firefox.Ink
02:06:32.891  Sandboxie config has been reloaded € Google Chrome.Ink
02:06:33.618  Sandboxie config has been reloaded =
E] Immersive Control Panel.Ink
e Microsoft Edge.Ink
[  Notepad++.Ink
@ OneDrive.nk
M WiresharkInk
u
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11. You can observe that Google Chrome application is launched under DefaultBox link, as shown in the screenshot below.

[ Sandboxie-Plus v0.9.5 = X
Sandbox View Options Help
(.}"-') . =~ i é Support Sandboxie-Plus on Patreon
Name ProcessID  Title Status Start Time  Path / Command Line
S @ DefaultBox Normal C:\Sandbox\Admin\DefaultBox
= SandboxieRpcSs.exe 6436 Running (.. 02:14:18 "C:\Program Files\Sandboxie-Plus\SandboxieRpcSs.exe”
[¥5] SandboxieDcomlaunch.exe 1912 Running (... 02:14:18 "C:\Program Files\Sandboxie-Plus\SandboxieDcomLaunch.exe"
= @ chrome.exe 5804 [#] New T... Running (.. 02:14:25 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe"
€ chrome.exe 4144 Running (... 02:14:25 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=crash...
€ chrome.exe 7556 Running (... 02:14:27 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=gpu-...
€ chrome.exe 3332 Running (... 02:14:27 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=utilit...
€ chromeexe 2920 Running (... 02:14:28 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe” --type=utilit...
€ chrome.exe 8096 Running (... 02:14:30 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=rend...
€ chrome.exe 5352 Running (... 02:14:30 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=rend...
€ chrome.exe 5272 Running 02:14:31 "C:\Program Files (x86)\Google\Chrome\Application\chrome.exe" --type=rend...

Sbie Messages Trace Log

Time Message
02:06:32.831  Shie Directory: C:\Program Files\Sandboxie-Plus
02:06:32.832  Loaded Config: C:AWINDOWS\Sandboxie.ini
02:06:32.876  Default sandbox not found; creating: DefaultBox
02:06:32.891  Sandboxie config has been reloaded
02:06:33.618  Sandboxie config has been reloaded
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12. Maximize the Google Chrome window, you can browse the internet securely as the Sandboxie tool keeps the browser isolated and blocks
malicious software, viruses, ransomware, and zero-day threats. It also prevents websites from modifying files and folders on the system.

13. Similarly, you can execute other applications securely using Sandboxie.
14. You can further explore the various other features and options within the tool.

15. This concludes the demonstration showing how to perform application sandboxing using Sandboxie.

New Tab X + (+] = X
¢ (& %) & i

@

Gmail Images

Google

(=

Q, Search Google or type a URL

~ ap

Web Store Add shortcut

/' Customize Chrome

i > ? > 217AM
ﬂ L Type here to search - ¥ @ 7Cc AP 9/13/2021 E|
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EXERCISE 4: DETECT WEB APPLICATION VULNERABILITIES USING OWASP
ZAP

Web applications are software programs that run on web browsers and act as the interface between users and web servers through web pages.

LAB SCENARIO

Organizations are increasingly using web applications to provide high-value business functions to their customers such as real-time sales,
transactions,inventory managementacross multiple vendorsincluding both B-B and B-C e-commerce, workflow and supply chain management,
etc. Attackers exploit vulnerabilities in the applications to launch various attacks and gain unauthorized access to resources.

Hence, security professionals must have proper knowledge to detect vulnerabilities in target web applications hosted on web servers. They must
scan applications for identifying vulnerabilities and detect attack surfaces on the target applications. Performing comprehensive vulnerability
scanning can disclose security flaws associated with executables, binaries, and technologies used in a web application. Through vulnerability
scanning, security professionals can also catalogue different vulnerabilities, prioritize them based on their threat levels, and mitigate them, so
that, they are not exploited by the attackers.

OBJECTIVE

The objective of this lab is to detect web application vulnerabilities using tools such as OWASP ZAP.

OVERVIEW OF WEB APPLICATION

Web applications are developed as dynamic web pages, and they allow users to communicate with servers using server-side scripts. They
allow users to perform specific tasks such as searching, sending emails, connecting with friends, online shopping, and tracking and tracing.
Furthermore, there are several desktop applications that provide users with the flexibility to work using the Internet.

Increasing Internet usage and expanding online businesses have accelerated the development and ubiquity of web applications across the
globe. A key factor in the adoption of web applications for business purposes is the multitude of features that they offer. Moreover, they are
secure and relatively easy to develop. In addition, they offer better services than many computer-based software applications and are easy to
install, maintain, and update.
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Note: We will scan www.moviescope.com, a website that is hosted on the Web Server machine. Here, the host machine is the Admin

Machine-1 machine.
Note: Ensure that Admin Machine-1 and PfSense Firewall virtual machines are running.

1. In the Admin Machine-1 virtual machine, double-click the OWASP ZAP shortcut on Desktop to launch the application.

Note: Wait for a while for OWASP ZAP to get launched.
Note: If an OWASP ZAP pop-up window appears, click OK.

" 4

Google
Chrome

Microsoft
Edge

o

VeraCrypt

: - 814 AM
L Type here to search i , & 11°C A T dg o901
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2. OWASP initializes, after the initialization completes a prompt that reads Do you want to persist the ZAP Session? appears; select the No, | do
not want to persist this session at this moment in time radio button and click Start.

Note: If a Manage Add-ons window appears, close it.

File Edit View Analyse Report Tools Import Online Help
[Standardmoce Iv) | | S HE 5 @ B 008 000D 4«8V @0 b @ X @ §
| @ Sites ?] _[ . Quick Start #T =y Request ] Responses= Wl
pooo Welcome to OWASP ZAP |
| = Contexts
‘J iﬁl:is ar: e%iﬂg use integrated penetration testing tool for finding vulnerabilities in
) owAsP 24P = e options below.
Do you want to persist the ZAP Session?
) Yes, | wantto persistthis session with name based on the current timestamp
) Yes, | wantto persistthis session but| want to specify the name and location
@ No, | do not want to persist this session atthis momentin time
|_J Remember my choice and do not ask me again.
You can always change your decision via the Options / Database screen E X
_[ = HistoryT 5, Search T 'ﬂj ‘ﬂj
'© @ | Filter OFF ¢ Export B
Id | Req. Timest.. |Met. |URL | Co...| Reason | R.. | Size Resp. .. | Highest .. | N... | Tags @
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3. The OWASP ZAP main window appears; under the Quick Start tab, click the Automated Scan option.

Untitled Session - OWASP ZAP 2.8.0 — X
File Edit View Analyse Report Tools Import Online Help
| Standard Mode | ¥ Eadmpyi AX2E GAE8 OE0DE &8 Y O PPOXERE ©@C €
& Sites | == _[ . Quick Start #T =5 RequestI Responseé= | ==
p e Welcome to OWASP ZAP
v =} Contexts e CO e O
L] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
@ sites If you are new to ZAP then itis best to start with one of the options below.
Q ~:§
Automated Scan Manual Explore Learn More
News
2 X
ZAP 2.10.0is available now | Leam More |
jf—“;‘ HistoryT 4, Search I 8 Alerts ] Output I g ]
@ | Filter OFF ¢' Export
Id | Req. Timestamp | Method | URL Code | Reason | RTT | Size Resp.Body | HighestAlert | Note | Tags \5’
\‘4
-
L
|¥
LAlets #.0.20.620. 8.0 Current Scans. 4.0 .0 @00 .0 50 40 %0l
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4. The Automated Scan wizard appears, enter the target website in the URL to attack field (in this case, http://Mww.moviescope.com). Leave

other options set to default, and then click the Attack button.

Untitled Session - OWASP ZAP 2.8.0

File Edit View Analyse Report Tools Import Online Help

| Standard Mode | ¥ =W =

@ sites | + |

508

¥
[lar)

EEE OnDE &8 Y @ Q% E @

®
| ;-’

© L1

_J L Quicl;Stan #T = Request] Response& Wl

v = Contexts
(@] Default Context
@ sites

_[ = History | 4, Search | [ Alents |

output | 4 |

<]

Automated Scan

This screen allows you to launch an automated scan against an application - just enter its URL below and press
"Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission
to test.

URL to attack: http:iiwww.moviescope.com

Use traditional spider: [/]

|7)[ @ setect.
Use ajax spider: (] with |FirefoxHeadless |¥
| 4 Attack |

Progress: Not started

@ & | Filter: OFF ¢ Export
!

L

| Req. Timestamp__| Method | URL

| Code |Reason | RIT | Size Resp. Body | HighestAlert | Note | Tags

Copyrights @ 2022 EC-Council International Ltd.

i

Certified Cybersecurity Technician

87



EC-Council codered

FROM EC-COUNCIL

<

5. OWASP ZAP starts performing Active Scan on the target website, as shown in the screenshot below.

Untitled Session - OWASP ZAP 2.8.0 = X
File Edit View Analyse Report Tools Import Online Help
[Sandardiiose ) | S M & S B 006 ODDED &2y @0

J 7 Quick Start QT =y Request 1 Response&= m

®
2
@

@ % 6 fa @ @

‘ & Sites | ==

© LEIE

=

This screen allows you to launch an automated scan against an application - just enter its URL below and press
"Attack’.

¥ (= Contexts
(@] Default Context
» @ sites

Automated Scan

Please be aware that you should only attack applications that you have been specifically been given permission
to test.

URL to attack: hitp:/iMww.moviescope.com

)| @ select..
Use traditional spider: (]

(J with |FirefoxHeadless | ¥
¥ Atta L] stop |

Actively scanning (attacking) the URLs discovered by the spider(s)

Use ajax spider:

Progress:

[ # History | & searcn | 8 alerts | | | output | % spider [ ) Active scan # | 4 |

L

[ 7 New Scan - Progress: [0: hitp:/imww.moviescope.com 3 1]T] Bﬂﬁ < Current Scans:1 - Num requests: 176 - New Alerts: 0~ ¢ Export 0P
1d | Req. Timestamp | Resp. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Header | Size Resp. Body @]
cre e oo = T porcuTTy ST ST e TS T YT ooyt -
217 9/9/21,8:22.59 AM  9/9/21,8:22.59 AM  GET hitp:/ivww.moviescope.com/js/modernizr.js 200 OK 0ms 261 bytes 8,455 bytes k<
218 9/9/21,8:22.59 AM  9/9/21,8:22.59 AM  GET hitp:/Mmww.moviescope.com/js/script js 200 OK 71.. 260 bytes 585 bytes
219 9/9/21,8:22.59 AM  9/9/21,8:22.59 AM  GET hitp:/iwww.moviescope.com/robots.txt 404 NotFound Oms 161 bytes 1,245 bytes
220 9/9/21,8:22:59 AM  9/9/21,8:22.59 AM  GET hitp:/imww.moviescope.com/sitemap.xmil 404 NotFound 57.. 161 bytes 1,245 bytes
221 9/9/21,8:22.59 AM  9/9/21,8:22.59 AM  GET hitp:/Mmww.moviescope.com/css 301 MovedPer.. O0ms 225 bytes 153 bytes
222 9/9/21,8:23:00 AM  9/9/21,8:23:00 AM GET hitp:/Mww.moviescope.com/images 301 MovedPer.. 16.. 228 bytes 156 bytes
- 223 9/9/21,8:23:00 AM  9/9/21,8:23:00 AM GET hitp:/iwww.moviescope.com/js 301 Moved Per...ﬁ 0 ms 224 bytes - 152 FMQS |4
lAlerts Fud Fu1 b3 RO CurrentScans 40 &0 @0 2 1 ©0 #0 0 #0j
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6. After the scan completes, Alerts tab appears, as shown in the screenshot below.

7. You can observe the vulnerabilities found on the website under the Alerts tab.

Untitled Session - OWASP ZAP 2.8.0 — X
File Edit View Analyse Report Tools Import Online Help
[Sendardiiode ) B M 5 & 4B 008 ODD0 &8 b PO XERE )

W Sites ?] : J " Quick Start #T =v Request I Responserwtx m
o = -

1 8 o %
" 5 contens il Automated Scan
(] Default Context
» @ sites
This screen allows you to launch an automated scan against an application - just enter its URL below and
press ‘Attack’.
Please be aware that you should only attack applications that you have been specifically been given
permission to test.
URL to attack: hitp:/iwww.moviescope.com LVJ} @ Select.. ]
| Use traditional spider: [V (v

[ = History T Cy, Search T [ Alerts # T Output T & Spider T ) Active Scan | ==

) =
9 e /¥ _ | Full details of any selected alert will be displayed here.
¥ . Alerts (6) s g ;o \ . 7

» f SQL Injection You can manually add alerts by right clicking on the relevant line in the history and selecting 'Add alert.

> P Viewstate without MAC Signature (Unsure) (3)
» U X-Frame-Options Header Not Set (3)

> |4 Absence of Anti-CSRF Tokens (3)

> U Web Browser XSS Protection Not Enabled (5)
» U X-Content-Type-Options Header Missing (16)

You can also edit existing alerts by double clicking on them.

hAlers 2 g 653 @0
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8. Now, expand any vulnerability (here, SQL Injection vulnerability) node under the Alerts tab.

Untitled Session - OWASP ZAP 2.8.0

File Edit View Analyse Report Tools Import Online Help

LV.éiandaridrlx/lod(-:T T, Edmpgig 228 EE0 @EDE 8V @k h O % E s @ 0@ ¢ & |
& Sites | 4 ] _[ .~ Quick Start H’T = Request] Responses= m

© LB

Zrl

—T ::;?;tee:a(ilt Context " ‘LJ Au to m ated S Ca n

» @ sites

This screen allows you to launch an automated scan against an application - just enter its URL below and
press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given
permission to test.

URL to attack: hitp://mwww.moviescope.com L'JL @ Select... j
Use traditional spider: [¥]

Use ajax spider: ) with |Firefox Headless 7'

| 4 Atack || H Stog

[ ! History T 4, Search T o Alerts # T Output T % Spider T ) Active Scan Wl
e J & ‘

I

G R Full details of any selected alert will be displayed here.
¥ | Alerts (6)
¥ U SQL Injection
_| POST: http:/iwww.moviescope.com/ You can also edit existing alerts by double clicking on them.
» [ Viewstate without MAC Signature (Unsure) (3) |
» U X-Frame-Options Header Not Set (3)
» |4 Absence of Anti-CSRF Tokens (3)
> U Web Browser XSS Protection Not Enabled (5)
» |4 X-Content-Type-Options Header Missing (16)

You can manually add alerts by right clicking on the relevant line in the history and selecting 'Add alert.

LAleris 2 R4, (3 @0
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9. Click on the discovered SQL Injection vulnerability and further click on the vulnerable URL.
10. You can observe information such as Risk, Confidence, Parameter, Attack, etc., regarding the discovered SQL injection vulnerability in the

lower right-area, as shown in the screenshot below.

Note: The risks associated with the vulnerability are categorized according to severity of risk as Low, Medium, High, and Informational alerts.

Each level of risk is represented by a different flag color:
- Red Flag: High risk - Orange Flag: Medium risk - Yellow Flag: Low risk -

Blue Flag: Provides details about information disclosure vulnerabilities

1. Similarly, you can see other vulnerabilities discovered by the tool by clicking on them.
12. This concludes the demonstration showing how to detect web application vulnerabilities using OWASP ZAP.

13. Close all open windows and document all the acquired information.
14. Turn off the Admin Machine-1 virtual machine.

Untitled Session - OWASP ZAP 2.8.0 — X
File Edit View Analyse Report Tools Import Online Help
StandardMode jv) [ Bl M 5 & X @E@E ODODDE &8y P P 2XERE c@C € N
@ Sites | 4 [ 4~ Quick Start IT =b Request ] Responseé= | == ]
Clwl=l= s
v 5 Contets L= Automated Scan
[Z] Default Context
> @ Sites
This screen allows you to launch an automated scan against an application - just enter its URL below and
press ‘Aftack’. v
= Hlstury] €, Search I U Alerts # I Output I B SplderT ) Active Scan | =
= |
©e /J ¢ SQL Injection %
v Alerts (6) :,F:IL ::z:;]w.mowescope.com/
v | SQL Injection 5 2
W POST: hitp:/iwww.moviescope.com | s:::i;‘:f :;:‘;’"
» P Viewstate without MAC Signature (Unsure) (3) Attack: ‘ ZAP'OR'1'=1'—
» {4 X-Frame-Options Header Not Set (3) Evidence:
» U Absence of Anti-CSRF Tokens (3) CWE ID: 89
» [ 'Web Browser XSS Protection Not Enabled (5) WASCID: 19
> 4 X-Content-Type-Options Header Missing (16) Source: Active (40018 - SQL Injection)
Description:
SQL injection may be possible.
Other Info: )
The page results were successfully manipulated using the boolean conditions [ZAP* AND "1'="1"—] 2
and [ZAP' OR"1'="1" -] [
The parameter value being modified was NOT stripped from the HTML output for the purposes of v
Solution:
L Do not trust client side input, even ifthere is client side validation in place. . = ':
e [l { urrent Scans ® o
s W2 fu1 kv3 B0 Current S 0 8o @0 20 OO0 #0 0
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EXERCISE 5: DETECT INJECTION VULNERABILITY USING BURP SUITE

Injection flaws are web application vulnerabilities that allow untrusted data to be interpreted and executed as part of a command or query.

LAB SCENARIO

A security professional must have the required knowledge to test various web application vulnerabilities such as injection vulnerability.

OBJECTIVE

This lab will demonstrate how to test injection vulnerability using Burp Suite.

OVERVIEW OF WEB APPLICATION

Attackers exploit injection flaws by constructing malicious commands or queries that result in data loss or corruption, lack of accountability,
or denial of access. Such flaws are prevalent in legacy code and often found in SQL, LDAP, and XPath queries. They can be easily discovered by
application vulnerability scanners and fuzzers.

Attackers inject malicious code, commands, or scripts in the input gates of flawed web applications such that the applications interpret and run
the newly supplied malicious input, which in turn allows them to extract sensitive information. By exploiting injection flaws in web applications,
attackers can easily read, write, delete, and update any data (i.e., relevant or irrelevant to that particular application).
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Note: Ensure that PfSense Firewall virtual machine is running.
Note: In this task, the target website (www.moviescope.com) is hosted by the victimm machine, Web Server. Here, the host machine is the

Attacker Machine-2 machine.
1. Turn on the Web Server and Attacker Machine-2 virtual machines.
2. In the Attacker Machine-2 login page, the attacker username will be selected by default. Enter password as toor in the Password field and

press Enter to log in to the machine.
3. Click the Firefox icon from the top section of Desktop to launch the Mozilla Firefox browser.
4. The Mozilla Firefox window appears; type http://www.moviescope.com into the address bar and press Enter.

©w @

Ms Login - MovieScope

c @ ©) moviescope.com

Features Trailers Photos Blog Contacts

Login

Username:

Password:
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5. Now, set up a Burp Suite proxy by first configuring the proxy settings of the browser.

6. In the Mozilla Firefox browser, click the Open menu icon in the right corner of the menu bar and select Preferences from the list.

M$ Login - MovieScope
C @ @ moviescope.com w N D
Signinto Sync
Content Blocking Standard

New Window Ctrl+N
New Private Window Ctri+Shift+P

Features Trailers Photos oo

Edit

I—Og | n I\ Library

~0 Logins and Passwords
& Add-ons Ctri+Shift+A

Username:

.7 Customize...

OpenFile... Ctrl+O
Save Page As... Ctri+S

&= Print..

Q Findin This Page.. Ctrl+F
More

Web Developer

Haln
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7. The General settings tab appears. In the Find in Preferences search bar, type proxy, and press Enter.

8. The Search Results appear. Click the Settings button under the Network Settings option.

X ¥ Preferences Xy -+

) about:preferences#searchResults

¥ General Search Results

Home :
‘m Network Settings proxy
Q Search Configure how Firefox connects to the internet. Learn more Settings...

a Privacy & Security

c Sync
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9. A Connection Settings window appears; select the Manual proxy configuration radio button and ensure that the HTTP Proxy is set to
127.0.0.1 and Port as 8080. Ensure that the Use this proxy server for all protocols checkbox is selected and click OK. Close the Preferences tab.

Copyrights @ 2022 EC-Council International Ltd.

¥ Preferences XN -+

about:preferences#searchResults

Connection Settings

Configure Proxy Access tothe Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
© Manual proxy configuration
HTTP Proxy 127.0.0.1 Port| 8080

gUge this proxy server for all protocols%

SSL Proxy
FTP Proxy
SOCKS Host 7

SOCKSv4 @ SOCKS 5

Automatic proxy configuration URL
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10. Now, minimize the browser window, click the Applications menu form the top left corner of Desktop, and navigate to Pentesting » Web
Application Analysis » Web Application Proxies » burpsuite to launch the Burp Suite application.

&7 Appli Syste | 3 N {) O ThuAug19, 02:4
@) Privacy ’
s Education

B office
& Internet

#* Graphics
9 Sound & Video

' Games

@ Most Used Tools

g Programming ,0 Information Gathering
' System Tools T3 nerability Analysis
# Accessories b A Analy

@ Universal Access ) Exploitation Tools

Other ) Maintaining Access « Web Crawlers & Directory Bruteforce

‘J-_i,‘ Post Exploitation « Web Vulnerability Scanners

(&) Password Attacks | commix

=S . =7/} httrack
(=) Wireless Testing e

\\\ owasp-zap
@838 skipfish

) Sniffing & Spoofing

) Digital Forensics
webscarab

A wig
) Reverse Engineering >
@ wpscan

(4% Automotive

=) Reporting Tools

(B System Services
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11. A security pop-up appears, enter the password as toor in the Password field and click OK.

12. In the subsequent Burp Suite Community Edition notification, click OK.

Copyrights @ 2022 EC-Council International Ltd.

Burp Suite Community Edition

Burp has not been fully tested on this platform and you may

' Your JRE appears to be version 11.0.8 from Debian
L) experience problems.

|| Don't show again for this JRE
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13. Burp Suite initializes. If a Burp Suite Community Edition notification saying An update is available appears, click Close.

Note: If a Terms and Conditions window appears click on | Accept.

14. The Burp Suite main window appears; ensure that the Temporary project radio button is selected and click the Next button, as shown in
the screenshot below.

Note: If an update window appears, click Close.

Burp Suite Community Edition v2020.8 (as superuser)

@ Welcome to Burp Suite Community Edition. Use the options below to create or open a project. lg BU R PSU' | E

COMMUNITY EDITION

(® Temporary project

Name | File

Cancel Next
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15. In the next window, select the Use Burp defaults radio-button and click the Start Burp button.

@ Select the configuration that yvou would like to load for this project. lﬁ BU R PSUI | E

COMMUNITY EDITION

@® Use Burp defaults

Use options saved with project

(_ Load from configuration file "Eile

File: Choose file...

) Default to the above in future
[_J Disable extensions

| Cancel | | Back | | StartB

3
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16. The Burp Suite main window appears; click the Proxy tab from the available options in the top section of the window.

Note: In the right-pane of the tool window, you can observe the vulnerabilities in the target website that have been detected by the tool
under Issue activity. You can click on each vulnerability to explore them one-by-one.

Burp Project Intruder Repeater Window Help J
Dashboard ITarget I Pr I‘iﬂtruder I Repeater I Sequencer T Decoder T Comparer I Extender I Project options I User options ]
Tasks (£) New live task @ ek @ 7 Time to level up? Catch more bugs with Burp Suite ...
Y/ Filter  Running Paused Finished Issue activity [Pro version only]
1. Live passive crawl from Proxy (all traffic) W @3 & Y Filter  High Medium Low Info Certain Firm Tentative
Add links. Add item itself, same doma... 0items added to site map PR [ Host path
Capturing: 0 responses processed i Suspicious input transformation (reflected) http:/finsecure-bank.... /url-shorten
’ = d @) SMTP header injection http://insecure-webs... jcontact-us
FeSponsesquaue ! Serialized objectin HTTP message http:/finsecure-bank.... /blog
! Cross-site scripting (DOM-based) https://insecure-ban... /
! XML external entity injection https:/ivulnerable-w... /product/stoc
@ External service interaction (HTTP) https://insecure-web... /product
@ Web cache poisoning http:/finsecure-bank.... /contact-us
@ server-side template injection http://insecure-bank.... /juser-homepa
@ sQLinjection https:/ivulnerable-w... /
@ 0S command injection https://insecure-web... jfeedback/sub
ELS J Y]
Event log @2
Advisory
Y Filter @ Debug B |earc n
iI”|me ¥ | Type | Source | Message |
02:49:19 19 Aug 2021  Error Proxy [5] readHandshakeRecord |
02:49:18 19 Aug 2021  Error Proxy The clientfailed to negotiate a TLY
02:48:39 19 Aug 2021  Info Proxy Proxy service started on 127.0.0.1
02:48:36 19 Aug 2021  Info Suite Running as super-user, embedde}
RIS - . )
Memory: 71.5MB._ [ ] Disk: 32KB
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17. In the Proxy settings, by default, the Intercept tab opens-up. Observe that by default, the interception is active as the button says Intercept
is on. Leave it running.

Note: Turn the interception on if it is off.

LBurp Project Intruder Repeater Window Help J

[ Dashboard TTarget TProxy I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender TProject options l User options ]

Intercept] HTTP history T WebSockets history T Options ]

Forwa ; | Interceptison | | OpenBrowser | nment this iten @

_ . ; . Use a different browser
Use Burp's embedded browser
You'll need to perform a few additional steps to

There's no need to configure your proxy settings configure your browser's proxy settings. For
manually. U_se Burp's embedded Chromium browser testing over HTTPS, you'll also need to install
to start testing right away. Burp's CA certificate.

| View documentation |

Using Burp Proxy Burp Proxy options Burp Proxy documentation
If this is your first time using Reference information about the The central point of access for all
Burp, you might want to take a > different options you have for > information you need to use Burp >
look at our guide to help you get customizing Burp Proxy's Proxy.
the most out of your behaviour.
experience.
Certified Cybersecurity Technician 102
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18. Switch back to the browser window, and on the login page of the target website (www.moviescope.com), enter the credentials sam and
test. Click the Log In button.

Note: Here, we are logging in as a registered user on the website.

system £) 20 @ ) O ThuAug1l9, 02:5(

M$ Login - MovieScope

c @ @ % moviescope.com

Features Trailers Photos Blog Contacts

Login

(SECTGETLEN sam
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19. Switch back to the Burp Suite window and you can observe that a POST request of moviescope website and login credentials is captured.

Note: If you do not see the request as shown in the screenshot below, then click Forward button until to capture it.

LBurp Project Intruder Repeater Window Help P

[ Dashboard TTarget T Proxy I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

Intercept ] HTTP history IWebSockets history I Options ]

/ Request to http://www.moviescope.com:80 [10.10.1.16]

[ Forward | | Drop J | Interceptison | | Action | | Open Browser | ! entt W @

Raw T Params T Headers T Hex

POST / HTTP/1.1
Host: www.moviescope.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://www.moviescope.com/
Content-Type: application/x-www-form-urlencoded
Content-Length: 316
10 DNT: 1
11 Connection: close
12 Cookie: ui-tabs-1=0; mscope=1jWydNf8wro=
3 Upgrade-Insecure-Requests: 1

T»

QU s W

J

5 __VIBWNSTATE=%2FwEPDWULLTE3MDCcSM] Qz0Tdk ZM4ShnhCdURUzTwJiSxoxt 3rp2j pqAIEy1] 9m4B4JAnPE__VIENSTATEGENERATOR=C2EESABBS _EVENTVALIDATION=
% 2FWEdAATYRP3gVqSwldz4zFVSur7i Wt t rRuIi9aE3DBglDcn0GGcPO02LAX9axRe6vMQ] 2F3T 3AwSKugaKAa3qX7zRfqSTgu% 2FD41 cpX1NWvwo JhCoshLPOVQThLLrkv IHt Byiqs%s
3D&t xtusername=sam&t xtpwd=test&btnlogin=Login
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20. Now, keep clicking the Forward button until you are logged into the user account.

21. Switch to the browser and observe that you are now logged into the user account, as shown in the screenshot below.

©w @

Ms Home - MovieScope i

& c @ ® O

moviescope.com

| T H':]'(»H'T

Features Trailers Photos Contacts

View Profile

Tron Legacy

i View all »
Erat volutpat duis ac turpis. X ew
Donec sit amet eros lorem... > > g
['»

Featured Movie Trailers

av nin

REGNE) u & Did Not Connect
The Vampire Diaries T 8 ——\, i g

Potential Security
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22. Nowy, click the Contacts tab from the menu bar to view the user information.

@ @ Home - Mo

Ms Home - MovieScope

(& C @ (©) moviescope.com e @ v

| T.c gou t

Features Trailers Photos Contacts

View Profile

Featured Movie Trailers

Tron Legacy

Erat volutpat duis ac turpis.
Donec sit amet eros lorem...
[

View all »

RuablatCanmect:
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23. After clicking the Contacts tab, switch back to the Burp Suite window and keep clicking the Forward button until you get the HTTP
request.

24. Switch to the browser, and observe that the Contacts tab appears, as shown in the screenshot below.

» Contacts - MovieScope X +

< X @ @ moviescope.com t g M. 8 | =

Home Features Trailers Photos Blog Contacts

Welcome sam, View Profile

Home » Contacts »

Contact Us

In order to use the help desk you must be a register subscribeer. If you're already registered, please login for
any queries, help or complaints.

even if you are not logged in, you can still browse our Help section. Many frequently asked questions are
answered there, and chances are the information you need is already available there.

If you are a subscribed user but facing problem with logging in, or if you're experiencing difficulties while
registering as a new user you can use this special form to contact us. Please note that this form must be used
only for registration/login problems. Every other type of feedback sent through this form will be discarded

Name

Waiting for vimeo.com..
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25. Now, scroll-down and in the Comment field, type any random text (here, This is a lab task to test injection vulnerability); then, click Submit
Comment button.

© @

« Contacts - MovieScope X

e x 0 (i) moviescope.com

Oruel 10 U OESK you (110 = = =

any queries, help or complaints.

even if you are not logged in, you can still browse our Help section. Many frequently asked questions are
answered there, and chances are the information you need is already available there.

If you are a subscribed user but facing problem with logging in, or if you're experiencing difficulties while
registering as a new user you can use this special form to contact us. Please note that this form must be used
only for registration/login problems. Every other type of feedback sent through this form will be discarded

Name
This is a lab task to testinjection vulnerability
Comment
Submit Comment
Home | Features | Trailers | Photos | Blog |Contacts® 2013 MavieScope. All rights reserved Google Plus Facebook Twitter RSS Scroll To Top

avascript:__doPostBack('Inksubmit’,")
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26. Switch back to the Burp Suite window and you can observe that a POST request has been captured and the comment is displayed in a
plain text, as shown in the screenshot below.

Note: If you do not see the request as shown in the screenshot below, then click Forward button until to capture it.

LBurp Project Intruder Repeater Window Help M

[ Da;hboard ITarget T?w SEAN T Intruder T Repeater T Sequencer T Decoder T Comparer TExtender T Project options T User options ]

Intercept T HTTP history T WebSockets history T Options ]

/ Request to http://www.moviescope.com:80 [10.10.1.16]

[V Forward | | Drop J Interceptison | | Action ] lropen Browser p ent this ite ] W @

Raw T Params T Headers T Hex

POST /contacts.aspx HTTP/1.1
Host: www.moviescope.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept -Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://www.moviescope.com/contacts.aspx
g Content-Type: application/x-www-form-urlencoded
9 Content-Length: 623
10 DNT: 1
11 Connection: close
12 Cookie: mscope=1jWydNf8wro=; ui-tabs-1=0
13 Upgrade-Insecure-Requests: 1

Tr

IO s wWN -

S __EVENTTARGET=lnksubmit& _EVENTARGUMENT=& _VIEWSTATE=

% 2FWEPDWULLTE4N] ISI'TI'UBHDIPZBYCAgEPZBYGAgHE’BXYCHg RUZXhOBQZMb2dvdXRk ZAIFDWwSWNAhSABQNZ YW1k ZAIPDWEBWAhBABT c8ZmSudCBzdHL sZTONY29sb 316Z311 ZW4nPLNLYm
1pdHRL ZCBTdWN] ZXNzZnVsbHk 8L2Zvbn Q% 2BZGRk Qwk b JRS% 2B0C0o Jql nn% 2B1EBGP3L5q3Yd52zqxk% 2F2XyR4P0% 3D&__ VIBNSTATEGENERATOR=0338CC7D&__ EVENTVALIDATION

% 2FWEd AATTvGC% 2FFrRx SXvEKdy e SwOQC9eh6qGZ4Hd rv% 2Fy GwFTHSAp 3NNn% 2FUc 3t v rqCCh AvZ24xKt GnNUs1 FYhOyF8b1 X% 2FNKVCDNn2p fngdSPSL 9R1 fd OWCUp v 1PE9gUPSMERP%: 2
BilLso8hIaHwOAGCcz1%2FD70Zx JBYddBObH1HOr 2yuB530zu3ICG% 2Bp4hine0CYELCTXeBTShFw% 3D&t xt name=&t xt comment=
rhis+is+a+lab+task+to+test+injection+vulnerability
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27. Click the Intercept is On button to switch it off.

Burp Project Intruder Repeater Window Help J

[ Dashboard TTarget Tz [RoPeY I Intruder I Repeater T Sequencer T Decoder T Comparer I Extender T Project options ] User options ]

Intercent TH'ITP history T WebSockets history T Options ]

/ Request to http://www.moviescope.com:80 [10.10.1.16]

[7 Forwardr 7| | Drop jI Interceptis on | L Action ] |7Open Browserr‘ P = WY @

Raw T Params T Headers I Hex 1

1 POST /contacts.aspx HTTP/1.1
2 Host: www.moviescope.com
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
S Accept-Language: en-US,en;qg=0.5
5 Accept-Encoding: gzip, deflate
Referer: http://www.moviescope.com/contacts.aspx
5 Content-Type: application/x-www-form-urlencoded
9 Content-Length: 623
10 DNT: 1
11 Connection: close
12 Cookie: mscope=1jWydNf8wro=; ui-tabs-1=0
13 Upgrade-Insecure-Requests: 1

g

EVENTTARGET=1nksubmit&__EVENTARGUMENT=&__VIEWNSTATE=
% 2FWEPDWULLTE4N] ISMTU3MDIPZBY CAQEPZBY GAgMPDX Y CHgRUZXhOBQZMb 2dvd XRk ZATFDWwSNAhBABQNZ YW1k ZAIPDWEWAhBABT c8ZmSudCBzdHL sZTONY29sb3I6Z3J1 ZW4nPLNLYm
1pdHRL ZCBTdWN]j ZXNzZnVsbHk 8L2Zvbn (% 2BZGRk Qwk b JRS% 2B0C0 Jql nn% 2B1EBGP3L5q3Yd52zqxk% 2F2XyR4P0o% 3D&__ VIENSTATEGENERATOR=0338CC7D&__EVENTVALIDATION

% 2FWEdAAFTVGC% 2FFrRx SXvEKdy e SwOQCIeh6qGZ4Hd r v 2Fy GwFTHSAp 3NNn% 2FUc 3t v rqCChAv Z24x Kt GnNUs 1 FYhOy F8b1 X% 2FNKVCDn 2p fngdSPSL 9R1 fd W CUp v LPESgUPSMER% 2
BilLso8hIaHwOAGcz1%2FD70Zx IBYddBObH1HOr 2yuB530zu3ICG% 2Bp4hine0CYELcTXeBTShFw%3D&t xt name=&t xt comment=
[rhis+is+a+lab+task+to+test+injection+vulnerability
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28. In the Burp Suite window, navigate to the HTTP history tab and locate POST request with /contacts.aspx in the URL column, as shown in
the screenshot below.

Ethernet network connection “"Wired connection 1"

LBurp Project Intruder Repeater Window Help

[ Dashboard ITarget IProxy I Intruder T Repeater T Sequencer I Decoder T Comparer I Extender T Project options I User options ]

[ Intercept THTTP history T WebSockets history T Options ]

Filter: Hiding CSS, image and general binary content I@
b A | Host V‘AMethodr | URL | Params | Edited \Vétatus | Length MIME iype | Extension | Title | c |
87 http:/fdetectportal.firefox.c... GET /success.txt 200 239 text bt A

88 http://detectportal firefox.c... GET /success.txt 200 239 text txt

89 h_ttp:/(detectpq_rjta_l.fifgfpx.g...7 GET /success.txt 200 239 text txt

90 | http://www.moviescope.com | POST /contacts.aspx v 200 8993 HTML aspx Contacts - MovieScope

91 http://detectportal firefox.c... GET /success.txt 200 239 text @t

92 http://detectportal firefox.c... GET /success.txt 200 239 text bt v

L‘K R WIS AR Ezed : o —e— v+ |

Request | Response I

Raw T Params 1 Headers T Hex

POST /contacts.aspx HTTP/1.1

2 Host: www.moviescope.com

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate

Referer: http://www.moviescope.com/contacts.aspx

5 Content-Type: application/x-www-form-urlencoded

) Content-Length: 533

O DNT: 1

Connection: close

2 Cookie: mscope=1ljWydNfBwro=; ui-tabs-1=0

3 Upgrade-Insecure-Requests: 1

Ty

)

__EVENTTARGET=1nksubmit&__EVENTARGUMENT=& _VIEWSTATE=

% 2FWEPDWULLTE4N] ISMTU3MDIPZBY CAQEPZBYEAgMPDX Y CHgRUZXhGBQZMb 2dvd ¥Rk ZAIFDWwBNAhSABQNZ YW1k ZGQcKY Vit a OF A% 2F6k KXs q8NSVb V1 gP7VOy yt n% 2BVdnYc% 2BwPOw% 3
Df%3D&__VIENSTATEGENERATOR=0338CC7D& _EVENTVALIDATION=

% 2FWEd AACG% 2BcDa26sMKNhShmSj ONE6C9eh6qGZ4Hd rv% 2Fy GwFTHSAp 3NNn% 2FUc 3t v rqCChAvZ24xKt GnNUs1 FYhOyF8b1 X% 2FNKVCDNn 2p fngdSPSL SR1 fdOWCUp v 1 PESgUPSMEP%: 2
BilLso8hIaHwOAGcz1%2FD70Zx IBYddj RPECSZrYSzMpEN2IUEhGXOI42ndd4VY Jvi mSHL y SCO%3D&t xtname=&t xt comment=
This+is+a+lab+task+to+test+injection+vulnerability

=X

0 matches L \n| | Pretty

QKATIEINE
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29. Right-click on the POST request and select Send to Repeater.

LBurp Project Intruder Repeater Window Help J
[Dashboard TTarget TProxy I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]
Intercept | HTTP history ] WebSockets history T Options ]
Filter: Hiding CSS, image and general binary content |®
_# A Hos;. ,Method | URL | Params | Edited \Vétatus | Length | Mlﬁéiype | Extension \‘i’itle | c ]
87 http://detectportal firefox.c... GET /success.txt 200 239 text bt N
88 http://detectportal firefox.c... GET /success.txt 200 239 text txt
89 http://detectportal.firefox.c... GET /success.txt 200 239 text tx©t
90 http://www.moviescope.com POST /contacts.aspx : TML aspx Contacts - MovieScope
91 http://detectportal firefox.c... GET /success.txt http://www.moviescope.com/contacts. aspx ext txt
92 http://detectportal firefox.c... GET /success.txt Add to scope ext @t v
Send to Intruder Ctrl+l
Request | Response ] Endto Nenaats R
Raw T Params T Headers T Hex ] Send tySeauencer _
Send to Comparer (request) -
1 POST /contacts.aspx HTTP/1.1 Send ta Comparer (response) :
2 Host: www.moviescope.com i
3 ’ Sh b
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:68.0) G ow res.ponseln TOMESE
4 Accept: text/html,application/xhtml+xml,application/| Requestin browser >
S Accept-Language: en-US,en;q=0.5 Engagement tools [Pro version only] >
5 Accept-Encoding: gzip, deflate SRawnEw histond winBaw
7 Referer: http://www.moviescope,com/contacts.aspx —
5 Content-Type: application/x-www-form-urlencoded Add comment
S Content-Length: 533 Highlight >
10 DNT: 1 Delete item
11 Connection: close Clear history
12 Cookie: mscope=1jWydNfBwro=; ui-tabs-1=0 c URL
13 Upgrade-Insecure-Requests: 1 opY
14 Copy as curl command
15 __EVENTTARGET=lnksubmit& _EVENTARGUMENT=& _VIENSTATE Copy links
% 2FWEPDWULLTE4N] ISMTUSMDIPZBY CAQEPZBYEAgMPDXYCHIRUZY] save item PFEkKXsq8NSVb VL gP7V0y yt n%2BVdnYc% 2BwPOw%: 3
D%3D&__VIEWSTATEGENERATOR=0338CC7D& _EVENTVALIDATION -~ = =
% 2FWEd AACG% 2Bc0a26sMKNhSbmS] ONG6CIehBqGZ4Hd rv 2FyGwR O Nistory documentation RAKVCDN 2p fngdSPS1 S9R1 fdOWCUp vl PESgUPSMERS: 2
BilsoB8hIaHwOAGCcz1%2FD70Zx JBYdd) RPECSZrYSzMpEN2IUERGXSI42ndd4VY v mSHL y SCO%3D&t xtname=&t xt comment=
This+is+a+lab+task+to+test+injection+vulnerability
e
\ /
@@ «||=)| |search 0 matches \n
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30. Now, navigate to the Repeater tab and navigate to Params tab under Request section.

LBurp Project Intruder Repeater Window Help J
[Dashboard ITarget T Proxy T Intruder IRepeater T Sequencer T Decoder T Comparer T Extender T Project options I User options ]
Fd
| Sendr Target: http://www.moviescope.com f @
Request Response
[ Raw T Params T Headers T Hex ] Raw
-
POST request to /contacts.aspx
—‘}ype \ Name | Value | | Add |
Cookie mscope 1jWydNfawro= S —
Cookie ui-tabs-1 0 | Remove |
Body _ EVENTTARGET Inksubmit e
Body _ EVENTARGUMENT ‘ Up ‘
Body __VIEWSTATE /WEPDWULLTE4NjISMTU3SMDIPZBYC...
Body _ VIEWSTATEGENERAT... 0338CC7D [ Dpown '
Body _ EVENTVALIDATION J/WEdAACG+c0a26sMKNhSbmSjoN... —
Body txtname
Body txtcomment This is a lab task to test injection v...
Body encoding: application/x-www-form-urlencoded @@ €« lll Search 0 matches \n
Ready

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician N3



EC-Council <€) codered

FROM EC-COUNCIL

31. In the txtcomment box, replace the typed text with the following script and press Enter,
Test<script>alert(“You have been hacked”)</script>

LBurp Project Intruder Repeater Window Help J

[ Dashboard TTarget T Proxy T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

1.0

[ Send ance S v > | v Target: http://www.moviescope.com /@

Request Response

Raw | Params [ Headers | Hex Raw
-

POST request to /contacts.aspx

Type | Name | value | [ Add |
Cookie mscope 1jWydNf8wro= S —
Cookie ui-tabs-1 0 | Remove |
Body _ EVENTTA... Inksubmit —
Body __EVENTAR... l Up |
Body _ VIEWSTATE /wEPDWULLTE4NjISMTU3MDIPZBYCAQEPZBYEAgQMPD...

Body __VIEWSTAT... 0338CC7D l Bown J
Body __EVENTVA... /WEdAAcG+c0a26sMKNh9bmSjON66C9eh6qGZ4Hdrv... | "———/

Body txtname
Body txtcomment |Test<script>alert{"You have been hacked")</script>

Body encoding: application/x-www-form-urlencoded @@ €| | = |Search 0 matches \n

Ready
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32. Right-click txtcomment row and navigate to Request in browser > In original session.

<€) codered

FROM EC-COUNCIL

LBurp Project Intruder Repeater Window Help

[ DashboardT Target T ProxyT Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options 1 User options 1

I

| Send ance

Request

[Raw Params | Headers | Hex

[h:«.;-wnn»-

Raw

POST request to /contacts.aspx

Body ttname

Body encoding: application/x-www-form-urlencoded

Ready

Copyrights @ 2022 EC-Council International Ltd.

Type | Name | Value | [ Add |
Cookie mscope 1jWydNfewro= R
Cookie ui-tabs-1 0 | Remove |
Body _ EVENTTA... Inksubmit e
Body _ EVENTAR... ' Up |
Body __VIEWSTATE /wEPDwWULLTE4NjISMTU3MDIPZBYCAQEPZBYEAgQMPD...

Body __VIEWSTAT... 0338CC7D \ Bown }
Body __EVENTVA... /WEdAAcG+c0a26sMKNhSbmSjON66C9eh6qGZ4Hdrv... | "

Target: http://www.moviescope.com / @

Body txtcomment  Test<script>alert{"You have been hacked")</script>

# Burp Suite Commun

Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer

Send to Decoder

Request in browser

Change request method
Change body encoding

Copy

Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Save entire history

Paste URL as request

Add to site map

Message editor documentation
Burp Repeater documentation

Ctri+l
Ctrl+R

Engagement tools [Pro version only]

Ctrl+C

’l In current browser session

In original session

0 matches \n |
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33. Repeat request in browser dialog-box appears, click Copy button.

LBurp Project Intruder Repeater Window Hel? r

l Da;hboard TTarget T Pr;ny T Intruder TRepeater T Sequencer T Decoder T Comparer I Extender T Project options I User options ]

1

| Send ance S| > | v Target: http://www.moviescope.com /@

Request Response

Raw | Params THeaders THex ] Raw

POST request to /contacts.aspx

T"ype | Name | Value

Cookie mscope 1jwWydNf8wro=

Cookie ui-tabs-1 0

Body __EVENTTA... Inksubmit

Body _ EVENTAR...

Body _ VIEWSTATE /wWEPDWULLTEZ To repeatthis requestin your browser, copythe URL below and paste into a browser that is

Body _ VIEWSTAT... 0338CC7D configured to use Burp as its proxy.

Body __EVENTVA... /WEdAAcCG+cO,

Body txtname http:// A5 e Al dAE709ak e

p://burpsuite/repeat/1/fwsb4rchhzrwfqtd6z341jd45792ebkz Copy |

Body txtcomment Test<script>a u.

[CJ Infuture, just copy the URL and don't show this dialog | Close |
[' w

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician e



EC-Council <€) codered

FROM EC-COUNCIL

34, Switch to the browser window, open a new tab; paste the copied link and press Enter.

35. An alert displaying “You have been hacked” appears; click OK to close the pop-up.

You have been
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36. This alert appears when the user visits the Contacts tab of the website. This is a Cross Site Scripting (XSS) attack where the website allows
the messages to be posted as comments to execute an embedded script.

37. In the browser, click the Open menu icon in the right corner of the menu bar and select Preferences from the list. The General settings tab
appears. In the Find in Preferences search bar, type proxy, and press Enter.

38. The Search Results appear. Click the Settings button under the Network Settings option. A Connection Settings window appears; select
No proxy radio-button and click OK.

¢ Preferences

about:preferences#searchResults

Connection Settings

Configure Proxy Access tothe Internet
© No proxy

Auto-detect proxy settings for this network

Use system proxy settings
Manual proxy configuration
HTTP Proxy

B4 Use this proxy server for all protocols

SOCKSv4 @ SOCKSy5

Automatic proxy configuration URL

39. This concludes the demonstration showing how to test injection vulnerability using Burp Suite
40. Close all open windows.
41. Turn off Web Server and Attacker Machine-2 virtual machines.
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EXERCISE 6: DETERMINE APPLICATION-LEVEL ATTACKS

Application-level attacks are used to compromise the security of web applications to commit fraud or steal sensitive information.

LAB SCENARIO

A security professional must have the required knowledge to determine application-level attacks against a Windows server machine. In this
task, we will simulate an attack that utilizes CPU memory which makes the machine slow and non-responsive. Here, first, we will load CPU by
using HeavyLoad tool and monitor the degradation in system performance by using Performance Monitor and Process Hacker tools.

OBJECTIVE

This lab will demonstrate how to identify application-level attack against a Windows server.

OVERVIEW OF WEB APPLICATION

Organizations are increasingly using web applications to provide high-value business functions to their customers such as real-time sales,
transactions,inventory managementacross multiple vendorsincluding both B-B and B-C e-commerce, workflow and supply chain management,
etc.

Attackers exploit vulnerabilities in the applications to launch various attacks and gain unauthorized access to resources. It is commonly assumed
that perimeter security controls such as firewall and IDS systems can secure an application; however, this is not true as these controls are not
effective at defending against application layer attacks. This is because port 80 and 443 are generally open on perimeter devices for legitimate
web traffic, which attackers can use to exploit application-level vulnerabilities and get into the network.
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Note: Ensure that PfSense Firewall virtual machine is running.
1. Turn on the AD Domain Controller machine.
2. Log in with the credentials CCT\Administrator and admin@123.

Note: The network screen appears, click Yes.
3. Click Start icon and select Server Manager.
4. The Server Manager window appears. Click Tools and select Performance Monitor option.

[, Server Manager

Manage

@I

Active Directory Administrative Center

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard Active Directory Domains and Trusts

i Local Server Active Directory Module for Windows PowerShell

= Active Directory Sites and Services
s Al Servers "

Active Directory Users and Computers

! ADDS ADSI Edit
{E pHcp Gomporiart Services
& DNs Computer Management
W5 File and Storage Services b . Defragment and Optimize Drives
. NPAS DHCE
WHAT'S NEW ; Disk Cleanup
DNs

Event Viewer

Group Policy Management
LEARN MORE iSCS! Initiator

Local Security Policy
Microsoft Azure Services
Network Policy Server
ODBC Data Sources (32-bit)

ROLES AND SERVER GROUPS

Server g

e = = File ODBC Data Sources (64-bit)
gl 4] = {
ml ADDS 1 i! bHep 1 mm DNS 1 L Sen/‘ Performance Monitor _J
@ Manageability @ Manageability @ Manageability @ Man: Pint Mandgeinent
Recovery Drive
Events Events Events Even‘ Rigistry:Editor
Services Services Services Servi| Resource Monitor
Performance Performance Performance Perfg Services
BPA results BPA results BPA results BPA Fystem Configuation

System Information
Task Scheduler
Windows Defender Firewall with Advanced Security

Windows Memory Diagnostic

\ Windows PowerShell
? NPAS 1 Local Server 1 All Servers 1 Windows PowerShell (x36)

@ Manageability 1 @ Manageability @ Manageability Windows PowerShell ISE
! I ol | e ———
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5. Performance Monitor window appears. From the left-pane, expand Data Collector Sets, right-click User Defined node and navigate to New
> Data Collector Set.

E Performance Monitor — a X
() File Action View Window Help -9
Ll dlail ? Mo
(® Performance
~ [ Monitoring Tools lOvewiew of Performance Monitor N
B Performance Monitor m You can use Performance Monitor to view performance data either in real time or from a log file. Create Data Collector Sets to configure and schedule performance counter, event trace, and
v [ 34 Data Collector Sets & configuration data collection so that you can analyze the results and view reports.
2, User Defined
 System New > Data Collector Set Tools and click Performance Monitor, or expand Data Collector Sets or Reports.
Event Tra ¢ 33 5 2 3 &
] Syeoso New Window from Here The new Resource Monitor lets you view detailed real-time information about hardware resources (CPU, disk, network, and memory) and system resources (including handles and modules) in use by
&) Startup By the operating system, services, and running applications. In addition, you can use Resource Monitor to stop processes, start and stop services, analyze process deadlocks, view thread wait chains, and
i Reports Refresh identify processes locking files.

Help Open Resource Monitor
| System Summary
\\DOMAINCONTROLL
Memory
% Committed Bytes In Use 33.164
Available MBytes 2,496.000
Cache Faults/sec 0.000
Network Interface Microsoft Hyper-V Network Adapter _3
Bytes Total/sec 0.000
PhysicalDisk _Total oc:D:
% Idle Time 99.997 99.997
Avg. Disk Queue Length 0.000 0.000
Processor Information _Total 0,_Total 0.0
% Interrupt Time 0.000 0.000 0.000
% Processor Time 0.070 0.070 0.070
Parking Status 0.000 0.000 0.000

reate a new Data Collector Set.
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6. Create new Data Collector Set window appears. In the Name field enter the name as CPU Performance and select Create manually
(Advanced). Click Next.

| e

® File Action View Window Help
e | 2 c= HBHE|l@P
E

(%) Performance

- 5.
Name Status
v | Monitoring Tools

I Server Manager Performance M... Stopped

B8 Performance Monitor
3 Data Collector Sets

3, User Defined

& System

v

) Event Trace Sessions

» Startup Event Trace Sessions
i Reports

(8) Create new Data Collector Set.

How would you like to create this new data collector set?

Name:

CPU Performance

(O Create from a template (Recommended)

@Create manually (Advanced;

Cancel
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7. In the next wizard, select Performance counter checkbox under Create data logs radio button and click Next.

oo

(® File Action View Window Help

e ﬂ TH 3

(%) Performance Name
v | Monitoring Tools

Status

= 2 ¥ Server Manager Performance M... Stopped
= Performance Monitor

+ Data Collector Sets
3, User Defined
a System
., Event Trace Sessions

1 Startup Event Trace Sessions
@ Reports

v

<« '\S ) Create new Data Collector Set.

What type of data do you want to include?

(@ Create data logs

[[J Event trace data

[[] system configuration information

(O Performance Counter Alert

Cancel
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8. Which performance counters would you like to log? wizard appears, click Add... button.

® File Action View Window Help

e = 2@

<

codered

FROM EC-COUNCIL

= [ | =
2@ 6= Hm
(%) Performance

& System
- Event Trace Sessions

» Startup Event Trace Sessions
i Reports

& (N) Create new Data Collector Set.

Which performance counters would you like to log?

Performance counters:

Remave

Sample interval:
15

Units:

3| |Seconds

Next Einish

Cancel

[l 2
- 5.
=
Name Status
i Mf}nltonng ools I Server Manager Performance M... Stopped
B8 Performance Monitor
v [ Data Collector Sets
3, User Defined
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9. Available counters wizard appears. Ensure that Local computer is selected in the Select counters from computer field.

10. Under Select counters from computer option, scroll-down and expand Processor node. Processor option appears, select % Processor Time
and click Add>> button under Instance of selected object field.

€ o >
(® File Action View Window Help -io
= | 2@ 6= B m @
(&) Performance Name Status
[ " Monttoning Tools ¥ Server Manager Performance M... Stopped
B8 Performance Monitor
v [ Data Collector Sets
2, User Defined
a System X
.2 Event Trace Sessions
= Startup Event Trace Sessions Available counters Added counters
Select ters fre iter:
i Reports ottt ik Counter Parent Inst.. Computer
<Local computer> ~ Browse... |
= Processor ~
Fo LTI A % Processor Time _Total
% C2Time
% C3Time
% DPC Time
% Idle Time
% Interrupt Time
% Privileged Time
% Processor Time
% User Time
e L
Instances of selected object:
(otal ]
<Allinstances>
0
[ show description = o]
[ Thursday, August 13, 2021
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11. Similarly, select % User Time and Interrupts/sec option and click Add>> to add the options one-by-one

Note:

+ % Processor Time: Indicates an overall activity level of the system.

+ % User Time: Indicates time spent by the processor in managing system processes.

- Interrupts/sec: Indicates interrupts that the processor should handle instantly.

<

codered

FROM EC-COUNCIL

. Click OK.

(® File Action View Window Help
= 2FE = HE

(&) Performance
~ | Monitoring Tools
B8 Performance Monitor
v [ Data Collector Sets
2, User Defined
a System
22 Event Trace Sessions
15 Startup Event Trace Sessions
» L Reports

Name Status

I Server Manager Performance M... Stopped

Available counters

Select counters from computer:

<Local computer >

v| | Browse...

% User Time

C1Transitions/sec

C2 Transitions/sec

C3 Transitions/sec

DPC Rate

DPCs Queued/sec

Interrupts/sec
Processor Information
RAS

~

Instances of selected object:

Total
<Allinstances>
0

[[]show description

Add >>

X
Added counters
Counter Parent Inst.. Computer
Processor ~
% Processor Time _Total
9% User Time _Total
Interrupts/sec = _Total
Conca
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12. In the next wizard, click Next button.

13. Similarly, in the next wizard, click Next and in the Create data collector set? wizard, click Finish.

6 Perf - =

® File Action View Window Help =5 [
| 2@ = Hm

@‘\ Performance || Name Status

v | g Monitoring Tools

B8 Performance Monitor
» Data Collector Sets

2, User Defined

& System

¥ Server Manager Performance M... Stopped
v

2 Event Trace Sessions

1 Startup Event Trace Sessions
@ Reports

& () Create new Data Collector Set.

Create the data collector set?

Run as:

‘ <Default> Change...

ngen properties for this data collector set
(O start this data collector set now

(@ Save and close

Nexd Cancel
J
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14. Minimize the Performance Monitor window.

15. Now, open a File Explorer window and navigate to Z\CCT Module 09 Application Security\Process Hacker. Double-click processhacker-2.39-
setup.exe.

Manage Process Hacker

(S
4

Home Share View Application Tools

- v P > ThisPC » CCT-Tools \\ADMIN-MACHINE-1) (Zz) > CCT Module 09 Application Security » Process Hacker

A
Name Date modified Type Size

3 Quick access

B Desktop
& Downloads

"8 processhacker-2.39-setup 8/19/2021 11:22PM  Application 2215KB

|| Documents

| Pictures
[ This PC

¥ Network
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16. Open File - Security Warning window appears, click Run.

17. Setup - Process Hacker window appears, accept the license agreement and click Next.

18. Click Next in all the windows leaving settings to default.

19. In the final window of the wizard, ensure that Launch Process Hacker 2 checkbox is selected and click Finish.

E- Setup - Process Hacker =

Completing the Process Hacker
Setup Wizard

Setup has finished installing Process Hacker on your computer.
The application may be launched by selecting the installed
shortcuts,

Click Finish to exit Setup.

1 aunch Process Hacker 2
[] view Changelog
[] visit Process Hacker Website
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20. Process Hacker window appears. You can observe that a list of running processes are displayed along with their CPU utilization, I/O total

rate, etc.
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FProcess Hacker [CCT\Administrator]+
Hacker View Tools Users Help
%2 Refresh {3 Options | #8 Find handles or DLLs 4% System information | (] [ %

Processes  Services Network Disk

Name PID CPU 1/0 total rate Private bytes
v [:] System Idle Process 0 97.88 56 kB
v [1] System 4 028 192 kB

| 324 496 kB

| Interrupts 0.09 0

68 328 MB

428 215 MB

496 223 MB

512 142 MB

616 5.88 MB

816 872kB

v [55] svchost.exe 832 001 88B/s 6.96 MB
iashost.exe 3060 546 MB

ShellExperienceH... 4216 0.02 24,6 MB

[ RuntimeBroker.exe 5276 433 MB
[ RuntimeBroker.exe 5336 2484 MB
RuntimeBroker.exe 5840 29MB

[ svchost.exe 860 5.11MB
svchost.exe 904 226 MB
svchost.exe 292 439MB
svchost.exe 380 1.71 MB

[¥] svchost.exe 348 343 MB
| svchost.exe 432 1.69 MB
svchost.exe 492 1.86 MB
svchost.exe 1036 1.88 MB
vchost.exe 1056 1.59 MB
svchost.exe 1068 455 MB
svchost.exe 1096 143 MB

[ svchost.exe 1152 237MB
[ svchost.exe 1160 14 MB
[®] svchost.exe 1168 148 MB
svchost.exe 1176 14MB
svchost.exe 1200 15.92 MB
vchost.exe 1236 3.26 MB
svchost.exe 1292 2.81 MB

[85] svchost.exe 1320 232MB
[ svchost.exe 1388 1.16 MB
[] svchost.exe 1396 1.82 MB

User name

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUT..ANETWORK SERVICE
CCT\Administrator

CCT\Administrator
CCT\Administrator
CCT\Administrator

NT AUT...\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUT..\NETWORK SERVICE
NT AUTHORITYALOCAL SERVIC
NT AUTHORITYALOCAL SERVIC
NT AUTHORITYALOCAL SERVIC
NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVIC
NT AUTHORITYALOCAL SERVIC
NT AUTHORITY\SYSTEM

NT AUTHORITV\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVIC
NT AUTHORITY\LOCAL SERVIC
NT AUT...\NETWORK SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITV\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITYALOCAL SERVIC

Description

INT Kernel & System
Windows Session Manager
Interrupts and DPCs

Client Server Runtime Process
Client Server Runtime Process
Windows Start-Up Application
Services and Controller app
Host Process for Windows Ser...
Host Process for Windows Ser...
IAS Host

Windows Shell Experience Host

Runtime Broker
Runtime Broker
Runtime Broker
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser..
Host Process for Windows Ser.

Host Process for Windows Ser..
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...

Host Process for Windows Ser.
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...

U Usage: 2.12% _ Physical memory: 1.67 GB (41.88%) Processes: 119
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21. Nowy, click System information option from the toolbar.
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[ proces: Hacker [CCT\Administrator]~

Hacker View Tools Users Help

2 Refresh {3 Options 1 # Find handles or DLLs 4% System information 1@ X
Processes Services Network Disk
Name PID  CPU 1/0 total rate Private bytes User name Description
v [5°] System Idle Process 0 9777 56kB NT AUTHORITY\SYSTEM
v [1] System 4 030 192kB  NT AUTHORITY\SYSTEM NT Kernel & System
(5] smss.exe 324 496kB NT AUTHORITY\SYSTEM Windows Session Manager
[&] Interrupts 0.09 0 Interrupts and DPCs
Registry 68 3.28MB NT AUTHORITY\SYSTEM
Csrss.exe 428 215MB  NT AUTHORITY\SYSTEM Client Server Runtime Process
| #=] csrss.exe 49%  0.02 223MB  NT AUTHORITY\SYSTEM Client Server Runtime Process
wininit.exe 512 142MB  NT AUTHORITY\SYSTEM Windows Start-Up Application
| services.exe 616 598 MB NT AUTHORITY\SYSTEM Services and Controller app
[ svchost.exe 816 872kB NT AUTHORITY\SYSTEM Host Process for Windows Ser...
| svchost.exe 832 7.01 MB  NT AUTHORITV\SYSTEM Host Process for Windows Ser...
iashost.exe 3060 546MB NT AUT..\NETWORK SERVICE  IAS Host
ShellExperienceH... 4216 246MB CCT\Administrator Windows Shell Experience Host
RuntimeBroker.exe 5276 431 MB CCT\Administrator Runtime Broker
RuntimeBroker.exe 5336 2484 MB  CCT\Administrator Runtime Broker
RuntimeBroker.exe 5840 2.83MB  CCT\Administrator Runtime Broker
ﬁi WmiPrvSE.exe 6500 1216 MB  NT AUT..\NETWORK SERVICE WM Provider Host
i WmiPrvSE.exe 4844 2.83MB NT AUTHORITY\LOCAL SERVIC WMI Provider Host
) WmiPrSE.exe 2728 5.94MB NT AUTHORITY\SYSTEM WMI Provider Host
[ svchost.exe 860 0.04 5.27MB NT AUT..\NETWORK SERVICE ~ Host Process for Windows Ser...
svchost.exe 904 231 MB  NT AUTHORITY\SYSTEM Host Process for Windows Ser...
svchost.exe 292 46MB NT AUT.A\NETWORK SERVICE  Host Process for Windows Ser...
[¥] svchost.exe 380 1.71MB  NT AUTHORITYALOCAL SERVIC Host Process for Windows Ser...
svchost.exe 348 3.38MB NT AUTHORITYALOCAL SERVIC Host Process for Windows Ser...
svchost.exe 432 1.69MB NT AUTHORITY\LOCAL SERVIC Host Process for Windows Ser...
[ svchost.exe 492 1.86MB  NT AUTHORITY\SYSTEM Host Process for Windows Ser...
svchost.exe 1036 1.96MB NT AUTHORITY\LOCAL SERVIC  Host Process for Windows Ser...
[ svchost.exe 1056 1.67MB NT AUTHORITY\LOCAL SERVIC Host Process for Windows Ser...
[¥] svchost.exe 1068 0.3 72B/s 455MB  NT AUTHORITY\SYSTEM Host Process for Windows Ser...
[®] svchost.exe 1096 143 MB NT AUTHORITY\SYSTEM Host Process for Windows Ser...
- svchost.exe 1152 237MB  NT AUTHORITY\SYSTEM Host Process for Windows Ser...
svchost.exe 1160 14MB NT AUTHORITY\SYSTEM Host Process for Windows Ser...
[ svchost.exe 1168 148MB NT AUTHORITY\SYSTEM Host Process for Windows Ser...
svchost.exe 176 14MB NT AUTHORITY\LOCAL SERVIC Host Process for Windows Ser...
svchost.exe 1200 1564 MB  NT AUTHORITY\LOCAL SERVIC Host Process for Windows Ser...
| svchost.exe 1236 341MB NT AUT..\NETWORK SERVICE ~ Host Process for Windows Ser...
292 MB_NT AUTHORITY\SYSTEM Host Process for Windows Ser...
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22. A System information window appears, displaying CPU, Memory, I/O, GPU, Disk, Network utilization, as shown in the screenshot below.

Copyrights @ 2022 EC-Council International Ltd.

_ (a] 7
Hacker Viev sers  Help
% Refresh i3 Options | # Find handles or DLLs 4% System information | (7] [ 3¢ Je
Processes Services Network Disk
Name PID CPU 1/0 total rate Private bytes User name Description 2
v [ System Idle Process 0 9745 56kB NT AUTHORITV\SYSTEM
4 026 192kB  NT AUTHORITY\SYSTEM NT Kernel & System
324 496 kB NT AUTHORITY\SYSTEM Windows Session Manager
0.09 0 Interrupts and DPCs
£ 217MR  NT AUTHORITVASYSTEM
B System Information = a X
cPU ; ‘
2.55% ‘
svchost.exe 1 |
svchost.exe = 4 s, A = A sl
[ iashost.exe ‘
[&] ShellExperienceH... Memory ‘
39% |
< 1.8GB/4.7GB
untimeBroker.exe ‘
5| RuntimeBroker.exe —
(5] RuntimeBroker.exe /0 28 M|
[¥=] svchost.exe R+0: 7528
svchost.exe W:0 ‘
svchost.exe —
[ svchost.exe GPU
svchost.exe 0.00%
svchost.exe
svchost.exe
svchost.exe = —T— = — —T—]
svchost.exe Disk L
svchost.exe R:0
svchost.exe pec
svchost.exe
svchost.exe Network
svchost.exe RO
svchost.exe S:0
svchost.exe
Z‘V'Z::Z::: Click a graph to view detais for that secton.
svchost.exe 1320 Z3ZMB NT AUTHORITY\SYSTEM Host Process for Windows Ser...
svchost.exe 1388 116 MB  NT AUTHORITY\ASYSTEM Host Process for Windows Ser...
[] svchost.exe 1396 1.82MB NT AUTHORITYALOCAL SERVIC Host Process for Windows Ser... v
CPU Usage: 2.55%  Physical memory: 1.71 GB (42.81%)  Processes: 118
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23. Now, we will create false stress on the system's processor using HeavyLoad tool. To monitor the stress on the CPU, we will use Performance

Monitor and Process Hacker tools.

24. Maximize Performance Monitor window. From the left-pane, expand Data Collector Sets and User Defined node. Right-click CPU
Performance node and click Start. Minimize the window.

Performance Monitor
®) File Action View Window Help

== 20 c= HE|
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(%) Performance
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B8 Performance Monitor
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v | & User Defined
¥ CPU Performance
¥ Server Manager P
& System
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¥ Server Manager Performance M...
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New >
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Delete
Refresh

Properties

Help
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25. Maximize the File Explorer window and navigate to Z:\CCT Module 09 Application Security\HeavyLoad. Double-click HeavylLoad-x64-setup.
exe.

&S

4

Home

Manage Heavyload
Share View Application Tools
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(_ v /1\

3 Quick access
[ Desktop
& Downloads

= Documents
| Pictures

CCT Module 09,

3 This PC

¥ Network

”

> ThisPC » CCT-Tools (\\ADMIN-MACHINE-1) (Z:) » CCT Module 09 Application Security

Name

Date modified Type
[ Heavyload-x64-Setup 8/19/2021 11:53 PM  Application

> Heavyload
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26. Open File - Security Warning window appears, click Run.

27. In Select Setup Language pop-up, choose English and click OK.

28. Setup - HeavylLoad window appears, accept the license agreement and click Next.

29. Click Next in all the windows leaving setting to default.

30. In the final window of the wizard, ensure that Launch HeavyLoad now checkbox is selected and click Finish.
31. HeavyLoad window appears, as shown in the screenshot below.

> Heavyload - O X
File TestOptions Tools Help

OO0 = ® 5| K vio

-~ CPU Usage

+- Disk Space

=+~ Available Memory

- Frames per Second

minininl

abesn Ndo

Update Chart every

| 3 7 |second(s)

2.13 GB Memory Available 1% CPU Usage

litem  1item selected 14.8 MB
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32. Now, reposition the Process Hacker, System information and HeavyLoad windows, so that you can view and observe them simultaneously,
as shown in the screenshot below.
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33. In the HeavyLoad window, click Start selected tests icon to star creating stress on the system.
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34, A Virtual machine detected window appears, click Continue.

35. If 3D Graphics not Supported window appears, close it.

36. You can observe that HeavylLoad starts creating load on the CPU and the CPU utilization reaches to 100% in the System information
window.

37. Similarly, you can observe the CPU Usage (100%) in the bottom-left corner of Process Hacker window.
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38. Now, in the HeavylLoad window, click Stop all running tests icon to stop the load on the system.
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39. You can observe that the CPU utilization is back to normal levels.
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40. Close HeavylLoad, System Information and Process Hacker windows. Maximize Performance Monitor window.

41. In the Performance Monitor window, right-click CPU Performance node from left-pane and click Stop.
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42. Right-click CPU Performance node and click Latest Report.
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43. A graphical report appears, showing the amount of CPU utilization with respect of time, as shown in the screenshot below.
Note: The graphical report might differ when you perform the lab.

44, This concludes the demonstration showing how to check web application-based attack on the system.

45, Close all open windows.

46. Turn off the AD Domain Controller virtual machine.
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EXERCISE 7: PERFORM WEB SERVER FOOTPRINTING USING VARIOUS
FOOTPRINTING TOOLS

Web server footprinting provides system-level data such as account details, OSs, software versions, server names, and database schema details.

LAB SCENARIO

A security professional must have the required knowledge to perform banner grabbing/footprinting on a target webserver using various
footprinting tools.

OBJECTIVE

This lab will demonstrate how to conduct banner grabbing on a target web server using tools such as cURL, Netcat and Wget.

OVERVIEW OF WEB APPLICATION

The purpose of footprinting is to gather information about the security aspects of a web server with the help of tools or footprinting techniques.
Through footprinting, the web server's remote access capabilities, its ports and services, and other aspects of its security can be determined.
In addition, other valuable system-level data such as account details, OSs, software versions, server names, and database schema details can
be gathered. The Telnet utility can be used to footprint a web server and gather information such as server name, server type, OSs, and running
applications running. Furthermore, footprinting tools such as Netcraft, ID Serve, and httprecon can be used to perform web server footprinting.
These footprinting tools can extract information from the target server.
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Note: Ensure that PfSense Firewall virtual machine is running.
1. Turn on Attacker Machine-2 and Web Server virtual machines.

2. Switch to the Attacker Machine-2 virtual machine. In the login page, the attacker username will be selected by default. Enter password as
toor in the Password field and press Enter to log in to the machine.

Note: If a Parrot Updater pop-up appears at the top-right corner of Desktop, ignore and close it.

Note: If a Question pop-up window appears asking you to update the machine, click No to close the window.
3. Click the MATE Terminal icon at the top of the Desktop window to open a Terminal window.

4. A Parrot Terminal window appears. In the terminal window, type sudo su and press Enter to run
programs as the root user.

5. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.

6. Now, type cd and press Enter to jump to the root directory.

Parrot Terminal

Terminal Help

@parrot
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7. In the Terminal window, type curl -l www.moviescope.com and press Enter to obtain information about services on the target website.
Note: -1: To fetch only HTTP-header.

8. From the Server information, you can observe that the server is running Microsoft-11S/10.0, as shown in the screenshot below.
Note: cURL is command-line tool for transferring data using various network protocols such as HTTP, FTP, IMAP, SFTP, SMTP, etc.

»9 0
File Edit View Search Terminal Help
attacke '@par"r'ot

u

Parrot Terminal

do] :

@parrot
#cd

@parrot

@parrot
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o.
Note: -vv: Advanced verbose mode.

Type nc -vv www.moviescope.com 80 and press Enter to gather information such as server type and version.

10. Connection open prompt appears, type GET / HTTP/1.0 and press Enter twice.
Note: Netcat is a networking utility that reads and writes data across network connections by using the TCP/IP protocol.

Parrot Terminal
Edit View Search Terminal Help
@parrot
#nc
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1. Type wget -q -S www.moviescope.com and press Enter to gather HTTP header response.
Note: -q: To turn off wget output, -S: To print HTTP headers.

12. You can observe the HTTP information obtained, as shown in the screenshot below.
Note: GNU Wget is a utility to retrieve content from Web Server.

13. This concludes the demonstration showing how to perform banner grabbing/footprinting on the
target website.

14. Close all open windows.
15. Turn off Attacker Machine-2, Web Server, and PfSense Firewall virtual machines.

200 Parrot Terminal
File Edit View Search Terminal Help
@parrot

: - e: t ml; C
Server: Microsoft-IIS/10.0
X-AspNet-Version: 4.0.30319

: ASP.NET
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