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SCENARIO

Network security assessment plays a vital role in safeguarding the networks, devices, and data pertaining to an organization. To protect these
assets from the evolving landscape of cyberattacks, organizations require an understating of the current technical security posture of their
network. Network security assessment helps organizations in identifying the existing security flaws and possible security threats and risks to
their IT assets. It also helps in improving the integrity and resilience of both the internal and external networks.

Therefore, a security professional must perform network security assessment on a regular basis to ensure safety of the local network and the
systems connected to it.

OBJECTIVE

The objective of this lab is to provide expert knowledge in assessing network security. This includes knowledge of the following tasks:
Collecting data using search engines
Gathering threat intelligence feed using threatfeeds.io
Performing vulnerability research using Common Weakness Enumeration (CWE)
Performing vulnerability assessment to identify vulnerabilities in the target system or network

OVERVIEW OF NETWORK SECURITY ASSESSMENT

Performing security assessments is the primary aim of a security professional. A security professional, attack a target network or organization
with the knowledge and authorization of its management, to find loopholes in the security architecture. But the job does not end there. Finding
such loopholes is a minor task. The most crucial task of security assessment is to apply the appropriate countermeasures in order to fix the
loopholes. Conducting a security assessment to identify vulnerabilities can protect a network from sniffing attacks, MAC spoofing attack, ARP
poisoning attack, etc.
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LAB TASKS

Cyber security professional or a security professional uses numerous tools and techniques to examine network security. Recommended
labs that will assist you in learning various techniques in network security assessment include the following:

Collect Data through Search Engines Gather Threat Intelligence Feed using threatfeeds.io

Perform Vulnerability Assessment to Identify
Security Vulnerabilities in the Target System or
Network

Perform Vulnerability Research in Common
Weakness Enumeration (CWE)

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISE 1: COLLECT DATA THROUGH SEARCH ENGINES

Search engines are one of the information sources to locate key information about threats and vulnerability scenarios.

LAB SCENARIO

An easy way to find threats and vulnerabilities in websites and applications is to Google them or use other search engines, which is a simple
method adopted by attackers. Using search engines, hackers can identify crucial vulnerabilities in application code strings, providing the entry
point they need to break through application security.

A security professional should use the same methods used by hackers such as to collect data regarding all the existing vulnerabilities in the
organizational infrastructure and patch them before an attacker identifies and tries to exploit them.

OBJECTIVE

The objective of this lab is to demonstrate the following:
Collecting data using Google Hacking Database
Collecting data using ThreatCrowd
Collecting data through deep and dark web searching using Tor Browser

OVERVIEW OF SEARCH ENGINES

Search engines play a major role in extracting critical details about a target from the Internet. They return a list of Search Engine Results Pages
(‘SERPs'). Security professionals and threat analysts use search engines to extract information about target threats and threat actors such as
industry threats, technology threats, exploit used, exploit delivery method, harm caused, etc. which help them in analyzing the impact of the
threat to the organization. These search engines can also be used to gather organizational information from an attacker point-of-view which
helps in identifying the loopholes or vulnerabilities in the organization infrastructure.
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Note: Ensure that PfSense Firewall virtual machine is running.
1. Turn on the Admin Machine-1 virtual machine.

2. Log in with the credentials Admin and admin@123.
Note: If Networks prompt appears once you have logged into the machine, click Yes.

3. Launch any browser, in this lab, we are using the Mozilla Firefox browser. Double-click Firefox shortcut icon on the desktop.
Note: If an Update available pop-up appears, click on Dismiss.

4. In the address bar of the browser type https://www.exploit-db.com/google-hacking-database and press Enter. Google Hacking Database
(GHDB) page appears.
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Scroll down the page and review the latest entries. These are entries that have been discovered and submitted by the community. Take a few
minutes and click on a few of them and see what you can discover. As you can see, these links can display quite a bit of information. Some

of them may fail because the queries have been discovered, but you should be able to find valuable information when you are doing your
testing.

5. Click Filters.
Note: If cookies pop-up appears in the lower-section of the window, Use necessary cookies only.

% Gougle Hacking Datakase (GH| = i = 5

i
Google Hacking ¥ Filers T Resel Al

Database

Date

Added ¢ Dok Category Author

2021-00-10 “Rouler Hame® T

2021-009-10 inurt kogin intest “Powered by Pione & Pythor
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6. Click the drop-down menu in Category field to view the existing categories. Select Footholds category from the drop-down menu in
Category field.

7. This will redirect you to the Footholds search results. What you would do in your testing is to create files of these queries. Then, with written

authorization and permission to test the organizational site, you would use the string and enter the site that you are testing to see if there are
any foothold weaknesses in the site. The foothold links are shown in the screenshot below.

% Google Hacking Database (GH1 X 4 = o *

Clear %

-
Google Hacking e
Database

Date
ey Dork Category Author
2020-00-14 Ui wsnavigalon|sps

2020-09-11 Intitie: “Index of “hitpd. phe

2020-09-11 mail'ud flstype pdl F

2020-00-10 nurt piug

B £ Type here to search
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8. After you have reviewed the entries, select Vulnerable Files from the Category drop-down menu. In the vulnerable files results, there is a
query that shows “allinurl:forcedownload.php?file=".
Note: The screenshots and search query results may vary in your environment, you may choose a query of your own and explore.
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€ c 08 eplest-db.com. il =2

Date
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2006-00-13  nur "simplenew
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9. This query locates sites that use the forcedownload.php script and are vulnerable to URL manipulation. The site will spit out any file on the
local site, including the PHP files, with all server-side code. We are not talking about the rendered page, but the source itself. This is most
commonly used on WordPress sites to grab the wp-config.php file to gain access to the database but is not limited to WordPress sites. Many
gueries exist like this, and you are encouraged to develop your own and test whether the organization site is vulnerable.

Copyrights @ 2022 EC-Council International Ltd.

% afinutforcedownioadiphplfile

allinurl:forcedownload.php?file=

ID:

alnun forcedowniond phpMile=

Google Search: alinurl forcedounioad php i

Published: 2011.08.25

&

Didn"t see this anywhere in the GHDB, but its been known for a while and

widely abused by others.

B £ Type here to search

GHDB- Author Google Dork Description:

Certified Cybersecurity Technician 10



<

codered

FROM EC-COUNCIL

10. Now, open a new tab in the Firefox browser and open google.com website. In the Google search, type allinurl:forcedownload.php?file=
and click Google Search. An example of Google search result of the above-mentioned query can be found in the screenshot below. Close the

current tab in the browser window.
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11. In the Exploit Database website, click Go back one page icon (0) to navigate back to the main page of site.
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12. In the landing page the next set of items, we want to check vulnerable servers; therefore, select Vulnerable Servers from the Category. The

page will now display queries related to vulnerable servers.

& Googht Hickeg Databape [GH ¥

o8 exploit-gh.com

Viilnerable Serers

Google Hacking
Database

Clear %

T Fiters T Resel AN
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13. Once again, there are a number of queries we can use to identify potentially vulnerable servers. For example, we will look at the query
intext:"user name” intext:"orion core” -solarwinds.com.
Note: The screenshots and search query results may when you perform this lab, you may choose a query of your own and explore.

% Googht Hacking Dutsbane (05 % + - -]
I . Y 0Aa eaploit-gh.com o
Date
Dork Categor Author
Added il ;
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14. Open a new tab in the browser and open google.com website. In the Google search field, type intext:"user name” intext:"orion core”
-solarwinds.com and click Google Search button. This query will look for SolarwWinds Orion web consoles that are exposed to the Internet. The
following screenshot shows the results of this query.

Close the current tab in the browser window.
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15. In the Exploit Database website, click Go back one page icon (0) to navigate back to the main page.

16. Similarly, you can explore other categories such as File Containing Usernames, Sensitive Directories, File Containing Passwords, etc.

17. Now, we shall perform the open-source intelligence gathering using ThreatCrowd. In a new tab, type https://www.threatcrowd.org in the
address bar and press Enter. A Search Engine for Threats page appears as shown in the screenshot below.

In the search field, type the organization’s URL that you wish to analyze (here, www.certifiedhacker.com) and click SEARCH NOW >,

Copyrights @ 2022 EC-Council International Ltd.
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18. You wiill see the detailed information regarding the provided URL including IP address, name servers, DNS resolutions, Whols results,
etc. These details are present in the public domain and are important to gather such information as they can pose a threat. You can further

conduct a series of queries and gather publicly available organizational information from the ThreatCrowd site.

% Google Hacking Database (GH1 % B Domain > wiww.certifiedhache: %

¢ ] 2 B8 threstcrowd.ong

COMTACT
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.
¥ .
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i & -
e Yes No  Moat users Bave vobed thas 38
* [ e
= L] i
¥
) D WHOIS
————

Property Value

MameServer

Created 2002-07-30 00:32:00
Changed 2016-03-16 123841
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19. This concludes the demonstration showing how to gather open-source intelligence using Exploit Database and ThreatCrowd. Close all
open windows.

20. Now, we shall perform the open-source intelligence gathering by deep and dark web searching using Tor Browser. Open a File Explorer
and navigate to Z\CCT-Tools\CCT Module 08 Network Security Assessment Techniques and Tools\Tor Browser and double-click torbrowser-
install-win64-10.5.6_en-US.exe.

Installer Language window appears, select your preferred language (here, English) and click OK.

Note: If Open File — Security Warning window appears, click Run.
Note: If the User Account Control pop-up appears, click Yes.
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21. Follow the wizard steps (by selecting default options) to install Tor Browser. After the installation is complete, click Finish button to
complete the installation and launch the Tor Browser as shown in the screenshot below.
Note: Make sure that Run Tor Browser option is checked.

& Tor Browser Setup —

Completing Tor Browser Setup

Tor Browser has been installed on your computer,

Click Finish to dose Setup.

] add Start Menu & Desktop shortouts
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22. Connect to Tor page appears. Click Connect button to browse through Tor browser default settings directly.
Note: If Tor is censored in your country or if you want to connect through Proxy, click Configure button here and continue.
Note: It might take a while to launch the Tor Browser.

:c"ﬁl':l:-":' 1:" * _

c @ fine Y4 O 4 =

Connect to Tor

Tor Browser routes your traffic ower the Tor Metwork, run by thousands of
wolunteers around the world

Always connect automatically

Tor Metwork Settings
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23. After a few second, Tor browser home page appears. The main advantage of the Tor browser is that it maintains the anonymity of the user
throughout the session.

Explore. Privately.

You're y for ost prvate b ] ETCE

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 21



EC-Council <€) codered

FROM EC-COUNCIL

24. As a security professional, your job is to collect as much as information related to threats to the organization from the dark web. Before
doing that, you must know the actual difference between surface web searching and dark web searching. Open Google Chrome. Navigate
to www.google.com and in Google search, search for hacker for hire. You will be loaded with large amounts of irrelevant data as shown in the
screenshot below.

Note: To launch Google Chrome, double-click Google Chrome shortcut present on the Desktop.

cEaslilsiiesae il o D e—
2 € @ googlecom y=hacker s for+ hire yei= LLPVYZSSKAWL-gSaLDgkif TR @
Go gfe hacker for hire x Lo &

LS WL LIERAAO. CO 5 H
27 Best Freelance Hackers For Hire In September 2021
Hiire the Dest Hackers | Hacker 5 0V5(4 jobs). Hacking. Python: Malware Ram

People also ask

How much does it cost to hire a hacker? v
|5 hirer & hacker legd? b
15 it safe to hire a hacker onlina? b

hitps-ihireahacker i
Home - Hire A Hacker | Hackers for hire
Wie hiave hired the Dest hackers in the INQusIry Brom around the work 1o make sure al o

B £ Type here to search
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25. Now switch to Tor browser and search for the same (i.e., hacker for hire). You will find the relevant links related to the professional hackers
who operate underground through the dark web. Click and open any of the search results (here, hire247hacker.com).

Note: The search result may vary while you are performing the lab task.

Note: Tor uses DuckDuckGo search engine to perform a dark web search. The result may vary in your environment.

8 ackc o e a ek _

A Q@ nitos)/duckduckge.com oty O & =
(} hacker for hire
O an B images [ videos [ENews P Maps 2 Shopping Settings =

W hupsiieybercrackernet
Hire A Hacker | Rent A Hacker | Hacker For Hire Now Online
Rerit A HackerMire A Hi

d Hacker

OnC Yious ma

hacker 3

5. Hire a

httpssiwww hireahackercom
Hire A Hacker From Qur Team Of Centified Ethical Hackers

Once you hire a hacker from us, One of aur represe es a hacker will get in touch w
ar
8

® hitpsithire24Thacker.com

Hire 247 hackers | #1 Online 247 Hire Hacking Service

B £ Type here to search

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 23



EC-Council <€) codered

FROM EC-COUNCIL

26. The hire247hacker.com web page opens up as shown in the screenshot below and you will see that the site belongs to professional
hackers who operate underground. This information related to professional hackers and hacking services can be used to build effective threat
intelligence.

= b 4 Y-~ T hirg24 Thadker.com CITHE + 2 o B A

HIREZ47THACKER Mome AboutUs Submit Request " ENG~ Q

Biaristerring data freen fonts. gatatic. com

£ Type here io search
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27. A dark web search for security professionals does not stop with hire247hacker.com. You can collect large amounts of threat information
through multiple dark web searches.

28. This concludes the demonstration showing how to gather open-source intelligence by searching over deep and dark web searching using
Tor Browser.

29. Close all open windows.
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EXERCISE 2: GATHER THREAT INTELLIGENCE FEED USING THREATFEEDS.IO

Threat intelligence feeds (Tl feeds) are continuous streams of packaged data related to potential or current threats to the organization.

LAB SCENARIO

A security professional must have the required knowledge about gathering threat intelligence feeds from the open-source platforms such as
threatfeeds.io. Threat feeds can assist security professionals in blocking bad IP addresses, blacklisting malicious or phishing websites, etc, in
order to prevent the organizational network from outside threats.

OBJECTIVE

The objective of this lab is to learn how to collect Tl feeds using online tools such as threatfeeds.io.

OVERVIEW OF THREAT INTELLIGENCE FEED

Threat intelligence feeds (T| feeds) feature a packaged collection of data taken from different sources related to potential or current threats in
an organization. Most feeds concentrate on domains, malicious IP addresses, or botnet activity. These comprise actionable information and are
implemented along with technical controls to prevent cyber-attacks.

threatfeeds.io is a free and open-source threat intelligence provider of popular free and open-source Tl feeds and sources. It also lists links for
direct downloads and live summaries.

Security professional can use the online tool threatfeeds.io, as a proof of concept to gather threat intelligence feeds.
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Note: Ensure that the Admin Machine-1 and PfSense Firewall virtual machines are running.
1. In the Admin Machine-1 virtual machine, launch any browser, in this lab, we are using the Mozilla Firefox browser. Double-click Firefox

shortcut icon on the desktop.

2. In the address bar of the browser type https://threatfeeds.io and press Enter. threatfeeds.io page appears.

R —

ThrdaTliseti g

¥k threatfeeds.io Submit Contact

threat intelligence feeds.

Malware URLs '
st

ﬂ A Type here 10 seanh
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3. You can observe that threat feeds from different online resources are displayed. Scroll-down to Alienvault IP Reputation feed and click

Download button to download the file.

M Fons thonst Iplgarce ek

Malware URLs

Allenvault IP Reputation

AlphaS0C Ryuk C2
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4. Opening reputation.data window appears, select Save File radio button and click OK.
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5. After the completion of download, navigate to the download location (here, Downloads).

6. Click to select the file reputation.data. Right-click on it and select Edit with Notepad++ from the options.
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7. A Notepad++ window appears, displaying the file content. This file contains a list of malicious IP addresses, as shown in the screenshot

below.

Note: If update notepad++ pop-up appears, click on No.
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8. Close the Notepad++ window and navigate back to the browser window.

9. Now, click Download button in the AlphaSOC Ryuk C2 feed.

AlphaSOC Ryuk C2

Bad IPs
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10. The file content appears in a new tab. This file contains a list of Internet domains that are used to distribute malware and act as C2
infrastructure, as shown in the screenshot below.
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11. Close the current tab to navigate back to the tab where threatfeeds.io is opened.

12. Similarly, you can browse through other threat feeds from different online resources. These Tl feeds can be used to enhance security
infrastructure to thwart cyber-attacks on local network and systems.

13. This concludes the demonstration of showing how to gather threat intelligence feeds using threatfeeds.io.

14. Close all open windows.
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EXERCISE 3: PERFORM VULNERABILITY RESEARCH IN COMMON WEAKNESS
ENUMERATION (CWE)

Vulnerability Research discovers the vulnerabilities and design flaws that will expose an operating system and its applications to exploit, attack,
or misuse.

LAB SCENARIO

A security professional must keep up with the most recently discovered vulnerabilities and exploits to stay one step ahead of attackers through
vulnerability research.

OBJECTIVE

The objective of this lab is to learn how to perform vulnerability research using online resources such as Common Weakness Enumeration
(CWE).

OVERVIEW OF THREAT INTELLIGENCE FEED

Vulnerability Research is performed, due to following reasons:

To gather information about security trends, newly discovered threats, attack surfaces, attack vectors and techniques

To find weaknesses in the OS and applications and alert the network administrator before a network attack

To understand information that helps prevent security problems

To know how to recover from a network attack
Common Weakness Enumeration (CWE) is a category system for software vulnerabilities and weaknesses. It can be effectively employed by the
community as a baseline for weakness identification, mitigation, and prevention efforts. Further, CWE has an advanced search technique with
which you can search and view the weaknesses based on research concepts, development concepts, and architectural concepts.

Security professional can use CWE to view the latest underlying system vulnerabilities.
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Note: Ensure that the Admin Machine-1 and PfSense Firewall virtual machines are running.

1. In the Admin Machine-1 virtual machine, launch any browser, here, we are using Mozilla Firefox. In the address bar of the browser place your
mouse cursor and type https://cwe.mitre.org/ and press Enter

Note: - If the Default Browser pop-up window appears, uncheck the Always perform this check when starting Firefox checkbox and click the
Not now button.

Note: - If New in Firefox: Content Blocking pop-up window appears, follow the step and click Got it to finish viewing the information.
Note: If an Update available pop-up appears, click on Dismiss.

2. CWE website appears. In the Google Custom Search under Search CWE section, type SMB and click the search icon.

[} oWE - Common Weskness Eny 3 4 = a w
o8 mitreang w 5]
. -

MOST 7% \‘

commﬂn Weakness Enu meratl'ﬂﬂ DANGERDUS I" \

A Communing-Davelaped List of Safbvare & Hardware We fipas SDFTIHPE'\ /'
WEAKNESSES ™

Home About CWE List Scoring Mapping C Hews l

Search

CWE™ is a community-developed kst of software and hardware weakness types. It Serves 35 3 common nguage, 3 measuring
stick for Security tools, and as a baseline for weakness identification, mitigation, and prévention efforts.

View the List of Weaknesses

by Software Development by Hardware Design by Rasearch Concapts

Search CWE
Easily find a spediic software or hardware weakness by performing a search of the CWE List by keywords(s) or by CWE-ID
Number. To search by multiple keywords, separate each by a space.
SMB

seadch

See the full CWE Lisg pa;e for enhanced information, downloads, and mare.
Submil content suggestions to the CWE Team.

Total Weaknesses: 932

1 mat Dl mbaned |

£ Type here to search
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3. The search results appear, displaying the underlying vulnerabilities in the target service (here, SMB). You can click any link to view detailed
information on the vulnerability.

Note: The search results might differ when you perform this lab.

[ F ©WE - Commeon Weakness En. % + = o *

J B Mitre.ang e =
Search CWE 1

Easily find a specfic software or hardware weakness by performing a search of the CWE List by keywords(s) or by CWE-ID
Number. To search by multiple keywords, separate each by a space.
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Extended Description. Access cortrol imohes the use
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can range widely, dépandng on the contésd in
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om which the program has been loaded; the curmnt working ditectory. in some cases, the
attack can be conducted remolely, such as when SMB or

(‘WF ?1 '.'.'Bak f‘aﬁsword Reguirements (4 5) - CWE

T'u- product d:n.-. nat require that users should have strong passwords, which makes it easier for attackers
fin compremise user accounts. + Extended Description
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4. Now, click any link (here, CWE-284) to view detailed information about the vulnerability.

more information.
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5. A new webpage appears in the new tab, displaying detailed information regarding the vulnerability. You can scroll-down further to view
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CWE-284: Improper Access Control

Wieakness ID: 784 Status: Incomplete
Abstraction: Pils
Structure! Smpls

Presantation Filer: (Bd!‘pld(ﬂ W
¥ Description

The software does not restrict or Incorrectly restricts access to a resource from an unauthorized actor.
* Extended Description

Acoess control involves the use of several protection mechanisms such as:

« Authentication (proving the identity of an actor)
« Authorization (ensuring that a given actor can access a resouroe), and
» Accountability (tracking of activities that were performed)

When any mechanism is not applied or otherwise fails, attackers can compromise the security of the software by
gaining privileges, reading sensitive information, executing commands, evading detection, etc,
There are two distinct behaviors that can introduce access control weaknesses:

= Specification: incorrect privileges, permissions, ownership, etc. are explicitly specified for either the user
or the resource (for example, setting a password file to be world-writable, or giving administrator
capabilities to a guest user). This action could be performed by the program or th
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6. Similarly, you can click on other vulnerabilities and view detailed information.
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7. Now, click on Home to navigate back to the CWE website, scroll down, and click the CWE List link present below the searched results.
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View the List of Weaknesses
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Search CWE

Easily find a specific softwane or hardwane weakness by performing a search of the CWE List by keywords{s) or by CWE-1D
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Google
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SUbIMIT COALENT SURRESTONS to the CWE Team.

Total Weaknesses: 027
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8. A new webpage appears, displaying CWE List Version. Scroll down, and under the External Mappings section, click CWE Top 25 (2021).

Note: The results might differ when you perform this lab.

(F oWE - Common Weakness Enu 5| [ F CWE - CWE List Version 45 X

mitreang [
-

m®

“

External Mappings
These views are used to represent mappings to external groupings such as a Top-N list, as well as to express
subsets of entries that are related by some external factor.
CWE Top 25 [2021)
OVWASP Top Ten (2017)
Seven Pemicious Kingdoms
Softwara Fault Pattern Chusters
SEI CERT Orache Coding Standand For Java
SEI CERT C Coding Standard
SEI CERT Per Coding Standard
CI5G Quality Measures [2020)
C15Q Data Protectson Maasures

Architectural Concepts

Helpful Views
A number of additional helpful views have been created. These are based on a specific criteria and hope to provide
Insight for a certain domaln or use case,

Introduced Dunng Dessgn

Intradieced Dunng Implementatsn

Quality Weaknesses with Indwect Security Impacts

B £ Type here to search
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9. A webpage appears, displaying CWE VIEW: Weaknesses in the 2021 CWE Top 25 Most Dangerous Software Weaknesses. Scroll down and
view a list of Weaknesses in the 2021 CWE Top 25 Most Dangerous Software Weaknesses under the Relationships section. You can click on
each weakness to view detailed information on it.

Note: This information can be used to exploit the vulnerabilities in the software and further launch attacks.
Note: The result publishing year be might different when you perform this lab.
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Expand All | Collapse Al

1337 - Weaknesses in the 2021 CWE Top 25 Most Dangerous Software Weaknesses
|-+ @ Out-of-bounds Write - (737)
+ @ Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) - (7s)
+ @ Qut-of-bounds Read - (125)
= & Improper Input Validation - (20)
+ @ Improper Neutralization of Special Elements used in an 05 Command ("05 Command Injection) - (72)
O Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’) - (#5)
O Use After Free - (416)
@ Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal®) - (22)
& Cross-Site Request Forgery (CSRF) - (252)
D Unrestricted Upload of File with Dangerous Type - (434)
 Missing Authentication for Critical Function - (304)
) Integer Overflow or Wraparound - (190}
) Deserialization of Untrusted Data - (s02)
« 3 Improper Authentication - (257)
« & MULL Pointer Dereference - f476)
= & Use of Hard-coded Credentials - [79s)
= & Improper Restriction of Operations within the Bounds of a Memory Buffer - f119)
- & Missing Authorization - rss2)
& Incorrect Default Permissions - (276)
& Exposure of Sensitive Information to an Unauthorized Actor - (200}
+ @ Insufficiently Protected Credentlals - (522)
& Incorrect Permission Assignment for Critical Resource - (732)
+ @ Improper Restriction of XML External Entity Reference - (s11)
+ @ Server-Side Request Forgery (SSRF) - (o15)
+ & Improper Neutralization of Spedal Elements used in a Command ('Command Injection') - (77)
BACK TO TOP

* References
[REF-1185] "2021 CWE Top 25 Most Dangerous Software Weaknesses®, 2021-07-20. <http://owe. mitre.org
farchive/2021/2021 cwe_ top, ml-
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10. Similarly, you can go back to the CWE website and explore other options, as well.

11. This concludes the demonstration of checking vulnerabilities in the Common Weakness Enumeration (CWE).
12. Close all open windows and document all the acquired information.

13. Turn off the Admin Machine-1 virtual machine.
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EXERCISE 4: PERFORM VULNERABILITY ASSESSMENT TO IDENTIFY SECURITY
VULNERABILITIES IN THE TARGET SYSTEM OR NETWORK

A vulnerability assessment is the process of identifying vulnerabilities in network components, including the OS, web applications, and web
servers.

LAB SCENARIO

A security professional requires knowledge to perform vulnerability assessment in order to address the issues identified in the system and avoid
serious damage to an organization’s assets.

OBJECTIVE

The objective of this lab is to learn how to perform vulnerability assessment to determine system vulnerabilities using OpenVAS.

OVERVIEW OF VULNERABILITY ASSESSMENT

Vulnerability assessment helps identify the category and criticality of the vulnerability in an organization. An organization rates the vulnerabilities
and prioritizes them, and design methods to remedy the situation accordingly. The assessment method helps measure the effectiveness
of those remedies. The goal of the vulnerability assessment includes scanning, examining, evaluating, and reporting the vulnerabilities in a
network to, thus, minimize the levels of risks to an organization.

OpenVAS is a framework of several services and tools offering a comprehensive and powerful vulnerability scanning and vulnerability
management solution. Its capabilities include unauthenticated testing, authenticated testing, various high level and low-level Internet and
industrial protocols, performance tuning for large-scale scans, and a powerful internal programming language to implement any vulnerability
test. The actual security scanner is accompanied with a regularly updated feed of Network Vulnerability Tests (NVTs)—over 50,000 in total.

Security professional can use the OpenVAS Tool as a proof of concept to identify system vulnerabilities in an organization.
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Note: In this task, we will use the Attacker Machine-2 (10.10.1.13) machine as a host machine and the Web Server (10.10.1.16) machine as a target
machine.

Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on Attacker Machine-2 and Web Server virtual machines.

2. In the Attacker Machine-2 login page, the attacker username will be selected by default. Enter password as toor in the Password field and
press Enter to log in to the machine.

Note: If a Parrot Updater pop-up appears at the top-right corner of Desktop, ignore and close it.

Note: If a Question pop-up window appears asking you to update the machine, click No to close the window.

3. Click Applications at the top of the Desktop window and navigate to Pentesting » Vulnerability Analysis » Openvas - Greenbone -» Start to
launch OpenVAS tool.
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4. A terminal window appears, in the [sudo] password for attacker field, type toor as a password and press Enter. OpenVAS initializes.
Note: The password that you type will not be visible.
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5. After the tool initializes, click Firefox icon from the top-section of the Desktop.
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6. The Firefox browser appears, in the address bar, type https://127.0.0.1:9392 and press Enter.

7. OpenVAS login page appears, log in with Username and Password as admin and password and click the Login button.
Note: If Would you like Firefox to save login pop-up appears, click on Don’t Save.

Gregnbang
Saturity
Axsintant
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8. OpenVAS Dashboards appears, as shown in the screenshot below.
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9. Navigate to Scans » Tasks from the Menu bar.
Note: If a Welcome to the scan management! pop-up appears, close it.

Assers Camfiguratiss Adsminnratinn
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10. Hover over wand icon and click the Task Wizard option.

Bdrrinkiliatian
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Hodity Task *llﬂ &
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Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 50



EC-Council <€) codered

FROM EC-COUNCIL

11. The Task Wizard window appears; enter the target IP address in the IP address or hostname field (here, the target system is Web Server
[10.10.1.16]) and click the Start Scan button.

_:J"I’h_! ‘\ Guick start: Immediately scan an I address S i |

1P address or hostrame: | 10.10.1 16 | _

The delaull Addess is Sither YOUT COMPLDRT OF YOUT NEtWONK Qalmaay.
AS & short-cul the Tollowing S1eps. will be done for you

L Create a new Tanged
2 Creabe & newy Task
3 Stan this SCan taak right sy

AS 500N RS (he SCAN PROQIesS IS Deyond 1%, you Can Mready jUmp 0o the SCan repon by clcking on the progress bar
in the “Saahes” columin and reviesw The resulfs collecied 5o far

Thie Thugest fnd Task will be created wsing the defauis as configuied in "MWy Seitings™

By chicking the New Tasi icon [T you can omate a new Task yoursel!

LAppisess ey By _owemaes =g min_goos 7 srt=rame firste] rowa=10}

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 51



EC-Council

<

12. The task appears under the Tasks section; OpenVAS starts scanning the target IP address.
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13. Wait for the Status to change from Requested to Done. Once it is completed, click the Done button under the Status column to view the

vulnerabilities found in the target system.

Note: If you are logged out of the session, login again using credentials admin/password.
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14. Report: Information appears, click Results tab to view the discovered vulnerabilities along with their severity and the port numbers on
which they are running.
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15. Click on any vulnerability under the Vulnerability column (here, Anonymous FTP Login Reporting to view its detailed information.

16. Detailed information regarding selected vulnerability appears, as shown in the screenshot below.
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17. Similarly, you can click other discovered vulnerabilities under the Report: Results section to view detailed information regarding the
vulnerabilities in the target system.

18. Next, go through the findings, including all high or critical vulnerabilities. Manually use your skills to verify the vulnerability. The challenge
with vulnerability scanners is that they are quite limited; they work well for an internal or white box test only if the credentials are known.

19. This concludes the demonstration showing how to perform vulnerabilities analysis using OpenVAS.
20. Close all open windows and document all the acquired information.

21. Turn off Attacker Machine-2, Web Server, and PfSense Firewall virtual machines.
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