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SCENARIO

Compliance, policies, and governance are integral to the information security program of any organization. An organization needs to comply
with certain regulatory standards to run its businesses. Simultaneously, it must also have strong security policies and governance in order to
fulfil regulatory standards. The labs in this module will provide a real-time experience in designing and developing network security policies
and procedures to ensure availability, confidentiality, and integrity across an organizational network.

OBJECTIVE

The objective of this lab is to provide expert knowledge in implementing network security policies including the following tasks:
- Implementation of password policies and auditing policies
- Designing Secure network and SSH server

- Implementation of policies for PowerShell security

OVERVIEW INTERRUPTED SESSIONS

A security policy is a well-documented set of plans, processes, procedures, standards, and guidelines required to establish an ideal information
security status of an organization. Security policies are used to inform people on how to work in a safe and secure manner; they define and
guide employee actions on how to deal with organization sensitive operation, data, or resources in an organization. The security policies are an
integral part of the information security management program for any organization.

Security policy is a high-level document, or set of documents, describing the security controls that should be implemented to protect a company.
It maintains confidentiality, availability, integrity, and asset values. Security policies form the foundation of a security infrastructure.
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LAB TASKS

A cyber security professional or security professional uses numerous tools and techniques to implement network security policies. The
recommended labs that will assist you in learning the implementation of network security controls include:

Implement Password Policies using Windows Group

. Implement Auditing Policies
Policy P 9

Implement a Secure Network Policy 04 Implement a PowerShell Security Policy

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISET:IMPLEMENT PASSWORDPOLICIESUSINGWINDOWS GROUPPOLICY

The Group Policy Management Console (GPMC) is a scriptable Microsoft Management Console (MMC) snap-in, providing a single administrative
tool for managing group policy across the enterprise.

LAB SCENARIO

Security professionals can use the GPMC to manage group policies in the Active Directory (AD) across the enterprise. It can be used to protect
user accounts and implement domain password policies to enable the use of complex and lengthy passwords. This prevents attackers from
cracking the passwords of user accounts through brute-force attacks.

A security professional must configure group policy settings (group policy object, or GPO) in the AD domain to implement common password
requirements.

OBJECTIVE

This lab demonstrates how to create a GPO from the GPMC; this group policy will implement a common password policy to enable the use of
complex and lengthy passwords in the AD domain.

OVERVIEW OF GROUP POLICY

Group policies enable the cyber security professional to manage drive mappings, registry settings, local users and groups, services, files, and
folders without the need to learn a scripting language. GPO can help in configuring the password history, password age, password length, and
complexity and store user passwords using reversible encryption policies for users' passwords. The AD domain contains two default GPOs:

- Default domain policy, which is linked to the domain

- Default domain controllers policy, which is linked to the domain controller’s organizational unit (OU).
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Note: If there are conflicting group policies, the last applied policy is implemented.

Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on AD Domain Controller and Web Server virtual machines.

2. In the AD Domain Controller virtual machine, log in with the credentials CCT\Administrator and admin@123.

Note: The network screen appears, click Yes.

3. Launch Group Policy Management to create a new password policy. To launch GPM, click Windows Start icon and navigate to Windows
Administrative Tools » Group Policy Management.

Note: Alternatively, you can launch Group Policy Management by typing gpmc.msc in Run. To open Run, right-click on Start and click Run.
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4. The Group Policy Management main window appears, as shown in the screenshot below. Expand the Forest: CCT.com domain tree.

Group Policy Management
L File Action View Window Help

=== o Hm

& Group Policy Management
v A\ Forest: CCT.com
v (5 Domains
v 33 CCT.com
=, Default Domain Policy
= | Domain Controllers
41 FinanceOU
=t Group Policy Objects
 WMI Filters
) Starter GPOs
{2 Sites
s¢ Group Policy Modeling
«, Group Policy Results

Group Policy Management
Contents

Name
A\ Forest: CCT.com

3:22 AM
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5. To create a new GPO to implement password policies across the domain (CCT.com), under the Domains tree, right-click on the CCT.com

domain, and select Create a GPO in this domain, and Link it here....

Group Policy Management
il File Action View Window Help

== || G| HE
-

5 Group Policy Management Group Policy Management
v 4\ Forest: CCT.com Contents
v [Z5 Domains
v 3 CCT.con

=
Create a GPO in this domain, and Link it here...

+| Defau
31 Dom Link an Existing GPO...
= Finar Block Inheritance
=t Grou . . 5
5 WMl Group Policy Modeling Wizard...
7 Starte New Organizational Unit

| Sites 3 Search...

s&¥ Group Policy
% Group Policy Change Domain Controller...

Remove

Active Directory Users and Computers...
New Window from Here

Refresh

Properties

Help

[Create a GPO in this domain and link it to this container
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6. The New GPO window opens, type the name for the new GPO as “ECCPassword Policy” and click OK (use any hame as per your

requirement).

G [ ¥ ECE t
i File Action View Window Help

== | c| @ =

| Group Policy Management
v A\ Forest: CCT.com

3§ CCT.com

=, Default Domain Policy
2| Domain Controllers
37 FinanceOU
=t Group Policy Objects
+ WMI Filters
] Starter GPOs

(@ Sites

st Group Policy Modeling
«, Group Policy Results

Group Policy Management
Contents

Name
£\ Forest: CCT.com

New GPO

Name:

ECCPassword Policy|

Source Starter GPO:

(none)

Cancel

3:24 AM
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7. A new GPO ECCPassword Policy will be created. Expand CCT.com to view the created GPO (ECCPassword Policy). To configure the settings

for ECCPassword Policy, right-click on ECCPassword Policy and select Edit....

Group Policy Management
s File Action View Window Help

YNGR E

L5, Group Policy Management Group Policy Management

Contents

v F3 CCT.com Name
=1 Default Domain Policy A\ Forest: CCT.com
»/ ECCPassword Poli~ |
57 Domain Controlle Edit...
3 | FinanceOU Enforced
</ Group Policy Obje &/ [ink Enabled
7 WMI Filters Savé Report...
] Starter GPOs
i@ Sites New Window from Here

56% Group Policy Modeling

i, Group Policy Results Defcte

Rename
Refresh

Help

F)_pen the GPO editor
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8. In the Group Policy Management Editor window, expand Computer Configuration » Policies » Windows Settings » Security Settings -
Account Policies. Click on Password Policy; the password policies will be listed in the right pane.

E Group Policy Management Editor — X
File Action View Help

= | HEX = HE

L= ECCPassword Policy [DOMAINCONTROLL. A || policy Policy Setting
v o Con;pltftev Configuration /| Enforce password history Not Defined
Vi o I;,efiw a “ Maximum password age Not Defined
B OTWAIE ISIINgs £y Minimum password age Not Defined

v (7] Windows Settings

2 Minimum password length Not Defined
| Name Resolution Policy 3 5 Y
3 Scripts (Startup/Shutdown) Password must me.et comple.xlty requlrelﬁents Not Def!ned
Ly Store passwords using reversible encryption Not Defined

q Deployed Printers
v T Security Settings
v Account Policies
Password Policy
Account Lockout Poli
Kerberos Policy
Local Policies
4| Eventlog
4 Restricted Groups
4 System Services
4 Registry
5 File System
4/ Wired Network (IEEE 802.
Windows Defender Firew
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1 Advanced Audit Policy C
ol Policy-based QoS
| Administrative Templates: Policy

| Preferences
v 43, User Configuration
Policies
Preferences s ‘
< >
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9. Ensure that the created, or modified, password does not contain the user account name or parts of the full name of the user, i.e., two
consecutive characters in the name—and is at least six characters in length; it must also contain English uppercase characters (A through 2),
English lowercase characters (a through z), numeric 10 digits (0 through 9), and non-alphabetic characters such as !, $, #, and %. The password
must meet the complexity requirements policy setting. To ensure this, double-click on the Password must meet complexity requirements

policy in the right pane

E Group Policy Management Editor
File Action View Help

T -EEEE

v & Computer Configuration
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Software Settings
v | Windows Settings
Name Resolution Policy
=) Scripts (Startup/Shutdown)
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8 Kerberos Policy
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4 File System
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Windows Defender Firew
~| Network List Manager Po
Zaf Wireless Network (IEEE 8(
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| Software Restriction Polic
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10. In the Password must meet complexity requirements Properties window, check Define this policy setting and select the Enabled radio

button to enable the password complexity policy. You can click the Explain tab to view the details of the policy. Click Apply and then click OK
to close the policy properties window

=
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11. Switch to the Group Policy Management window. To ensure that the GPO is not overridden by other GPOs, and cannot be blocked from the
parent container, enforce the created policy by right-clicking on ECCPassword Policy and selecting the Enforced option.

Group Policy Management
s File Action View Window Help

YNGR

5 Group Policy Management
v 4\ Forest: CCT.com
v 5 Domains
v i CCT.com
=i Default Domain Policy
;] ECCPassword Polir-
<1 Domain Controllet
2| FinanceQU
= Group Policy Obje | o
7 WMI Filters
] Starter GPOs
i@ Sites
4% Group Policy Modeling
1+ Group Policy Results

Group Policy Management
Contents

Name
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Edit...
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Link Enabled
Save Report...

New Window from Here

Delete
Rename
Refresh

Help

Toggle the Enforced attribute for this link

3:31 AM
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Note: If a Group Policy Management Console window appears click on OK.

Note: If the link is already enabled, then skip this step.

12. Click on ECCPassword Policy and you can see that the policy has been enforced and linked, as shown in the screenshot.
Note: If a Group Policy Management Console window appears click on OK.

Group Policy Management = X
i File Action View Window Help - &%
| 27X HE
. Group Policy Management ECCPassword Policy
¥ A Forest: CCT.com Scope Details Settings Delegation
v (5 Domains
35 ol Links
v 3 CCT.com
5/ Default Domain Policy Display links in this location CCT.com v
a4 ECCPassword Policy The following sites, domains, and OUs are linked to this GPO:
=7 Domain Controllers =
8 FinanceOU Location Enforced Link Enabled Path
=t Group Policy Objects §% CCT.com Yes Yes CCT.com
7 WMI Filters
3 Starter GPOs
3 Sites

s8¢ Group Policy Modeling
1+, Group Policy Results

Security Filtesing
The settings in this GPO can only apply to the following groups, users, and computers:
Name

82, Authenticated Users

Add... Remove

WMI Filtering
This GPO is linked to the following WMI fitter:

<none> ~

3:31 AM
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13. To select the users, groups, and computers to which the policy should be applied, click Add... under the Security Filtering section of
ECCPassword Policy.

Group Policy Management o X
l File Action View Window Help - | &
== | ¢ XolHBm

5 Group Policy Management
v A\ Forest: CCT.com

ECCPassword Policy
Scope Details Settings Delegation

Z5 Domains B
v 3 CCT.com fis
5./ Default Domain Policy Display finks in this location: CCT.com v
a4 ECCPassword Policy The following sites. domains, and OUs are linked to this GPO:
= Domain Controllers A
5 FinanceOU Location Enforced Link Enabled Path
= Group Policy Objects % CCT.com Yes Yes CCT.com

7 WMI Filters
5 Starter GPOs
2 Sites
s8¢ Group Policy Modeling
1+ Group Policy Results

Security Filteiing

The settings in this GPO can only apply to the following groups, users, and computers:

Name

82, Authenticated Users

oo

WMI Fitering
This GPO is linked to the following WMI filter:

<none>
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OK.

14. The Select User, Computer, or Group window opens; you can apply this policy to the selected users, computer, or groups. Type “Martin” in
the Enter the object name to select (examples) field and click Check Names button. When the system displays the user details of Martin, click

EFH& Action View Window Help
= | 257 c|HE

=
bH

.5 Group Policy Management

v A\ Forest: CCT.com
v [z Domains
v 33 CCT.com
=, Default Domain Policy
s ECCPassword Policy
27 Domain Controllers

ECCPassword Policy

Scope Details Settings Delegation

Links

Display links in this location

CCT.com
The following sites, domains, and OUs are linked to this GPO:

v
3 FinanceOU Location ) Erforced Lk Enabled  Path
=} Group Policy Objects 5 CCT.com Yes Yes CCT.com
7 WMI Filters Select User, Computer, or Group
5 Starter GPOs
@ Sites Select this object type:
5% Group Policy Modeling ‘User, Group, or Built-in security principal ‘ Object Types...
+, Group Policy Results
o3 From this location:
‘CCT.com ‘ Locations...
|
Security Filtering Enterthe object name to select (examples):
The settings in this GPO can only apply{ |{atin S. martin@CCT.com)) Check Names
Name
2 Authenticated Users
Advanced... Cancel

Add... Remove
WMI Filtering
This GPO is linked to the following WMI fiter:

<none>
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15. Once the GPO is applied to user Martin, you can view the user in the Security Filtering tab.

Group Policy Management - X
L File Action View Window Help - & %
- 7
L&, Group Policy Management ECCPassword Policy
P ﬂ Forest: CCT.com Scope Details Settings Delegation
v
Links
+/ Default Domain Policy Display links in this location! CCT.com v
ara ECCPassword Policy The following sites, domains, and OUs are linked to this GPO:
=1 Domain Controllers =
3 FinanceOU Location Enforced Link Enabled Path
%} Group Policy Objects 5 CCT.com Yes Yes CCT.com
7 WMI Filters
] Starter GPOs
[ Sites

s8¢ Group Policy Modeling
1+ Group Policy Results

Security Filtering

'
The settings in this GPO can only apply to the following groups, users, and computers:
Name -
22, Authenticated Users
martin S. (martin@CCT com)

Add Remove

Propetties
WMI Filtering
This GPO is linked to the following WMI fikter:
<none> », Des
3:32 AM
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16. To demonstrate the effect of the GPO for enforcing Password must meet complexity requirements, ensure that user Martin is forced to
change the password at the next login.

17. Close all open windows.
18. To change user the password settings of user Martin, right-click on Windows Start icon and select Run, type dsa.msc. Click OK. The Active

Directory Users and Computers window will open.

Recycle Bin

o

Acrobat
Reader DC

(3 )

Firefox

oD

Google
Chrome

Wampserv...

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | dsa.msc| v

G This task will be created with administrative privileges.

e e
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Active Directory Users and Computers = a X
File Action View Help
e | 25 40 XEdE HE| P aETa%R
] Active Directory Users and Com; Name Type Description
- Saved Chicnies %Admmistrator User Built-in account for ad...
v CCTB‘?’I;“ £ Allowed ROD... Secuiity Group... Members in this group c...
3 C:nlrnI:uters & obb. e
B Domain Conbiailses %Cert Publishers Security Group... Members of this group ...
& o nceo 2, Cloneable Do... Secuiity Group... Members of this group t...
7 ForeignSecurityPrincipal, E&Deni&d RODC... Security Group... Members in this group c...
Managed Service Accour|| BaDnsAdmins  Security Group... DNS Administrators Gro...
Users %DnsUpdatePr.,, Security Group... DNS clients who are per...
E&Domain Admi... Security Group... Designated administrato...
E&Damam Com... Security Group... All workstations and ser...
EBDomain Cont... Security Group... All domain controllers ...
%Domain Guests Security Group... All domain guests
%Domam Users  Security Group... All domain users
8 Enterprise Ad... Secuiity Group... Designated administrato...
’_‘gEnterprise Key... Security Group... Members of this group ...
%Enterprise Rea... Security Group... Members of this group ...
EgGruup Policy ... Security Group... Members in this group c...
E.;Guest User Built-in account for gue...
%Johnj. User
ﬁgKey Admins Security Group... Members of this group ...
3
%Protected Users Security Group... Members of this group ...
B2 RAS and IAS S... Secuiity Group... Servers in this group can...
%Read»only Do... Security Group... Members of this group ...
E&Schema Admi... Security Group... Designated administrato...
< >
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20. The martin S. Properties window opens; click the Account tab. In Account options, check User must change password at next logon and
uncheck Password never expires if it is checked. Click Apply and OK.

File Action View Help

e 20 {0 XEe Bm3eETYES
| Active Directory Users and Com|| Name Type Description
zac\’;d Crieres &Admmistrator User Built-in accd martin S. Properties ? X
e 2 Allowed ROD... Secuiity Group... Members in
_| Builtin E} Bob b User Member Of Dialin Environment Sessions
Computers g
= Dom:il:x Controllers %Cert Publishers Security Group... Members of| G Hem?e coAth:I ":;Tﬁe De:k':;:) Servr:{s P:"ﬂle 5 COP\::
oy FinanceoU ’_‘gcloneable Do... Security Group... Members off eneral ress L= oo SRR
= ForeignSecurityPrincipals 2 Denied RODC... Secuiity Group... Membersin|  Userlogon name:
7 Managed Service Accout %DnsAdmins Security Group... DNS Admini lmavtm @CCT.com v
Users ﬁgDnsUpdatePr... Security Group... DNS clients

User logon name (pre-Windows 2000):
ECCT\ ‘ !mamn

{gDcmain Admi... Security Group... Designated
ﬁg[)omam Com... Security Group... All workstat
2 Domain Cont... Secuiity Group... All domain Vo e LogOn To..
%Dcmain Guests Security Group... All domain
&EDomain Users  Security Group... All domain
%Enterprise Ad... Security Grou, Designated
82 Enterprise Key... Security Group... Members of]

[ Unlock account

. 3 Account options:
B2 Enterprise Rea... Secuiity Group... Members of|
2 Group Policy ... Security Group... Members in User must change password at next logon A
3.;Guest User Built-in acc [ User cannot change password
5 John j. User [J Password never expires

82 Key Admins Security Group... Members off L1 Store paseword sing reversile encryption 2

& martin S. User Account expires
ﬁeprotected Users Security Group... Members of| @ Never
ﬁgRAS and IASS... Security Group... Serversinth O End of: [
"_“BRead-onIy Do... Security Group... Members of|
%Schema Admi... Security Group... Designated

Cancel Aoply Help
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21. Close all open windows.

22. Switch to the Web Server virtual machine.

23. Log in with the credentials Administrator and admin@123.
24. Open a Control Panel window and navigate to Network and Internet » Network and Sharing Center » Change adapter settings. In the
Network Connections window, right-click the ethernet adapter (here, Ethernet 2) and select Properties from the drop-down options.
Double-click Internet Protocol Version 4 (TCP/IPv4) and change the Default gateway address to 10.10.1.19. Click OK twice. Close the window.
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4 & > Control Panel > Network and Internet > Network Connections

Qrazniza w

:

DNicahla thic nehuark devica Niannnca thic connection Rename this connection
0
w

Networking
C '
d Internet Protocol Version 4 (TCP/IPv4) Properties X
General
TH  You can get IP settings assigned automatically if your network supports
- this capability. Otherwise, you need to ask your network administrator
N for the appropriate IP settings.
N
8 (O Obtain an IP address automatically
E (®) Use the following IP address:
e IP address: 30 22107 SE14 16
3 Subnet mask: 255.255.255. 0
4
] Default gateway: 105510 315 19
Obtain DNS server address automatically

(® Use the following DNS server addresses:

Preferred DNS server: 1 9

LRSS
o |5
@||n
ol |

Alternate DNS server:

[Jvalidate settings upon exit Advanced...

Cancel

™ = v
v O Search Network Connections Q@
View status of this connection » == v [N o
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25. Open File Explorer and right-click on This PC, select Properties.
Note: If the Networks window appears, click on Yes.
Note: If the Shutdown Event Tracker pop-up appears, click Cancel.

([0 T = [ ThisPC = X
Computer View o
« v 4 B> ThisPC > v O is P P
E (6)
v 3k Quick access v Folders (6)
I Desktop Desktop L:‘ Documents & Downloads
& Downloads - = !

= Documents

. Music == Pictures | Videos
&= Pictures -

== CCT-Tools (\\ADMI . "
i o » Devices and drives (3)

> [ This PC 3 2
Expand = Local Disk (C:) )
1] — DVD Drive (D:)
= Network © Manage L 37.4 GB free of 79.5 GB oy

Unpin from Start

Map network drive... E-1)
Open in new window

Pin to Quick access

Disconnect network drive...
Add a network location

Delete

Rename

Properties

10 items

T
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26. The System window opens, click Change settings.

gSystem —
4 E3 5 Control Panel > System and Security » System v O
Control Panel Home . i “ e
View basic information about your computer
& Device Manager Windows edition
G Remote settings Windows Server 2016 Standard
€ Advanced system settings @ 2016 Microsoft Corporation. All rights reserved. == Windows Server' 2016
System
Processor: Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.10 GHz
Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: WebServer
Full computer name: WebServer
Computer description:

Workgroup: WORKGROUP

Windows activation
Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00377-60000-00000-AA934 G;l-:t\-.‘at& Windows

Security and Maintenance

3:37 AM
8/13/2021 D

de &I
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27. The System Properties window opens click Change....

= -

4 E3 5 Control Panel > System and Security » System v O o)
Control Panel Home . i «
View basic information about your computer
& Device Manager Windows edition
9 Remote settings Windows Server 2016 Standard
€ Advanced system setting System Properties X == Windows Server' 2016
Computer Name  Hardware Advanced Remote
Q Windows uses the following information to identify your computer @ 2.10GHz 2.10 GHz
on the network.
Computer description: |[ I ed processor
For example: "IIS Production Server" or g for this Display
"Accounting Server”.
Full computer name: WebServer
Workgroup: WORKGROUP & Change settings

To rename this computer or change its domain or
workgroup, click Change. =

ke Terms

Gaﬁn.v:tx-sate Windows

Cancel Aool

Security and Maintenance
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28. The Computer Name/Domain Changes sub-window opens, select the Domain radio button, and type cct.com under the empty text box.
Click OK.

B

4 E3 5 Control Panel » System and Security » System

Control Panel e
Control Panel Home . wpr «
View basic information about your computer

& Device Manager Windows edition
& Remote settings Windows Server 2016 Standard
€ Advanced system settingy

&= Windows Server' 2016

Computer Name/Domain Changes X

You can change the name and the membership of this

computer @ 2.10GHz 2.10 GHz
computer. Changes might affect access to network resources

‘ ed processor
Computer name:

e for this Display
Web Server

Full computer name:

WebServer & Change settings
More... ange...
Member of
(® Domain:
|cc1,com] I
O Workaroup: se Terms
ORKGROUP
G,ﬁ. ctivate Windows
Cancel
OK Cancel Apply

3:38 AM
e & 8/13/2021 ,
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29. The Window Security credential window opens, type the username as cct\administrator and type password as admin@123 respectively
and click OK.

4 Ed 5 Control Panel » System and Security » System

Control Panel Home

View basic information about your computer
€ Device Manager

Windows edition
) Remote settings

Windows Server 2016 Standard
Advanced system settings
Y 9

a8 Windows Server' 2016

Windows Security X @ 2.10GHz 2.10 GHz

Computer Name/Domain Changes
ed processor

Enter the name and password of an account with permission Fforts Display,
to join the domain.

. OChange settings
@ ‘ cct\administrator ‘

| (XYY YT Y YY) ‘
Domain: cct
se Terms
OK Cancel G‘A\:t\‘.‘eté Windows
UK Cancer
OK Cancel

Security and Maintenance

3:38 AM
8/13/2021
Copyrights @ 2022 EC-Council International Ltd.
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30. Wait for few seconds, the welcome to cct.com pop-up appears, then, click OK.

4 E3 5 Control Panel » System and Security » System v

Control Panel Home . T «
View basic information about your computer

G Device Manager Windows edition
€ Remote settings Windows Server 2016 Standard
& Advanced system setting! ¢ am Windows Server' 2016
You can change the name and the membership of this computer @ 2.10GHz 2.10 GHz
computer. Changes might affect access to network resources
} ed processor
Computer name: t e for this Display
WebServer Computer Name/Domain Changes X

Full computer name: B
WebServer & Change settings

0 Welcome to the cct.com domain.
Member of

e
\cd.com a

(O Workgroup: se Terms

==

OK Cancel Apply

3:39 AM
8/13/2021 I:]

de &
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31. The restarting confirmation popup appears, Click OK.
32. You will be diverted back to the System Properties window. Click Close.
33. The Microsoft Windows message box opens, click Restart Now button to restart the system.

4~ E3 5 Control Panel » System and Security » System v O

Control Panel Home . it .
View basic information about your computer

€ Device Manager Windows edition
& Remote settings Windows Server 2016 Standard
G Advanced system settings © 2016 Microsoft Corporation. All rights reserved. == Windows Server: 2016
System
Processor: Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz 2.10 GHz
Installed memor Microsoft Windows X
System type:

You must restart your computer to apply these
changes

Pen and Touch:

Computer name, dd

Before restarting, save any open files and close all programs. -
Computer name & Change settings

Full computer n 1 7
i Restart Now | Restart Later

Computer descr|

Workgroup: CCT.com

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00377-60000-00000-AA934 & Activate Windows

Security and Maintenance
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34, The system will restart, login with the credentials Administrator and admin@123.
35. Open Command Prompt and type the command gpupdate /force, press Enter to update the group policy settings.
Note: If you receive any errors while executing the command, then rerun the command.

E Select Administrator: Command Prompt
licrosoft Windows [Version 10.6.1439
2016 Microsoft Corporation. All rights reserved.

“:\Users\Administrator>gpupdate /force
Jpdating policy...

Computer Policy update has completed successfully.

C:\Users\Administrator>g

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 3]
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36. Thus, the group policy has been successfully updated; log out from the Administrator account.

Recently added Windows Server
% Azure Data Studio
! SQL Server 2017 Error and Usage... f o
[ ==
e Windows
B sqL Server 2017 Configuration M... | Server Manager PowerShell ISE

Expand v

Most used & g

Windows
q Google Chrome Administrativ... Task Manager Control Panel

' Microsoft SQL Server Managemen...

9 Snipping Tool L} EI

Qh Internet Information Services (1IS)... Event Viewer File Explorer

Change account settings
Lock

Sign out

A Acrobat Reader DC

l Azure Data Studio

€) Google Chrome

, » 3:44 AM
L o ¥ de & gz
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37. To observe the effect of the created GPO, observe user Martin while changing the password to make it more complex and lengthier.
38. Next, select Other user, type the username as martin@cct.com, password as user@123 respectively and press Enter.

Other user

| martin@cct.com

Sign in to: cct.com

How do | sign in to another domain?

R Administrator

R Other user
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39. Because you have altered the settings of user Martin to change the password at the next login, you will be prompted to change the
password as soon as you press Enter; click OK.

Other user

The user's password must be-changed before signing in.
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40. Type a simple password such as test123 without special characters as the new password and confirm password, then click the arrow

button.

Copyrights @ 2022 EC-Council International Ltd.

l_martin@cct.com

oo B

Sign in to: cct.com

How do | sian in to another domain?

Cancel
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41. The system will prompt Unable to update the password. The value provided for the new password does not meet the length, complexity, or
history requirements of the domain. Click OK

Other user

Unable to update the password. The value provided for. the.new password
does not meet the length, complexity, or history requirements of the domain.
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42. Retype the new password as Test@123. This attempt will be successful because it meets the complexity requirements.
Note: In the Password field, enter user@123.

Note: Log out from Martin account if you are logged in with the new password.

43. Similarly, configure the other password policies according to the organization policies.
44, Close all open windows.

45. Turn off AD Domain Controller and Web Server virtual machines.

Other user

t_martin@cct.com

T

Sign in to: cct.com

How do | sian in to another domain?

Cancel
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EXERCISE 2: IMPLEMENT AUDITING POLICIES

The account audit policy defines the types of user actions or events to be recorded in the security logs.

LAB SCENARIO

A security professional must know how to audit system policies. In this exercise, we will find how to run processes and Group Policy Objects that
are designed in the system and further configure auditing policies using GPOs.

OBJECTIVE

This lab demonstrates how to implement and configure auditing policies in a system.

OVERVIEW OF AUDIT POLICY

It is important for organizations to create an efficient and effective account audit policy to monitor and identify potential security issues
beforehand, ensure accountability, and provide evidence in case of data breach. Each organization must take appropriate decision related to
the threats they face, risk tolerance factor, and design relevant audit policy that best suits their security needs.

Design Considerations

- Decide how to collect, store, and analyze audit data.

- Test the audit policy before deploying it in the production environment
- Consider the amount of storage required to store the audit data

- Decide the types of events you want to audit such as account sign in, access to directory services, system changes and process tracking.
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Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the AD Domain Controller virtual machine.

2. Login with the credentials CCT\Administrator and admin@123.

Note: The network screen appears, click Yes.

3. Right-click the Start icon present at the left-bottom of the Desktop. Select Windows PowerShell (Admin) option.
Note: If User Account Control pop-up appears, click Yes.

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings

File Explorer
Search

Run

Shut down or sign out

Desktop
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4. The Administrator: Windows PowerShell window appears, type tasklist /SVC /FI “STATUS eq RUNNING” > C\running_processes.txt and press
Enter. This command fetches a list of processes running in the system and writes the output to a file (running_processes.txt) saved in C: drive.

g2 Administrator: Windows PowerShell

{indows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS \Users\Administrator.DOMAINCONTROLL.200.001.802> tasklist /SVC /FI > C:\running_processes.txt

B
PS C:\Users\Administrator.DOMAINCONTROLL.000.0061.202>
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5. Open the File Explorer window, navigate to Local Disk (C:) and a text file (running_processes.txt) has been created here.

/| 5 | Local Disk (C:)

Home Share View
<« * N ‘% » ThisPC » Local Disk (C:) » )
Name - Date modified Type Size
# Quick access ) -
B Desktop inetpub File folder
Perflogs File
¥ Downloads Program Files File folder
5] Documents Program Files (x86) 8 File
&=/ Pictures ¢ SQLServer2017Media 4 File fo
[ This PC Users File folder
wamp64 File folder
¥ Network Windows
;_\ .htaccess 1 KB
—| running_processes Text Document 3KB

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 4]
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6. Double-click the running_processes.txt file to view its content.
7. A text file with a list of processes running in the system is displayed along with their values such as PID and Services, as shown in the
screenshot.

Note: The list of running processes might differ while you are performing this lab task.

Fjl running_processes - Notepad

File Edit Format View Help

Image Name PID Services
CsSrss.exe 508 N/A
dwm.exe 976 N/A
sihost.exe 4348 N/A
svchost.exe 2620 WpnUserService_68104
taskhostw.exe 4060 N/A
LabOnDemand.HyperV.Integnr 3384 N/A
ctfmon.exe 4988 N/A
explorer.exe 2712 N/A
ShellExperienceHost.exe 1004 N/A
SearchUI.exe 1126 N/A
powershell.exe 5688 N/A
conhost.exe 5668 N/A
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8. Close all open windows.

9. Now, we will configure NTFS permissions on a account named Bob.

Note: NTFS files and folder permissions allow users to access files stored on the local computer and those access files stored in a shared folder
over the network. NTFS also enables sharing permissions in shared folders in accordance with file and folder permissions.

10. Click Start icon and select Server Manager.

=

Recycle Bin

Windows Server

Acrobat Reader DC

= > o
] - L —+}

) Windows Windows

Firefox Server Manager | PowerShell PowerShell ISE

Google Chrome E g

Windows
Administrativ... Control Panel

32 B =

Event Viewer File Explorer

Notepad++

Search
5 Server Manager

Settings

Wampserver6d
Windows Accessories

5:05 AM

g € M Hde gramm o

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 43



EC-Council <€) codered

FROM EC-COUNCIL

11. The Server Manager window appears. Click Tools and select the Active Directory Users and Computers option.

% Server Manager

[VELELTS

Server Manager * Dashboard @1 F

Active Directory Administrative Center
Active Directory Domains and Trusts

WELCOME TO SERVER MANAGER
Dashboard Active Directory Module for Windows PowerShell

B Local Server

Active Directory Sites and Services

ii All Servers o Bl l __ Active Directory Users and Computers —l
s lis local server ADEIER
f§l ADDs
- . Component Services
18 DHcp
> T Computer Management
(2] DNS Z Add N 3
-] Defragment and Optimize Drives
g File and Storage Services b DHCP
T8 NPAS Disk Cleanup
WHAT'S NEW 5 v B
Event Viewer
(&s server 10 Cia Group Policy Management
iSCS! Initiator
LEARN MORE

Local Security Policy
Microsoft Azure Services
Network Policy Server
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

i—il AD DS 1 ?i DHCP 1 :% DNS 1 Performance Monitor
Print Management
@ Manageability @ Manageability @ Manageability Recovery Drive
Events Events Events Registoy. Editor
: = Resource Monitor
Services Services Services .
Services
Performance Performance Performance System Configuration
BPA results BPA results BPA results System Information

Task Scheduler

5:05 AM
L

= % 913001
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12. Click and select the Users node, right-click Bob b. user and select Add to a group....

_ Active Directory Users and Computers = X
File Action View Help
TGP EEEN E RS R
] Active Directory Users and Com|| Name Type Description
(S:g;d Chieries E)Administratnr User Built-in account for ad...
v o Bcc::n EeAllowed ROD... Security Group... Members in this group c...
Bob b. U
| Computers & 5 Copy.
g J:ECert Publishers Se roup ...
= | Domain Controllers Add
A , &C[oneable Do... Se toagroup... roup t...
= FinanceOU . =
| ForeignSecurityPrincipal: {E,Demed R.ODC... Se Disable Account roup C...
| Managed Service Accour 2, DnsAdmins Se Reset Password... rs Gro...
Users bgDnsUpdatePr..A Se Mové.. r€ pEr...
5 . y ’
_BDoma!n Admi... Se Open Harne Page istrato...
%Domam Com... Se T ad ser...
{g Domain Cont... Se i llers i...
ﬁBDomam Guests Se All Tasks >
%Domain Users  Se
: Cut .
%Enterpnse Ad.. Se istrato...
82 Enterprise Key... Se Delete roup ...
%Enterprise Rea... Se Rename roup ...
lngroup Policy ... Se Properties roup C...
3 Guest Us o gUE...
&Johnj, Us Help
%Key Admins Security Group... Members of this group ...
E) martin S. User
ﬁgprotected Users Security Group... Members of this group ...
E&RAS and IASS... Security Group... Servers in this group can...
%Read-only Do... Security Group... Members of this group ...
ﬁgSchema Admi... Security Group... Designated administrato...
< >
Allows you to add the selected objects to a group you select.
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13. A Select Groups window appears, in the Enter the object names to select field, type admin and click Check Names button.

Select Groups X

Select this object type:
[Gmups or Builtin security principals Object Types... n

From this location: ecount for ad...

‘[CCT com f Locations...

in this group c...

Enterthe object names to select (examples): of this group ...

admin Check Names of this group t...

in this group c...

inistrators Gro...

ts who are per...
Advanced... 0K Cancel

d administrato...

%Domain Com... Security Group... All workstations and ser...
%Domain Cont... Security Group... All domain controllers i...
%Domain Guests Security Group... All domain guests
E&Domam Users  Security Group... All domain users
%Enterprise Ad... Security Group... Designated administrato...
.’.&Enterprise Key... Security Group... Members of this group ...
%Enterprise Rea... Security Group... Members of this group ...
EgGroup Policy ... Security Group... Members in this group c...

3.;Guest User Built-in account for gue...
E)Jchnj. User
%Key Admins Security Group... Members of this group ...
& martin S. User

%Protected Users Security Group... Members of this group ...
ﬁgRAS and IAS S... Security Group... Servers in this group can...
%Read-only Do... Security Group... Members of this group ...
lgScherna Admi... Security Group... Designated administrato...
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14. In the Multiple Names Found window, select the Admin_Support group and click OK.

Multiple Names Found X

s

More than one object matched the name "admin”. Select one or more names
from this list, or, reenter the name.

Matching names:
Name Description In Folder
& S CCT com/FinanceOU
Jle,Administrators CCT.com/Buittin

Cacel

[ lBGroup Policy ... Security Group... Members in this group c...

8;;Guest User Built-in account for gue...
E)Johnj. User

| ’:BKey Admins Security Group... Members of this group ...
E) martin S. User

| EgProtected Users Security Group... Members of this group ...
ﬁgRAS and IAS S... Security Group... Servers in this group can...
%Read»only Do... Security Group... Members of this group ...
%Schema Admi... Security Group... Designated administrato...

5:07 AM
8/13/2021

A Tl dg
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15. In the Select Groups window, click OK.

16. In the Active Directory Domain Services pop-up, click OK.

17. Minimize the Active Directory Users and Computers window

18. Open the File Explorer window, navigate to Local Disk (C:) and create a folder named ConfidentialData.

| 5 | Local Disk (C:) - X
Home Share View o
&« v /N ‘ia » ThisPC > Local Disk (C:) » v O [ P
Name Date modified Size
»# Quick access
inetpub
Deskto|
- k Perflogs
¥ Downloads Program Files
=] Documents Program Files (x86)
&= Pictures SQLServer2017Media
[ This PC s
wamp64
¥ Network Windows
| htaccess KB
-| running_processes 8/13/2021 B
ConfidentialData 8/13/2021 File folder
11 items 1 item selected ‘szi =l

5:08 AM

A 5300
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19. Double-click to open the ConfidentialData folder. Create a text file (Notepad file) and name it as Info_Sec and press Enter.
Note: To create a text file, right-click inside the folder and navigate to New -» Text Document.

"¥ 5 | ConfidentialData
Home

Share View
<« v N » ThisPC » Local Disk (C:) » ConfidentialData

Name Date modified
# Quick access
| Info_Sec
Desktop = =

Type
@ Downloads

1Z€
Text Document
%] Documents

& Pictures

3 This PC

¥ Network

litem  1item selected 0 bytes

Copyrights @ 2022 EC-Council International Ltd.
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20. Now, navigate back to the ConfidentialData folder, and right-click on it and select Properties.

| 5 | Local Disk (C:) - X
Home Share View o
&« v N e » ThisPC » Local Disk (C:) » v r
Name Date modified Type Size
3 Quick access
ConfidentialData
[ Desktop : Open
inetpub
& Downloads PerfLogs O'pen in n.ew window
<| Documents Program Files Pin to Quick access
&/ Pictures Program Files (x86) Give access to >
[0 This PC SQLServer2017Media Restore previous versions
. Users Include in library >
§ 3D Objects .
wamp64 Pin to Start
Deskiop Windows % Add to archive...
=] Docurments _| -htaccess E% Add to “ConfidentialData.rar"
% Downloads =| running_processes #3 Compress and email
H Music B9 Compress to "ConfidentialData.rar" and email
& Pictures Sénd b 5
B videos
= Cut
s Local Disk (C:)
Copy
s New Volume (D:)
= CCT-Tools (\\ADMI Ereate shoreut
Delete
¥ Network Rename
Properties
11 items 1 item selected

5:09 AM
8/13/2021

A Ty
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21. A ConfidentialData Properties window appears, navigate to the Security tab.
22. In the Security tab, click Edit button under to change folder permissions.

™ - T =
Home Share View 0
« v N ‘& » ThisPC » Local Disk (C:) v 0 P
Name Date modified Type Size
¥ Quick access
ConfidentialData QU13/301 SN0 MRS CuoEoide

I Desktop inetpub ConfidentialData Properties X

& Downloads Perfloge

= p g General Sharing Securty Previous Versions Customize

=| Documents Program Files

| Pictures Program Files (x26) Object name:  C:\ConfidentialData

I This PC SQLServer2017Media Group or user names:
50 Users [ETICREATOR OWNER |

93D Qbjects wamp64 §2.SYSTEM

I Desktop Windows H2 Administrators {CCT\Administrators)

= p 4 SI2 Users (CCT\Users)

=| Documents | .htaccess

& Downloads | running_processes To change pemissions, click Edit.

D Music Pemissions for CREATOR

g OWNER
&=/ Pictures
Full control 2}

E Videos Modfy
“aes Local Disk (C:) Read & execute

= New Volume (D:) List folder contents

Read
== CCT-Tools (\\ADMI Wite v
Network For special pemissions or advanced settings,
b Networ click Advanced v

Mitems  1item selected

5:10 AM
8/13/2021

A Dldg
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23. A Permissions for ConfidentialData window appears, click Add button.

= D o
Home Share View (2]
<« v N ‘& » ThisPC > Local Disk (C) v r
Name Date modified Size
»# Quick access
ConfidentialData T ———
[ Desktop . .
inetpub
& Downloads Perflo
o 2 95 General Sharing Security Previous Versions Customize
=| Documents Program Files
“| Pictures iles ( o
= Reogram Files ‘ng)_ Permissions for ConfidentialData X
[ This PC SQLServer2017Media Gy ‘
Users §| Securty
¥ 3D Objects 61 ¢
wami |  Objectname: C:\ConfidentialData
Desktop Windows s
“=| Documents | .htaccess i @—,EJD DUEHIC NS S
& Downloads —| running_processes Tof CREATOROWNER i
. SYSTEM
)‘ Music %? ¥ Administrators (CCT\Administrators)
| Pictures — 88 Users (CCT\Users)
Videos
Local Disk (C:)
Remove
an NewVolurme (0:) Pemissions for CREATOR
== CCT-Tools (\\ADMI OWNER Deny
25| Full control O O »
Fe
¥ Network cl‘i’ Modify O O
Read & execute O O
List folder contents O O
Read O O o
Cancel Aoply
11 items 1 item selected F

510 AM

A 5300
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24. Select Users, Computers, Service Accounts, or Groups dialog box appears, in the Enter the object names to select field, type Admin and
click Check Names button.

ot T = _ o ¥
Home Share View o

« * 1 & » ThisPC > Local Disk (C:) v O »r
Name Date modified Type Size
# Quick access
ConfidentialData Q12720701 S.00 AR Lilefaldes
[ Desktop
inetpub
s’ Dowblgads Perflogs Z x 2
= General Sharng Securty Previous Versions Customize
=| Documents Program Files
= Pictures s g Obf——t———- PV S ST
gram Files (x86)
[ This PC SQLServer2017Media Gn
is =1
Users §l | Select Users, Computers, Service Accounts, or Groups X
§ 3D Objects WAk i
,‘ Select this object type:
I Desktop Windows i I = . = =
= p y 8 ‘Users, Groups, or Built-in security principals ‘ Object Types...
=| Documents | .htaccess
. 1| From this location:
& Downloads =| running_processes To ‘CCT ‘
com Locations...
D Music Pa| a
& Pictures fﬂ Enter the object names to select (examples):
Admin|
H Videos | Check Names
s Local Disk (C:)
an New Volime (0 Advanced... Cancel
== CCT-Tools (\\ADMI
a Full control O o »
& Network dic | Mody O O
Read & execute | O
List folder contents O O
Read O Il &
OK Cancel Ar
11 items 1 item selected

511 AM

A 5300
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25. In the Multiple Names Found window, select the Admin_Support group and click OK.

- - = ol .
Home Share View o
&« v 4 ‘s » ThisPC > Local Disk (C:) vl sk (C r
Name Size
# Quick access
ConfidentialData
[ Desktop
inetpub
gv Downloads Perflogs
5| Documents Program Files
| Pictures ¢ Program Files (x86)
B This PC SQLServer2017Media Gry
Users i
§ 3D Objects i
Wampod 4 | | Multiple Names Found X
I Desktop Windows i
| Documents | .htaccess i More than one object matched the name "Admin". Select one or more names
) = from this list, or, reenter the name.
# Downloads =| running_processes To
D Music %‘el Matching names:
&= Pictures 1 Name Logon Name {pr...  E-Mail Address Description In Folder
B videos Admin_Support
% Local Disk (C) &Adm?nxstraior Admfn!strator Builtin account f... CCT.com/Us.ers
EgAdmlmstrators Administrators CCT.com/Buittin
- New Volume (D:)
== CCT-Tools (\\ADMI
¥ Network Fol
cli¢
OK Cancel Ar
11 items 1 item selected =

511 AM
8/13/2021

AEQK
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26. In the Select Users, Computer, Service Accounts, or Groups dialog box, click OK.

27. You can observe that the Admin_Support group is highlighted under the Group or user names section. Click on the Modify checkbox
under the Allow column under Permissions for Admin_Support section.

Home Share View o
« « A ‘i > ThisPC 5 Local Disk (C:) v & | Searchl P
Name ‘ Date modified Type Size
# Quick access
ConfidentialData 9M2/IMI OO ARN  Cibe Ealdar
Desktop .
inetpub
& Downloads Paifl s
= p g General Sharing Securty Previous Versions Customize
z| Documents Program Files
Pictures iles ( o %
& Rtograim hles ‘X%)‘ Permissions for ConfidentialData X
B This PC SQLServer2017Media G
Users §| Securty
¥ 3D Objects ¢
wamp64 Object name:  C:\ConfidentialData
Desktop Windows 4
| Documents ] htaccess ' Group oruser names:
@ Downloads =| running_processes Td £2, Adnin_Support (CCT\Adrin_Support)
. £ CREATOR OWNER
D Music %f H2 SYSTEM
& Pictures —l 88 Administrators (CCT\Administrators)
" 82 Users {CCT\Users)
E Videos
“ae Local Disk (C)
Add... Remove
s New Volume (D:)
== CCT-Tools (\\ADMI Pemissions for Admin_Support Alow Deny
| Full control o »
F
b Network a | Moty O
Read & execute O
List folder contents O
Read O %
et | [
Mitems 1 item selected "E;i =
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28. In the Permissions for ConfidentialData window and ConfidentialData Properties window, click OK.

29. Now, double-click to open ConfidentialData folder, click to select Info_Sec text file, right-click on it and select Properties.

"™ 5 | ConfidentialData = X
Home Share View 0

<« v. N » ThisPC > Local Disk (C:) » ConfidentialData v O Search ConfidentialData el
Name ) Date modified Type Size

# Quick access —— — —
Desktop | Info_Sec Open 2 S Crr A = 0KB
& Downloads Print
“s| Documents Edit
&= Pictures Q" Edit with Notepad++

) |2 Share

[ This PC Open with 5
B 3D Objects 8 Add to archive...

I Desktop B8 Add to "Info_Sec.rar”
| Documents 8 Compress and email...

& Downloads B8 Compress to "Info_Sec.rar” and email
D Music Restore previous versions
&= Pictures Send to >

m Videos Cut

“aes Local Disk (C:) Copy

- New Volume (D:)
Create shortcut

H

CCT-Tools (\WADMI
Delete

¥ Network Rename

Properties

Titem  1item selected 0 bytes RIS
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30. In the Info_Sec Properties dialog box, navigate to the Security tab and observe that the Admin_Support group is listed under Group or
user names section, as shown in the screenshot.

Note: The folders and files inside the parent folder (here, ConfidentialData) inherit the same permissions as configured for the parent folder.

R ; S
Home Share View o
« v A » ThisPC » Local Disk (C:) » ConfidentialData v Search ConfidentialData el
Name Date modified Type Size
# Quick access
| Info_Sec R —— —
[ Desktop o Info_Sec Properties X
gv Downloads
General Securty Details Previous Versions
|| Documents
& Pictures Object name:  C:\ConfidentialData\Info_Sec txt
[ This PC Group or user names:
i [ 52 sYSTEM [
B30 Objects M Admin_Support (CCT\Admin_Suppor) }
I Desktop H2 Administrators {CCT\Administrators)
g2 i \ \
= Documents 82 Users (CCT\Users)
¥ Downloads
} Music To change pemissions, click Edit. Edt...
& Pictures Pemissions for Admin_Support Allow Deny
B videos Full control
. Local Disk (C:) Modify
Ne Vol D Read & execute
- New Volume (D:) Read
== CCT-Tools (\\ADMI Write
Special permissions
¥ Network
For special pemissions or advanced settings, Advanced
click Advanced. =
Cancsl

Titem  1item selected 0 bytes
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31. Click OK to close the Info_Sec Properties dialog box.
32. Navigate back to the Local Disk (C:) drive, right-click the ConfidentialData folder and select Properties.
33. A ConfidentialData Properties window appears. Navigate to the Security tab and click Advanced button.

"™ = Manage Local Dick (C = = -
Home Share View Drive Tools o

« v " ‘i » ThisPC > Local Disk (C:) v O Search Local Disk (C L
Name Date modified Type Size
7 Quick access
B Deskt ConfidentialData 8/13/2021 5:00 AM  File folder
R inetpub ConfidentialData Properties X
¥ Downloads
Ferities G | Shi Securty Py Ve Cu:
= ¢ eneral arin ecurty  Previous Versions stomize
=| Documents Program Files 9 2 !
&= Pictures ¢ Program Files (x26) Object name:  C:\ConfidentialData
[ This PC SQLServer2017Media Goup orusernames:
Users TICREATOR OWN SN
J 3D Objects 14 _CREATOR OWNER ~
wamp64 £2 SYSTEM
[ Desktop Windows 82 Admin_Support {CCT\Admin_Support)
= Y 612 Adminictratars (M T\ Adminictrotarc) ¥
5] Documents | .htaccess | < > 1KB
& Downloads |=| running_processes To change pemissions, click Edit Edt.. 3KB
D Music Permissions for CREATOR
5 i OWNER Allow Deny
=| Pictures
. Full control {72
g Videos Modify
“wes Local Disk (C:) Read & execute
s New Volume (D:) List folder contents
R
= CCT-Tools (WADMI ead
P Write v
¥ Network For special pemissions or advanced settings,
click Advanced. =
Cancel || &

11 items
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34. A window appears, navigate to the Effective Access tab.
35. Under the Effective Access tab, click on Select a user link.

| = Manage D o
Home  Share  View | Drive Tools (7]
&« v 4 ‘aa » ThisPC » Local Disk (C) v O e el
Name Date modified Tvpe Size
# Quick access ConfidentialData Advanced Security Settings for ConfidentialData ] X
Desktop :
inetpub
D loads
@ oanioa PerfLogs Name: C:\ConfidentialData
| Documents
= Ny Program Files Owner: Administrators (CCT\Administrators) & Change
| Pictures Program Files (x86)
I This PC SQLServer2017Med Permissions Auditing Effective Access
X Users
# 3D Objects WaneA Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a
I Deskto 5 P domain, you can also evaluate the impact of potential additions to the security token for the account. When you evaluate the impact of
P Windows adding a group, any group that the intended group is a member of must be added separately.
| Documents | .htaccess
N " User/ Group: 3=
; Downloads —| running_processes
D Music Include group membership -
| Pictures X
Device:
B videos
2 Local Disk (C) Include group membership Click Add items Add iten
- New Volume (D:)
== CCT-Tools (WADMI i
¥ Network
11 items
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36. Next, the Select User, Computer, Service Account, or Group dialog box appears, in the Enter the object names to select field, type bob and
click Check Names button.

Note: Here, user account bob is a member of the Admin_Support group which does not have complete control over the folder; user accounts
that are members of the Administrators group have complete control over the folder.

37. A complete user address appears, click OK.

e < | Manage
Home Share View Drive Tools
&«

5

(2]
v A ‘% » ThisPC > Local Disk (C:) vl ear k yel
Name Date modified Tvpe Size
# Quick access
ConfidentialData
I Desktop
inetpub Select User, Computer, Service Account, or Group X
& Downloads
Perflogs
1] Documents Program Files Select this object type:
&=| Pictures Program Files (x86) lUse'. Ao or R ABCcOy adncieal ‘ Otiect Typea-
v Fromthis location:
B This PC SQLServer2017Med
Users ICCT'C"’“ ‘ Locations...
§ 3D Objects Wi vice account, If the account is a member of a
B Desktop 5 P Enterthe object name to select (examples) h for the account. When you evaluate the impact of
Windows Bobb. (bob@CCT com) Check Names | feparately.
=] Documents | .htaccess
& Downloads =| running_processes
D Music Advanced... Cancel i
&=/ Pictures 2 =
Device: Select a device
E Videos
2 Local Disk () Include group membership Clici

- New Volume (D:)

== CCT-Tools (\\ADMI

¥ Network
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38. Select OK in the dialog-box to close it. Similarly, click OK in the ConfidentialData Properties window.

— . T & .
Home Share View o

— v 4 ‘% » ThisPC » Local Disk (C:) v O Search (o P
Name Date modified Type Size
# Quick access
[ Desktop sementall ConfidentialData Properties X
inetpub
3 Downloads PerfLogs General Sharing Security Previous Versions Customize
| Documents .
~p Program Filel o) 1c ot name:  C\ConfidentialData
&= Pictures Program File:
_ SQlServer2p]  Group oruser names: -
[ This PC Users | 88 CREATOR OWNER A
J 3D Objects c | S SYSTEM
I Deskt wame | £ Admin_Support (CCT\Admin_Support)
S Windows | 92 ddminctratare (PCT\ Bdminictratarel od
re) . < >
| Documents |_| .htaccess L G 1KB
% Devinloads [ running_pro To change pemissions, click Edit. Edt... . IKB
} Musi Pemissions for CREATOR
LsIe OWNER Alow Deny
=] Pictures Full control )
ﬂ Videos Modify
2., Local Disk (C:) Rend Yenile
List folder contents
s New Volume (D:) Read
== CCT-Tools (\\ADMI Write v
For special pemissions or advanced settings,
¥ Network click Advanced. ielvaced

Mitems  1item selected
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39. Now, right-click the Start icon at the bottom left of the Desktop. Select Windows PowerShell (Admin) option.

40. The Administrator: Windows PowerShell window appears, type get-acl C:\ConfidentialData\Info_Sec.txt | format-list | out-file C:\Info_
SecPermissions.txt and press Enter.

Administrator: Windows PowerShell
/indows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

°S C:\Users\Administrator.DOMAINCONTROLL.200.001.802> get-acl C:\ConfidentialData\Info_Sec.txt | format-list | out-file C:\Info_SecPermissions.txt
PS C:\Users\Administrator.DOMAINCONTROLL.0@0.001.002>

Copyrights @ 2022 EC-Council International Ltd.

Certified Cybersecurity Technician

62



EC-Council <€) codered

FROM EC-COUNCIL

41. Navigate to C:\ drive and observe that a text file Info_SecPermissions.txt has been created.

™ + | Local Disk (C)

%] — X
Home Share View 9
<« * M ‘& » ThisPC > Local Disk (C:) v O Searct el
Name Date modified Type Size
# Quick access
ConfidentialData File folder
Desktop 2 2
inetpub F der

‘v Downloads PerfLogs

5] Documents Program Files

| Pictures ¢ Program Files (x86)

B This PC SQLServer2017Media
-l Users
bject:

g3 jects wamp64
B Desktop Windows

| Documents | .htaccess
v‘r Downloads | running_processes

D Music =| Info_SecPermissions Text Document

& Pictures
B videos

‘e Local Disk (C:)
s New Volume (D:)

== CCT-Tools (\\ADMI

¥ Network
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42. Next, we will configure an audit policy in GPO (Group Policy Object).

43. Maximize the Server Manager window and navigate to Tools » Group Policy Management.

= Server Manager

Server Manager * Dashboard @) |V vanage

Active Directory Administrative Center

Active Directory Domains and Trusts

WELCOME TO SERVER MANAGER

Dashboard Active Directory Module for Windows PowerShell

i
i Local Server Active Directory Sites and Services
il All Servers Active Directory Users and Computers
ri-i AD DS ADSI Edit
- f Component Services
18 DHCP
Computer Management
2 DNS o
em Defragment and Optimize Drives
ii File and Storage Services P DHCP
Y’\ NPAS Disk Cleanup
WHAT'S NEW 2 ONS
Event Viewer
5 Co S server 1o Ciou Group Policy Management J
iSCSI Initiator
LEARN MORE | Local Security Policy

Microsoft Azure Services
Network Policy Server

ROLES AND SERVER GROUPS
s c ODBC Data Sources (32-bit)

Roles: 5 Server groups: 1 Servers total:
ODBC Data Sources (64-bit)
|i| AD DS 1 ?i DHCP 1 é‘«: DNS 1 Performance Monitor
Print Management
@ Manageability @ Manageability @ Manageability Recovery Drive
Events Events Events Registry Ecrior
3 : 3 Resource Monitor
Services Services Services
Services
Performance Performance Performance System Configuration
BPA results BPA results BPA results System Information

Task Scheduler

5:20 AM
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44, The Group Policy Management window appears. In the left-pane, expand Forest: CCT.com and the Domains node. Click to
and right-click Create a GPO in this domain, and Link it here... option.
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select CCT.com

Group Policy Management - X
&, File Action View Window Help - & X
= 270 EC HB
154 Group Policy Management CCT.com
Y ’ﬁ& Forest: C;T.mm Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation

v Z5 Domains

i CER D “SVOL replication for this d i relates to Group Policy
& Sites Create a GPO in this domain, and Link it here... TOPICIUIONY- 10X 11 CIOMM| 35 1. TEWaLos W0 UL 1 ONCY.
& Group Policy Link an Existing GPO...
1 Group Policy Block Inheritance
G Policy Modeling Wizard...
ORI oreng A domain controller for this domain. Change
New Organizational Unit
Search... 1ain
Change Domain Controller.. cture status from all of the domain controllers in this domain
Remove
Active Directory Users and Computers...
View >
New Window from Here
Refresh
Properties
Help
< >
ICreate a GPO in this domain and link it to this container

5:21 AM
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45. A New GPO dialog-box appears, in the Name field, enter Auditing Policy and click OK.

s File Action View Window Help

= |25 0 E G| HE

15, Group Policy Management CCT.com

v A\ Forest C;T,com Status  Linked Group Policy Objects  Group Policy Inheritance  Delegation
v | Z5 Domains

=

it This page shows the status of Active Directory and SYSVOL replication for this domain as it relates to Group Policy.
@ Sites

#¢ Group Policy Modeling
1+ Group Policy Results
Status Details

*)  DomainControll. CCT.com is the baseline domain controller for this domain

No Infrastructure Status irformation exists for this domain.
New GPO X
Click the Detect Now button below to gather infrastructurg
Name:
|Auditlng Policy|
Source Starter GPO:
(none) v

5:21 AM
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Note: Here, we will attach the Auditing Policy to the OU (Organizational Unit) of AD Domain Controller machine.
46. Click to expand the CCT.com node.
47. Click to select the Auditing Policy node, the Group Policy Management Console pop-up appears, click OK.

48. Right-click the Auditing Policy node and select Edit....

Group Policy Management oo X
il File Action View Window Help - 8
= 2 X6 BE
15 Group Policy Management Auditing Policy

v 4\ Forest: CCT.com

p : Scope  Details Settings  Delegation
v (55 Domains

Links
v 3 CCT.com
<] Auditing Polic . Nisnlay links in this Incation: CCT com -
=/ Default Doma Ll omains, and OUs are linked to this GPO:
31 Domain Cont Enforced
3| FinanceOU  « Link Enabled Enforced Link Enabled Path
= Group Policy Save Report... No Yes CCT.com
v WMI Filters
5 Starter GPOs View >
{3 Sites New Window from Here
s8¢ Group Policy Modelit
»+ Group Policy Results Delete
Rename
Refresh |
Help

ine sewngs Intnis WPO can only apply to the following groups, users, and computers:

Name
B2, Authenticated Users

Add... Remove

WMI Filtering
This GPCiis linked to the following WMI fiter:

<none> v Ope

IOpen the GPO editor
5:22 AM
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49, The Group Policy Management Editor window appears, navigate to Computer Configuration » Policies » Windows Settings » Security
Settings » Local Policies » Security Options.

E Group Policy Management Editor

File Action View Help
o= | 2R X= HE

= Auditing Policy [DOMAINCONTROLL. A
v & Computer Configuration
v || Policies
_| Software Settings
v | Windows Settings
| Name Resolution Policy
|| Scripts (Startup/Shutdo
e Deployed Printers
v 3 Security Settings
5 Account Policies

v i Local Policies
3 Audit Policy
User Rights Assi¢
| Security Options
i Eventlog

4 Restricted Groups
4 System Services
2 Registry
5 File System
5/ Wired Network (IEEE
. Windows Defender |
Network List Manag
Wireless Network (IE
| Public Key Policies
| Software Restriction
_| Application Control
8, IP Security Policies ¢
| Advanced Audit Pol
ulii Policy-based QoS
_| Administrative Templates: |

| Preferences
v 4% User Configuration
. Policies
Preferences v

Policy

.| Accounts: Administrator account status
.y, Accounts: Block Microsoft accounts
. Accounts: Guest account status

1 Accounts: Limit local account use of blank passwords to co...

Accounts: Rename administrator account
Accounts: Rename guest account

1o Audit: Audit the access of global system objects

24 Audit: Audit the use of Backup and Restore privilege

J Audit: Force audit policy subcategory settings (Windows Vis...
¢/ Audit: Shut down system immediately if unable to log secur...

../ DCOM: Machine Access Restrictions in Security Descriptor D...
./ DCOM: Machine Launch Restrictions in Security Descriptor ...

.| Devices: Allow undock without having to log on

.| Devices: Allowed to format and eject removable media

1< Devices: Prevent users from installing printer drivers

-4 Devices: Restrict CD-ROM access to locally logged-on user ...

. Devices: Restrict floppy access to locally logged-on user only
. Domain controller: Allow server operators to schedule tasks

../ Domain controller: Allow vulnerable Netlogon secure chann..,
./ Domain controller: LDAP server channel binding token requi...

.1/ Domain controller: LDAP server signing requirements

./ Domain controller: Refuse machine account password chan...
1<) Domain member: Digitally encrypt or sign secure channel d...
-) Domain member: Digitally encrypt secure channel data (wh...
', Domain member: Digitally sign secure channel data (when ...
1/ Domain member: Disable machine account password chan...
-1 Domain member: Maximum machine account password age
. Domain member: Require strong (Windows 2000 or later) se...
«| Interactive logon: Display user information when the session...
.| Interactive logon: Do not require CTRL+ALT+DEL

‘| Interactive logon: Don't display last signed-in

Interactive Inaon: Don't dicnlav nsername at sian-in

Policy Setting
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
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50. Double-click on the Audit: Force audit policy subcategory settings. Click on Define this policy setting checkbox and ensure that Enabled
radio-button is selected. Click Apply and OK.

& HEm

= Auditing Policy [DOMAINCONTROLL. A Policy Policy Setting A
v Con;plgt.er Configuration 1«| Accounts: Administrator account statu : w7 > 2 Z
v || Policies . 1| Accounts: Block Microsoft accounts Audit: Force audit policy subcategory settings (Windows ... ? X
| Software Settings

.+) Accounts: Guest account status

v (] Windows Settings Security Policy Setting ' Explain

1</ Accounts: Limit local account use of b

Name Resolution Poli -
5 2 .| Accounts: Rename administrator acco [g‘ Audit: Force audtt policy subcategory settings (Windows Vista or

|| Scripts (Startup/Shutdo
e Deployed Printers
v T Security Settings
5 Account Policies
3 Local Policies
3 Audit Policy
F User Rights Assi
3 Security Options
i Eventlog
4 Restricted Groups
4 System Services
2 Registry
4 File System
Nired Network (IEEE
| Windows Defender |
_| Network List Manag
Wireless Network (IE
| Public Key Policies

| Software Restriction bo:
1) Domain member: Digitally encrypt or g

ater) it nolicy 4
., Accounts: Rename guest account ater) 1o overide audk policy category deltings

1< Audit: Audit the access of global syste:
2, Audit: Audit the use of Backup and Re:
4 Audit: Force audit policy subcategory

Define this policy setting:
(® Enabled
(O Disabled

v
.4 Audit: Shut down system immediately
.., DCOM: Machine Access Restrictions inf

.| DCOM: Machine Launch Restrictions il
.y Devices: Allow undock without having

i

2 Devices: Allowed to format and eject r
1< Devices: Prevent users from installing g
.| Devices: Restrict CD-ROM access to loi
. Devices: Restrict floppy access to local
.«) Domain controller: Allow server operat|

... Domain controller: Allow vulnerable Ni
./ Domain controller: LDAP server chann

.i) Domain controller: LDAP server signin
Demain controller: Refuse machine ac

| Application Control

g, IP Security Policies ¢
| Advanced Audit Pol
ol Policy-based QoS

2, Domain member: Digitally encrypt sec
./ Domain member: Digitally sign secure
1) Domain member: Disable machine acq

Cancel Aoply

../ Domain member: Maximum machine

| Administrative Templates: |

| Preferences ./ Domain member: Require strong (Windows 2000 or later) se... Not Defined
v ¥ User Configuration .| Interactive logon: Display user information when the session... Not Defined
| Policies .| Interactive logon: Do not require CTRL+ALT+DEL Not Defined
| Preferences V|| L Interactive logon: Don't display last signed-in Not Defined
o % Interactive Innon: Don't dicnlav username at sian-in Not Defined b
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51. Now, navigate to Computer Configuration » Policies » Windows Settings » Security Settings » Advanced Audit Policy Configuration » Audit

Policies » Object Access.
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EGroup Policy Management Editor
File Action View Help

- |

= 1 | ==
33

K] X |

v Windows Settings
| Name Resolution Policy
=) Scripts (Startup/Shutdown)
= Deployed Printers
v F Security Settings
5 Account Policies
Local Policies
Audit Policy
User Rights Assignmer
Security Options
i Eventlog
4 Restricted Groups
4 System Services
2 Registry
4 File System
iﬂ.‘ Wired Network (IEEE 802.3
| Windows Defender Firewa
| Network List Manager Pol
AQ Wireless Network (IEEE 80:
| Public Key Policies
| Software Restriction Polici
| Application Control Polici
g IP Security Policies on Act
v | Advanced Audit Policy Co
v 1% Audit Policies

5 Account Logon

<
i

Bt i Bt

Account Managen
Detailed Tracking
DS Access
Logon/Logoff
Object Access
Policy Change
Privilege Use

& System

Subcategory

% Audit Application Generated
sie| Audit Certification Services
o Audit Detailed File Share

s/ Audit File Share

Audit File System

Audit Filtering Platform Connection
Audit Filtering Platform Packet Drop
Audit Handle Manipulation

Audit Kernel Object

Audit Other Object Access Events

o] Audit Registry

% Audit Removable Storage
sie] Audit SAM
sis| Audit Central Access Policy Staging

Audit Events

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
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52. Double-click Audit File System policy from the right-pane. Click on Configure the following audit events checkbox and select both Success
and Failure checkboxes. Click OK.

{0

File Action View Help

LY

v | Windows Settings
Name Resolution Policy
| Scripts (Startup/Shutdown)
= Deployed Printers
v Ty Security Settings
Account Policies
v | Local Policies
Audit Policy
User Rights Assignmer
3 Security Options
i Eventlog
4 Restricted Groups
4 System Services
2 Registry
2 File System
7o/ Wired Network (IEEE 802.3
| Windows Defender Firewa
_| Network List Manager Pol
-i‘* Wireless Network (IEEE 80:
| Public Key Policies
| Software Restriction Polici
| Application Control Polici
&, IP Security Policies on Act
v [ ] Advanced Audit Policy Co
v 18 Audit Policies
174 Account Logon

4 Account Managen
A Detailed Tracking
4 DS Access

7 Logon/Logoff

7 Object Access

5 Policy Change

4 Privilege Use

5 System

Subcategory

Audit Events

&4 Audit Application Generated
Audit Certification Services
udit Detailed File Share

sio. Audit File Share
B8 Audit File System

Audit Filtering Platform Connect
udit Filtering Platform Packet O
| Audit Handle Manipulation
Audit Kernel Object

udit Other Object Access Event]
udit Registry

udit Removable Storage
Audit SAM
Audit Central Access Policy Stag)

Audit File System Properties
Policy  Explain

Audt File System

>

Configure the following audit events:
Success
Failure

Cancel

Apply
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53. Now, maximize the Administrator: Windows PowerShell window, type gpupdate /force and press Enter to implement the policy settings
used in the GPO to the OU of the AD Domain Controller machine.

54, Close all open windows.

55. Turn off the AD Domain Controller virtual machine.

X Administrator: Windows PowerShell

/indows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.200.001.802> get-acl C:\ConfidentialData\Info_Sec.txt | format-list | out-file C:\Info_SecPermis
PS C:\Users\Administrator.DOMAINCONTROLL.900.0601.002> gpupdate /force
Jpdating policy...

Computer Policy update has completed successfully.
Jser Policy update has completed successfully.

PS C:\Users\Administrator.DOMAINCONTROLL.200.001.002>
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EXERCISE 3: IMPLEMENT A SECURE NETWORK POLICY

A network connection policy is drafted to secure an organization’s network.

LAB SCENARIO

A security professional must know how to configure an HTTPS connection to provide a secure connection to the internal website hosted in the
web server.

OBJECTIVE

This lab demonstrates how to implement and configure security policy for an internal web application.

OVERVIEW OF NETWORK POLICY

A network connection policy defines regulations to be followed and implemented on the systems, servers, and other electronic devices used in
an organization. An effective network connection policy involves securing the devices from potential intrusion that can be encountered by an
organization.

Organizations implement policies based on their network, which enhances their data security. It facilitates protection when sharing information
between other systems on a network. When security policies are implemented correctly and the network is monitored regularly, no unnecessary
load is observed. The data transmission speed in the system increases, thereby ensuring an overall performance enhancement.
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Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the Web Server virtual machine.

2. Log in with the credentials Administrator and admin@123.

Note: If Martin username is selected by default, click on other user, and enter Administrator as username and click admin@123 and press
Enter to login.

Note: The network screen appears, click Yes.

3. Launch any web browser (here, Google Chrome), place the cursor in the address bar and type on https://www.moviescope.com, and press
Enter.

4. Because you are using an https channel to browse the website, it displays a page stating that This site can’t be reached.

5. As the site does not have a self-signed certificate, it displays a connection refused message, as shown in the screenshot. Now, close the web

browser.

@ www.moviescope.com X + (+] = X

< C @ moviescope.com W s

This site can’t be reached
www.moviescope.com refused to connect.

Try:

* Checking the connection

* Checking the proxy and the firewall

ERR_CONNECTION_REFUSED
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6. Click the Start icon in the bottom-left corner of Desktop and select Internet Information Services (l1IS) Manager from the options.

@ www.moviescope.com X + (v ] = ]
< C @ moviescope.com w B a

Recently added Windows Server

a Azure Data Studio
! SQL Server 2017 Error and Usage... rﬁ >_ >

'_! ] Windows Windows
= SQL Server 2017 Configuration M... Server Manager ~ PowerShell PowerShell ISE

Expand

Most used E g

Windows
() Google Chrome Administrativ... Task Manager Control Panel

[ Microsoft SQL Server Managemen...

#
g Snipping Tool L} E’ -

‘;gh Internet Information Services (1IS)... Event Viewer File Explorer

e

Command Prompt

d Paint

Es Details
A -
This PC
A Acrobat Reader DC 5
l Azure Data Studio
N

G

€J Google Chrome

p 12:19 AM
LS O € m ® A & gz ™
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7. The Internet Information Services (IIS) Manager window appears; click the machine name (WEBSERVER (WEBSERVER\Administrator))

under the Connections section from the left-hand pane.

8. In WEBSERVER Home, double-click Server Certificates in the IIS section.

E;’j Internet Information Services (IIS) Manager

-

Go - (5% Show All

Group by: Area

Copyrights @ 2022 EC-Council International Ltd.

== A
| = =5
—{FTP

FTP Directory FTP Firewall

Browsing Support
= 0
G0 '

FTP Request ~ FTP SSL

Filtering Settings

o >
Default Directory

Document  Browsing
€ ¢

ISAPland  ISAPI Filters

CGl Restri...

=
o= 8
Request Server
Filtering Certificates
=]
Shared
Configurat...

Y{— € » WEBSERVER »
File  View Help
rConnections [ N
@ WEBSERVER Home
e,' i & E
@ Start Page Filter:
€5 WEBSERVER (WEBSERVER\Administrator)
(o) ?g
TP HGED)|
FTP FTP
Authentic... Authorizat...
FTP Logon FTP
Attempt R.. Messages
IS
R &
Authentic... Compression
v=d
Handler HTTP
Mappings Respon...
(‘:zgﬂ %E”"‘i
Modules Output
Caching
Management
e
Configurat... Feature
Editor Delegation
Ready

&

FTP Legging

- | &
FTPIP
Address a...

D
GD

FTP User
Isolation

Error Pages Failed
Request Tra...
M =
Logging  MIME Types
%y
Worker
Processes
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9. The Server Certificates wizard appears; click Create Self-Signed Certificate... from the right-hand pane in the Actions section.

‘5 Internet Information Services (IIS) Manager

IQ_ €3 » WEBSERVER »
File View Help

rConnecﬁons

< - -3

.45 Start Page
v -85 WEBSERVER (WEBSERVER\Administrator)
£} Application Pools
@/ Sites

Ready

: B (PActons 1
Uj‘ Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request
configured for SSL. C

Filter:

- Go ~ \sz7Show All | Group by: No Grouping v Create Domain Certificate
Name Issued To Issued By I Create Self-Signed Certificate l
: SSIS Worker Service webserver webserver Enable Auto Rebind of B

<
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10. The Create Self-Signed Certificate window appears; type MovieScope in the Specify a friendly name for the certificate field. Ensure that the
Personal option is selected in the Select a certificate store for the new certificate field; then, click OK.

{l"(— € » WEBSERVER » Wty @ vJ
File View Help
rConnxﬁom ‘ e O 53 Actions 1
e - -8 Create Self-Signed Certificate ? X
&5 Start Page b= 1
v *53 WEBSERVER (WEBSERVER | Specify Friendly Name
2} Application Pools 8 H -3
&/ Sites 1& Doirom Cabiicate

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

MovieScope

Select a certificate store for the new certificate:

Personal v

Cancel

< >

Ready <
12:25 AM
8/17/2021

A dg T
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11. A newly created self-signed certificate will be displayed in the Server Certificates pane, as shown in the screenshot.

'f} Internet Information Services (IIS) Manager — X
F- € » WEBSERVER » w oty @ vI
File View Help
rConnedions ‘ g_ S Certifi | Actions 1
S - 8 J" erver Certificates
4 :j Startbage - Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Reque
v 83 VYEBSERVER (WEBSERVER\Administrator) | configured for SSL. e ke Certificate
-2} Application Pools — —
! Sites Filter: - Go - \s7Show All | Group by: No Grouping - Create Doma
Name Issued To Issued By Signe
MovieScope WebServer WebServer [
SSIS Worker Service webserver webserver ot
< >
Ready LE!

12:26 AM

A & g17/201
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12. Expand the Sites node from the left-hand pane and select MovieScope from the available sites. Click Bindings... from the right-hand pane

in the Actions section.

F_

E Internet Information Services (IIS) Manager

Copyrights @ 2022 EC-Council International Ltd.

€ » WEBSERVER » Sites » MovieScope » w43
File View Help
B2 8 @ MovieScope Home .
§3 Start Page : = -
2 Filter: - Go = Show All G by: -
+ €3 WEBSERVER (WEBSERVER\Administrator)| | _ o0 T g Show T Rk g
2} Application Pools ASP.NET a A
v . @ Sites = @ =]
=N N/ ! %
» ) Default Web Site B 1,1@‘; ¢ {0z L ) gs
€ DemoFTPSite NET NET .NET Error NET .NET Profile .NET Roles ew Applications
& LuxuryTreats . Compilation Pages Globalization 4 = &
&) MovieScope £ = - =T
[, § ‘ 25 1 ob g( u» = j:‘ Manage Website
NET Trust  .NET Users  Application Connection Machine Key Pages and ~ Restart
Levels Settings Strings Controls 2
~ (]
o g 1 &l -
9o By = Browse Website
Providers  Session State SMTP E-mail == Browse nOViescope.co
)
1S PN Advanced Settings
' = .
% ) A I Configure
Authentic... Compression  Default Directory  Error Pages Failed
Document  Browsing Request Tra...
n=h % E; = v :
21 o = B &7 @ e
Handler HTTP ISAPI Filters  Logging  MIME Types  Modules
Mappings Respon...
jz = a2
: = &
Output Request SSL Settings
Caching Filtering
v

12:26 AM
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14. The Add Site Binding window appears; select https from the Type field drop-down list. After selecting the https type, the port number in
the Port field automatically changes to 443 (the channel on which HTTPS runs).

15. Select the IP address on which the site is hosted (here, 10.10.1.16).

16. Under the Host name field, type www.moviescope.com. Under the SSL certificate field, select MovieScope from the drop-down list, and

click OK.
Ff'! L S —— S P =
Y(_ €@ » WEBSERVER » Sites » MovieScope » & @ ,J
File View Help
& oviesS>cope nome
i RESRL @ P & Explo
%.3 staitbege . Filter: - Go - \slyShow All | Group by: Area > = Edit P CRTES O L
w93 WEBSERVER (WEBSERVER\Administrator) | 2a -
¥ Applicati ! ASP.NET i i | Edit Site
L=} Application Pools
v .[&] Sites
- ——— Add Site Binding 7 X = !
& DemoFTPSite Type N
4 Luxu-ryTreats http Type: IP address: Port: 5
@ MovieScope x - —
https v| [10.10.1.16 v| [443 ] =
Host name:

{www.moviescope.com ‘

[] Require Server Name Indication

rrowse Website
SSL certificate: ot
MovieScope M Select... View... onfigure
Cancel i D
Close AL i =
le
ranarer e ISAFTTItErs — LUYYINgG  WVIVIC TyPes —— vivuures
Mappings Respon...
Foie o= fal
Output Request  SSL Settings
Caching Filtering
v
[ Festures view] - Contet View
Ready CF|
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17. The newly created SSL certificate is added to the Site Bindings window; then, click Close.

'g ] (] <
[’f(— € » WEBSERVER » Sites » MovieScope » L2 ‘@"J
File View Help
rConn«ﬁom ‘ MovieS Y Actions 1
& ovies>cope nome
a.' 3 ] & q p M~
;- Start Page B Filter. « ¥ Go - GhShowAll | Group by: Area - :
v .93 WEBSERVER (WEBSERVER\Administrator) | = -
~ AP ASD NET a A Edit Site
=} Application Pools T R
v B Sites Site Bindings /4 X i
& Default Web Site e sc il =
&) DemoFTPSite Type Host Name Port IP Address Binding Informa... Add... ew Applications
@ L“XU.WT'E"“ http www.moviescope.com 80 10.10.1.16 = ew Virtual Directories
&) MovieScope https  www.moviescope.com 443 10,10.1.16 I lge Website A
Remove
Browse
rowse Website
Close g 3
TraTTaTEr T TR T TIICErs — TUGYITg— TVIviC Types— viouares = - — —
Mappings Respon... ® He
o E 8§
= &
Output Request  SSL Settings
Caching Filtering
v
Ready 9

12:30 AM
A s & 8/17/2021
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18. Now, right-click the name of the site for which you have created the self-signed certificate (here, MovieScope) and click Refresh from the

context menu.

Fﬂ Internet Information Services (IIS) Manager

Ready

Y(— € » WEBSERVER » Sites » MovieScope »
File View Help
B -z 18 @ MovieScope Home
W Start Page N Filter: « % Go - G ShowAll | Group by: Area 5
~ -3 WEBSERVER (WEBSERVER\Administrator) | - 2
.- |2} Application Pools ASP.NET - A
v . @8 Sites @ U (= ‘ \
: (] “)
& Default Web Site =5 A%
&) DemoFTPSite NET NET .NET Error .NET .NET Profile .NET Roles
@ LuxuryTreats Authorizat... Compilation Pages Globalization
&) MovieScope e 3 £ a ?‘ El 3
. Explore R <Y = ab =
Edit Permissions... st .NET Users Application Connection MachineKey Pagesand
Settings Strings Controls
) Add Application... p—
+  Add Virtual Directory... g’;; L=
Edit Bindings.. 5 Session State SMTP E-mail
Manage Website >
IW Refresh I :(‘” ] F:lt
X Remove = (V] ) o4 d“&’
o . Compression  Default Directory  Error Pages Failed
Add FTP Publishing... Document  Browsing Request Tra...
Rename Py A i = ry
_ | O 8 = d
Switchito Contenft VIEWV HTTP ISAPI Filters  Logging  MIME Types  Modules
Mappings Respon...
o |
= @
Output Request  SSL Settings
Caching Filtering
v

- X
o @ ‘
Edit Site
E:
Manage Website A

Browse Website

12:30 AM
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19. Minimize the Internet Information Services (II1S) Manager window.
20. Open the Google Chrome browser, place the mouse cursor in the address bar and type on https://www.moviescope.com, and press Enter.

21. A message stating Your connection is not private is displayed, click ADVANCED to proceed.

x  + © - o X

e C A Notsecure | moviescope.com w B A

N

Your connection is not private

Attackers might be trying to steal your information from www.moviescope.com (for
). Learn more
NET::ERR_CERT_COMMON_NAME_INVALID
Q To get Chrome's highest level of security, turn on enhanced protection

1232 AM
8/17/2021 D

A dg T
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22. Click Proceed to www.moviescope.com (unsafe).

& Privacy error X + (v}

e C A Notsecure | moviescope.com w B A

Your connection is not private

t level of security, turn on enhanced pro

Hide advanced Back to safety

y a misconfiguration or an

I:‘lii ceed to www.moviescope.com (U "VSS"&}]

12:32 AM I:]

A s & 8/17/2021
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23. You can see the Moviescope webpage with the ssl certificate assigned to it, as shown in the screenshot.

LB Login - MovieScope X + (+] = X

& C A Notsecur

moviescope.com B N B 2

Features Trailers Photos Blog Contacts

Login
Usermnmame:

Password:

12:33 AM
8/17/2021 D

A dg &
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24. Minimize the browser window.

25. Now, we will configure an authentication policy to access the internal website.
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26. Maximize the Internet Information Services (IIS) Manager window, ensure that MovieScope site is selected from the left-pane.

27. Double-click on Authentication applet under IIS section.

Eﬂ Internet Information Services (IIS) Manager

r(— = @ » WEBSERVER » Sites » MovieScope »

File View Help
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| Connections | @ i
B2 8 @ ovieScope Home
8_3 StartPage - Filter: - Go - (55 Show All | Group by: Area
~ €3 WEBSERVER (WEBSERVER\Administrator) | -
2} Application Pools ASP.NEF =
v -[B Sites =n R4 % | (* = [
& Default Web Site 8 04 { >
& DemoFTPSite .NE_T .N_ET : NET Error .N_ET ) .NET Profile .NET Roles
@ LuxuryTreats Authorizat... Compilation Pages Globalization
MovieScope . &3 =) E| 3
— ® R BB B &
NET Trust  .NET Users  Application Connection MachineKey Pagesand
Levels Settings Strings Controls
2 & F
i) |
Providers  Session State SMTP E-mail
9 ) 2 ik
= V] =) 404 S
Compression  Default Directory  Error Pages Failed
Document  Browsing Request Tra...
& i i e
© 8 = 4
Handler HTTP ISAPI Filters ~ Logging  MIME Types  Modules
Mappings Respon...
i o= fal
= @
Output Request  SSL Settings
Caching Filtering

— X
@@ .]

8 e

Edit Site
E s
Manage Website £
B s

Browse Website
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Configure

®
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28. An Authentication wizard appears, select Anonymous Authentication and click Disable from the right-pane under Actions section.
29. Similarly, select Basic Authentication and click Enable from the right-pane under Actions section.

Note: For demonstration purpose, here, we are using Basic authentication mechanism where plaintext credentials are used to authenticate
and access the website which is not a safe practice. In the real-time, it is advised to use Windows authentication which is significantly more

secure than basic authentication.

Internet Information Services (IIS) Manager - X
« € » WEBSERVER » Sites » MovieScope » 3 ’.} ‘@J 3
File View Help
| @ Authentication : : :
< - 7 |8, /4, SSLis not required for this
5 Start Page = B oG : site and credentials might be
i roup by: - i
« .93 WEBSERVER (WEBSERVER\Administrator) R ™0 hrouping TR T r e
2} Application Pools Name Status Response Type :
v @ Sites I Anonymous Authentication Disabled | Actions I
&5 Default Web Site ASP.NET Impersonation Disabled n S
€ DemoFTPSite | Basic Authentication Enabled HTTP 401 Challenge | i)
‘ & LuryTreats Forms Authentication Disabled HTTP 302 Login/Redirect —_—
&) MovieScope ® Hep
Ll L
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30. Now, we will browser the internal website and test the authentication policy that was implemented in the aforementioned steps.
31. Maximize the browser window.

32. Press F5 key or click the Reload this page icon to reload the web application.

Features Trailers Photos Blog Contacts

Login

Usermame:

Password:
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33. A Sign in pop-up appears, enter the Username and Password as Administrator and admin@?123 respectively. Click Sign-in button.

Note: If prompted to save the login by Chrome appears, select Don't Save or Never Save.

moviescope.com w B A

Signin

https://www.moviescope.com

Username Administrator

Bl -
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34, The website appears, as shown in the screenshot.
35. Close all open windows.

36. Turn off the Web Server virtual machine.

m Login - MovieScope X + (+] - X

& C A Notsecure | moviescope.com B A B a2 @

Features Trailers Photos Blog Contacts

Login

Usermame:

Password:

1:41 AM
A e B g M
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EXERCISE 4: IMPLEMENT A POWERSHELL SECURITY POLICY

A security policy is a well-documented set of plans, processes, procedures, standards, and guidelines required to establish an ideal information
security status of an organization

LAB SCENARIO

A security professional must know how to configure PowerShell policies for running scripts on Windows server and further create a script to
determine the execution policies.

OBJECTIVE

This lab demonstrates how to implement and configure security policies for PowerShell using Group Policy.

OVERVIEW OF SECURITY POLICY

Security policies are used to inform people on how to work in a safe and secure manner; they define and guide employee actions on how to
deal with sensitive operations, data, or resources in an organization. A security policy is an integral part of the information security management
program in any organization

A security policy is a high-level document, or set of documents, describing the security controls that should be implemented to protect a
company. It maintains confidentiality, availability, integrity, and asset values. Security policies form the foundation of a security infrastructure.
Without them, it is impossible to protect any company from possible lawsuits, lost revenue, and bad publicity, or even basic security attacks.
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Note: First, we will enable logging by configuring Group Policy Object and link it to the CCT.com domain.
Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the AD Domain Controller virtual machine.

2. Log in with the credentials CCT\Administrator and admin@123.

Note: The network screen appears, click Yes.

3. Click the Start icon and select Server Manager.

4. The Server Manager window appears. Click Tools and select the Group Policy Management option.

Server Manager

@I F

Active Directory Administrative Center

Server Manager * Dashboard Manage Tools  View Help

Active Directory Domains and Trusts

WELCOME TO SERVER MANAGER

Dashboard Active Directory Module for Windows PowerShell

i
§ Local Server Active Directory Sites and Services
iz Al servers Active Directory Users and Computers
i AD DS ADS Edit
- Component Services
18 DHCP
Computer Management
2, DNS
L Defragment and Optimize Drives
g Fileand Storage Services P DHCP
. NPAS ) i e Disk Cleanup
AR 4 Create a server group BNS
Event Viewer
5 Connect this server to cloud services Group Policy Management
iSCS! Initiator
LEARN MORE

Local Security Policy
Microsoft Azure Services
Network Policy Server
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

ROLES AND SERVER GROUPS

Roles: 5 Server groups: 1 Servers total

4]

Igl ADDS 1 ii DHCP 1 % Performance Monitor
Print Management
@ Manageability @ Manageability @ Recovery Drive
Events Events Registry Editor
- . Resource Monitor
Services Services
Services
Performance Performance System Configuration
BPA results BPA results System Information
Task Scheduler
Windows Defender Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
= File and Storage ol
g ; 9 1 . Npas 1 Windows PowerShell (x86)
Services wr e e ower

10:10 PM
% g o

7/2021
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5. A Group Policy Management window appears, expand Forest: CCT.com node and Domains node. Right-click CCT.com node and select

Create a GPO in this domain, and Link it here... option.

E Group Policy Management = X

I&l File Action View Window Help =5 |

== |0 c|Hm

& Group Policy Management || Group Policy Management

v ;\‘\A Forest: CCT.com Coriténts

v |5 Domains -
Z3 CCT.com Name
i Sites Create a GPO in this domain, and Link it here...
5&¢ Group Pc Link an Existing GPO...
1g; Group P Block Inheritance
Group Policy Modeling Wizard...
New Organizational Unit
Search...
Change Domain Controller...
Remove
Active Directory Users and Computers...
New Window from Here
Refresh
Properties
Help
H I
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6. A New GPO dialog-box appears, in the Name field, type PowerShell Security GPO and click OK.

7. Now, expand the CCT.com node, right-click PowerShell Security GPO and select Edit... option.

E Group Policy Management

- X
s, File Action View Window Help -5 [
= | @ e HE
T;.—;GTOUP Policy Management i Group Policy Management

v A\ Forest: CCT.com

Contents
v | &% Domains -
v #3 CCT.com Name
») Default Domain Policy A\ Forest: CCT.com
+ PowerShell Security GPO || |
<! Domain G Edit...
2 | FinanceOL Eifirced
S Group Pollgey . Erabled
7 WMI Filter
3 Starter GP( Save Report...
@ Sites

New Window from Here
k% Group Policy Moc

»» Group Policy Rest Delete
Rename
Refresh

Help

L
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8. The Group Policy Management Editor window appears, in the left-pane navigate to Computer Configuration » Policies » Administrative
Templates » Windows Components » Windows PowerShell.

9. In the PowerShell policies, right-click Turn on PowerShell Script Block Logging setting, and then click Edit.

@ Group Policy Management Editor
File Action View Help

s 2Rz HE Y

| Search
Security Center
_ Shutdown Options
| Smart Card
| Software Protection Platform
| Sound Recorder
Speech
Store
1 Sync your settings
| Tablet PC
| Task Scheduler
_ Text Input
| Windows Calendar
| Windows Color System
~ Windows Customer Experience In
| Windows Defender Antivirus
| Windows Defender Exploit Guard
| Windows Defender SmartScreen
| Windows Error Reporting
Windows Hello for Business
| Windows Ink Workspace
Windows Installer
| Windows Logon Options
| Windows Media Digital Rights Mz
| Windows Media Player
_| Windows Messenger
| Windows Mobility Center
| Windows PowerShell
| Windows Reliability Analysis
| Windows Remote Management (!
| Windows Remote Shell
Windows Security
| Windows Update
Work Folders
All Settings
| Preferences
v %, User Configuration
. Policies
| Preferences
< >

[Edit Administrative Templates policy setting

Windows Server 2008 family
Description:

This policy setting enables
logging of all PowerShell script input
to the Microsoft-Windows-
PowerShell/Operational event log. If
you enable this policy setting,

Windows PowerShell will log the
processing of commands, script
blocks, functions, and scripts -
whether invoked interactively, or
through automation.

If you disable this policy setting,
logging of PowerShell script input is
disabled.

If you enable the Script Block
Invocation Logging, PowerShell
additionally logs events when
invocation of a command, script
block, function, or script

starts or stops. Enabling
Invocation Logging generates a high
volume of event logs.

Note: This policy setting exists
under both Computer Configuration
and User Configuration in the Group
Policy Editor. The Computer
Configuration policy setting takes
precedence over the User
Configuration policy setting.

- X
_ Windows PowerShell

Turn on PowerShell Script Block Setting State Comment
Logging /=) Turn on Module Logging Not configured No
Edit policy setting [ Tumon PoerShelI Snpt Block Logging = d No

i=| Turn on Script Execution =d No
Requirements: |i=] Turn on PowerShell Transcription Filter On xd Ne
At least Microsoft Windows 7 or 12| Set the default source path for Update-Help

Filter Options... =d No

Re-Apply Filter
All Tasks >

Help

|\ Extended / Standard /

10:32 PM
/17/2021
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10. A Turn on PowerShell Script Block Logging window appears, select the Enabled radio button and then click Apply. Then, click OK to close
the window.

File Action View Help
=3
- dn & Tum on PowerShell Script Block Logging (] X
=] Tum on PowerShell Script Block Logging Benaing Next Setting it Commerd
¢ Not configured No
O Not Configured orament: ging Not configured No
@ Enabled Not configured No
Not configured Ne
O Disabled te-Help Not configured No
Supported on: [ At east Microsoft Windows 7 or Windows Server 2008 family
Options: Help:
[ Log script block invocation start / stop events: c L
This policy setting enables logging of all PowerShell script
input to the Microsoft-Windows-PowerShell/Operational event
log. If you enable this policy setting,
Windows PowerShell will log the processing of commands,
script blocks, functions, and scripts - whether invoked
interactively, or through automation.
If you disable this policy setting, logging of PowerShell
script input is disabled.
If you enable the Script Block Invocation Logging,
PowerShell additionally logs events when invocation of a
command, script block, function, or script
starts or stops. Enabling Invocation Logging generates a
high volume of event logs.
Note: This policy setting exists under both Computer
Configuration and User Configuration in the Group Policy Editor.
The Computer Configuration policy setting takes precedence
over the User Configuration policy setting. v
Cancel Apply
= T Uy TUTOT T COTTpOTeT
= All Settings Configuration policy setting takes
| Preferences precedence over the User
v %, User Configuration Configuration policy setting.
| Policies
| Preferences v | < >
< > \\,‘ Extended 4 Standard/

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 97



EC-Council

<

11. Close the Group Policy Management Editor window and switch to Group Policy Management window.

codered

FROM EC-COUNCIL

12. From the left-pane, click to select the Group Policy Objects node. In the right-pane, right-click the PowerShell Security GPO, and select

Save Report....

E Group Policy Management

— X
L& File Action View Window Help - 5.
== 2@ c HFE
.2 Group Policy Management Group Policy Objects in CCT.com
v '}_\ Forest: CC.T.com Conterts Delegation
v &5 Domains =
v 53 CCT.com Name GPO Status WMI Fitter Modified Owner
=i/ Default Domain Policy =] Defautt Domain Controllers Policy Enabled None 8/9/2021 3:31:46 AM Domain Admins (CCT\...
s/ PowerShell Security GPO =/ Default Domain Policy Enabled None 8/9/2021 3:40:14 AM Domain Admins (CCT\...
5| Domain Controllers = PowerShell Security GPO 8/17/2021 10:19:58 PM Domain Admins (CCT\...
= | FinanceQU Edit
=/ Group Policy Objects GPO Status N
7 WMI Filters
=) Starter GPOs Back Up...
{3 Sites Restore from Backup...
65 Group PoI!cy Modeling Import Settings..
+ Group Policy Results
Save Report...
Copy
Delete
Rename
Refresh
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13. A Save GPO Report window appears, select the location as Desktop and click Save.
14. Minimize the Group Policy Management window.

15. Right-click Start icon and select the Windows PowerShell (Admin) option.

Add other servers

Apps and Features

Power Options 2y X
Event Viewer 5 Connect this server to cloud services
System Hide

Device Manager

Network Connections RVER GROUPS
Disk Management S >
Computer Management 1 ?i DHCP 1 :% DNS 1
Wind P Shell - - =
{ncows FOWERnE nageability @ Manageability @ Manageability
Windows PowerShell (Admin) Events Events
TN ionanrs Services Services
i rformance Performance Performance
Settings
A results BPA results BPA results
File Explorer
Search
Run
e and Storage -
Shut down or sign out i 1 ?\ NPAS 1 B Local Server 1

Desktop

10:51 PM
= ds 8/17/2021 L
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16. An Administrator: Windows PowerShell window appears, type gpupdate /force and press Enter.

£% Administrator: Windows PowerShell

lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.900.001.0082> gpupdate /force
Jpdating policy...

Computer Policy update has completed successfully.
Jser Policy update has completed successfully.

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002>
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17. Next, a message stating that the user policy has been updated successfully appears.
18. Minimize the PowerShell window.
19. Now, we will configure execution control policies for PowerShell in the AD Domain Controller machine.

Note: Execution policy table for PowerShell is given below:

Setting Description
Unrestricted No requirements; all scripts allowed
RemoteSigned Local scripts allowed: remote scripts must be signed
AllSigned Local and remote scripts must be signed
Restricted No scripts allowed
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20. In the Server Manager window, Click Tools and select the Windows PowerShell ISE option.

k= Server Manager

Manage Tools View Help

@1 F :

Active Directory Sites and Services

Server Manager * Dashboard

% Dashboard WELCOME TO SERVER MANAGER Active Directory Users and Computers
- ADSI Edit
N Local Server .
5 Component Services
H& All Servers Computer Management
I§! AD DS Defragment and Optimize Drives
18 DHcp DHCP
é‘s DNS Disk Cleanup
- : DNS
W§ File and Storage Services b
Event Viewer
T4 NPAS

WHAT'S NEW Group Policy Management
HiEgnRny OHR iSCS| Initiator
Local Security Policy

Microsoft Azure Services
Network Policy Server
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
GROUPS Performance Monitor
1 | Se tal: 1

LEARN MORE

ROLES AND SERVER

T grou

Print Management

Recovery Drive

DHCP 1

4]
oy
_‘
.
HEl

(4]
AD DS = -] Registry Editor
Resource Monitor
Manageabilit Manageabilit
® geability ® geability D e
Events Events System Configuration
Services Services System Information
Task Schedul
Performance Performance e
Windows Defender Firewall with Advanced Security
BPA results BPA results Witidows: Merriory Disgriostic
Windows PowerShell
Windows PowerShell (x86)
([ Windows PowerShell ISE ]
g I ‘ Windows PowerShell ISE (x86)
== File and Storage
ii p 9 1 ?l\ NPAS 1 Windows Server Backup
Services

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 102



EC-Council » codered

FROM EC-COUNCIL

21. An Administrator: Windows PowerShell ISE window appears, click New Script icon ( ) from the tool bar to open a text editor.

B Administrator: Windows PowerShell ISE = X
File Edit View Tools Debug Add-ons Help

& & % 85 Bl 8 Boo o@E.

Script > Commands X X

PS C:\Users\Administrator.DOMAINCONTROLL.000.001. 002>
Modules: | All v

Name:

A

Add-ADCentralAccessPolicyMember
Add-ADComputerServiceAccount
Add-ADDomainControllerPasswordReplicationPo!
Add-ADDSReadCnlyDomainControilerAccount
Add-ADFineGrainedPasswordPolicySubject
Add-ADGroupMember

Add-ADPri
Add-ADResourcePropertylistMember

ipalGroupMembership

Add-AppvClientConnectionGroup

Add-AppvClientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisionedPackage
Add-AppxVolume
Add-BCDataCacheExtension
Add-BitsFile
Add-CertificateEnrolimentPolicyServer
Add-ClusteriSCSITargetServerRole
Add-Computer

Add-Content
Add-DfsrConnection
Add-DfsrMember
Add-DhcpServerinDC
Add-DhcpServerSecurityGroup
Add-DhcpServerv4Class
Add-DhcpServerv4ExclusionRange
Add-DhcpServerv4Failover
Add-DhcpServerv4FailoverScope

Ln1 Col 55 100%

11:14 PM

R ds 8/17/2021 L
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22. An Untitled.psl script pane appears, type the following script:
Note: You can use the auto-type feature to type the following script automatically in the script pane.

# To view the following text
Write-Host “Hi, $env:UserName!”

# To view date
$today = get-date
Write-Host “Today’s date is $today”

[BF Kdministrator: Windows Powerhell I5€ = X
File Edit View Tools Debug Add-ons Help
A= 0 x|® P BB w8 | Boo e@E.
Untitled2ps1* X & Commands X X
1 # To view the following text
2 Write-Host "Hi, Senv:UserName!" Modules: | All v | |Refresh
3
4 # To view date "
% Name:
5 Stoday = get-date =
6 Write-Host "Today's date is Stoday”
7 A
8 # To view the version information for PowerShell Contral i
9  (Get-Host).Version| Add-ADCentralAccessPolicyMember

Add-ADComputerServiceAccount
Add-ADDomainControilerPasswordReplicationPo
Add-ADDSReadOnlyDomainControllerAccount
Add-ADFineGrainedPasswordPolicySubject
Add-ADGroupMember
Add-ADPrincipaiGroupMembership
Add-ADResourcePropertyListMember
Add-AppvClientConnectionGroup
Add-AppvClientPackage
Add-AppvPublishingServer

Add-AppxPackage

Add-AppxProvisionedPackage
Add-AppxVolume

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002>

Add-BCDataCacheExtension
Add-BitsFile
Add-CertificateEnrolimentPolicyServer
Add-ClusteriSCSITargetServerRole
Add-Computer

Add-Content
Add-DfsrConnection
Add-DfsrMember
Add-DhcpServerinDC
Add-DhcpServerSecurityGroup
Add-DhcpServervaClass
Add-DhepServervdExclusionRange

Add-DhcpServerv4Fa;
Add-DhcpServerv4FailoverScope

Ln9 Col 19 100%
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23. Now, from the toolbar, click Run Script (F5) icon ( ) to execute the script.

24. It can observed that the script has been executed and the script content is displayed in the lower-section of the window.

EAdministrator: Windows PowerShell ISE _ X
File Edit View Tools Debug Add-ons Help
0@ B EJIPN b |8 T o
Untitled2.ps1* X A Commands X X
1 # To view the following text
2 Write-Host "Hi, Sen erName!" Modules: | All v | [Refresh
3
4 # To view date
uF Name:
5 Stoday = get-date -
6 Write-Host "Today's date is Stoday”
7 A
8 & w t Form PowerShell :
3 (Ge:—;;f:) LC:;«:?Z;?O” information for PowerShel Add-ADCentralAccessPolicyMember

Add-ADComputerServiceAccount
Add-ADDomainControilerPasswordReplicationPo!
Add-ADDSReadOnlyDomainControilerAccount
Add-ADFineGrainedPasswordPolicySubject
Add-ADGroupMember
Add-ADPrincipalGroupMembership
Add-ADResourcePropertylistMember
Add-AppvCiientConnectionGroup

Add-AppvC!
Add-AppvPublishingServer

ntPackage

Add-AppxPackage

Add-AppxProvisionedPackage

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002> # To view the following text Add-AppxVolume
Write-Host "Hi, $env:UserName!"
Add-BCDataCacheExtension
# To view date Add-BitsFile
$today = get-date 8 = =
Write-Host "Today's date is $today" Add-CertificateEnrolimentPolicyServer
Add-ClusteriSCSITargetServerRole
# To view the version information for PowerShell

= Add-Compt
(Get-Host).Version Add-Computer
Hi, Administrator! Add-Content
Today's date is 08/17/2021 23:23:29 Add-DfsrConnection

Add-DfsrMember
Add-DhcpServerinDC
Add-DhcpServerSecurityGroup
Add-DhcpServerv4Class

5 1 17763 1007

Add-DhcpServerv4ExclusionRange
Add-DhcpServerv4failover

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002> |

dd-DhcpServerv4FailoverScope

Ln 19 Col 55 100%

11:25 PM

Tl ds 8/17/2021
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25. Press Ctrl+S to save the script.
26. A Save As window appears, name the file as PSTest.psl and select the location as Desktop. Click Save button.
27. Close the PowerShell ISE window.

28. Now, maximize the Administrator: Windows PowerShell window and type cd C\Users\Administrator DOMAINCONTROLL.000.001.002\
Desktop; then, press Enter to change the working directory to Desktop.

b4 Administrator: Windows PowerShell

lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.980.001.082> gpupdate /force
Jpdating policy...

Computer Policy update has completed successfully.
Jser Policy update has completed successfully.

Users\Administrator.DOMAINCONTROLL.090.001.002> cd C:\Users\Administrator.DOMAINCONTROLL.200.0081.002\Desktop
Users\Administrator.DOMAINCONTROLL.200.801.0082\Desktop>

PS C:\
7% Y
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29. Type \PSTest.psl and press Enter to execute the script.

30. It can be observed that the script is executed successfully and the username and date are displayed, as shown in the screenshot.

2% Administrator: Windows PowerShell

lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.900.001.882> gpupdate /force
Jpdating policy...

Computer Policy update has completed successfully.
Jser Policy update has completed successfully.

PS C:\Users\Administrator.DOMAINCONTROLL.000.801.602> cd C:\Users\Administrator.DOMAINCONTROLL.900.001.002\Desktop
PS C:\Users\Administrator.DOMAINCONTROLL.@0€.0801.0802\Desktop> .\PSTest.psl

Hi, Administrator!

Today's date is ©8/18/2021 90:04:19

lajor Minor Build Revision

17763 1007

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002\Desktop> o
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31. Now, type Get-Executionpolicy and press Enter to display the current execution control policy implemented on the system.
32. Here, the RemoteSigned execution control policy is used, as shown in the screenshot.
Note: The scripts which are created internally or on a personal system must be signed digitally or they can be signed with a self-signed

certification. However, the scripts which are downloaded from the internet or from the online sources must be digitally signed by a source.
Here, we will set the execution policy to AllSigned.

24 Select Administrator: Windows PowerShell

lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.0082> gpupdate /force
Jpdating policy...

Computer Policy update has completed successfully.
Jser Policy update has completed successfully.

PS C:\Users\Administrator.DOMAINCONTROLL.900.001.002> cd C:\Users\Administrator.DOMAINCONTROLL.200.001.0802\Desktop
PS C:\Users\Administrator.DOMAINCONTROLL.200.881.002\Desktop> .\PSTest.psl

Hi, Administrator!

Today's date is ©8/18/2021 99:04:19

17763 1097

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.0082\Desktop> Get-Executionpolicy

RemoteSigned

PS C:\Users\Administrator.DOMAINCONTROLL.008.001.0802\Desktop> _
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33. Type Set-ExecutionPolicy -ExecutionPolicy AllSigned -Scope LocalMachine and press Enter to configure the execution policy to AllSigned.

34. When prompted, type Y and press Enter for the confirmation.

N Select Administrator: Windows PowerShell
lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.9080.001.002> gpupdate /force
Jpdating policy...

“omputer Policy update has completed successfully.
Jser Policy update has completed succe ully.

:\Users\Administrator.DOMAINCONTROLL.808.001.002> cd C:\Users\Administrator.DOMAINCONTROLL.900.001.002\Desktop
Use Administrator.DOMAINCONTROLL.200.001.0802\Desktop> .\PSTest.psl
i, Administrator!
Today's date is ©8/18/2021 90:04:19

ajor Minor Build Revision

C:\Users\Administrator.DOMAINCONTROLL.000.001.0082\Desktop> Get-Executionpolicy
RemoteSigned

PS C:\Users\Administrator.DOMAINCONTROLL.008.0801.802\Desktop> Set-ExecutionPolicy AllSigned LocalMachine

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose you to the security risks described in the

about_Execution_Policies help topic at https:/go.microsoft.com/fwlink/2LinkID=13517 Do you want to change the execution policy?
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is "N")
PS C:\Users\Administrator.DOMAINCONTROLL.900.001.002\Desktop>
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35. Now, type \PSTest.psl and press Enter to execute the script again.

36. It can be observed that an error occurs and the script is not executed properly because it is not digitally signed.

N Administrator: Windows PowerShell
lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
Jser Policy update has completed successfully.

PS C:\Users\Administrator.DOMAINCONTROLL.800.001.802> cd \Users\Administrator.DOMAINCONTROLL.200.001.002\Desktop
C Administrator.DOMAINCONTROLL .2@@.801.0082\D top> .\PSTest.psl

Hi, Administrator!

Today's date is ©8/18/2021 90:04:19

ajor Minor Build Revision

S C:\Users\Administrator.DOMAINCONTROLL.000.001.002\Desktop> Get-Executionpolicy
emoteSigned
PS C:\Users\Administrator.DOMAINCONTROLL.000.001.802\Desktop> Set-ExecutionPolicy B AllSigned LocalMachine

xecution Policy Change

he execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose you to the security risks described in the
about_Execution_Policies help topic at https:/go.microsoft.com/fwlink/?LinkID=135170. Do you want to change the execution policy?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is "N"): Y

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.0802\Desktop> .\PSTest.psl

PS C:\Users\Administrator.DOMAINCONTROLL.2@0.081.082\Desktop>

12:26 AM
= % grrg/2001 L
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37. Type Get-Executionpolicy and press Enter to confirm that the execution policy is set to AllSigned.

£¥ Select Administrator: Windows PowerShell
lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.080.001.002> gpupdate /force
Jpdating policy.

“omputer Policy update has completed successfully.
Jser Policy update has completed successfully.

PS C:\Users\Administrator.DOMAINCONTROLL.00.001.0802> cd \Users\Administrator.DOMAINCONTROLL.200.0801.002\Desktop
sers\Administrator.DOMAINCONTROLL.@@0.0801.802\Desktop> .\PSTest.psl
Hi, Administrator!

Today's date is ©8/18/20821 08:084:19

17763 1ee7

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002\Desktop> Get-Executionpolicy
RemoteSigned

PS C:\Users\Administrator.DOMAINCONTROLL.00.001.0802\Desktop> Set-ExecutionPolicy AllSigned LocalMachine

Execution Policy Change

he execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose you to the security risks described in the
about_Execution_Policies help topic at https:/go.microsoft.com/fwlink/?LinkID=135178. Do you want to change the execution policy?

Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is "N"): Y
PS C:\Users\Administrator.DOMAINCONTROLL.080.001.0802\Desktop> .\PSTest.psl

PS C:\Users\Administrator.DOMAINCONTROLL.206.001.082\Desktop> Get-Executionpolicy

S C:\Users\Administrator.DOMAINCONTROLL.200.0801.802\Desktop>
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38. Type Get-AuthenticodeSignature -FilePath C\Users\Administrator. DOMAINCONTROLL.000.001.002\Desktop\PSTest.psl and press Enter to
display the Status of PSTest.psl script.

39. The Status was found to be NotSigned.

&N Select Administrator: Windows PowerShell

indows

opyrigh

PowerShell

ISC3
pdating

date is

xecution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose you to the security r
1bout_Execution_Policies help topic at htt
Y] Yes

S C:\

\Users\A

Copyrights @ 2022 EC-Council International Ltd.

Users\Administrator

[A] Yes to All
sers\Administrator.DOMAINCONTROLL.0@0.001.002\De

dministrator.DOMAINCONTROLL.200.001.002\De

C) Microsoft Corporation. All rights reserved.

JMAINCONTROLL .200.001.002> gpupdat
policy...

e /force

Policy update has completed succe

ully.
update has completed succe .

s\Administrator.DOMAINCONTROLL.200.001.002> cd C:\Users\Administrator.DOMAINCONTROLL .000.001.002\Desktop
Administrator.DOMAINCONTROLL.000.001.002\Desktop> .\PSTest.psl
trator!

AllSigned LocalMachine

go.microsoft.com/fwlink
No

D 517 you want to change the
[N] [L] No to All S

o)

described in the
Do
[S] Suspend
K

2cution policy?
Y

trator.DOMAINCONTROLL .2@8.001.002\Desktop> Get-Executionpolicy
dministrator.DOMAINCONTROLL.200@.001.002\Desktop> Get-Authen

sers\Admin rator.DOMAINCONTROLL .20@.001.002\Desktop\PSTest
Administrator.DOMAINCONTROLL .00@.0801.002\D

sktop>
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40. Now, we will digitally sign the PowerShell script for this, we will create a certificate and link it to the script.

41. In the PowerShell window, type New-SelfSignedCertificate -DnsName administrator@cct.com -CertStoreLocation Cert:\CurrentUser\My\
-Type Codesigning and press Enter to generate the code signing certificate.

¥ Administrator: Windows PowerShell = a X

omputer Policy update has completed s
ser Policy update has completed successfully.

rator .DOMAINCONTROLL .000.001.002> cd C ers\Adminis nr. ONTROLL .000.001.002\Desk
002\Desktop> .\PSTes

ajor Minor

strator.DOMAINCONTROLL .900.001.0802\Desktop> Get-Executionpolicy
rator .DOMAINCONTROLL .200.001.8082\Desktop> Set-ExecutionPolic AllSigned
xecution Policy Change
he execution p helps protect you from scripts that you do not trust. Changing the execution policy might expose you to the security ris
ibout_Execution_Policies help topic at http go. rosoft.com/fwlink/?LinkID=13517@. Do you want to change the execution policy?

tio
Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default
S Users\Administrator.DOMAINCONTROLL .000.001.002\Desktop> STest.ps

Desktop> Get-Executionpolicy

rator .DOMAINCONTROLL.900.001.002\Desktop> Get-AuthenticodeSigna sers\Administrator.DOMAINCONTROLL .000.001.802\D
rs\Administrator.DOMAINCONTROLL .200.001.002\Desktop
ignerCertificate
trator .DOMAINCONTROLL .2@0.0201.882\Desktop> New-SelfSignedCert rator@cct.com

PSParentPath: oft.PowerShell.Security\Certificate: :CurrentUser\My

humbprint

929D0914E rator@cct.com
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42. In the PowerShell window, type certmgr.msc and press Enter to open the certificate manager.

43. The certmgr window appears. In the left-pane expand Personal node and select Certificates node.

E certmgr - [Certificates - Current User\Personal\Certificates]

— X
File Action View Help
= 2@ 0| = Hm
[ Certificates - Current User I Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Tg
F - Perscona‘lf' [ 22) Administrator Administrator 716/2121 File Recovery <None>
RSl Sl % 5 'ZQJ administrator@cct.com administrator@cct.com 8/18/2022 Code Signing <None>
| Trusted Root Certification Authorities

| Enterprise Trust

_| Intermediate Certification Authorities
| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certification Authorities
| Trusted People

| Client Authentication Issuers

| Local NonRemovable Certificates

_| Certificate Enrollment Requests

| Smart Card Trusted Roots
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44, In the right-pane, two certificates can be observed. Double-click administrator@cct.com certificate.

45. The Certificate window appears, navigate to the Details tab and click Copy to File... button.

File Action View Help
e 2@ 4R XERH
EIJ Certificates - Current User
~ || Personal
| Certificates
| Trusted Root Certification Authorities
_| Enterprise Trust
| Intermediate Certification Authorities
| Active Directory User Object wh Certificate X
| Trusted Publishers
Untrusted Certificates General Detais Certification Path
_| Third-Party Root Certification Authorities
| Trusted People Show: | <Al> 2
| Client Authentication |ssuers
| Local NonRemovable Certificates Field Value A

|

Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te|
22 Administrator Administrator 7/16/2121 File Recovery <None>
@administrator@cct.com administrator@cct.com 8/18/2022 Code Signing <None>

_| Certificate Enrollment Requests !,:]VEFSIOH V3

Smart Card Trusted Roots [ 560c915da9f764a645346190b. ..
= sha256RSA
sha256
administrator @cct.com
Wednesday, August 18, 2021 ...
Thursday, August 18, 2022 12...

Il hiart Adminictratnr @t ram

V3

Edit Properties... Copy to Fi

OK

bersonal store contains 2 certificates.

12:55 AM

= % gm0 L
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46. A Certificate Export Wizard window appears, click Next in all the wizards.

47. In the File to Export wizard, enter the File name as code-sign-cert and click Next button.

&

codered

FROM EC-COUNCIL

File Action View Help

= = | 2 ’

51! Certificates - Current User
v || Personal
| Certificates
| Trusted Root Certification Authorities
_| Enterprise Trust
Intermediate Certification Authorities
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
_ Trusted People
| Client Authentication |ssuers
_ Local NonRemovable Certificates
| Certificate Enroliment Requests
| Smart Card Trusted Roots

‘ Issued To Issued By
i 221 Administrator

?‘éﬂ administrator@cct.com

Administrator
administrator@cct.com

& & Certificate Export Wizard

File to Export
Specify the name of the file you want to export

Eile name:

Expiration Date
7/16/2121
8/18/2022

code-sign-cert|

Browse..,

Cancel

Intended Purposes Friendly Name Status

File Recovery <None>

Code Signing <None>

Certificate Te|

Personal store contains 2 certificates.

= ~ rﬂ
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48. In the Completing the Certificate Export Wizard, click Finish button.

E

File Action View Help

e 2@ R XEHE
[ Certificates - Current User ‘ Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te|
F = Persgna»lf» i iz.;JAdministrator Administrator 7/16/2121 File Recovery <None>
S e 4 %administrator@cct.com administrator@cct.com 8/18/2022 Code Signing <None>

| Trusted Root Certification Authorities

_ Enterprise Trust

| Intermediate Certification Authorities

| Active Directory User Object X

_ Trusted Publishers
9 Untrusted Certificates & L Certificate Export Wizard
_| Third-Party Root Certification Authorities
| Trusted People

| Client Authentication Issuers . vpe .
3 Local NonRernovable Certificates Completing the Certificate Export Wizard
_| Certificate Enrollment Requests
_ Smart Card Trusted Roots

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

‘
Export Keys No
Indude all certificates in the certification path No
File Format DER Encoded Binary X.509 (*.cer)

Finish Cancel

IPersonal store contains 2 certificates.

12:58 AM

¥ 871872021
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49. Now, a pop-up stating that the export was successful appears, click OK.

50. In the Certificate window, click OK to close it.

51. In the certmgr window, right-click Trusted Root Certification Authorities node from the left-pane and navigate to All Tasks » Import....

ET:ertmgr - [Certificates - Current User\Personal\Certificates] — X
File Action View Help

== 2@ B c= HE

E}JJ Certificates - Current User Issued To Issued B Expiration Date Intended Purposes Friendly Name Status  Certificate Te
Y P P Y
- P§rsconavlf- 1 ‘Z:_;JAdministrator Administrator 7/16/2121 File Recovery <None>
T - S::!catecs R RGE | %administrator@cct.com administrator@cct.com 8/18/2022 Code Signing <None>
_| Trusted Root Certification Authorities |
_ Enterprise Trust Find Certificates..,
_| Intermediate Certification Authorit Al Taske % e
| Active Directory User Object Ci eSS
| Trusted Publishers Refresh Import...

| Untrusted Certificates
| Third-Party Root Certification Autk Help
Trusted People Il
| Client Authentication |ssuers
Local NonRemovable Certificates
_| Certificate Enrollment Requests
| Smart Card Trusted Roots

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 18



52. The Certificate Import Wizard appears, click Next.

53. Now, the File to Import wizard appears, click Browse... button under File name.

54, An Open window appears, select the code-sign-cert file on the Desktop and click Open.

<

codered

FROM EC-COUNCIL

File Action View Help

e 2R B = HBE

E‘)J Certificates - Current User
v || Personal
~| Certificates
| Trusted Root Certification Authorities
_| Enterprise Trust
_| Intermediate Certification Authorities
_ Active Directory User Object
_| Trusted Publishers
| Untrusted Certificates

_ Trusted People

| Client Authentication |ssuers

| Local NonRemovable Certificates
_| Certificate Enrollment Requests

| Smart Card Trusted Roots

Issued To

_| Third-Party Root Certification Authorities

Issued By

Expiration Date  Intended Purposes Friendly Name
zz.;JAdministrator Administrator 7/16/2121 File Recovery <None>
% administrator@cct.com administrator@cct.com 8/18/2022 Code Signing <None>
& Open X
4 8 > ThisPC > Desktop (¢] Search Desktop P
Organize v New folder = v [ o
Name Date modified Type

# Quick access
[ Desktop
&4 Downloads

5] code-sign-cert

|2 Documents

= Pictures
= This PC

¥ Network

<

File name: | code-sign-cert

v ‘ X.509 Certificate (*.cer;*.crt) v

|

Status  Certificate Te|

Copyrights @ 2022 EC-Council International Ltd.
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55. The file path appears in the File name field, click Next in all following wizards.

56. In the Completing the Certificate Import Wizard, click Finish.

e —

File Action View Help
= 2@ B 6= HE

[ Certificates - Current User ‘ Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certificate Te|
- pér?na!f_ } L;J Administrator Administrator 7/16/2121 File Recovery <None>
8 Lericates T it %administrator@cd.com administrator@cct.com 8/18/2022 Code Signing <None>
| Trusted Root Certification Authorities
_ Enterprise Trust X

_| Intermediate Certification Authorities
| Active Directory User Object & 2* Certificate Import Wizard
| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certification Authorities
| Trusted People Completing the Certificate Import Wizard
_| Client Authentication Issuers

| Local NonRemovable Certificates
| Certificate Enrollment Requests The certificate will be imported after you dick Finish,
| Smart Card Trusted Roots
You have specified the following settings:

Certificate Store Selected by User BB e latel g il 1iTs g Wi ls g1

Content Certificate
File Name C:\Users\Administrator. DOMAINCONTROLL.000.001 |
< >

Finish Cancel
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57. A Security Warning window appears, click Yes.
58. An import was successful pop-up appears, click OK.

59. In the certmgr window, right-click Trusted Publishers node from the left-pane and then perform Steps#51-58 to import the code-sign-cert
certificate.

60. Close the certmgr window.
61. Maximize the PowerShell window, type Set-AuthenticodeSignature -FilePath C:\Users\Administrator. DOMAINCONTROLL.000.001.002\

Desktop\PSTest.ps] -Certificate (Get-Childltem -Path Cert:\CurrentUser\My\ -CodeSigningCert) and press Enter to implement the execution
policy as digitally signed on the PSTest.psl script.

£¥ Administrator: Windows PowerShell (a] X
PS C:\Users\Administrator YAINCONTROLL .200.081.0882\Desktop> Set-AuthenticodeSignature

C:\Users\Administrator.DOMAINCONTROLL.208.801.0802\Desktop\PSTest |y
.psl (Get-ChildItem Cert:\CurrentUser\My\ )

Directory: C:\Users\Administrator.DOMAINCONTROLL.980.001.082\Desktop

SignerCertificate

Path

PSTest.psl

PS C:\Users\Administrator.DOMAINCONTROLL.980.0801.082\Desktop>
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62. Type \PSTest.psl and press Enter to execute the script.

63. The script will be successfully executed because it now digitally signed.

N Administrator: Windows PowerShell — g X

C:\Users\Administrator.DOMAINCONTROLL .9@0.0881.082\Desktop> Set-AuthenticodeSignature sers\Administrator.DOMAINCONTROLL.200.0801.002\Desktop\PSTest PN
.psl fica (Get-ChildItem 5 Cert:\CurrentUser\My\ )

Directory: C sers\Administrator.DOMAINCONTROLL .900.001.082\Desktop

signerCertificate Status Path

7929D914E2 SFS@7AA2A9E2ACR40CIEDAFC446 Valid PSTest.psl

PS C:\Users\Administrator.DOMAINCONTROLL.200.0081.082\Desktop> .\PSTest.psl1
Hi, Administrator!

Today's date is ©8/18/2021 91:40:31

1 17763 1007

PS C:\Users\Administrator.DOMAINCONTROLL.008.001.002\Desktop>
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64. Type Get-AuthenticodeSignature -FilePath C\Users\Administrator. DOMAINCONTROLL.000.001.002\Desktop\PSTest.ps1 and press Enter to
confirm the Status of the script as Valid. Details regarding SignerCertificate can be viewed, as shown in the screenshot.

E¥ Administrator: Windows PowerShell — X
PS C:\Users\Administrator.DOMAINCONTROLL.280.801.082\Desktop> Set-AuthenticodeSignature C:\Users\Administrator.DOMAINCONTROLL.20@.08081.8082\Desktop\PSTest |y
.ps1l -C fica (Get-ChildItem 3 Cert:\CurrentUser\My\ - )

Directory: C:\Users\Administrator.DOMAINCONTROLL.880.001.082\Desktop

signerCertificate Path
7929D914E23395F507AA2A9E2ACB40C1EDAFC446 Valid PSTest.psl

C:\Users\Administrator.DOMAINCONTROLL .200.0881.082\Desktop> .\PSTest.psl
, Administrator!

Today's date is 08/18/2021 91:40:31

ajor Minor Build Revision

17763 1007

PS C:\Users\Administrator.DOMAINCONTROLL.0@0.0201.002\Desktop> Get-AuthenticodeSignature
psl

C:\Users\Administrator.DOMAINCONTROLL.200.001.0082\Desktop\PSTest

Directory: C:\Users\Administrator.DOMAINCONTROLL.200.801.802\Desktop

SignerCertificate Status Path
7929D914E23395F507AA2A0E2ACR40CIEDAFC446 Valid

PSTest.psl

PS C:\Users\Administrator.DOMAINCONTROLL.0@0.001.002\Desktop>
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65. Close the PowerShell window.

66. Now, we shall enforce the execution control policy using GPO (Group Policy Object). Here, we will configure the execution policy as
AllSigned.

67. Maximise Group Policy Management window.

68. Right-click PowerShell Security GPO node under the CCT.com node and click Edit....

@ Group Policy Management — a X
L& File Action View Window Help

== |27 B|6 HB

= Group Policy Management Group Policy Objects in CCT.com
v A\ Forest: CCT.com Contents  Delegation

v =% Domains

=

v 3 CCT.com Name GPO Status WMI Fitter Modffied Owner
» Default Domain Policy =] Default Domain Controllers Policy Enabled None 8/9/2021 3:31:46 AM Domain Admins (CCTH..
=;, PowerShell Security GPO | ! Nefaudt Nomsin Palicu Enabled None 8/9/2021 3:40:14 AM Domain Admins {CCT\...
= | Domain Controllers Edit... Enabled None 8/17/2021 10:19:58 PM Domain Admins (CCT\...
2| FinanceOU Enforced
& GroupvPollcy Objects ) Link Enabled
7 WMI Filters o
3 Starter GPOs e
@ Sites New Window from Here
k% Group Policy Modeling
» Group Policy Results Delete
Rename
Refresh
Help
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69. The Group Policy Management Editor window appears, navigate to Computer Configuration » Policies » Administrative Templates »
Windows Components » Windows PowerShell.

<

5 setting(s)

5

E Group Policy Management Editor
File Action

b= | 2

View Help

= HE Y

| Search

Security Center
| Shutdown Options
| Smart Card

| Software Protection Platform

Sound Recorder
Speech
| Store

| Sync your settings
| Tablet PC
*| Task Scheduler

| Text Input

| Windows Calendar

Windows Color System
| Windows Customer Experienc
| Windows Defender Antivirus

| Windows Defender Exploit Gu
| Windows Defender SmartScre
_ Windows Error Reporting

| Windows Hello for Business
| Windows Ink Workspace

| Windows Installer
~| Windows Logon Options

| Windows Media Digital Right:

| Windows Media Player
Windows Messenger

| Windows Mobility Center

| Windows PowerShell

| Windows Reliability Analysis

| Windows Remote Manageme
| Windows Remote Shell

| Windows Security
| Windows Update

| Work Folders

All Settings

| Preferences

v ¥ User Configuration
| Policies
| Preferences

— X
 Windows PowerShell
Select an item to view its description.  Setting State Comment
iz, Turn on Module Logging Not configured No
iz Turn on PowerShell Script Block Logging Enabled No
| Turn on Script Execution Not configured No
| Turn on PowerShell Transcription Not configured No
|iz| Set the default source path for Update-Help Not configured No

| Extended /£ Standard /’

1:51 AM

1 d
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70. Right-click Turn on Script Execution, click Edit.

E Group Policy Management Editor = X
File Action View Help

o« 2@ = HmEl 7

Copyrights @ 2022 EC-Council International Ltd.

| Sync your settings

Windows Color System

| Windows Customer Experienc

Windows Defender Antivirus

If you enable this policy setting,
the scripts selected in the drop-
down list are allowed to run,

Filter Options...

Description:
. Tablet PC This policy setting lets you Re-Apply Filter
_ Task Scheduler configure the script execution
| Text Input policy, controlling which scripts All Tasks
Windows Calendar are allowed to run.
Help

| Search ~ Windows PowerShell
_| Security Center > = i g &
| ‘Shutdown Options Turn on Script Execution etting tate omment
Smart Card : iz Turn on Module Logging Not configured No
Software Protection Platform Edit policy setting iz Turn on PowerShell Script Block Logging Enabled No
| Sound Recorder Requirements: Turn on Script Execution Not configured No
| Speech At least Microsoft Windows 7 or Turn on PowerShell Trans Edit Not configured No
| Store Windows Server 2008 family |z Set the default source pat Filter On Not configured No
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71. The Turn on Script Execution window appears, select the Enabled radio button and then select the Allow only signed scripts option from
the drop-down options under Execution Policy. Click Apply and click OK.

e
|
A

E i & Turn on Script Execution O X
= o
F T i i - s -
E urn on Script Execution Drevious Setting MNext Setting
% State Comment
(O Not Configured Comment: )
Not configured No
(@ Enabled gging Enabled No
O Disabled Not configured No
: Not configured No
Supported on: [ At jeact Microsoft Windows 7 or Windows Server 2008 family ,g
ate-Help Not configured No
Options: Help:
Execution Policy This poljcy sett_ing Ie’t_s you configure the script execution policy, |
controlling which scripts are allowed to run.
Allow only signed scripts N
If you enable this policy setting, the scripts selected in the drop-
Allow local scripts and remote signed scripts dowrilstarealiowedio un.
Alloveallciipts The "Allow only signed scripts” policy setting allows scripts to
execute only if they are signed by a trusted publisher.
The "Allow local scripts and remote signed scripts” policy setting
allows any local scrips to run; scripts that originate from the
Internet must be signed by a trusted publisher.
The "Allow all scripts” policy setting allows all scripts to run.
If you disable this policy setting, ne scripts are allowed to run,
Note: This policy setting exists under both "Computer
Configuration” and “User Configuration” in the Local Group
Policy Editor. The "Computer Configuration” has precedence
over "User Configuration.” v
Gt [ oy
TYVITUUWS UpuaTe
| Work Folders andegboth Cl?mpu“ter
. Configuration” and "User
2 All Settings Configuration" in the Local Group
| Preferences Policy Editor. The "Computer
v ¥ User Configuration Configuration” has precedence
“ Policies over "User Configuration." N
il Breferences ¥ || 1f veut dicahle ar dn not canfinure £ 2
< > \, Extended 4 Standard/
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72. Close the Group Policy Management Editor window and Group Policy Management window.

73. Now, we will configure PowerShell security to ensure that the commmands or scripts can only be run locally (here, the AD Domain
Controller machine). For this, we will disable the remoting feature in PowerShell to prevent users from establishing a remote connection with
PowerShell.

74. Right-click the Start icon present at the left-bottom of the Desktop. Select Windows PowerShell (Admin) option to launch PowerShell
window.

75. In the PowerShell window, type Disable-PSremoting -Force and press Enter to disable the remoting feature in PowerShell.

lindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator.DOMAINCONTROLL.000.001.002> Disable-PSRemoting
ARNING: Disabling the ses nfi ns do ot undo all the changes made by the Enable-PSRemoting or Configuration cmdlet. You might have
to manually undo the chan :
1. Stop and disable the /
. Delete the ener that accepts n any IP addr

. Disable the firewall exceptio W nagement communic ns
. Restore the value of the LocalAccountTokenFilterPolicy to @, which restricts remote access to members of the Administrators group on the computer.
PS C:\Users\Administrator.DOMAINCONTROLL.00@.001.002> _
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76. Type Get-Pssessionconfiguration | Format-Table -Property Name, Permission and press Enter to determine the status of PowerShell
remoting.

77. An AccessDenied message can be observed under the Permission column indicating that the PowerShell remoting has been disabled.

N Administrator: Windows PowerShell e X
lindows PowerShell
opyright (C) » soft Corporation. All rights reserved.

istrator.DOMAINCONTROLL.900.001.002> Disable-PSRemotin
i confi ati 3 yndo all the changes made t he En: 3 r Enable-PSSessionConfiguration c

AUTHORITY [ i NT AUTH( \ A Allowed, BUILTIN strators AccessAllowed, BU

AUTHORITY i BUILTIN\Admi sAllowed, BUILTIN) anagement Users AccessAllo
) NT AUTHORITY\INT T : BUILTIN trato AccessAllowed, BU

AUTHORITY\NETWORK ss i NT AUTHORITY\INTERACTI BUILTIN\A: rators AccessAllowed

trator.DOMAINCONTROLL .000.001.002>
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78. Close the PowerShell window.

79. Now, we will view the event log of suspicious entries that were captured when we tried to run an unsigned script.

80. In the Server Manager window, click Tools and select the Event Viewer option.

% Server Manager

@ |

Active Directory Administrative Center

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

Active Directory Domains and Trusts

Local Server Active Directory Module for Windows PowerShell

Active Directory Sites and Services
All Servers ¥

AD DS
DHCP
DNS

1]
m

loca

server Active Directory Users and Computers
ADSI Edit

Component Services

3]
d

Computer Management
Defragment and Optimize Drives
DHCP

File and Storage Services P
NPAS

2ol

WHAT'S NEW Disk Cleanup
DNS
Event Viewer J
Group Policy Management
LEARN MORE iSCSI Initiator
| Local Security Policy

Microsoft Azure Services
ROLES AND SERVER GROUPS

Roles: 5 Server groups: 1 | Servers total: 1

Network Policy Server
ODBC Data Sources (32-bit)

Lo PO W " S— ———— ODBC Data Sources (64-bit)
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81. The Event Viewer window appears. In the left-pane, navigate to Applications and Services Logs O Microsoft 0 Windows O PowerShell. In the
right-pane, double-click the Operational log.

E Event Viewer = X
File Action View Help
=== B
1 Nesi Y| Powersheli Actions
| NDIS B R ===, F
NdisimPlatform Name Type Number of Events  Size PowerShell =
| NetworkProfile Admin Administrative 0 68 KB = Open Saved Log...
| NetworkProvider Operational Operational 987 2.07 MB | ¥ Create Custom View...
i NisSve Import Custom View...
| Ntfs
1 NTLM View 4
_ OfflineFiles G| Refresh
| OneX
~| OOBE-Machine-DUI H Help »
| OtpCredentialProvider Operational A‘
_ PackageStateRoaming
_ Partition ) Open
_| PerceptionRuntime [=] Properties
_| PerceptionSensorDataSe ﬂ Help

| PersistentMemory-Nvdir
_| PersistentMemory-Pmer
_| PersistentMemory-ScmE
Policy-based QoS
v . PowerShell
] Admin
] Operational
| PowerShell-DesiredState
_ PrimaryNetworklcon
_| PrintBRM
_| PrintService
_ PriResources-Deploymer
_ Program-Compatibility-
| Proximity-Common
_| PushNotifications-Platfo
| Rdms-Ul
_| ReadyBoost
ReFS
_| RemoteApp and Desktof
_ RemoteDesktopServices-
_ RemoteDesktopServices-
_| RemoteDesktopServices-
_ Remotefs-Rdbss v

L
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82. The Operational log appears, in the right-pane, under the Actions section, click Filter Current Log... option.
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g Event Viewer

File Action View Help
== | 27 B &

Ll L

LR L

g

2 il

1 NCSI

NDIS
NdisimPlatform
NetworkProfile
NetworkProvider

| NlaSvc

Ntfs

NTLM

OfflineFiles

OneX
OOBE-Machine-DUI
OtpCredentialProvider
PackageStateRoaming
Partition
PerceptionRuntime
PerceptionSensorDataSe
PersistentMemory-Nvdit

| PersistentMemory-Pmer

PersistentMemory-ScmE
Policy-based QoS
PowerShell

3.—| Admin

5] Operational
PowerShell-DesiredState
PrimaryNetworklcon
PrintBRM

PrintService
PriResources-Deploymer
Program-Compatibility-
Proximity-Common

Operational Number of events: 987

Level Date and Time

L ! Verbose 8/18/2021 2:35:42 AM
‘9' Verbose 8/18/2021 2:35:41 AM
© Verbose 8/18/2021 2:35:41 AM
‘O'Verbose 8/18/2021 2:33:11 AM
© Verbose 8/18/2021 2:33:11 AM
‘()'Verbose 8/18/2021 2:33:11 AM
W Verhnee 2/12/2021 72.22:10 AM
<

Source

PowerShell (Micr...
PowerShell (Micr...
PowerShell (Micr...
PowerShell (Micr...
PowerShell (Micr...
PowerShell (Micr...

PrwerShell (Mirr

Event ID

4104
4104
4104
4104
4104
4104

Task Catege ™

Execute a Ri
Execute a Ri
Execute a Ri
Execute a R
Execute a Ri
Fveritea R Y

Event 4104, PowerShell (Microsoft-Windows-PowerShell)
General Details

@ Friendly View O XML View

+ System

- EventData
MessageNumber 1
MessageTotal 1
ScriptBlockText prompt

ScriptBlockid
Path

735b00ae-b431-4443-8ca4-620686dffa84

Actions

Operational

= Open Saved Log...

¥ Create Custom View...
Import Custom View...

Clear Log...

¥ Filter Current Log...

| Properties
Disable Log
@ Find..
[ Save All Events As...
Attach a Task To this Log...
View

Refresh

BB

Help

Event 4104, PowerShell (Micros...

| Event Properties

Copy

Save Selected Events...

Refresh

B o T

Help
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83. A Filter Current Log window appears, replace <All Event IDs> field with 4100 and click OK.

TFiIter Current Log X*

Filter XML

Logged: Any time v

Event level: [] Critical [] Warning [] Verbose

[ Error [] Information

Event logs: IM icrosoft-Windows-PowerShell/Operational

Event sources: l

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

|4100

Task category: |

Keywords: | v

Usern ; <All Users> l

Computer(s): i <All Computers> l
Clear

L Cance
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84. A Warning entry is displayed indicating that the PSTest.ps] script could not be executed because it is not digitally signed.
85. Close all open windows.

86. This concludes the demonstration of implementing a PowerShell Security Policy.

87. Turn off AD Domain Controller and PfSense Firewall virtual machines.

Event Viewer _ X
File Action View Help
== 2m |
- 2 NGl Y| operational  Number of events: 987 Actions
1 NDIS — = F
| NdislmPlatform 7 Filtered: Log: Microsoft-Windows-PowerShell/Operational; Source: ; Event ID: 4100. Number of events: 1 Operational ‘]
. NetworkProﬁ.le Level Date and Time Source EventID Task Category & -OpendavedLog...
: ziet:"”kpm‘”de’ i\ Wamning 8/18/2021 12:26:37 AM PowerShell (Micr.. 4100 Executing Pipeline ¥ Create Custom View..
SN, Import Custom View...
| Ntfs
7 NTLM | Clear Log...
. gﬁz;eFlles Event 4100, PowerShell {(Microsoft-Windows-PowerShell) x T Filter Current Log...
ni
= Clear Filt:
_| OOBE-Machine-DUI General Details ] ear Filter
| OtpCredentialProvider [=] Properties
- PackageStateRoaming Error Message = File C:\Users\Administrator. DOMAINCONTROLL.000.001.002\Desktop\PSTest.ps1 cannot be A Disable Log
| Partition loaded. The file C:\Users\Administrator, DOMAINCONTROLL.000.001.002\Desktop\ @i Ea NS (] @ Find
| PerceptionRuntime m You cannot run this script on the current system. For more information about running scripts and L R
7 PerceptionSensorDataSe setting a(ggution policy, see about__Execution_PoIicies at https:/go.microsoft.com/fwlink/?LinkiD=135170. H Save Filtered Log File As...
PersistentM Nvdi Fully Qualified Error ID = UnauthorizedAccess "
4 per—! en Me""“’")’ p" it Recommended Action'= Attach a Task To this Log...
sistent! 5
£y I e T Save Filter to Custom View...
| PersistentMemory-ScmE
| Policy-based QoS Context: View »
Severity = Warning
1 P Shell =
¥ %Vf; 2 Host Name = ConsoleHost (@ Refresh
e Host Version = 5.1.17763.1007 H Hep »
i Operational Host ID = 042f580b-6ea3-4044-a4c7-a73f5d3159bd
_ PowerShell-DesiredState Host Application = C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe Event 4100, PowerShell (Micros... A‘
_ PrimaryNetworklcon Engine Version = 5.1.17763.1007 ‘
| PrintBRM ﬁ_unslpacleDID =69516277e1-6dc3-44f6-87ad-518dc29d321b Event Properties
| PrintService PSS _ Attach Task To This Event...
Command Name =
_ PriResources-Deploymer Command Type = Bz Copy »
_| Program-Compatibility- Script Name = v =
| Proximity-Common [ Save Selected Events...
_| PushNotifications-Platfo Log Name: Microsoft-Windows-PowerShell/Operational @] Refresh
| Rdms-Ul Source: PowerShell (Microsoft-Wind Logged: 8/18/2021 12:26:37 AM ﬂ Help »
- ReadyBoost Event ID: 4100 Task Category: Executing Pipeline
ReFS >
= Level: W K ds: N;
_| RemoteApp and Desktog = i R o
3 User: CCTM\Administrator Computer: DomainControll.CCT.com
| RemoteDesktopServices-
RemoteDesktopServices- OpCode: To be used when an exceptic
| RemoteDesktopServices- More Information: Event Log Online Hel)
_ Remotefs-Rdbss v
< >

hreat& a filter.
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