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SCENARIO

The most serious risk faced by organizations involves unauthorized access to sensitive data. To control data breach events, organizations require
strong identification, authentication, and authorization mechanisms to effectively manage the access to critical assets and sensitive data.

The labs in this module will provide real-time experience in using the various methods and techniques employed for the identification,
authentication, and authorization of users who access critical assets and resources.

OBJECTIVE

The objective of this lab is to provide expert knowledge in identifying, authenticating, and authorizing users who access critical assets and
resources. This lab includes the following tasks:

- Implementation of access control policies in Windows and Linux machines
- Implementation of role-based access control using tools such as Windows Admin Center (WAC)

- Implementation of centralized authentication using Windows utilities

OVERVIEW OF IDENTIFICATION, AUTHENTICATION AND AUTHORIZATION

Identification deals with confirming the identity of a user, process, or device accessing the network. User identification is the most commonly
used technique for authenticating the users in the network and applications.

Authentication involves verifying the credentials provided by a user while attempting to connect to a network. Both wired and wireless networks
perform authentication of users before allowing them to access the resources in the network.

Authorization refers to the process of providing permission to access the resources or perform an action on the network. Admin can decide the
user privileges and access permissions of users on a multiuser system.
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LAB TASKS

Cyber security professionals or a security professionals use numerous tools and techniques to implement access control policies. The
recommended labs that will assist you in learning various identification, authentication and authorization techniques include:

Implement Access Controls in Windows Machine Manage Access Controls in Linux Machine

Implement Role-Based Access Control in windows

. 04 Implement Centralized Authentication Mechanism
Admin Center (WAC)

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISE 1: IMPLEMENT ACCESS CONTROLS IN WINDOWS MACHINE

Access control is a method of limiting the access of an organization'’s resources for the users.

LAB SCENARIO

A security professional must have the required knowledge to manage objects in the Active Directory using different types of accounts and
know the application of account policies using GPO in Windows machine.

OBJECTIVE

This lab demonstrates the implementation of access control policies in Windows machine.

OVERVIEW OF ACCESS CONTROL

An access control function uses identification, authentication, and authorization mechanisms to identify, authenticate, and authorize the user
who requests access to a specific resource. The access permissions determine the approvals or permissions provided to a user for accessing a
system and other resources. A crucial aspect of implementing an access control is to maintain the integrity, confidentiality, and availability of

information.
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Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the AD Domain Controller virtual machine.

2. In the AD Domain Controller virtual machine, log in with the credentials CCT\Administrator and admin@123.

Note: The networks screen appears, click Yes.

Note: If a Shutdown Event Tracker window appears, click Cancel.

3. Before implementing access control policies, we will first examine the properties of the current Administrator account.
4. Click Start icon on the Desktop, right-click Windows PowerShell and navigate to More Run as administrator.

Note: If User Account Control pop-up appears, click Yes to continue.
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5. In the PowerShell, type whoami /user and press Enter to display the details regarding Security ID (SID) and other additional information of
the current user.

Note: User accounts are identified in the system by their unigue numbers. In Windows, this number is the Security Identifier (SID). In Linux, it
is the User Identifier (UID).
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6. Now, type get-aduser -identity administrator -properties * and press Enter to display user account information.
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7. Minimize the Administrator: Windows PowerShell window.

8. Click Start icon in the Desktop, click Server Manager.

9. The Server Manager window appears, click Tools option at the top right corner of the window and select Active Directory Users and
Computers option.

Server Manager * Dashboard

AT W
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10. Right-click CCT.com domain and navigate to New » Organizational Unit.
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11. New Object - Organizational Unit pop-up appears, type NetworkAdmin in the Name field and click OK.
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12. Right-click NetworkAdmin Organizational Unit, navigate to New - User.
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13. The New Object - User window appears, enter the following details and click Next

- First name: IT
- Last name: Head
- User logon name: IT_Head
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14. Enter test@123 in both Password and Confirm Password fields. Uncheck User must change password at next logon and check Password

never expires option. Click Next.

14

Certified Cybersecurity Technician

Copyrights @ 2022 EC-Council International Ltd.



<€) codered

FROM EC-COUNCIL

15. In the next window, click Finish.

16. Now, we must create a global security group within the NetworkAdmin Organizational Unit.

17. Right-click NetworkAdmin Organizational Unit and navigate to New -» Group.
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18. The New Object - Group window appears, type TechSupport in the Group name, leave all the other options set to default and click OK.
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19. Now, add the IT Head account to the TechSupport group. For this, right-click on IT Head and select Add to a group....
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20. The Select Groups window appears, in the Enter the object names to select field, type Tech and click Check Names button. Then, the

TechSupport name appears, click OK.

18
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Copyrights @ 2022 EC-Council International Ltd.



EC-Council <€) codered

FROM EC-COUNCIL

21. A pop-up appears, indicating the successful addition of a user to the group. Click OK.
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22. Now, right-click FinanceOU Organizational Unit and navigate to New » Computer.

23. The New Object - Computer window appears, type ComputerOl in the Computer Name field and click OK
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24. Switch to the Administrator: Windows PowerShell window, type get-adcomputer -filter * | out-file C:\useraccounts.txt and press Enter to
create a detailed report of all computer objects in the domain.
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25. Now, navigate to C: drive to see if the useraccounts.txt file exists.
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26. Double-click useraccounts.txt file to see its content. You can view the newly created user account (ComputerQ1), as shown in the

screenshot.
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27. Close all the windows, except Windows PowerShell.

28. Now, we shall modify the existing GPO to set password requirements.

29. To launch Group Policy Management, click Windows Start icon and navigate to Windows Administrative Tools » Group Policy
Management.

Note: Alternatively, you can launch Group Policy Management by typing gpmc.msc in Run. To open Run, right-click on Start and click Run.
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30. The Group Policy Management main window appears. Expand the Forest: CCT.com » Domains » CCT.com and select Default Domain
Policy, as shown in the screenshot.

Note: The Default Domain Policy is a single password policy that works for all members of a specific domain, it offers no flexibility to have
different password polices for different types of users. It is recommended to only use it for password management.

31. In the Group Policy Management Console, click OK.
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32. Right-click Default Domain Policy node and select Edit....
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33. In the Group Policy Management Editor window, expand Computer Configuration » Policies » Windows Settings » Security Settings -
Account Policies. Click on Password Policy; the password policies will be listed in the right pane.
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34.You can view the default password policies that are listed in the right-pane, as shown in the screenshot.
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35. We must configure the policies to match the requirements given below. To edit the policy, double-click each of them.

Note: To implement the changes in the Policy, make the desired modifications, then click Apply and click OK.
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Policy

Setting

Minimum Password Length

14 characters

Mazximum Password Age

90 days

Mimimum Password Age

1 day

Enforce Password History

20 days

Store Passwords using Reversible Encryption

Disabled
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36. The updated Password Policy settings, are shown in the below screenshot.
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37. Switch to Administrator: Windows PowerShell, click to type gpresult /H C:\passwords-policy-settings.html and press Enter to generate the
report of password policy settings to update the configuration documentation.

- e L a o
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38. Navigate to C: drive to see if the passwords-policy-settings.html file exists.
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39. Now, double click the passwords-policy-settings.html file.

40. A browser window appears displaying the Group Policy Results file, as shown in the screenshot.
Note: If browser notification appears, click Ask me later.
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41. This file displays a detailed report on the implemented account policies. You can explore it further.
42. This concludes the demonstration of implementing access control policies in Windows machine.
43, Close all the opened windows.

44, Turn off the AD Domain Controller virtual machine.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 34



EC-Council {) codered

EXERCISE 2: MANAGE ACCESS CONTROLS IN LINUX MACHINE

Access control assists in maintaining the integrity, confidentiality, and availability of the information and resources.

LAB SCENARIO

A security professional must have the required knowledge to manage access control policies on a Linux machine. First, we will create local user
accounts and groups on a system. Then, we will create directories and files where access control policies will be implemented. Further, we will

configure the ownership to these directories and files.

OBJECTIVE

This lab demonstrates implementation of access controls in Linux machine.

OVERVIEW OF ACCESS CONTROL

The principles of access control describe the access permission levels of users in detail. By enabling the access control process, the security of
processes and resources can be ensured.
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Note: Here, for demonstration purposes, we are using Attacker Machine-1 to show the implementation of access control policies in Linux
machine.
Note: Ensure that PfSense Firewall virtual machine is running.

Turn on the Attacker Machine-1 virtual machine.

Click to select Bob account, in the Password field, type user@123 and press Enter to signin.

First, we will create two sample users and two groups on this machine and configure the password of these the two users.
In the left pane, under the Activities list, click the Terminal icon to open the Terminal window

Note: If the Software Updater pop-up appears, click Remind Me Later.

INFNENIES
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5. In the Terminal window, type sudo su and press Enter to run programs as the root user.

6. In the [sudo] password for bob field, type user@123 as a password and press Enter.
Note: The password typed by you will not be visible.

reoti@mbob-Virtual-Machine: fhome/bob

1~5% sudo S
yrd Tor

rtual-Mac S hore
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7. Now, type useradd testuserOl and press Enter to create a new user.

roct@bob-Virtual-Machine: fhome/bob
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8. Type passwd testuser01 and press Enter to set password for the user (testuser01).

9. The New password field appears, type test@123 and Enter. In the Retype new password field, enter the same password (test@123) and press

Enter to set the password. Subsequently, a password updated successfully message appears, as shown in the screenshot.
Note: You can set any user password of your choice.

root @bob-virtual-Machine: fhome/bob
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10. Similarly, perform steps#7-9 to create another user account with username testuserO2 and password test@123.

rooti@bob-Virtual-Machine: fhome/bob
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11. Now, we shall create a new group. For this, type groupadd admin and press Enter.

rect@bob-Virtual-Machine: fhome/bob

ord for bob
rtual-Machin
rtual-Hachin

home [bobg
ame [ hobs
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12. Similarly, create another group named team by issuing the command groupadd team.

rootibbob-Virtual-Machine: fhome/bob
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13. In the terminal window, type usermod -aG admin testuserO1 and press Enter to add user testuser01 to the admin group.
Note: usermod command is used to modify the user object in order to add a user to the group.

14. Similarly, type usermod -aG team testuser02 and press Enter to add user testuserO2 to the team group.

rootfbob-Virtual-Machine: fhome/bob
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15. Type id testuserO1 and press Enter to verify that testuser0O1 has been added to the admin group.

root@bob-Virtusl-Machine: fhome/bob

bob#
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16. Similarly, type id testuserO2 and press Enter to verify that testuserO1 has been added to the team group.

root@bob-Virtual-Machine: fhome/bob
:~% sudo su

usergl
sergl

Retypd
PaA55Nd

(testuserel),1683({admin)

1882(testuseroz), 1004( HEN)
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17. Now, we will create directories and files to demonstrate how the permissions are applied to them.
18. Execute the following commands to create three directories:

mkdir testdirectory
mkdir testdirectory/SecProjects

mkdir testdirectory/TeamProjects

reot@bob-Virtual-Machine: fhome/bob
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19. Now, execute the following commands to create two files:
touch testdirectory/SecProjects/networkreport.txt

touch testdirectory/TeamProjects/workreport.txt

root@bob-Virtual-Machine: fhome/bob

testdirectory

testdire

testdirectory/TeamProjects/workreport. txt
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20. By default, the creator of directories or resources controls the access to them. Therefore, users and groups must be permitted to own the
directory content which allows them to configure permissions.

21. In the terminal window, type Is -Id testdirectory and press Enter to display the permissions of the testdirectory directory.

22. Here, root is the owner of the testdirectory, as shown in the screenshot.

root@bob-Virtual-Machine: fhome/bob

networkreport. txt
kreport. txt

Elroot root

-Wirtual-Machine:
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23. Now, we will execute the following commands to change the directory ownership to specific users and groups:
Note: The ‘R’ parameter allows you to change directory ownership recursively

chown -R testuserOl:admin testdirectory/SecProjects

chown -R testuser0O2:team testdirectory/TeamProjects

root@bob-Virtual-Machine: fhome/bob

bob® chown -R testuserfl:admin testdirectory roject

-Machin # chown -R testuserf2:team testdirectory/TeamProjects
-Machine:
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24. Type Is -Id testdirectory/SecProjects and press Enter to display the users and groups associated with testdirectory/SecProjects.

25. Type Is -Id testdirectory/TeamProjects and press Enter to display the users and groups associated with testdirectory/TeamProjects.

reot@bob-Virtual-Machine: fhomefbob
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26. Now, we will configure permissions for the directory owners.

27. In the terminal window, type chmod u=rwx,g=rwx,o-r testdirectory/SecProjects and press Enter to set the following permission for

testuserOl.
Access Level Directory User Group
CWEIWEO-L testdirectory/SecProjects | testuser0l1 | admin

root@bob-Virtual-Machine: fhome/bob

" testdire
testdire
ne: ]
Machine: [0 stdirectory/Te
directory

Jun 16 B81:33
b (chmod u=rwx,g=rwx,o0-r testdirectory/secProjects

Note: Access Level Parameters: r: read a file or lit the content of a directory, w:
write to a file or directory, x: execute a file or recurse a directory tree.

Note: Reference Parameters: u: user (file owner), g: group (members of the file's
group), o: others (users who are neither the file's owner nor members of the file's

group).

Note: Here, rwx: read, write and execute permissions are given to u(user) and
g(group), o-r: read permission has been removed for o (others).
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28. In the terminal window, type chmod u=rwx,g=rwx,0=rx testdirectory/TeamProjects and press Enter to set the following permission for
user testuserO2.

Access Level Directory User Group

TWEIWETK testdirectory/TeamProjects | testuser02 | team

root@bob-Virtual-Machine: /home/bob

ch t:JEGLF
ch testdir
ld testdire

-Wirtuwal-Machin

rtual-Machin

Note: Here, rwx: read, write and execute permissions are given to u(user) and
g(group), rx: Read and execute permissions are given to o(others).
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29. Thus, we have created the user accounts along with the specified resource access policies, we will test them.

30. Click on the Add icon (+) present on top-left corner of the Terminal window to open another terminal.

root@bob-Virtual-Machine: fhome/bob

testdi
tdir

touch
touch

fbob® 1s -1d tes
96 Jun 16 61:32
ls -1d testdirectory
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31. A new Terminal window appears, in another tab.

32. In this new Terminal window, type su testuserO2 and press Enter.
Note: su stands for substitute user, it is used to execute commands with the privileges of another user account.

33. A Password field appears, type test@123 and press Enter.
Note: The password types by you will not be visible.

bob@bob-Virtual-Machine: ~

bob@bob-Virtual-Machine: ~
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34. In the terminal, type cd testdirectory/SecProjects and press Enter, to navigate to the SecProjects directory having with only Admin
privileges.

35. Type Is and press Enter to list the files present in the directory.

36. According to the permissions specified in step#26, it can be observed that testuserO2 does not have access to the directory content of
testuserOl. The testeruser02 is a normal user with limited access whereas testuser01 has admin level privileges.

bob@mbob-virtual-Machine: ~

beb@bob-virtual-Machine: -
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37. As described above, the root user can create multiple user accounts on the same machine with different level of access permissions,
thereby, preventing the system and resources from unauthorized access.

38. This concludes the demonstration of implementing access control policies in Linux machine.
39. Close all open windows.

40. Turn off the Attacker Machine-1 virtual machine.
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EXERCISE 3: IMPLEMENT ROLE-BASED ACCESS CONTROL IN WINDOWS ADMIN
CENTER (WAC)

Windows Admin Center (WAC) provides a web console to perform administrative tasks and manage different machines within a network.

LAB SCENARIO

A security professional should be aware of the various tools and tricks available to manage servers and clients. WAC enables you to perform
administrative tasks on any client device (except mobile devices). It uses role-based access control (RBAC) to control the activity of users
connected to the server. WAC allows the management of system activity such as starting various services, adding and removing resources,
and controlling applications.

OBJECTIVE

This lab demonstrates how to install WAC and configure RBAC in WAC to restrict user activities.

OVERVIEW OF WAC

In WAC, RBAC provides limited access to users on the target computers. RBAC in WAC works by configuring every managed server with a
PowerShell Just-Enough Administration endpoint. The roles are defined by the endpoint. After connecting a restricted endpoint, a temporary
local administrator account is created for managing the machine. If the user is not managing the machine utilizing WAC, the temporary
account is automatically deleted.

WAC supports the following built-in roles.

Administrators: They allow users to use most WAC features without granting them access to Remote Desktop or PowerShell.

Readers: They allow users to view information and settings on the server, but not make changes.

Hyper-V Administrators: They allow users to make changes to the Hyper-V VMs and switches but limits other features to read-only access.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 57



EC-Council <€) codered

FROM EC-COUNCIL

Note: Ensure that PfSense Firewall virtual machine is running.
1. Turn on the Admin Machine-1 virtual machine.

2. Log in with the credentials Admin and admin@123.
Note: If the network screen appears, click Yes.

3. To install WAC, navigate to Z\CCT-Tools\CCT Module 04 Identification, Authentication and Authorization\Windows Admin Center and
double-click WindowsAdminCenter1910.msi.

4. The installation starts. Check | accept these terms. Click Next to continue.

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 58



<€) codered

FROM EC-COUNCIL

5. The default option pertains to Microsoft updates. Click Next.

6. The Configure Gateway Endpoint window appears. Click Next to continue.

7. Leave the default settings for port and other options unchanged on the window. Click Install.
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8. WAC installation starts. If the User Account Control window appears, click yes.

9. Installation continues. Check Open Windows Admin Center. Click Finish to complete the installation.

Windows Admin Center Setup - X

One more thing...

The first time you open Windows Admin Center, you'll
hawve to select a certificate. Be sure to select:

More choices > Windows Admin Center Client

Jebn@contoso.com
hsuer: Comtoso IT
Wislt] Froem: 3/9,/2008 to &7/2018

E Windows Admin Center Chent
e, Windows Adwmen Center
Vald From: 1202018 to 1252028

[10pen Windows Admin Center

i__ﬂmih
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10. If a list of browser applications pops-up, select Microsoft Edge and click OK.

11. Wait for a few seconds. The Edge browser loads Windows Admin Center.

12. If a Select a certificate for authentication pop-up appears, select the certificate and click OK.

Salect & sarificats for suthantication

= Wiavidowe: Bliven Covried Clavet
=
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13. The Windows Admin Center appears. By default, you can see that Admin Machine-1is connected and listed under All Connections.

Wirdorws Rdmin Center B Mol

Windows Admin Center Updsi mailatie £

All connections

T ld
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14. Click on the +Add button to add the Webserver.

o
i
(1]

Lol

Wirrdorws Audrin Ceeiler

Add resources
Windows Admin Center - RS STAERREA PP E AT T

All connections Windows Server
+ Add #et e serverns
E Windows PC

Uil links

Windows Server cluster
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15. The Add resources pane opens. Click Add under Windows Server.

Seracs Aocdiri Conbel

Add resources
e e R T R L ORLEE  Chocse the type of resgurce Thl you want b Manage or rals

All connections E Windows Sorvir Uil Bmics

Akl

-
=

| ; t Windows PC

Wingdows Server cluster
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16. The Connection tags pane appears. Type Webserver in the Server name field. Wait for few seconds.

Scra Adireen Conted

Windows Admin Center Updae aailstde cf

Add tags

All connections Ao oae

Akl

1.
=
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17. Select the Use another account for this connection radio button and type the username Administrator and password admin@123. Click
Add with credentials.

T S |
\ocaldt s - @ g -
heras Auddrmen Conted
Windows Admin Center Updse milabie cf Add tags
All connections Add one
Ak
=
-

T
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18. The Webserver is added to the Windows Admin Center
Note: if a Save password pop-up appears, click Never.

Wilrcicran Admin Cente

B Microsoft

Windows Admin Center

Update avallatile O

All connections

T Akl

o B
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19. Click Webserver to connect the server.

20. The Windows Admin Center connects to Webserver and displays all tools under Server Manager.

Windows Admin Center  Server Manager 8 Microsaft
Webserver

Tools Overview

Restart Shiutdown 7 Enable Disk Metries &7 Edit computer ID ") Refresh
Q overves webserver Microsoft Windows Server
A Srwe - 2016 Sandard
2 Arvee Ba i
0.0.14353 268 ITSIGRST

Microsoft Conporation Wirtual Machine

Cgh Devices 1 Feal-time protection: Off

i Ulizats
) Semtingn | I 357T%

ﬂ _)C' Type heéné 10 seanch
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21. We have added Webserver to the Windows Admin Center. A security professional can now manage the Webserver through WAC.

22. Using RBAC option in WAC, a security professional can provide only limited access to a user of Web server machine. Here, we will assign
limited access to the already created user (john) in Web Server machine. To configure RBAC for user john, click Settings at the bottom of the

Tools pane on the left.

23. The Settings pane appears. Click Role-based Access Control.
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24. The Role-based access control page appears. Click the Apply button at the bottom of the page.

Copyrights @ 2022 EC-Council International Ltd.

Wirsdoras Audrin Cenled

Sorwed M arusjer = Microaaolt

Webserver

Toals

Seltings

Windows Ademim Conter Rdminatiaton

Al s B0 view and Mansge Mo b
Windows Admin Cenber HypesV-Adminivirators

O AJCS LT RO T W My ped W vt machingd an

Windows fdmim Conter Resdan

All Er 0 e S T alicrey Thaam 1

the corresponding group ir

0 deploy rolke-based access Oonbiod on maiBple Computers of

Certified Cybersecurity Technician

codered

FROM EC-COUNCIL

70



25. The Restart the WinRM service? dialog appears. Click Yes to continue.
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26. A notification (see the Notifications icon at the upper right corner) about scheduling the application of RBAC appears. It takes a maximum
of 10 minutes to start the RBAC service. Wait for 10 minutes, refresh the Webserver connection.

Note: If logged out, log in with the credentials for Webserver as given in Step#17.

Thus, we reconnected to the Webserver. Navigate to Tools » Settings. Click the Role-based Access Control option. You can see that the Role-

based access control status is Applied. Tonya-this

Windows Admin Center

Server Manager

Webserver

Tools
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27. RBAC is now added to Webserver.

28. Next, assign a user to the role. Click Local users & groups in the Tools pane on the left.

Windows Admén Center Server Manager = Bicrosalt
Webserver
Tools Local users and groups
Users
e
+ Mewuser  hore
B Frems

[ inetaeciapps

Ao Local vrars B groaps

hmps. ! ol L e B LA T IR ST

H £ Type here 16 seamch
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29. The Local users & groups pane appears. Select the user john under the Users tab.

Windows Admén Center Server Manager = Bicrosalt
Webserver
Tools Local users and groups
Users
e
+ Mewuser  hore
B Frems

[ inetaeciapps

Ao Local vrars B groaps

H £ Type here 16 seach
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30. The Manage membership option is now visible. If it is not visible, click on More and select the Manage membership option.

‘Windows Admin Center Server Manager : Ficrosoft
Webserver
Tools Local users and groups
Users
- -
+ Mewuser  More
B Fiorwa
o Manage memberghip
[E reammnes spes Admarstry
[© Delete wser
J-}‘, Local wnars & groope Do sinfore: it B i
. £ Change password
by Her
=, Edit user
O3 Packormance Monitce -
500 o Lt
3 Fome T QUEERESS cal bt & e
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31. Click Manage membership to add membership for the user. The Manage membership pane now opens.

32. Scroll down the list that appears in the Manage Membership pane. In the list, uncheck Users, and check Windows Admin Center Readers.
These changes will allow John to view information and settings on the server, but not make changes by assigning the windows admin center
readers role. Click Save.

Windows Admin Center Server Manager : Microsoft
Webserver
Tools Local users and ¢ Manage membership
L] e upenanan A
Users !.—l A
b Mewuser  More | L0
[ - e
Fo ocel vaars & growps Cofasmias ount
" rt
]

O D]

Cancel

H B Type here to seach
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33. A notification (see the Notifications icon) appears indicating that the
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‘Windows Admin Center Server Manager : Microsoft

Webserver
Tools Local users and groups
Users
E Newuser  More
Ea fopan
[E iratatied
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trgs
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Motifications
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Close
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34, Click Windows Admin Center from the top-left corner of the dashboard, to navigate to the Home page.

‘Windows Admin Center : Microsoft

Windows Admin Center Update madable Ctf

All connections

T Acld

e DN ML HINE. T\ A

o §

ot Hever Aderinairaie
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35. Select Webserver and click the Manage as tab. If Manage as tab is not visible, click on More tab and select Manage as option.
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36. Specify your credentials once the pane opens. Change username to John and password to user@123. We will now log in as a user to

Webserver. In Windows Admin Center, click Continue.

- a X
s 1 @ &
Specify your credentials

iy the administrator acoount to use when connecting

‘Windows Admin Center

Windows Admin Center Update maisbie Cf Spedfy
() Use my Wirows accourt for this connection
All connections
+ Add B2 Connect & Manageas [§ Remove o7 Edi
== N ndoed
O wetrene Wansoss Server ¥ @:: Use anathes accourt for this connection
ame *

b

g

n £ Type here to search
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37. Wait for a few seconds; Webserver is loaded in WAC for the user john. It can be seen that the user john is selected under Managing as.

Click the Webserver link to connect.
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38. Because we have logged in as John in Windows Admin Center, Webserver is connected with limited access (shown at the upper left

corner as Webserver (Limited Access)).

Note: If you receive any error pop-up, ignore it.
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39. As a user of Webserver, you can try to add new storage to it. However, because we added the user john in RBAC and allowed limited
access permission only, the system will not allow user John to add new storage.

40. Click Storage in the Tools pane. Wait for a few seconds; the Storage pane appears on the right side of the window.

B | O Osio-Soompe - Sevver Manage x| = =] X

I G t localhost & i @ &

Windows Admin Center Senasel Managed : Microsoft

Webserver (Limited Access)
0 an update is available for this extension. Lindate now
Tools Storage
m Migrate servers and file shages to Azure or Windows Server 2019 by using
Diisks

-
- - Marne

g

"
i
o
)
i
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41. Under the Disks menu on the Storage pane, click More and select the Create VHD option.

Windows Admin Center Server Manager : Microsoft

Webserver (Limited Access)
0 An upaatE i available for thes axtension. LIDdans r
Tools Storage
E Migrate servers and file shares to Azure o Windows Server 2019 by using..
s . Drisks

B Feees Mare

i f Create VHD

oF

= Attach VHD

8

B Sendced

[ B o

Ei Lettings
n £ Type heere b search
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42. The Create VHD pane opens. Type the following in the respective fields and click Submit.

o VHD folder path: c:\TestFolder
¢ New VHD file name: test

¢ File extension: vhd

e Size (GB):1

e Virtual hard disk type: Fixed
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Create a VHD
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43. The following error notification appears (See the Notifications icon): Couldn't create the VHD. Error Exception: This operation was blocked

by role-based access control settings.
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44. As demonstrated, a security professional can use the WAC tool to manage system resources and permissions.
45, Close all open windows.

46. Turn off the Admin Machine-1 virtual machine.
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EXERCISE 4: IMPLEMENT CENTRALIZED AUTHENTICATION MECHANISM

In centralized authentication, authorization for network access is ensured using a single centralized authorization unit.

LAB SCENARIO

A security professional should be aware of the various tools and tricks available to implement the centralized authentication mechanism. In this
exercise, we will convert the AD Domain Controller machine to an authentication server. All authentication attempts will be forwarded to this
machine. The machine PfSense will be converted to a client which will pass authentication attempts to the authentication server (AD Domain
Controller machine). Here, the RADIUS protocol is used which acts as an authentication protocol between server and client.

OBJECTIVE

This lab will demonstrate the implementation of centralized authentication.

OVERVIEW OF CENTRALIZED AUTHENTICATION

The need for centralized authentication arose when it became difficult to implement the authorization process individually for each resource.
It uses a central authorization database that allows or denies access to users and the access decision depends on the policies created by
centralized units. This enables an easy authorization process for users who access different platforms. Centralized authorization units are easy
to handle and have low costs. A single database provides access to all applications, thereby enabling effective security. A centralized database
also provides an easy and inexpensive method of adding, modifying, and deleting applications from the centralized unit.
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Note: Ensure that PfSense Firewall virtual machine is running.
1. Turn on the AD Domain Controller virtual machine.

2. In the AD Domain Controller virtual machine, log in with the credentials CCT\Administrator and admin@123.
Note: If the network screen appears, click Yes.

3. Click Start icon at the left bottom corner of the Desktop and click Server Manager.
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4. The Server Manager window appears, click Tools and select Network Policy Server from the drop-down list.
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5. The Network Policy Server window appears. In the left pane, expand the RADIUS Clients and Servers node and select the RADIUS Clients

node. Now, right-click RADIUS Clients node and click New.
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6. The New RADIUS Client wizard appears, ensure that the Enable this RADIUS Client checkbox is selected. In the Friendly name field, type
pfsense.cct.com and in the Address (IP or DNS) field, type 10.10.1.1.

7. Now, select the Generate radio-button and click Generate to generate the Shared secret key.

Note: The shared secret key is a type of password key which is set on the RADIUS server (here, AD Domain Controller machine). This key value
must be configured on each RADIUS client (here, we will be using the pfSense Firewall machine). If a secret key presented by a RADIUS client
does not match with that of RADIUS server, then the request from the client is not accepted.
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8. Copy the Shared secret value and paste it in the notepad file.

Wersdoen SLILI
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9. Minimize the Notepad file and in the New RADIUS Client wizard, click OK.

P il o e b e
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10. Now, we will configure a network policy that allows users in the Admin-Support to authenticate themselves in the pfSense by using
unencrypted authentication.

11. In the Network Policy Server window, expand the Policies node and select Network Policies node. Right-click Network Policies and click
New.
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12. The New Network Policy window appears. In the Policy name field, type pfsense Authentication Appliance. Click Next.
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13. Next, the Specify Conditions wizard appears, click Add....
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14. Under the Select condition section, select Windows Groups from the list of available options and click Add....
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15. The Windows Groups wizard appears, click the Add Groups... button.

16. In the Select Group dialog box, type Admin in the Enter the object name to select field and click Check Names button.
17. The Admin_Support group appears, click OK.
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18. In the Windows Groups wizard, click OK.

19. In the Specify Conditions wizard, click Next.
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20. In the Specify Access Permission window, ensure that Access granted radio-button is selected, click Next.
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21. In the Configure Authentication Methods wizard, do not change default settings and click Next.
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22. In the Configure Constraints wizard, click Next.

23. In the Configure Settings wizard, click Add... button present under Attributes field.

. T . .
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24. The Add Standard RADIUS Attribute window appears, select Class from the Attributes box and click Add....

| B T e e T ]
L SRE T a0 e e e e Ve el BTl b T e ] e T Ui e e T R
f i oo aae
| T ——
mul A
sz
B Tl bl
/
romr

O L LT LT Trr

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 103



EC-Council <€) codered

FROM EC-COUNCIL

25. The Attribute Information pop-up appears, type Admin-Support in the field and click OK.
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26. In the Add Standard RADIUS Attribute window, click Close.
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27. In the Configure Settings wizard, click Next.

28. In the Completing New Network Policy window, click Finish.
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29. Now, we will enter details regarding the RADIUS server in the PfSense Firewall machine to configure it as a RADIUS client. This allows the
AD Domain Controller machine to receive all authentication requests from the PfSense Firewall machine.

30. Open any web browser (here, Mozilla Firefox), enter the URL as http://10.10.1.1 and press Enter.
Note: If an Update available pop-up appears click Dismiss.

31. A Warning: Potential Security Risk Ahead alert appears, click Advanced... button and click Accept the Risk and Continue.
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32. The login page appears, enter Username and Password as admin and admin@]123 respectively and click SIGN IN button.
Note: If the Save login credentials pop-up appears, click Don't Save.
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33. The pfSense dashboard appears, navigate to System O User Manager.
Note: If you receive any error, then reload the page and perform step 33 again.
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34, Navigate to the Authentication Servers tab and click + Add button.
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35. In the Descriptive name, enter CCT AD DOMAIN. From the Type list, select RADIUS.
Note: By default, the MS-CHAPV2 protocol is selected under RADIUS Server Settings. MS-CHAPV2 is a password-based authentication protocol
that is used to authenticate servers and clients.

36. In the Hostname or IP address field, enter 10.10.1.19. In the Shared Secret field, paste the key value from the Notepad filed.
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37. Scroll-down and click Save button.
Note: If Save login credentials pop-up appears, click Don't Save.
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38. Now, we shall configure role-based access permission to the Admin-Support group. As per the role of users only basic permissions will be
provided to ensure that they do not have access to advance system resources.

39. Navigate to the Groups tab, select the + Add button.
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40. In the Group name field, type Admin-Support, scroll-down and click Save.
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41. It can be viewed that Admin-Support group has been created, under the Actions column, click Edit group icon (pen icon).
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42. Under Assigned Privileges section, click + Add button.
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43. Under Assigned Privileges, click to select WebCfg - Dashboard (all) scroll down, press Shift key from the keyboard and click WebCfg
- Status: UPNnP Status. All the privileges from WebCfg - Dashboard (all) to WebCfg - Status: UPnP Status will be selected, as shown in the

screenshot.
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44, Scroll down and click Save.
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45. Navigate to the Settings tab, select CCT AD DOMAIN as an Authentication Server and click Save.
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46. Next, click ( ) icon from the top-right corner of the dashboard to logout from the account.
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47. Now, we will use non-administrative user account to sign into pfSense, the entered credentials will pass through the AD Domain Controller
machine and if the user account is present in the group, it will be granted access.

48. In the login page, enter Username and Password as john and user@123 respectively and click SIGN IN button.
Note: When, you login to the pfSense platform as a RADIUS client, the user credentials are passed to the RADIUS server (here, the AD Domain

Controller machine) for verification and if the credentials match and user account is present in the Admin-Support group, then the user will
be granted access to the platform.

Note: If a Save login credentials pop-up appears, click Don't Save.
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49, You will be logged into the pfsense platform with basic privileges.
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50. Now, we will try to login into the pfsense platform, using a user account that is not a member of Admin-Support group.
51. Click ( ) icon from the top-right corner of the dashboard to logout from the account.

52. In the login page, enter Username and Password as bob/user@123 respectively and click SIGN IN button.

bab

(ITITTTLY

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 123



EC-Council <€) codered

FROM EC-COUNCIL

53. This user will not be able to login subsequently, a Username or Password incorrect notification appears, as shown in the screenshot.

B e L T bt W

SIGN IN

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 124



EC-Council <€) codered

FROM EC-COUNCIL

54, This concludes the demonstration of implementing the centralized authentication mechanism using the AD Domain Controller as a
RADIUS server and pfSense device as a RADIUS client.

55. Close all open windows.

56. Turn off AD Domain Controller and PfSense Firewall virtual machines.
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