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SCENARIO

The recent trends in cyber security breaches illustrate that no system or network is immune to attacks. All organizations that store, transmit,
and handle data must enforce strong security mechanisms to continuously monitor their IT environment to identify the vulnerabilities and
resolve them before exploitation. It is important to understand the difference between a security threat and a vulnerability. Security threats are

incidents that have a negative impact on the organization’s IT infrastructure. Whereas vulnerabilities are security gaps or flaws in a system or
network that enable attacks, tempting hackers to exploit them.

Hence, security professionals must have the required knowledge of information security threatsand vulnerabilities to safeguard the organization’s
sensitive data against unauthorized access or theft.

OBJECTIVE

The objective of this lab is to provide expert knowledge about the information security threats and vulnerabilities. This includes knowledge of
the following tasks:

- Creating a trojan, virus, and worm to gain access to the target machine
- Monitoring user activities on a remote machine

- Finding vulnerabilities using exploit sites

OVERVIEW INTERRUPTED SESSIONS

A threat is the potential occurrence of an undesirable event that can eventually damage and disrupt the operational and functional activities of
an organization. A threat can be any type of entity or action performed on physical or intangible assets that can disrupt security. The existence
of threats may be accidental, intentional, or due to the impact of another action.

Avulnerability refers to a weakness in the design or implementation of a system that can be exploited to compromise the security of the system.
It is frequently a security loophole that enables an attacker to enter the system by bypassing user authentication.
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LAB TASKS

The recommended labs to assist you in learning various information security threats and vulnerabilities include the following:

Create a Trojan to Gain Access to the Target System Create a Virus to Infect the Target System

O User System Monitoring and Surveillance

Create a Worm using the Internet Worm Maker Thing using Spytech SpyAgent

Find Vulnerabilities on Exploit Sites

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISE 1: CREATE A TROJAN TO GAIN ACCESS TO THE TARGET SYSTEM

A computer Trojan is a program in which malicious or harmful code is packed inside an apparently harmless program or data.

LAB SCENARIO

A Trojan is wrapped within or attached to a legitimate program, implying that the program may have functionality that is not apparent to
the user. Furthermore, attackers use victims as unwitting intermediaries to attack others. They can use a victim’'s computer to commit illegal
Denial-of-service (DoS) attacks.

A compromised system can affect other systems on the network. Systems that transmit authentication credentials such as passwords over
shared networks in clear text or a trivially encrypted form are particularly vulnerable. If an intruder compromises a system on such a network,
they may be able to record usernames and passwords or other sensitive information. Additionally, a Trojan, depending on the actions it performs,
may falsely implicate a remote system as the source of an attack by spoofing, causing a liability to the remote system. Trojans enter a system
by means such as email attachments, downloads, and instant messages.

The lab tasks in this exercise demonstrate how easily hackers can gain access to the target systems in an organization and create a covert
communication channel for transferring sensitive data between the victim computer and the attacker.

OBJECTIVE

This lab demonstrates how to do create a Trojan Server using Theef RAT Trojan.

OVERVIEW OF TROJAN

Attackers use Remote Access Trojans (RATSs) to infect the target machine to gain administrative access. RATs help an attacker remotely access
the complete Graphical User Interface (GUI) of the victim’s computer and control without his/her awareness. They can perform screening and
camera capture, code execution, keylogging, file access, password sniffing, registry management, and other tasks. The Trojan infects victims
via phishing attacks and drive-by downloads and propagates through infected USB keys or networked drives. It can download and execute
additional malware, execute shell commands, read and write registry keys, capture screenshots, log keystrokes, and spy on webcames.

Theef is a RAT written in Delphi. It allows remote attackers access to the system via port 9871. Theef is a Windows-based application for both
client and server. The Theef server is a Trojan that can be installed on a target computer, and the Theef client is then used to control the Trojan.
Security professional can use the Theef Tool as a proof of concept to audit perimeter security controls in an organization.
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Note: The versions of the created client or host, as well as the appearance of its website, may differ from that of this lab. However, the actual

process of creating the server and the client is the same.

Note: Ensure that PfSense Firewall virtual machine is running.
1. Generally, an attacker might send a server executable to the victim machine and entice the victim into running it. In this lab, for

demonstration purposes, we are directly executing the file on the victim machine, Web Server virtual machine.
2. Turn on Admin Machine-1 and Web Server virtual machines.

3. Switch to the Web Server virtual machine.
4. In the Web Server virtual machine, log in with the credentials Administrator and admin@123.

R Administrator

R john
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5. Navigate to Z\CCT Module 01 Information Security Threats and Vulnerabilities\Remote Access Trojans (RAT)\Theef and double-click
Server210.exe to run the Trojan on the victim machine.

Note: If an Open File - Security Warning pop-up appears, click Run.

1| r—,ﬁ = Application Tools  Theef o
Home Share View Manage 0
- v <« CCT Module 01 Information Security Threats and Vulnerabilities Remote Access Trojans (RAT) > Theef v O Search Theef p
Name Date modified Type Size
3 Quick access
| cgiparam
B Deskto
R [&] client210
¥ Downloads & Editserver210
|%=| Documents ¢ [ Loggedkeys
| Pictures ¢ <] pass.dil
[ This PC 0 rEagime
-] Savedkeys
¥ Network %] Scanner.dll
Wl Server210
12| theef
[ upx
| zip.dll

Application extens

12 items 1 item selected 683 KB
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6. Now, switch to the Admin Machine-1 virtual machine and log in with the credentials Username: Admin and Password: Pa$$wOrd
(as an attacker).

Note: If the Welcome to Windows wizard appears, click Continue and in the Sign in with Microsoft wizard, click Cancel.

A Networks screen appears. Click Yes to allow the PC to be discoverable by other PCs and devices on the network.
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7. Navigate to Z\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote Access Trojans (RAT)\Theef and double-
click Client210.exe to access the victim machine remotely.

| f—f"‘ T | Manage Theef — X
Home Share View Application Tools e
<« v N <« Remote Access Trojans (RAT) > Theef v 0 Search Theef
Name . Date modified Type Size
3 Quick access - 2 v
| cgiparam Configuration sett..
W Desadop C?iepnt?_w
¥ Downloads & Editserver210
= Documents |=] Loggedkeys
CCT-Tools %] pass.dil
s New Volume (D:) -| readme
s New Volume (F:) ‘ij.‘ Savedkeys
B Videos %] Scanner.dll
. Server210
@ OneDrive L] theef
[ This PC I
J 3D Objects Bgpt
Desktop
"—;‘ Documents
4 Downloads
J\ Music
&= Pictures
B videos
ie Local Disk (C:)
s New Volume (D:)
s New Volume (F:)
2= New Volume (Z:)
¥ Network
12items  1item selected 522KB  State: & Shared E?{ =]
H L Type here to search i 3 . 24°C A Tl dg 31/:1115/;;\;1
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8. The Theef main window appears, as shown in the screenshot below.
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# Quick access

s New Volume (D:)
s New Volume (F:)

2= New Volume (Z:)

¥ Network

Share

Manage Tl

View Application Tools

Name

« Remote Access Trojans (RAT) > Theef

,

Date modified

Search Tt

giparam

Deskto,

. E Client210
¥ Downloads &4 Editserver210

=| Documents =] Loggedkeys

CCT-Teols %] pass.dll O Theefv.210
s New Volume (D:) | readme ‘Connect
s New Volume (F:) | Savedkeys
B Videos ] Scanner.dll (Bl10.0.0.12} > Port |6703 | FTP |2968
B Server210 :
@ OneDrive | theef Connect Disconnect
92 KB
[ This PC i 5
X % zip.dll 42 KB

J 3D Objects
[ Desktop

=| Documents
& Downloads

D Music
&=/ Pictures

E=g—t - T
B videos o ol i% 9 : §£ e ok @
: _ S I N B 8-
‘i Local Disk (C:)
Theefversion 2.10 01/November/2004

=

12items 1 item selected 522 KB

H L Type here to search
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9. Enter the IP address of the target machine (here, Web Server) in the IP field (10.10.1.16) and leave the Port and FTP fields set to default.
Click Connect.

T =] Manage Theef - o
Home Share View Application Tools 0
— ™ « Remote Access Trojans (RAT) > Theef v (4] Search Theef
Name Date modified Type Size
3 Quick access
1| cgiparam
[ Deskto
£ Client210
¥ Downloads 5‘5 Editserver210
|=] Documents 3| Loggedkeys
CCT-Tools | pass.dil O Theefv.2.10
s New Volume (D:) | readme “Connect
s New Volume (F:) | Savedkeys
Videos Bi: Scangerl P [10.104.16 ~| Port [6703 | Frp [2065 "]
Wl Server210 84 KB
@ OneDrive I theef Disconnect 1 KB
. [ 92 KB
[ This PC = PX 4
) ] zip.dil 48 KB
J 3D Objects
Desktop
|=| Documents
& Downloads
D Music
&= Pictures
B videos < g L 3 ; g [
) St AN / B
S 8 W B Ul @ W P
% Local Disk (C:) DD
Local options
= New Volume (D:)
s New Volume (F:)
2= New Volume (Z:)
=¥ Network
12items  1item selected 522KB  State: 3 Shared [ EE{ =
1:17 AM
b 28°C A
ﬂ L Type here to search & 2:c = e 51172001
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10. Now, from the Admin Machine-1virtual machine, a remote connection with the Web Server machine has been successfully established.
11. To view the computer’s information, click the Computer Information icon from the lower part of the window.

, = Manage
Home Share View Application Tocls 0
€ v B “ Remote Access Trojans (RAT) » Theef wi| & earch Theef
Mame Date maodified Type e
¥ Quick access
5| cgiparam KB
B Deskto
3 [ client210 KB
b
* Downloads ﬂ Editserver210 c2 2
2| Decuments Leggedkeys 2/12/2019.4:01 AM Text Document 1 KB
CCT-Tools | pass.dil T Theefv2 10 g 42 KE
o New Volume (D:) readme Connect
e Mew Volume (F:) Savedheys
B videos Scanner.dil P 10.10.1.16 «| Port 6703 | FTP 2068
B Serves2i0 A KE
@ OneDrive i3] theef Connect Disconnect KB
s
I This PC s [01:19:33] Attempting connection with 10.10.1.16
3D Object: | zip.dil [01:19:33] Connection establshed with 10.10.1.16
2 jects [01:19:23] Connection accepled
B Desktop [01:19:33] Connected bo transler port
=| Decuments
l— Downloads
B Music
- plctufcs — ——— — = ——— — T —
" P - r - T
i IR IR Y /
i S W R L@ N
o Local Disk (C:)
. Computer informaton =
- Mew Volume (D)
o= New Volume (F:)
s New Volume ()
¥ Metwork
12 items item selected 522KB  Stave: JR Shared -

= Vo 0 AM
H )D Type here to search i 24% 2 o1

Certified Cybersecurity Technician 12

Copyrights @ 2022 EC-Council International Ltd.



EC-Council <€) codered

FROM EC-COUNCIL

12. In Computer Information, PC Details, OS Info, Home, and Network can be viewed by clicking their respective buttons.
13. Here, for example, selecting PC Details reveals computer-related information.

Note: The Computer Information might differ when you perform the lab.

= Manage e
Home Share View Application Tools o
“— v 4 * Remote Access Trojans (RAT) » Theef v 0 earch Theef
Name Type ize
# Quick access
1| cgiparam it
I Desktop
Client210
* Detimlogts fa Editserver210
4| Documents A Loggedieys
CCT-Tools pass.dil T Theel w2 10 o) -
- Mew Volume (D:) readme Computer information
= New Volume (F:) Savedkeys 7
I Scanner.dil it _' e
B Videos Computer name; WEBSERVER
Wl server210 Registered organisation:
@ OneDrive theef Registered owner: Windows User
i Werkgroup: [Unknown]
Bl Thic PC ] upx Awailable memory. 1006 Mb of 2047 Mp
o zip.dil Processor. Genuinelntel intelS4 Family & Model 85 Stepping 7 (2110 Mhz}
§ 3D Objects Display res: 1024 x 768
Printer: [Unknown]
B Desktop Hird i
4| Documents C:\ (46 965 Wb of 81,417 Mb free)
# Downloads
B Music w1 PCDetails.  #| OShto i8 Home || % Network
&= | Pictures
o - e
o B ELY P L
i Sl HiB Y L o | #
i Local Disk (C:)
| Reply "PCDetails™ recefved.
- MNew Volume (D:)
== New Volume (F2)
= New Volume (Z:)
¥ Network
12 ttemns 1 tem selected 522 KB ‘Sfate:ﬁShered 22| o=

H P Type here to search
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14. Click the Spy icon to perform various operations on the target machine.
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v Manage
Home Share View Application Tools 0
— + <« Remote Access Trojans (RAT) » Theef v 0
- Date modified Trpe ze
o Quick access
| cgiparam et
Deskto,
- E & crient210 2 \pplicatio
4 Downloads ﬂfditsef\'er?.m e %
%] Documents Loggedkeys 1212209400 AM 0 Text Doc
CCT-Tools pass.dil o Theel vz 10 i
- MNew Volume (D) | readme Computer hfommaticn
Mew Volume (F:) Savedkeys
&, Mewr olummie (1 Seannerdll User name: Administrator
B Vvideos 5 Computer name: WEBSERVER
W Server210 Registerad nrganisation:
@ OneDrive le] theef Regigtered owner: Windows User
o Workgroup: [Unknoawn]
Bl Thic PC B upx Avaiable memory: 1006 Mb of 2047 Mb
: zip.dil Processor. Genuinelntel ine)d Family G Model 85 Stepping 7 (2110 Mhz}
J 3D Objects Display res: 1024 x 768
Printer; [Unknown]
B Desktop Hard drives:
%] Documents C:A (46,965 Wb of 81,417 MDb free)
& Downloads
B Music I PCDetsts  #]0Shfo | LS Home | ¥ Network
= Pictures
B videos J 1a S % i : ; e~ @
BN =g ey .y
g : s _‘)g ¥ [ S ‘ad sé 4 _Zb
e Local Disk (C)
Spy
e Mew Volume (D:)
- Mew Volume (F:)
= New Volume (Z2)
b Network
12 items 1 item selected 522 KB State: 3 Shared -
S} et 1:21 AM
H 2 Type here to search =} & 24c A~ Dde i
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15. You can perform various operations such as capture screens, log keys, view processes, view the task manager, use the webcam, and use
the microphone on the victim machine by selecting their respective options.
16. Here, for instance, selecting Task Manager displays the tasks running on the target machine.

= Manage
Home Share View Application Tools 9
L ad v “ Remcte Access Trojans (RAT) » Theef v 0 Search Theef
Mame Date modified Type Size
# Quick access
| cgiparam 212 b
[ Desktoy
i [& client210 12412
& Dowwrods £ tditserver210 1271
=] Documents Loggedkeys
CCT-Tools 7 pass.dll T Theerv2.10 EC
s New Volume (D:) | readme Computer Information
- New Velume (F) Savedkeys —
Scanner.dil e ALY
B Vvideos ! Computer name; WEBSERVER
W server210 Registered organisation: 4
& OneDrive B theet RAgistar-- = === 4= dmsiin the e
et Workgre Sereen Capture
[ This PC = Availabl Task Manager
zip.dil Process . el 85 Stepping 7 (2110 Mhz)
J 30 Objects ) Display Process Viewer
Printer. | Services
[ Desktop bt
2| Documents CA(48.5 Keylogger
& Downloads rehcam
D Music wh Passwords Home || % Network
) Remote Prompt
= Pictures
g z IM Chat Spy e
Videe: i 7 = [k
B ENCT e VY /
i Local Disk (C:)
C=Spyr =
= Mew Violume (D)
- New Volume (F)
sm New Velume (Z:)
¥ Network
12 items 1 itemn selected 522 KB State: aihaled RIS
; ] e 21 AM
R Type here to search f 24°C A Dy ptinin
. W [ 4
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17. In the Task Manager window, click the Refresh icon to obtain the list of running processes.
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i Quick access
B Desktop

‘ Downloads

= Documents

CCT-Tools

- MNew Violume (D)
- New Volume (F:)
B Videos

@ OneDrive

8 This PC
J 3D Objects
I Desitop
| Documents
& Downloads
B Music
= Pictures
B videos
ia Local Disk (C:)
- MNew Violume (D)
- New Volume (F:)
#m MNew Volume (Z:)

¥ Network

12 items

Share

State: @R Shared

View

Mame

cgiparam

@ Client210

ﬂ Editserver210

Loggedieys
pass.dil
readme
Savedkeys
Scanner.dll
W Server210
| theef
[ upx

zip.dll

H P Type here to search

# Remote Access Trojans (RAT) » Theef

-

Liate moditied

O Theefv210

Computer information
User nar Task Manager
Compute || Show hidden windows

Workgro, | Caption |

Ca=R.

pnearel| F=7 5 - VR0 - W 0 B=)

Hande |

Availab
Frocess
Display 1
Printer: |
Hard dri
CA46,9

110 Mhz)

work
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18. Select a process (task); click the Close window icon to end the task on the target machine.
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H £ Type here to search

Share View
- 1 “ Remote Access Trojans (RAT) » Theef v | O The
Name Date modified Fype Size
o Cuick access
cgiparam et B
B Deskto,
P Client210 212
¥ Downloads £ editserver210
| Documents | Loggedkeys
CCT-Tools pass.dll T Theelv210 2
- MNew Volume (D:) readme Computer Information
Vol s Savedkeys -
- MNew Violume (F:) R User nat Task Manager v B X
B Videos - i ; Compute | | Show hidden windows
Server210 Register = 57
@ OneDrive theef Register “" B ot B p B |
e Workgro, | Caption | Hande| | %
[ This PC el lb il Program Manager 85722 e
| zip.dil Process Theef 131502 110 Mhz) 48 KB
§ 3D Objects Display 1
Printer: [
I Desktop Hard dri
%] Documents CA (469
4 Downloads
J" Music - izl
= Pictures {
Videos ¥l i :Ti-’ L ' ﬁ o ok @
W ETIC R = AR - B, 18| =
e Local Disk (C:)
Reply "LisfTasks” received.
- MNew Volume (D2)
- MNew Velume (F:)
sm MNew Volume (Z:)
¥ Netwerk
12items  State: R Shared
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19. Close the Task Manager window.

Note: The tasks running in the task manager may vary in your lab environment.

20. From the Spy menu, click Keylogger to record the keystrokes made on the victim machine.
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21. The Keylogger pop-up appears; click the Start icon to read the keystrokes of the victim machine.

h Home Share View [7]

<« v. & < Remote Access Trojans (RAT) » Theef w B

-
Name Date modified Type

i Quick access

x| egiparam
Bl Deskto,
r E Client210 2 p 2
4 Downloads ﬂ Editserver210
%] Documents | Loggedkeys e ent :
CCT-Tools pass.dil T Theel vz 10 | 42 KE
- Mew Volume (D:) | readme Computer information
== Mew Violume (F) Savedkeys
5 a User nama: &dmmietatnr
B videos COMIEL Compe Keylogger x i
Wl Server210 Regist | B4 KB
@ OneDrive 5| theef Regist *
¢ Workg o
3 This PC Lt Avaia b
| zip.dil Proces 0 Mhz) 48 KB
J 3D Objects Displs
Printer
B Desktop Hard 4
5| Documents CA (48
4- Downloads
B Music % el
L RPlxzeaeaxe,
= Pictures I” |
B videos e T I B ‘fx. o0 ‘;Bg g
. o gy _!,E g wS) 'hg 'b
i Local Disk (C:)

=a Mew Volume (D:)
== Mew Volume (F:)

#m Mew Volume (Z:)

% Network

12 tbemns State: Bl Shared

H P Type here to search
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Note: If you are already logged into the Web Server machine, then skip to Step#23.
22. Switch to the Web Server virtual machine and log in with the credentials Administrator and admin@123.
Note: If a Shut Down Windows window appears click on Cancel.

23. Open a text document and enter some sensitive information.

24. Switch back to the attacker machine (Admin Machine-1) to view the recorded keystrokes of the victim machine in the Theef Keylogger

window.
. s e s gt gy © e -
Mame & Date modified Type Size
s Quick access
| cgiparam £t
Deskt:
B Desatop & Client210 :
¥ Downloads & editserver210 g
%| Documents | Loggedkeys 2 B
CCT-Tools | pass.dil G Theefv.2.10 S0 42 KB
- MNew Volume (D:) | readme Computer Information 4 KB
= New Volume (F:) Savedkeys e e E R E
B Videos | Scanner.dll = Keylogger [Started] X B
W Server210 Ragist The Account Number is {RIGHTHUPHLEFTHRIGHT}
@ OneDrive k] theef Reqgist 1256987421265 1 KB
i Workg Password is 56982347884 12s{CTRL} i
B This PC il i Avala e
. | zip.dil Proces 0 Mhz)
B 3D Objects Displa:
Printer
B Desktop Haidd
=| Documents CA(46
& Downloads
J Music * ok
pX2zBIIXeE,
| Pictures -
B e BN EIEY
e Local Dick (C:)
Computer information
= New Volume (D:)
- New Volume (F:)
g New Volume (Z:)
¥ Network
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25. Close the Theef Keylogger window.

26. Similarly, other details of the victim machine can be accessed by clicking on the various icons.
27. Close all open windows on both the Admin Machine-1and Web Server virtual machines.

28. Turn off Web Server virtual machine.
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EXERCISE 2: CREATE A VIRUS TO INFECT THE TARGET SYSTEM

A computer virus is a self-replicating program that reproduces its code by attaching copies of itself to other executable code and operates
without the knowledge or consent of the user.

LAB SCENARIO

Viruses are the scourge of modern computing. Computer viruses have the potential to wreak havoc on both businesses and personal computers.
The lifetime of a virus depends on its ability to reproduce. Therefore, attackers design virus code in such a manner that the virus replicates itself
n times, where n is a number specified by the attacker.

A security professional must have the required knowledge to create a virus and infect a machine in the local network to test the security
infrastructure.

OBJECTIVE

This lab demonstrates how to create a virus using the JPS Virus Maker Tool and Infect the Target System.

OVERVIEW OF TROJAN

Virus reproduces its own code while enclosing other executables, and spreads throughout the computer. Viruses can spread the infection by
damaging files in a file system. Some viruses reside in the memory and may infect programs through the boot sector. A virus can also be in an
encrypted form.

The JPS Virus Maker tool is used to create its own customized virus. This tool has many options for building that can be used to create a virus.
Some of the tool's features are auto-start, shutdown, disable security centre, lock mouse and keyboard, destroy protected storage, and terminate
windows. Security professional can use the JPS Virus Maker Tool as a proof of concept to audit perimeter security controls in an organization.
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Note: Before performing this task, take a snapshot of the AD Domain Controller virtual machine as the trojan will infect the machine.
a. In the VMware Workstation window, click AD Domain Controller in the left pane and click the Take a snapshot of this virtual machine ( )
icon, as shown in the screenshot.

(5 AD Domain Controller - VMware Workstation == O X
File Edit View VM Tabs Help P ~ 0 S [0Oa o

Libra X

. ,\ry {fy Home [C] AD Domain Controller »
)~ Type here to search v

T l_'|:] AD Domain Controller
b P> Power on this virtual machine A

[ Edit virtual machine settings

(3 Upgrade this virtual machine

¥ Devices
E=lMemory 2GB
{"¥Processors 2
=) Hard Disk (NVMe) 60 GB
(=) CD/DVD (SATA) Using unkno...
5 Network Adapter NAT
USB Controller Present

s Sound Card
[_1Display

¥ Description

ve here to enter a desc

riptio

n

Auto detect
Auto detect

of this virtual

» Virtual Machine Details

[l
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b. The AD Domain Controller - Take Snapshot pop-up appears; type a name for the snapshot in the Name field, leave the description field set
to default, and click Take Snapshot.

AD Domain Controller - Take Snapshot X

Taking a snapshot lets you preserve the state of the virtual
® machine so that you can return to the same state later.

Nome: | T

Description:

Take Snapshot Cancel
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Note: Ensure that PfSense Firewall and Admin Machine-1 virtual machines are running.

1. Turn on the AD Domain Controller virtual machine.
2. Switch to the Admin Machine-1 virtual machine. Navigate to Z\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\
Virus Maker\JPS Virus Maker and double-click JPS.exe.

Note: If an Open File - Security Warning pop-up appears, click Run.

3. The JPS (Virus Maker 4.0) window appears; check the Auto Startup checkbox.

<

codered
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h Home Share

« v i « Virus Maker »

o Quick access
B Desktop
& Downloads
%] Documents
- MNew Volume (D:)
- MNew Volume (F:)
B videos
@ OneDrive
B This PC
i 3D Objects
I Desktop
%] Documents
& Downloads
b Music
= Pictures
B Videos
‘e Local Disk (C3)
- Mew Volume (D:)
- MNew Volume (F:)

2= New Volume (Z)

¥ Network

Manage

View Application Tools

MName

71 )ps
| ReadMe

2items  1itemselected 144 MB  State: 38 Shared

H £ Type here to search

1PS Virus Maker

v O €
Date modified Type Size
IPS ( Virus Maker 4.0) HER

Virus Options :
Disable Registry
Disable MsConfig
Disable TaskManager
Disable Telegram
Disable Media Player
Disable Tnternet Explorer
Disable Time
Disable Group Policy
Disable Windows Explorer
Disable Notepad
Disable Wordpad

Disable Start Button
Disable DHCP Client

LogOff

Name After Install : fsvchost]

Hide Desktop Icons
Hide Run
Hide Taskbar
Hide Cursor
Swap Mouse Button
Remove Folder Options
Lock Mouse and Keyboard
Always Open CO_ROM
Turn Off Manitor
Crazy Mouse
Enable Remote Desktop
Destroy Cipboard
Lock Screen
Mute Sound
Remove Bluetooth
Remove Windows Themes
e Speed

Turn Off Windows Frewal
Turn Off Windows Defender
Run In System Mode

X Auto Startup

TurnOff Hibrinate |« | None
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4. The window displays various features and options that can be chosen while creating a virus file.
5. From Virus Options, check the options to embed in a new virus file.
6. In this lab, the options to embed in the virus file are Disable TaskManager, Disable Windows Update, Disable Control Panel, Disable Drives,

Hide Windows Clock, Hide Desktop Icons, Enable Remote Desktop, Remove Bluetooth, Turn Off Windows Firewall, Turn Off Windows
Defender, and Auto Startup.

| | = Manage A ] .
Home Share View Application Tools 2]

« v A 4 Virus Maker » JPS Virus Maker

Name Date modified Type Size
A Quick access

[ Desktop
& Downloads

71)p5
ReadMe

IPS ( Virus Maker 4.0 ) HE (e

Virus Options : KE
Disable Registry
%] Documents J Disable MsConfig
- Mew Violume (D) X! Disable TaskManager
sable Telegram
Disable Media Player
Disable Internet Explorer

- Mew Volume (F:)
B videos
@ OneDrive
& This PC
B 30 Objects i i Crazy Mouse
[ Desktop 0 x| Enable Remate Desktop
4| Documents
& Downloads
D Music
&= Pictures
B videos
e Local Disk (C:)
o= Mew Volume (D:)
- MNew Violume (F)
= New Volume (Z)

i Network

Restart LogOff

2items  1item selected 1.44MB  State: @& Shared

H 2 Type here to search
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7. Ensure that the None radio button is selected to specify the trigger event for the virus to start attacking the system after its creation.
8. Before clicking on Create Virus!, click the right arrow icon from the right-hand pane of the window to configure the virus options.

| s Manage -
Home Share View Application Tools o

L v <« Virus Maker > JPS Virus Maker v O
MName Date modified y
# Quick access
!DI E ™2 1ps IPS ( Virus Maker 4.0 ) ME (ke
eskto) .
P Readhe Virus Options : B
|
¥ Downloads Disable Registry
| Documents ¢ Disable MsConfig
- MNew Volume (D:) x | Disable TaskManager
Drsable Telegram
- Mew Volume (F:) Disable Media Player
B videos Disable Tnternet Explorer
Disable Time Swap Mouse Button
@ OneDrive Disable Group Policy e Folder Options
Disable Windo Lock Mouse and Keyboard
B8 This PC inakie Ahways Open CD_ROH
B 3D Objects . 3 Turn OFff Monitor
Crazy Mouse
I Desktop e tore % Enable Remote Desktop
4| Documents
; Disable Start Button
" Devnloads Disable DHCP Client
B Music Disable CMD
= Pictures x| Disable Windows Update
* | Disable Control Panel
B Vvideos
i Local Disk (C)
- Mew Volume (D:)
- Mew Volume (F:)
sm New Volume (Z:)
er.exe
¥ Metwork e e
Ziterns  1item selected 1.44MB  State: R Shared [=

n je Type here to search
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9. A Virus Options window appears, as shown in the screenshot below. 12. Ensure that the JPG Icon radio button is

10. Check the Change Windows Password option, and enter a password (here, selected under the Change Icon section. Ensure
Pa$$wOrd) in the text field. Check the Change Computer Name option, and type that the None radio button is selected in the
Test in the text field. lower part of the window.

11. You can even configure the virus to convert to a worm. To do this, check the Enable 13. After completing the selection of options, click
Convert to Worm checkbox, and provide a Worm Name (here, fedevi). For the worm the drop-down icon next to the Create Virus!
to self-replicate after a particular time, specify the time in seconds (here, 15s) in the button and select x86(32Bit). Click Create Virus!
Copy After field.

= Manage A
h Home Share View Application Tools 0
€ v « Virus Maker » JPS Virus Maker v O { s Make
MName 8 Date modified Type Size
# Quick access
B Desktop r_f,ﬂpde : IPS ( Virus Maker 4.0 ) !m hrs
& Downloads il et Oplon> -
; . Change windons Passnord
| Documents
» Change Computer Name :
e e Close Custom Window : Windo Qe
o NewNohime (7] Disable Custom Service :
8 Mk Cloge Custom Process ;
@ OneDrive Open Custom Website :
[98 This PC Run Custom Command :
_ 3D Objects X Enable Convert to Worm
[ Desktop \Worm Mame : Copy After : Sec's
o 'ocuments (—
b . Enable Convert to Backdoor
W Dodnlasts Port : Use: Telnet exe [Téget ] [Port]
I Music
Enable Convert to Logical Bomb
&/ Pictures Activate Tme : ENESHENREES
B videos

Change Icon Flash Icon BMP Icon Rar Icon

& Local Disk (C) None Icon POF Icon Doc Icon Setup Icon
= New Velume (D7) Love « ) IPG Ieon Help Tcon MSI Icon
= New Volume (F)

Restart LegOff TurnOff Hibrinate| (| None
2m New Volume (Z:)

Metwork —————— e
T e

2items  1item selected 1.44MB  State: 3& Shared

£ Type here to search i L e | W 11C A Dde -
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14. A Virus Created Successful! pop-up appears; click OK.

T Manage
Home Share View Application Tools

L2]
— i <€ Virus Maker » JPS Virus Maker v | O .
Name Date medified Type Size
o Quick access
72 )ps
I Deskto; 4 n
2 ReadMe
‘ Downloads B Sarver
| Documents 4
- New Volume (D)
Close Custom Window :
a New Volume (F;)
Disable Custom Service :
B videos
@& Onelrive
B This PC
B 30 Objects
I Desktop
] Documents
¥ Downloads
D Music
= Pictures
Videos
i . Change Icon Flashicon | BMPIcon R Tre
‘i Local Disk (C) None Icon POF Icon Doc Icon Setup Icon
- New Volume (D:) Love PG Tcon MSI Icon
- New Volume (F:)
Restart LogOff Hibrinate = None
#m New Volume (Z:)
Name After Ingtall : Bl TS hdl Server Name : SRR
¥ Network T R T S e I
o X
3 itemns 1 itern selected 1.44 MB Sta?e:asha!eri = ~
H AP Type here to search :
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15. The newly created virus (server) is placed automatically in the folder where jps.exe is located, but with the name Server.exe. Navigate to
Z:\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Virus Maker\JPS Virus Maker and observe that the newly
created virus with the name Server.exe is available at the specified location.

/] s Manage IPS Virus Maker — X
Home Share View Application Tools o

<« v e <« Virus Maker > JPS Virus Maker v O Search JPS Virus Maker
A
MName Date modified Type Size

o Quick access

B Deckt 7 ps 0KB

eskto

P ReadMe 2 KB

& Downloads = Server AM SKB
%| Documents

= New Volume (D3)
= New Volume (F:)
B videos

@ OneDrive

[ This PC
J 3D Objects
[ Desktop

%| Documents

& Downloads
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16. Now, pack this virus with a binder or virus packager and send it to the victim machine through email, chat, a mapped network drive, or
other method.

17. In this task, we are using a mapped network drive to share the virus file to the victim machine. Assume that you are a victim and that
you have received this file.

18. Switch to the AD Domain Controller to virtual machine, log in with credentials CCT\Administrator and admin@123.

Note: Here, we are logging into the machine as a victim.

Networks screen appears, click Yes to allow your PC to be discoverable by other PCs and devices on the network.

e iy

CCMAdministrator
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19. Navigate to Z\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Virus Maker\JPS Virus Maker and double-click
the Server.exe file to execute the virus.

Manage JPS Virus Maker
are View Application Tools
This PC » CCT-Tools (LADMIN-MACHINE-1) (Z:) » CCT Module 01 Information Security Threats and Vulnerabilities » Virus Maker = JPS Virus Maker ~ &
lame Date modified Type
/2 )P5
ReadMe
& Server £/11/2021 3:27 AM Application
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20. Once you have executed the virus, the Desktop screen becomes blank, indicating that the virus has infected the system, as shown in the
screenshot below.
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21. Surprised by the system behaviour, the victim (you) attempts to fix the machine by restarting it. Once the machine has rebooted,
attempt to log in to the machine with the provided Username and Password. You should receive the following error message, “The
password is incorrect. Try again.”

22. Log in with the credentials CCT\Administrator and admin@123.

———

CCMAdministrator

The password s incormect. Try again.

=]
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23. Now, login with the password that was provided at the time of virus creation (i.e., Pa$$wO0rd). You should be able to log in to the machine
with the new password.

CCMAdministrator
-
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24. Now, attempt to open Task Manager. Observe that an error pop-up appears. Click OK.
Note: To open Task Manager, type task manager in Type here to search field and select Task Manager application.

Task Manager

Q Task Manager has been disabled by your administrator
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25. A similar error is displayed for all the applications that are disabled by the virus.

26. Turn off Admin Machine-1 and AD Domain Controller virtual machines.
27. Now, before going to the next task, click the Revert this virtual machine to snapshot: (Saved snapshot) icon to revert the machine to its
initial state (before running trojan).

5

File Edit View VM Tebs Help P ~ Ol [0 8 o
Libra X
y {1 Home (] AD Domain Controller (] web Server
£ Type here to search v
= T My Compute |[C] AD Domain Controller
@ AD Domain Controller
P> Power on this virtual machine A J— |
A
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28. The VMware Workstation pop-up appears, stating that, By restoring this snapshot, the current state will be lost; click Yes.
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EXERCISE 3: CREATE A WORM USING THE INTERNET WORM MAKER THING

Computer worms are standalone malicious programs that replicate, execute, and spread across network connections independently without
human intervention.

LAB SCENARIO

Worms are a subtype of viruses. A worm does not require a host to replicate; however, in some cases, the worm’s host machine is also infected.
Initially, black hat professionals treated worms as a mainframe problem. Later, with the introduction of the Internet, they mainly focused on and
targeted Windows OS using the same worms by sharing them in via e-mail, IRC, and other network functions. Attackers use worm payloads to
install backdoors on infected computers, which turns them into zombies and creates a botnet.

This lab demonstrates how easily an attacker can create a worm. A security professional can use Internet Worm Maker Thing as a proof of
concept to audit perimeter security controls in the organization.

OBJECTIVE

This lab demonstrates how to create a worm using Internet Worm Maker Thing.

OVERVIEW OF WORM MAKERS

Worm makers are tools that are used to create and customize computer worms to perform malicious tasks. These worms, once created, spread
independently over networks and poison entire networks. With the help of pre-defined options in the worm makers, a worm can be designed
according to the task it is intended to execute.

Internet Worm Maker Thing is an open-source tool used to create worms that can infect a victim'’s drives and files, show messages, disable

antivirus software, etc. This tool comes with a compiler that can easily convert your batch virus into an executable to evade antivirus software
or for any other purpose.
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Note: Ensure that PfSense Firewall virtual machine is running.
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1. Turn on the Web Server virtual machine and log in with the credentials Administrator and admin@123.

Note: The Networks screen appears. Click Yes to allow the PC to be discoverable by other PCs and devices on the network.
2. To launch Internet Worm Maker Thing, navigate to Z:\CCT Module 01 Information Security Threats and Vulnerabilities\Worm Maker\Internet
Worm Maker Thing, and double-click the Generator.exe file. The main window of Internet Worm Maker Thing appears, as shown in the

screenshot below.

Note: If an Open File - Security Warning pop-up appears, click Run.

File Home
B

= . A
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Share

o Quick access
B Desktop ¢

« Worm Maker

View Manage

Name

Compile To Exe

Plugins
& Downloads @ Generator
| Documents o | History
& Pictures i lech
S Bl Readme
Il Desktop

» Internet Worm Maker Thing

Date modified

<
C
©

'a Internet Worm Maker Thing :- Version 4.00 :- Public Edition

INTERNET WORM MAKER. THING V4

Worm hiame: "f"""“’g’ [~ Change Homepage I~ Print Message I~ Change Date [ Expleit Windonws
" Activate Payloads On Date - _— Admin Lockout Bug
URL: r DD MM oYY
= Day: 7 [~ Blue Screen Of Death
Author: = [~ Disable System Restore S
hd gl 1§
™ Disable Windows Security
P [ Change NOD32 Text [ Play a Sound [~ Infect Bat Fies
Version: oYRc A » I Disable Norton Security Title: I R
’— [— R: y Activate Paylo - 18l Norton Script el ,7 [~ Infect Vbs Files
: Chance of activating payloads: [~ pisable Macro Security I Loop Sound I™ Infect Vbe Files
i Message:
] | CHANCE [~ Disable Run Commnd . I™ Hide Desktop Fbae
¥ Indude [C] Notice [~ Hide All Drives |'|: D‘Wmle S}NV::WH W—I = Rmemwemalwe [~ Hide Virus Fles
: Logo) I~ OutlookFun1_? ;
Output Path: I+ Dustie Tk Manage I Disable Windows Update o I Dhie Wndows Plugis
A [~ Disable Keybord [~ No Search Command : I Corrupt Antivirus
[~ Custom Code
[~ Compile To EXE Support I™ Disable Mouse rf: Swan‘MotseBunm = : > e
[ Message Box = Open Webpage ler Name: Nama:
; 1:
Spreading Options Title: ,7
Startup: [~ Mute Speakers
[~ Change Drive Icon
T
[ GlbalReghstry Starbp . g Bl I Delete 2 Fie DU, EXE,ICO: Index:
Text:
I IHoctRegkty Stactm ¥ = Path: CiWindowsiol |1
[~ winlogon Shell Hook ’ L
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3. Enter a Worm name, author, version, message and output path for the created worm. Click the Compile To EXE Support checkbox, under

the Worm Name section and English Startup under Startup section.
Note: We have entered JB Worm in the Worm Name field, and Jason in the Author field, 4.0 in the Version field, Your System is Hacked in the
Message field and C:\\ in the Output Path.
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Worm Name:

Author:

Version:

Fop

Message:

W Indude [C] Motice
Output Path:

[C:\

¥ Compile To EXE Support

Spreading Options i
Startup:
[ Global Registry Startup
[~ Local Registry Startup
[~ Windogon Shell Hook
[ Start As Service
W En
[ German Startup
[~ Spanish Startup
[ French Startup
[~ Italian Startup

INTERNET WORM MAKER THING V4

Payloads:

" Activate Payloads On Date

— —

OR

¢ Randomly Activate Payloads
Chance of activating payioads:

1IN CHANCE

[~ Hide All Drives

[~ Disable Task Manager
I™ Disable Keybord

[™ Disable Mouse

[~ Message Box

Tithe:

[~ Disable Regedit

[" Disable Explorer.exe
[~ Change Reg Owner
Owmer:

—

[~ Change Reg Organisation

Organisation:

e

[~ Change Homepage
URL:

e

[~ Disable Windows Security
[~ Disable Norton Security

™ Uninstall Norton Script Blodkdng
[~ Disable Macro Security

[~ Disable Run Commnd

[ Disable Shutdown

[~ Disable Logoff

[~ Disable Windows Update

[~ No Search Command

[~ Swap Mouse Buttons

[~ Open Webpage

URL:

[T Change IE Title Bar
Text:

[~ Change Win Media Player Txt
Text:

[~ Open Cd Drives

™ Lodk Workstation

[~ Download File MQ(E?I
URL:

Save As:

—

™ Execute Downloaded

[~ Print Message

[~ Disable System Restore
[~ Change NOD32 Text
Title:

Message:

[~ Outiook Fun1 _?
URL:

——

Sender Name:

™ Mute Speakers
I~ Delete a Fie
Path:

[ Delete a Folder
Path

I~ Change Wallpaper
Path Or URL:

—

[T CPU Maonster
[T Change Time

-

[~ Change Date

oo MM ¥Y
[T F |
[~ Play a Sound

——

™ Loop Sound
[~ Hide Desktop

Disable Malware
Remave

Disable Windows
File Protection

[T Corrupt Antivirus

r Change Computer
MName

—

[~ Change Drive Icon
DLL, EXE, ICO:

™ Add To Context Menu
[~ Change Clock Text
Text (Max 8 Chars):

r 2|
[T Keyboard Disco

[~ Add To Favorites
Name:

URL:

—
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Index:

C:\Windows\NOT |1

r Exploit Windows
Admin Lockout Bug

[ Blue Screen Of Death
Infection Options:

[T InfectBatFies

-

-

Extras:

[ Hide Virus Files

Plugins

[~ Custom Code

If You Liked This Program Please
Visit Me On

hittp:/fxirusteam. fallennetwork. com
If You Know Anything About VBS
Programming Help Support This
Project By Making A Plugin (See
Readme). Thanks.

Control Panel

Generate Worm

About Me
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4. Select the Activate Payloads On Date radio button, under Payloads; and enter the Chance of activating payloads value of 5. Select the Hide

All Drives, Disable Task Manager, Disable Keyboard, Disable Mouse, and Message Box checkboxes.

Enter a Title and a Message, and select Information from the Icon drop-down list. Select the Disable Regedit, Disable Explorer.exe and Change

Reg Owner checkboxes.

<
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Type the name in the Owner field here Jason, check Change Reg Organisation and type Jason in the Organisation field.
Note: In this lab we have entered Hacked in the Title field, and Your System is Hacked in the Message field
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Worm Name:
T
Author:
Poson
Version:

F-F
Message:

¥ Indude [C] Notice
Output Path:
,c;\i

¥ Compile To EXE Support

Spreading Options |
Startup:
™ Global Registry Startup
[ Local Registry Startup
I~ Winlogon Shell Hook
[~ Start As Service
[¥ English Startup
[~ German Startup
I~ Spanish Startup
™ French Startup
I Italian Startup

INTERNET WORM MAKER THING V4

Payloads:
i* Activate Payloads On Date
Day:
:]'

OR
" Randomly Activate Payloads
Chance of activating payloads:
1IN |5 CHANCE
[v Hide All Drives
[V Disable Task Manager
[v Disable Keybord
[V Disable Mouse
¥ Message Box
Title:
[recked
Message:
Tcon:
[ Disable Regedit
[¥ Disable Explorer.exe
¥ Change Reg Owner
Owner:
fason

¥ Change Reg Organisation
Organisation:
[ason]

[T Change Homepage

URL:
-
[~ Disable Windows Security
[ Disable Norton Security
I Uninstall Norton Saript Blocking
[~ Disable Macro Security
[~ Disable Run Commnd
[~ Disable Shutdown
[~ Disable Logoff
[~ Disable Windows Update
[~ No Search Command
[~ Swap Mouse Buttons
[~ Open Webpage
URL:

™ Change IE Title Bar
Text:

—

[T Change Win Media Player Txt
Text:

—

™ Open Cd Drives
I Lock Workstation

I~ Download File  More?
URL:

—

Save As:

™ Execute Downloaded

I~ Print Message

—

[~ Change Date
DD MM Y

[~ Disable System Restore ,_ ’—

[~ Change NOD32 Text
Title:

[

Message:

_—

[ OutiookFun1_? |

[~ Delete a Folder
Path

™ Change Walipaper
Path Or LRL:

——

[~ CPU Monster
[~ Change Time

-

I~ Play a Sound

—

™ Loop Sound
[~ Hide Desktop

[~ Disable Malware
Remove

— Disable Windows
File Protection

I~ Corrupt Anthvirus

r Change Computer
Name

—

[~ Change Drive Icon
DLL, EXE, ICO:
IC: Windows\NOT
[~ Add To Context Menu
[~ Change Clock Text
Text (Max 8 Chars):

= 5]
™ Keyboard Disco

[~ Add To Favorites
Name:

URL:

I
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Index:

B

r Exploit Windows
Adrmin Lockout Bug

™ Blue Screen Of Death
Infection Options:

[ Infect Bat Fies

-

-

Extras:
[~ Hide Virus Files

e

™ Custom Code

If You Liked This Program Please
Visit Me On

http:/pdrusteam. fallennetwork.com
If You Know Anything About VBS
Programming Help Support This
Project By Making A Plugin (See
Readme). Thanks.

Control Panel

Generate Worm j

About Me
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5. Select the Change Homepage checkbox, and type http://mwww.moviescope.com in both URL fields. Select the Disable Windows Security,

Disable Norton Security, Uninstall Norton Script Blocking, Disable Macro Security, Disable Run Command, Disable Shutdown, Disable Logoff,

Disable Windows Update, No Search Command, Swap Mouse Buttons, and Open Webpage checkboxes.
Select the Change IE Title Bar, Change Win Media Player Txt, Open Cd Drives, Lock Workstation and Download File checkboxes.

Worm Name:

Author:

Jason

Version:
Fof
Message:

¥ Indude [C] Notice
Output Path:

V¥ Compde To EXE Suppart

Spreading Options
Startup:
[~ Global Registry Startup
[ Local Registry Startup
I~ Winlogon Shell Hook
[~ Start As Service
¥ English Startup
[~ German Startup
I~ Spanish Startup
[~ French Startup
[~ Italian Startup

INTERNET WORM MAKER THING V4

Payloads:
* Activate Payloads On Date
Day:
j‘
OR

(" Randomly Activate Payloads
Chance of activating payioads:
1IN |5 CHANCE

[¥ Hide All Drives

[V Disable Task Manager

[¥ Disable Keybord

[V Disable Mouse

¥ Message Box

Tcon:

[V Disable Regedit

[¥ Disable Explorer.exe
¥ Change Reg Owner
Owner:

Jasan

[# Change Reg Organisation
Organisation:
Jason

¥ Change Homepage
URL:

W Disable windows Security

v Disable Morton Security

W Uninstall Norton Saipt Blodking

[¥ Disable Macro Security
¥ Disable Run Commnd
[V Disable Shutdown

[¥ Disable Logoff

fv Disable Windows Update
W No Search Command
¥ Swap Mouse Buttons
W ©Open Webpage

URL:

[Www . moviescope.com
[V Changs IE Title Bar
Text:

—

[V Change Win Media Player Txt
Text:

——

[¥ Open Cd Drives
¥ Lock Workstation

MD!G?F
URL:
’7

Save As:

pei—

™ Execute Downloaded

[~ Print Message

[r—t

[ Disable System Restore [_ l_

[~ Change NOD32 Text
Tithe:
Message:

I~ OutiookFun1_? |

[~ Mute Speakers
[~ Delete aFie
Path:

-

[~ Delete a Folder
Path

—

[ Change Wallpaper
Path Or URL:

—

™ CPU Monster

[~ Change Time

-

[ Change Date
(28] MM YY

— Exploit Windows
Admin Lodkout Bug

[~ Blue Sareen Of Death

Infection Options:
13y a Sound [~ InfectBat Files
— r
™ Loop Sound r
™" t8de Desitop Extras:

Disable Malvare

[ Hide Virus Files

Plugins

[~ Custom Code

Remove

r Disable Windows
File Protection

™ Cocrupt Antivirus
r Change Computer
Name

—

[ Change Drive Icon

DLL, EXE, ICO: Index:
[ Add To Context Meru
I~ Change Clock Text

If You Liked This Program Please
Visit Me On

hitp: ffxirusteam. fallennetwork.com
If You Know Anything About VBS

Text (Max 8 Chars): Programming Help Support This
Praject By Making A Plugin (See
Readme). Thanks.
3
I J Control Panel
I~ Keyboard Disco
I AddTo Favorites Generate Worm
Name:
About Me
URL.
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6. Select the Print Message, Disable System Restore, and Change NOD32 Text checkboxes. Enter a Title and a Message in their respective

fields. Enter the URL as http://www.moviescope.com and Sender Name as Jason. Select the Mute Speakers, Delete a File, Delete a Folder,
Change Wallpaper, and CPU Monster checkboxes. Select the Change Time checkbox, and enter a time in the Hour and Min fields.
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WWorm Mame:

JB Worm

Version:
F-p
Message:

Your System is Hacke

[V Indude [C] Notice
QOutput Path:
C:\

[V Compile To EXE Support

Spreading Options

Startup:

™ Global Registry Startup
[~ Local Registry Startup
I wirdogon Shell Hook
[~ Start As Service

[V Englich Startup

[ German Startup

[~ Spanish Startup

[~ French Startup

[~ Italian Startup

INTERNET WORM MAKER. THING V4

Payloads:

(* Activate Payloads On Date

Day:
| —

OR

" Randomly Activate Payloads
Chance of activating payloads:

1IN |5 CHANCE
|v Hide Al Drives

[V Disable Task Manager
[ Disable Keybord

¥ Disable Mouse

¥ Message Box

Title:
faded
Message:

Tcon:

[¥ Disable Regedit

[¥ Disable Explorer.exe
[¥ Change Reg Owner

Owmer:

Jason

[ Change Reg Organisation

Organisation:

Jason

[¥ Change Homepage
URL:

WWW . MOVIESCOPE. COM

[ Disable Windows Security
[V Disable Norton Security
¥ Uninstall Norton Script Bloddng
[v Disable Macro Security
[ Disable Run Commnd
[¥ Disable Shutdown
[V Disable Logoff
[V Disable Windows Update
¥ No Search Command
[¥ Swap Mouse Buttons
¥ Open Webpage

URL:

veww. moviescope. com

[¥ Change IE Title Bar
Text:

[V Change Win Media Player Txt
Text:

[ —

[¥ Open Cd Drives

¥ Lock Workstation

[V Download Fie Mo,e_:'r
URL:

Save As:

-

[™ Execute Downloaded

¥ Print Message

|

¥ Disable System Restore
¥ Change NOD32 Text

{fou System is Hacked
I~ Outlook Fun 1 _?
URL:
'Hv.-a-w.monescooe,com

Sender Name:

|32son

¥ Mute Speakers

¥ Delete a Fie
Path:

[ Delete a Folder
Path

¥ Change Wallpaper
Path Or URL:

¥ CPUMonster

¥ Change Time

Hour Min
s

[~ Change Date
Do (L] bid

[ |

™ Play a Sound

p—

I~ Loop Sound
[~ Hide Desktop

[~ Disable Malware
Remove

[~ Disable Windows
File Protection

[~ Corrupt Antivirus

r Change Computer
Name:

—

[~ Change Drive Icon

DLL, EXE, ICO: Index:
[E \WindowsWO1 |1
'

[~ Add To Context Menu
[~ Change Clock Text
Text (Max 8 Chars):
r_...__....._._.__

r |
[~ Keyboard Disco

[~ Add To Favorites
Name:

—

URL:

—
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7. Select the Change Date checkbox, and enter a date in the DD, MM, and YY fields. Select the Loop Sound, Hide Desktop, Disable Malware

Remove, Disable Windows File Protection, Corrupt Antivirus, and Change Computer Name checkboxes. Select the Change Drive Icon, Add To
Context Menu, Change Clock Text, Keyboard Disco, and Add To Favorites checkboxes.
Select the Exploit Windows Admin Lockout Bug and Blue Screen of Death checkboxes. Select the Infect Bat Files checkbox, under Infection
Options. Select the Hide Virus Files checkbox, under Extras. Click Generate Worm, under Control Panel.
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Worm MName:

Author:
—
Version:
FF
Message:

W Indude [C] Notice
Output Path:

¥ Compie To EXE Support

Spreading Options

Startup:

[~ Global Registry Startup
[ Local Registry Startup
I~ Winlogon Shell Hook

[~ Start As Service

¥ English Startup

[~ German Startup

[~ Spanish Startup

[~ French Startup

[T Italian Startup

INTERNET WORM MAKER THING V4

Payloads:

{¥ Activate Payloads On Date

-

OR

(" Randomly Activate Payloads
Chance of activating payloads:

1IN |5 CHANCE
[V Hide All Drives

[ Disable Task Manager
[V Disable Keybord

[V Disable Mouse

[ Message Box

Title:

foced |
Message:

Icon:

[ Disable Regedit
[¥ Disable Explorer.exe
[¥ Change Reg Owner

Owmner:

Poson

[¥ Change Reg Organisation

Organisation:

Jason

[V Change Homepage

URL:
WWW.mowviescope.com
[ Disable Windows Security

[V Disable Norton Sequwity

[V Uninstall Norton Saript Blodking

[¥ Disable Macro Security

[¥ Disable Run Commnd

[ Disable Shutdown

[V Disable Logoff

[ Disable Windows Update

v Mo Search Command

[V Swap Mouse Buttons

[¥ Open Webpage

URL:
www.moviescope , com
¥ Change IE Title Bar
Text:

—

[¥ Change Win Media Player Txt
Text:

—

¥ ©Open Cd Drives
¥ Lock Workstation

¥ Download Fle  more?
URL:

—

Save As:

™ Execute Downloaded

[V Print Message

—

[V Change Date
DD MM oYY

[V Disable SystemRestore [11 [0 [21

[¥ Change NOD32 Text
Tithe:
{Hadked

Message:
Jron’ System is Hacked

[~ OutlookFun1_? |
URL:

Sender Name:
poson
¥ Mute Speakers

¥ Delete a Fie

Path:
]—

v Delete a Folder

Path

—

[V Change Wallpaper
Path Or URL:

—

¥ CPU Monster
[V Change Time

Hour Min
o

[~ Play a Sound

—

¥ Loop Sound
[# Hide Desktop

f# Disable Malware
Remove

Disable Windows
L2 File Protection

W Corrupt Antivirus
Change Computer
~ Name

[ Change Drive Icon

DLL, BXE, ICO: Index:

[ Add To Context Menu
[+ Change Clock Text
Text (Max 8 Chars):
,7
[= |
v Keyboard Disco

[ Add To Faverites
Name:

-

URL:

—
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8. Once the worm is successfully created, an Information! dialog box appears. Click OK to close the pop-up.
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Worm Name:

Author:
—
Version:

e
Message:

[¥ Indude [C] Notice
Output Path:
"::\7

[¥ Compile To EXE Support

Spreading Options

Startup:

I~ Global Registry Startup
[~ Local Registry Startup
[ Winlogon Shell Hook
[T start As Service

[¥ English Startup

I German Startup
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[~ French Startup
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INTERNET WORM MAKER THING
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[ Disable Explorer.exe ¥ Open Cd Drives
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[V Download Fie MD,E,]
URL:

—

Save As:

[~ Execute Downloaded

Path Or URL:
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[¥ Change Time
Hour Min
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[V Keyboard Disco
[V Add To Faverites
Name:

—

URL:

—_—

Exploit Windows
~ Admin Lockout Bug

[¥ Blue Screen Of Death
Infection Options:

[V Infect Bat Files

r

r

Extras:

[V Hide Virus Files

Plugins

[~ Custom Code

If You Liked This Program Please
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9. The created worm.vbs file is saved to the output path provided, while configuring Internet Worm Maker Thing. In this lab, the worm is saved
to the location C.\.

Note: In this manner, attackers might craft worms using any of the above options and send them to their targets. When the victim runs the
worm, the options configured in the worm start acting upon the victim’s machine and might also affect its performance.

Home Share View Manage (7]

« . 4 . » ThisPC » Local Disk(C3) » vl

o

Name Size

o Quick access

D FTPSit
I Desktop % e :
inetpub
wil .
¥ Downloads Internal Files
| Documents PerfLogs
&=/ Pictures Program Files
B This PC Program Files (x86)
= sQLa0g
oo Users
4 Documents Windows
& Downloads 2| AVScanner
J\ Music ij worm
& Pictures
B Videos

‘wm Local Disk (C:)
= CCT-Tools (AADMI

o Metwork

1Mitems  1item selected 13.4KB |Ee =
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10. On completion of the lab, close all the windows.

11. Turn off the Web Server virtual machine.
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EXERCISE 4: USERSYSTEM MONITORING AND SURVEILLANCE USINGSPYTECH
SPYAGENT

Spytech SpyAgent is a powerful computer spy software that allows monitoring all user activity on a computer—in complete stealth mode.

LAB SCENARIO

Spyware is stealthy computer monitoring software that allows you to secretly record all the user activities on a target computer. It automatically
delivers logs to the remote attacker using the Internet (via email, FTP, command and control through encrypted traffic, HTTP, DNS, etc.). The
delivery logs include information about all areas of the system, such as emails sent, websites visited, every keystroke (including logins/passwords
for Gmail, Facebook, Twitter, LinkedIn, etc.), file operations, and online chat conversations. It also takes screenshots at set intervals, just like a
surveillance camera aimed at the computer monitor.

OBJECTIVE

This lab demonstrates how to perform user system monitoring and surveillance using Spytech SpyAgent.

OVERVIEW OF SPYTECH SPYAGENT

SpyAgent provides a large array of essential computer monitoring features as well as website, application, and chat-client blocking, lockdown
scheduling, and the remote delivery of logs via email or File Transfer Protocol (FTP).
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Note: Here, we will use AD Domain Controller as the host machine and Web Server as the target machine. We will first establish a remote
connection with the target machine and later install the keylogger spyware (Here, Spyware SpyAgent) to capture keystrokes and monitor the
other activities of the user.

Note: Ensure that PfSense Firewall virtual machine is running.

1. Turn on the AD Domain Controller and Web Server virtual machines.

2. In the AD Domain Controller virtual machine, log in with the credentials CCT\Administrator and admin@123.

Note: A Networks screen appears, click Yes to allow the PC to be discoverable by other PCs and devices on the network.

3. Click the Type here to search icon at the bottom of the Desktop and type Remote Desktop Connection. Click Remote Desktop Connection

from the results.

- I R Filtars "
Best match

A Remote Desktop Connection
" Deskaop app

Settings

ff  Allow Remote Desktop connections oaly from computers with Metwork Level Authentication

£ Remote Desktop Connection|
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4. The Remote Desktop Connection window appears. Click on Show Options.

% Remocte Desktop Connection

Remote Desktop
Connection

Usernams:  None specifiad

The computer name field is blank, Enter a full remofe compuber
i

> Show Qptions
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5. In the next window under the Computer field, type the target system’s IP address (here, 10.10.1.16 [IP address of Web Server]) and in the User
name field enter John and click Connect.

B, Remete Desktop Connection

Remote Desktop
> Connection

Genersl Display  Local Fescurces  Experience  Advanced
Logon settings
.L Enterthe name of the remote computer.
Computer 10.10.1.16
Username: | Jahn|

You will be asked for credantials when you cornect

[ Miew me 1o save credentials

Connection settings

Save the cument connection settings to an ROP file or open &
saved connection

Save Save A Open

[ Coreet || e
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6. The Windows Security pop-up appears. Enter user@123 as the Password and click OK.

L Remote Desktop
+ Connection

Gerersl Displsy Local Resources  Epenence  Advanced
Windews Security
Enter your credentials
These credentials will be used to connect to 10.10.1.16.

CCTJohn

c-sa-.aql

[[] Remember me
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7. A Remote Desktop Connection window appears. Click Yes.

| r The identity of the remote computer cannot be verified. Do
'\_) you wani to connect anyway?

Thee resnote computer sould not be authentizated due b problems. with s
securty codficate. & may be unsafe to procesd
Centficate name

Ll Name i the cetiicate from the remote computer:
Wb Server

Cenificate ems

The following emors wene encountensd while walidating the nemote
computers centficate:

1y The cerificate is not from a trusted cetifing authorty

Do you want to connect desplte these centificate emon ?

] Dont ask me again for connections to this computer

=== =
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Note: The target machine cannot be accessed remotely if it is off. Access is possible only when the machine is turned on.

8. A Remote Desktop Connection is successfully established.
Note: If a Server Manager window appears, close it.

9. Minimize Remote Desktop Connection.
10. Navigate to Z\CCT Module 01 Information Security Threats and Vulnerabilities\General Spyware and copy the Spytech SpyAgent folder.

| v | General Spyware
Home Share View

&« v 4 » This PC s CCT-Tooks PAADMIN-MACHINE-T) (Z] » CCT Module 01 Information Security Threats and Vulnersbilities » General Spyware »

A Cuick pecess
h 5 t 2021 10:45PM  File folder
B Oeskiop Spytech Spyfigen L

& Downloads
i Documents

= Pictures

O This PC

o Metwork
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11. Switch to the Remote Desktop Connection window and paste the Spytech SpyAgent folder on target system’s Desktop, as shown in the
screenshot below.
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12. Open the Spytech SpyAgent folder and double-click the Setup (password=spytech) application.
Note: If a User Account Control pop-up appears, enter the password for Administrator (admin@123).

13. The Spytech SpyAgent Setup window appears; click Next. Follow the installation wizard and install Spytech SpyAgent using the default
settings.

aﬂ Spytech Spyfgent Setup
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14. In the Select SpyAgent Installation Type window, ensure that the Administrator/Tester radio button is selected. Click Next.
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b Select Spyhgent Installation Type

Chick the type of Setup you pealer. then chck Net

* Admanistiatce/Tester  Progeam wll be installed with the o software
optiors - snd sccassbls via Windows: stat mer
Thig is recomeendad alo for new usees! Help
documments are inataled

" Steabhinstalabon  Program vl be installed with miramem requised
opbore ard no shortcut: nchaded in Window:
4ait e Al HELP Documents as HOT
INSTALLED

Spaca Requied 13006 K
Space Avalsble: 4TESEEES K

<fock  [[CHets || Concel
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15. In the Ready To Install window, click Next.
16. The Spytech SpyAgent Setup pop-up appears, asking Would you like to include an uninstaller?. Click Yes.

17. A File Explorer windows appears, showing the Spytech SpyAgent folder location. Close the window.

. = | Spytech SpyAgent y  H ol 1090118 - g x
Home Share View

E I » ThisPC + Local Disk(C:) » ProgramDats : Microsoft » Windows » StartMenu @ Programs » Spytech SpyAgent I
e Date modified Type
# Quick scoess
sl b EULA
B Desktop icense .
# | Puschase Spyhgent Online!
|
& Downloads 3 Read me
| Documents o 'E Remove Spytech SpyAgent
= Pictures J # | Spyhgent Help Documentation
& This Pe & Spylgent PC Sunveillance
5| Spyhgent's 10 Step Guide to Total Stealth
i Network W Stop Spyfigent Steaith Mode

Bitems

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 59



EC-Council <€) codered

FROM EC-COUNCIL

18. In the A NOTICE FOR ANTIVIRUS USERS window; read the notice and click Next.

J_‘Ia A NOTICE FOR ANTIVIRLIS USERS

Miodarm antivines programs can datect a weds range of poteritialy
dargenous programs. Tres nomaly goes far beyond tradisonal viuces
and womns and offen inchudes hewnshe alerts, which basicaly means
thiat pou can get aleits and veaenings when an anthing progeam "thinks
 coudd be™ something

Theze waring: should be expacted for the folowing lypes of
applications:

= Software that logs of cophures keyshiokes

- Software that moritons ussr scimily

= Software that allows pou fo 1ecover pasiwoeds of other perronal data
- Software that morshors of logs Intermet of netwark. actnaly

Since Spwhpent can do all of the above. some antiinus solutions: may
deem Sppdigent a: ‘potentially hambul’ or 2 tiopn’ desple it being o
lagitienate 1ool 1o morstor wour eomputer [and users] With all Spytech
coftweare, your can be e our products are 1005 sale o uee and
v

1F o run ik any “tcpan’” relsted wamings, # it very kel lobe a

[CHets ||  caneel

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 60



EC-Council <€) codered

FROM EC-COUNCIL

19. The Finished window appears. Ensure that the Run SpyAgent checkbox is selected and click Close.

10.10.1.16

Recycle Bin

Setup iz complete and Spytech Sppdapent i now instabed

R Fun Spptigent

™ View Help Documertation

Chck Claze bo end the Setup

< Back [
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20. The Spytech SpyAgent dialog box appears. Click Continue....
21. The Welcome to SpyAgent! (Step 1) wizard appears. Click click to continue....

wapytech-web.com/spyagent-the O = X | O Waiting for spytech-web.co... *

SpyAgent

first tme usage tips and help

| Welcome to SpyAgent! (Step 1)
| Before you can st

configure your p;
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22. Enter the password test@123 in the New Password and Confirm Password fields; click OK.
Note: You can set the password of your choice.

spytech-web.com spyagent-tha 2 = X | (O Waiting fer spytech-web.co..,

Old Pas

d
L 1]

New Password

Confirm Password
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23. The password changed pop-up appears. Click OK.
24. The Welcome to SpyAgent! (Step 2) wizard appears. Click click to continue....

v spytech-web.com spyagent-ths 2 = X | (3 Waiting for spytech-web.co... ¥

!, SpyAgent

Welcome to SpyAgent! {Step 2)

You will now be presented with the Easy
quickly setup Agent’s most uently
4 features. You can restart this wizard at

used ¥ C
any time in the future.
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25. The Easy Configuration and Setup Wizard appears. In the Configuration section, ensure that the Complete + Stealth Configuration radio

button is selected and click Next.

spytech-web.com/spyagent-the £ = X || C Waiting for spytech-web.co...

spytech

SpyAgEﬂt Easy Configuration and Setup Wizard

Please select a configuration package from the below

. Configuration 2
options.

. Extras.

@ Complete + Stealth Configuration
Configure to run in total stealkth, with all possible logging
. Apply options preconfigured.

. Confirm Settings

) Complete Configuration
Configure with all possible logging cptions preconfigured.

() Typical Configuration
Configure with the most commaonly used logging options
preconfigured.
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26. In the Extras section, select the Load on Windows Startup checkbox and click Next.

spytech-web.com/spyagent-tha 2 = X || O Waiting for spytech-web.co...

spylech

SpyAgent Easy Configuration and Setup Wizard

1. Configuration Choose additional options to enable for SpyAgent from
the below selections.
2. Extras
3. Confirm Settings [ Send Logs to yourself via Email
Send the SpyAgent logs to your email address for remote
4. Apply manitaring.
5. Finish [ pisplay Alert on Startup

alart the user that they are being monitored when Spyagent
starts.

[ lLoad on Windows Startup
Set SpyAgent to Run everytime your PC is turned an.
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27. In the Confirm Settings section, click Next to continue.

Note: If the Thank you for downloading SpyAgent! webpage appears, close the browser.

28. In the Apply section, click Next. In the Finish section, click Finish.

29. The spytech SpyAgent main window appears, along with the Welcome to SpyAgent! (Step 3) setup wizard. Click click to continue....
30. If a Getting Started dialog box appears, click No.

31. In the spytech SpyAgent main window, click Start Monitoring in the bottom-left corner.

Click Here for
Ordering Information

Ganeral

2% G E]

Keyboard & Mouse Windows Viewed Program Usage
0 Keys Last Sessson 0 Windows Logged O Applications Logged E Remote Log Viewing

n Advanced Options
@ a Finat Conlaal on S arl

Events Timeline Files & Documents  Computer Usage Mic & Webcam qu%ﬁntfilte:i?n !

0 Evants Logged 0 Fils Events Lagged 0 Sessions Logged 0 Captures Logged ¥

(o] [© "

E-Mail Activity Website Usage Internet Activities Chat & Social
D E-Mails Logged 0 Websites Logged 0 Con gged 0 Activities Logged

ScreenSpy
Re Desktop Activily

View Most Popular Activities Summary View Day & Hour Activity Graphs
Behaviar Alers

Start r'a']onitDring Chck "Start Monitornng®™ to Start Monitonng User Actnaibies.
b |
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32. The Enter Access Password pop-up appears. Enter the password you specified in Step 21 and click OK.

Note: Here, the password is test@123.
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) Sotup Wizard

29

Keyboard & Mouse Wind Enter Access Password
© Keys Last Session D Wir 6

Events Timeline Files ¢ sbcam
0 Events Logged 0 Fibe Events Logged 0 Sessions Logged 0 Captures Logged

= [l -*

E-Mall Activity Chat & Social
0 E-Madis Logged 0 Websites Logged 0 o Logged 0 Activites Logged

View Most Popular Activities Summary View Day & Hour Activity Graphs

Start Monitaring Clic art Monatorng® to Start Mondtoring User Acti
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Click Here for =i
Ordering Information

@ Halp

emote Log Viewing

ScreenSpy
Racond Dusktop

SmartLogging
Activity Trigg d Logging
Scheduling

Behavior Aleris
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33. The Stealth Notice window appears. Read the instructions carefully, and then click OK.
Note: To bring SpyAgent out of stealth mode, press Ctrl+Shift+Alt+M.

EoytEch Click Here for

?iflj SpyAgent Ordering Information

& A ) Satup Wizard 9 Haip

2%

Stealth Mode Motice:
Keyboard & Mouse 1
0 Keys Last Session This is your first time running SpyAgent in stealth mode. Remember,
Spyfugent is now going to be tatally invisible to you and other users!

To bring SpyAgent out of stealth mode either press

CONTROL+SHIFT+ ALT « M on your keyboard, or run the nosteaith.eo
included in Spylgent’s installstion directorny!

Eventa Timeline This message will not appear again!
0 Events Logged

= Lol o]  w¢

E-Mall Activity Website Usage Internet Activities Chat & Social
0 E-Maits Logged 0 Websites Logged oG egged 0 Activities Logged

View Most Popular Activities Summary View Day & Hour Activity Graphs

Stnp v itoﬂng Chck ¢ Start Monitoning
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34, The spytech SpyAgent pop-up appears. Select the Do not show this Help Tip again and Do not show Related Help Tips like this again
checkboxes and click click to continue....
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35. Remove the Spytech SpyAgent folder from Desktop.
36. Close Remote Desktop Connection by clicking on the close icon (X).

Note: If a Remote Desktop Connection pop-up appears saying Your remote session will be disconnected, click OK.
37. Switch to the Web Server virtual machine. Click John from the left-pane and log in with the password user@123.
Note: Here, we are running the target machine as a legitimate user.

Note: If a Server Manager window appears close it.

john

R Administrator

R John
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38. Open the Google Chrome web browser and browse any website.

Note: In this lab, we are browsing the Gmail website and creating a Notepad file with sensitive information
39. Once you have performed some user activities, close all windows. Click the Start icon from the bottom left corner of the Desktop, click the
user icon, and click Sign out. You will be signed out the account John.

Recently added Windows Server
% SpyAgent PC Surveillance

Stop Stealth Mode = P

Windows
Remove Spytech SpyAgent Server Manager PowerShell ISE

Snipping Tool = g
Windows
Paint Administrativ..  Task Manager Caontrol Panel

Acrobat Reader DC m
Event Viewer File Explorer
Change account settings
Lock
Sign out
Microsoft SOL Server 2019

Microsoft SCQL Server Tools 18

Notepad+ +

o 6 M
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40. Switch back to the AD Domain Controller. Follow Steps 3 - 6 to launch Remote Desktop Connection.
41. Close the Server Manager window.

Note: If a SpyAgent trial version pop-up appears, click continue....

42. To bring Spytech SpyAgent out of stealth mode, press Ctrl+Shift+Alt+M.

43. The Enter Access Password pop-up appears; enter the password from Step 22 and click OK.
Note: Here, the password is test@123.

a Enter Access Password

Camest
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44, The spytech SpyAgent window appears; click KEYBOARD & MOUSE, and then click View Keystrokes Log from the resulting options.

Click Hera for
Ordering Information

elup Wizard

Falf

3 @ Logging
Select an Activity Log C qure Logg

Program Usage Screenshots
View Keystrokes Log 181 80 Applications Logged 30 Sereenshots Logged Remote Log Vie

View Mouse Clicks Leg ]

Events Timeline Files & Documents Computer Usage Mic & Webcam
865 Events Lopped 2629 File Events Logged 2 Sessions Logged 0 Captures Logged

ﬁ [a) -’ _Smng_n??_;g; |

Activity
E-Mail Activity Website Usage i nel Activities Chat & Social
0 E-Mails Logged o < Logged 553 Connections Lagged D Adtivities Logged Scheduling

View Most Popular Activities Summary View Day & Hour Activity Graphs

Behavior Alerts
Ha. tima Activily ars

Start Monitori ng Monitorin art Monitorr 35
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45, SpyAgent displays all the resultant keystrokes under the Keystrokes Typed section. Click any of the captured keystrokes to view
detailed information in the field below.
Note: The screenshot here might differ from the image on your screen, depending upon the user activities you performed earlier.

Hoar

Spy gent okies Typed = 10 Enies

8 Keyboard & Mouse .!.amm [Eswess [FChar 08 Fomat

Mouse Clicks Select a Keystrokes Log Entry
B Windows Viewed

Windaw Tidhe Usemame Thema
[ Program Usage i e joha
Applcalions Ran Pregrass jaha
Application Uisage " Frogram Managar jahn
Q Screenshols wimtews Datwult Lack Sorean () Jahn
All Sarzenshots :m;;': v:";"{_h '°:"
Emall Actvity s Toh - Googha Chroma jeha

Program Mansger (ELL

Social Netwodking

Wiebhgie Actraty Sacret Text - Notepad

weplarengsn Pregram Mansger |hn
B Events Timaling *syedisg.axe nstitla () jhn
5] Files & Documents
File Usage
Documents Opened
Documents Printed
File Downloads
File Uploads
& Computer Usage
ol Mic & Webcam
Microphone Recordings
Wabcam Caphures
&3 Emails
Ricitid
Senl
[ Website Usage
Waobsfto Vigilg
Website Usape
Onling Searches

ceount number 0123456789

assword -
a 3 w ) rd s

Websiae Confent

(5] Internet Activities
Inteimed Conneclions
Infeeried Trafhc

il Choboards

M Comubamat Arthit

e m
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46. Click the Screenshots option from the left-hand pane to view the captured screenshot of the user activities. Similarly, in Email

Activity under the Screenshots options, view the email account accessed by the user on the target system.
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SpyAgent
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Mouse Clicks
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File Uisage
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&) Computer Usage
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47. Navigate back to the spytech SpyAgent main window. Click Events Timeline.

Saviech CHck Here for

Spy’Agerﬂ Ordering Infarmation

th. Repons

fa E]

Keyboard & Mouse Windows Viewed Program Usage Screenshots
1 Kaye Last Secson 25 Windows Logged 114 Apphcations Logged 30 Screanchots Logged Remote Log Viewing
[+ ata Viawing

Ganeral

Advanced Options

D © =0

Events Timeline Files & Documents  Computer Usage Mic & Webcam Gonlenl.F. erin :

Ewents Logged 2629 File Events Logged 3 Sesmon: Logged 0 Captures Logged

) (] (@) w?

E-Mail Activity Website Usage Internet Activities Chat & Social
0 E-Mails Logged 0 Websies Logged pac 0 Activities Logged

ScresnSpy
Record Deskiop Actroly

View Most Popular Activities Summary View Day & Hour Activity Graphs

Chck "Start Mo
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48. SpyAgent displays all the Events as shown in the screenshot below.
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ﬁpyAgent

E] Program Usage
Applications Ran
Application Usage

@y screenshots
All Soreel
Email Acthvity
Soclal Nebworking
Website Adhity

5] Fibes & DoCuments
File Usage
Documents Opened
Documents Printed
File Downloa
File Uploads

&) Computer Usage

49 Mic & Webcam
Microphone Recordings
Webcam Captures

&) Emails
Received
Senl

(& Website Usage
Website Visits
Wbsite Usage
Onling Searches
Website Content

[5] internet Activities
Internet Connections

ol

TG

Events Timeirne - 2023 cniles

Wsaetoy [@oer PEwon O Adons.
Ewent Targat
B moniesring Stared nene

imdow Wimwed

Security Alert

o Waksite Vigited heegs oo spytach-vab.com's pyagant-thankyou. shuml

File Creaned CriProgrambata\MicrosofcWindows Defender\Seppart\MpWppTraci.

[System Procass

o Pregram Started

File Creaved Ciiwindows TempimpTampCalibrationSerc.bin

% Fila Creaced Ciiwindows \TempID3SE651B1-128C- 6A14- IBES-4E640IEFIIET.,
Fila Dalated Ciliwindows TempD3665181-128C-6A14-IBEF-464D36FIIET.,
File Deleted Ci\ProgramData\MicrosoftiWindows Defender\Scans\mpcache-D0.
Fila Dalated C:iPragramDanaiMicre softi Windaws Delender'Scansimpeacha-DO.
File Daleted Ci\ProgramData\MicrosoftWindows Defender\Scans'mpcache-D0.

4 File Daleted C\ProgramDataiMicrosoftiWindsws Defender\Scans\mpcache-D0.
Fila Daleted CiiPragramDataMicrosaftiWindows Defander\Scanampcache- D0
File Deleted CiProgramDanaiMicrosofriWindaws Defander\Scans\mpcache-DO..
Fila Dalated C\ProgramDats\Migre s oft\wWindows DefiaderScand\mpcscharDO.
File Deleted CriProgramBDataiMicrosoftiwindews Defender'Scansimpeache D0,
Fila Dalated Cr\PragramDas'\Microssitiwindzws Defander\Scansimpeacha-DO.
File Daleted C:\ProgramData'MicrossftiWindews Defender’'\Scans'impcache DO,
File Caleted Ci\ProgramDara\Microssl wndews Defendar\Scansimpeache-D0.
Fila Created C:iProgramDatsMicrosofiwindsws Defendar'Scansimpeache52..,

g Program Started wavtutilacs

.-_'n-l Window WViswed Spytech Spyfgest

g Program Closed wevtutilece
Fila Creaced C\ProgramData'Micros oft| Windews Dwfender\Scans\mpcache-32..,
File Created C\ProgramData'Microsoftiwindews Defender'Scansimpeache52..,
File Created Ci\FrogramData'MicrosoftiWindews Defender'Scans'mpcache-32..,
Fila Crasted C:\ProgramDats\Microgoft\Windows Defandar\ScanampeacharS52-.,
File Created Ci\ProgramData'Microsoft\Windews Defender\Scans'mpcache32..,

% Fils Crasned Cr\ProgramDas\Microssitiwindzws Defender'Scansimpeacha-52...
File Created Ci\ProgramData\MicrosoftiWindews Defender\Scansimpoache32-.,
Fila Creaned C\ProgramDara\Microssftiwindaws Defandar\Scans\mpcache-52..,
File Craated Ci\ProgramData\Microasftiwindews Defander\Scans\impanginedbod...
Fila Creansd CiiProgramDataiMicro softiwindews Defender\Scans \mpanginedb.d..
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49, Similarly, select each tile and further explore the tool by clicking various options such as Windows Viewed, Program Usage,
Website Usage, Files & Documents, Computer Usage, etc.

50. Once you have finished, close all open windows. Close Remote Desktop Connection.

51. This concludes the demonstration of user system monitoring and surveillance using Spytech SpyAgent.

52. Close all open windows and document all the acquired information.

53. Turn off AD Domain Controller and Web Server virtual machines.

ol

¢ h
SpyAgent Events Timenne - 2025 cnimes

B3 Keyboard & Mouse Fsaelog [@oear B Expor

Iﬁqn -

Ewent Targat Username Tima

B Monitoring Starved nene john 3
E3 Program Usage =l window Viewsd Security Alart john
Applications Ran o Wb sive Visived heep:/ oo spytach- vab.com/spy sgant-thankyow. sheml Joha
Application |-|539'E‘ File Creaved EriProgramData\Microssftiwindows Defender'Swppert\MpwppTraci. john
q Sereenshals ¥ o Pregram Started [System Procass] johm
All Soreenshats File Creaved CiiWindows \TempmpTampCalibratianSrc.bin john
Email Activity % Fila Creaced Ciiwindows \TempID3SE651B1-128C- 6A14- IBES-4E640IEFIIET., jehn
Social Networking Fila Dalated Ciiwindews Temp\D3665181-128C-6A14-JBEF-464DI6FIIET..,  john
Website Adhity File Deleted Ci\FrogramData'\Microsoft\Windews Defender'\Scans'mpcache-D0. jehm
Fila Dalated C:iPragramDanaiMicre softi Windaws Delender'Scansimpeacha-DO. John
File Daleted Ci\ProgramData\MicrosoftWindows Defender\Scans'mpcache-D0. johm
Ei Fibes & Documents * File Dalated C\ProgramData\Microseft\Windews Defender\Scansimpcache-D0..  john
File Usage File Dalated Ci\ProgramDats\MicroaehtiWindews DafenderScanaimpcacheD0.-  john
Documents Opened File Delated Cr\ProgramDara\MicrossftiwWindows Defender\Scansimpeache-D0.. juhn
Documents Printed Fila Daletad C:\ProgramDaty\Microg it Windsws DafanderSeansimpeacha-D0..  joha
File Downloads File Deleted Ci\ProgramDataiMicroseftiwindews DefanderScansimpeache-D0.  john
File Uploads Fila Dalated Ci\ProgramDama'\Micre saft\windews Defander\Scans\mpeache-D0.  jsha
&) Computer Usage File Daleted CA\PragramData\Microsshiwindews Defendar\Scansimpeache-D0..  john
“ Mic & Webcam File Caleted Ci\ProgramDara\MicrossftiwWindews Defandar\Scans\mpeache-DO. johm
Microphana Recordings Fila Created C:A\ProgramData\Microssftwindsws Defender'Scans'mpeache-52..,  john
Webcam Caphires _g/Program Started wvtutilace jehm
| Window Wiswad Spytech Spyfgest jehn
Q Emails _gProgram Clesad wavtutilacs jehn
Received Fila Craated Ci\ProgramDan\Microseft\Windews Dwfander\Scans\mpcache-52..  john
Senl Fila Creaned Ci\ProgramDats\Microsefitiwindows Defender\Scansimpcache-32.. john
B Website Usage File Created Ci\FrogramData'Microsoft\Windews Defender'\Scans'mpcache-32... john
Website Visits * File Crasned Co\ProgramDats\Microdsft\Windows Defander\Scand\mpeacha-52..  joha
Wabsite Usage File Created Ci\FrogramData'Micros oft\Windews Defender'Scans'mpcache-32...  john
% Fils Crasned Cr\ProgramDas\Microssitiwindows Defender'Scansimpeacha-52... joha
File Created Ci\ProgramData\MicrosoftWindows Defender'Scans'mpcache-32-..  john
Fila Creazed C\ProgramDara\Microssftiwindews Defandar\Scans\mpcache-52...  joha
File Craated Ci\ProgramData\Microaoft\wWindews Defender\Scansimpanginedbod..  jeha
Fila Creansd CiiProgramDataiMicro softiwindews Defender\Scans \mpanginedb.d.. johm
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EXERCISE 5: FIND VULNERABILITIES ON EXPLOIT SITES

Exploit sites contain details of the latest vulnerabilities of various OSes, devices, and applications.

LAB SCENARIO
Vulnerability research is the process of analyzing protocols, services, and configurations to discover the vulnerabilities and design flaws that will
expose an operating system and its applications to exploit, attack, or misuse.

A security professional must have the required knowledge to find vulnerabilities on exploit sites and further mitigate them to enhance the
organization's security infrastructure.

OBJECTIVE

This lab demonstrates how to find the vulnerabilities of the target system using various exploit sites such as Exploit DB.

OVERVIEW OF EXPLOIT SITES

Exploit sites can be used to find relevant vulnerabilities about the target system based on the information gathered, the exploits from the
database and exploitation tools such as Metasploit can be used, to gain remote access.
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Note: Ensure that PfSense Firewall virtual machine is running. 3. Open any web browser (here, Mozilla Firefox). Place

1. Turn on the Admin Machine-1 virtual machine. your mouse cursor in the address bar of the browser, type
2. Log in with the credentials Admin and admin@123. https://www.exploit-db.com/ and press Enter.

Note: If the Welcome to Windows wizard appears, click Continue. In the Sign in Note: If a User Account Control pop-up appears, click Yes.
with Microsoft wizard, click Cancel. 4. The Exploit Database website appears. Click any of

Note: The Networks screen appears. Click Yes to allow the PC to be discoverable the latest vulnerabilities to view detailed information, or
by other PCs and devices on the network. search for a specific vulnerability by entering its name in
the Search field.
Note: If a This website uses cookie pop-up appears at the
bottom, click Allow all cookies.

% Exploit Database - Exploits for | X + = @ X

- (&) QO B htt wwei.exploit-dis.com ks B =

Has App Y Filters W Reset All
Show| 15 v Search
Aryan
2021-09-01 % Telegram Desktop 2.9.2 - Denial of Service (PoC) DoS Windows 4
Chehreghani
WordPress Plugin Payments Plugin | GetPaid 2.4.6 - HTML
2021-09-01 % WebApps PHP Niraj Mahajan
Injection
2031051 & o Traffic Offense Management System 1.0 - SQLi to Remote ehAnes e Tagoletta
7] Code Execution (RCE) (Unauthenticated) PP g
20210001 & .. Confluence Server 7.12.4 - 'OGNL injection’ Remote Code WebApps S Fellipe Oliveira
=09 X eDA| S VE F nivel
= Execution (RCE) (Unauthenticated) pa i e
WordPress Plugin ProfilePress 3.1.3 - Privilege Escalation
20210831 % B X g 9 WebApps  PHP Numan Rajkotiya
(Unauthenticated)
2021-0831 & Umbraco CMS 8.9.1 - Path traversal and Arbitrary File Write Wet sPx BitTheByt
-08- X ebApps AS itTheByte
= (Authenticated) i X
2021-08-30 % % Projectsend r1295 - 'name’ Stored XSS WebApps PHP Abdullah Kala

H L Type here to search
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5. Move the mouse cursor to the left-pane of the website and select the SEARCH EDB option from the list to perform an advanced
search.

% Exploit Database - Exploits for | X + = = X

ONG!

w.exploit-db.com s 2 =

EXPLOIT DATABASE

Verified Has App
Show| 15 v Search
2021-00-01 #* Telegram Desktop 2.9.2 - Denial of Service (PoC) DesS
WordPress Plugin Payments Plugin | GetPaid 2.4.6 - HTML
2021-09-01 # SR : WebApps
Injection
20210001 & “ Traffic Offense Management Systemn 1.0 - SQLi to Remote WebA
i Code Execution (RCE) (Unauthenticated) ik
Confluence Server 7.12.4 - 'OGNL injection’ Remote Code
-09- 3 \ =
2021:09-01. & = Execution (RCE) (Unauthenticated) WehApps
WordPress Plugin ProfilePress 3.1.3 - Privilege Escalation
2021-08-31 & B X 9 g WebApps

(Unauthenticated)

Umbraco CMS 8.9.1 - Path traversal and Arbitrary File Write
20210831 % b WebApps
(Authenticated)

20210830 #* * Projectsend r1295 - name’ Stored XSS WebApps

w.exploit-db.com/search

£ Type here to search
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6. The Exploit Database Advanced Search page appears. In the Type field, select any type from the drop-down list (here, remote).
Similarly, in the Platform field, select any OS (here, Windows_x86-64). Click Search.
Note: Here, you can perform an advanced search by selecting various search filters to find a specific vulnerability.

5 C O 8 hips: v.exploit-db.com/search < @ =

&,
Title CVE Type Platform Port
remote ~ Windows_xB86-64 v
Content Author Tag
= ks s .
werified Has App No Metasploit E
-
LS
[ L
o 15 w
* Datex D A Title Type Platform AUTnor
Confluence Server 7.12.4 - 'OGNL injection’ Remote Code Execution : T
2021-09-01 % X webapps Java Fellipe Oliveira
(RCE) (Unauthenticated)
9 20210001 # G Traffic Offense Management System 1.0 - SQLi to Remote Code b i Tagolett
-09- Wi
- Execution (RCE) (Unauthenticated) e S
2021-09-01 @ * HiveNightmare aka SeriousSAM - Paper papers Windows Rima Yadav
2021-09-01 % WordPress Plugin Payments Plugin | GetPaid 2.4.6 - HTML Injection webapps PHP Niraj Mahajan
2021-09-01 # Telegram Desktop 2.9.2 - Denial of Service (PoC) dos Windows Aryan Chehreghani
-

. /O Type here to search
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7. Scroll down to view the result, which displays a list of vulnerabilities, as shown in the screenshot.
8. You can click on any vulnerability to view its detailed information (here, CloudMe Sync 1.11.2 Buffer Overflow - WoWe64 (DEP Bypass).
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% Exploit Database Search x
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Windows_x86-64

Matteo Malvica
Raymond Wellnitz
Juan Prescotto

hyp3rlinx

redrZe

Certified Cybersecurity Technician 84



EC-Council {) codered

9. Detailed information is displayed regarding the selected vulnerability such as EDB-ID, CVE, author, type, platform, and published

date, as shown in the screenshot below.
10. Click on the download icon ( ) in the Exploit section to download the exploit code.

% CloudMe Sync 1.11.2 Buffer 0. X -+

= 6] O 8 nhttps//fwww.exploit-db.com/exploits /4625 B o —

8
B EDB- CVE: Author  Type: Platfor  Date:
ID: 2018-6802 . REMOTE m:
=3 MATTEO WINDOWS_
MALVICA X86-64
= i K
s ERESasherive Exploit: £ / {} Vulnerable App:

| © @
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11. The Opening file pop-up appears. Select the Save File radio button and click OK to download the exploit file.
12. Navigate to the downloaded location (here, Downloads), right-click the saved file, and select Edit with Notepad++.
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= | Downloads
Home Share View

MName
# Quick access

B Deskiop « Today (1)
& Downloads r | 46250.py
% Documents

- Mew Volume (D:)
- MNew Volume (F:)
B videos
@ OneDrive
B8 This PC
P 3D Objects
[ Desktop
4| Documents
& Downloads
J" Music
&= | Pictures
Videos
i Local Disk (C:)
- New Volume (D:)
- Mew Volume (F:)

ga New Volume ()

¥ Metwork

4 & » ThisPC > Local Disk (C:) » Users » Admin » Downloads

Drate modified Type Size

Q22021 3:5T AM Y File
Open with

B Share with Skype

:—’ Edit with Notepad++

EH Scan with Windows Defender...

£ Share

Give access to >
u Add to archive...
B8 Addto "45250.rar"
8 compress and email...
Bl Compress to “46250.rar" and email
Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename
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4KB
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13. A Notepad++ windows appears, displaying the exploit code, as shown in the screenshot below.
Note: If a Notepad++ update pop-up appears, click No.

<
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» CihUsers\Admin\Downloads\46250.py - Notepad++ = x
File Edit Search View Enceding Language Settings Tools Maecro Run Plugins Window I X
] | § e g = -] bﬁ T x| g =1 E® 7-?‘ L .4
Blhcts & [ 462500y B3
i d to WoWé4 from hrcps://www.exploit-db xploi ts/4621
import socket
import struct
Eldef c=
v
IPython file Ln:1 Col:1 Sel:0]0 Windows (CRLF)  UTF-8 INS
£ Type here to search @ 31°C Sy A T d
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14. This exploit code can further be used to exploit vulnerabilities in the target system.

15. This concludes the demonstration of finding vulnerabilities on exploit sites such as Exploit Database.
16. Close all open windows and document all the acquired information.

17. Turn off Admin Machine-1 and PfSense Firewall virtual machines.

» CihUsers\Admin\Downloads\46250.py - Notepad++ = x
File Edit Search View Enceding Language Settings Tools Maecro Run Plugins Window I X
3 L-RENFY = 4 DC gl @@ ST ERER ARONC ® E
B hosts 3 [ 462500y B3
EE it T vl.11.2 Buffer Overflow - WoW64 — (DEP Bypass) ~
3 loudMe 1112.exe

"

O WoWed from

import socket
import struct

Elder creac

rop_gadgets =

IPython file Windows (CRLF)  UTF-8 INS

£ Type here to search
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