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Cisco Router Log Information

TCP from 192.168.1.1 to 192.168.3.7

Mnemonic

Severity

Description

%SEC-6-IPACCESSLOGDP

6

Packet matching log criteria
for the given access list has
been detected

%SEC-6-IPACCESSLOGNP

Packet matching log criteria
for the given access list has
been detected

%SEC-6-IPACCESSLOGP

Packet matching log criteria
for the given access list has
been detected (TCP or UDP)

%SEC-6-IPACCESSLOGRL

Some packet-matching logs
were missed because access
list log messages were rate
limited or no access list log
buffers were available

%SEC-6-IPACCESSLOGRP

Packet matching log criteria
for the given access list has
been detected

%SEC-6-IPACCESSLOGS

Packet matching log criteria
for the given access list has
been detected

%SEC-4-TOOMANY

System not able to process
packet because not enough
room for all IP header
options, packet discarded

%IPV6-6-ACCESSLOGP

Packet matching log criteria
for the given access list has
been detected

%IPV6-6-ACCESSLOGDP

Packet matching log criteria
for the given access list has
been detected

%IPV6-6-ACCESSLOGNP

Packet matching log criteria
for the given access list has
been detected
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Cisco Router 8 Security Levels of Classification of syslog Messages

Level System Description

Emergency 0 System unusable messages

Alert 1 Immediate action required
messages

Critical 2 Critical condition messages

Error 3 Error condition messages

Warning 4 Warning condition messages

Notification 5 Normal but significant
messages

Information 6 Informational messages

Debugging 7 Debugging messages
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