CYBRARY

Additional Tools to Know for the CHFI Exam

e (Cain & Abel

e Ophcrack

e |Ophtcrack

e Rainbowcrack

e Pwdump?

e The Sleuth Kit

e  Privacy Eraser

e Azazel Rootkit

e Recover My Files

e EaseUS Data Recovery

e PCInspector File Recovery
e Recuva

e DiskDigger

e Handy Recovery

e Quick Recovery

e Stellar Phoenix

e Total Recall

e Advanced Disk Recovery
e R-Studio

e Data Rescue

e Smart Undelete

e Data Recovery Pro

e GetDataBack

e UndeletePlus

e File Scavenger

e Active@Undelete

e Recoverdall Professional
e Active@File Recovery

e Boomerang Data Recovery
e DiskWarrior

e Data Rescue

e FileSalvage

e TechTool Pro

e Quick Recovery for Linux
o TestDisk for Linux

o Active@Partition Recovery for Windows
e Diskinternals

e GetDataBack

e Advanced Disk Recovery
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e Power Data Recovery

e Remo Recover for Mac

e Quick Recovery for Linux
e ImageHide

e QuickStego

e Gifshuffle
e Qutguess
e BitCrypt

e Chaos Universal

e Passware Kit Forensic

e ZAR Windows Data Recovery
e MZCache view tool

e Metashield Analyzer

e RegScanner

e Alien Registry Viewer

e CurrProcess

e ProcHeap Viewer

e PMDump

e Belkasoft Evidence Analyzer
e LogViewerPro

o LogMeister

e ProDiscover Forensics

o  ThumbsDisplay

e Syslog

e  GFl Eventsmanager

e EventlLog Analyzer

e  Wireshark

e StellCentral Pakcet Analyzer
e Capsa Network Analyzer

e Jvi6

e Omnipeek Network analyzer
o RSA Netwitness Investigator
e Xpolog Center Suite

e Colasoft Packet Builder

e Manage Engine

e SmartSniff

e Acunetix Web Scanner

e Falcove Web scanner

e Sandcat

o Wikto

e WebWatchBot
o OWASP ZAP

e \WebCruiser
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e IBM App Scan

o dotDefender

e Deep Log Analyzer

e Weblog Expert

e Apache Logs Viewer (ALV)

e AWStats

e Paros Proxy

e UFED Cloud Analyzer

e Comodo Program Manager
e WinMD5

e FastSum

e RegScanner

e Stellar Phoenix Email Recovery
e Paraben Email Examiner

e MOBILedit

e  Oxygen forensic Suite

e Scalpel for file carving

e BitPim

e SIM Analyzer

e SIMCon

e SQlite Database Extraction
e Andriller

o XAM

o Cellebrite UFED Touch Sample
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