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Module 14 - Network Incident Response and Management

Working with Incident Tickets in
OSSIM

OSSIM (Open Source Security Information Management) is an gben source secirity
information and event management systen.

Lab Scenario

A ticket 15 an element of AllenVault that contains information about detected
alarms or any other issues that you want to track in a workflow. Tickets can be
used to delegate tasks to other admumistrators and to track the progress of
investigations into specific alarms and events. Tickets can be created or opened
i a number of ways either manually or automatically.

As a chief network defense architect, you need to know how to create or open

tickets that are generated in AlienVault OSSIM.

Lab Objectives

The objective of this lab i1s to demonstrate how to create or open tickets that
are generated in AlienVault OSSIM.

Lab Environment

To carry out the lab, you need:
= OSSIM wirtual machine
® A virtual machine minming Windows Server 2012
= A Web browser with an Internet connection

* Administrative prvileges to mn tools
Lab Duration
Time: 15 Minutes

Overview of OSSIM

OSSIM (Open Source Secunty Information Management) i1s an open source
secunty mformation and event management system which 1s mtegrated with a
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Module 14 - Network Incident Response and Management

selection of tools designed to aid network admunustrators in computer secuuity,
mntrusion detection, and prevention.

Lab Tasks

= TAaAsK 1 1. Start the 0SSIM Server and login with root and toor as the credentials.

Login to OSSIM

FIGUEE 1.1: Iﬂﬁiﬂg i1 to alien wanlt

2. Launch Windows Server 2012. Open a web browser and type
https://10.10.10.14 in the address bar and press Enter.

5. Login to 0SSIM with admin and qwerty@123 as the credentials.

ALIEN VAULT OSSIM

alienvault 10101014

USERNAME admin

PASSWORD

FIGURE 1.2: Logging in to OSSIM
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Hrtask 2

Create or Open
Tickets

Module 14 - Network Incident Response and Management

4. Hover the mouse on ANALYSIS and click TICKETS.

X

AN

ALARMS

RAW LOGS

TICKETS

SECURITY EVENTS (51EM)

ALYSIS

FIGURE 1.3: Navigating to Tickets

5. The existing tickets can be viewed.
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FIGURE 1.4:
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"'i.’iewiug the ticksts

TR

6. To manually open a ticket, scroll down and select a class then

CREATE.

Open a new ticket manually:

Alarm v
Ceneric

| Alam
Event
Vulnerability
Anomalies
Mac
035

Services
—— ————————— —————————

FIGURE 1.

5 Grmtmg ticket
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7. Enter the highlighted details and click SAVE.

Valwer marked with () are mardaiory

MEW TICKET

TITLE * Mew Alarm incident

ASSIGH T # User: | Administrator

PRIORITY * |

TYPE 4 | Anomalies

SOURCE IP3

DEST IP5

S0URCE PORTS

DEST PORTS

START OF RELATED EVENTS 2016-02-01 060523

END OF RELATED EVENTS 201 0-0&-01 070523

FIGURE 1.6: Entenng the ticket details

8. You can see the new ticket detauils.

TICKETS

SIMPLE FILTERS [SWITCH TO ADWaMCED]

Search tast I chiarge

PRIORITY CREATED LIFE TIME

Mew Alarm incident 2076-08-01 0620851 D00

YWulnerahility - Use LDAP search request to retrieve infermation from KT

Directory Services (1 0.10.10.6:359) S

Diirectory Serwices [10.10.10.83258)

Vulnerability - TCP imestamps {10.10.10.8] 2016-07-27 09:31:20 5 Days 0037

Yulnerability - Use LDAP search request to retrieve infermation from NT . 2016-07-37 09:31:20 5 Days D0:37

Vulnerabilicy - DCE Services Enumearation (10.10.10.8:135) 2016-07-2F 09:31:15 5 Days D037

FIGURE 1.7: New ticket created
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9. Tickets can be filtered based on a particular class of events using the

Class drop down menu.

TICKETS

Alarm
Event
Anomaly
Vulnerabili

FIGURE 1.8: Filtering tickets

10. You can also select a particular type within a Class from the Type drop

down menu.

TICKETS

Class Type Search text

Vulnerability v ALL v

Anomalies
Application and System Failures

Corporative Net Attack

o Expansion Virus
L] TICKET Generic

Net Performance

P“““’: Violation ieve information from NT
Security Weakness 8:380)

(] VULOS Vulnerabi

FIGURE 1.9: Selecting the type of document
11. Click any ticket to view its details and edit it.

TICKET TIMLE PRIORITY CREATED LIFE TIME INCHARGE SUBMITTER

yuLes | Hulneraniiny - Use LIVP Search requast 1o retr e informanion from NT Dinactony

Geryices (10.10,10.8 335 I0M6.07-27 0031:30 S Oaye DOl ASMIFEELISIOF  OpefTas

WULDS Yulnerability - Uze LGP search request 1o refries miformation from NT Deectory HAGAI7-27 0931:20 5 Days B0t

B C85 10018. 108118 Admrtrator  DpETTYe

LT Vulrmerabilety - TCP Hrmes barmes (10010 1 00E) IONG-07-ZT 1331 3 0eys D11 Administraior  QpErTeEs

Vulrerability - OCE Sarveces Erumeration (1001000 DL 35 2ONe-0F-ZF 1931 5 Derys D11 Ademini stracor

Nuilnerability - Wicrs ol Wind ows SMEZ Negotiation Pratocol Remote Code ENEIT-ET D5 -

Executicn Wulnerability (16,1010 E:545) S Detyp= D11 Adminiscraor

uimerability - Aacrecalt Windows SME Servar KWLM bulcipke Yoirers blities AT -3
(STR4EE] 110,90 10 24075 H6-07-27 193

5 Days 011 Admienisrrator

FIGURE 1.1 Viewing a ticket in detadl
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12. The TICKET DETAILS page comes up.

am e

Claxs:

Type:
Created:
Last Updare:

in chargae:
Submiten

Extra:

1P:

Port
Scanner |
Risks
Description:

13. Scroll down and make changes to the ticket, then click SAVE TICKET.

TICKEET

Vulnerahility - Use LDAP tearch reguest to rarriewe inform atdon from MNT Directory
Seryies

Vulnerability

Wulmerabilety

201 6-07-27 09:31:20 (5 Days 00:17)
3 Days 0250

Administrater
DpenYas

Alien Vawit. INTERMAL PENDUNG

10,10, 10 . EMetflow-capturs
180

121 0%

)

Yulnerability Detection Result:

The following information was pulled from the server via s LOAP request:
NTOS Settings, CH=5ERVER 200 B CH=5erve rs Ch=[lefau it-First-Sate-

Mame, Ch=Sikes CN=Configuration, DC=cnd DC=com

Salugon:

IF pre-Windows 2000 com patibiling s not required, remaowe
pre-®indows 2000 com patibiliog as follows

- start cmd.=xe

- execute the commaeand :

net localgrawp 'Pre-Windows 2000 Com patible Access' everyone fdelete
- restarnt the remote host

EW55 Ease Wector:

AN AT LA NP IENS AN

Summ ary:

FIGURE 1.11: ticket details

STATUS |[Ogen |

PRIORITY [7 ¥ |= |[Medium v |

TRANSFER TO Uzer:

- Mo uzers found- v |

ATTACHMENT | Choose fie | No file chosen
HI H2 H3 B 1

DESCRIFTION #

FIGURE 1.12: Edit and save ticket

SAVE TICKET
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Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[ ] Yes v No
Platform Supported
] Classroom V] iLabs
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