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Module 10 - Wireless Network Defense

Configuring Secunty on Wireless
Router

A wireless router is a device that performs the functions of a router and also inclides
the functions of a wireless access point.

Lab Scenario

Organizations are allowing wireless devices to connect to their network in today’s
environment (BYOD). However, secunty of the network mfrastructure 1s a major
challenge for organizations while adopting wireless devices. A wireless router/access
point 1s the main entry for attackers. Attackers compromuse the wireless access
points to gain access to the organization’s network. Orgamzations should ensure
that their wireless access points are configured securely. As a network admunstrator,
you should able to configure the wireless router securely by applying all the possible
hardening techniques.

Lab Objectives

The objective of this lab is to demonstrate the various hardening techniques on
a wireless router.

Lab Environment

To carry out the lab, you need:
* A virtual machine minninge Windows Server 2012
" A web browser with an Internet connection

®*  Admunstrative povileges to mun tools

Lab Duration
Time: 20 Minutes
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in order to prevent access
from outsiders.
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funections depends ot the
way it 13 configured.

Module 10 - Wireless Network Defense

Overview of Wireless Router Security

A wireless router 1s the first line of defense against attackers trying to access the
organization’s network. To keep the attackers away from compromising the security
of wireless routers, we need to make appropuoate conficuration changes in order to

make a router more secure

Lab Tasks

1. Launch Windows Server 2012 machine

2. Browse Linksys Wireless router set up simulator available at

http:/ /uilinksys.com/WRT54G/v8/8.00.0/ in your browser

C I_' https/fuilinksys.com\WRET 545, vE/E --.I:-I

i Apps  Forquick sccess, place paur bookmerks here on the bookmerks bar, Impart boskmarks no,,

Cimail Irnages

Google

Note: Enter your router’s local IP address then press [Enter] to actually

open the Linksys wireless router interface

3. A Linksys router interface window will be displayed in the browser.

. [N Besic Setup

FIGURE 1.1: Browse Linksys Wireless Router

€« c

LINKSYS'

ADwizion ¥ Cisco Syslamd, Inc.

Setup

bvlerme] Sabhap

Irdernet Connaction Type

Optional Sentings
{raquired by scoe |50

Netwaork Sahap

Rouder P

M uilinksys.com/ WRTS4G

e

Selup Wirchad Aestrictions

Bem S=hp |

furdomatic Corfigursdion - DHCP =

Feoasier Mame: WRTEES
Hesat Mame:

Dipmain Kame:

KT AL

Size= '.!::ll

Local B sdrmem: 123 [182] [1 | 254
L

Subnet Kk

255 X656 LES.D

Firrmwars Ve wE2030

Wireless-G Broadband Rowter

WHI AL

ApHrabsee
K Cxaming

e Do gy e -
DHCP: T meting = mos
commnnly userd iy Cabls
DT oM

Hicps Hame; Ender tha hood
wame proviced by pour ISP

Denivmin Wiz Erolir T

Locsl IF Acddress: Ths i the
address of e realer

Subnet Meak: The = fhe
wubnet mast of e iouie

FIGURE 1.2 Linksys Wireless Router Main Window
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Module 10 - Wireless Network Defense

4. Click on Setup tab = Basic Setup

| INKSYS'

A Padizion ¢f Ceca Sysems, Inc. Firmmease Vesion: w5000
Viireless-G Broadband Router WRTSG
EE-I:LI i, Ap pheations
b Seifup Wireless Secu rity : A Adminiztration
Bazic Setup | DEONS {&l Address Clor | ddvanced Routing
m Basic Setup explains Intermet Setup
P : : < Automatic Configuration -
how a router connects to Intemet Conngction Type Autamatic Configuration - DHCF DHCP: Thie getling ie most
'ﬂﬂ.E SE.'E'E'iEE-' P.'ED"E'idEﬁ- I:l:II'ITH:]I'IFrI g-ed Eljn' Cable
. . “ | DOerainre.
Features differ according to _r;'r““' k‘:;Eﬂ Router Mame: WRTS4G
the t?PE of internet frecgs Ny e - Host Hame: Enter the host
- . Hoet Hama: name provided oy your ISP
connection that you ; | " Lk
choosze Diarmain Hame | |

FIGURE 1.3 Linksys Wireless Router Basic Setup

5. Choose the required Internet Connection Type from the drop-down

L INKSYS'

& Divizion of Gisco Systems, Ine. Firmwase Version: 20000

Wireless-G Broadband Router WHT G

SE tl.lp Y Apphestione
: 1T Seciirily Restrictions P — Adminiztraton

m SPBﬂ.f}'iﬂ:g router, DONS | MAC Address Clone | Sivanced Roufing
domain and host names are

mandatory for some ISP’s ——— R _
- : . — DHICP: This sekiing s rmost
m Specify a di . Internet Connection Type Automatic Configuration - DHCP » bt umed oy Calile
Emi_F differe operaions.
name ; Optional Settings _ ;
— for the Efdtﬁ E_;t {required by some 15Ps) Fouter Name:  [WRTS4G Host Name: Erer the host
e E-;Siﬁ:htﬂ Enily Host Hame: name previded by your ISP
TonL router .
) Chomain blaime:
MTL:
Size:
FIGURE 1.4 Linksyz Wirelesz Router Internet Connection T
¥ YPe
6. Specify the Router name, Host name and Domain name in the optional
settings
A Diigion of Cieca Sysiams, Ine. Flimwwans Vercian w8 00.0
Wireless G Broadband Rouwber WHTEA:
SE‘tUp Setup Wirelezs g : :'. : :‘:'f'dl::f:;n: Administration Status
m MTU — Maxiomm Bazic Setup | ; MAC Address Clone | L dvonced Routing
Transmission Unit. This '
specifies the maximum PRI Automatic Configuration -
permutted packet size for Internet Connection Type | Automatic Configuration - DHCP « DHCP: This 2etting iz mest
S ot Al commanly us=d by Cable
ternet transom : ? operaines
(required by some tspey| |  Pouter Name:
| Host Hame: Enter the hosd
Hoet Mame: nama provided by your EF
Domain Hama:
3 I Diovmiain Hamee: Enter he
WTL: ALt chomain name prosided By your
Gire T 3P
FIGURE 1.5 Optional Settings
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7. Select Auto option from the drop-down for MTU

LINKSsYS'

A Drvigen ol Cisco Systems, Inc Fimwwane Wersios vE.00.9
Wireless G Broadband Router WRTEAG
Setup setup Wirsles Secu epufhrr::: Bceministration Shatus
Basic Setup WS AL Address Cloneg |

MTU may be specified _ Internet Setup Ktomuie Conamtin.
mﬂﬁ;ﬁ:ﬁiﬂ; vium i Intemet Connection Typa Autornatic Configuration - DHCP w | E-‘:nr. I:u- ::;Eu ;:tjt:; ::5 “T-I:;m
1200 — 1500 b : : BpErEnsg.
S may be {,ﬂq.i,fdpth?:ﬂri:tltgpﬁ Router Nams |Lin ksys-Fouter Setup | LA

Hoat Mama: |h ostl | name provided by your ISP

Domain Name: ||:||:|rr'min 1 |

ML Auto W

Domain Mame: Entar the
domain name provided oy your

1500

FIGURE 1.6 MTU

8. Provide the Local IP Address and Subnet Mask in the Router IP fields

| INKSYS'

4 Division ol Csco Systams, Inz Firmwvare Wemsicn w000

Wirelesz [z Broadband Router WRTEAR

SEtuP Sriup Varclces “Ei;l;:t:;ﬂl 'qgag:ﬁirilznl Adminixiraiion Shatus
Basic Setup I I MAC Sodress Clone | Advanced Rouling
m IP Address refers to ntormet Selup Automatic Configuration -
. . OHC P This & mosd
the router addeess. Defanlt Internet Connection Type Automatic Configuration - DHCP = | m“:dt?ﬂﬂ
" operalors,
value for IP address is Optional Sctfings . e :
192.168.1.1 and defanlt [requirsd by eome |5Pg) s - Hoat Name: Enter e host
value for subnet mask is Host Marme: ' il
255.255.255.0 Dizmain MName: [ | Domain Name: Ender he
diomain name pronded by yoar
IS8
More....
Local IP Address: This & the
Metwnirk Selbup acidress ol fhe rouler.
Loecal IF sodress  |192. 2|, 1 Subnet Mask: This is the
subnai mask of the rowier,
Subned Mask: Z55.
FIGURE 1.7 Network Setup
9. Choose DHCP = Enable
-
Local IP Address: The s the
Router 1P LocaliP Agoress:  [192| |1en|. |1 | |1 | ROATaRA 0F the roUtar
Subnet Mask: | S _ XS5 _IS5._10 [ Suhnet Bask: This & the
m Th.'E-' euable ﬂPﬁDﬂ :i.E- subned mask of the rouier
) Hebwork Addres s = —
selected 1in order to enable Server Settings (DHCP) OHCF Server ®) Enable . Disable
the router’'s DHCP server Starting IP Address: 192.188.1. 120 DHCP Server: Allows the
Warimum Humber of router to manage your P
OHCP Usars: 5E sddrasess.
Clignt Leasa Time, 5] minules (¢ maans one day) Starting 1P Addresa: The
Static NS 1 o | |,:, |:, | a | address you would liks o alart
) : wih
Chate DHE 2 o |.|n |:. | a |
Maximum num bar of RCP
State CNZ 3: o | = ||:l | - | ) | | a] | Ui=ers: You may limt he
i 1 r rumbear of addresses your
HES: jo. |.|la J.Jo |.lo e P
FIGURE 1.8 Network Address Servers
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10. Specify the Starting IP address and specify the Maximum Number of
DHCP users

Internat Setug
m e = - i ) ) Awntomatic Configuration -
'IhE-' number of Internet Conmeclion Type Avtormatic Cmflguratim - OHCPF » DHCP: This seting is most
DHCP users should be oy e Il
_ ~ B W Talars
specified such that DHCP Hianm Saltnme Rouwter Hame: |Linksys-Fouter Sstup
|required by soms ISPs) ) " " e
B t [F_ st Name: Enter the host
Cafl iﬁ-ﬂ.iﬁll ﬂ:ﬂ .III.'E.'I:T'i" Host Hame: lh astl name provded by your 5P
addreszes. Maximnm Domain Mame: ||:]|:|rr'|air| 1
ﬂ'l].l]lhﬂ[ Elf DHEP s Of | Aaito Dormabn Marme: Faterthe
] L. damain name previded bne your
PC’s that can be connected e e
- 1600 S
to DHCP is 253. == More...
Hatden ik Satup
) . Liocal I Addres s: This = the
Local IP Address: |192 I EE =R address of the rouler.
Suknet Wask: | 255 255.255.4 Subnat Mask: Thig & thie
subinet mask of the router
Heterork Address . : ;
Sarver Seith IDHCP) CHCP Serser: % Enable ' Disable
m An IP address is Starting P Addresa: 192.188.1) 100 S ——
3Pec1ﬁedm-m:dm: for the Wazimum Mumbsr uf.ED routsr to. manage your IP
- CHCP Usefg.; L addresses
DHCP to connect while
i a Clieni Lease Time: o minutas 00 means one day) B i B e .
issuing TP addresses. Please L
Statie NS 1° adoress you wWoukl [k to ar
note that the IP address wth
should not start with Static DHS 2

192.168.1.1, the IP address
of the router

Static HS 3

VhlE:

FIGURE 1.9 DHCP Settings

11. Prowvide the Client Lease Time in minutes.

mtermet Setup

Internet Connection Type

Ophonal Settings

Automatc Cl:lﬂflgurﬂtl'l:lﬂ - DHCF W

Maxismum numbsr of DHCP
Haers: vou may imt tha
NUMa&Er o Sraspas your
roeubeer hans ]l

Automatic ConTiguration -
DHC P: This

commonk uead iy Cabda
operators.

; Routsr Name: |Lin k=ys-Router Setup
(ipimg st i s Iy Hosd Mame: Ender the host
Host flame: ||'Il:l5tl name provided by wour 1SR
Domain Hama: ||:||:|rr1 aim 1
. | Domain Mame: Entar tha
WAL Auto i doman name prowvided by wowr
1eo00 | BP.
m ) — MOre.
The Client Leasze
Hehwork Satup
Time refers to the amount Lecal IP Addres s: This & the
of time a netwodk n=er is Local IP Address.  [122].|188].(2 |.|1 S T
connected with the DHCP Subnet Mask: Z55.Z55.255.0 w| Subnet Mash: This is the
- - aubnat mask of tha routar
server using the dynamuc IP
address. The time is OHCP Sarver ® Enable ' Disable
provided in numites. Starting P Address: 192.168.4 100/

W a=imum Numoer of IE.I:I
OHCP Users:

Clent Lease Time: |0 | minut=s (0 mzans ane day)

Static DHS 1. . .| |-l D

Static DNS 2 | | |.lo

Static DHS 3 le |.le ]o |-|o

WING: 8 O . X

Starting 1P Address: The
addrese you would ke to,sbar
with.

Maximum niembar of OHCP
Users: You mey mt 1he
number of addresses YOHar

FIGURE 1.10 Client Lease Time
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m The Domain Name
System helps in translating
the domain names to
mternet addresses or

URL’zs. Routers will quit‘.kl}r

access the DINS server

m WINS — Windows
Internet Namung Service.
This manages the PC’s
internet. Specify the IP

address of the WINS server
if nang. Else, leave the field

blank

Module 10 - Wireless Network Defense

12. Specify any three DNS server IP addresses in the Static DNS (1-3)

fields

Hetwork Addreza
Server Sattings (DHCP)

Hetwork Addres s
Server Settings (DHCP)

Network Setup

Metwork A&ddress
Server Settings (DHCP|

DHCP Saneer:

Staring P fddress: 1929684, 100

Maximum Kumber of T
DHCP Usere:

Cient Lease Trma: |0

* Enable ' Dizabls

| minutea [} meanz one day

Static DHS 1 | —
Static DNS 2 | | - |
Static DS 3 o |lo |0 ||o

WINS: le |.{z |.|Ja [.[o ]

FIGURE 1.11 DNS Server IP Addresses
13. Enter the WINS server IP address if you use a WINS server

DHCP Sarvar;

Starting IP Address: 192.488.4

Waximum Humber of |
OHCP Users:

Client Leaga Time: |0

.EI:I |

@ Enable O Dizable

| minutes (0 means one day)

statc ONS 1: - | | -
Static ONS 2: | A
Static ONS 2: [0 ].le J.fe |.Je
VNS o |.le o [[o |

FIGURE 1.12 WINS
14. Click the Save Settings button in order to save all the changes

Local IF Address: | 132 .|L63|. |1

|.|25é

Subnel hMask:

DHCF Sanser: % Enakble

Starting IP Address: 192.168.4)102

Meccimurn Humibsr |= |
off DHCP Users =

Clizrt Lease Time:
Slatic DME 1
Hlatic DINS 2

' Disable

Hatic DM E 3

WVIM 5

Time Zone:

(GMT+08.00) China,Hong Kong, Australia Westem v

Lulomatically adjus clock Tor dagight saving changes

FIGURE 1.

Save Settings C ancel Changes '
13 save Settings

DHCP Server: Aldows the
rowier to menage your P
addrsecas,

starting IP Addrege: The
address you would §oa 1o start
weich

Maximum number of DHCP
U=ers: ou may limi the
nurmber of g

router hands owt

DHC P Server: Lhyws the
router foomanage your F
pidresses

Starting IP Address: The
piddress vou would ke 1o start
with.

Maximum numbser of DHCP
Uzers: vou may lImE the

number of addresges your
roer hands ou

Lol b Addreas: |nsE @ s
addrese ol e rouler,

Subnet Magk: Thiz ik the
subnel mask of the rowler.

DHC P Server: Alows The rowlern
io manage your IF addrezscs.

Startimg IP Addreas: The
address you wouid like to start

with.

Maximum number of DHCP
UBera: DU may imk the
nurnber of addresses pour
reuter handa oul.

Moie_..

Time Satiing: Choose the Bme
zone you ane in. The roufer can
aEn aduet avtomancally far
daylight savings fime.
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Module 10 - Wireless Network Defense

15. A prompt saying Settings are Successful is displayed, click Continue

. |

m DDNS helps in
accessing domain names

T e — Settings are successful.
Continue I
FIGURE 1.14 Settings are Successful
16. Next, click on the DDNS tab present near to Basic Setup
LINKSYS'
A Division o Csco Systeme, Inc. Firmrsuane Warckes: v 1.00.9
Wireless -G Broadband Router WRTEAG
SEtup Eﬂtup T oLl F!#J.:li:lli:-:-.lz‘:::|1.'-: ..;E.l:llillu:r:lalizrl " Ademini=iration Slatuz
DONS | WA address Cinne | Edvanced Routing
NS Service: DDNS alows
DDME Sapgica: You [0 AcCEsa your NEYETE
uzing damain namaa nadead of
F addreszee. The egrdce
m Routers may be manages changng 1P address
confipured by npdating the and updates your domai
- : Torrmation d:ll'ﬂEII'I"lEt'l]l}I 0L
DINS SEttlﬂgS usmg muret =ign up Tor senice
DynDNS.org or TZO.o0rg through TZ0 com ar
Dry D05 o
More..
Cizco SysTEms
ey r— e
FIGURE 1.15 DDNS
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17. Select the DDNS Service = Disable from the drop-down
LInNKSYS'
A Division &1 Cisco Eystems. Inc. Firmears Wersion: 1,308
Wireless-G Broadband Router WRTE4G

Administration staiues

Eetup B e -e-..'lrl- icaticens

Sctup Wircles: Security & Gaming

Baekc Setup I DONS |AC Al ane fdvanced Routing

DO 5 Service: DONE alows
DDNE Sarvice: Disahle ' yinu i access your nebwork
using doman names instead of
IP addressas. The service
managss changing [P address
and updaies your domain
informaiion dynamcaly. ¥ou
muet 2ign up for senvice
through TZ0. com or

DynOHE org.

MOre...

LisE0 SeSTINS

FIGURE 1.16 Disable DDNS

18. Click on the Save Settings button.

LINKSYS'

A Division of Gsco Systeme, Inc. Frmsiane Vercks w1003

Wireless.G Broadband Rowbter VWETEAG

Setup ArreEss Apohcations

Viirelece st R Bdrmimistration Siatu=
T RaRI & Gaming

| DONS

LN S : 3 1
* DIRE Service: DDNS alows

nOMNS Serdica: Dicable ¥ou [0 AECEER your network
uging domain namas neiead of
F addrezsee. The gervica
ranages changing 1P address
and updales your domain
formaton dynamically vou
miesi sign up for service
throwgh TZ0 com ar

DwnDRS orp

More..

Cisco Svarims

FIGURE 1.17 save Settings
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19. A prompt Settings are Successful is displayed

l Settings are successful. |

You will be returned to the previous page after several seconds.

FIGURE 1.18 Settings are Successful

20. Now, click MAC Address Clone

b

LINKSYS'

B Division of Gsco Sysbems, Inc. Fimrwars Versias: v 00.0

Wireless-G Broadband Rowtar WRTEAG

Setup ACress Applications

Ei-tup Wiralezs Secunty

il AdrminiEiration
Re==xtricticns th sEmMIng

Bagic Selup DO NS | WG Address Clena | shvaniced Routing

M4C Clone
MAC Address Clone: Some
m MAC Addreszs clone 0 Enabile i Disable ISP wil reguire you 1o rogister
helps vou i1 al:ldl.ﬂg Ay : ¥our L_.'.-EE'. pddress. If vou do
— IP add : Usgar Defined Entry: D0|: 00 : Jjaa):panl:|a not wizgh to re-regeter your
sPemﬁE a 55- WAl addreas, you can have the

Cone Your PCs MAC | reutar clane the MAC addresa
1hat s regetares wiih your ISP
Kore.

Cizco SysTEMS

il

FIGURE 1.19 MAC Address Clone
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21. Choose Disable = Mac Clone

LINKSYS

A Divizion e Ciseo Bysteme, Ine.,

m Operational Mode has
two options: Gateway and
Router.

Gateway 15 selected when
the router hosts the
network connection to the
internet.

Setup

Router 13 selected if the MAL Llone

ronter exists with other

Wireless-G Broadband Routar

Apphabons
& Gaming

Vilreleee SBcunty

WAL Address Clons

Enable '* Dizanle

Uzer Defined Entry: | Oc

Clona Your PC's MAC

Firrrware Werskn 8. 00.0

WWRTE4:

Admimistration

| Advanced Routing

MAC Address Clone: Soma
I=P wil require you to ragister
vour WAC address. [T you do
nal seizh to n:-_n:-gﬁe'ﬂer jaliig
MaC sddrexs, you can hawe the
router clone the MAC address
Had = reo=tered wth vour IEP

FIGURE 1.20 Disable MAC Clone

22. Now, click Advanced Routing

23. Select the Operating Mode from the drop-down

routers in the network
LINKSYS'
A Diwsion of (isco Systoms, Inc.
Setup
m Router DP-EIElﬁ-III-ﬂ‘El
mode Pmtrides another
Advanced Routing
Oparatng Mode
Static Routing
m Dvu:amu: Rmﬂ:l.ﬂg "
uses RIP protocol. RIP: LINKSYS
Ronter Information B Division of Gsco Sysbems, Inc.
Protocol, which provides
the mazimmum mumber of
efficient Paths arailahle Setu
between the source and the P
destination.

RIP has four options:
Dizable

brdvanced Rowfing

Flnmisie Versian: ¢§ 900

VWirgless -G Broadband Router WRTE4G

ACCezt
Rezirictions

& pplications
& Saming

Seledt set number: | 1() -.r|

| Delete This Entry

Enier Routa Heme: | |

Adminisiration

Ldvancad Hoaong

Cperating Mode: ITEHhs router
is hostng your inbemed
conneciion, sclect Galeway
mode, Fanother rowter eaxists
on your nefwork selkeci Router
mode.

Ealoct Set Mumber Thie =

FIGURE 1.21 Advanced Routing

Wireless-G Broadband Rouwtar

.
Ly : Acrcess
Wirelezss Secunty s
Restrictions

. WAN

. LANM and Wirelesz

. Eoth

TWAN 1= selected in order
to enable dynamac routing:

LAN iz enabled for TAN
and Wireless side

Cammway | ™

Delete This Ertry -

Applcabons
& aming

Eriter Roule Mams

Destngton LANE: |o |{o |lo |/o |
o J[o 1o J[o ]
o Ho o |

LANM & Wirelese « |

Subnet Mask

=]

(=

I

I
Default Galeway |-:'

I

Merface

Fimvaars Verses: w8, 000

LN B

Adminigiration

| Advanced Routing

Operating Mode: If the router
iz hosding your Internat
connacton, selact Gataway
mode. If anothar router exoete

on your netwerk, aalect Router
miode.

Bedect Sel Humibes: Thie g
e e Foute numier, you
&y 22t up to 20 routes

Route Hame: Enber the name
you would like o assign to this
roube.

Da stination LAN I Thiz = tha

If d;ma.mic mutmg 18
requured for LAN and
TWAN, select both.

FIGURE 1.22 Operating Mode
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24. Select a number from the static routing drop-down list

LinNKsYSs'

& Divsion of Gsco Bystems. Inc. Firmaesss Version: . vB.03.0

Wireless-G Broadband Router WRTE4G

Admilnistration siatue

Scourity

EEtUp A S Applications

B Gaaming

CIDME LALC Acdreas Chne | Advanced Houting

Advanced Routing
y ] Operating Mode: 1 tha router

Operating Mode -Gntewuy ~.-| i hosting your nmemel
conneciion, s=lect Galewray
mode. if ancther rovier exists

Static Routing Seec] 28t nUmDer: () 9w | Dalate This Entry on your network, select Router
matle
Enter Reute Nams: | | Select Set Number: This i
the unigue rouie number, you
Degtination LAM IP: |-:| : |-:| : |-:| ; |-:| may et up o 20 routes.
m The Static nnmber Subnet Mazk: ||:| ] |l:| E ||:| ; |G Route Name: Enter the name
den ) ) . ) vou would ike to agsgn to thie
otes the :Jl‘:l':t.leI of Dafautt Gatew ay: |t| k ||:| .|t| _|r_1 routa -
pathways taken in order to S
reach the network derface: | LAN & Wireless ""| Deectination LAN P: Thie & ke
information to a Pﬂ_fﬁculﬂ_-l: remata host o which you would
3 [k b assign the stalic routs.
host. | Shawy Routing Table |

FIGURE 1.23 5tatic Routing
25. Next, enter the following details:
o Router Name
o Destination LAN IP
o Subnet Mask

o Gateway

Address: IP address of the A Division of Cisco Systarns, Inc. e i Ee s
host or the network to
which the static route is Wireless-G Broadband Router WRTSAG
connected
86 tll;] Setup Security ’ ;'-Lr.']i::-li?..i';nﬂ Adminigtration stEtu e
BaEic Setup DS IAC Asdrese Clne | &dwanced Routng
m The Subnet Mask .
. Advanced Routing E
Detemmles 'I'h_e_. ﬂE-'tWﬂ.Lk. ) Eli:rer;at:ng Bcede: [T Ehe router
- - Operoting Mode Gotevs ..‘,. iz hosting your nlernet
portion and host portion of ay | R
the TP Address rade. If anciher rovier exists
Static Routing Sekec gel numer: ) Delete This Entny on your network, select Router
mode.
m The Gateway: Allows _
e connection beteen he e— | e
h ouien .
router and the host Destration LaNP: [0 |[Jo |Jo | may setup to 20 routes.

Subriet Wask o [le |fo | Route Name: Enter te name

wou would Ike to assign to thie
Default Gateway: [0 [[o [[o | i

Interince: | LAN & Wireless ~"| Deztination LAN IP: Thiz & the
remobz host bt wwhich you woulkd
ke fo A iE‘iI_:F'I Ehe &rafic rout=

Showr Routing Tabla |

Subnet Mask: Oetermines the
huest anad the network partion
More...

FIGURE 1.24 5tatic Routing
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m The Interface defines
whether the network 1z on
the LAN or the intermet

m Selection of LAN &
Wireless and Internet for
interface drop-down
depends on the location of
the IP address. If it 1=
connected to a LA, select
LAM or else internet.

m Delete This Entry
deletes the entered IP
address

m Show Routing Table
provides the current
routing table

Module 10 - Wireless Network Defense

26. Now, Select an Interface from the drop-down

LINKSYS'

& Divsion of Gsco Bystems. Inc. Firmaesss Version: . vB.03.0

Wireless-G Broadband Router WRTE4G
Administration Si=tUE

EEtUp I g Applications

Setup Wircless Sccurity 8 Gaming

Bagic Selup I DONE |AC Afdrezs Clane | Advanced Routing

Advanced Routi
NS S S0 Operating Mode: If the router

= Made 'Gatew = is hosting your nlemet
Operating ay | conneciion, sslech Galeway
made. [ another rovier exists

Static Routing Seect 2el nUmber; | 3&1 W Deleta This Entry on your network, select Router
made.

Entar Route Nama: | Lelpet Set Humber: Thiz iz

the unigue neule numbar, WOu
Destnation LANI: |0 [0 [[o | may set up i 20 routes.

Subnet Wask o e |fo | Route Name: Enter the name
wou woulkd ke to aseign to this
Detautt Gateway: |0 (o | [0 | i

Interisca; | LaM & Wireless I'-"|

Die=xfination LAN IP: This i ihe
remote host to which you would
like b assign the static rouks.

Show Routing Table

Subnet Mask: Dctermines the
host and the nebwork portion.
More...

FIGURE 1.25 Interface

27. Click Save Settings

LINKSYS

A Divieion of Asco Ej'EtHTI!-. Inc. Firmrase emsioa 4000
WirelessG Broadband Router WHTEAS

Setup

: . ] AoopER & pplications
c - fudministration
Wirclcas Security Reslrictions & (=amumg )

NOHS 1 MAEC Address Clone | Advanced Roufing

P ) : j
Advanced Houting Operating Mode: If the rouler

Operating Mods Galeway ¥ meﬂ Galenay
mode. H another router cxasts on
your pehuork, select Rou ter
Static Houting Select =8t number: M0 * Delete Thiz Entry mode:

Select Set Number: Tha i the
Enter Routs Mame: Linicjuse rosule: MUTEDET, YO My
set up fo D roules

Drestination LAN [P a | 3 Romte Name; Fnier fhe name
wouid b2 1o @gsgn 13 his
Supnet Mask: Lo . L | O mlh

Crafautt Gateway: g (O Destination LAN IP; This & fhe
- remite hest o whish you would
Interface: LAM & Wireless » ke bo axzsgn the stalic route.

Subnel Mask: Delermines he

Show Routing Table o=t ard the retwork perbon
Mcrie. _

Cigto Srarems
Save Seltings M Cancel Changes I""”' " |I

FIGURE 1.26 save Settings
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Module 10 - Wireless Network Defense

28. A prompt saying Settings are Successful pops up. Click Continue

Settings are successful.

FIGURE 1.27 Settings are Successful
29. Click on the Wireless tab in the menu bar

LINKSYS®

A Divizion of Ceco Systeme, Inc. Eimmwans sy vl 000

Wireless .G Broadband Rouler WHTEAG

EE tup ApcoEs Applications
Resirictions & Gaming

DDNS | MAC Address Clone | Artvanoed R ouwting

Security Administration Status

internet Setup Automalic Conliguration -

. : : P DHCP: This sefting iz mos
Internet Connection Type Automatic Configuration - DHCP ¥ A
Optional Setti '
na mg e ) -
{requirzd by some 15Ps) Router Nama: — WRT34L Host Mame: Ener the hoat
Hast Hame: name providad by your ISP,
Domain Hame Domain Name: Enier fhe
S — domain narme pravided by your
MTU: Autg " | ISP -
Size: 1540
Lorcal IP Address: This i fhe
Network Setup address of the router.
Router IP Local IP Address: 122 1ed| |1 | 234 Subnet Mesk: This is the
subsnel rask of e rouler
Subnel Mack: ZEE.255.2685.0 v
Network Address _ _ DHCP Server: Alows Me roler
Eerver Settings |DHCP) NG S # Enable ' Disable o manage your IF addresses
Starting IP Address: 192.168.1]107] Starting IP Addresa: The
Iazmum Humber |=-:| | address you would ke io etarl
of DHCR Users = wiith.
Client Leagse Time: |E minutes (0 means one day) Maximum number of DHCP
Ueere: You may imn the
statlc DNS 1: la [.jo |.jo |0 e
router hands out.
saficONSZ [ |.o [0 o More...
Stafic DS 3 o [jo |]o | o
WINS; o a0 |ia | Time Seting: Chonse the Fe
FIGURE 1.28 Wireless tab
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Module 10 - Wireless Network Defense

30. Click the “Basic Wireless Settings™ tab

LINKSYS'
m Thete are four modes A Drvisien of Cisco Systems, I Firwrarars Viersin: vl 8.0
for Wireless Metwork
hicde: Wirelesz 5 Broadband Router WHTEAG
1 : wirele Wireless Securily Access Applications Adminiatration
g DiE-ib].Ehd. Ne ] - —coary Restiiclions & Gaming ol
c:npemtmu PDSSiblE WWIraless Sacurmy | Wireless MAC Fitar |

s  Aliwed: Allows
802.11B and 802.11G

Wireless Network

wizh to axclude Wireese

wireless equipment et Mixed ¥ cients, choase B-Dnly Mode. If
VWirsless Network Name WRTELCE you welid e ‘ﬂnﬁ: wraless
WOONS, -
e B-Ouly Allow only [SSID): ._
807 11B wireless “ Wirslezs Channel G-2437GHz ~
equpment Wiraless SSI0 Broadeast: ® Enable " ' Disable
. S Dulj': Allowr nﬂl}r
302 11G wireless
equipment Status : SES Inactive
| Resel Securily
Cisco SYsTEm S
—— .
FIGURE 1.29 Basic Wireless Seﬁ:ings
31. Choose the radio button for the option Wireless SSID Broadcast -
Disable
LINKSYS'
& Division of Gisco Systems. Inc. Firmears Version: vE.03 0
Wireless-G Broadband Router WRTESG
WII-EIEES Setup Wircless Sccurity £ "1_' ) :- - ?g:::?;j::w Administration
Basic Wiekas Satfinos | . :-:r..-:-:::r'.:r': £58
NEUERESR N Wirelose Network Modes If
Wireless Hatwark Mode: Mixad you wsh to axcuds Wiraleas-G
clentz, choose B-Only Mada. 11
Wirelaes Network Name (5500 |wm541.:~.ra U WoUK ke to digabie
Wireess BCCEIE, chooess
L) Wiceless Network Wirelzas Channal: [6- 2.4376Hz e
MName ID)) reprezents
the ﬂame{ssﬂf Eh:ij_teless Wireless 5510 Broadcast: ") Enabte '* Digable pe
router
Status * SE3 haclive
[ Reset Security .
Gusen Srarems
FIGURE 1.30 Disabling Wireless S5ID Broadcast
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Module 10 - Wireless Network Defense

32. Click on the Wireless Security tab next to the Basic Wireless Settings
tab

LINKSYS®

o Division of Cisco Syslems, Inc, Firrmazre Varsion: wEa00
Wireless-G Broadhand Router WRTS4G
m Disabling the 551D —
broadcast makes it Wireless Lo Wireless Lecurity I_':':':"f:E':_:' :.‘I'I.E.Iii;_;.:'r;il.:ni Administration Status
impossible for other people i e T
to recognize your network eaic Wirsiess Wireieaa Securty Nrolese MAC Fller | "I ;h'_l" o
while searching for a .
wireless network Wireless Security Security Mode: You may
Security Mode: | Di=zahled n-'l chonse from Dizabie, WA
Personal, WPA Enterprize
WIPAD Parzonal VWPAR
FIGURE 1.31 Wireless Secunity
33. Select approprate strongest encryption mode
Note: Here, use of WPAZ 1s considered the strongest encryption mode
L wea Personal: for wireless security from the Security Mode drop-down
Commonly nsed in
personal or home networks
5
LINKSYS
A Divizion of Giseo Byslems, Ine., Firrmeran Vorsion: w500
m i Wireless-G Broadband Router WHTEAG
WPA Enterprise:
Used for wirelesz networks Wireless Acce Apgplications NN
i st e it nts. Satup Wirclaes Securnty |{c5;:{:17-;n9 & Gaming - f‘::“::“:r:_‘:mn Status
More complicated and Dasc Wircicss Seifings | WirckesaScowilly | Wircless MAC Filer | Srhbine
provides personal and : .
centralized control over the Wireless Security Security Mode: You may
Wi-Fi connection Securtty Mode: Disabled m;“:&’gm
Dz abled WPAZ Personal, WPAZ
WPA pEFSEH"II.E" EI'IIZ_BI'DI':‘H;'::HI.IS. 'ﬂfn'l::niﬂl
VWPA Entarpris e use the same security moda in
arder §o communicale
Ll wea2 pessonat e o
Commonly nsed for home RADIUS
and small business units WEP
Cancel Changes
m WPAZ2 iz more secure
than WEP. FIGURE 1.32 Select secunty mode
34. Select AES for the WPA algorithm and enter a valid key value for the
WPA shared key ficld
m WPAZ2 Enterprize: y
They require RADIUS
- . 1
authentication server LinksyYs
R'quu-fﬁ ansername and a A Divisien of Gsco Gystems, Inc Freuane Wercion: wB.OE 0
password for
authentication Wireless-G Broadband Router WRTS4G

Wireless Viirclczs Security -!.I.:I - ‘;FED]';'_'I;IJ'I‘;F' Adminigiration Slalug

Soeancad Wirsesa

ings | Yireless Security

m AES: Stands for

Advanced Encryption Wireless Security T e )
Standard. More secure ; . B 1y
- Securty Mode: WFPA? Personal v | chooee from Lisabia, WHA,
encryption method used by Pereonal, WPA Emterprige,
WPM Etﬂﬂdﬂd Pmmdﬂﬂ VR -I!n.b_:llil rithime: BAES i VWPAT PI_EllE-I:llr-ﬂ. WPAZ
. . Enterprise, RADIUS, WEP. Al

Dptl.ﬂlﬂl secunty VERA Sharad Key: OEUiCes On Your nasork musd

5= the same securty mods=n
L s ey _EIEI:IEI |5'EC':'F":IE' orier o communicale.
More..,
e A
FIGURE 1.33 Configuring shared key and WPA algonthm
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m The Passphrase
creates the keys requured.
Hence, any wireless
network accessing the
secured router should have

m Advanced Wireless
Settings are always kept in
their defanlt valnes.
Changes in these values
may result i the poor
performance of the router
and hence may be
manipulated by
expenenced nsers

m The Wireless MAC
filter allows connecting a
MAC address to the
network

m The Enabling
Wirelesz Mac Filter blocks
the addition of any other
Mac addresses to the
network

Module 10 - Wireless Network Defense

32. Click Save Settings

LINKSYS®

N Divisien of Cisco Systems, inc Fsrnerae Version: v 00,0
Wireless {5 Broadband Router WHTHG

Wi re I'ESE- ) ] ACcage Applications

LY Wirzicas i = Administration
— Restrictions & (zaming

Advanced reless

Basic Wircess Seffings | | WWireless MATC Fitber 1 et
-—F '

Wireless Securily Security Mode: You may

Securly IMods: WPRAZ Ferzonal pﬁmn:mu&“;hm
WPAZ Personal, WiPAZ2

WiPA AlgorEhme: AES v Enlerprise, RADIUS, WEP. &0

devices on your netwaork must

WP Shared Hey: e fhie same secufily mode in
order to communicaie.

Group Key Aenswal: seconds Maie....

FIGURE 1.34 Saving settings

36. A prompt saying Settings are Successful shows on the screen. Click
Continue

Settings are successful.

Continue |

FIGURE 1.35 Prompt for successful settings
37. Click on the Wireless MAC Filter

LinNKsYSs®

i Division of (sco Systems, Inc. Firmesme Wersion: of 000

Wireless G Broadband Router WHTEAG

Wireless s L e Acooas Applicatione L L

Restrictions & Gaming

— Advancad Wireks
iC Wirekea s Sattings. | {iMelaes. SaCurny |  \Mireless MAC Fiter | I-: i ; >
-1 THES:
Wireless BMAC Filter
— . H More..
wirekes MAC Fiter:  Fpable ™ Disable

Cosco Sramems

FIGURE 1.36 Wireless MAC fulter
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m Prevent helps in

pr&treﬂti.ﬂg a dewice bemg
connected to the wireless

netwock.

Peomit DI'Jl",'-’ allonwrs the
selected devices to access
the witeless network

m Editing the MAC
Filter list allows the
addition of another set of
MAC addreszes

m TEIP: Stands for
Temporal Key Integral
Protocol. Less secure and
used commonly with WEPA
standards

m IDENT is an internet
protocol that distinpnishes
users for particular TCP
connections

m Normally responds to
TCP port 113

m A Firewrall P.-tm:'ides.
an extra lewel Dfsecmit!r to
the network

m Access restrictions
control the access of the
imnternet access in the
network

Module 10 - Wireless Network Defense

38. Click on the Enable radio button under the Wireless MAC Filter
option

LINKSYS'

A Divisicn of Csco Systems, Ina

Fimreuars Werskas Wi 000

Wireless-G Broadband Router WRTE4G

Applications
& Gaming

Wireless

Sefup Wirsless Security Admineetration Status

Advenced Wirsiess

NS

Wirstezs MAC Fiter

Basit Wirsless Seflings |

Wireless MAC Filker

Wralegs NAC Fiter | ® Enable | ) Disable

L
el Prevent PCs lizted from scocasens he wirsisss

Parmi only: ) Permit only PCs fisted to access the wirsless network

FIGURE 1.37 Enabling wireless MAC filter

39. Now, go to the Security tab, in order to enable firewall restrictions in
the router

Note: Select the options Block Anonymous Internet Requests and
Filter IDENT (Port 113)

LINKSYS'

8 Divizion of GEco Eystems, Inc, Fimewans Veecion: vB. 000

Wircless G Broadband Router WHTEAG

Secunty

ACCEas Applications

- Admunistration
Restrictions & Gaming

Wireless

[ VPH

Firewall
Block Anonymous Intern=t Reguesks

Fiker Mulicast

Bilock WAN Requests
Fikar Imtamet MAT Radirecticn

Fiker IDEMT{Por 113)

Cigea S¥STEMS

Canca Cranges

FIGURE 1.38 Configuning firewall restriction

40). Click on Access restrictions

LINKSYS'

& Diwigion od Gisca Syslems, Inc, Frmvwaoe Versies: vB.000

Wireless-G Broadband Router WRTE4G

Access
1 1 o Applications
Restrictions Accoss oy

B Caarai Adminiztration
Hesirictione B Garming

Se=tup Wireless Security

IntErmet ACCESS

Internet ACCESS
Intemet Access Policy: You

may gefne LPtl:l 10 acoass
r:lllllll:'il'ri- Clhick Delete 1o deklz a
poicy OF Summany Io see a
summany of the policy.

Intern=t Access

s 1) «| | Delete |

Summary

FIGURE 1.39 Configuning Access Restrictions
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Module 10 - Wireless Network Defense

41. Configure the appropnate Internet access restrictions

LY Access restriction 42. Select Application and Gaming from the main menu

allomrs vou to block

applications like HTTP,

SR e LiINnKSYS®

and certain other secvices. A Divion ef Cisco Systems, ine. Fismwrane Viersion. v 000

m It alzo allowrs you to Wireless G Broadband Router WRTEAG

restrict or block certain Applications N

WEbSitES 'I.'I-‘Ei.'lﬂg a kﬂm.l’d. & Gﬂminl_‘.] >iup Wircices Securdy R,‘;::I{;E::m‘ iﬂnh;li ;‘““' Alimiin isbration Slaliis

ot I:W URL Port Rangs Forward | Port Tnggening (1) Fd | GoS

Fort Hange Fonsard Post “‘"n: Dl"_'d

Carlan applicalions may reguire
o open specific ports in onder for
it 1o function corracty Examples
of thess applcafion:s nchsde

m Allowrs the router to b Loz aervers and cerlain aning

block access to local to Both * 192168 1 Egpm m&

resources from other local Inferned, the router will roule fhe

) dets fo the compubar

i . tos Both * 152.168.1. i s 1;"'-'

CaMCErns, o i
to Both * | 1021681, P;.qh..-.?-;-“.g“ﬂ::lum
D
h |
to | |Both ¥ 192.168.1. 0 | e
m Filter hnlticast allows - :
_ FIGURE 1.40 Applications and Gaming
nmltple hosts to reach PP

hepussiahon 43. Enter the following details:
© Application — Enter the name of the program
O Start /| End— Enter the range of ports
O Protocol — Select any one of the protocols or both

o IP Address — Enter the IP address of that port recerving the port
traffic

© Enable — Enable or disables the port forwarding rule

LiNnNKSsYSs®

A Chyigion of Cisco Syslems, inc. Firovware Version: w8060

Wireless-G Broadbhand Router VIR G40
Applications
N Accoea A t
& Galﬂlng Sl Wirgless SeCurity Re.:-:n PR Eﬁam:n:

Porl Range Forward | Port Trigge=ring 1 | Qo

Admimes tration

Port Ranges Foreeard

Port Range Forwarding:
{ertain applicatons may require
1o open Specific porls inoorder

. for i to function correcthy
Application Start End Profocol 1P Address Emable P i i Ser s
s ncluds gervere and c2rizin
o 0 o Both 1924681, |0

— onfine games. VWhen a requesd

fior @ carlain port Somes in Trem

|
o | w |o
|

| | | | Both | 182 168.1. _'3 (| th= lernet, e router well rout=
the data to the compader you
| | |o o |0 | |Both w| 1mziesijn | gpacify. Dus Lo sacurty
; h ; : 3 CONCEME, you may want o imit
| | |I:" i |D | Both 192 {88.1. |a | O pori fonwardng to coly thoss
poris poU ar= wsing, and
| | |E- ‘0 o | Both 152 1684 |a | O uncheack the Enable checkbox
il after vwouw are Miniehad

FIGURE 1.41 Port Range Forward
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Module 10 - Wireless Network Defense

44, Click on the Port Triggering tab

LINKSYS®

m Port Triggering A Division of Cisca Systems, ing
provides special intemet

applications in a local .
network Applications

& Gamlng Satup Wireless Sacurity
Pori Ramge Forward | Part Triggering

Port Range Fonsand

Heametionse

Frmweass Vorsion: o 06000

Wireless-G Broadband Router WHTSAG

ACoens Applications
& Gaming

DAIZ |

ek

Poit Range
Application start End Protoeol IP Adcress Enable
i to Both » 1921681 0 C
a ko Bolh * 192168 1. |0 I
il b3 |0 Both = 192.168.1. |0 I
il tx |0 EBoth * 1921681, 0 [
a ko Bolh * 192168 1. |0 —
i b3 |O Both = 1821681, 0 I
il bx |0 Eoth = 192.168.1. 0 [
a ko Eoth * 192 168 1. 0 -
i to |C Both » 192.168.1. 0 |
o |

i} bz I: |

| Both * |

132.168.1. ¢

FIGURE 142 Port Tﬁgger_iﬂg

Adminiztration Status

Port Range Fonsarding:
Ceerian applicalions may regquire
fo open apeafic ports in erder for
il o funclion correclly Examples
of these applcations ncude
servers and cerlain online
games. Yhen a request for a
certain porl comes in from e
Infernct, the router wil rouie the
data 1o the computar you
speciy. [ue o security
COMCErNS, You may wani to imi
porl forwarding fo only thoss
poriE wou Ere ueing, and
uncheck fhe Enable cheddhox
after you are finished.

More...

45. Enter the fields in the Port Triggering page and Click Save Settings

L INKSYS'

8 Divizion of Gsco Systems, Inc.

Applications

& Gﬂming Setup Security

Forl Range Forea Parl Triggerng

Port Triggenng

Formwears Ueesione vH. 0L

Wireless .G Broadband Router WHTEG

Accons Applications
Reslrictions

(1T |

& Gaming

CinS

Save Settings Cancel Changes

FIGURE 1.43 save Settings

Admmsirabzon Status

Pl T ering:
Application Ender the
application name of the trigger.
Triggered Range For cach
applcation, kel the triogered poil
number range. Check with the
Irernet appication
documendadion for the port
IUMminer(g) needed. Start Port
Erder the: starfing por rmomber of
ihe Triggerad Fange. End Port
Enter the: ending port number of
the Triggerad Fange.
Forwarded Ranges For each
applcation, ket the forwarded
porf rember range. Check wilh
the Intarmet applcation
documendadion for the porl
number(s) needad. Start Port
Enfer fhe starkng por mamibeer of
ihe Forwarded Fange. End
Poerfl Ender fhe ending pord
nurmber af the Fonsanded

Range.

Cisco Svarems
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Module 10 - Wireless Network Defense

46. A prompt saying the Settings are Successful will appear. Click

Continue

Settings are successful.

Continue I

FIGURE 1.44 Settings are Successful
47. Next, Click on the DMZ tab

LINKSYS'

A Divizion of Cisco Systeme, Inc., Femegre Yerskon: v8.00.0

Wireless.G Broadband Rowber VWRTEAG

Applications

Access Appbcatona

Adminixtration

& Gamlng Wireleess SBcunty Re=xt ricticens & Gaming
DUz I 15

[kl Z: Enobing ihis option wil
eXDOES Your routar to tha

[ Enabling the DMZ

) Enable ™ Dizabile

opens all the F:pm therehy Intarnat. All ports wil e
EEPﬂSiﬂg 'I'.h'E: mﬂ]P'IJ-tEI t[; DM E Host IP Address; 1821881, C =
the internet.
Cizea Svarems
T
FIGURE 145 DMZ
48. Choose DMZ = Disable
LINKSYS'
A Divisom of Cizco Systems, Ina Firematans Warsion: vB.G30
Wireless- G Broadband Router WRTEAG
Applications
'E. Gal'l"lll‘lg Wirglaasa Securmy F_:”I::HI“ ipé:.ﬁ::“ Adminiziration
| Port Trigoering DL |
DM Z: Enabing this opbon wil
™ 1) CHOaSE Your router ta the
v/ Enatle & Dizaiie internat. &1 perts will be
DWZ Hoet P Addrees: 182.463.1. | C accasabla from tha imemet
L More._:
Cisen SvEnEm s
T
FIGURE 1.46 Disable DMYZ
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Module 10 - Wireless Network Defense

49. Now, click on QoS tab

P

LINKSYS'

8 Diveion of Gisco Bystems, Inc. Fimmaars Version: v2 00.0

Wireless-G Broadband Router VWRTEHG
Applications

Applications

& Gaming le: _ , & Buying Adminigtration

| QoS

O :i.' D
. _ e st Twio bypes of Qually of Sandioe
Upstreamn Bandwridth | AUbo / | fealur=s are available, Wir=d

plugged in b the rovter with a
tthemed cabie, and Wirsless
Device Prioriby Pricrity 0S5, which control devices that
Device namse r - =T - arz wirckssly cennecied o the
| , L LV [98[:)80): 00|12 1 0d 0 o router.

FIGURE 147 Qo5

50. Choose QoS =2 Disable

LINKsYS®

A Division of Gsco Systoma. Inc. Firimatass Vanssan: ¢5.000

m _ Wireless-G Broadband Router VIRTH4G
o Qo5 is enabled only Applications
- I Appicati ’ . <.

SETICES o Benge Forward Port Trggenng I I QoS

Teen types of Qualkty of Service
Upstream Bandwidth | Auto ' fegiures are avalebie, Vred
Qs which controks devices
pliggad in to the router with 8
Ethernet cable, and Wiglezs
MAC Address 03, which control devices that
are 'n'i'i.'l".‘iE'!'ﬁil:.l' connestsd o the
00 |: (Do) ;|00 (a8]:|a0]: (0D rowder

FIGURE 1.48 Disable Qo5

31. Click Save Settings

Application Priority control your dsta ralewih
DOptimiza Gaming Applicaticng : el A5 S
Friority Specific Port £ COMEIMIngGg andwidth. Check
O lirmize Gaming
Application Name - Applications to autornaticaly
i allew comimon game applcation
ports fo have: a higher pricriy.
You may cusfomze up o aighl
appicalions by enfering the por
Application Mame FiumDer ey uss.

Application Hame

Wireless Qo5

Application Mame

Wirgless QoS i abe referred to
as WWi-Fi Mu BEiled ia TR (W)
by the Wi-Fi Aliance TM. Selecl
Enabile bov wiilize VWAl il you are
Application Hame using other wircless dewices that

K ane aken WV cerlilied.

Application Mame

Application Mame Ho Acknowledgement :

Enable this oplion § you would
IHE D dieshie ]
If this opdion is enabled, the
rawier vl el re-send data if an
ETTON CCCLrS.

Application Hame

Wirekess Gos
WM Support: Dizable * | iDefavk : Disable)

Mo Acknowledgement: | Dizable = | (Defauk : Disable)

Bidca SvaTEms

FIGURE 1.49 Save Settings
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Module 10 - Wireless Network Defense

52. A prompt saying the Settings are Successful is displayed. Click

Continue

Settings are successful.

I Continue I

FIGURE 1.50 Sawings are Successful

53. Click on the Administration tab

LINKSYS®

A Division of (isco Systoms, ing.

Administration R

Satup lreless SECUrty

M anagement | Degnosfice |  Factony.D

Router Password

Applications

Rexirictons

Fimmegie Wersion: ¢3.000

Wireloss G Broadband Router

Adminisiration

srare tpgradge ||

i1 i nical Rowder Access: You
m The Administration Lo '
i i Local Router Accese Pasgword: FEEEASEESENRN IS | can changs the Rowlers
pazzword from herz. Entera
tab 510 the b d fro Ent
ronter and lﬂg l:::l|:|11rn'i Y111t 11111111¢8¢1 | new Fouter password and then
. tvpe it agam in the Re-artaric
confipnrations. All the confrm fisid t1 confrm.
softwrare upgrades may be
ot 11 3 Access Server et [eTTRS Web Accegs: Alows you to
PE’:E - confgure access opbons 1o the

YWirsless Access

VWb * Enable ' Disable

Remota g
Remote Rouler Access Management: ® Nigable
Management Port:

Use hitps:

uPnp

) pisabile

routers wah utity.
Muore..,

Remole Rouler ACCes s:
Lilows you fo accsss your
rouler remotely. Choose the port
you woukl Bke fo use. You most
change the passwond fo the
rowter if it is skl using i3 defaut
passwonrd.

UPnP: Uaed by cerlan
programs to sutomatically open
porte for communication,
More...

Gisen Svsrems

FIGURE 1.51 Admunistration tab
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Wireless-G Broadband Router WRTE4G
m The Management tab . ]
speci.ﬂes ﬂ'lE.' ronter .ﬁdl’l‘llﬂlﬁtfﬂtlﬂn Setup P J;::l;‘if:‘:‘il_il:llm Adminieiration
Fas.swcmi ; =
Manegamant 19 | Dsgnostica Factory Dafaulte | Firmwars Upgrada | Config Menagement
e o Local Roaler Acces & Yol
Local Rourder Access Pazsword: BEEEEEEEEE | can change the Aouers
pa s nnd from fere. Enter a
Re-enfer to AR new Rovler password and then
canfirm: type it agamn in the Re-enter io
cenfrm field o condrm
ACCESE SErver MurTe LuTTPS Web Access: Sbows you ko
: configure access nphons in the
Eﬁlaa& e ® Enable ' Dizabis router's web utity,
i More...
. ftemote Fouter Accesa:
= - & Allowes you to accase your
Wanagement: '_" Enable & Disable router r;rnn-ta:!f_ C rn-:ae:trl:z: port
Management Port =0END WL oM ke 1o UEa. You miEst
IZI'IH.I'II_EE' the password 1o the
- ronter it e et uzing t2 detaut
FIGURE 1.52 Management tab
33. In the Password ficld, choose the strongest password for a wireless
router.
56. T‘j'pe a new password. Re-type the new password in the Re-enter to
Confirm ficld
Note: Passwords should be changed perniodically in order to restrict any
unauthonzed access to the wireless network
LINKSYS®
A Divisen of Gisco Systems, Ing T R S
m The Administrator Wireless-G Broadband Rowter WRTEAG
router password differs i i
from the Wireless netoork Administration _ R  Access Anplications [0 e
name ESS]I:'} and Rexirichions th =aming
passphrase of the wireless Management g | Dageslics
network

Module 10 - Wireless Network Defense

34, Click on the Management tab under Admumistration

LINKSYS'

& Division of Gisoo Eystems. Inc.

Roarfer Passwortd

Lacal Router Accecs

Firmeass Wemsion: 3,000

Faesword: FREFREERRERERREG

Local Ropter Access: Wou
can change the Router's
paesword from here. Emter &

E:n‘:]:i_::rm |'|-.|-||-- Tl naw Router paeawerd and than
- - fypa t2gain 0 the Re-enier (o
cantirm feld 1o confim.
Web Access Arcesa Sarver: WMurre [ urTPS Wieb Access: Allvws you [0
can figure access oplisns to the
Wirekss Access o i mul::r;: weeh wifty, ¢
Wek: 2 Enmable ' Dizsable ' y
: More...
Remote Rowter Access:
Remoie - - Allows vou by pocess v
Bemiote RBouter Accoss ) Enable i Disable J Wi ¥OU [0 BCCEES YOour
Kanagement . router remotely. Choose the port
Management Port: 2020 you would ks io vee. You must
changa the password 1o the
lles hitps: router If A e st using fs detzut
pageword.
IPRE UPnP: Uaed vy certain
vEn programs to aubomaticaly open
LpnE: ® Enable ) Dieatde parts for communication

FIGURE 1.55 Configuning router passwords

Maore..
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Module 10 - Wireless Network Defense

57. Now, Select HTTPS from Web Access —? Access Server

LiINnKSsYS'

A Divisicn af Cisco Systems, Ino

Eimawans Versksa: wE . D
Wirgless-G Broadband Rowter WRTE4G

Administration Applications

Setup ] Sacurty & Ganing Adminis tration Status

Management 01 Magnostics | ctory Defsuits | Finmwere Upgrade |

L) Eqabling Remote

router access for the first

Rouler Password

Lacal Router Acco a3

Faaaword:

Fa-amtar b
Confim:

Local Ropter Access: rou
can change the Router's
pazsword from here. Erter a
new Router passwoerd and then
typa t again in the Re-enter to
confirm field 1o confim.

HETS ROyt i Web Acceas accessServer:  [urre [ wrres e = nawn
change the defanlt router e configure accass options to the
password This can enable Web: ® Enable ' Disable Ll:utEr'E web utiity,
- J Qe
sarnre admin aceess and okt
-:'.hznge the adnuin P..:u-t SEio Remole Router Actess:
Remote Router & Y i Aliorers you bo proess your
from 8080. uter Acoess Misrsgement: .J Enable '* Dizable e Ny TR it
ianegament Porl:  [2020 you woud ke fo ese ou mist
change the password ic the
sz hitps: reuter if il is afil using = deiault
e L 1 g
UPnP: Lgad by certain
programe to automaticaly open
:i'.:' Enable ,'; Diim able 'F.-I'JII:'IIIE-B.TET Communication
FIGURE 1.34 Confipuring Web access
58. Choose Remote Router Access = Remote Management —> Disable
LiInNKSsYS
8 Division of G20 Systems, Inc. Fimpwars Versiaa: w8 D00
Wireless-G Broadband Routar WRTEAG
Administration .
=Etup Wirelezss
m Status provides the
i ) ANagemen i
detzils I&ga_tdmg the = : I8

cucrent status of the router

m{:mlﬁghiz:mgemeut

allows backup management

and Restore Management

Router Passwornd

Local Router Accece

Pazeword

H=-snter fo
confirm

Access Server

Wirsless Sooess
Web:

[amre #lurTes

® Epable  _' Disable

R=mols
MERAJEDELL

Enp

Remote Router Access

Management Fort

Uza hitpa:

® Enable ' Disobie

Local Ronter Access: Yoo
can change the Router’s
pasawrord from here. Enter a
navy Rouler pesavwerd and then
typa £ again in the Ra-aenter to
confirm fiald 1o confrm

Vieb Accece: L40ws you 1o
configure access oplions Lo the
roufers web wliity,

More..-

Remole Router Access;
Allows you o AaCCESS ¥Ur
reuter remotely. Choose the pord
you would liks 1o eas. o must
changa ihe password to the
reuter if it ie etil ueing e deisult
pasaword

UPnP: Used by c2rtain
programs [o autemalicaly open
pOrts Tol communicaton
Maore..

FIGURE 1.55 Configuring Remote Router Access
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m The Firnroare
Upgrade allows you to
upgrade the fiomrware.
Upgrading may lead to loss
of confipnration detals and
hence you need to save all
confignration details before

Q;II Log helps in sending
logs to any particular
compuier

m Diaguc:sti-::s Cconsiats
of two steps: Ping and
Traceroute

Module 10 - Wireless Network Defense

39, Click on the Log tab under Administration
LINKSYS'
8 Division of G200 Systems, Inc. Fimmwmrs Versiss: w8 00.0

Wireless-G Broadband Rowtar WRTEAG

Administration - Applicationa et

i mWreless SECuntYy & O
=etup Ve he SECUTH R ——— & Gaming

Janggement [ | Disgnostice | Factory Defeukz | Fummwars Uporade | Comdig |

“vou may enable or disablke the
use of incoming and
Cutgoing ogs by sclectng the
appropriabe radie bution.

) Fnable ® Disable

i i Morg..
Incoming Log Cutgoing Log

Cizco SysTEME

FIGURE 1.56 Log tab

60. Choose Log =2 Enable

LINKSYS®

A Division ef Cisco Sysbems, Inc. Fimrsvane Yiarckas: w8000

Wireless.G Broadband Rowber VWRTEAG

Administration i Apglications ki —

Wirelees sCuntr e
Vireiees Facurty Bealiic o & Gaming

| Log | Cagnosbcs Factn F I Config Management

ou may enable or diseble the
uza of Incoming and
Dutgaing ogs by 2alectng the
approprigta radio button.

MoOre.-

Incoming Log | Cutgoing Log |

Ciscd S¥STims

oove Setiings Cancel Changes

FIGURE 1.57 Enabling log

61. Click Save Settings

LINKSYS®

i Divizien of Cizco Spstems, Ing Eirmwans Veesiny wi. 0.0

Wireless G Broadband Router WHTEAG

Admimistration Accoss Applications PRrE—— Status

Fired T pm . .
Sctup Wirclcza Security Rextrictions & Gaming

Managemend | Log | Diagnosics | Faciory Defauks | Fimmwrare Upgrade | Cranfig Management

o Ay enable or disable the
. we= of Incoming and Outgomng
Enabla Disakble Ic::ﬂhy selecling the appropriaie
I Busion.

Incoming Log | Outgaing Log |

Lizco SysTEms

Save Settings @ Cancel Changes

FIGURE 1.58 Saving Settings
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Module 10 - Wireless Network Defense

62. A prompt “Settings are Successful” pops-up

Q;II Factory Defanlts
allow changing the defanlt
valnes in the router.
Changing these values may
lead to the loss of saved
Talnes

m Stafus displays the

ronter information and the

Settings are successful.

I Continue I

FIGURE 1.59 Settings Successful prompt

63. Next, Click on Status from menu bar

[:c:uﬂguraﬁuﬂ type of the
iternet
Status
Hoou ter InTormation
m DHCP EBeleaze
deletes the current TP
address

Internet

Configuration Typs

m DHCP Renewadds a
new [P address to the
ronter.

Lehup

Router

Firmiyara Weraon:

Cu

MALC Address:

Ho
Ho
Do

Lo

F.
Subnet Mask:

Defaul Gataway

Apphcatixns
& =aming

ArCees

sECcurTty 2
] Restrictions

oeal Webwoari I Fiifelksg

w0, D 4, 2006
rrant Time: Hot Availalyle

ChOr b= Dl o0 00 D0
uter Mame: WHT B4
st Hame:
rmain Hame:
gin Type: Automate Configuration - HCP

Adddrems 0.0.0.0
0000

0.0.000

DS 1

DS 2

DS 3:

W

OHCP Relense | | DHCF Renew

FIGURE 1.60 Status tab

Bdministration

Firmmmevare Wersicn. This is the
Router's current firmreeare.

Currend Time, This shows the
time, a5 you set on the Setup
Tab

MAC Address, This isthe
Router's MAC Address, as seen
by your 1SP.

Router Name. Thiz is the
specific pams for the Router,
which you set on the Setop Tab.
More...

Configuration Type. Thia
showa tha nformaticn reguired
by your ISP for connaction to
tha intarnet. Thia niormaton
wag enferad on the Setup Tab
¥ouU Can Connect or

iz connect your connsction
nere by clckang on that bution.

CigCo SEshEms
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Module 10 - Wireless Network Defense

64. In this way, you can make configuration changes in wireless router

mnterface to secure your wireless router.

Lab Analysis

Analyze and document the results related to the lab exercise. Give your opinion on
securing the wireless network using Linksys router

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform SuEPnrted
¥ Classroom [1iLabs
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