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are public cloud storage containers for objects stored
in simple storage services (S3). S3 buckets can be linked to file
folders and object storage. Each object stored by buckets has
three main components: the object’'s content (data), the object’s
metadata (which includes object size, name, last modified date,
and URL), and the object’s unique identifier. Many websites use
S3 buckets to save files on cloud
is a process of finding the S3 buckets and

then listing objects in those buckets



lazys3

(Ruby Script)

Allows to search for public S3 buckets




Download the tool from Github

https://github.com/nahamsec/lazys3
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Now run it to enumerate buckets

ruby lazys3.rb <COMPANY>

( )-[~/lazys3 |
ruby lazys3.rb pakwheels
Generated wordlist from file, 9013 items...




Cloud_enum

(Python Script — prebuilt in kali)
Allows to search for public S3 buckets and also list their contents




You can install the tool from Kali repositories with following
command

Sudo apt install cloud-enum
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kali@kali: ~
File Actions Edit View Help

—% cloud enum

Command 'clond_enum' not found, but can be installed with:

sudo apt install cloud-enum

Do you want to install 1ty (N/y)y

sudo apt install cloud-enum

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
python3-requests-futures




Use the cloud _enum tool to find and list down the contents
of the buckets

cloud_enum -k flaws.cloud --disable-azure --disable-gcp
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Browser
entension

(chrome)




Download the extension from the Github Repo

https://github.com/AlecBlance/S3BucketList
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Install the extension as per instructions and whenever you

will visit any website using s3 buckets, it will enumerate
them

ucker Enumeration - CEH = X O AlecBlance/S3Bucketlist: Chrom: X \_) HackerQne | #1 Trusted Securit x -+

4 = (m
X @ hackeronec om G @ % 0@ ﬂ* O
s [ Yahoo! @ Live Cricket Scores|. Speedtest.net - The... Welcome to Facebo.. [N Google N " Cther
= ® @ = S3 Bucket List ¥ Record
Join HackerOne at Gartner Security
~ a21892691969.cdn.optimizely.com
Book a str¢
v tirmizel
v
v
|1ackerone SOLUTIONS ¥ PROD

One Platform.
Preemptive security.







I




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Lazy S3
	Lazy S3
	Slide Number 6
	Cloud enum
	Cloud enum
	Slide Number 9
	Browser extension
	Browser extension
	DEMO
	Slide Number 13

