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Learning Objectives

The primary objectives of this module are to provide knowledge about various types of
malware and to illustrate how to perform malware analysis. This module presents different
types of Trojans, backdoors, viruses, and worms, explains how they work and propagate or
spread on the Internet, describes their symptoms, and discusses their consequences along with
various malware analysis techniques such as static and dynamic malware analysis. It also
discusses different ways to protect networks or system resources from malware infection.

At the end of this module, you will be able to:
= Describe the concepts of malware and malware propagation techniques
* Explain Potentially unwanted applications (PUAs) and adware
= Describe the concepts of advanced persistent threats (APTs) and their lifecycle
* Describe the concepts of Trojans, their types, and how they infect systems
* Explain the concepts of viruses, their types, and how they infect files
* Explain the concept of computer worms
* Explain the concepts of fileless malware and how they infect files
"  Perform malware analysis
» Explain different techniques to detect malware

= Adopt countermeasures against malware
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Malware Concepts

To understand the various types of malware and their impact on network and system
resources, we will begin with a discussion of the basic concepts of malware. This section
describes malware, highlights the common techniques used by attackers to distribute malware
on the web and explains potentially unwanted applications (PUAS).
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Introduction to Malware

Malware is malicious software that damages or disables computer systems and gives limited or
full control of the systems to the malware creator for malicious activities such as theft or fraud.
Malware includes viruses, worms, Trojans, rootkits, backdoors, botnets, ransomware, spyware,
adware, scareware, crapware, roughware, crypters, keyloggers, etc. These may delete files,
slow down computers, steal personal information, send spam, or commit fraud. Malware can
perform various malicious activities ranging from simple email advertising to complex identity

theft and password stealing.
Malware programmers develop and use malware to:
= Attack browsers and track websites visited
= Slow down systems and degrade system performance
"= Cause hardware failure, rendering computers inoperable
" Steal personal information, including contacts

* Erase valuable information, resulting in substantial data loss

* Attack additional computer systems directly from a compromised system

=  Spam inboxes with advertising emails
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Different Ways for Malware to Enter a System

Instant Messenger Applications

Infection can occur via instant messenger applications such as Facebook Messenger,
WhatsApp Messenger, Linkedln Messenger, Google Hangouts, or ICQ. Users are at high
risk while receiving files via instant messengers. Regardless of who sends the file or from
where it is sent, there is always a risk of infection by a Trojan. The user can never be
100% sure of who is at the other end of the connection at any particular moment. For
example, if you receive a file through an instant messenger application from a known
person such as Bob, you will try to open and view the file. This could be a trick whereby
an attacker who has hacked Bob's messenger ID and password wants to spread Trojans
across Bob's contacts list to trap more victims.

Portable Hardware Media/Removable Devices

o Portable hardware media such as flash drives, CDs/ DVDs, and external hard drives
can also inject malware into a system. A simple way of injecting malware into the
target system is through physical access. For example, if Bob can access Alice’s
system in her absence, then he can install a Trojan by copying the Trojan software
from his flash drive onto her hard drive.

o Another means of portable media malware infection is through the Autorun
function. Autorun, also referred to as Autoplay or Autostart, is a Windows feature
that, if enabled, runs an executable program when a user inserts a CD/DVD in the
DVD-ROM tray or connects a USB device. Attackers can exploit this feature to run
malware along with genuine programs. They place an Autorun.inf file with the
malware in a CD/DVD or USB device and trick people into inserting or plugging it into
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their systems. Because many people are not aware of the risks involved, their
machines are vulnerable to Autorun malware. The following is the content of an
Autorun.inf file:

[autorun]
open=setup.exe
icon=setup.exe

To mitigate such infection, turn off the Autostart functionality. Follow the
instructions below to turn off Autoplay in Windows 10:

1. Click Start. Type gpedit.msc in the Start Search box, and then press ENTER.

2. If you are prompted for an administrator password or confirmation, type the
password, or click Allow.

3. Under Computer Configuration, expand Administrative Templates, expand
Windows Components, and then click Autoplay Policies.

4. Inthe Details pane, double-click Turn off Autoplay.

5. Click Enabled, and then select All drives in the Turn off Autoplay box to disable
Autorun on all drives.

6. Restart the computer.
Browser and Email Software Bugs

Outdated web browsers often contain vulnerabilities that can pose a major risk to the
user’'s computer. A visit to a malicious site from such browsers can automatically infect
the machine without downloading or executing any program. The same scenario occurs
while checking e-mail with Outlook or some other software with well-known problems.
Again, it may infect the user's system without even downloading an attachment. To
reduce such risks, always use the latest version of the browser and e-mail software.

Insecure Patch management

Unpatched software poses a high risk. Users and IT administrators do not update their
application software as often as they should, and many attackers take advantage of this
well-known fact. Attackers can exploit insecure patch management by injecting the
software with malware that can damage the data stored on the company’s systems. This
process can lead to extensive security breaches, such as stealing of confidential files and
company credentials. Some applications that were found to be vulnerable and were
patched recently include Google Play Core Library (CVE-2020-8913), Cloudflare WARP
for Windows (CVE-2020-35152), Oracle WebLogic Server (CVE-2020-14750), and Apache
Tomcat (CVE-2021-24122). Patch management must be effective in mitigating threats,
and it is vital to apply patches and regularly update software programs.

Rogue/Decoy Applications

Attackers can easily lure a victim into downloading free applications/programs. If a free
program claims to be loaded with features such as an address book, access to several
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POP3 accounts, and other functions, many users will be tempted to try it. POP3 (Post
Office Protocol version 3) is an email transfer protocol.

O

O

If a victim downloads free programs and labels them as TRUSTED, protection
software such as antivirus software will fail to indicate the use of new software. In
this situation, an attacker receives an email, POP3 account passwords, cached
passwords, and keystrokes through email without being noticed.

Attackers thrive on creativity. Consider an example in which an attacker creates a
fake website (say, Audio galaxy) for downloading MP3s. He or she could generate
such a site using 15 GB of space for the MP3s and installing any other systems
needed to create the illusion of a website. This can fool users into thinking that they
are merely downloading from other network users. However, the software could act
as a backdoor and infect thousands of naive users.

Some websites even link to anti-Trojan software, thereby fooling users into trusting
them and downloading infected freeware. Included in the setup is a readme.txt file
that can deceive almost any user. Therefore, any freeware site requires proper
attention before any software is downloaded from it.

Webmasters of well-known security portals, who have access to vast archives
containing various hacking programs, should act responsibly with regard to the files
they provide and scan them often with antivirus and anti-Trojan software to
guarantee that their site is free of Trojans and viruses. Suppose that an attacker
submits a program infected with a Trojan (e.g., a UDP flooder) to an archive’s
webmaster. If the webmaster is not alert, the attacker may use this opportunity to
infect the files on the site with the Trojan. Users who deal with any software or web
application should scan their systems daily. If they detect any new file, it is essential
to examine it. If any suspicion arises regarding the file, it is also important to forward
it to software detection labs for further analysis.

It is easy to infect machines using freeware; thus, extra precautions are necessary.

* Untrusted Sites and Free Web Applications/Software

A website could be suspicious if it is located at a free website provider or one offering
programs for illegal activities.

O

It is highly risky to download programs or tools located on “underground” sites, e.g.,
NeuroticKat software, because they can serve as a conduit for a Trojan attack on
target computers. Users must assess the high risk of visiting such sites before
browsing them.

Many malicious websites have a professional look, massive archives, feedback
forums, and links to other popular sites. Users should scan the files using antivirus
software before downloading them. Just because a website looks professional does
not mean that it is safe.

Always download popular software from its original (or officially dedicated mirror)
site, and not from third-party sites with links to the (supposedly) same software.
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Downloading Files from the Internet

Trojans enter a system when users download Internet-driven applications such as music
players, files, movies, games, greeting cards, and screensavers from malicious websites,
thinking that they are legitimate. Microsoft Word and Excel macros are also used
effectively to transfer malware, and downloaded malicious MS Word/Excel files can
infect systems. Malware can also be embedded in audio/video files as well as in video
subtitle files.

Email Attachments

An attachment to an e-mail is the most common medium to transmit malware. The
attachment can be in any form, and the attacker uses innovative ideas to trick the victim
into clicking and downloading the attachment. The attachment may be a document,
audio file, video file, brochure, invoice, lottery offer letter, job offer letter, loan approval
letter, admission form, contract approval, etc.

Example 1: A user’s friend is conducting some research, and the user would like to know
more about the friend’s research topic. The user sends an e-mail to the friend to inquire
about the topic and waits for a reply. An attacker targeting the user also knows the
friend’s e-mail address. The attacker will merely code a program to falsely populate the
e-mail “From:” field and attach a Trojan in the email. The user will check the email and
think that the friend has answered the query in an attachment, download the
attachment, and run it without thinking it might be a Trojan, resulting in an infection.

Some email clients, such as Outlook Express, have bugs that automatically execute
attached files. To avoid such attacks, use secure email services, investigate the headers
of emails with attachments, confirm the sender’s email address, and download the
attachment only if the sender is legitimate.

Network Propagation

Network security is the first line of defense for protecting information systems from
hacking incidents. However, various factors such as the replacement of network
firewalls and mistakes of operators may sometimes allow unfiltered Internet traffic into
private networks. Malware operators continuously attempt connections to addresses
within the Internet address range owned by targets to seek an opportunity for
unfettered access. Some malware propagates through technological networks. For
example, the Blaster starts from a local machine’s IP address or a completely random
address and attempts to infect sequential IP addresses. Although network propagation
attacks that take advantage of vulnerabilities in common network protocols (e.g., SQL
Slammer) have not been prevalent recently, the potential for such attacks still exists.

File Sharing

If NetBIOS (Port 139), FTP (Port 21), SMB (Port 145), etc., on a system are open for file
sharing or remote execution, they can be used by others to access the system. This can
allow attackers to install malware and modify system files.
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Attackers can also use a DoS attack to shut down the system and force a reboot so that
the Trojan can restart itself immediately. To prevent such attacks, ensure that the file
sharing property is disabled. To disable the file sharing option, click Start and type
Control Panel. Then, in the results, click on the Control Panel option and navigate to
Network and Internet 2> Network and Sharing Center - Change Advanced Sharing
Settings. Select a network profile and under File and Printer Sharing section, select Turn
off file and printer sharing. This will prevent file sharing abuse.

= |Installation by other Malware

A piece of malware that can command and control will often be able to re-connect to
the malware operator’s site using common browsing protocols. This functionality allows
malware on the internal network to receive both software and commands from the
outside. In such cases, the malware installed on one system drives the installation of
other malware on the network, thereby causing damage to the network.

=  Bluetooth and Wireless Networks

Attackers use open Bluetooth and Wi-Fi networks to attract users to connect to them.
These open networks have software and hardware devices installed at the router level
to capture the network traffic and data packets as well as to find the account details of
the users, including usernames and passwords.
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Common Techniques Attackers Use to Distribute Malware

on the Web s | et
Black hat Search Engine Optimization (SEO) Compromised Legitimate Websites
. Ranking malware pages highly in search results . Hosting embedded malware that spreads to
unsuspecting visitors
' | :
Social Engineered Click-jacking Drive-by Downloads
Tricking users into clicking on innocent-looking . Exploiting flaws in browser software to install
webpages malware just by visiting a web page
» v
Spear-phishing Sites Spam Emails
J Mimicking legitimate institutions in an attempt to . Attaching the malware to emails and tricking victims
steal login credentials to click the attachment
' | '
Malvertising RTT Injection
) Embedding malware in ad-networks that display J Injecting malicious macros into an RTF file and
across hundreds of legitimate, high-traffic sites tricking users to open the malicious document
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Common Techniques Attackers Use to Distribute Malware on the Web

Source: Security Threat Report (https://www.sophos.com)

Some standard techniques used to distribute malware on the web are as follows:

Black hat Search Engine Optimization (SEO): Black hat SEO (also referred to as unethical
SEO) uses aggressive SEO tactics such as keyword stuffing, inserting doorway pages,
page swapping, and adding unrelated keywords to get higher search engine rankings for
malware pages.

Social Engineered Click-jacking: Attackers inject malware into websites that appear
legitimate to trick users into clicking them. When clicked, the malware embedded in the
link executes without the knowledge or consent of the user.

Spear-phishing Sites: This technique is used for mimicking legitimate institutions, such
as banks, to steal passwords, credit card and bank account data, and other sensitive
information.

Malvertising: This technique involves embedding malware-laden advertisements in
legitimate online advertising channels to spread malware on systems of unsuspecting
users.

Compromised Legitimate Websites: Often, attackers use compromised websites to
infect systems with malware. When an unsuspecting user visits the compromised
website, he/she unknowingly installs the malware on his/her system, after which the
malware performs malicious activities.

Module 07 Page 953 Ethical Hacking and Countermeasures Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Malware Threats

* Drive-by Downloads: This refers to the unintentional downloading of software via the
Internet. Here, an attacker exploits flaws in browser software to install malware by
merely visiting a website.

= Spam Emails: The attacker attaches a malicious file to an email and sends the email to
multiple target addresses. The victim is tricked into clicking the attachment and thus
executes the malware, thereby compromising his/her machine. This technique is the
most common method currently in use by attackers. In addition to email attachments,
an attacker may also use the email body to embed the malware.

* Rich Text Format (RTF) Injection: RTF injection involves exploiting features of Microsoft
Office such as RTF template files that are stored locally or in a remote machine. RTF
templates are used for specifying the document format. Attackers inject malicious
macros into RTF files and host them on their servers. When a user opens the document,
the malicious template is automatically retrieved from the remote server by evading
security systems.
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rypie mechanism harder in its detection
oviiloadet A type of Trojan that downloads other malware from the Internet on to the PC. Usually, attackers install downloader software
when they first gain access to a system
Dropper A type of Trojan that covertly installs other malware files on to the system
Exploit A malicious code that breaches the system security via software vulnerabilities to access information or install malware
o A program that injects its code into other vulnerable running processes and changes how they execute to hide or prevent its
J removal
Obfuscator A program that conceals its code and intended purpose via various techniques, and thus, makes it hard for security mechanisms
to detect or remove it
Packer A program that allows all files to bundle together into a single executable file via compression to bypass security software
detection
Payload A piece of software that allows control over a computer system after it has been exploited
Malicious Code A command that defines malware’s basic functionalities such as stealing data and creating backdoors

Ethical Hockes

J The componentsof a malware software depend on the requirements of the malware author who designsit for a specific
target to performintended tasks

Malware Component Description

Software that protects malware from undergoing reverse engineering or analysis, thus making the task of the security
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Components of Malware

Malware authors and attackers create malware using components that can help them achieve
their goals. They can use malware to steal information, delete data, change system settings,
provide access, or merely multiply and occupy space. Malware is capable of propagating and
functioning secretly.

Some essential components of most malware programs are as follows:

Crypter: It is a software program that can conceal the existence of malware. Attackers
use this software to elude antivirus detection. It protects malware from reverse
engineering or analysis, thus making it difficult to detect by security mechanisms.

Downloader: It is a type of Trojan that downloads other malware (or) malicious code
and files from the Internet to a PC or device. Usually, attackers install a downloader
when they first gain access to a system.

Dropper: It is a covert carrier of malware. Attackers embed notorious malware files
inside droppers, which can perform the installation task covertly. Attackers need to first
install the malware program or code on the system to execute the dropper. The dropper
can transport malware code and execute malware on a target system without being
detected by antivirus scanners.

Exploit: It is the part the malware that contains code or a sequence of commands that
can take advantage of a bug or vulnerability in a digital system or device. Attackers use
such code to breach the system’s security through software vulnerabilities to spy on
information or to install malware. Based on the type of vulnerabilities abused, exploits
are categorized into local exploits and remote exploits.
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" [|njector: This program injects exploits or malicious code available in the malware into
other vulnerable running processes and changes the method of execution to hide or
prevent its removal.

= Obfuscator: It is a program that conceals the malicious code of malware via various
techniques, thus making it difficult for security mechanisms to detect or remove it.

= Packer: This software compresses the malware file to convert the code and data of the
malware into an unreadable format. It uses compression techniques to pack the
malware.

* Payload: It is the part of the malware that performs the desired activity when activated.
It may be used for deleting or modifying files, degrading the system performance,
opening ports, changing settings, etc., to compromise system security.

* Malicious Code: This is a piece of code that defines the basic functionality of the
malware and comprises commands that result in security breaches.

It can take the following forms:
o Java Applets

o ActiveX Controls

o Browser Plug-ins

o Pushed Content
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Potentially Unwanted Application or Applications (PUAs)

Potentially unwanted applications or programs (PUAs or PUPs, respectively), also known as
grayware/junkware, are potentially harmful applications that may pose severe risks to the
security and privacy of data stored in the system where they are installed. Most PUAs originate
from sources such as legitimate software packages and even malicious applications used for
illegal activities. PUAs can degrade system performance and compromise privacy and data
security. Most PUAs get installed when downloading and installing freeware using a third-party
installer or when accepting a misleading license agreement. PUAs can covertly monitor and
alter the data or settings in the system, similarly to other malware.

Types of PUAs

Adware: These PUAs display unsolicited advertisements offering free sales and pop-ups
of online services when browsing websites. They may disturb normal activities and lure
victims into clicking on malicious URLs. They may also issue bogus reminders regarding
outdated software or OS.

Torrent: When using torrent applications for downloading large files, the user may be
compelled to download unwanted programs that have features of peer-to-peer file
sharing.

Marketing: Marketing PUAs monitor the online activities performed by users and send
browser details and information regarding personal interests to third-party app owners.
These applications then market products and resources based on users’ personal
Interests.

Cryptomining: Cryptomining PUAs make use of the victims’ personal assets and financial
data on the system and perform the digital mining of cryptocurrencies such as bitcoins.
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= Dialers: Dialers or spyware dialers are programs that get installed and configured in a
system automatically to call a set of contacts at several locations without the user’s
consent. Dialers cause massive telephone bills and are sometimes very difficult to locate

and delete.

Potentially Unwanted Application: uTorrent

Source: https://www.myce.com

Microsoft and other antimalware products have classified pTorrent, a popular BitTorrent client,
as malware or a potentially unwanted application (PUA). Consequently, the installation of
uTorrent is blocked on many computers. Microsoft even lists pTorrent in its malware
encyclopedia as PUA:Win32/Utorrent, with the description, “This application was stopped from
running on your network because it has a poor reputation. This application can also affect the
quality of your computing experience.”
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Figure 7.1: Screenshot showing PUAs detected and blocked
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Adware &IE H

.J A software or a program that supports advertisements and generates unsolicited ads and pop-ups
) Tracks the cookies and user browsing patterns for marketing purposes and collects user data

- Consumes additional bandwidth, and exhausts CPU resources and memory

Indications of Adware

Frequent system lag Disparity in the default browser homepage
Inundated advertisements Presence of new toolbar or browser add-ons
Incessant system crash Slow Internet
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Adware

Adware refers to software or a program that supports advertisements and generates
unsolicited ads and pop-ups. It tracks cookies and user browsing patterns for marketing
purposes and to display advertisements. It collects user data such as visited websites to
customize advertisements for the user. Legitimate software can be embedded with adware to
generate revenue, in which case the adware is considered a legitimate alternative provided to
customers who do not wish to pay for the software. In some cases, legitimate software may be
embedded with adware by an attacker or a third party to generate revenue.

Software containing legitimate adware typically provides the option to disable ads by
purchasing a registration key. Software developers utilize adware as a means to reduce
development costs and increase profits. Adware enables them to offer software for free or at
reduced prices, motivating them to design, maintain, and upgrade their software products.

Adware typically requires an Internet connection to run. Common adware programs include
toolbars on a user’s desktop or those that work in conjunction with the user’s web browser.
Adware may perform advanced searches on the web or a user’s hard drive and may provide
features to improve the organization of bookmarks and shortcuts. Advanced adware may also
include games and utilities that are free to use but display advertisements while the programs
launch. For example, users may be required to wait until an ad is completed before watching a
YouTube video.

While adware can be beneficial by offering an alternative to paid software, attackers can
misuse adware to exploit users. When legitimate adware is uninstalled, the ads should stop.
Further, legitimate adware requests a user for permission before collecting user data. However,
when user data are collected without the user’s permission, the adware is malicious. Such
adware is termed spyware and can affect the user’s privacy and security. Malicious adware is
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installed on a computer via cookies, plug-ins, file sharing, freeware, and shareware. It consumes
additional bandwidth and exhausts CPU resources and memory. Attackers perform spyware
attacks and collect information from the target user’s hard drive about visited websites or
keystrokes in order to misuse the information and conduct fraud.

Indications of Adware

Frequent system lag: If the system takes longer than usual to respond, it may have
adware infection. Adware also affects the processor speed and consumes memory,
degrading performance.

Inundated advertisements: The user is flooded with unsolicited advertisements and
pop-ups in the user interface while browsing. Occasionally, the advertisements can be
very challenging to close, paving way to malicious redirections.

Incessant system crash: The user’s system may crash or freeze constantly, occasionally
displaying the blue screen of death (BSoD).

Disparity in the default browser homepage: The default browser homepage changes
unexpectedly and redirects to malicious pages that contain malware.

Presence of new toolbar or browser add-ons: The installation of a new toolbar or
browser add-on without the user’s consent is an indication of adware.

Slow Internet: Adware may cause the Internet connection to slow down even in normal
usage by downloading huge advertisements and unwanted items in the background.
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LO#02: Summarize Advanced Persistent Threat (APT) Concepts
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APT Concepts

Advanced persistent threats are a major security concern for any organization, as they
represent threats to the organization’s assets, resources, financial records, and other
confidential data. APT attacks can damage the reputation of an organization by revealing
sensitive data. This section discusses APTs as well as their characteristics and lifecycle.
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What are Advanced Persistent Threats? CEH

J Advanced persistent threats (APTs) are defined as a type of network attack, where an attacker gains unauthorized
access to a target network and remains undetected for a long period of time

J The main objective behind these attacks is to obtain sensitive information rather than sabotaging the organization
and its network

Information Obtained during APT attacks
& Classified documents € Transactioninformation
@ User credentials @ Credit card information
@ Personalinformationabout ©® Organization’s business strategy
employees or customers information
& Network information @ Control system access information
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What are Advanced Persistent Threats?

An advanced persistent threat is defined as a type of network attack whereby an attacker gains
unauthorized access to a target network and remains in the network without being detected for
a long time. The word “advanced” signifies the use of techniques to exploit the underlying
vulnerabilities in the system. The word “persistent” signifies the external command-and-control
(C&C) system that continuously extracts the data and monitors the victim’s network. The word
“threat” signifies human involvement in coordination. APT attacks are highly sophisticated
attacks whereby an attacker uses well-crafted malicious code along with a combination of
multiple zero-day exploits to gain access to the target network. These attacks involve well-
planned and coordinated techniques whereby attackers erase evidence of their malicious
activities after their objectives have been fulfilled. APT attacks are usually performed on
organizations possessing valuable information, such as financial, healthcare, defense and
aerospace, manufacturing, and business organizations. The main objective of these attacks is to
obtain sensitive information rather than sabotaging the organization and its network.

Information obtained by an attacker through APT attacks includes:

" (lassified documents " Transaction information
= User credentials " Credit card information
" Employee’s or customer’s personal * QOrganization’s business strategy
information information
" Network information " Control system access information
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Characteristics of Advanced Persistent Threats CEH
| Objectives | Obtaining sensitive information or fulfilling political or strategic goals I
: , Time taken by the attacker from assessing the target system for vulnerabilities to gaining and
Timeliness l i
maintaining the access
I Resources I Amount of knowledge, tools, and techniques required to perform an attack I
I Risk Tolerance | Level up to which the attack remains undetected in the target’s network I
Skills and .
I Methods | Methods and tools used by the attackers to perform a certain attack I
_ APT consists of a certain number of technical “actions” that causes them to differ fromother
Actions I
cyberattacks
Attack , . ’
I Origination Points | Numerous attempts to gain entry into the target’s network I
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Characteristics of Advanced Persistent Threats (Cont’d) S_" EH

Numbers Involved : ,
| in the Attack | Number of host systems that are involved in the attack
I Knowledge Source | Gathering information through online sources about specific threats I
Multi-phased | APT attacks a_re multlphased which include reconnaissance, gaining access, discovery, capture,
and data exfiltration
Tailored to the o T . TP
| Vulnerabilities | APTsta rget-specific vulnerabilities present in the victim’s network I
Multiple Points | The adversary creates multiple points of entry through the server to maintain access to the
of Entry target network
Evading Signature-Based . APT attacks can easily bypass the security mechanisms such as firewall, antivirus software,
Detection Systems IDS/IPS, and email spam filter
Specific Warning Sians : Specific indications of an APT attack include inexplicable user account activities, presence
P g9 of backdoors, unusualfile transfers and file uploads, unusual database activity, etc.

Copyright © by EG-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Characteristics of Advanced Persistent Threats

APTs have various characteristics based on which attackers can design and plan their activities
to successfully launch an attack.
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According to security researchers Sean Bodmer, Dr. Max Kilger, Jade Jones, and Gregory
Carpenter, some key characteristics of APTs are as follows:

Objectives

The main objective of any APT attack is to repeatedly obtain sensitive information by
gaining access to the organization’s network for illegal earnings. Another objective of an
APT may be spying for political or strategic goals.

Timeliness

It refers to the time taken by an attacker from assessing the target system for
vulnerabilities to exploiting them to gain and maintain access to the target system.

Resources

It is defined as the amount of knowledge, tools, and techniques required to perform an
attack. APT attacks are more sophisticated attacks performed by highly skilled cyber-
criminals, and they require considerable resources.

Risk Tolerance

It is defined as the level up to which the attack remains undetected in the target
network. APT attacks are well planned and executed with proper knowledge of the
target network, which helps them remain undetected in the network for a long time.

Skills and Methods

These are the methods and tools used by attackers to perform a certain attack. The
methods used for performing the attack include various social engineering techniques to
gather information about the target, techniques to prevent detection by security
mechanisms, and techniques to maintain access for a long time.

Actions

IH

APT attacks follow a certain number of technical “actions” that make them different
from other types of cyber-attacks. The main objective of such attacks is to maintain their
presence in the victim’s network for a long time and extract as much data as possible.

Attack Origination Points

They refer to the numerous attempts made to gain entry into the target network. Such
points of entry can be used to gain access to the network and launch further attacks. To
succeed in gaining initial access, the attacker needs to conduct exhaustive research to
identify the vulnerabilities and gatekeeper functions in the target network.

Numbers Involved in the Attack

It is defined as the number of host systems involved in the attack. APT attacks are
usually performed by a crime group or crime organization.

Knowledge Source

It is defined as the gathering of information through online sources about specific
threats, which can be further exploited to perform certain attacks.
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* Multi-phased

One of the important characteristics of APTs is that they follow multiple phases to
execute an attack. The phases followed by an APT attack are reconnaissance, access,
discovery, capture, and data exfiltration.

= Tailored to the Vulnerabilities

The malicious code used to execute APT attacks is designed and written such that it
targets the specific vulnerabilities present in the victim’s network.

* Multiple Points of Entries

Once an adversary enters the target network, he/she establishes a connection with the
server to download malicious code for further attacks. In the initial phase of an APT
attack, the adversary creates multiple points of entry through the server to maintain
access to the target network. If one point of entry is discovered and patched by the
security analyst, then the adversary can use a different entry point.

= Evading Signature-Based Detection Systems

APT attacks are closely related to zero-day exploits, which contain malware that has
never been previously discovered or deployed. Thus, APT attacks can easily bypass
security mechanisms such as firewalls, antivirus software, IDS/IPS, and email spam
filters.

= Specific Warning Signs

APT attacks are usually impossible to detect. However, some indications of an attack
include inexplicable user account activities, the presence of a backdoor Trojan for
maintaining access to the network, unusual file transfers and file uploads, unusual
database activities, etc.
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Advanced Persistent Threat Lifecycle

Cleanup
@ Cover tracks

#® Remain undetected

| \ Preparation
| @ Define target
Search and Exfiltration 6 . efine targe

® Research target
@ Exfiltration data )

5 1 ® Organize team

® Build or attain tools
APT @ Test for detection
Lifecycle
4 2 Initial Intrusion
Persistence @ Deployment of malware
@ Maintain access 3 ® Establishment of outbound
connection
Expansion

@ Expand access

& QObtain credentials

Copyright © by EG-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Advanced Persistent Threat Lifecycle

In the current threat landscape, organizations need to pay greater attention to APTs. APTs may
target an organization’s IT assets, financial assets, intellectual property, and reputation.
Commonly used security and defensive controls will not suffice to prevent such attacks.
Attackers behind such attacks adapt their TTPs based on the vulnerabilities and security posture
of the target organization. Thus, they can evade the security controls of the target organization.

To launch an APT attack, attackers follow a certain set of phases to target, penetrate, and
exploit an organization’s network. Attackers must follow each phase step by step to successfully
compromise and gain access to the target system.

The various phases of the APT lifecycle are as follows:
1. Preparation

The first phase of the APT lifecycle is preparation, where an adversary defines the
target, performs extensive research on the target, organizes a team, builds or attains
tools, and performs tests for detection. APT attacks usually require a high level of
preparation, as the adversary cannot risk detection by the target’s network security.
Additional resources and data may be necessary before carrying out the attack. An
attacker needs to perform highly complex operations before executing the attack plan
against the target organization.

2. Initial Intrusion

The next phase involves attempting to enter the target network. Common techniques
used for an initial intrusion are sending spear-phishing emails and exploiting
vulnerabilities on publicly available servers. Spear-phishing emails usually appear
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legitimate but they contain malicious links or attachments containing executable
malware. These malicious links can redirect the target to the website where the target’s
web browser and software are compromised by the attacker using various exploit
techniques. Sometimes, an attacker may also use social engineering techniques to
gather information from the target. After obtaining information from the target,
attackers use such information to launch further attacks on the target network. In this
phase, malicious code or malware is deployed into the target system to initiate an
outbound connection.

3. Expansion

The primary objectives of this phase are expanding access to the target network and
obtaining credentials. If the attacker’s aim is to exploit and gain access to a single
system, then there is no need for expansion. However, in most cases, the objective of an
attacker is to access multiple systems using a single compromised system. In this
scenario, the first step performed by an attacker after an initial compromise is to
expand access to the target systems. The main objective of the attacker in this phase is
to obtain administrative login credentials to escalate privileges and to gain further
access to the systems in the network. For this purpose, the attacker tries to obtain
administrative privileges for the initial target system from cached credentials and uses
these credentials to gain and maintain access to other systems in the network. When
attackers are unable to obtain valid credentials, they use other techniques such as social
engineering, exploiting vulnerabilities, and distributing infected USB devices. After the
attacker obtains the target’s account credentials, it is difficult to track his/her
movement in the network, as he/she uses a legitimate username and password.

This expansion phase supports other phases of the APT lifecycle. In the search and
exfiltration phase, the attacker can obtain the target data by gaining access to the
systems. Attackers identify systems that can be used for installing persistence
mechanisms and identify appropriate systems in the network that can be leveraged to
exfiltrate data.

4. Persistence

This phase involves maintaining access to the target system, starting from evading
endpoint security devices such as IDS and firewalls, entering into the network, and
establishing access to the system, until there is no further use of the data and assets.

To maintain access to the target system, attackers follow certain techniques or
procedures, which include use of customized malware and repackaging tools. These
tools are designed such that they cannot be detected by the antivirus software or
security tools of the target. To maintain persistence, attackers use customized malware
that includes services, executables, and drivers installed on various systems in the target
network. Another way to maintain persistence is finding locations for installing the
malware that are not frequently examined. These locations include routers, servers,
firewalls, printers, etc.
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5. Search and Exfiltration

In this phase, an attacker achieves the ultimate goal of network exploitation, which is
generally to gain access to a resource that can be used for performing further attacks or
using that resource for financial gain. In general, attackers target specific data or
documents before launching an attack. However, in some cases, although attackers
determine that crucial data are available in the target network, they are unaware of the
location of the data. A common method for search and exfiltration is to steal all the data
including important documents, emails, shared drives, and other types of data present
on the target network. Data can also be gathered using automated tools such as
network sniffers. Attackers use encryption techniques to evade data loss prevention
(DLP) technologies in the target network.

6. Cleanup

This is the last phase, where an attacker performs certain actions to prevent detection
and remove evidence of compromise. Techniques used by the attacker to cover his/her
tracks include evading detection, eliminating evidence of intrusion, and hiding the target
of the attack and attacker details. In some cases, these techniques also include
manipulating the data in the target environment to mislead security analysts.

It is imperative for attackers to make the system appear as it was before they gained
access to it and compromised the network. Therefore, it is essential for an attacker to
cover his/her tracks and remain undetected by security analysts. Attackers can change
any file attributes back to their original state. Information listed, such as file size and
date, is just attribute information contained in the file.

Cleanup

@ Cover tracks

® Remain undetected

Preparation

. . @ Define target
Search and Exfiltration 6
@ Research target

® Exfiltration data

5 1 @ Organize team
® Build or attain tools
APT ® Test for detection
Lifecycle
4 2 Initial Intrusion
Persistence ® Deployment of malware
= ] ' .
Maintain access 3 ® Establishment of outbound
connection
Expansion

@ Expand access

@ Obtain credentials

Figure 7.2: Advanced Persistent Threat Lifecycle
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LO#03: Explain Trojans, Their Types, and How They Infect Systems
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Trojan Concepts

In this section, we will discuss the basic concepts of Trojans to understand various Trojans and
backdoors as well as their impact on network and system resources. This section describes
Trojans and highlights their purpose, symptoms, and common ports used. It also discusses the
various methods adopted by attackers to install Trojans to infect target systems and perform
malicious activities.

This section also describes various types of Trojans. Every day, attackers discover or create new
Trojans designed to discover vulnerabilities of target systems. Trojans are categorized by the
way they enter systems and the types of actions they perform on these systems.
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What is a Trojan? gE H

o It is a program in which the malicious or harmful code is contained inside an apparently harmless program or data, which
can later gain control and cause damage

Trojans get activated when a user performs certain predefined actions

Indications of a Trojan attack include abnormal system and network activities such as disabling of antivirus and
redirection to unknown pages

© © O

Trojans create a covert communication channel between the victim computer and the attacker for transferring sensitive data

r Change?

| Destroy? /;nsmit? ]

Downloads
Malicious Files

e

Attacker Internet
propagates Trojan S a ----------- -

Malicious Files Victim infected with Trojan
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What is a Trojan?

According to ancient Greek mythology, the Greeks won the Trojan War with the aid of a giant
wooden horse that was built to hide their soldiers. The Greeks left this horse in front of the
gates of Troy. The Trojans thought that the horse was a gift from the Greeks, which they had
left before apparently withdrawing from the war and brought it into their city. At night, the
Greek soldiers broke out of the wooden horse and opened the city gates to let in the rest of the
Greek army, who eventually destroyed the city of Troy.

Inspired by this story, a computer Trojan is a program in which malicious or harmful code is
contained inside an apparently harmless program or data, which can later gain control and
cause damage, such as ruining the file allocation table on your hard disk. Attackers use
computer Trojans to trick the victim into performing a predefined action. Trojans are activated
upon users’ specific predefined actions such as unintentionally installing a malicious software,
clicking on a malicious link, etc., and upon activation, they can grant attackers unrestrictead
access to all the data stored on the compromised information system and potentially cause
severe damage. For example, users could download a file that appears to be a movie, but, when
executed, unleashes a dangerous program that erases the hard drive or sends credit card
numbers and passwords to the attacker.

A Trojan is wrapped within or attached to a legitimate program, meaning that the program may
have functionality that is not apparent to the user. Furthermore, attackers use victims as
unwitting intermediaries to attack others. They can use a victim’s computer to commit illegal
DoS attacks.

Trojans work at the same level of privileges as the victims. For example, if a victim has privileges
to delete files, transmit information, modify existing files, and install other programs (such as
programs that provide unauthorized network access and execute privilege elevation attacks),
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once the Trojan infects that system, it will possess the same privileges. Furthermore, it can
attempt to exploit vulnerabilities to increase the level of access even beyond the user running
it. If successful, the Trojan can use such increased privileges to install other malicious code on
the victim’s machine.

A compromised system can affect other systems on the network. Systems that transmit
authentication credentials such as passwords over shared networks in clear text or a trivially
encrypted form are particularly vulnerable. If an intruder compromises a system on such a
network, he or she may be able to record usernames and passwords or other sensitive
information.

Additionally, a Trojan, depending on the actions it performs, may falsely implicate a remote
system as the source of an attack by spoofing, thereby causing the remote system to incur a
liability. Trojans enter the system by means such as email attachments, downloads, and instant
messages.

Change?

[ Destroy? L\/ )15mlt?

Victim infected with Trojan

Downloads Malicious
Files

propagates Trojan

Malicious Files

Figure 7.3: Depiction of a Trojan attack
Indications of Trojan Attack
The following computer malfunctions are indications of a Trojan attack:
= The DVD-ROM drawer opens and closes automatically.

* The computer screen blinks, flips upside-down, or is inverted so that everything is
displayed backward.

* The default background or wallpaper settings change automatically. This can be
performed using pictures either on the user’s computer or in the attacker’s program.

" Printers automatically start printing documents.

=  Web pages suddenly open without input from the user.

* The color settings of the operating system (OS) change automatically.
= Screensavers convert to a personal scrolling message.

" The sound volume suddenly fluctuates.

= Antivirus programs are automatically disabled, and the data are corrupted, altered, or
deleted from the system.

" The date and time of the computer change.
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" The mouse cursor moves by itself.

" The left- and right-click functions of the mouse are interchanged.

" The mouse pointer disappears completely.

" The mouse pointer automatically clicks on icons and is uncontrollable.

= The Windows Start button disappears.

"  Pop-ups with bizarre messages suddenly appear.

= (Clipboard images and text appear to be manipulated.

* The keyboard and mouse freeze.

* (Contacts receive emails from a user’s email address that the user did not send.

= Strange warnings or question boxes appear. Often, these are personal messages
directed at the user, asking questions that require him/her to answer by clicking a Yes,
No, or OK button.

" The system turns off and restarts in unusual ways.
" The taskbar disappears automatically.

= The Task Manager is disabled. The attacker or Trojan may disable the Task Manager
function so that the victim cannot view the task list or end the task on a given program
Or process.

Send me credit card details

— -
e

Victim infected
o = .
j .E'-'-. with Trojan

------------------------------------------------------- Victim infected
..................................................... with Trojan
Here is my Facebook login and profile
Send me e-banking login info
R Victim infected
eI’’’ nmmnInU™mM with Trojan

Here is my bank ATM and pincode

Figure 7.4: Diagram showing how the attacker extracts information from the victim system
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How Hackers Use Trojans
)

E Generate fake traffic to create DoS attacks

Record screenshots, audio, and video of

n email messages
H -

Use victim’s PC for spamming and blasting

Download spyware, adware, and malicious

How Hackers Use Trojans

Delete or replace critical operating system files

'lu
[

CEH

Ethical Hockes

Disable firewalls and antivirus l

Create backdoors to gain remote access |

Infect victim’s PC as a proxy server for relaying
attacks |

Use the victim’s PC as a botnet to perform |
DDoS attacks |

Steal personal information such as passwords, |
security codes, and credit card information |
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Attackers create malicious programs such as Trojans for the following purposes:

Delete or replace OS’s critical files

Generate fake traffic to perform DoS attacks

Record screenshots, audio, and video of victim’s PC

Use victim’s PC for spamming and blasting email messages

Download spyware, adware, and malicious files

Disable firewalls and antivirus

Create backdoors to gain remote access

Infect the victim’s PC as a proxy server for relaying attacks

Use the victim’s PC as a botnet to perform DDoS attacks

Steal sensitive information such as:

o Credit card information, which is useful for domain registration as well as for

shopping using keyloggers

o Account data such as email passwords, dial-up passwords, and web service

passwords

o Important company projects, including presentations and work-related papers

Encrypt the victim’s machine and prevent the victim from accessing the machine
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" Use the target system as follows:

o To store archives of illegal materials, such as child pornography. The target
continues using his/her system without realizing that attackers are using it for illegal
activities

o As an FTP server for pirated software

= Script kiddies may just want to have fun with the target system; an attacker could plant
a Trojan in the system just to make the system act strangely (e.g., the CD\DVD tray
opens and closes frequently, the mouse functions improperly, etc.)

" The attacker might use a compromised system for other illegal purposes such that the
target would be held responsible if these illegal activities are discovered by the
authorities

Common Ports used by Trojans

Ports represent the entry and exit points of data traffic. There are two types of ports: hardware
ports and software ports. Ports within the OS are software ports, and they are usually entry and
exit points for application traffic (e.g., port 25 is associated with SMTP for e-mail routing
between mail servers). Many existing ports are application-specific or process-specific. Various
Trojans use some of these ports to infect target systems.

Users need a basic understanding of the state of an "active connection” and ports commonly
used by Trojans to determine whether a system has been compromised.

Among the various states, the “listening” state is the important one in this context. The system
generates this state when it listens for a port number while waiting to connect to another
system. Whenever a system reboots, Trojans move to the listening state; some use more than
one port: one for "listening" and the other(s) for data transfer. Common ports used by different
Trojans are listed in the table below.

Port Trojan Port Trojan
2 Death 5001/50505 | Sockets de Troie
20/22
0/22/80/ Emotet 5321 FireHotcker
443
21/3024/ _ Blade Runner/Blade
W h 400-02
4092/5742 dtb ke Runner 0.80 Alpha
Blade Runner, Doly Trojan, Fore,
21 Invisible FTP, WebEx, WinCrash, 5569 Robo-Hack
DarkFTP
22 Shaft, SSH RAT, Linux Rabbit 6267 GW Girl
23 Tiny Telnet Server, EliteWrap 6400 Thing
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Port

Trojan

Port

Trojan

25

Antigen, Email Password Sender,
Terminator, WinPC, WinSpy, Haebu
Coceda, Shtrilitz Stealth, Terminator,
Kuang2 0.17A-0.30, Jesrto, Lazarus
Group, Mis-Type, Night Dragon

6666

KilerRat, Houdini RAT

26

BadPatch

6667/12349

Bionet, Magic Hound

31/456

Hackers Paradise

6670-71

DeepThroat

53

Denis, Ebury, FIN7, Lazarus Group,
RedLeaves, Threat Group-3390, Tropic
Trooper

6969

GateCrasher, Priority

63

Mspy

7000

Remote Grab

30

Necurs, NetWire, Ismdoor, Poison lvy,
Executer, Codered, APT 18, APT 19, APT
32, BBSRAT, Calisto, Carbanak, Carbon,
Comnie, Empire, FIN7, InvisiMole,
Lazarus Group, MirageFox, Mis-Type,
Misdat, Mivast, MoonWind, Night
Dragon, POWERSTATS, RedLeaves, S-
Type, Threat Group-3390, UBoatRAT

7300-08

NetMonitor

113

Shiver

7300/31338
/31339

Net Spy

139

Nuker, Dragonfly 2.0

1597

Qaz

421

TCP Wrappers Trojan

7626

Gdoor

443

ADVSTORESHELL , APT 29, APT 3, APT
33, AuditCred, BADCALL, BBSRAT,
Bisonal, Briba, Carbanak, Cardinal RAT,
Comnie, Derusbi, ELMER, Empire,
FELIXROOT, FIN7, FIN8 , ghOst RAT,
HARDRAIN, Hi-Zor, HOPLIGHT,
KEYMARBLE, Lazarus Group, LOWBALL,
Mis-Type, Misdat, MoonWind, Naid,
Nidiran, Pasam, PlugX, PowerDuke,
POWERTON, Proxysvc, RATANKBA,
RedLeaves, S-Type, TEMP.Veles , Threat
Group-3390, TrickBot, Tropic Trooper,
TYPEFRAME, UBoatRAT

1777

GodMsg

445

WannaCry, Petya, Dragonfly 2.0

7789

ICKiller
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Port Trojan Port Trojan
456 Hackers Paradise 8000 RSy LA,
Volgmer
555 Ini-Killer, Phase Zero, Stealth Spy 8012 Ptakks
Zeus, APT 37, Comnie,
EvilGrab, FELIXROOT,
FIN7, HTTPBrowser,
666 Satanz Backdoor, Ripper 8080 Lazarus Group, Magic
Hound, OceanSalt, S-
Type, Shamoon,
TYPEFRAME, Volgmer
: FELIXROOT, Nidiran,
1001 Silencer, WebEx 8443 TYPEFRAME
1011 Doly Trojan 8787/54321 | BackOfrice 2000
1026/ -
64666 RSM 9989 INi-Killer
1095-98 RAT 10048 Delf
1170 Psyber Stream Server, Voice 10100 Gift
1177 njRAT 10607 Coma 1.0.9
1234 Ultors Trojan 11000 Senna Spy
1234/ Valvo line 11223 Progenic Trojan
12345 & ‘
1243 SubSeven 1.0 -1.8 12223 Hack’99 KeyLogger
1243/6711
/6776/273 | Sub Seven 12345-46 GabanBus, NetBus
74
12361,
1245 VooDoo Doll 12362 Whack-a-mole
1777 Java RAT, Agent.BTZ/ComRat, Adwind 16969 Priority
RAT
1349 Back Office DLL 20001 Millennium
NetBus 2.0, Beta-
1492 FTPSOCMP 20034/1120 NetBus 2.01
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Port Trojan Port Trojan
1433 Misdat 21544 GirlFriend 1.0, Beta-1.35
1600 Shivka-Burka 2323232323/ Prosiak
1604 Ez;_kComet RAT, Pandora RAT, HellSpy 59999 RUX
1807 SpySender 23432 Asylut
1863 XtremeRAT 23456 Evil FTP, Ugly FTP
1981 Shockrave 25685 Moon Pie
1999 BackDoor 1.00-1.03 26274 Delta
2001 Trojan Cow 30100-02 NetSphere 1.27a
115 | bugs gisnrgn | 290 DWR/ Exck O
2140 The Invasor 31338 DeepBO

2140/3150 | DeepThroat 31339 NetSpy DK
2155 lllusion Mailer, Nirvana 31666 BOWhack
2801 Phineas Phucker 34324 BigGluck, TN
3129 Masters Paradise 40412 The Spy
3131 SubSari 40421-26 Masters Paradise
3150 The Invasor 47262 Delta
3389 RDP 50766 Fore

?;37807%//31807(’)26 Portal of Doom 53001 zﬁngi::mdows

7/10167

4000 RA 54321 SchoolBus .69-1.11/
4567 File Nail 1 61466 Telecommando
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Port Trojan Port Trojan
4590 ICQTrojan 65000 Devil
5000 Bubbel, SpyGate RAT, Punisher RAT

Module 07 Page 978

Table 7.1: Trojans and corresponding port of attack
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: |
Types of Trojans CEH
. Trojans are categories according to their functioning and targets %
- Some of the example includes: Q=0
Security Software

n Remote Access Trojans n Point-of-Sale Trojans

Disabler Trojans

E Backdoor Trojans Defacement Trojans Destructive Trojans

Botnet Trojans Service Protocol Trojans DDoS Attack Trojans

Command Shell Trojans

E-Banking Trojans loT Trojans

Rootkit Trojans n Mobile Trojans
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Types of Trojans

Trojan are classified into many categories depending on the exploit functionality targets. Some
Trojans types are listed below:

1. Remote Access Trojans 8. Service Protocol Trojans

2. Backdoor Trojans 9. Mobile Trojans

3. Botnet Trojans 10. loT Trojans

4. Rootkit Trojans 11. Security Software Disabler Trojans
5. E-Banking Trojans 12. Destructive Trojans

6. Point-of-Sale Trojans 13. DDoS Attack Trojans

7. Defacement Trojans 14. Command Shell Trojans

Remote Access Trojans

Remote access Trojans (RATs) provide attackers with full control over the victim’s system,
thereby enabling them to remotely access files, private conversations, accounting data, etc. The
RAT acts as a server and listens on a port that is not supposed to be available to Internet
attackers. Therefore, if the user is behind a firewall on the network, it is less likely that a remote
attacker will connect to the Trojan. Attackers in the same network located behind the firewall
can easily access Trojans.

For example, Jason is an attacker who intends to exploit Rebecca’s computer to steal her data.
Jason infects Rebecca’s computer with server.exe and plants a reverse connecting Trojan. The
Trojan connects through Port 80 to the attacker, establishing a reverse connection. Now, Jason
has complete control over Rebecca’s machine.
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Jason Attacker Attacker gains 100% Rebecca Victim
(complete) access to the system Infected with RAT Trojan

Figure 7.5: Working of Remote Access Trojan

Attackers use RATs to infect the target machine to gain administrative access. RATs help an
attacker to remotely access the complete GUI and control the victim’s computer without his or
her awareness. Moreover, they can perform screen and camera capture, code execution,
keylogging, file access, password sniffing, registry management, and so on. They infect victims
via phishing attacks and drive-by downloads, and they propagate through infected USB keys or
networked drives. They can download and execute additional malware, execute shell
commands, read and write registry keys, capture screenshots, log keystrokes, and spy on
webcams.

* njRAT

njRAT is a RAT with powerful data-stealing capabilities. In addition to logging keystrokes,
it can access a victim's camera, stealing credentials stored in browsers, uploading and
downloading files, performing process and file manipulations, and viewing the victim's
desktop.

This RAT can be used to control botnets (networks of computers), thereby allowing the
attacker to update, uninstall, disconnect, restart, and close the RAT, and rename its
campaign ID. The attacker can further create and configure the malware to spread
through USB drives with the help of the command-and-control server software.

Features:

o Remotely access the victim’s computer

o Collect victim’s information such as IP address, hostname, and OS.
o Manipulate files and system files

o Open an active remote session providing the attacker access to the command line of
the victim’s machine

o Log keystrokes and steal credentials from browsers
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Figure 7.6: Screenshot of njRAT

Some additional RATs are as follows:

* ProRat = FatalRAT

s Theef " TeaBot

= JSSLoader " FlawedAmmyy

=  CrimsonRAT " |smdoor

= MINEBRIDGE = Kedi RAT

=  StrRAT " PCRat/ GhOst RAT

Backdoor Trojans

A backdoor is a program that can bypass the standard system authentication or conventional
system mechanisms such as IDS and firewalls, without being detected. In these types of
breaches, hackers leverage backdoor programs to access the victim’s computer or network. The
difference between this type of malware and other types of malware is that the installation of
the backdoor is performed without the user’'s knowledge. This allows the attacker to perform
any activity on the infected computer, such as transferring, modifying, or corrupting files,
installing malicious software, and rebooting the machine, without user detection. Backdoors
are used by attackers for uninterrupted access to the target machine. Most backdoors are used
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for targeted attacks. Backdoor Trojans are often used to group victim computers to form a
botnet or zombie network that can be used to perform criminal activities.

Backdoor Trojans are often initially used in the second (point of entry) or third (command-and-
control [C&C]) stage of the targeted attack process. The main difference between a RAT and a
traditional backdoor is that the RAT has a user interface, i.e., the client component, which can
be used by the attacker to issue commands to the server component residing in the
compromised machine, whereas a backdoor does not.

For example, a hacker who is performing a malicious activity identifies vulnerabilities in a target
network. The hacker implants the networkmonitor.exe backdoor in the target network, and
the backdoor will be installed in a victim’s machine on the target network without being
detected by network security mechanisms. Once installed, networkmonitor.exe will provide
the attacker with uninterrupted access to the victim’s machine and the target network.

= Poisonlvy

Poisonlvy gives the attacker practically complete control over the infected computer.
The Poisonlvy remote administration tool is created and controlled by a Poisonlvy
management program or kit. The Poisonlvy kit consists of a graphical user interface, and
the backdoors are small (typically, <10 kB).

Once the backdoor is executed, it copies itself to either the Windows folder or the
Windows\system32 folder. The filename and locations of the backdoor are defined by
the creator of the backdoor when using the Poisonlvy kit to create the server program.
Some variants of Poisonlvy can copy themselves into an alternate data stream.

A registry entry of the backdoor will be added to ensure that the backdoor is started
every time the computer is booted up. The server then connects to a client using an
address defined when the server part was created. The communication between the
server and client programs is encrypted and compressed. Poisonlvy can be configured to
inject itself into a browser process before making an outgoing connection to bypass
firewalls.

Features:

o File modification, deletion, and transfer to and from the infected system
o Windows registry can be viewed and edited

o Currently running processes can be viewed and suspended or killed

o Current network connections can be viewed and shut down

o Services can be viewed and controlled (e.g., stopped or started)

o Installed devices can be viewed and some devices can be disabled

o The list of installed applications can be viewed, entries can be deleted, or programs
can be uninstalled

o Accesses Windows command shell on the infected computer
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o Steals information by taking screenshots of the desktop and recording audio or
webcam footage

o Accesses saved passwords and password hashes

Poison Ivy - [Listening on Port:

®j File Preferences Window Help
Connections  Statistics | Settings

ID

- L Pyro
‘b Pyro
1 Pyro
4 Pyio
i: Pyro
;L Pyro
4 Pyio
3 Pye
b Py
4 Pyro
' Pyio
4 Pyro
: jj Pyro
: _*.J Pyro
‘b Pyio
4y Pyio
4 Pyro
4 Pyio
4 Pyro
"ij Fyro
“} Pyio
‘0 Pyio
4 Pyro

Version 2.3.2 Nr. of Ports: 2

(Connections: 256)]

WAN LAN
24851369 24851369
76.70.114.18 192.168.1.2
98.107.30.7 98.107.30.7
242221978 192.168.1.103
99.253.234.146 192.168.0.101
52.107.230.18 62.107.230.18
213.22111.45 213.22111.45
76.64.65.140 192.168.2.11
81.102.114.249 81.102.114.243
213.163.118.41 192.163.1.100
83.132.166.237 192.168.1.1
76.234.114.118 192,168.1.65
69.134.252.25 192.168.0.102
87.11.97.165 192.168.1.109
82.168.67.206 192.168.1.33
bb.208.234.222 192.168.15.107
79.43.776 192.168.1.50
91.110.21.135 192.188.2.2
151.83.11.152 151.83.11.152
28.6812.210 192.168.1.53
72.137.201.133 192.168.1.102
2139318458 192.168.0.2
200,88,138.221 10,005

Nr. of Plugins: 3

= Kovter

= POWERSTATS v3

"  ExtraPulsar

= RogueRobin

= ServHelper

=  SpeakUp linux backdoor

Botnet Trojans

Con. Type Computer -

Direct
Dwect
Dwect
Direct
Diect
Duect
Direct
Direct
Dwect
Direct
Direct
Direct
Direct
Direct
Direct
Diect
Duect
Direct
Dwect
Dwect
Direct
Direct
Direct

MAXIM-SHARDV
S-B390673CA78D4
CONCOMM1
STEVES-PC
MAXIME-DEA/IBAE
BRUGER-DAOEBASS
EXPERIEN-2B0B71
MONSTER

HOME

BANJE

HOME
2ZNDSTRE-EBB723
YOUR-4DACDOEATS
NOME-CCF3ASBECE
MaX

CARMICHEAL

ACER

COMPUTER
GIALLOMB-VIB&W1
VLAY

TIBEOR-PC
UwW-4B58D 8528225
EQUIPDT

Nr. of Connections: 256

Some additional backdoor Trojans are as follows:

User Name
Dwnei

Dwner
Newcomm]1
Steve Evans
Maxime

Bruge:
Admiristrator
stefan

Brett
Adrmirastrator
Claudiat) cuge
Dwnei
HP_Admirastrator
Saro

"

BEV

July
Compaq_Dwnes
Giovanni
SUpeman

Tior Svajko
Compaq_Eigenaar
Admin

=  Winnti backdoor

= Daxin

= Sysloker

= PortDoor

=  Tomiris

= GoldenSpy

Acc. Type
Admin
Adrmin
Adrin
Adrmin
Adrnin
Adrnin
Admin
Adrmin
Adrmin
Adrmin
Admin
Admin
Adrmin
Adrmin
Admin
Adrmin
Adrmin
Admin
Admin
Adrmin
Adrnin
Ademin
Admin

Figure 7.7: Screenshot of Poisonlvy

0s
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxF
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxP
WinxF
WinxP
WinxP
WinxP

CPU
1800 MHz

954 MHz

2700 MHz
2660 MHz
2600 MH2z
2394 MHz
1474 MHz
3000 MHz
3401 MHz
2594 MHz
1833 MH2z
3066 MHz
2405 MHz
340 MHz

3000 MHz
2992 MHz
/10 MHz

995 MHz

1600 MHz
2533 MHz
3211 MHz
2933 MH:z
3067 MHz

RAM
911.30 MiB
511.48 MiB
1.023.22..
2 GiB

1.50 GiB
503.48 MiB
767.48 MiB
2 GiB

2 Gib
50998 MiB
1.02348 ...
1.25GiB
2GiB
511.30 MiB
1.023.48 ..
1.02203...
1.022.05..
1.022.48 ..,
2 GiB
1.33GIB
1.02323 ...
511.36 MiB
494.42 MiB

Version
231
2.31
231
2.3.1
2.31
2.31
2.31
2.31
2.31
2.31
2.31
231
2.3.1
2.3.1
2.31
2.31
2.31
2.31
231
231
2.31
2.31
2.31

141

125
578
594
103
219
364
234
250
141
578
213

281
234
328

103
172

2500 |

Today, most major information security attacks involve botnets. Attackers (also known as “bot
herders”) use botnet Trojans to infect a large number of computers throughout a large
geographical area to create a network of bots (or a “bot herd”) that can achieve control via a
command-and-control (C&C) center. They trick regular computer users into downloading
Trojan-infected files to their systems through phishing, SEO hacking, URL redirection, etc. Once
the user downloads and executes this botnet Trojan in the system, it connects back to the
attacker using IRC channels and waits for further instructions. Some botnet Trojans also have

worm features and automatically spread to other systems in the network. They help an attac
to launch various attacks and perform nefarious activities such as DoS attacks, spamming, c

fraud, and theft of application serial numbers, login IDs, and credit card numbers.
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e

Company Website

Attacker g

Botnet C&C Server

Figure 7.8: Functioning of Botnet

= Necurs

The Necurs botnet is a distributor of many pieces of malware, most notably Dridex and
Locky. It delivers some of the worst banking Trojans and ransomware threats in batches
of millions of emails at a time, and it keeps reinventing itself. Necurs is distributed by
spam e-mails and downloadable content from questionable/illegal sites. It is indirectly
responsible for a significant portion of cyber-crime.

Features:

o Destruction of the system

o Turning a PCinto a spying tool
o Electronic money theft

o Botnet and mining

o Serving as a gateway for other viruses

A ' Re: - Message (Plain Text)
| ....... age
s A = * Mark Unread s Find .
x .ﬁr,leetmg = _;“i‘{}nel‘mte - e ¢ Ir':'} }3 1 ..;
-1 - Ve _2_}‘ Related ~ '
Delete Move ) 2 v Zoom
Delete Respond Move Tags Editing Zoom
© Extra line breaks in this message were removed.
From: Sent: Tue 6/21/2016 12201 PM
To:
cc
Subject: Re:
| Message |, services_ 1_904589.zip (7 KB)

Dear mrinten:
Please find attached our invoice for services rendered and additional disbursements in the above- mentioned matter.

Hoping the above to your satisfaction, we remain.

Sincerely,
Divisional Finance Director Necurs Botnet —_ Spam Email
[ -
Figure 7.9: Screenshot showing Necurs spam email for tricking a victim
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Some additional botnet Trojans are as follows:

= Electrum = BetaBot

= Satori "  FritzFrog

* Torii botnet = Bltxor20 botnet
= Qakbot = DirtyMoe

* Hide n Seek = Meris Botnet

=  Ramnit = Cyclops Blink

= Panda

Rootkit Trojans

As the name indicates, “rootkit” consists of two terms, i.e., “root” and “kit.” “Root” is a
UNIX/Linux term that is the equivalent of “administrator” in Windows. The word “kit” denotes
programs that allow someone to obtain root-/admin-level access to the computer by executing
the programs in the kit. Rootkits are potent backdoors that specifically attack the root or OS.
Unlike backdoors, rootkits cannot be detected by observing services, system task lists, or
registries. Rootkits provide full control of the victim OS to the attacker. Rootkits cannot
propagate by themselves, and this fact has precipitated a great deal of confusion. In reality,
rootkits are just one component of what is called a blended threat. Blended threats typically
consist of three snippets of code: dropper, loader, and rootkit. The dropper is the executable
program or file that installs the rootkit. Activating the dropper program usually entails human
intervention, such as clicking on a malicious e-mail link. Once initiated, the dropper launches
the loader program and then deletes itself. Once active, the loader typically causes a buffer
overflow, which loads the rootkit into memory.

= EquationDrug Rootkit

EquationDrug is a dangerous computer rootkit that attacks the Windows platform. It
performs targeted attacks against various organizations and lands on the infected
system by being downloaded and executed by the Trickler dubbed "DoubleFantasy,”
covered by TSL20110614-01 (Trojan.Win32.Micstus.A). It allows a remote attacker to
execute shell commands on the infected system.
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; int _ stdc
fninitDriver

unDevName
var_18

var_L

var_8
pDeviceObjec
pDrulbj
punDrvRegPat
pFuncit
pFunc?2

Flag

edit_Drv0bj
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all fnInitDriver(int pDrvObj,int punDrvRegPath,int pFunc1,int pFunc2,int Flag)
proc near ; CODE XREF: DriverEntry+15]p
= dword ptr -14h
= dword ptr -10h
= dword ptr -8Ch
= dword ptr -8
t = dword ptr -4
= dword ptr 8
h = dword ptr 6Ch
= dword ptr 10h
= dword ptr 14h
= dword ptr 18h
= egdi
push ebp
mov ebp, esp
sub esp, 14h
push ebx
push esi
push edit_Dru0bj
push 1348
push offset unk_1A728
call fnDecryptbData
push [ebp+punDrvRegPath]
mov edit_Drv0Obj, [ebp+pDrulbj]
lea eax, [ebp+var_C]
mov pDrvObj, edit_DrvObj
push eax
call fnDissectPath
lea eax, [ebp+var_C]
push eax
lea eax, [ebp+unDevName ]
push eax
call fnGetDeviceName

Figure 7.10: Screenshot showing start of EquationDrug Rootkit

Some additional rootkit Trojans are as follows:
CEIDPagelLock
Wingbird

E-banking Trojans

GrayFish
Finfisher

ZeroAccess

Whistler

= Fire Chili rootkit

= Purple Fox Rootkit

= Dubbed Demodex Rootkit
= MoonBounce

= Moriya

= jLOBleed

E-banking Trojans are extremely dangerous and have emerged as a significant threat to online
banking. They intercept the victim's account information before the system can encrypt it and
send it to the attacker's command-and-control center. Installation of these Trojans takes place
on the victim’s computer when he or she clicks a malicious email attachment or a malicious
advertisement. Attackers program these Trojans to steal minimum and maximum monetary
amounts, so that they do not withdraw all the money in the account, thereby avoiding
suspicion. These Trojans also create screenshots of the bank account statement, so that the
victim thinks that there is no variation in his/her bank balance and is not aware of this fraud
unless he/she checks the balance from another system or an ATM. These Trojans may also steal
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victims’ data such as credit card numbers and billing details, and transmit them to remote
hackers via email, FTP, IRC, or other methods.

Publishes malicious

advertisements F R e e LTk e d“ms e i entsunalegl t' = t E ehmt e.r. ........................... >
ll'.l..l.l..l.l..l.}
H { ................................................ :
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- Reports about successful/failed transaction . 4

Figure 7.11: Working of E-Banking Trojan

Working of E-banking Trojans

A banking Trojan is a malicious program that allows attackers to obtain personal information
about users of online banking and payment systems.

The working of a banking Trojan includes the following:

= TAN Grabber: A Transaction Authentication Number (TAN) is a single-use password for
authenticating online banking transactions. Banking Trojans intercept valid TANSs
entered by users and replace them with random numbers. The bank will reject such
invalid random numbers. Subsequently, the attacker misuses the intercepted TAN with
the target’s login details.

* HTML Injection: The Trojan creates fake form fields on e-banking pages, thereby
enabling the attacker to collect the target’s account details, credit card number, date of
birth, etc. The attacker can use this information to impersonate the target and
compromise his/her account.

" Form Grabber: A form grabber is a type of malware that captures a target’s sensitive
data such as IDs and passwords, from a web browser form or page. It is an advanced
method for collecting the target’s Internet banking information. It analyses POST
requests and responses to the victim's browser. It compromises the scramble pad
authentication and intercepts the scramble pad input as the user enters his/her
Customer Number and Personal Access Code.

* Covert Credential Grabber: This type of malware remains dormant until the user
performs an online financial transaction. It works covertly to replicate itself on the
computer and edits the registry entries each time the computer is started. The Trojan
also searches the cookie files that had been stored on the computer while browsing
financial websites. Once the user attempts to make an online transaction, the Trojan
covertly steals the login credentials and transmits them to the hacker.
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Some methods used by banking Trojans to steal users’ information are as follows:
o Keylogging

o Form data capture

o Inserting fraudulent form fields

o Screen captures and video recording

o Mimicking financial websites

o Redirecting to banking websites

o Man-in-the-middle attack

= E-banking Trojan: Dreambot

Dreambot banking Trojans are also known as updated versions of Ursnif or Gozi.
Dreambot Trojans have long been used by hackers, and they have been regularly
updated with more sophisticated capabilities. They can be delivered through the Emotet
dropper or RIG exploit kit. This Trojan can also be embedded as a macro in an MS word
document and sent to victims via spam emails. If this Trojan gets into the victim’s
machine, it will covertly create registry keys and processes, and attempt to connect to
multiple malicious C2C servers.

2018-05-24 14:41:44 https://uuuansdownew.net/1images/Uood9SIriKubxUHBt /wXzPbvTAF8 2/FzBKGRoJB8/w/ 2BLkUSqOalfAx/113q
ekGre08dmD1BWa88br/DBiM3eYzULnnf 2F/TulV 2BoBUrafS5U/qpHXaQpbz3CIIbkAhl/N 2BWhaDK/edK3b 2Bv236
mfDNaUlw/xV5WgLSG64rEkCujqSo/WMImQioW 2B 2FpYersXSu/VKK2EErTAGYPj/wIlkp8 2F/yaniY80YXBloXf/k43
. bmp

text/html [no content] 166ms

Request

multipart/fTorm-data; boundary=6/1/0687/642643026513623260419

Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 10.0; Win64; x64)

uuansdaownew. net
373

Keep-Allve
no-cache

Raw

67170687642643026513623260419

Content-Disposition: form-data: name="upload file": filename="E1lAC.bin

MSCF = e oDttt i eeivaeaL.t .BID3ETCAD20OAFO60B. . :K
ct."$3..1 A<........F...X.c.KR<aB.J.L|...{..":...

s 8 m o8 8N | : & & m
J ru e aca WANES 4 v vl ae arete wmn TR s i nrnn o m et I atacn nn W e asma e s O 4 F

--6/1/0687/64206430206513623260419--

[71/82] [showhost] :help q:back [*:8080]

Figure 7.12: HTTPS requests to malicious servers

After connecting to the C2C server, it will perform keylogging and send the keylog data
to the attacker. This keylog data can include passwords of banking websites, OTP
messages, secure transaction passwords, pins, etc.
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C:\Program Files\Internet Explorer\iexplore.exe
Blank Page - Internet Explorer
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12 Keylogs
14 09-05-2018 13:42:53 &

|5 C:\Program Files (x86) \Notepad++\notepad++.exe
' *new 1 - Notepad++

Keylog data

passwrod password password raaa raaaraaaa *——
this is my login for my facebook account: hello/hellol23

Figure 7.13: Screenshot of Dreambot E-Banking Trojan — keylog data

Some additional e-banking Trojans are as follows:

=  Emotet = Escobar

= Panda Banker =  Xenomorph
= Ramnit = SharkBot

= ZeuS = Bizarro

* Dridex = ZE Loader

= UrlZone Banker = EventBot

Point-of-Sale Trojans

As the name indicates, point-of-sale (POS) Trojans are a type of financial fraudulent malware
that target POS and payment equipment such as credit card/debit card readers. Attackers use
POS Trojans to compromise such POS equipment and grab sensitive information regarding
credit cards, such as credit card number, holder name, and CVV number. Since POS plays a
critical role in the retail industry, these Trojans will have a greater impact on retail businesses
and retail customers. The magnetic stripe on a credit card consists of two tracks, namely called
TRACK1 and TRACK2. These are critical for completing the transaction using a POS device.
Trackl and Track2 comprise critical information related to the credit card. Once a POS Trojan
affects and compromises a POS device, it attempts to grab the TRACK1 and TRACK2 information
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of the card that is inserted in the device. Once the attacker acquires this information, he/she
gets full control of the card and can easily perform financial fraud.

GlitchPOS

It is popularly known as GlitchPOS.A. GlitchPOS is a fake cat game that is embedded in
malware and not displayed at the time of execution. It is a Trojan that masquerades as a
cat game. When any victim installs the cat game, the Trojan will be executed in the
background. GlitchPOS is used by attackers to grab the credit card information of the
victim. GlitchPOS has become the most notorious financial Trojan, and its adverse
effects have spread across the globe. To steal the credit card information, this Trojan
searches for the Trackl and Track2 details in the memory pages of devices.

=
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=] newgame

- u.g Visual Basic Resources
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Figure 7.14: Screenshot of GlitchPOS Trojan

Some additional POS Trojans are as follows:
LockPQOS
BlackPOS
FastPOS
PunkeyPOS

Defacement Trojans

= CenterPOS
= MalumPOS
= PinkKite

= NeutrinoPoS

Defacement Trojans, once spread over the system, can destroy or change the entire content of
a database. However, they are more dangerous when attackers target websites, as they
physically change the underlying HTML format, resulting in the modification of content. In
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addition, significant losses may be incurred due to the defacement of e-business targets by
Trojans.

Resource editors allow one to view, edit, extract, and replace strings, bitmaps, logos, and icons
from any Windows program. They allow viewing and editing of nearly any aspect of a compiled
Windows program, from menus to dialog boxes and icons, etc. They employ user-styled custom
applications (UCAs) to deface Windows applications.

Calculator — O x 1 rCarmiatnr — O o 1
= Standard = Standar
M M Ms M M M5
Yo v X~ Vx %o v X~ Vx
IIIIIIIIIIIII>
CE C ] — CE C ] =
7 8 9 X 7 8 9 X
4 5 6 — 4 5 6 =
1 2 3 15 1 2 3 +
- 0 = - 0 =
L » L »
Original calc.exe Defaced calc.exe

Figure 7.15: Screenshot showing defaced calc.exe application

= Restorator
Source: https://www.bome.com

Restorator is a utility for editing Windows resources in applications and their
components (e.g., files with .exe, .dll, .res, .rc, and .dcr extensions). It allows you to
change, add, or remove resources such as text, images, icons, sounds, videos, versions,
dialogs, and menus in nearly all programs. Using this tool, one can achieve
translation/localization, customization, design improvement, and development.

Features:

o Translate existing applications (localization)

o Customize the look and feel of programs

o Replace logos and icons (branding)

o Enhance control over resource files in the software development process

o Hackinto the inner workings of applications on the computer
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Figure 7.16: Screenshot of Restorator

Service Protocol Trojans

These Trojans can take advantage of vulnerable service protocols such as VNC, HTTP/HTTPS,
and ICMP, to attack the victim’s machine.

= VNCTrojans

A VNC Trojan starts a VNC server daemon in the infected system (victim), whereby the
attacker connects to the victim using any VNC viewer. Since the VNC program is
considered a utility, this Trojan will be difficult to detect using antivirus software. Well-
known financial malware such as Vultur, Dridex, Neverquest, and Gozi employ a hidden
virtual network computing (HVNC) module, which allows attackers to gain user-grade
access to an infected PC.

Command and
control instruction

-t o0
- A B
VNC Traffic
Attacker VNC Server
Figure 7.17: Working of VNC Trojan
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= HTTP/HTTPS Trojans

HTTP/HTTPS Trojans can bypass any firewall and work in reverse, as opposed to a
straight HTTP tunnel. They use web-based interfaces and port 80. The execution of
these Trojans takes place on the internal host and spawns a child program at a
predetermined time. The child program is a user to the firewall; hence, the firewall
allows the program to access the Internet. However, this child program executes a local
shell, connects to the webserver that the attacker owns on the Internet through an
apparently legitimate HTTP request, and sends it a ready signal. The apparently
legitimate answer from the attacker’s web server is, in fact, a series of commands that
the child can execute on the machine’s local shell. The attacker converts all the traffic
into a Base64-like structure and gives it as a value for a cgi-string to avoid detection.

The following is an example of a connection:

Slave: GET/cgi-bin/order?
M5mAejTgZdgYOdgIOOBQF£fVYTgjFLdgxEdblHe7krj HTTP/1.0

Master replies with: gbmAlfbknz

The GET of the internal host (SLAVE) is the command prompt of the shell; the answer is
an encoded “1s” command from the attacker on the external server (MASTER). The
SLAVE tries to connect to the MASTER daily at a specified time. If necessary, the child is
spawned if the shell hangs; the attacker can check and fix it the next day. If the
administrator sees connections to the attacker's server and connects it to his/her server,
he/she just sees a broken web server because there is a token (password) in the
encoded cgi GET request. Support for WWW proxies (e.g., Squid, a fully featured web
proxy cache) is available. The program masks its name in the process listing. The
programs are reasonably small; the master and slave programs consist of only 260 lines
per file. Usage is easy: edit rvwwshell.pl for the correct values, execute “rwwwshell.pl
slave” on the SLAVE, and run “rwwwshell.pl” on the MASTER just before the slave tries
to connect.

HTTP request to
download a file

Trojan passes through
Victim HTTP reply Server

Figure 7.18: Working of HTTP Trojan

o SHTTPD

SHTTPD is a small HTTP server that can be embedded inside any program. It can be
wrapped with a genuine program (game chess.exe). When executed, it will turn a
computer into an invisible web server. For instance, an attacker connects to the
victim using web browser http://10.0.0.5:443 and infects the victim’s computer with
chess.exe, with Shttpd running in the background and listening on port 443 (SSL).
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Figure 7.19: SHTTPD attack process

o HTTPRAT

HTTP RAT uses web interfaces and port 80 to gain access. It can be understood
simply as an HTTP tunnel, except that it works in the reverse direction. These Trojans
are comparatively more dangerous as they work nearly ubiquitously where the
Internet can be accessed.

Features

o Displays ads and records personal data/keystrokes

o Downloads unsolicited files and disables programs/system
o Floods Internet connection and distributes threats

o Tracks browsing activities and hijacks Internet browser

o Makes fraudulent claims about spyware detection and removal

[ @HITPRATO31 3| e Infect the victim’s computer with server.exe and plant HTTP Trojan

o Bbackdoor v The Trojan sends an email with the location of an IP address
e e ©
latest version hece: | ] Connect to the IP address using a -
;.ung: | . - browser to port 80 Victim
M sond rotfcahon with p addross to mai -
EMTF seever £ sending mal v

ucan 1pacly teveral cervers delmted with |

[:"n*p mad rusome other smin serves Zombie's HTTP_RAT x =+
your emal addbess
[,_'u'.éema'l cOM
N clowe Fee'wals parver poat |50
Coste | e |
Generates .

server.exe

using HTTP RAT -

w

Attacker

= |CMP Trojans

Figure 7.20: Working of HTTP RAT Trojan

The Internet Control Message Protocol (ICMP) is an integral part of IP, and every IP
module must implement it. It is @ connectionless protocol that provides error messages
to unicast addresses. The ICMP protocol encapsulates the packets in IP datagrams.
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An attacker can hide the data using covert channels methods in a protocol that is
undetectable. The concept of ICMP tunneling allows one protocol to be carried over
another protocol. ICMP tunneling uses ICMP echo request and reply to carry a payload
and stealthily access or control the victim’s machine. Attackers can use the data portion
of ICMP_ECHO and ICMP_ECHOREPLY packets for arbitrary information tunneling.
Network layer devices and proxy-based firewalls do not filter or inspect the contents of
ICMP_ECHO traffic, making the use of this channel attractive to hackers.

Attackers simply pass, drop, or return the ICMP packets. The Trojan packets themselves
masquerade as common ICMP ECHO traffic. The packets can encapsulate (tunnel) any

ICMP Client

LE“#J

ey

s
i

(Command:

ICMP Trojan:

icmpsend

S

g8 Command Prompt

C:\Documents and Settings\Administrator\WINDOWS\Desktop
ICMP Backdcocor Win32>icmpsend 127.0.0.1

-==[ ICMP-Cmd vl1.0 bata, by gxisone ]---
-==[ E-mail:
— 2003/8/15

Usage: icmpsend RemoteIP

Ctrl+C or Q/q to Quite
ICMFP-CMD>H
[http://127.0.0.1/hack .exe =admin.exe]
Parth is \\system 32>
[pslist]
[pskill ID]
Command
ICMP-CMD>

required information.
ICMP Server
—T T
(Command:
iecmpsrv -install)

8 Command Prompt

icmpsend <victim IP>)

C:\Documents and Settings\Administrator\WINDOWS\Desktop\

ICMP Backdoor Win32>icmpsrv —-install

Welcome to www.hackerxfiles.net==== = S B 0000 == Welcome to www.hackerxfiles.net

et | ICMP-Cmd v1.0 beta, by gxisone ===
-== E-mail: gxisonefhotmail.com ]---
-—=1

Commands are sent
using ICMP protocol

gxisane@hatmail_ccm ]=---
2003/8/15 ]1-

Usage: icmpsrv -install <to install service>
Icmpsrv —-remove <to remove service>
Success !

H/h for help

<Download Files. Transmitting File ..
Creating Service ..

Starting Service ..

Success !

<List the Process> Pending ..
<Kill the Process>

<run the command>

Success !

C:\Documents and
Settings\Administrator\WINDOWS\Desktop\ICMP Backdoor Win32

Figure 7.21: Working of ICMP Trojan

Mobile Trojans

Mobile Trojans are malicious software that target mobile phones. Mobile Trojan attacks are
increasing rapidly due to the global proliferation of mobile phones. The attacker tricks the
victim into installing the malicious application. When the victim downloads the malicious app,
the Trojan performs various attacks such as banking credential stealing, social networking
credential stealing, data encryption, and device locking.
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BasBanke

BasBanke is a Trojan family that runs on Android. The Trojan was first identified in 2018
during the Brazilian elections, registering over 10,000 installations as of April 2019 from
the official Google Play Store alone. It is a banking Trojan, and when it infects a device, it
will perform keystroke logging, screen recording, SMS interception, and theft of credit
card and financial information. To trick users into downloading this Trojan, the Trojan
creators advertised it via WhatsApp and Facebook messages. The most widely spread
and downloaded malicious version of BasBanke is the fake CleanDroid Android app.
CleanDroid projects itself as a mobile junk cleaning and memory boosting app; however,
it is actually a banking Trojan.
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Figure 7.22: Screenshot of BasBanke Mobile Trojan

Some additional mobile Trojans are as follows:

= Agent Smith

" Hiddad

=  AndroRAT

= Rotexy

= Gplayed
loT Trojans

= Asacub
= Gustuff
= GriftHorse

= \ultur

Internet of things (IoT) refers to the inter-networking of physical devices, buildings, and other
items embedded with electronics. |0T Trojans are malicious programs that attack loT networks.
These Trojans leverage a botnet to attack other machines outside the loT network.

= Mirai

Mirai is a self-propagating lIoT botnet that infects poorly protected Internet devices (loT
devices). Mirai uses telnet port (23 or 2323) to find those devices that are still using
their factory default username and password. Most |oT devices use default usernames
and passwords. Mirai can infect such insecure devices (bots) and co-ordinate them to
mount a DDoS attack against a chosen victim.
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Features:

O

Login attempts with 60 different factory default username and password pairs

o Built for multiple CPU architectures (x86, ARM, Sparc, PowerPC, Motorola)
o Connects to C&C to allow the attacker to specify an attack vector
o Increases bandwidth usage for infected bots
o Identifies and removes competing malware
o Blocks remote administration ports
Connection to 5.206.225.96 23 port [tcp/telnet] succeeded!
TER
@é&} @é8>
- . : %3P U . %8P
.888: x888 x888. . .dd388 :@8c u :
~ 88887 888X 7888f .@88u ="8888f8888r usdd8u, .@88u
X888 888X 888> ’'’'888E 4888>'88~ ,@88 383888~ ' '8838E
X888 888X 838> 888E 4888> 9888 9838 888E
X888 888X 888> 888E 4888> 0888 9888 888E
X888 888X 888> 888E  .d888L .+ 9838 9838 888E
“*88% *38~ 338! 888&  "T8888%” 9888 9888 888&
N N } R888~ G 3 “888%x7 888" R888”
e RYERINVE e
- A text-based MUD by Oscar Popodokulus
No account? Register at www.elrooted.com
Enter user yop
yop
Enter pass yop
* KK
Disconnected by server.
Press any key to exit.
Figure 7.23: Screenshot displaying Mirai DDoS attack botnet Trojan
Prevention:
o Using anti-Trojan software and updating usernames and passwords can prevent

Mirai DDoS botnet Trojan attacks.

Some additional 10T Trojans are as follows:

= Silex BrickerBot " Gafgy Botnet
= Satori = Katana
" Torii botnet = BotenaGo
= Miori loT Botnet = Ttint
= Bashlite loT Malware = Dark Nexus
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Security Software Disabler Trojans

Security software disabler Trojans stop the working of security programs such as firewalls, and
IDS, either by disabling them or killing the processes. These are entry Trojans, which allow an
attacker to perform the next level of attack on the target system.

Some security software disabler Trojans are as follows:
= CertLock
" GhostHook
* Trojan.Disabler

Destructive Trojans

The sole purpose of a destructive Trojan is to delete files on a target system. Antivirus software
may not detect destructive Trojans. Once a destructive Trojan infects a computer system, it
randomly deletes files, folders, and registry entries as well as local and network drives, often
resulting in OS failure.

Destructive Trojans are written as simple crude batch files with commands such as "DEL,"
"DELTREE," or "FORMAT." This destructive Trojan code is usually compiled as .ini, .exe, .dll, or
.com files. Thus, it is difficult to determine if a destructive Trojan causes a computer system
infection. The attacker can activate these Trojans or they can be set to initiate at a fixed time
and date.

Shamoon is still considered as the most destructive Trojan. Shamoon uses a Disttrack payload
that is configured to wipe systems as well as virtual desktop interface snapshots. This Trojan
propagates internally by logging in using legitimate domain account credentials, copying itself
to the system, and creating a scheduled task that executes the copied payload. Other currently
prevalent destructive Trojans include Dimnie, GreyEnergy, Killdisk, HermeticWiper,
WhisperGate, and FoxBlade.

DDoS Trojans

These Trojans are intended to perform DDoS attacks on target machines, networks, or web
addresses. They make the victim a zombie that listens for commands sent from a DDoS Server
on the Internet. There will be numerous infected systems standing by for a command from the
server, and when the server sends the command to all or a group of the infected systems, since
all the systems perform the command simultaneously, a considerable amount of legitimate
requests flood the target and cause the service to stop responding. In other words, the
attacker, from his/her computer along with several other infected computers, sends multiple
requests to the victim and overwhelm the target, leading to a DoS. This can also be achieved by
mass spam emails.

Mirai loT botnet Trojan is still considered as one of the most notorious DDoS attack Trojans.
Other recently discovered DDoS attack Trojans that have affected a large number of systems
and networks and caused major disruptions in businesses include Electrum DDoS botnet and
Bushido Botnet. All these DDoS Trojans have similar attack strategies. They identify the
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unsecured devices in a network and enslave them to launch a DDoS attack on the victim’s
machine. Once installed on a Windows computer, the Trojan connects to a command-and-
control (C&C) server from which it downloads a configuration file containing a range of IP
addresses to attempt authentication over several ports. Along with the infected botnet
zombies, it performs DDoS attacks in which a zombie floods a target server/machine with
malicious traffic.

Command Shell Trojans

A command shell Trojan provides remote control of a command shell on a victim’s machine. A
Trojan server is installed on the victim's machine, which opens a port, allowing the attacker to
connect. The client is installed on the attacker's machine, which is used to launch a command
shell on the victim’s machine. Netcat, DNS Messenger, GCat are some of the command shell
Trojans.

-
- - —-‘-‘

-1
- ®
C:> nc ap> <porto

C:> nc -L -p <port>
-t —e omd.exe

Figure 7.24: Working of Command Shell Trojan
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How to Infect Systems Using a Trojan

An attacker can remotely control the system hardware and software by installing a Trojan on
the system. Once the Trojan is installed on the system, the data become vulnerable to threats.
In addition, the attacker can perform attacks on third-party systemes.

Attackers deliver Trojans in many ways to infect target systems:

Trojans are included in bundled shareware or downloadable software. When users
download such files, the target systems automatically install the Trojans.

Different pop-up ads try to trick users. They are programmed by the attacker such that
regardless of whether users click YES or NO, a download will begin and the Trojan will
automatically install itself on the system.

Attackers send the Trojans as email attachments. When users open these malicious
attachments, the Trojans are automatically installed.

Users are sometimes tempted to click on different types of files, such as greeting cards,
porn videos, and images, which might contain Trojans. Clicking on these files installs the
Trojans.

Attackers infect a target machine using a Trojan in the following steps:

Step 1. Create a new Trojan packet using various tools such as Trojan Horse
Construction Kit, Social Engineering Toolkit (SET), and Beast. New Trojans have a higher
chance of succeeding in compromising the target system, as the security mechanisms
might fail to detect them. These Trojans can be transferred to the victim’s machine
using a dropper or downloader.
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= Step 2: Employ a dropper or a downloader to install the malicious code on the target
system. The dropper appears to users as a legitimate application or a well-known and
trusted file. However, when it is run, it extracts the malware components hidden in it
and executes them, usually without saving them to the disk, to avoid detection.
Droppers include images, games, or benign messages in their packages, which serve as a
decoy to divert users’ attention from malicious activities. Downloaders are malware
transporters that do not contain the actual malware file; however, they contain the link
from where the actual Trojan can be downloaded. When a downloader is executed on
the target machine, it connects back to the attacker’s server and downloads the
intended Trojan on the victim’s machine. Droppers can easily evade firewalls; however,
a downloader can be detected with the help of network analyzer tools.

= Step 3: Employ a wrapper such as petite.exe, Graffiti.exe, IExpress Wizard, or eLiTeWrap
to help bind the Trojan executable to legitimate files to install it on the target system.

= Step 4: Employ a crypter such as BitCrypter to encrypt the Trojan to evade detection by
firewalls/IDS.

= Step 5: Propagate the Trojan by implementing various methods such as sending it via
overt and covert channels, exploit kits, emails, and instant messengers, thereby tricking
users into downloading and executing it. An active Trojan can perform malicious
activities such as irritating users with constant pop-ups, changing desktops, changing or
deleting files, stealing data, and creating backdoors.

= Step 6: Deploy the Trojan on the victim’s machine by executing the dropper or
downloader software to disguise it. The deployed file contains wrapped and encrypted
malware.

= Step 7: Execute the damage routine. Most malware contain a damage routine that
delivers payloads. Some payloads just display images or messages, whereas others can
even delete files, reformat hard drives, or cause other damage. The damage routine can
also include malware beaconing.

Dropper

lllllllllllllllllll
-

E ------- ﬂtth _______ i

--------

Victim's Machine

llllllllllllllllllllllll

Propagate Deploy Damage Routine

Figure 7.25: Diagram showing the complete process involved in infecting target machine using Trojan

Module 07 Page 1001 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Malware Threats

Creating a Trojan CEH
J Trojan Horse construction kits help attackers to DarkHorse Trojan Virus Maker
construct Trojan horses of their choice
J The tools in these kits can be dangerous and can DarkHorse Trojan virus maker creates user-specified Trojans
backfire if not properly executed by selecting from various options
(> DarkHorse Trojan Virus Maker 1.2) u

Trojan Horse Construction Kits

e TI'D_] =11 H orse CD n St u Ctl on Kl t Trojan Vinus Maker
. Webcam Shreaming . Broken Mouse . Hot Computer F ::” ;:Il_jﬁml_l;_,_ et Cpesd
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. B Crazy Mouse B ++CC Virus B Hot Machine — j ”f ; J I.J.I .
E S En n a Spy TrDJa n G E n E ratD r . Lock “Windows Live - fl-i: I"."IITI,];{- - F?l?FF'II:I".""T! [:'T":'l.lr-"-ler-lr? g E:I:I?EI:'T I-I;{[I‘I llll1l:" o
B Block All'wWebsites Il Flood Large Files Il Remove Videos P rlljtll'd f_l :IH_ o
B Dizable Desktop lcons B Flood Control Errar B Femove Music [ | [.HtIlH I ..Ill.-lrlp-.rr-l Ir "-I,J apirty
2 Bl Remove Desktop Background [ Memory User I Eeeping Moise " rlj_”:. -;l eI
e B atc h TrﬂJ dn G ene ratﬂ I B Dizable Admiristration Il Dizable Proccess I EBroken Keyboard T

Trojan Force Show Code Text
; M ShutDovwn Computer (1 Minuite) Name: l—l
@ Umbra Loader- BotnetTrojan e i
i.i |_|:.-|_:.||:|H Lormputer [1 Minuite]
Maker 00
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Creating a Trojan

Attackers can create Trojans using various Trojan horse construction kits such as DarkHorse
Trojan Virus Maker, and Senna Spy Trojan Generator.

Trojan Horse Construction Kit

Trojan horse construction kits help attackers construct Trojan horses and customize them
according to their needs. These tools are dangerous and can backfire if not properly executed.
New Trojans created by attackers remain undetected when scanned by virus- or Trojan-
scanning tools, as they do not match any known signatures. This added benefit allows attackers
to succeed in launching attacks.

Module 07 Page 1002 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Malware Threats

= DarkHorse Trojan Virus Maker

DarkHorse Trojan Virus Maker is used to create user-specified Trojans via selection from
a variety of available options. The Trojans are created to act according to these selected
options. For example, if you choose the option Disable Process, the Trojan disables all
processes on the target system. The figure below shows a snapshot of DarkHorse Trojan
Virus Maker with its various available options.

(>DarkHorse Trojan Virus Maker 1.2) H

rojan Virus Maker 1.

Trojan Virus Maker
Webcam Streaming Broken Mouse Hot Computer

Audio Streaming Hide Desktop lcons Overloaded Files
Crazy Mouse ++CC Virus Hot Machine

B Vius Wamnings

B Slow Down Computer Speed
i Dizable Start Button

Jisable Task Manager
Jizable CMD

Jisable Morton Antivirus
Disable Avg Internet Secenrty

Lock Windows Live HC Virus Remove Documents
Block All'Websites Flood Large Files Remove Videos
Disable Desktop [cons Flood Control Error Remove Music
M Remove Desktop Background  [Jiij Memory User Beeping Moise W Store Vs
Disable Administration Dizable Proccess Broken Keyboard T

T [0)an F':'r':ff Show Lode | ext

ShutDown Computer (1 Minuite) Name: :
Restart Computer [1 Minuite]
LogOff Computer [1 Minuite] Create As Text File

Trojan Virus Maker 1.

Figure 7.26: Screenshot of DarkHorse Trojan Virus Maker

Some additional Trojan horse construction kits are as follows:
= Trojan Horse Construction Kit
= Senna Spy Trojan Generator
= Batch Trojan Generator

"  Umbra Loader - Botnet Trojan Maker
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; |
Employing a Dropper or Downloader CEH
Droppers Downloaders
J Dropper is used to camouflage the malware ) Downloader is a program that can download
payloads that can impede the functioning of and install harmful programs like malware

the targeted systems
) Downloader does not carry malware of itself

) Dropper consists of one or more types of as dropper does, so there is the possibility for
malware features that can make it a new unknown downloader to pass through
undetectable by antivirus software; also the the anti-malware scanner

installation process can be done stealthy
J Godzilla Downloader, Trojan.Downloader,

J Emotet dropper, Dridex dropper, Gymdrop, W97M.Downloader, and
and Anatsa are some of the famous droppers ISB.Downloader!gen309 are some of the
that attackers employ for deploying malware famous downloaders that attackers employ
to the target machine for deploying malware to the target machine
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Employing a Dropper or Downloader

After constructing their intended Trojans, attackers can employ a dropper or a downloader to
transmit the Trojan package to the victim’s machine.

Droppers

Droppers are programs that are used to camouflage malware payloads that can impede the
functioning of the target system. The dropper consists of one or more types of
malware features that can make it undetectable by antivirus software; moreover, the
installation process can be stealthily performed.

The dropper is executed by simply loading its own code into the memory, and the malware
payload is then extracted and written into the file system. Next, the malware installation
process is initiated, and the payload is executed.

Emotet, Dridex, Gymdrop, and Anatsa are well-known droppers that attackers employ for
deploying malware on the target machine.

Downloaders

A downloader is a program that can download and install harmful programs such as
malware. Downloaders are similar to droppersto a certain extent. However, the main
difference is that a downloader does not carry malware itself whereas a dropper does; hence, it
is possible for a new unknown downloader to pass through the anti-malware scanner.

Attackers use downloaders as part of the payload or other harmful programs that can drop and
stealthily install the malware. Downloaders are spread as camouflaged files attached in emails,
and the attached programs pose as legitimate programs such as accounts.exe or invoices.
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When the victim opens the attached infected file, the downloader tries to contact the remote
server for directly fetching other malicious programs.

Godzilla downloader, Trojan.Downloader, W97M.Downloader, and ISB.Downloader!gen309 are

some well-known downloaders that attackers employ for deploying malware on the target
machine.
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Ethical Hockes

Employing a Wrapper S_"E H

J A wrapperbinds a Trojan executable with genuine looking .EXE applications,
such as games or office applications

Trﬂian_E“E ill-lillll:
File size: 20K -

J When the user runs the wrapped .EXE, it first installs the Trojan in the +][=]

background and thenruns the wrappingapplication in the foreground | > (]
&
. Calc.exe
J Attackers might send a birthday greetingthatwill install a Trojanas the user \ Fﬁ:;‘:“; File size: 110K
watches, for example, a birthday cake dancingacross the screen
| |Express Wizard b 4
IExpress Wizard Welconie to TExeeas 2.0 Wrappers
This wizard will help you create a self-extracting /
i selff-nstalling package. _
. |Express Wizard wrapper sty o s S Exoctn DesctveGED) @ eliTeWrap
guides the user to create :}%&E”gﬁ%ﬁﬁ% o, cthrwse,
. ect Create New raction Directive file. ; 1 1 .
a self-extracting package @ Advanced File Joiner Ko
: {* Create new Seff Extraction Directive file. .
that can automatically (" Open existing Sef Extraction Directive file: @ Soprano 3 ‘
install the embedded | el v
setup files, Trojans, etc. ® Exe2vbs
Mext > Cancel | ﬁ KFIDtDm atlk
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Employing a Wrapper

Wrappers bind the Trojan executable with.EXE applications that appear genuine, such as games
or office applications. When the user runs the wrapped .EXE application, it first installs the
Trojan in the background and then runs the wrapping application in the foreground. The
attacker can compress any (DOS/WIN) binary with tools such as petite.exe. This tool
decompresses an EXE file (once compressed) at run time. Thus, it is possible for the Trojan to
get in virtually undetected, as most antivirus software cannot detect the signatures in the file.

The attacker can also place several executables inside one executable. These wrappers may also
support functions such as running one file in the background and another one on the desktop.

Technically speaking, wrappers are a type of “glueware” used to bind other software
components together. A wrapper encapsulates several components into a single data source to
make it usable in a more convenient manner compared to the original unwrapped source.

The lure of free software can trick users into installing Trojan horses. For instance, a Trojan
horse might arrive in an email described as a computer calculator. When the user receives the
email, the description of the calculator may lead him/her to install it. Although it may, in fact,
be a default application, once the user installs the application file, the Trojan is installed in the
background and it will perform other actions that are not readily apparent to the user, such as
deleting files or emailing sensitive information to the attacker. In another instance, an attacker
sends a birthday greeting that will install a Trojan as the user watches, e.g., a birthday cake
dancing across the screen.
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File size: 20K
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' ' : File size: 110K
+[=| File size: 90K wssssunnss e size
]
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Figure 7.27: Example of Wrapper

Covert Wrapper Programs

= |Express Wizard

IExpress Wizard is a wrapper program that guides the user to create a self-extracting
package that can automatically install the embedded setup files, Trojans, etc. I[Express
can remove the setup files after execution and thus erase traces of Trojans. Then, it can
run a program or only extract hidden files. Such embedded Trojans cannot be detected
by antivirus software.

~ | |Express Wizard X

Welcome to IExpress 2.0

This wizard will help you create a self-extracting /
self4installing package.

First, you need to create a Self Extraction Directive (SED)
file to store information about your package. If you have

already done this, select Open existing one; otherwise,
select Create New Self Extraction Directive file.

(¢ Create new Self Extraction Directive file.
(" Open existing Self Extraction Directive file:

I Next > I Cancel ‘

Figure 7.28: Screenshot of IExpress Wizard
Some additional wrapper tools are as follows:
= elLiTeWrap =  Exe2vbs
= Advanced File Joiner =  Kriptomatik

= Soprano 3
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Ethical Hockes

Employing a Crypter gE H

J Crypter is software used by hackers to hide viruses, keyloggers or tools in any kind of file, so that
they do not easily get detected by antiviruses

BitCrypter Crypters

BitCrypter can be used
to encrypt and compress
32-bit executables and
.NET apps without
affecting their direct
functionality

Employing a Crypter

& SwayzCryptor

& Snip3

©@ Babadeda

© Aegis Crypter 2.0

@ Hidden Sight Crypter

© Battleship Crypter
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A crypter is a software that encrypts the original binary code of the .exe file. Attackers use
crypters to hide viruses, spyware, keyloggers, RATs, etc., to make them undetectable by
antivirus software.

Some crypters that one can use to prevent malicious programs from being detected by security
mechanisms are as follows.

= BitCrypter
Source: https.//www.crypter.com

BitCrypter can be used to encrypt and compress 32-bit executables and .NET apps
without affecting their direct functionality. A Trojan or malicious software piece can be
encrypted into legitimate software to bypass firewalls and antivirus software. BitCrypter
supports a wide range of OS, from Windows XP to the latest Windows 10.
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Figure 7.29: Screenshot of BitCrypter

Some additional crypter tools are as follows:

=  SwayzCryptor = Hidden Sight Crypter
= Snip3 = Battleship Crypter
= Babadeda = HEAVEN CRYPTER
= Aegis Crypter 2.0 " Cypherx
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Ethical Mocker

Propagating and Deploying a Trojan £|E H

Deploy a Trojan through Emails Major Trojan Attack Paths:

IR e wir Aspe AsoStire O SE-I2TEET - Message MY emn @ User clicks on the malicious link

e ) .

@ User opens malicious email attachments

Apple Store

Call 1-800-MY-APPLE

The Trojan connects to the attack server
Dear Customer.

Link to Trojan Server .

To view the most up-to-date status and your
Apple Online Store order, visit online youj .

Tou can also contact Apple Store Customer Service at 1-800-676-2770 or wisit onhne for -
more mformaton

Attacker sends an email to victim
Vm‘;m:hir:,n’::::_?:tl:::xwﬁnﬁ::;?n, safimare, and thitd pary Jccemoses. conta il"l iﬂ g Iiﬂ k to ija n server @

BRI ————— :
Victim A . Attacker
k connects to Trojan server i TN -
. . Internet Wiy \"4
Attacker installs * Tre.,
the Trojan, -

infecting his h D I Trojan Server
machine E'I-l-I---I---I-ll‘ll-l-l'--l--I---Ill.-I-'-III-:-:I:----'I.‘IIIl-.-.'I-I-II‘IFIl.-II-I-I-I-I@l-l-.-.-lll-llﬂl.lll

Trojan is sent to the victim
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Propagating and Deploying a Trojan (Cont'd)

Deploy a Trojan through Covert Channels

-J Attackers use covert channels to deploy and hide malicious Trojans in an undetectable protocol

. Covert channels operate on a tunneling method and are mostly employed by attackers to evade firewalls that
are deployed in the target network

J Attackers can create covert channels using various tools such as Ghost Tunnel V2, ElectricFish, and Bachosens

Trojan
ke A
. Covert Channel through TCP/UDP E
V" b
- |
{llllllll) - l:IlIi.IIII)'

0 ) o

> ==

Attacker Malicious Server Firewall Target Server Attack Target Services
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Ethical Mocker

Propagating and Deploying a Trojan (Cont'd) gE H

Deploy a Trojan through Proxy Servers

- Attackers compromise several computers using a Trojan proxy and start using them as hidden proxy servers

J The attackers have full control over the proxy victim’s systemsand can launch attacks on other systems from
an affected user’s network

J Attackers use this to anonymously propagate and deploy the Trojan on to the target computer
J If the authorities detect illegal activity, the footprints lead to innocent users

. Thousands of machines on the Internet are infected with proxy servers

Attacker Compromised Internet Target Company
Proxy Servers

T
)
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Propagating and Deploying a Trojan (Cont'd)

Deploy a Trojan through USB/Flash Drives

. Attackers drop the USB drives on the pathway and wait for random victims to pick them up

J Once the USB drive is picked up and inserted in the target system by the innocent victim, the Trojan is propagated
onto the system and is automatically executed, thus infecting and compromising the system and network

Malicious Server

Drop and Execute Trojan

Malicious USB Victim Insert B
Finds USB s

Compromise
in System Victim’s System
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Ethical Hockes

. . . | |
Propagating and Deploying a Trojan (Cont'd) CEH
Techniques for Evading Antivirus Software

) Break the Trojan file into multiple pieces and zip them as a single file

. ALWAYS write your own Trojan, and embed it into an application

) Change the Trojan’s syntax:
@ Convertan EXE to VB script

® Change .EXE extension to .DOC.EXE, .PPT.EXE or .PDF.EXE (Windows hides “known extensions” by default, so it shows up
only as .DOC, .PPT and .PDF)

. Change the content of the Trojan using hex editor and also change the checksum and encrypt the file

J Never use Trojans downloaded from the web (antivirus can detect these easily)
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Propagating and Deploying a Trojan

After creating a Trojan and employing a dropper/downloader, wrapper, and crypter, the
attacker must transfer the package and deploy it on the target machine. The attacker can use
the following techniques to propagate the Trojan package to the target machine:

= Deploy a Trojan through emails

= Deploya Trojan through covert channels

= Deploya Trojan through proxy servers

= Deploy a Trojan through USB/flash Drives
Deploy a Trojan through Emails

A Trojan is the means by which an attacker can gain access to the victim's system. To gain
control over the victim's machine, the attacker creates a Trojan server and then sends an email
that lures the victim into clicking on a link provided within the email. As soon as the victim clicks
the malicious link sent by the attacker, it connects directly to the Trojan server. The Trojan
server then sends a Trojan to the victim system, which undergoes automatic installation on the
victim’s machine and infects it. As a result, the victim’s device establishes a connection with the
attack server unknowingly. Once the victim connects to the attacker's server, the attacker can
take complete control of the victim’s system and perform any action. If the victim carries out an
online transaction or purchase, then the attacker can easily steal sensitive information such as
the victim’s credit card details and account information. In addition, the attacker can use the
victim's machine to launch attacks on other systems.

The Trojan may infect computers when users open an email attachment that installs the Trojan
on their computers, which might serve as a backdoor for criminals to access the system later.
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Major Trojan Attack Paths:
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Figure 7.30: Propagating and deploying Trojan through email

Deploy a Trojan through Covert Channels

“Overt” refers to something explicit, obvious, or evident, whereas “covert” refers to something
secret, concealed, or hidden.

An overt channel is a legal channel for the transfer of data or information in a company
network, and it works securely to transfer data and information. On the contrary, a covert
channel is an illegal, hidden path used to transfer data from a network.

The table below lists the primary differences between overt and covert channels:

Overt Channel Covert Channel
A legitimate communication path A channel that transfers information within a
within a computer system or computer system or network in a way that
network for the transfer of data violates the security policy
Its idle components can be An example of a covert channel is the
exploited to create a covert communication between a Trojan and its
channel command-and-control center

Table 7.2: Comparison between the overt channel and covert channel

Covert channels are methods used by attackers to deploy and hide malicious Trojans in an
undetectable protocol. They rely on a technique called tunneling, which enables one protocol
to transmit over the other. This makes it an attractive mode of transmission for a Trojan,
because an attacker can use the covert channel to install a backdoor on the target machine.
Covert channels are mostly employed by attackers to evade antivirus scanners and firewalls
deployed in the target network. Attackers can create covert channels using various tools such
as Ghost Tunnel V2, ElectricFish, and Bachosens Trojan. These tools enable attackers to create
covert tunnels with protocols such as DNS, SSH, ICMP, and HTTP/S, to deploy Trojans and
perform data exfiltration.
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Figure 7.31: Propagating and deploying Trojan through covert channels

Deploy a Trojan through Proxy Servers

A Trojan proxy is usually a standalone application that allows remote attackers to use the
victim’s computer as a proxy to connect to the target machine. Attackers compromise several
computers and start using them as hidden proxy servers. Attackers have full control over the
proxy victim’s system and can launch attacks on other systems in the affected user’s network.
Attackers use this strategy to anonymously propagate and deploy the Trojan on the target
computer. If the authorities detect illegal activity, the footprints lead to innocent users and not
to the attackers, potentially resulting in legal hassles for the victims, who are ostensibly
responsible for their network or any attacks launched from them. Thousands of machines on
the Internet are infected with proxy servers. Attackers can also employ proxy server Trojans
such as Linux.Proxy.10, Proxy Trojan, or Pinkslipbot (Qbot), which can automatically create
proxies and be used to perform malicious activities.

Attacker Compromised Internet Target Company
Proxy Servers

Figure 7.32: Propagating and deploying Trojan through proxy servers

Deploy a Trojan through USB/Flash Drives

An attacker can also transfer the Trojan package onto a USB drive and trick the victim into using
the USB drive on the target system. Sometimes, attackers just drop a USB drive and wait for a
random victim to pick it up. Once the USB drive is picked up and inserted into the target system
by the innocent victim, the Trojan is propagated on the system by the drop or download
method, depending on the type of packaging technique used by the attacker. After propagating
to the victim’s machine, the Trojan is automatically executed on the target system, thereby
infecting and compromising the system and network.

Malicious Server

Drop and Execute Trojan

Drops

Malicious USB Victim Inserts USB P .
. promise
s Uss in System Victim’s System
Figure 7.33: Propagating and deploying Trojan through USB
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Techniques for Evading Antivirus Software

Sometimes, various types of antivirus scanners are deployed in the target network, and these
antivirus scanners do not allow the propagation or deployment of random or malicious
packages. Hence, propagating and deploying a Trojan stealthily is one of the important tasks of
an attacker. The various techniques that can be used by attackers to make malware such as
Trojans, viruses, and worms undetectable by antivirus applications are listed below.

1.
2.

PO N P B

Break the Trojan file into multiple pieces and zip them as a single file.

Always write your Trojan and embed it into an application (an antivirus program fails to
recognize new Trojans, as its database does not contain the proper signatures).

Change the Trojan’s syntax:
o Convert an EXE to VB script

o Change the .EXE extension to .DOC, .EXE, .PPT, .EXE, or .PDF.EXE (Windows hides
“known extensions” by default; hence, it shows up only as .DOC, .PPT, .PDF, etc.)

Change the content of the Trojan using a hex editor.

Change the checksum and encrypt the file.

Never use Trojans downloaded from the web (antivirus software detects these easily).
Use binder and splitter tools that can change the first few bytes of the Trojan programs.

Perform code obfuscation or morphing. Morphing is done to prevent the antivirus
program from differentiating between malicious and harmless programs.
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Exploit Kits
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Exploit Kits

An exploit kit or crimeware toolkit is used to exploit security loopholes found in software
applications such as Adobe Reader and Adobe Flash Player, by distributing malware such as
spyware, viruses, Trojans, worms, bots, backdoors, buffer overflow scripts, or other payloads to
the target system. Exploit kits come with pre-written exploit code. Thus, they are easy to use
for an attacker who is not an IT or security expert. They also provide a user-friendly interface to
track the infection statistics as well as a remote mechanism to control the compromised
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system. Using exploits kits, an attacker can target browsers, programs that are accessible using
browsers, zero-day vulnerabilities, and exploits updated with new patches instantly. Exploit kits
are used against users running insecure or outdated software applications on their systems.

Mo
kri l....o

Legitimate website hosted

Visits legitimate website on compromised web server

............................... > 9)
Victim 9
R e Compromised
. e ;ﬂ'ﬁ“u%h Web Server
‘‘‘‘‘‘‘ gted'“'ed? < erver®
------- ‘Jicﬁm ; . te,\‘med‘a 5 5 2
_______ cous\" Exploit kit gathers
““““““ e information on the victim
& and delivers the exploit

b server hosting the exploit

- . ':*, A=k
@}@ )@ @)@ pack landing page Exploit Kit  Exploit Pack

Server Landing Page

Figure 7.34: Process of exploitation using exploit kits

The diagram above shows the general procedure for an exploit kit; the process of exploiting a
machine might vary depending on the exploit kit used:

= The victim visits a legitimate website that is hosted on the compromised web server.
= The victim is redirected through various intermediary servers.

= The victim unknowingly lands on an exploit kit server hosting the exploit pack landing
page.

* The exploit kit gathers information on the victim, based on which it determines the
exploit and delivers it to the victim’s system.

" |f the exploit succeeds, a malware program is downloaded and executed on the victim’s
system.

Exploit Kits
= BotenaGo Exploit Kit

The BotenaGo exploit kit written in the Go scripting language contains over 30 variants
of exploits and is cable of attacking millions of loT and routing devices worldwide.
BotenaGo was first discovered in November 2021 and observed as Mirai botnet
malware by antivirus software. Using BotenaGo, attackers initiate the exploitation
process by placing a backdoor in the victim device through port 31412 by sending a GET
request and listens for the victim IP as the response through port 19412. After
successfully embedding a backdoor in the victim device, attackers can explore the
device using exploit functions that are preconfigured in the source code. BotenaGo is
successfully being used by attackers in distributing DDoS functionalities by spreading
payloads to victim devices.
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Features:

O

O

O

O

No active communication with the command-and-control unit during exploitation
Exploits based on exploitation function mapping
Exploits up to 33 vulnerabilities in the initialization phase

Launches Mirai malware on the victim device through links

The table below lists some of the vulnerabilities that can be exploited by BotenaGo.

Vulnerability Affected devices

CVE-2020- DrayTek Vigor2960 1.3.1 Beta, Vigor3900 1.4.4 Beta, and Vigor300B
8515 1.3.3 Beta, 1.4.2.1 Beta, and 1.4.4 Beta devices

CVE-2015- D-Link DIR-645 Wired/Wireless Router Rev. Ax with firmware 1.04b12 and
2051 earlier

CVE-2016- Netgear WN604 before 3.3.3 and WN802Tv2, WNAP210v2, WNAP320,
1555 WNDAP350, WNDAP360, and WNDAP660 before 3.5.5.0

CVE-2017-

6077

NETGEAR DGN2200 devices with firmware version 10.0.0.50

CVE-2016- before 1.0.1.14.Beta, R6900, R7000 before 1.0.7.6.Beta, R7100LG before

NETGEAR R6250 before 1.0.4.6.Beta, R6400 before 1.0.1.18.Beta, R6700

6277 1.0.0.28.Beta, R7300DST before 1.0.0.46.Beta, R7900 before 1.0.1.8.Beta,
R8000 before 1.0.3.26.Beta, D6220, D6400, D7000
CVE-2018-
10561, CVE- GPON home routers
2018-10562
CVE-2013- . .
3307 Linksys X3000 1.0.03 build 001
CVE-2020- .
9377 D-Link DIR-610
CVE-2016- . .
11021 D-Link DCS-930L devices before 2.12
CVE-2018- . .
10088 XiongMai uc-httpd 1.0.0
Vulnerability Affected devices
cle(;:g:o- Comtrend VR-3033 DE11-416SSG-C01_R02.A2pvI042j1.d26m
CVE-2013- .
5223 D-Link DSL-2760U Gateway
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CVE-2020- Guangzhou 1GE ONU V2801RW 1.9.1-181203 through 2.9.0-181024 and
8958 V2804RGW 1.9.1-181203 through 2.9.0-181024
TOTOLINK Realtek SDK based routers; this affects A3002RU through 2.0.0,
CVE-2019- A702R through 2.1.3, N301RT through 2.1.6, N302R through 3.4.0,
19824 N30O0ORT through 3.4.0, N20ORE through 4.0.0, N150RT through 3.4.0, and
N100RE through 3.4.0.
VE-2020-
. 109270 Tenda AC15 AC1900 version 15.03.05.19
Multiple ZyXEL network-attached storage (NAS) devices running firmware
version 5.2; affected products include NAS326 before firmware
V5.21(AAZF.7)C0O, NAS520 before firmware V5.21(AASZ.3)CO, NAS540
CVE-2020- before firmware V5.21(AATB.4)C0O, NAS542 before firmware
9054 V5.21(ABAG.4)CO; ZyXEL has made firmware updates available for
NAS326, NAS520, NAS540, and NAS542 devices; affected models that are
at end-of-support are NSA210, NSA220, NSA220+, NSA221, NSA310,
NSA310S, NSA320, NSA320S, NSA325, and NSA325v2
CVE-2017- ZyXEL P660HN-T1A v1 TCLinux Fw $7.3.15.0 vO0O1 / 3.40(ULM.0)b31 router
18368 distributed by TrueOnline
VE-2014-
. ’ ZTE F460 and F660 cable modems
2321
CVE;‘T' NETGEAR DGN2200 devices with firmware version 10.0.0.50
Table 7.3: CVEs for the BotenaGo exploit kit
i (1) j dors fl d this fil alici ‘
é (!) 6se y vendors flagg s fil alic
DETECTION DETAILS RELATIONS CONTENT SUBMISSIONS COMMUNITY
Security vendors' analysis on 2021-10-10T09:5
ast i Il Avast-Mobile L ELF:Hajime-Q [Trj]
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The following are some additional exploit kits that attackers can use to propagate and deploy
Trojans:

= |Lord = Angler
= Underminer Exploit Kit = Neutrino
= RIG Exploit kit " Terror
=  Magnitude = Sundown
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LO#04: Explain Viruses and Worm, Their Types, and How They Infect Files
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Virus and Worm Concepts

This section introduces you to various concepts related to viruses and worms. In addition, it
discusses the life stages of a virus and the working of a virus. It also explores why people create

computer viruses, indications of a virus attack, virus hoaxes, fake antivirus tools, and
ransomware.

Furthermore, it highlights different types of viruses, categorized by their origin, techniques used
to infect target systems, the types of files they infect, where they hide, the sort of damage they
cause, the type of OS they work on, and so on. It also deals with computer worms, discusses the
difference between worms and viruses, and explores worm makers.
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Introduction to Viruses CEH
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2 Avirus is a self-replicating program that produces its own copy by attaching itself to another program, computer boot sector
or document

A Viruses are generally transmitted through file downloads, infected disk/flash drives, and as email attachments

J Indications of a virus attackinclude constant antivirus alerts, suspicious hard drive activity, lack of storage space, unwanted
pop-up windows, etc.

Characteristics of Viruses Purpose of Creating Viruses

Damage networksor computers

@ Infect other programs @ Inflictdamage on competitors
@ Financial benefits

@ Transformthemselves o Vel

andalism

@ Encryptthemselves © Playpranks
@ Researchprojects

<] i

Alter data % @ Cyberterrorism

@ Corruptfilesand programs ® Distribute politicalmessages
&
v

® Self-replicate Gain remote access to a victim’s computer
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Introduction to Viruses

Viruses are the scourge of modern computing. Computer viruses have the potential to wreak
havoc on both business and personal computers. The lifetime of a virus depends on its ability to
reproduce itself. Therefore, attackers design every virus code such that the virus replicates
itself n times.

A computer virus is a self-replicating program that produces its code by attaching copies of
itself to other executable code and operates without the knowledge or consent of the user. Like
a biological virus, a computer virus is contagious and can contaminate other files; however,
viruses can infect external machines only with the assistance of computer users.

Some viruses affect computers as soon as their code is executed; other viruses remain dormant
until a pre-determined logical circumstance is met. Viruses infect a variety of files, such as
overlay files (.OVL) and executable files (.EXE, .SYS, .COM, or .BAT). They are transmitted

through file downloads, infected disk/flash drives, and email attachments.
Characteristics of Viruses

The performance of a computer is affected by a virus infection. This infection can lead to data
loss, system crash, and file corruption.

Some of the characteristics of a virus are as follows:
* |nfects other programs
* Transforms itself
" Encrypts itself
= Alters data
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" Corrupts files and programs
* Replicates itself
Purpose of Creating Viruses

Attackers create viruses with disreputable motives. Criminals create viruses to destroy a
company’s data, as an act of vandalism, or to destroy a company’s products; however, in some
cases, viruses aid the system.

An attacker creates a virus for the following purposes:

" Inflict damage on competitors

* Realize financial benefits

= Vandalize intellectual property

= Play pranks

" Conduct research

" Engage in cyber-terrorism

= Distribute political messages

= Damage network or computers

" Gain remote access to the victim's computer
Indications of Virus Attack

Indications of virus attacks arise from abnormal activities. Such activities reflect the nature of a
virus by interrupting the regular flow of a process or a program. However, not all bugs created
contribute toward attacking the system; they may be merely false positives. For example, if the
system runs slower than usual, one may assume that a virus has infected the system; however,
the actual reason might be program overload.

An effective virus tends to multiply rapidly and may infect some machines in a short period.
Viruses can infect files on the system, and when such files are transferred, they can infect
machines of other users who receive them. A virus can also use file servers to infect files.

When a virus infects a computer, the victim or user will be able to identify some indications of
the presence of virus infection.

Some indications of computer virus infection are as follows:
" Processes require more resources and time, resulting in degraded performance
= Computer beeps with no display
= Drive label changes and OS does not load
= (Constant antivirus alerts
» Computer freezes frequently or encounters an error such as BSOD

" Files and folders are missing
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= Suspicious hard drive activity
" Browser window “freezes”
" Lack of storage space

" Unwanted advertisements and pop-up windows
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Stages of Virus Lifecycle C |E!'I
| Design | Developing virus code using programming languages or construction kits I
Replication | Virus replicates itself for a period within the target system and then spreads itself |

| Launch | It gets activated when the user performs certain actions such as running infected programs I
| Detection | Avirusis identified as a threat infecting target systems |
| Incorporation | Antivirussoftware developers assimilate defenses against the virus I
| RN £ fhe Users install antivirus updates and eliminate the virus threats |

damage routine
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Stages of Virus Lifecycle

The virus lifecycle includes the following six stages from origin to elimination.

1. Design: Development of virus code using programming languages or construction Kkits.

2. Replication: The virus replicates for a period within the target system and then spreads
itself.

3. Launch: The virus is activated when the user performs specific actions such as running
an infected program.

4. Detection: The virus is identified as a threat infecting target system.

5. Incorporation: Antivirus software developers assimilate defenses against the virus.

6. Execution of the damage routine: Users install antivirus updates and eliminate the virus
threats.
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Working of Viruses

Infection Phase

J In the infection phase, the virus replicates itself and
attaches to a .exe file in the system
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2 Start of Program # Start of Program
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Working of Viruses

File Infected

CEH
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Attack Phase

. Viruses are programmed with trigger events to
activateand corrupt systems

. Some virusesinfect each time they are run, and others
infect only when a certain predefined condition ismet
such as a user’s specifictask, a day, time, or a specific
event

Unfragmented File Before Attack
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File Fragmented Due to Virus Attack
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Viruses can attack a target host’s system using a variety of methods. They can attach
themselves to programs and transmit themselves to other programs through specific events.
Viruses need such events to take place, as they cannot self-start, infect hardware, or transmit
themselves using non-executable files. “Trigger” and “direct attack” events can cause a virus to
activate and infect the target system when the user triggers attachments received through
email, websites, malicious advertisements, flashcards, pop-ups, and so on. The virus can then
attack the system’s built-in programs, antivirus software, data files, system startup settings, etc.

Viruses have two phases: the infection phase and the attack phase.

= |Infection Phase

Programs modified by a virus infection can enable virus functionalities to run on the
system. The virus infects the target system after it is triggered and becomes active upon
the execution of infected programs, because the program code leads to the virus code.

The two most important factors in the infection phase of a virus are as follows:

o Method of infection

o Method of spreading

A virus infects a system in the following sequence:

o The virus loads itself into memory and checks for an executable on the disk.

o The virus appends malicious code to a legitimate program without the permission or

knowledge of the user.

o The user is unaware of the replacement and launches the infected program.
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o The execution of the infected program also infects other programs in the system.

o The above cycle continues until the user realizes that there is an anomaly in the
system.

Apparently, the user unknowingly triggers and executes the virus for it to function.
There are many ways to execute programs while the computer is running. For example,
if the user installs any software tool, the setup program calls various built-in sub-
programs during extraction. If a virus program already exists, it can be activated with
this type of execution, and the virus can also infect additional setup programs.

Specific viruses infect in different ways, such as

o A file virus infects by attaching itself to an executable system application program.
Potential targets for virus infections are as follows:

e Source code
e Batch files
e Script files
o Boot sector viruses execute their code before the target PC is booted.

Viruses spread in a variety of ways. There are virus programs that infect and keep
spreading every time the user executes them. Some virus programs do not infect
programs when first executed. They reside in a computer’s memory and infect programs
later. Such virus programs wait for a specified trigger event to spread at a later stage.
Therefore, it is difficult to recognize which event might trigger the execution of a
dormant virus. As illustrated in the figure below, the .EXE file’s header, when triggered,
executes and starts running the application. Once this file is infected, any trigger event
from the file’s header can activate the virus code along with the application program
immediately after executing it.

The most popular methods by which a virus spreads are as follows:
o Infected files: A virus can infect a variety of files.

o File-sharing services: A virus can take advantage of file servers to infect files. When
unsuspecting users open the infected files, their machines also become infected.

o DVDs and other storage media: When infected storage media such as DVDs, flas<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>