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Nmap: TCP Stealth Scan

Objectives:

e Use nmap to perform a TCP Stealth scan to enumerate ports states and service
details
Explain the pros and cons when utilizing this type of scan

e What is a Stealth scan?

o AKA SYN Scan and Half-Open Scan
o Utilizes part of the TCP 3-way handshake

e Can you show us how to perform a Stealth scan with nmap?
o Demo

¢ Are there any advantages and/or disadvantages to using this type of scan?
o Advantages

= Much quieter than TCP Connect scans
= Faster

o Disadvanages

= Now detectable by IDS/IPS
= Requires admin privs



