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Nmap: IPv6 and Version Scans

Objectives:

Describe the process of an IPv6, List, and Version scans
Use nmap to perform an IPv6, List, and Version scans to enumerate ports states
and service detail
Explain the pros and cons when utilizing these types of scans
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IPv6 scans

-6 option
Many devices are running IPv6 by default
Many aren't filtering IPv6 traffic
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Version scanning

-sV
Version info can lead to

Vulnerability Discovery
Exploitation


