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Geolocation Recon

Objectives:

Employ satellite imaging, surveying, and mapping tools to discover geolocation
info about a given target
Analyze geolocation information to discover possible vulnerabilities

Why do we care about the geographical location of a target?

Support our...

Social Engineering attacks

Knowledge of local 'haunts' and surroundings gives the attacker social credit

Physical attacks

Break/lunch/smoking areas
Cameras
Entrances/Exits
Gates/Guards
Good hiding spots

Demo

Google Maps
Wikimapia


