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Footprinting and Recon Countermeasures

Objectives:

¢ |dentify and recall common security controls used to protect organizations
against footprinting activities

¢ We've seen many techniques and tools used for gathering information, but what
can we do to protect ourselves?

o Review and edit what info is available
= Create Security Policy to enforce

o End-User Security Awareness Training program
o Opt-in to WHOIS privacy services

o Encryption

o Protect with Authentication Mechanisms

o Be paranoid on Social Media

o Disable location services

o Sanitize job listings



