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Metadata Recon

Objectives:

Employ OSINT tools to gather sensitive information from metadata found in
freely available target documents

What is metadata and how is it important to our recon efforts?

Data about data :)

Information you don't normally see

Author
Creation date/time
Other

metagoofil demo

Finds documents related to target

Metadata can help

Social Engineering
Phishing

How do we see this information?

exif
exiftool


