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Web Shell Backdoors

Objectives:

e What is a Web Shell?

o Hidden web page uploaded by an attacker for clandestine administration
e How are they deployed?

o You have to find a way to upload

= Unprotected upload apps
= SQLi
= LFI/RFI

¢ Can you protect from this?
o File type filtering is common for upload portals
e Any way around filtering?

o Messing with file extensions



