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Honeypots

Objectives:

e What is a Honeypot?
o IT'S ATRAP!!!
e Types of Honeypots
o Low-Interaction
= Narrow set of available services/apps
o Medium-Interaction
= Mimics a 'realistic' host

= OS
= Apps
= Services

o High-Interaction
= Deploys ALL production services
o Pure
= Mimics real production host/network
e Honeypot solutions

o https://www.honeynetproject.com/honeypots.html
o https://sourceforge.net/projects/honeydrive/



