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Learning Objectives

This module starts with an overview of sniffing. concepts and provides an insight into MAC,
DHCP, ARP, MAC spoofing, and DNS poisoning, attacks. Later, the module discusses various
sniffing tools, countermeasures, and detection/techniques.

At the end of this module, you will be able to:
= Describe sniffing concepts
= Explain different MAC attacks
= Explain different DHCP attacks
= Describe ARP poisoning
= Explain different spoofing attacks
= Describe DNS poisoning
= Apply a defense mechanism against various sniffing techniques
= Use different sniffing tools
=  Apply various sniffing countermeasures

= Apply various techniques to detect sniffing attacks
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Objective

Sum m arize Sniffing Concepts

Sniffing Concepts

This section describes network sniffing and threats,~how a sniffer works, active and passive
sniffing, how an attacker hacks a network using sniffers, protocols vulnerable to sniffing,
sniffing in the data link layer of the Open-Systems Interconnection (OSI) model, hardware
protocol analyzers, Switched Port Analyzen (SPAN) ports, wiretapping, and lawful interception.
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Network Sniffing

Packet Sniffing How a Sniffer Works
Packet sniffing is the process of monitoring and A sniffer turns the NIC of a system to the promiscuous
capturing all data packets passing through a given mode so that it listens to all the data transmitted on its
network using a software application or hardware device segment
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Network Sniffing

Packet sniffing is the process of monitoring and capturing all data packets passing through a
given network using a software application or hardware device. Sniffing is straightforward in
hub-based networks, as the traffic on a segment passes through all the hosts associated with
that segment. However, most networks today work on switches. A switch is an advanced
computer networking device. The major difference between a hub and a switch is that a hub
transmits line data to each port on the  machine and has no line mapping, whereas a switch
looks at the Media Access Control (MAC) address associated with each frame passing through it
and sends the data to the required port. A MAC address is a hardware address that uniquely
identifies each node of a network.

An attacker needs to manipulate the functionality of the switch to see all the traffic passing
through it. A packet sniffing program (also known as a sniffer) can capture data packets only
from within a given subnet, which means that it cannot sniff packets from another network.
Often, any laptop can plug into a network and gain access to it. Many enterprises’ switch ports
are open. A packet sniffer placed on a network in promiscuous mode can therefore capture and
analyze all the network traffic. Sniffing programs turn off the filter employed by Ethernet
network interface cards (NICs) to prevent the host machine from seeing other stations’ traffic.
Thus, sniffing programs can monitor all traffic.

Although most networks today employ switch technology, packet sniffing is still useful. This is
because installing remote sniffing programs on network components with heavy traffic flows
such as servers and routers is relatively easy. It allows an attacker to observe and access the
entire network traffic from one point. Packet sniffers can capture data packets containing
sensitive information such as passwords, account information, syslog traffic, router
configuration, DNS traffic, email traffic, web traffic, chat sessions, and FTP passwords. This
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allows an attacker to read passwords in cleartext, the actual emails, credit card numbers,
financial transactions, etc. It also allows an attacker to sniff SMTP, POP, IMAP traffic, IMAP,
HTTP Basic, telnet authentication, SQL database, SMB, NFS, and FTP traffic. An attacker can gain
a substantial amount of information by reading captured data packets; then, the attacker can
use that information to break into the network. An attacker carries out more effective attacks
by combining these techniques with active transmission.

The following diagram depicts an attacker sniffing the data packets between two legitimate
network users:

’ % Copy of data passing
pvEN : through the switch

v

Attacker

Figure 8.1: Packet sniffing scenario
How a Sniffer Works

The most common way of networking computers is through an Ethernet connection. A
computer connected to a local area network<(LAN) has two addresses: a MAC address and an
Internet Protocol (IP) address. A MAC address uniquely identifies each node in a network and is
stored on the NIC itself. The Ethernet protocol uses the MAC address to transfer data to and
from a system while building data frames. The data link layer of the OSI model uses an Ethernet
header with the MAC address of the destination machine instead of the IP address. The
network layer is responsible for mapping IP network addresses to the MAC address as required
by the data link protocol. It initially looks for the MAC address of the destination machine in a
table, usually called the Address Resolution Protocol (ARP) cache. If there is no entry for the IP
address, an ARP broadcast of a request packet goes out to all machines on the local sub-
network. The machine with that particular address responds to the source machine with its
MAC address. The source machine’s ARP cache adds this MAC address to the table. The source
machine, in all its communications with the destination machine, then uses this MAC address.

There are two basic types of Ethernet environments, and sniffers work differently in each.
These two types are:

= Shared Ethernet

In a shared Ethernet environment, a single bus connects all the hosts that compete for
bandwidth. In this environment, all the other machines receive packets meant for one
machine. Thus, when machine 1 wants to talk to machine 2, it sends a packet out on the
network with the destination MAC address of machine 2, along with its own source MAC
address. The other machines in the shared Ethernet (machines 3 and 4) compare the
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frame’s destination MAC address with their own and discard the unmatched frame.
However, a machine running a sniffer ignores this rule and accepts all the frames.
Sniffing in a shared Ethernet environment is passive and, hence, difficult to detect.

= Switched Ethernet

In a switched Ethernet environment, the hosts connect with a switch instead of a hub.
The switch maintains a table that tracks each computer’s MAC address and the physical
port on which that MAC address is connected, and then delivers packets destined for a
particular machine. The switch is a device that sends packets to the destined computer
only; furthermore, it does not broadcast them to all the computers on the network. This
results in better utilization of the available bandwidth and improved security. Hence,
the process of putting a machine NIC into promiscuous mode to gather packets does not
work. As a result, many people think that switched networks are secure and immune to
sniffing. However, this is not true.

Although a switch is more secure than a hub, sniffing the network is possible using the
following methods:

= ARP Spoofing

ARP is stateless. A machine can send an ARP reply even without asking for it;
furthermore, it can accept such a reply. When a machine wants to sniff the traffic
originating from another system, it can ARP spoof the gateway of the network. The ARP
cache of the target machine will have an incorrect entry for the gateway. Thus, all the
traffic destined to pass through the gateway will now pass through the machine that
spoofed the gateway MAC address.

= MACFlooding

Switches maintain a translation table that maps various MAC addresses to the physical
ports on the switch. As a result, they can intelligently route packets from one host to
another. However, switches have a limited memory. MAC flooding makes use of this
limitation to bombard switches with fake MAC addresses until the switches can no
longer keep up. Once this happens to a switch, it will enter fail-open mode, wherein it
starts acting as a hub by broadcasting packets to all the ports on the switch. Once that
happens, it becomes easy to perform sniffing. macof is a utility that comes with the
dsniff suite and helps the attacker to perform MAC flooding.

Once a switch turns into a hub, it starts broadcasting all packets it receives to all the computers
in the network. By default, promiscuous mode is turned off in network machines; therefore, the
NICs accept only those packets that are addressed to a user’s machine and discard the packets
sent to the other machines. A sniffer turns the NIC of a system to promiscuous mode so that it
listens to all the data transmitted on its segment. A sniffer can constantly monitor all the
network traffic to a computer through the NIC by decoding the information encapsulated in the
data packets. Attackers configure the NIC in their machines to run in promiscuous mode so that
the card starts accepting all the packets. Thus, the attacker can view all the packets that are
being transmitted in the network.
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Figure 8.2: Working of a sniffer
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Types of Sniffing
Passive Sniffing Active Sniffing

* Passive sniffing refers to sniffing through a hub,

wherein the traffic is sent to all ports « Active sniffing is used to sniff a switch-based network
» It involves monitoring packets sent by others _ - o _

without sending any additional data packets in « Active sniffing involves injecting Address Resolution

the network traffic Packets (ARP) into the network to flood the switch’s

Content Addressable Memory (CAM) table, which

* In anetwork that uses hubs to connect systems, all hosts keeps track of host-port connections

on the network can see the all traffic, and therefore, the
attacker can easily capture traffic going through the hub

+ Hub usage is an outdated approach. Most modern Active Sniffing Techniques
networks now use switches
2 D= MAC FHooding DHCP Attacks
" 7
3 == él%é DNSPoisoning Switch Port Stealing
Attacker Hub LAN
ARP Poisoning Spoofing Attack

Note: Passive sniffing provides significant stealth advantages over active sniffing
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Types of Sniffing

Attackers run sniffers to convert the host system’s"NIC to promiscuous mode. As discussed
earlier, the NIC in promiscuous mode can then _capture packets addressed to the specific
network.

There are two types of sniffing. Each is used.for different types of networks. The two types are:
= Passive sniffing
= Active sniffing

Passive Sniffing

Passive sniffing involves sending no packets. It simply captures and monitors the packets
flowing in the network. A packet sniffer alone is not preferred for an attack because it works
only in @ common collision domain. A common collision domain is the sector of the network
that is not switched or bridged (i.e., connected through a hub). Common collision domains are
present in hub environments. A network that uses hubs to connect systems uses passive
sniffing. In such networks, all hosts in the network can see all the traffic. Hence, it is easy to
capture traffic through the hub using passive sniffing.

>@‘ >

88 E
Attacker Hub LAN

Figure 8.3: Passive sniffing

Module 08 Page 1273 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Sniffing

Attackers use the following passive sniffing methods to gain control over a target network:

= Compromising physical security: An attacker who succeeds in compromising the
physical security of a target organization can walk into the organization with a laptop
and try to plug into the network and capture sensitive information about the
organization.

= Using a Trojan horse: Most Trojans have in-built sniffing capability. An attacker can
install these on a victim’s machine to compromise it. After compromising the victim’s
machine, the attacker can install a packet sniffer and perform sniffing.

Most modern networks use switches instead of hubs. A switch eliminates the risk of passive
sniffing. However, a switch is still vulnerable to active sniffing.

Note: Passive sniffing provides significant stealth advantages over active sniffing.
Active Sniffing

Active sniffing searches for traffic on a switched LAN by actively injecting traffic into it. Active
sniffing also refers to sniffing through a switch. In active sniffing, the switched Ethernet does
not transmit information to all the systems connected through LAN as it does in a hub-based
network. For this reason, a passive sniffer is unable to sniff data on a switched network. It is
easy to detect these sniffer programs and highly difficult to perform this type of sniffing.

Switches examine data packets for source and destination addresses and then transmit them to
the appropriate destinations. Therefore, it is cumbersome to sniff switches. However, attackers
can actively inject ARP traffic into a LAN to_shiff around a switched network and capture the
traffic. Switches maintain their own ARP cache in Content Addressable Memory (CAM). CAM is
a special type of memory that maintains.a record of which host is connected to which port. A
sniffer records all the information visible on the network for future review. An attacker can see
all the information in the packets, including data that should remain hidden.

To summarize the types of sniffing: passive sniffing does not send any packets; it only monitors
the packets sent by others. Active sniffing involves sending out multiple network probes to
identify access points.

The following is a list of different active sniffing techniques:
= MAC flooding
= DNS poisoning
= ARP poisoning
= DHCP attacks
=  Switch port stealing

= Spoofing attack
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How an Attacker Hacks the Network Using Sniffers

Attackers use sniffing tools to sniff packets and monitor network traffic on a target network.
The steps that an attacker follows to make use of sniffers to hack a network are illustrated

below.

Step 1: An attacker who decides to hack a network first discovers the appropriate switch
to access the network and connects a system or laptop to one of the ports on the
switch.

............................ > {@ AN A

Figure 8.4: Discovering a switch to access the network

Step 2: An attacker who succeeds in connecting to the network tries to determine
network information such as the topology of the network by using network discovery
tools.

Figure 8.5: Using network discovery tools to learn topology

Step 3: By analyzing the network topology, the attacker identifies the victim’s machine

to target his/her attacks.
= -»
IE.I&} iD 7

Figure 8.6: Identifying the victim’s machine

Step 4: An attacker who identifies a target machine uses ARP spoofing techniques to
send fake (spoofed) Address Resolution Protocol (ARP) messages.

S@( ............ > > N—— > @

MiTM

Figure 8.7: Attacker sending fake ARP messages

Step 5: The previous step helps the attacker to divert all the traffic from the victim’s
computer to the attacker’s computer. This is a typical man-in-the-middle (MITM) type of
attack.
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Figure 8.8: Redirecting the traffic to the attacker

= Step 6: Now, the attacker can see all the data packets sent and received by the victim.
The attacker can now extract sensitive information from the packets, such as passwords,
usernames, credit card details, and PINs.

Figure 8.9: Attacker extracting sensitive information
Protocols Vulnerable to Sniffing

The following protocols are vulnerable to sniffing. The main reason for sniffing these protocols
is to acquire passwords.

* Telnet and Rlogin

Telnet is a protocol used for communicating with a remote host (via port 23) on a
network using a command-line terminal. rlogin enables an attacker to log into a network
machine remotely via a TCP connection. Neither of these protocols provides encryption;
therefore, data traveling between clients connected through any of these protocols are
in plaintext and vulnerable “to sniffing. Attackers can sniff keystrokes, including
usernames and passwords.

= HTTP

Due to vulnerabilities in the default version of HTTP, websites implementing HTTP
transfer user data across the network in plaintext, which attackers can read to steal user
credentials.

= SNMP

Simple Network Management Protocol (SNMP) is a TCP/IP-based protocol used for
exchanging management information between devices connected on a network. The
first version of SNMP (SNMPv1 and SNMPv2) does not offer strong security, which leads
to the transfer of data in a cleartext format. Attackers exploit the vulnerabilities in this
version to acquire passwords in plaintext.

= SMTP

Simple Mail Transfer Protocol (SMTP) is used for transmitting email messages over the
Internet. In most implementations, SMTP messages are transmitted in cleartext, which
enables attackers to capture plaintext passwords. Further, SMTP does not provide any
protection against sniffing attacks.
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= NNTP

Network News Transfer Protocol (NNTP) distributes, inquires into, retrieves, and posts
news articles using a reliable stream-based transmission of news among the ARPA-
Internet community. However, this protocol fails to encrypt the data, which allows
attackers to sniff sensitive information.

= POP

Post Office Protocol (POP) allows a user’s workstation to access mail from a mailbox
server. A user can send mail from the workstation to the mailbox server via SMTP.
Attackers can easily sniff the data flowing across a POP network in cleartext because of
the protocol’s weak security implementations.

= FTP

File Transfer Protocol (FTP) enables clients to share files between computers in a
network. This protocol fails to provide encryption; therefore, attackers can sniff data,
including user credentials, by running tools such as hashcat.

= |MAP

Internet Message Access Protocol (IMAP) allows a client to access and manipulate
electronic mail messages on a server. This protocol offers inadequate security, which
allows attackers to obtain data and user credentials in cleartext.

= TFTP

Trivial File Transfer Protocol (TFTP)“is a simple protocol to transfer files, and it is
implemented on top of the UDP/IP protocols. TFTP has no authentication or encryption
mechanisms, making the data.transferred easily accessible to anyone on the same
network.
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Sniffing in the Data Link Layer of the OSI Model
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Sniffing in the Data Link Layer of the OSI Model

The OSI model describes network functions as a series of seven layers. Each layer provides
services to the layer above and receives services'from the layer below.

The data link layer is the second layer of the©SI model. In this layer, data packets are encoded
and decoded into bits. Sniffers operate.at the data link layer and can capture packets from this
layer. Networking layers in the OSI model are designed to work independently of each other;

thus, if a sniffer sniffs data in the data link layer, the upper OSI layers will not be aware of the
sniffing.

L Application Stream
Application

Application
POP3, IMAP, IM, SSL, SSH
Presentation 2 Presentation
[72]
5
Session & Session
=
3 Protocols/Ports
Transport Transport
IP Addresses
Network Network
Initial Compromise
Data Link Data Link
) Physical Links .
Physical Physical

Figure 8.10: Sniffing in the data link layer of the OSI model
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Hardware Protocol Analyzers

A hardware protocol analyzer is a device that interprets traffic passing over a network. It
captures signals without altering the traffic segment. Its purpose is to monitor network usage
and identify malicious network traffic generated by hacking software installed on the network.
It captures a data packet, decodes it, and analyzes its content according to predetermined
rules. It allows an attacker to see the individual data bytes of each packet passing through the
network.

Compared to software protocol analyzers, hardware protocol analyzers are capable of
capturing more data without packet drops at the time of data overload. Hardware protocol
analyzers provide a wide range of network connection options varying from LAN, WAN, and
wireless to circuit-based telco network lines. They are capable of displaying bus states and low-
level events such as high-speed negotiation (K/J chirps), transmission errors, and
retransmissions. The analyzers provide accurate timestamps of the captured traffic. However,
hardware analyzers are more expensive and tend to be out of reach for individual developers,
hobbyists, and ordinary hackers.

Hardware protocol analyzers from different manufacturers include the following.
= Xgig 100032/128 G FC & 25/50/100 GE Analyzer
Source: https://www.viavisolutions.com

The VIAVI Xgig 1000 32/128 G Fiber Channel (FC) and 25/50/100 G Ethernet (GE)
platform is a hardware product that addresses 8G/16G/32G/128G FC and 10/25/50/100
GE in an integrated, portable platform with reconfigurable ports. It provides a platform
to perform inline, nonintrusive capture and analysis and inline jamming (error injection).
It uses the industry’s first trué analog pass-through adapter while keeping the linear
nature of signal-over-copper connections. The platform offers unmatched visibility to
the OSI physical layer with features such as auto negotiation, link training, and forward
error correction (FEC).
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Figure 8.11: Xgig 1000 32/128 G FC and 25/50/100 GE Analyzer
= SierraNet M1288

Source: https://www.teledynelecroy.com

The SierraNet M1288 is an Ethernet and Fiber Channel test platform that offers best-in-
class analysis, jamming, and generation capabilities for capturing and manipulating
traffic to test application and link characteristics. This hardware tool is capable of
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capturing and analyzing up to 256GB of Ethernet or Fiber Channel traffic at full wire
transmission rates. Key features of the SierraNet M1288 include 128G or 256G recording
buffers, dynamic memory allocation, Fiber Channel fabrics (64/128GFC PAMA4), support
for 1, 2, and 4 Ethernet lanes, etc.

Figure 8.12: SierraNet M1288

Some examples of hardware protocol analyzers are listed below:
=  PTWG6O (https://www.globalspec.com)
= P5551A PCle 5.0 Protocol Exerciser (https.//www.keysight.com)
= Voyager M4x (https://www.teledynelecroy.com)
= N2X N5540A Agilent Protocol Analyzer (https://www.valuetronics.com)

= Xgig 16-Lane PCI Express 4.0 Chassis (https://www.viavisolutions.com)
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SPAN Port
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Switched Port Analyzer (SPAN) is a Cisco switch feature, also known as “port mirroring,” that
monitors network traffic on one or more ports on the switch. A SPAN port is a port that is
configured to receive a copy of every packet.that passes through a switch. It helps to analyze
and debug data, identify errors, and investigate unauthorized network access. When port
mirroring is on, the network switch sends a copy of the network packets from the source port
to the destination port, which studies the network packets with the help of a network analyzer.
There can be one or more sources, but there should be only one destination port on the switch.
Source ports are the ports for which network packets are monitored and mirrored. The user can
simultaneously monitor the traffic of multiple ports, such as the traffic on all the ports of a

specific virtual local area network (VLAN).
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Figure 8.13: Working of SPAN
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Wiretapping

Wiretapping, or telephone tapping, refers to the monitoring of telephone or Internet
conversations by a third party with covert intentions. To perform wiretapping, the attacker first
selects a target person or host on the network to wiretap and then connects a listening device
(hardware, software, or a combination of both) to the circuit carrying information between the
two target phones or hosts. Typically, the attacker uses a small amount of the electrical signals
generated by the telephone wires to tap the conversation. This allows attackers to monitor,
intercept, access, and record information contained in the data flow in a communication
system.

Wiretapping Methods

The following are ways to perform wiretapping:
*= The official tapping of telephone lines
* The unofficial tapping of telephone lines
= Recording the conversation
= Directline wiretap
= Radio wiretap

Types of Wiretapping

There are two types of wiretapping that an attacker can use to monitor, record, and even alter
the data flow in the communication system.

= Active Wiretapping

In hacking terminology, active wiretapping is an MITM attack. This allows an attacker to
monitor and record the traffic or data flow in a communication system. The attacker can
also alter or inject data into communication or traffic.

= Passive Wiretapping

Passive wiretapping is snooping or eavesdropping. This allows an attacker to monitor
and record traffic. By observing the recorded traffic flow, the attacker can snoop for a
password or other information.

Note: Wiretapping without a warrant or the consent of the people conducting the conversation
is a criminal offense in most countries, and is punishable depending on the country’s law.

Lawful Interception

Lawful interception (LI) refers to legally intercepting data communication between two
endpoints for surveillance on traditional telecommunications, VolP, data, and multiservice
networks. LI obtains data from a communication network for analysis or evidence. This is useful
in activities like infrastructure management and protection, as well as cybersecurity-related
issues. Here, the network operator or service provider legally sanctions access to private
network data for monitoring private communications like telephone calls and email messages.
Such operations are carried out by law enforcement agencies (LEAS).
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This type of interception is necessary only to monitor messages exchanged on suspicious
channels in which the users are engaged in illegal activity. Countries around the world are
making strides to standardize this type of procedure for interception.

The figure shows the telco/ISP lawful solution provided by the Decision Computer Group. The
solution consists of one tap/access switch and multiple systems for the reconstruction of
intercepted data. The tap/access switch collects traffic from the Internet service provider (ISP)
network, sorts the traffic by IP domain, and serves it to E-Detective (ED) systems that decode
and reconstruct the intercepted traffic into its original format. The tool performs this with the
help of supporting protocols such as POP3, IMAP, SMTP, P2P and FTP, and telnet. The
Centralized Management Server (CMS) manages all the ED systems.

Service

Court order/request for wiretap
o ----------------------------------------------------------------------------------------------------------- Provider

an access switch/tap on

Access exchange router AW user1
Switch/Tap

9 “‘":.k .'....'
= Storage
: Bxchange B ....ccccccccnsssne
: Law enforcement : Router \ A
A4

: agencies can access

= intercepted data
Central Management Server (CMS) Internet

System for real-time | © :
Lega' AUthorltv r-econStrUCtlon Of : ( """"" e """"""" “ “ ﬁ (--cc .'llll'lll.l.l."lll'llll..lll'lll:
A intercepted data |- ﬁ Service provider sets

e
oy
: whenever required

-

Figure 8.14xTelco/ISP lawful solution
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Objective

Demonstrate Different Sniffing
Techniques

Sniffing Technique: MAC Attacks

Attackers use various sniffing techniques, such as MAC attacks, DHCP attacks, ARP poisoning,
spoofing attacks, and DNS poisoning, to steal.and manipulate sensitive data. Attackers use
these techniques to gain control over a target network by reading captured data packets and
then using that information to break into the-network.

This section discusses MAC attacks or‘MAC flooding. Attackers use the MAC flooding technique
to force a switch to act as a hub, so that they can easily sniff the traffic.
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MAC Address/ CAM Table

Eack awitch R asdiale d e Contant Add bl The CAM table stores information such as MAC addresses
ACh SWch 12 9 DL S CHliamIC L -Oncn iGssaa available on physical ports with their associated virtual LAN
Memory (CAM) table

(VLAN) parameters

MAC Address CAM Table
- MAC Add Type e
Organizationally Unique Network Interface m mm
_ Identifier (OUI) Controller (NIC) Specific 255 00:d3:ad:34:12:3g Dynamic Yes 0 Gi5/2
\_ N 5 as:23:df:45:45:t6 Dynamic  Yes 0 Gi2/5
a8l a7| a6/ as| aa| a3/ a2 a1| 5 er:23:23:er:t5:e3 Dynamic Yes 0 Gil/6
| 0: Unicast <‘

| 1: Multicast

0: Globally unique
1: Locally administered

)
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IMAC Address

A MAC address uniquely identifies each node of a network. Each device in the network has a
MAC address associated with a physical port on the ‘network switch, which makes it possible to
designate a specific single point of the network..MAC addresses are used as network addresses
for most IEEE 802 network technologies, including Ethernet. Logically, the MAC protocol in the
OSl reference model uses MAC addresses for information transfer.

A MAC address comprises 48 bits that are split into two sections, each containing 24 bits. The
first section contains the ID number of the organization that manufactured the adapter and is
called the organizationally unique identifier (OUI). The next section contains the serial number
assigned to the NIC adapter and is called the NIC specific.

The MAC address contains 12-digit hexadecimal numbers, divided into three or six groups. The
first six digits indicate the manufacturer, while the next six digits indicate the adapter’s serial
number. For example, consider the MAC address D4-BE-D9-14-C8-29. The first six digits, i.e.,
DABED9, indicate the manufacturer (Dell, Inc.), and the next six digits, 14C829, indicate the
serial number of the adapter.
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0: Unicast < : .
1: Multicast :

0: Globally unique
1: Locally administered

<

CAM Table

Figure 8.15: MAC address

A CAM table is a dynamic table of fixed-size. It stores information such as MAC addresses
available on physical ports along with VLAN parameters associated with them. When a machine
sends data to another machine in a network, the data passes through the switch. The switch
searches for the destination MAC address (located in the Ethernet frame) in its CAM table, and
once the MAC address is found, it forwards data to the machine through the port with which
the MAC address is bound. This method of transferring data in a switched network is more
secure than that of a hub-based network, in-which the hub forwards the incoming traffic to all

the machines in the network.

vian MAC Add Type Learn Age Ports
255 00:d3:ad:34:12:3g Dynamic Yes 0 Gi5/2
5 as:23:df:45:45:t6 Dynamic Yes 0 Gi2/5
5 er:23:23:er:t5:e3 Dynamic Yes 0 Gil/6
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How CAM Works

A CAM table refers to the dynamic form of content.and works with an Ethernet switch. The
Ethernet switch maintains connections between ports, and the CAM table keeps track of MAC
address locations on the switch, but the table'is limited in size. If the CAM table is flooded with
more MAC addresses than it can hold, the'switch will turn into a hub. The CAM table does this
to ensure the delivery of data to the intended host. Attackers exploit this vulnerability in the
CAM table to sniff network data. Antattacker who can connect to the shared switch of the
Ethernet segment can easily sniff network data.

Refer to the diagrams of the working of the CAM table. Three machines are shown: Machine A,
Machine B, and Machine C, each holding MAC addresses A, B, and C. Machine A, holding the
MAC address A, wants to interact with Machine B.

Machine A broadcasts an ARP request to the switch. The request contains the IP address of the
target machine (Machine B), along with the source machine’s (Machine A) MAC and IP
addresses. The switch then broadcasts this ARP request to all the hosts in the network and
waits for the reply.

| MAC | PORT T MACB
A 1
| S —
MAC A . -
Cc 3 B is unknown, broadcasts rey AP O B sacosieaivssbed TG
the ARP oF >
CAM Table
Figure 8.16: Working of CAM table step-1
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Machine B possesses the target/destination IP address, so it sends an ARP reply along with its

MAC address. The CAM table stores this MAC address along with the port on which this
machine is connected.

mm R lam MAC B _
6 L I A 1, i._L MAC B
A 1 )
B 2 ‘l
O :
¢ 3 MAC A Aisonport] 3 AR
CAM Table Learn: Bis on port 2

Figure 8.17: Working of CAM table step-2

Now the connection is successfully established, and Machine A forwards the traffic to Machine
B, while Machine C is unable to see the traffic flowing between them.

| MAC | PORT.

A 1

Troffic: A csesecsssesesd > B

TrafficA ....c.coeee.> B

R i a— T ,
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII .
c 3 T or 5 MAC C

B is on port 2 Does not see trafficto B
CAM Table

Figure 8.18: Working of CAM table step-3
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What Happens When a CAM Table Is Full?

Once the CAM table fills up on a switch, additional This will change the behavior of the switch to reset to its
ARP request traffic floods every port on the switch learning mode, broadcasting on every port like a hub

This attack will also fill the CAM tables of
adjacent switches

.

4 MACB
Y 3
|
Z 3 Z
S— T—MAC C
C 3 Zis onPort 3

MAC C cansee the trafficfromA toB
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What Happens when a CAM Table is Full?

As discussed, a CAM table contains network information such as MAC addresses available on
physical switch ports and associated VLAN parameters. A CAM table’s limited size renders it
susceptible to attacks from MAC flooding, which bombards the switch with fake source MAC
addresses until the CAM table is full. Thereafter, the switch broadcasts all incoming traffic to all
ports. This causes the switch to reset to.its learning mode, causing the switch to broadcast on
every port similar to a hub, thereby enabling the attacker to monitor the frames sent from the

victim host to another host without any CAM table entry. This attack also fills the CAM tables of
adjacent switches.

The figure illustrates how a CAM table can be flooded with fake MAC addresses to monitor the
frames sent from the victim host to another host without any CAM table entry.

YisonPort3

Traffic A «++-- >B

e s s Faz MAC B

Y 3 ..0..

A, %esssssssesssssessssasasssesssessansssssseses — MAC C
MACA Traffic A > B
C 3 Zison Port 3
MAC C can see the traffic fromAto B
Figure 8.19: Flooding a CAM table
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MAC Flooding

Mac Flooding Switches with macof

MAC flooding involves the flooding of the CAM table with

macof is a Unix/Linux tool that is a part of the dsniff
fake MAC address and IP pairs until it is full Dxibe P

collection

The switch then acts as a hub by broadcasting packets to macof sends random source MAC and IP addresses
all machines on the network, and therefore, the attackers
can sniff the traffic easily

This tool floods the switch’s CAM tables (131,000 per min)
by sending bogus MAC entries

o Address Flood

@ |
Attacker Switch |

User 2
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MAC Flooding

MAC flooding is a technique used to compromise the security of network switches that connect
network segments or devices. Attackers use the"MAC flooding technique to force a switch to
act as a hub so that they can easily sniff the traffic.

In a switched network, an Ethernet switch contains a CAM table that stores all the MAC
addresses of devices connected in«the*network. A switch acts as an intermediate device
between one or more computers in a network. It looks for Ethernet frames, which carry the
destination MAC address; then, it tallies this address with the MAC address in its CAM table and
forwards the traffic to the destined machine. Unlike a hub, which broadcasts data across the
network, a switch sends data only to the intended recipient. Thus, a switched network is more
secure compared to a hub network. However, the size of the CAM table is fixed, and as it can
store only a limited number of MAC addresses in it, an attacker may send numerous fake MAC
address to the switch. No problem occurs until the MAC address table is full. Once the MAC
address table is full, any further requests may force the switch to enter fail-open mode. In the
fail-open mode, the switch starts behaving like a hub and broadcasts incoming traffic through
all the ports in the network. The attacker then changes his/her machine’s NIC to promiscuous
mode to enable the machine to accept all the traffic entering it. Thus, attackers can sniff the
traffic easily and steal sensitive information.

Module 08 Page 1290 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Sniffing

Ny

MAC :
Address Flood @3 User
"I

Attacker Switch ‘

WV

Figure 8.20: MAC flooding
Mac Flooding Switches with macof
Source: https://monkey.org

macof is a Unix/Linux tool that is a part of the dsniff collection. It floods the local network with
random MAC and IP addresses, causing some switches to fail and open in repeating mode,
thereby facilitating sniffing. This tool floods the switch’s CAM tables (131,000 per min) by
sending forged MAC entries. When the MAC table fills up, and the switch converts to hub-like
operation, an attacker can monitor the data being broadcast.

- -

Figure 8.21: MAC flooding using macof
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Switch Port Stealing yariuiich

The Switch Port Stealing sniffing technique uses MAC flooding to sniff the packets .

The attacker floods the switch with forged gratuitous ARP packets with the target MAC
address as the source and his/her own MAC address as the destination

Arace condition of the attacker’s flooded packets and the target host’s packets occurs; thus
the switch must change its MAC address, binding constantly between two different ports

g
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o
<
T
']
§
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In such a case, if the attacker is fast enough, he/she will able to direct the packets
intended for the target host toward his/her switch port

il
me])
ﬂ"

e])

Host Target
The attacker now manages to steal the target host's switch port and sends ARP requests
to the stolen switch port to discover the target host’s IP address
When the attacker gets an ARP reply, this indicates that the target host’s switch port -

binding has been restored, and the attacker can now sniff the packets sent toward the A K
targeted host ﬂ ttacker

— LogicalConnection

— Real Connection
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Switch Port Stealing

The switch port stealing sniffing technique uses MACflooding to sniff the packets. The attacker
floods the switch with forged gratuitous ARP packets with the target MAC address as the source
and his/her own MAC address as the destination. A race condition of the attacker’s flooded
packets and target host packets will occur;and thus, the switch has to change its MAC address
to bind constantly between two different ports. In this case, if the attacker is fast enough,
he/she will be able to direct the packets intended for the target host toward his switch port.
Here, the attacker manages to steal the target host switch port and sends an ARP request to
this switch port to discover the target host’s IP address. When the attacker gets an ARP reply,
this indicates that the target host’s switch port binding has been restored and the attacker can
now sniff the packets sent towards the targeted host.
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Figure 8.22: Switch portstealing

Assume that there are three machines in a network: Host A, the target’s Host B, and the

attacker’s Host C.
Machine MAC Address IP Address Ports
Host A aa-bb-cc-dd-ee-ff 10.0.0.1 Port A
Host B bb-cc-dd-ee-ff-gg 10.0.0.2 Port B
Host C cc-dd-ee-ff-gg-hh 10.0.0.3 Port C
Table 8.2: Details of three hosts in a network
The switch’s ARP cache and MAC table contain the following values:
MAC Table
Vlan MAC Address Type Learn Age Ports
255 Host A aa-bb-cc-dd-ee-ff 10.0.0.1 0 Port A
5 Host B bb-cc-dd-ee-ff-gg 10.0.0.2 0 Port B
5 Host C cc-dd-ee-ff-gg-hh 10.0.0.3 0 Port C
Table 8.3: MAC table

Module 08 Page 1293

Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker

Sniffing
ARP Cache
IP MAC
10.0.0.1 aa-bb-cc-dd-ee-ff
10.0.0.2 bb-cc-dd-ee-ff-gg
10.0.0.3 cc-dd-ee-ff-gg-hh
Table 8.4: ARP cache table
1. Switch port stealing is a sniffing technique used by an attacker who spoofs both the IP

address and the MAC address of the target machine (Host B).

Machine MAC Address IP Address Ports
Host A aa-bb-cc-dd-ee-ff 10.0.0.1 Port A
Host B bb-cc-dd-ee-ff-gg 10.0.0.2 Port B
Host C bb-cc-dd-ee-ff-gg 10.0.0.2 Port C

Table 8.5: Switch updated with a spoofed entry

2. The attacker’s machine runs a sniffer that turns the machine’s NIC adapter to
promiscuous mode.

3. Host A, associated with the IP address (10.0.0.1), wants to communicate with Host B,
associated with the IP address (10.0.0.2). Therefore, host A sends an ARP request (I
want to communicate with 10.0.0.2:What is the MAC address of 10.0.0.27).

4. The switch broadcasts this ARP request to all the machines inthe network.

5. Before Host B (the target machine) can respond to the ARP request, the attacker
responds to the ARP request by sending an ARP reply containing the spoofed MAC and
IP addresses (I am 10.0.0.2, and my MAC address is bb-cc-dd-ee-ff-gg).

The attacker can achieve this by launching an attack such as denial of service (DoS) on
Host B, which slows down its response.
6. Now the ARP cache in the switch records the spoofed MAC and IP addresses.
IP MAC

10.0.0.1 aa-bb-cc-dd-ee-ff

10.0.0.2 bb-cc-dd-ee-ff-gg

10.0.0.2 bb-cc-dd-ee-ff-gg

Table 8.6: ARP cache updated with a spoofed entry

7. The spoofed MAC address of target Host B (bb-cc-dd-ee-ff-gg) and the port connect to
the attacker’s machine (Port C) and update the switch’s CAM table. Now, a connection is
established between Host A and the attacker’s machine (Host C).
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VLAN MAC Address Type Learn Age Ports
255 Host A aa-bb-cc-dd-ee-ff 10.0.0.1 0 Port A
5 Host B bb-cc-dd-ee-ff-gg 10.0.0.2 0 Port B

5 Host C bb-cc-dd-ee-ff-gg 10.0.0.2 0 Port C

Table 8.7: MAC Table updated with a spoofed entry

8. Now, the system will forward all the packets directed towards Host B to Host C through
Port C, i.e., the attacker’s machine.

Thus, an attacker can sniff the packets sent to Host B.
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Configuring Port Security on Cisco Switch:

* switchport port-security

« switchport port-security maximum {1-3072}
switchport port-security violation restrict
switchport port-security aging time 2

+ switchport port-security aging type inactivity

*+ snmp-server enable traps port-security trap-rate 5
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How to Defend against MAC Attacks
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Only 1MAC Address
Allowed on the Switch Port
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Port security can be used to restrict inbound traffic
from only a selected set of MAC addresses and limit
MAC flooding attack

How to Defend against MIAC Attacks

Port security is a feature that identifies and limits the MAC addresses of the machines that can
access the port. If you assign a secure MAC address to a secure port, then the port will forward
only the packets with source addresses inside the group of defined addresses.

A security violation occurs

= When a port is configured as'a secure port, and the maximum number of secure MAC

addresses is reached

"  When the MAC address of the machine that is attempting to access the port does not
match any of the identified secure MAC addresses

Once the maximum number of secure MAC addresses on the port is set, the secure MAC
addresses are included in an address table in any of the following three ways:

* You can configure all secure MAC addresses by using the switch port, port-securing the
MAC-address interface configuration command.

" You can allow the port to dynamically configure secure MAC addresses with the MAC

addresses of the connected devices.

" You can configure a number of addresses and allow the rest to be dynamically

configured.

Port security limits MAC flooding attacks and locks down ports, sending an SNMP trap.
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As shown in the figure, the attacker floods the switch CAM tables with fake MAC addresses and
thus threatens security by turning a switch into a hub.

00:0c:lc:cc:cc:cc
00:0a:4b:dd:dd:dd

l?DDO :
=5
32,000
Bogus MACs

4 e YIS

Figure 8.23: Flooding CAM tables

As shown in the figure, the number of MAC addresses allowed on the switch port is limited to
one; therefore, the MAC requests are recognized as flooding. Port security locks down the port
and sends an SNMP trap.

Only 1 MAC Address
Allowed on the Switch Port

PO00E

éj =S

-

Figure 8.24: Blocking MAC flooding

Configuring Port Security on Cisco Switch
Source: https://www.cisco.com

Steps to restrict traffic through a port by limiting and identifying MAC addresses of the stations
allowed to access the port:

1. interface interface_id

Enters interface configuration mode and enters the physical interface to configure, for
example, gigabitethernet 3/1.

2. switchport mode access

Sets the interface mode as access; an interface in the default mode (dynamic desirable)
cannot be configured as a secure port.

3. switchport port-security

Enables port security on the interface.
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. switchport port-security maximum value

Sets the maximum number of secure MAC addresses for the interface. The range is 1 to
3072; the default is 1.

. switchport port-security violation {restrict | shutdown}

Sets the violation mode, the action to be taken when a security violation {restrict |
shutdown} is detected.

. switchport port-security limit rate invalid-source-mac

Sets the rate limit for bad packets.

. switchport port-security mac-address mac_address

. Enters a secure MAC address for the interface. You can use this command to limit the

maximum number of secure MAC addresses. switchport port-security mac-
address sticky

Enables sticky learning of first MAC address on the interface.

. end

Returns to privileged EXEC mode.

10. show port-security address

or

show port-security address interface interface_ id

Verifies your configurations.

Some additional commands to configure-the Cisco port security feature:

switchport port-security maximum {1-3072}

Sets the maximum number of secure MAC addresses for the interface. The range is 1 to
3072. The default is 1.

switchport port-security aging time 2

Sets the aging time for the secure port.

switchport port-security aging type inactivity

The type keyword sets the secure MAC address aging type as inactive.
snmp-server enable traps port-security trap-rate 5

Controls the rate at which SNMP traps are generated.
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DHCP Starvation Attack

DHCP Starvation Attack Tool: Yersinia

This is a denial-of-service (DoS) attack on the DHCP servers where the
attacker broadcasts forged DHCP requests and tries to lease all the DHCP
addresses available in the DHCP scope

Therefore, the legitimate user is unable to obtain or renew an IP address
requested via DHCP, and fails to get access to the network

_____ [coooh —
(W—E » T
—0 DHCP Server

L

User will be = Serverruns out of IP
» addresses to allocate
L\Ir:ﬁglﬁ't:d%i:;.: 2 s gy https://sourceforge.net
b=
o
Q DHCP Starvation Attack Tools
e = DHCP Scope
£ 10.10.10.1 » dhcpStarvation.py (https://github.com)
B asaias 10.10.10.2 « Metasploit (https://www.metasploit.com)
. 57 10.10.10.3
mﬂi:ﬁg&fﬁ: E‘:J : Hyenae (https://sourceforge.net)
many source MACs i PPN »  DHCPig (https://github.com)
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Sniffing Technique: DHCP Attacks

This section discusses various Dynamic Host Configuration Protocol (DHCP) attacks. A DHCP
attack is an active sniffing technique used by-the-attackers to steal and manipulate sensitive
data. This section describes how DHCP works;>DHCP starvation attacks, tools used for starvation
attacks, rogue server attacks, and different.ways to defend against DHCP attacks.

How DHCP Works

DHCP is a client—server protocol that provides an IP address to an IP host. In addition to the IP
address, the DHCP server also provides configuration-related information such as the default
gateway and subnet mask. When a DHCP client device boots up, it participates in traffic

broadcasting.

DHCP can assign IP configuration to hosts connecting to a network. The distribution of IP
configuration to hosts simplifies the administrator’s work to maintain IP networks.

DHCP servers maintain TCP/IP configuration information in a database such as valid TCP/IP
configuration parameters, valid IP addresses, and duration of the lease offered by the server. It
provides address configurations to DHCP-enabled clients in the form of a lease offer.

Working of DHCP:
1. The client broadcasts a DHCPDISCOVER/SOLICIT request asking for DHCP configuration
Information.

2. A DHCP-relay agent captures the client request and unicasts it to the DHCP servers
available in the network.
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3. A DHCP server unicasts DHCPOFFER/ADVERTISE, which contains the client’s and server’s
MAC addresses.

4. The relay agent broadcasts DHCPOFFER/ADVERTISE in the client’s subnet.

5. The client broadcasts DHCPREQUEST/REQUEST asking the DHCP server to provide the
DHCP configuration information.

6. The DHCP server sends a unicast DHCPACK/REPLY message to the client with the IP
configuration and information.

DHCPDISCOVER (IPv4) / Send My DHCP
SOLICIT (IPv6) (Broadcast (= - i i i
....... o.‘”’ — ......9.....‘E‘ZE“:'FE‘E“.‘E'?I‘.'.'lf.".r!‘".'"i‘t.'?."......
@E P ——————— T ——————
DHCP-relay agent
....... .ot el S s Lo .

DHCPACK (IPv4) / Reply (IPv6) (Unicast)

Here Is Your Configuration SUssEEEEEsEsSsEsESSSsssEsSsssEsEsEsEsEEEEEEEEEEE -
- * IP Address: 10.0.0.20 .
. > Subnet Mask: 255.255.255.0
:I---llllll-llll-llll>: Default Routers: 10.0.0.1
» DNS Servers: 192.168.168.2, 192.168.168.3
: Lease Time: 2 days

Figure 8.25: Working of DHCP
DHCP Request/Reply Messages

A device that already has an IP address can use the simple request/reply exchange to obtain
other configuration parameters from a DHCR server. When the DHCP client receives a DHCP
offer, the client immediately responds by sending back a DHCP request packet. Devices that are
not using DHCP to acquire IP addresses.can still utilize DHCP’s other configuration capabilities. A
client can broadcast a DHCPINFORM ‘'message to request that any available server send its
parameters on the usage of the network. DHCP servers respond with the requested parameters
and/or default parameters carried in DHCP options of a DHCPACK message. If a DHCP request
comes from a hardware address that is in the DHCP server’s reserved pool and the request is
not for the IP address that this DHCP server offered, the DHCP server’s offer is invalid. The
DHCP server can put that IP address back into the pool and offer it to another client.

DHCPv4 DHCPv6 Besasation
Message Message P
DHCPDiscover Solicit Client broadcast to locate the available DHCP servers
rver lientinr n DHCPDi r with the offer of
DHCPOffer T Se vg to c ient in response to DHCPDiscover with the offer o
configuration parameters
Request, Client to servers either (a) requesting offered parameters, (b)
DHCPRequest Confirm, confirming the correctness of the previously allocated address,
Renew, Rebind | or (c) extending the lease period
DHCPACk Reply Server.to client with configuration parameters, including the
committed network address
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Client to server relinquishing the network address and cancelin
DHCPRelease Release gl q 8 8
the remaining lease
DHCPDecline Decline Client to server indicating that the network address is already in
use
Server to client saying that it has new or updated configuration
; settings. The client then sends either a renew/reply or
N/A Reconfigur . :
/ ERETEERE Information-request/reply transaction to get the updated
information
DHCPInform Information Client to server asking only for local configuration parameters;
Request the client already has the externally configured network address
A rel nt sen relay-forward m relay m
N/A R elay age t se d§ a relay-forward message to relay messages
to servers, either directly or through another relay agent
A server sends a relay-reply message to a relay agent containing
N/A Relay-Repl ; .
/ FRERLY a message that the relay agent delivers to a client
Server to client indicating that the client’s notion of the network
DHCPNAK N/A address is incorrect (e.g., the client has moved to a new subnet)
or the client’s lease has expired

Table 8.8: DHCP request/reply'messages
IPv4 DHCP Packet Format

DHCP enables communication on an IP network by configuring network devices. It assigns IP
addresses and other information to computers so that they can communicate on the network
in the client—server mode. DHCP has two functionalities: delivering host-specific configuration
parameters and allocating network addresses to hosts.

A series of DHCP messages is used in communication between DHCP servers and DHCP clients.
DHCP messages have the same format as that of Bootstrap Protocol (BOOTP) messages. This is
because DHCP maintains its compatibility with BOOTP relay agents, thus eliminating the need
to change the BOOTP client’s initialization software to interoperate with DHCP servers.
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OP Code Hardware Type Hardware Length HOPS

Transaction ID (XID)

-

Seconds Flags

-

Client IP Address (CIADDR)

Your IP Address (YIADDR)
Server IP Address (SIADDR)

Gateway IP Address (GIADDR)

Client Hardware Address (CHADDR)—16 bytes

Server Name (SNAME)—64 bytes
Filename—128 bytes
DHCP Options

Figure 8.26: IPv4 DHCP packet format

The following table details every field of the IPv4 DHCP message:

FIELD OCTETS DESCRIPTION

Thisfield contains the message opcode that represents the
Opcode 1 message type: opcode “1” represents messages sent by the
client, while “2” represents responses sent by the server

Hardware address type defined at the Internet Assigned

Hardware Address Type 1 . —_—
vp Numbers Authority (IANA) (e.g., “1” = 10 Mb Ethernet)

Hardware Address Length i | Hardware address length in octets

In general, the DHCP clients set the value to “0”; however,
Hops 1 optionally used to count the number of relay agents that
forwarded the message

A random number is chosen by the client to associate the

Transaction ID (XID) 4 request messages and their responses between a client and
a server
Seconds elapsed since the client began the address
Seconds 2 i
acquisition or renewal process
Flags 5 Flags set by the client; For example, if the client cannot
& receive unicast IP datagrams, then the broadcast flag is set
: Used when the client has an IP address and can respond to
Client IP Address (CIADDR) 4 P
ARP requests
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Your IP Address (YIADDR) 4 The address assigned by the DHCP server to the DHCP client
Server |IP Address (SIADDR) 4 Server’s IP address
Gateway IP Address (GIADDR) 4 The IP address of the DHCP relay agent
::(I:i::g;:r)dware ACEES 16 The hardware address of the client
Server Name (SNAME) 64 Optional server hostname
File Name 128 Name of the file containing BOOTP client’s boot image
DHCP Options Variable
Table 8.9: Fields of IPv4 DHCP message
DHCP Starvation Attack

In a DHCP starvation attack, an attacker floods the DHCP server by sending numerous DHCP
requests and uses all of the available IP addresses that the DHCP server can issue. As a result,
the server cannot issue any more IP addresses, leading to a DoS attack. Because of this issue,
valid users cannot obtain or renew their IP addresses; thus, they fail to access their network. An
attacker broadcasts DHCP requests with spoofed MAC addresses with the help of tools such as
Yersinia, Hyenae, and Gobbler.

T'_'o; > A—1

°_I R —
—0 DHCP Server

Server runs out of IP

addresses to allocate
to valid users

User

User will be
unable to get the
valid IP address

S

DHCP Scope
10.10.10.1

10.10.10.2
10.10.10.3

My MAC addressis

Attacker sends
many different
DHCP requests with
many source MACs

Attacker 10.10.10.254

Figure 8.27: DHCP starvation attack

DHCP Starvation Attack Tools

DHCP starvation attack tools send a large number of requests to a DHCP server, leading to

exhaustion of the server’s address pool. Subsequently, the DHCP server is unable to allocate
configurations to new clients.

®= Yersinia
Source: https://sourceforge.net

Yersinia is a network tool designed to take advantage of weaknesses in different
network protocols like DHCP. It pretends to be a solid framework for analyzing and
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testing the deployed networks and systems. As shown in the screenshot, attackers use
Yersinia to perform a DHCP starvation attack on the target system.

[face Last seen

e AR Moy
L. | J v "._':

Figure 8.28:Seréenshot of Yersinia
Some examples of DHCP starvation attack tools are listed below:
» dhcpStarvation.py (https://github.com)
= Metasploit (https://www.metasploit.com)
» Hyenae (https://sourceforge.net)
= DHCPig (https://github.com)
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Rogue DHCP Server Attack

The attacker sets up a rogue DHCP server on the network and responds to DHCP requests with bogus IP addresses resulting
in compromised network access

This attack works in conjunction with the DHCP starvation attack; the attacker sends a TCP/IP setting to the user after knocking
him/her out from the genuine DHCP server

@ DHCPDISCOVERY (IPv4)/ SOLICIT (IPv6) (Broadcast) i E'
R
<

DHCPOFFER (IPv4)/ ADVERTISE (IPvE) (Unicast) from Rogue Server

03 DHCPREQUEST (IPv4) / REQUEST (IPv6) (Broadcast) : afa]a] E
DHCP Server
< DHCPACK (IPv4)/ REPLY (IPv6) (Unicast) from Rogue Server
User b
@ 02 By running a rough DHCP server,an attacker

] Attacker will can send incorrect TCP/ IP setting
IP Address: 10.0.0.20 listen in on all
Subnet Mask: 255.255.255.0 the traffic v _
Default Routers: 10.0.0.1 passingto or Wrong Default Gateway -> Attacker is the gateway
DNS Servers: 192.168.168.2, from the user 2
192.168.168.3 Wrong DNSserver = Attacker is the DNS server
Lease Time: 2 days WWW < ot Wrong IP Address - DoSwith spoofed IP

Internet ﬂ
Copyright ® EC- Council. All Rights Reserved Reproduction is Strictly Prohibited . For more information, visit ecccouncilorg Rogue Server
Rogue DHCP Server Attack

In addition to DHCP starvation attacks, an attacker can perform MITM attacks such as sniffing.
An attacker who succeeds in exhausting the DHCP. server’s IP address space can set up a rogue
DHCP server on the network, which is not under the control of the network administrator. The
rogue DHCP server impersonates a legitimateserver and offers IP addresses and other network
information to other clients in the network, acting as a default gateway. Clients connected to
the network with the addresses assigned by the rogue server will now become victims of MITM
and other attacks, whereby packets forwarded from a client’s machine will reach the rogue
server first.

In a rogue DHCP server attack, an attacker will introduce a rogue server into the network. This
rogue server can respond to clients’ DHCP discovery requests. Although both the rogue and
actual DHCP servers respond to the request, the client accepts the response that comes first. In
the case where the rogue server responds earlier than the actual DHCP server, the client takes
the response of the rogue server. The information provided to the clients by this rogue server
can disrupt their network access, causing a DoS attack.

The DHCP response from the attacker’s rogue DHCP server may assign the IP address that
serves as a client’s default gateway. As a result, the attacker’s IP address receives all the traffic
from the client. The attacker then captures all the traffic and forwards it to the appropriate
default gateway. The client thinks that everything is functioning correctly. This type of attack is
difficult for the client to detect for long periods.

Sometimes, the client uses a rogue DHCP server instead of the standard one. The rogue server
directs the client to visit fake websites in an attempt to gain their credentials.
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To mitigate a rogue DHCP server attack, set the connection between the interface and the
rogue server as untrusted. This action will block all incoming DHCP server messages from that
interface.

DHCPDISCOVERY (IPv4)/ SOLICIT (IPv6) (Broadcast
@ (1Pv4) (1PV6) ) X X

DHCPOFFER(IPv4)/ ADVERTISE (IPv6) (Unicast) from Rogue Server

-

03 DHCPREQUEST (IPv4)/ REQUEST (IPv6) (Broadcast) 1000080
DHCP Server
E DHCPACK (IPv4)/ REPLY (IPv6) (Unicast) from Rogue Server
User <
By running a rough DHCP server, an attacker
: Attacker will can send incorrect TCP/IP settin
IP Address:10.0.0.20 e / 9
SubnetMask: 255.255.255.0 the traffic
Default Routers: 10.0.0.1 passing to or Wrong Default Gateway -> Attacker is the gateway
DNS Servers:192.168.168.2, f th :
192.168.168.3 rom e fser Wrong DNS server = Attacker is the DNS server
Lease Time: 2days Www P Wrong IP Address - DoS with spoofed IP
Internet
Rogue Server
Figure 8.29: Rogue DHCP server attack
DHCP Attack Tools

Some additional DHCP attack tools are listed below:
"  mitm6 (https://github.com)
» Ettercap (https://www.ettercap-project.org)
= Gobbler (https://sourceforge.net)
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7 Module 03| Sifing EC-Council C[EH”
How to Defend Against DHCP Starvation
and Rogue Server Attacks

Enable port securityto defend against DHCP starvation attacks Enable DHCP snooping, which allows the switch to accept a DHCP

Configuring the MAC limiton the switch's edge ports drops the transaction directed from a trusted port
packets from further MACs once the limitis reached

DHCP Snooping

Enabled | [aYaYaTaTa) Trusted

. [
. -
l Untrusted Untrusted‘

60068

&

< = - s
| & | ®
Attacker Attacker User
I0S Switch Commands I0S Global Commands
sw itchportport-security sw itchportport-security aging time 2 * ip dhcp snooping = this turns on DHCP snooping
sw itchport port-security maximum 1 sw itchportport-security aging ty pe inactivity «  ip dhcp snooping vlan 4,104 = this configures VLANSs to snoop
sw itchportport-security violation restrict  «  sw itchportport-security mac-address sticky «  ip dhcp snooping trust = this configures interface as trusted

Note: All ports in the VLAN are not trusted by default
Copyright @ EC- Council. All Rghts Reserved. Reproduction is Strictly Prohibited . For more information, visit ecccouncilorg

How to Defend Against DHCP Starvation and Rogue Server Attacks
Defend Against DHCP Starvation

Enable port security to defend against a DHCP“starvation attack. Port security limits the
maximum number of MAC addresses on the switch port. When the limit is exceeded, the switch

drops subsequent MAC address requests (packets) from external sources, which safeguards the
server against a DHCP starvation attack:

Vi
_>|; O00Aa0
M)
Q
Attacker User

Figure 8.30: Defending against a DHCP starvation attack
Internetwork Operating System (10S) Switch Commands
Source: https://www.cisco.com

" switchport port-security

The switchport port-security command configures the switch port parameters
to enable port security on the interface.
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= switchport port-security maximum 1

The switchport port-security maximum command configures the maximum
number of secure MAC addresses for the port.

The switchport port-security maximum 1 command configures the maximum
number of secure MAC addresses for the port as 1.

= switchport port-security violation restrict

The switchport port-security wviolation command sets the violation mode
and the necessary action in case of detection of a security violation.

The switchport port-security violation restrict command restricts data
and causes the SecurityViolation counter to increment and send an SNMP trap
notification.

= switchport port-security aging time 2

The switchport port-security aging time command configures the secure
MAC address aging time on the port.

The switchport port-security aging time 2 command sets the aging time as
2 minutes.

" switchport port-security aging type inactivity

The switchport port-security aging type command configures the secure
MAC address aging type on the port.

The switchport port-security aging type inactivity command sets the
aging type as inactivity aging.

" switchport port-security mac-address sticky

This command enables sticky learning on the interface by entering only the MAC-
address sticky keywords. When sticky learning is enabled, the interface adds all secure
MAC addresses that are dynamically learned to the running configuration and converts
these addresses to sticky secure MAC addresses.

Defend Against Rogue Server Attack

The DHCP snooping feature that is available on switches can mitigate against rogue DHCP
servers. It is configured on the port on which the valid DHCP server is connected. Once
configured, DHCP snooping does not allow other ports on the switch to respond to DHCP
Discover packets sent by clients. Thus, even an attacker who manages to build a rogue DHCP
server and connects to the switch cannot respond to DHCP Discover packets.
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DHCPSnooping
Enabled . annnn Trusted
A
9
Untrusted Untrusted

Attacker User

Figure 8.31: Defending against a rogue server attack
10S Global Commands
Source: https://www.cisco.com
Steps to configure DHCP snooping:
1. ip dhcp snooping
Enables DHCP snooping globally.
2. ip dhcp snooping vlian number [number] | wvlan {vlan range}]
Enables or disables DHCP snooping on one or more VLANs. For example:
ip dhcp snooping vlan 4,104
3. ip dhcp snooping trust
Configures the interface as trusted.
4. ip dhcp snooping limit.rate
Configures the number of DHCP packets per second (pps) that an interface can receive.
5. end
Exits configuration mode.
6. show ip dhcp snooping
Displays all VLANs (both primary and secondary) that have DHCP snooping enabled.
Additional DCHP snooping command:
" no ip dhcp snooping information option

To disable the insertion and the removal of the option-82 field, use the no ip dhcp
snooping information option in global configuration command. To configure an
aggregation, switch to drop incoming DHCP snooping packets with option-82
information from an edge switch, and use the “no IP dhcp snooping information option
allow-untrusted” global configuration command.

Note: All ports in the VLAN are untrusted by default.
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MAC Limiting Configuration on Juniper Switches
Source: https://www.juniper.net

Consider that three devices are connected to an enterprise switch and are trusted devices with
the interfaces ge-0/0/1, ge-0/0/2, and ge-0/0/3. Further, consider a DHCP server with the
interface ge-0/0/8 connected in the background, resulting in a total of 4 interfaces connected
to the switch.

" Run the following commands on the switch terminal to apply quick MAC limiting:
set interface ge-0/0/1 mac-limit 3 action drop
set interface ge-0/0/2 mac-limit 3 action drop

Alternatively, follow the steps below to apply a MAC limiting configuration.

= Step 1: Run the following command to configure a MAC limit of 3 on the first device’s
interface ge-0/0/1 and specify the action if the limit is exceeded:

set interface ge-0/0/1 mac-limit 3 action drop

= Step 2: Run the following command to configure a MAC limit of 3 on the second device’s
interface ge-0/0/2 and specify the action if the limit is exceeded:

set interface ge-0/0/2 mac-limit 3 action drop

= Step 3: Execute the following commands to view the outcome of the above MAC
limiting configurations:

show

interface ge-0/0/1.0 {
mac-limit 3 action drop;

}

interface ge-0/0/2.0 {
mac-limit 3 action drop;

}

= Step 4: Run the following command to verify the MAC limiting process on the specific
switch:

show ethernet-switching table
Configuring DHCP Filtering on a Switch
Source: https://docs.oracle.com

DHCP filtering allows the administrators to determine whether traffic is being forwarded
between trusted nodes. When DHCP filtering is applied, the corresponding switch checks the
legitimacy of packets/messages before forwarding them to the client. With such filtering, the
client can receive the port number and IP address from the legitimate DHCP server.
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*= Run the following commands to enable DHCP filtering for the switch:
config
<IP address> dhcp filtering
exit
exit
*" Run the following commands to enable DHCP filtering for an interface:
config
interface 0/11
<IP address> dhcp filtering trust
exit
exit
" Run the following command to show the DHCP filtering configuration:
show <IP address> dhcp filtering
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Copyright @ EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited. For more information, visit ecccouncilorg

Sniffing Technique: ARP Poisoning

This section discusses the ARP poisoning techniquesgenerally used by attackers to perform
sniffing on a target network. Using this method; an attacker can steal sensitive information,
prevent network and web access, and perform DoS and MITM attacks using sniffing.

What Is Address Resolution Protocol (ARP)?

The ARP is a stateless TCP/IP protoeol that maps IP network addresses to the addresses
(hardware addresses) used by a data link protocol. Using this protocol, a user can easily obtain
the MAC address of any device on a network. Apart from the switch, the host machines also use
the ARP protocol for obtaining MAC addresses. ARP is used by the host machine when it wants
to send a packet to another device, and the host machine must mention the destination MAC
address in the packet sent. Therefore, to write the destination MAC address in the packet, the
host machine should know the MAC address of the destination machine. The OS also maintains
an ARP table, which is generated from responses received to ARP requests. This table maps IP
addresses to the corresponding MAC addresses.

The process of obtaining the MAC address using ARP is as follows:

= The source machine generates an ARP request packet containing the source MAC
address, source IP address, and destination IP address, and sends it to the switch.

®" Onreceiving the packet, the switch reads the MAC address of the source and searches
for this address in its CAM table.

* The switch updates all the new entries in it. If the entry is not found in the table, the
switch adds the MAC address and its respective incoming port to its CAM table and
broadcasts the ARP request packet into the network.
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= Each device in the network receives the broadcast ARP request packet and compares
the destination IP address in the packet with its own IP address.

=  Only the system with an IP address that matches the destination IP address replies with
an ARP reply packet.

= The ARP reply message is then read by the switch, which adds the entry to its MAC table
and forwards the message to the destination machine, i.e., the machine that sent the
ARP request.

= Further, this machine updates the destination machine’s IP and MAC address entries
into its ARP table, and now communication can take place.

ARP_REQUEST
Hello, | need the MAC address of 10.10.10.3

| want to connect NI EEEEEEEEEEEEEEEEEEEEEEESEEEEEEEESEEEEEES >
to 10.10.10.3,but | -
need MAC address  ° IP1D:10.10.10.1
- MAC: 00-14-20-01-23-45

ARP_REQUEST
Hello, | need the MAC address of 10.10.10.3

B EEEEEEN i I EE EEEEEEEEEEEEEEEEEEENEEEEEEEENEEENEEEEEEEENEN
]

IPID:10.10.10.2

MAC: 00-14-20-01-23-46
IPID: 194.54.67.10

MAC: 00:1b:48:64:42:e4 ARP_REQUEST
A A . Hello, | need the MAC address of 10.10.10.3

ARP_REPLY1am 10.10.10.3. MACaddress is 00-14-20-01-23-47

. IPI1D:10.10.10.3
T — A LT PR DT > MAC: 00-14-20-01-23-47
Connection Established

Figure 8.32: Working of ARP protocol

Consider an ARP example that shows two machines connected in a network. The respective
hostnames, IPs, and MAC addresses are:

HostName IP MAC
A 194.54.67.10 00:1b:48:64:42:e4
B 192.54.67.15 00-14-20-01-23-47

Before communicating with host B, host A first checks for a record of host B’s MAC address in
the ARP cache. If host A finds the record of a MAC address, it communicates directly with host
B. Otherwise, it has to access host B’s MAC address using ARP protocol.

Host A queries all the hosts on the LAN. If the query were phrased in plain English, it might
sound like this: “Hello, who is 192.54.67.15? This is 194.54.67.10. My MAC address is
00:1b:48:64:42:e4. | need your MAC address.”

Here, host A sends a broadcast request data packet to host B. On receiving the ARP request
packet, host B updates its ARP cache table with host A’s IP and MAC addresses, and sends an
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ARP reply packet to host A that would be phrased in English as, “Hey, this is 192.54.67.15; my
MAC address is 00-14-20-01-23-47.”

On receiving the ARP reply, host A updates its ARP cache table with host B’s IP and MAC
addresses. After establishing a connection, these two hosts can communicate with each other.

BX Command Prompt — O X

Microsoft Windows [Version 16.6.22080.469]
(c) Microsoft Corporation. All rights reserved. |

C:\Users\Adminqarp -a

Intertace: 16.16.1.11 --- Bx8
Internet Address Physical Address Type
18.10.1.2 82-15-5d-42-11-87 dynamic
e B s e 82-15-5d-42-11-89 dynamic
1.255 ff-ff-ff-ff-ff-ff static

Ll e 81-88-S5e-00-00-16 static

81-66-Se-00-086-1b static

B1-66-5e-806-86-fC statlc

Figure 8.33: ARP cache
ARP Spoofing Attack

ARP resolves IP addresses to the MAC (hardware) address of the interface to send data. ARP
packets can be forged to send data to the) attacker’s machine. ARP spoofing involves
constructing a large number of forged ARP<request and reply packets to overload a switch.
When a machine sends an ARP request,.it assumes that the ARP reply will come from the right
machine. ARP provides no means of verifying the authenticity of the responding device. Even
systems that have not made an ARP request can accept the ARP replies coming from other
devices. Attackers use this flaw in ARP to create malformed ARP replies containing spoofed IP
and MAC addresses. Assuming it to be the legitimate ARP reply, the victim’s computer blindly
accepts the ARP entry into its ARP table. Once the ARP table is flooded with spoofed ARP
replies, the switch is set in forwarding mode, and the attacker intercepts all the data that flows
from the victim’s machine without the victim being aware of the attack. Attackers flood a target
computer’s ARP cache with forged entries, which is also known as poisoning. ARP spoofing is an
intermediary for performing attacks such as DoS, MITM, and session hijacking.

How does ARP Spoofing Work?

ARP spoofing is a method of attacking an Ethernet LAN. When a legitimate user initiates a
session with another user in the same layer 2 broadcast domain, the switch broadcasts an ARP
request using the recipient's IP address, while the sender waits for the recipient to respond
with a MAC address. An attacker eavesdropping on this unprotected layer 2 broadcast domain
can respond to the broadcast ARP request and replies to the sender by spoofing the intended
recipient’s IP address. The attacker runs a sniffer and turns the machine’s NIC adapter to
promiscuous mode.
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ARP spoofing is a method of attacking an Ethernet LAN. It succeeds by changing the IP address
of the attacker’s computer to that of the target computer. A forged ARP request and reply
packet can find a place in the target ARP cache in this process. As the ARP reply has been
forged, the destination computer (target) sends frames to the attacker’s computer, where the
attacker can modify the frames before sending them to the source machine (User A) in an
MITM attack. The attacker can also launch a DoS attack by associating a non-existent MAC
address to the IP address of the gateway,; alternatively, the attacker may sniff the traffic
passively and then forward it to the target destination.

Yes, | am here
This is 10.1.1.1 and my
MAC address is A1-B1-

C1-D1-E1-F1

Poisoned ARP cache

105050 21-56-88-99-55-66

10.7.1.1 11-22-33-44-55-66

| want to connectto
10.1.1.1, but | need
a MAC address

UserC
A

Switch broadcasts * .

Sends ARP requestonto : Actual legitimate user responds '
ARP request the wire : to the ARP request .
l..l....l.....’ ,.. L]

:ﬂﬂﬂﬂﬁ (..%Jé.u). G ssnna) ‘i’ Gresnns) € rrnnn) vA

Switch A
User A A
(10.1.1.0)

10.1.1.2 55-88-66-55-33-44

Sends his malicious : Malicious user eavesdrops
MAC address * on the ARP request and
* responses and spoofs as
: . the legitimate user
lam 10.1.1.Tand my

MAC addressis
11-22-33-44-55-66

~C

Information for IP address
10.1.1.11is now being sent to MAC
address 11-22-33-44-55-66

v

Attacker
Figure 8.34: Working of an ARP spoofing attack
Threats of ARP Poisoning

With the help of ARP poisoning, an attacker can use fake ARP messages to divert all
communications between two machines so that all traffic redirects via the attacker’s PC.

The threats of ARP poisoning include:
= Packet Sniffing: Sniffs traffic over a network or a part of the network.

= Session Hijacking: Steals valid session information and uses it to gain unauthorized
access to an application.

= VolIP Call Tapping: Uses port mirroring, which allows the VolP call tapping unit to
monitor all network traffic, and picks only the VolP traffic to record by MAC address.
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* Manipulating Data: ARP spoofing allows attackers to capture and modify data, or stops
the flow of traffic.

= Man-in-the-Middle Attack: An attacker performs a MITM attack where they reside
between the victim and server.

= Data Interception: Intercepts IP addresses, MAC addresses, and VLANs connected to the
switch in a network.

= Connection Hijacking: In a network, the hardware addresses are supposed to be unique
and fixed, but a host may move when its hostname changes and use another protocol.
In connection hijacking, an attacker can manipulate a client’s connection to take
complete control.

= Connection Resetting: The wrong routing information could be transmitted due to a
hardware/software error. In such cases, if a host fails to initiate a connection, that host
should inform the Address Resolution module to delete its information. The reception of
data from that host will reset a connection timeout in the ARP entry used to transmit
data to that host. This entry in the ARP module is deleted if the host does not send any
information for a certain period of time.

= Stealing Passwords: An attacker uses forged ARP replies and tricks target hosts into
sending sensitive information such as usernames.and passwords.

= DoS Attack: Links multiple IP addresses with a single MAC address of the target host
that is intended for different IP addresses, which will be overloaded with a huge amount
of traffic.
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ARP Spoofing/ Poisoning Tools
arpspoof redirects packets from a target host (or all hosts) on the LAN @ bettercap
Sipapoot that are intended for another host on the LAN by forging ARP replies Ll:l’? fpSE R AW fereap o

Habu is a hacking toolkit that
provides various commands
to perform ARP poisoning,
sniffing, DHCP starvation, etc.
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Obtained ARP cache and MAC

address is replaced with that of Bterca p
the attacker's system 1

https//www.ettercap- projectorg

RITM
https7/github.com

Iy ARP Spoofer

https//github.com

httos:/Mlinux.die.net

Habu

V4 .. larp

https7/github.com

ARP Spoofing/Poisoning Tools

= arpspoof

Source: https://linux.die.net
arpspoof redirects packets from a target host (or all hosts) on the LAN that are intended
for another host on the LAN by forging ARP replies. This is an extremely effective way of
sniffing traffic on a switch.
Syntax:
arpspoof —-i [Interface] -t [Target Host]
As shown in the screenshot, attackers use the arpspoof tool to obtain the ARP cache;
then, the MAC address is replaced with that of an attacker’s system. Therefore, any
traffic flowing from the victim to the gateway will be redirected to the attacker’s
system.
Further, an attacker can issue the same command in reverse as he/she is in the middle
and can send ARP replies in both directions.
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Obtained ARP cache and MAC
address is replaced with that of

the attacker’s system

Reverse command so that the
attacker can sendreplies
both ways

Figure 8.35:Scereenshots of arpspoof
= Habu
Source: https://github.com

Habu is a hacking toolkit that provides various commands to perform the following
attacks:

o ARP poisoning and sniffing

o DHCP discovery and starvation

o Subdomain identification

o Certificate cloning

o TCP analysis (ISN, flags)

o Username check on social networks

o Web technology identification
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Figure 8.36: Screenshot of Habu

Some examples of ARP poisoning tools are listed below:
» bettercap (https://github.com)
» Ettercap (https://www.ettercap-project.org)
= RITM (https://github.com)
= ARP Spoofer (https://github.com)
= |arp (https://github.com)
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How to Defend Against ARP Poisoning

Implement Dynamic ARP Inspection Using DHCP Snooping Binding Table

sh ip dhcp snooping binding
LB
MacAddress IpAddress Lease Type VLAN Interface @ | = fese==- 10.10.101
1a:12:3b:2f;df:1¢c 10.10.10.8 125864 dhcp- 4 FastEthernet3/18 MAC A

snooping (No ARPentry in the

A ] | binding table then
DHCP Snooping Enabled \ discard the packet
Dynam ic ARPInspection Enabled ' ‘

[ ARP0.0.0.1 |

I Saying 10.10.10.2
i ™~
10.10.10.2 ARP10.10.10.2 =1
MAC B —= ! ‘ Saying 10.0.0.1 — (== - 10.10.10.5
L isMACC _ MACC

. isMACC
Check the MAC and IP fields to see if the ARP from the
interface is in the binding; if not, traffic is blocked

5

.
i

(00086

AN AN A
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How to Defend Against ARP Poisoning

Implementation of Dynamic ARP Inspection (DAI) prevents poisoning attacks. DAI is a security
feature that validates ARP packets in a network.When DAI activates on a VLAN, all ports on the
VLAN are considered to be untrusted by default. DAI validates the ARP packets using a DHCP
snooping binding table. The DHCP snooping binding table consists of MAC addresses, IP
addresses, and VLAN interfaces acquired by listening to DHCP message exchanges. Hence, you
must enable DHCP snooping before ‘enabling DAI. Otherwise, establishing a connection
between VLAN devices based on ARP is not possible. Consequently, a self-imposed DoS may
result on any device in that VLAN.

To validate the ARP packet, the DAI performs IP-address-to-MAC-address binding inspection
stored in the DHCP snooping database before forwarding the packet to its destination. If any
invalid IP address binds a MAC address, the DAI will discard the ARP packet. This eliminates the
risk of MITM attacks. DAl ensures the relay of only valid ARP requests and responses.

If the host systems in a network hold static IP addresses, DHCP snooping will not be possible, or
other switches in the network cannot run dynamic ARP inspection. In such situations, you have
to perform static mapping that associates an IP address to a MAC address on a VLAN to prevent
an ARP poisoning attack.

Software can be implemented that runs custom scripts to monitor ARP tables. This script can
compare the current ARP table to the list of known MAC and IP addresses. If there is a
mismatch in the list of valid MAC/IP pairs, the switch will drop the packet. Such scripts are
helpful in defending against ARP poisoning attacks by monitoring the MAC/IP pairs on
important LAN machines such as servers and gateways.
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sh ip dhcp snooping binding

MacAddress IpAddress Lease

1a:12:3b:2f;df:1c 10.10.10.8 125864

Exam 312-50 Certified Ethical Hacker

Type VLAN Interface 10.10.10.1
dhcp- 4 FastEthemet3/18 MAC A
B—— No ARP entry in the
) binding table then
DHCP Snooping Enabled discard the packet
Dynamic ARP Inspection Enabled
v
b ARP 10.10.10.1
> |.[coooo)| < Saying 10.10.10.2
@ < | ‘ isMACC
10.10.10.2 ARP10.10.10.2
MAC B Saying 10.10.10.1 e
is MAC C MAC C
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Check the MAC and IP fields to see if the ARP from the
interface is in the binding; if not, traffic is blocked

Figure 8.37: Defending against ARP poisoning
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Configuring DHCP Snooping and Dynamic
ARP Inspection on Cisco Switches

Switch(config)# ip dhcp snooping Sw itch(config)# ip arpinspection vian 10
Switch(config)# ip dhcp snooping vian 10 0 Sw itch(config)# *Z @
Switch(config)# *Z Sw itch# s how ip arp inspection

Switch# show ip dhcp snooping Source Mac Validation : Disabled
Switch DHCP snooping is enabled Destination Mac V alidation : Disabled
DHCP snooping is configured on following VLANs: 10 IP Address Validation : Disabled
DHCP snooping is operational on following VLANs: 10 Vian Configuration Operation ACL Match Static ACL

10 Enabled Active

DHCP snooping is configured on the following L3 Interfaces: Vian ACLLogging DHCP Logging Probe Logging
...... 10 Deny Arp
DHCP snooping trust/rate is configured on the following Interfaces: \;‘8‘” Forv;arded D“’Opped DHCF[’] Drops A%‘- Drops
Interface Trusted Rate limit(pps) Vlan DHCP Permits ACL Permits Probe Permits Source MACFailures
10 0 0 0 0
Vian DestMAC Failures IP Validation Failures Invalid Protocol Data
10 0 0 0
Switch# show ip dhcp snooping binding
MacAddress IpAddress  Lease Type VLAN Interface %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Res) on Fa0/5,

e e S e P S B e e T B R T SO T e S vlan 10.([0013.6050.acf4/192.168.10.1/ffff.ffff.fff{/192.168.10.1/05:37:31
1a:12:3b:2f;df:1¢c 10.10.10.8 125864 dhcp-snooping 4 FastEthernet0/3 UTC Tue Apr 16 2024])

Total number of bindings: 1
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Configuring DHCP Snooping and Dynamic ARP Inspection on Cisco Switches

As discussed, DHCP snooping must be enabled before.enabling DAI. DHCP snooping is a security
feature that builds and maintains a DHCP snooping binding table and filters untrusted DHCP
messages. A Cisco switch with DHCP snooping'enabled can inspect DHCP traffic flow at a layer 2
segment and track IP addresses to switch pert-mapping.

To configure DHCP snooping on a Cisce.switch, ensure DHCP snooping is enabled both globally
and per access VLAN. To enable DHCP snooping, execute the following commands:

Configuring DHCP snooping in global configuration mode

Switch (config)# ip dhcp snooping

Configuring DHCP snooping for a VLAN

Switch (config)# ip dhcp snooping wvlan 10

Switch (config)# ~2Z

To view the DHCP snooping status

Switch# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANs: 10
DHCP snooping is operational on following VLANs: 10

DHCP snooping is configured on the following L3 Interfaces:
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DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Rate limit (pps)

If the switch is functioning only at layer 2, apply the ip dhep snooping trust command to
the layer 2 interfaces to designate uplink interfaces as trusted interfaces. This informs the
switch that DHCP responses can arrive on those interfaces.

The DHCP snooping binding table contains the trusted DHCP clients and their respective IP

addresses. To view the DHCP snooping table, you have to execute the following command:
Switch (config) # show ip dhcp snooping binding

This displays the DHCP snooping table, which contains the MAC addresses, respective IP

addresses, and total number of bindings. The following is an example of a DHCP snooping
binding table:

MAC Address IP Address Lease (sec) Type VLAN Interface

1a:i12:3h:2F :d€:1¢c 10.10.10.8 125864 dhcp-snooping 4 FastEthernet0/3
Total number of bindings: 1

After establishing a DHCP snooping binding table, the user can start configuring DAI for the
VLAN. To enable DAI for multiple VLANSs, specify a range of VLAN numbers.

Command to configure ARP inspection for a VLAN

Switch (config)# ip arp inspection wvlan. 10

Switch (confiqg)# *Z

Command to configure ARP inspection.for a range of VLANs

Switch (config)# ip arp inspection vlan 10, 11, 12, 13

Or
Switch (config)# ip arp inspection vlan 10-13

To view the ARP inspection status

Switch (config)# show ip arp inspection

Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Operation ACL Match Static ACL
10 Enabled Active

Vlian ACL Logging DHCP Logging Probe Logging
10 Deny Off

Vlan Forwarded Dropped DHCP Drops ACL Drops
10 0 0 0 0
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Vlian DHCP Permits ACL Permits Probe Permits Source MAC Failures
10 0 0 0 0
Vlian Dest MAC Failures IP Validation Failures Invalid Protocol Data
10 0 0 0
From this IP ARP inspection result, it is clear that the source MAC, destination MAC, and IP
address are disabled. Even more security can be attained by enabling one or more of these

additional validation checks. To do so, execute the command ip arp inspection
validate followed by the address type.

Assume that an attacker with the source IP address 192.168.10.1 connects to VLAN 10 on
interface FastEthernet0/5 and sends ARP replies, pretending to be the default router for the
subnet in an attempt to initiate an MITM attack. The switch with DAI enabled inspects these
reply packets by comparing them with the DHCP snooping table. The switch then tries to find an
entry for the source IP address 192.168.10.1 on port FastEthernet0/5. If there is no entry, then
the switch discards these packets.

$SW_DAI-4-DHCP_SNOOPING DENY: 1 Invalid ARPs (Res) on Fa0/5, wvlan 10

([0013.6050.acf4/192.168.10.1/ffff.ffff.£££f£/192.168.10.1/05:37:31 UTC Tue
Apr 16 2024])

If the discarding of packets starts, then the drop count begins to increase. You can see this

increase in the drop count in the DAI output. To see the output, execute the command show ip
arp inspection

Switch (config) # show ip arp inspection

Source Mac Validation: Disabled

Destination Mac Validation: Disabled

IP Address Validation: Disabled

Vlian Configuration Operation ACL Match Static ACL
10 Enabled Active

Vlian ACL Logging DHCP Logging Probe Logging

10 Deny Deny Off
Vlan Forwarded Dropped DHCP Drops ACL Drops
10 30 5 b 0

Vlian DHCP Permits ACL Permits Probe Permits Source MAC Failures

10 30 0 0 0
Vlian Dest MAC Failures IP Validation Failures Invalid Protocol Data

10 0 0 0

Module 08 Page 1324 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures
Sniffing

Exam 312-50 Certified Ethical Hacker

22 Module 08 | Sniffing

Capsa Portable Network Analyzer

ARP flooding attacks and in locating the attack source
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ARP Spoofing Detection Tools

It helps security professionals in quickly detecting ARP poisoning and
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&/ | Wireshark
https//www.wireshark.org

Q OpUtils

(/{a https://www.manageengine.com

netspionage
https://github.com

g

NetProbe

https://github.com

ARP- GUARD

https//arp-guard.com

) EP

ARP Spoofing Detection Tools
= Capsa Portable Network Analyzer

Source: https://www.colasoft.com

Capsa, a portable network performance analysis and diagnostics tool, provides packet
capture and analysis capabilities with an easy-to-use interface, allowing users to protect
and monitor networks in a critical business environment. It helps security professionals
in quickly detecting ARP poisoning and ARP flooding attacks and in locating the attack

source.
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() Analysis Project 1 - Colasoft Capsa Enterprise Trial
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Figure 8.38: Screenshoégpsa Portable Network Analyzer
Some examples of ARP spoofing dete ion tools are listed below:

» Wireshark (https.//www.wireshark.org)

» OpUtils (https://www.manageengine.com)

" netspionage (https://github.com)

= NetProbe (https://github.com)

* ARP-GUARD (https://arp-guard.com)
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MAC Spoofing/Duplicating

« A MAC duplicating attack is launched by sniffing a network for MAC addresses of clients who are actively associated with
a switch port and re-using one of those addresses

« Bylistening to the traffic on the network, a malicious user can intercept and use a legitimate user's MAC address to
receive all the traffic destined for the user

« This attack allows an attacker to gain access to the network and take over someone’s identity on the network

My MAC address Switch Rule: Allow accessto the network only
is aatbb:cc:dd:ee:ff ifyour MACaddress is aa:bb:cc:dd:ee:ff
._.
" |:[6asss)| - ) S ”
s Switch '
Legitim ate User Attacker sniffs the network for MAC addresses of

the currently associated users and then uses that
MAC address to attack otherusers associated to

No! My the same switch port

MAC Address is
aa:bb:cc:dd:ee:ff

v -

b

ﬂ Attacker Www
: Internet

Note: This technique can be used to bypass Wireless Access Points’ MAC filtering
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Sniffing Technique: Spoofing Attacks

Besides ARP spoofing, an attacker can also use MAC:spoofing, IRDP spoofing, VLAN hopping,
and STP attacks to sniff the traffic of a target network. This section describes spoofing
techniques that help attackers to steal sensitive/information. This section also explains how to
defend against MAC spoofing, VLAN hopping, and STP attacks.

MAC Spoofing/Duplicating

MAC duplicating refers to spoofing a MAC address with the MAC address of a legitimate user on
the network. A MAC duplicating attack involves sniffing a network for MAC addresses of
legitimate clients connected to the network. In this attack, the attacker first retrieves the MAC
addresses of clients who are actively associated with the switch port. Then, the attacker spoofs
a MAC address with the MAC address of the legitimate client. If the spoofing is successful, then
the attacker can receive all the traffic destined for the client. Thus, an attacker can gain access
to the network and take over the identity of someone on the network.
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The diagram shows how an attacker performs a MAC spoofing/duplicating attack.

My MAC address Switch Rule: Allow access to the network only
is aa:bb:cc:dd:ee:ff if your MAC address is aa:bb:cc:dd:ee:ff
.‘l
" |:[oooaoo) ‘
" Switch ;
Legitimate User Attacker sniffs the network for MAC addresses of

the currently associated users and then uses that
MAC address to attack other users associated to

No! My the same switch port
MAC Address is .
aa:bb:cc:dd:ee:ff S ( ]
L=

ﬂ Attacker wWww
Internet

Figure 8.39: MAC spoofing/duplicating attack
Note: This technique can be used to bypass wireless access points’ MAC filtering.
MAC Spoofing Technique: Windows
There are two methods for MAC spoofing in Windows 11 OS:
Method 1: If the network interface card supports clone MAC address, then follow these steps:

1. Click on Start, search for Control Panel and open it, then navigate to Network and
Internet > Networking and Sharing Center.

2. Click on Ethernet and then click on Properties in the Ethernet Status window.

3. In the Ethernet Properties windowj.click on the Configure button and then on the
Advanced tab.

4. Under the “Property” section, browse for Network Address and click on it.

5. On the right-hand side, under “Value,” type in the new MAC address you would like to
assign and click OK.

Note: Enter the MAC address number without “:” in between.
6. Type “ipconfig/all” or “net config rdr” in the command prompt to verify the changes.

7. If the changes are visible, then reboot the system, or else try method 2 (change MAC
address in the registry).
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Microsoft Hyper-V Network Adapter Properties X

General | Advanced | Driver Details Events

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the nght.

Property: Value:

Forwarding Optimization © 000495906816
HyperV Network Adapter Name
IPSec Offload

IPv4 Checksum Offload

Jumbo Packet

Large Send Offload Version 2 (IPv-
Large Send Offload Version 2 (IPv!
Max Number of RSS Processors

M aximum Number of RSS Queues
M)!'.i ll- F1OCE Of INUIMDE
Network Address

Network Drect (RDMA)

Packet Direct

Receive Buffer Size

() Not Present

New MAC
Address

‘.. OK \ Cancel

~ 7

Figure 8.40: Ethernet Properties dialog box

Method 2: Steps to change the MAC address in the registry:

1. Press Win + R to open Run, and type regedit to start the registry editor.

2. Go to "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e972-
e325-11ce-bfc1-08002be10318} and double-click on it to expand the tree.

3. Four-digit sub keys representing network adapters will be found (starting with 0000,
0001, 0002, etc.).

4. Search for the proper “DriverDesc” key to find the desired interface.

5. Right-click on the appropriate sub key and add the new string value “NetworkAddress”
(data type “REG_SZ”) to contain the new MAC address.

6. Right-click on the “NetworkAddress” string value on the right side and select Modify...

7. Now, in the “Edit String” dialog box, enter the new MAC address in the “Value data”
field and click “OK.”

8. Disable and then re-enable the network interface that was changed, or reboot the
system.
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IComputer\HKE‘(_LOCAI._MACHINE\SYSTEM\CurrentControISet\Cantrol\CIass\{4d36e9?2-e325-11ce-hfc1 -08002be1031810001 I

> {4d36e968-e325-11ce-bfc1-08002be10318}
> {4d36e969-2325-11ce-bfc1-08002be10318}
> {4d36e96a-£325-11ce-bfc1-08002be10318}
> {4d36e96b-2325-11ce-bfc1-08002be10318}
> {4d36e96c-e325-11ce-bfc1-08002be10318}
> {4d36e96d-2325-11ce-bfc1-08002be 10318}
> {4d36e56e-£325-11ce-bfc1-08002be10318}
> {4d36e96f-e325-11ce-bfc1-08002be 10318}
> {4d36e970-2325-11ce-bfc1-08002be10318}
> {4d36e971-£325-11ce-bfc1-08002be10318}

v {4d36e972-2325-11ce-bfc1-08002be10318}
> 0000
oot

Linkage
» Ndi
> 0002
> 0003
» 0004
» 0005
» 0008
» 0007
» 0008
» 0009
b Configuration
Properties

> {4d36e973-2325-11ce-bfc1-08002be10318}
> {4d36e974-£325-11ce-bfc1-08002be10318}
> {4d36e975-e325-11ce-bfc1-08002be10318}
> {4d36e5977-¢325-11ce-bfc 1-08002be 10318}
> {4d36e978-£325-11ce-bfc1-08002be10318}
> {4d36e979-2325-11ce-bfc1-08002be10318}
> {4d36e97b-e325-11ce-bfc1-08002be 10318}
: > {4d36e97d-2325-11ce-bfc1-08002be 10318}
> {4d36e57e-e325-11ce-bfc1-08002be10318}

Name Type Data
ab|*RsclPud REG_SZ 1
ab|*Rsc|Pub REG_SZ 1
ab|*RSS REG_SZ 1
ab|*RssBaseProcNu.. REG_SZ 0
ab|*RsshiaxProcMu.. REG_SZ 63
ab|*RSSProfile REG_SZ 4
ab|*TCPChecksum.. REG_SZ 3
ab|*TCPChecksum.. REG_SZ 3
ab|*UDPChecksum... REG_SZ 3
abl*UDPChecksurn... REG_SZ 3
ab|BusType REG_SZ 0x0
a| Characteristics REG_DWORD 0 00000004 (4)
ab| Componentld REG_SZ WMBUS\{f8615163-df 3e-46c5-013f-f2d2f965 edDe}
ab| DevicelnstancelD REG_SZ WMBUS\fE615163- df3e-46c5-913f-f2d2f965 ede ]\f...
ab| DriverDate REG_SZ 6-21-2006
| #| DriverDateData REG_BINARY 0080 8ca3c5McED
I ab| DriverDesc REG_SZ Microsoft Hyper-V Network Adapter I
| b Driverversion REG_SZ 10.0.22000.434
-‘b:ForwardmgOptl‘.. REG_SZ Edit String X
ab|HypervNetwork,., REG_SZ
5| IfTypePreStart REG_DW( value name:
20 InfPath REGSZ  Networkaddress
abl|nfSection REG SZ | ~
%) InstallTimeStamp  REG_BIN Yalue data:
ab| MatchingDewviceld REG_SZ 00043530681
ab| NetCfglnstanceld REG_SZ C
ancel
ol NetLuidindex REG_DWW/(
ab| NetworkAddress REG_SZ I 000495906816
#is| NetworkInterfac... REG_QWORD Ox1d81357738060df (132877455328305375)
ab| ProviderName REG_SZ Microsoft
ab|ReceiveBufferSize REG_SZ 8192
REG_SZ 1024

(| ab) SendBufferSize

MAC Spoofing Tools
MAC Address Changer

Figure 8.41: Registry Editor

Source: https://www.appsvoid.com

MAC Address Changer is a lightweight application that enables attackers to change or
spoof the MAC address of network adapters while performing network sniffing attacks.
This tool generates a randomized MAC address and restores the original MAC address if

required.

{3 MAC Address Changer

@ include Virtual Adapters

Device ID Enabled Adapter MAC Address Adapter Type  Network Connectio
1 True Microsoft Hyper-V Network Adapter 00:15:50:01:80:00 Ethernet 802.3 Ethernet
@ Change MAC Address X
00:15:50:01:80:00 Change Randomize

Refresh List Restore MAI

Cancel

Figure 8.42: Screenshot of MAC Address Changer
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Some examples of MAC spoofing tools are listed below:

=  SMAC (https://smac-tool.com)

» Technitium MAC Address Changer (TMAC) (https://technitium.com)

= Change MAC Address (https://lizardsystems.com)

= Mac Changer (https://github.com)

= AMC (Automatic Media Access Control [MAC] Address Spoofing Tool)
(https://github.com)
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IRDP Spoofing

ICMP Router Discovery Protocol (IRDP) is a routing protocol that allows a host to discover the IP addresses of active routerson
their subnet by listening to router advertisement and soliciting messages on their network

* The attacker sends a spoofed IRDP router advertisement message to the host on the subnet, causing it to change its default
router to whatever the attacker chooses

* This attack allows the attacker to sniff the traffic and collect valuable information from the packets
« Attackers can use IRDP spoofing to launch marn-in-the-middle, denial-of-service, and passive sniffing attacks

_____ o >|.[0D000)| < "
. wWww
< Router
== Internet
1 :
. .([606a60)| . > ﬂ
3 Attacker Router Attacker

Routing Table
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IRDP Spoofing

ICMP Router Discovery Protocol (IRDP) is a routing pretocol that allows a host to discover the IP
addresses of active routers on its subnet by listening to router advertisement and solicitation
messages on its network. The attacker can add default route entries on a system remotely by
spoofing router advertisement messages.~AS/IRDP does not require any authentication, the
target host will prefer the default route defined by the attacker over the default route provided
by the DHCP server. The attacker accomplishes this by setting the preference level and lifetime
of the route at high values to ensure that the target hosts will choose it as the preferred route.
This attack succeeds if the attacker launching the attack is on the same network as the victim.
In the case of a Windows system configured as a DHCP client, Windows checks the received
router advertisements for entries. If there is only one, then it checks whether the IP source
address is within the subnet. If so, then it adds the default route entry; otherwise, it ignores the
advertisement.

> [:|00000]| € >

wWww

Router

Internet

.[06000]| .
Attacker Router Atktiokas
Routing Table
Figure 8.43: IRDP spoofing
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An attacker can use this to send spoofed router advertisement messages so that all the data
packets travel through the attacker’s system. Thus, the attacker can sniff the traffic and collect
valuable information from the data packets. Attackers can use IRDP spoofing to launch MITM,
DoS, and passive sniffing attacks.

= Passive Sniffing: In a switched network, the attacker spoofs IRDP traffic to re-route the
outbound traffic of target hosts through the attacker’s machine.

= MITM: Once sniffing starts, the attacker acts as a proxy between the victim and the
destination. The attacker plays an MITM role and tries to modify the traffic.

*= DoS: IRDP spoofing allows remote attackers to add wrong route entries into the victim’s
routing table. The wrong address entry causes DoS.

Prevent IRDP spoofing attacks by disabling IRDP on hosts, if the OS permits it.
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VLAN Hopping

VLAN Hopping is a network attack method used to gain unauthorized access to resources on a virtual local area network (VLAN)
This type of attack allows an attacker to bypass network segmentation controls, which are putin place to isolate network trdfic
for security and management reasons.

Switch Spoofing Double Tagging

Attackers connect a rogue switch onto the network by tricking a
legitimate switch and therebycreating a trunk link between them

Attackers add and modify tags in the Ethernet frame, thereby
allowing the flow of traffic through any VLAN in the network

Rogue OO0 Legitimate ! Inner
. -_ :-I'.‘lﬂ [a]a]a] : i
Switch L 0ooao Switch 1 switch1 |-[A0000 —_— . anoanall switeh 2
Trunk i :
: Trunk
Unauthorized !
Trink VLN 10 g : Outer Ilnner VLAN1 YN 20
1
pt — & =
(@ = = @ |
: T : TRF 1
2 1
! Attacker
1
Attacker Server1 Server2 : B
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VLAN Hopping

VLAN Hopping is a network attack method used to gain unauthorized access to resources on a
virtual local area network (VLAN). The main purpose behind a VLAN hopping attack is to gain
access to the traffic flowing in other VLANs present in the same network, which is otherwise
inaccessible.

Networks usually have poor VLAN«implementation or have misconfigurations that allow
attackers to perform this type of attack. This type of attack allows an attacker to bypass
network segmentation controls, which are put in place to isolate network traffic for security
and management reasons. Attackers perform VLAN hopping attacks to steal sensitive
information such as passwords; modify, corrupt, or delete data; install malicious codes or
programs; or spread viruses, Trojans, and worms throughout the network.

VLAN hopping attacks can be performed via two primary methods, as given below:
= Switch Spoofing

Using switch spoofing, the attacker connects a rogue switch into the network by tricking
a legitimate switch and thereby creating a trunk link between them. After establishing a
trunk link, the traffic from multiple VLANs can be sent to and through the rogue switch,
therefore allowing an attacker to sniff and view the packet content. This attack is
successful only when the legitimate switch is configured to negotiate a trunk
connection, or when the interface is configured with “dynamic auto,” “dynamic
desirable,” or “trunk” mode.

Module 08 Page 1334 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures
Sniffing

Rogue
Switch

= Double Tagging

Exam 312-50 Certified Ethical Hacker
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(66668

Unauthorized
Trunk

Attacker

Trunk

Switch

VLAN 10 VLAN 20

Figure 8.44: lllustration of switch spoofing

Using double tagging, the attacker adds and modifies tags in the Ethernet frame,
thereby allowing the flow of traffic through any VLAN in the network. The Ethernet
frame that is sent by the attacker contains two 802.1Q tags, inner and outer; the inner
tag is the VLAN tag of a target switch that the attacker wants to reach, and the outer tag
is the native VLAN of the attacker. When the switch receives the Ethernet frame, it
strips off the outer tag, as it is the same as the tag for the native VLAN, and forwards the
frame with an inner tag on all its trunk interfaces. This allows an attacker to bypass the
network mechanism by jumping from his native VLAN to the victim’s VLAN(s), and also
allows him/her to send the traffic to other “WVLANs. This attack is possible only if the
switch ports are configured to use native MLANSs.

Switch 1
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Figure 8.45: lllustration of double tagging
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STP Attack

« Attackers connect a rogue switch into the network to change the operations of the STP protocol and sniff all the network trafic
» Attackers configure the rogue switch such that its priority is less than that of any other switch in the network, which makesit the
root bridge, thus allowing the attackers to sniff all the traffic flowing in the network

Traffic flow

00000

cﬁ\dﬂ Switch 1
< Priority = 32769

Root Bridge
Rogue Switch
Priority = 0 [a]a]a]a]a] o [TaTaTaTa)|

.
)

N

Traffic flow Switch 2 Traffic flow

Attacker sniffs all Priority = 32769
the network traffic

Attacker
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STP Attack

In a Spanning Tree Protocol (STP) attack, attackers connect a rogue switch into the network to
change the operation of the STP protocol and sniff‘all the network traffic. STP is used in LAN-
switched networks with the primary function, ef removing potential loops within the network.
STP ensures that the traffic inside the network follows an optimized path to enhance network
performance. In this process, a switch inside the network is appointed as the root bridge. After
the selection of the root bridge, other switches in the network connect to it by selecting a root
port (the closest port to the root bridge).

The root bridge is selected with the help of Bridge Protocol Data Units (BPDUs). BPDUs each
have an identification number known as a BID or ID. These BIDs consist of the Bridge Priority
and the MAC address. By default, the value of the Bridge Priority is 32769.

If an attacker has access to two switches, he/she introduces a rogue switch in the network with
a priority lower than any other switch in the network. This makes the rogue switch the root
bridge, thus allowing the attacker to sniff all the traffic flowing in the network.
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Figure 8.46: lllustration of an STP attack
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How to Defend Against MAC Spoofing
Use DHCP Snooping Binding Table, Dynamic ARP Inspection,and IP Source Guard

sh ip dhcp snooping binding

Machddress IpAddress Lease Type VLAN Interface ® ¢
------------------------------------------------------------------------------------------------------------------------- =), 10.10.10.1
2a:33:4¢0:2f;4a:1lc 10.10.10.9 185235 dhep- 4 FastEthernet3/18 MAC A

T If IP and MAC entry in the binding table

Dynamic ARP Inspection Enabled does notmatch, then discard the packet

DHCP Snooping Enabled
IP Source Guard Enabled

Traffic Sent with IP
‘ 10.10.10.5 Mac B
i |

]

Traffic Sentwith IP ___|
10.10.10.2 10.10.10.2 Mac C = 10.10.10.5
MAC B = = MAC C
Received Traffic Source m

o (ol e ale il
l -
—

AN AN AN

~

[Z

—_—

IP 10.10.10.2 Mac B

Check the MAC and IP fields to see if the traffic from the
interface is in the binding table; if not, then traffic is blocked
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How to Defend Against MIAC Spoofing

Performing security assessments is the primary aim.of an ethical hacker. An ethical hacker
attacks a target network or organization with.the knowledge and authorization of its
management, to find loopholes in the security architecture. However, the job does not end
there. Finding those loopholes is a minor task. The most crucial task of ethical hacking is to
apply the appropriate countermeasures to security loopholes to fix them.

Once you have tested the network for MAC spoofing attacks and collected security loopholes,
you should apply countermeasures to protect the network from further MAC spoofing. Many
MAC spoofing countermeasures can be applied to specific network architectures and loopholes.
Apply the appropriate countermeasures to your network.

To detect MAC spoofing, it is necessary to know all the MAC addresses in the network. The best
way to defend against MAC address spoofing is to place the server behind the router. This is
because routers depend only on IP addresses, whereas switches depend on MAC addresses for
communication in a network. Making changes to the port security interface configuration is
another way to prevent MAC spoofing attacks. Once you enable the port-security command, it
allows you to specify the MAC address of the system connected to the specific port. It also
allows for specific action to be taken if a port security violation occurs.

You can also implement the following techniques to defend against MAC address spoofing
attacks:

= DHCP Snooping Binding Table: The DHCP snooping process filters untrusted DHCP
messages and helps to build and bind a DHCP binding table. This table contains the MAC
address, IP address, lease time, binding type, VLAN number, and interface information
to correspond with untrusted interfaces of a switch. It acts as a firewall between
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untrusted hosts and DHCP servers. It also helps in differentiating between trusted and
untrusted interfaces.

= Dynamic ARP Inspection: The system checks the IP-MAC address binding for each ARP
packet in a network. While performing a DAI, the system will automatically drop invalid
IP-MAC address bindings.

= |P Source Guard: IP Source Guard is a security feature in switches that restricts the IP
traffic on untrusted layer 2 ports by filtering traffic based on the DHCP snooping binding
database. It prevents spoofing attacks when the attacker tries to spoof or use the IP
address of another host.

= Encryption: Encrypt the communication between the access point and computer to
prevent MAC spoofing. Also, use secure encryption protocols such as WPA3 to protect
against MAC address spoofing by intercepting and manipulating traffic as legitimate
devices.

= Retrieval of MAC Address: You should always retrieve the MAC address from the NIC
directly instead of retrieving it from the OS.

* |mplementation of IEEE 802.1X Suites: This is a type of network protocol for port-based
Network Access Control (PNAC), and its main purpose is to enforce access control at the
point where a user joins the network.

= AAA (Authentication, Authorization, and Accounting): Use an AAA (Authentication,
Authorization, and Accounting) server mechanism to filter MAC addresses subsequently.

= Network Access Control (NAC): Use NAC systems to enforce security policies on devices
attempting to access the network. It can check for signs of MAC spoofing for preventing
unauthorized access based on a‘wide range of criteria.

= Rate Limiting and Traffic Analysis: Implement rate limiting on network devices that can
help in mitigating the effects of MAC flooding attacks.

= Regular Network Audits and Security Assessments: Regularly audit networks for
unknown devices, unexpected traffic patterns, and compliance with security policies to
identify potential vulnerabilities and mitigate them before they are exploited.

= Port Security: Configure port security on switches to limit the number of MAC addresses
allowed on a single port, and specify the MAC addresses that can be permitted.
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sh ip dhcp snooping binding

MacAddress IpAddress Lease Type VLAN Interface
S S AR 2 : S : : : i 10.10.10.1
2a:33:4c:2f:4a:1lc 10.10.10.9 185235 dhcp- 4 FastEthernet3/18
snooping MAC A
A
If IP and MAC entry in the binding table

DHCP Snooping Enabled
Dynamic ARP Inspection Enabled
IP Source Guard Enabled

does not match, then discard the packet

Traffic Sent with IP
10.10.10.5 Mac B
= ‘

AN N AN

Nl

—

10.10.10.5
MACC

[

Traffic Sent with IP

10.10.10.2 10.10.10.2 Mac C

MACB

Received Traffic Source
IP 10.10.10.2 Mac B

Check the MAC and IP fields to see if the traffic from the
interface is in the binding table; if not, then traffic is blocked

Figure 8.47: Defending against MAC spoofing
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How to Defend Against VLAN Hopping
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Defend against Switch Spoofing Defend against Double Tagging

* Explicitly configure the ports as access ports and * Ensure to specify the default VLAN, which is
ensure that all access ports are configured not to used if the interface stops trunking:
negotiate trunks: switchport access vian 2
switchport mode access « Ensure that the native VLANS on all trunk
switchport mode nonegotiate ports are changed to an unused VLAN ID:

» Ensure that all trunk ports are configured not to swifchport trunk native vian 999
negotiate trunks: - Ensure that the native VLANSs on all trunk
switchport mode trunk ports are explicitly tagged:
switchport mode nonegotiate vlan dot1q tag native

How to Defend Against VLAN Hopping

Defend Against Switch Spoofing

Perform the following steps to configure a switeh to prevent switch spoofing attacks:

Explicitly configure the ports as access ports, and ensure that all access ports are
configured not to negotiate trunks:

switchport mode access

switchport mode nonegotiate

Ensure that all trunk ports are configured not to negotiate trunks:
switchport mode trunk

switchport mode nonegotiate

Defend Against Double Tagging

Perform the following steps to configure a switch to prevent double tagging attacks:

Ensure that you specify the default VLAN, which is used if the interface stops trunking:
switchport access vlan 2

Ensure that the native VLANs on all trunk ports are changed to an unused VLAN ID:
switchport trunk native wvlan 999

Ensure that the native VLANSs on all trunk ports are explicitly tagged:

vlan dotlg tag native
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Some additional measures to defend against double tagging attacks are as follows:

= Use Private VLANs: Configure private VLANSs to isolate ports from each other on the
same VLAN.

= Regularly Audit and Monitor VLAN Configurations: Perform regular audits of VLAN and
switch configurations to ensure compliance with security policies.
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How to Defend Against STP Attacks

To prevent an STP attack, the following security features mustbe implemented:

Copyright @ EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited. For more information, visit ecccouncilorg

BPDU Guard Loop Guard
To enable the BPDU guard on all PortFast To enable the BPDU guard on all PortFast
edge ports: edge ports:
« configure terminal + configure terminal
« interface gigabitethernet slot/port + interface gigabitethernet slot/port
« spanning-tree portfast bpduguard * spanning-tree portfast bpduguard
Root Guard UDLD (Unidirectional Link Detection)

To enable the root guard feature on an
interface:

« configure terminal

« interface gigabitethernet slot/port

* spanning-tree guard root

To enable UDLD on an interface:
« configure terminal
interface gigabitethernet slot/port
+ udld { enable | disable | aggressive }

How to Defend Against STP Attacks

Implement the following countermeasures to defend'against STP attacks on switches:

BPDU Guard: BPDU guard must be enabled on the ports that should never receive a
BPDU from their connected devices. Fhis'is used to avoid the transmission of BPDUs on
PortFast-enabled ports. This featureshelps in preventing potential bridging loops in the
network. If BPDU guard is enabled on a switch interface and an unauthorized switch
connects to it, the port will be'set to errdisable mode when a BPDU is received. The
errdisable mode shuts down the port and disables it from sending or receiving any
traffic.

Use the following commands to enable BPDU guard on a switch interface:
configure terminal

interface gigabitethernet slot/port

spanning-tree portfast bpduguard

Root Guard: Root guard protects the root bridge and ensures that it remains as the root
in the STP topology. It forces the interfaces to become the designated ports (forwarding
ports) to prevent the nearby switches from becoming root switches. Therefore, if a port
enabled with the root guard feature receives a superior BPDU, it converts that port into
a loop inconsistent state (not errdisabled), thus protecting an STP topology change. This
port remains inactive only for that specific switch/switches attempting to change the
STP topology. This port remains in down state until the issue is resolved.
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Use the following commands to enable the root guard feature on a switch interface:
configure terminal
interface gigabitethernet slot/port
spanning-tree guard root

" Loop Guard: Loop guard improves the stability of the network by preventing it against
the bridging loops. It is generally used to protect against a malfunctioned switch.
Use the following commands to enable the loop guard feature on a switch interface:
configure terminal
interface gigabitethernet slot/port
spanning-tree guard loop

= UDLD (Unidirectional Link Detection): UDLD enables devices to detect the existence of
unidirectional links and further disable the affected interfaces in the network. These
unidirectional links in the network can cause STP topology loops.
Use the following command to enable UDLD on a switch interface:
configure terminal
interface gigabitethernet slot/port
udld { enable | disable | aggressive }

= Deploy PortFast: Apply PortFast to all access ports to reduce the time spent in listening
and learning STP states. However, ensure that BPDU Guard is enabled to mitigate risks.

= Regularly update and patch network devices: Update firmware and software on
network devices regularly to protect against known vulnerabilities.

= Restrict network access: Limit physical access to network ports and devices to prevent
unauthorized STP configuration changes.

= Network segmentation: Limit the scope of STP attacks by dividing larger broadcast
domains into smaller, manageable segments.
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DNS Poisoning Techniques

DNS poisoning is a technique that tricks a DNS server + It allows the attacker to replace IP address entries for a
into believing that it has received authentic information target site on a given DNS server with the IP address of the
when it has not received any server he/she controls
» It results in the substitution of a false IP address at the « Attackers use DNS poisoning tools such as DerpNSpoof to
DNS level where the web addresses are converted into create fake DNS entries for the server (containing malicious
numeric IP addresses content) with names similar to that of the target server
3 S
Victim s Intranet DNS > Attacker
Spoofing (Local m
network)
Intgrnel DNS DNS Cache
Spoofing (Remote Pocarnin
network) N 9
Proxy Server A
DNS Server ” DNS Poisoning A-2N DNs Attack
‘-i— / Scripts
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Sniffing Technique: DNS Poisoning

This section describes DNS poisoning techniques to sniff the DNS traffic of a target network.
Using this technique, an attacker can obtain the'ID.of the DNS request by sniffing and can send
a malicious reply to the sender before the actual'DNS server responds.

DNS Poisoning Techniques

DNS is the protocol that translates a demain name (e.g., www.eccouncil.org) into an IP address
(e.g., 208.66.172.56). The protocol uses DNS tables that contain the domain name and its
equivalent IP address stored in a distributed large database. In DNS poisoning, also known as
DNS spoofing, the attacker tricks a DNS server into believing that it has received authentic
information when, in reality, it has not received any. The attacker tries to redirect the victim to
a malicious server instead of the legitimate server. The attacker does this by manipulating the
DNS table entries in the DNS. This results in substitution of a false IP address at the DNS level,
where web addresses are converted into numeric IP addresses.

When the victim tries to access a website, the attacker manipulates the entries in the DNS table
so that the victim’s system redirects the URL to the attacker’s server. The attacker replaces IP
address entries for a target site on a given DNS server with the IP address of the server
(malicious server) he/she controls. The attacker can create fake DNS entries for the server
(containing malicious content) with the same names as that of the target server. Thus, the
victim connects to the attacker’s server without realizing it. Once the victim connects to the
attacker’s server, the attacker can compromise the victim’s system and steal data.
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DNS poisoning is possible using the following techniques:

= Intranet DNS Spoofing

= Internet DNS Spoofing

= Proxy Server DNS Poisoning

= DNS Cache Poisoning
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Intranet DNS Spoofing

» In this technique, the attacker’s system must be connected to the local area network (LAN) and be able to sniff packets
« It works well against switches with ARP Poison Routing
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Intranet DNS Spoofing

An attacker can perform an intranet DNS spoofing attack on a switched LAN with the help of
the ARP poisoning technique. To perform this attack, the attacker must be connected to the
LAN and be able to sniff the traffic or packets..An attacker who succeeds in sniffing the ID of the
DNS request from the intranet can send acmalicious reply to the sender before the actual DNS
server.

The diagram describes how an attacker performs an intranet DNS spoofing.
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0 1000 requests to his machine § ‘i"‘-‘t?]e"“m a"‘i
redirects the reques

to real website

WWW.Xsecurity.com
is located at
10.0.0.5

a

Attacker runs [@:: x

arpspoof/dnsspoof =
Fake Website

®

DNS Response

Figure 8.48: Intranet DNS spoofing

In the diagram, the attacker poisons the router by running arpspoof/dnsspoof to redirect DNS
requests of clients to the attacker’s machine. When a client (John) sends a DNS request to the
router, the poisoned router sends the DNS request packet to the attacker’s machine. Upon
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receiving the DNS request, the attacker sends a fake DNS response that redirects the client to a
fake website set up by the attacker. The attacker owns the website and can see all the
information submitted by the client to that website. Thus, the attacker can sniff sensitive data,
such as passwords, submitted to the fake website. The attacker retrieves the required
information and then redirects the client to the real website.
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Internet DNS Spoofing

Internet DNS Spoofing, the attacker infects John’s machine with a Trojan and changes his DNS IP address
to that of the attacker’s
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— and redirects the requestto
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Attacker infects John's computer by
changing his DNS IP address to 200.0.0.2

Internet DNS Spoofing

Internet DNS poisoning is also known as remote DNS poisoning. Attackers can perform DNS
spoofing attacks on a single victim or on multiple victims anywhere in the world. To perform
this attack, the attacker sets up a rogue DNS server with a static IP address.

Attackers perform Internet DNS spoofing'with the help of Trojans when the victim’s system
connects to the Internet. This is an MiTMrattack in which the attacker changes the primary DNS
entries of the victim’s computer. The attacker replaces the victim’s DNS IP address with a fake
IP address that resolves to the attacker’s system. Thus, the victim’s traffic redirects to the
attacker’s system. At this point, the attacker can easily sniff the victim’s confidential
information.

The figure illustrates an attacker performing Internet DNS spoofing. The attacker infects John’s
machine with a Trojan and changes his DNS IP address to that of the attacker.
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01 m (1p: 200.0.0.2)
Attacker infects John's computer by
changing his DNS IP address to 200.0.0.2
Figure 8.49: Internet DNS Spoofing
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Proxy Server DNS Poisoning

The attacker sends a Trojan to John's machine that changes his proxy server settings in Internet Explorer to
that of the attacker’s and redirects to the fake website
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Proxy Server DNS Poisoning

In the proxy server DNS poisoning technique, the“attacker sets up a proxy server on the
attacker’s system. The attacker also configures'a fraudulent DNS and makes its IP address a
primary DNS entry in the proxy server. The attacker changes the proxy server settings of the
victim with the help of a Trojan. The proxy serves as a primary DNS and redirects the victim’s
traffic to the fake website, where the ‘attacker can sniff the confidential information of the
victim and then redirect the request to'the real website.

As shown in the figure, an attacker sends a Trojan to John’s machine that changes his proxy
server settings in Internet Explorer to those of the attacker, and redirects the request to a fake
website.
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Figure 8.50: Proxy server DNS poisoning
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DNS Cache Poisoning

» DNS cache poisoning refers to altering or adding forged DNS records into the DNS resolver cache so that a DNS query
IS redirected to a malicious site

» If the DNS resolver cannot validate that the DNS responses have been received from an authoritative source, it will
cache the incorrect entries locally, and serve them to users who make a similar request
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DNS Cache Poisoning

DNS cache poisoning refers to altering or adding forged DNS records in the DNS resolver cache
so that a DNS query is redirected to a malicious'site. The DNS system uses cache memory to
hold the recently resolved domain names. The attacker populates it with recently used domain
names and their respective IP address entries. When a user request is received, the DNS
resolver first checks the DNS cache;_ if the system finds the domain name that the user
requested in the cache, the resolver will quickly send its respective IP address. Thus, it reduces
the traffic and time of DNS resolving.

Attackers target and make changes or add entries to this DNS cache. If the DNS resolver cannot
validate that the DNS responses have come from an authoritative source, it will cache the
incorrect entries locally and serve them to users who make the same request. The attacker
replaces the user-requested IP address with the fake IP address and, when the user requests
that domain name, the DNS resolver checks the entry in the DNS cache and picks the matched
(poised) entry. Then, it redirects the victim to the attacker’s fake server instead of the intended
server.
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Figure 8.51: DNS cache poisoning
SAD DNS Attack

SAD DNS is a new variant of DNS cache poisoning, in which an attacker injects harmful DNS
records into a DNS cache to divert all traffic toward their own servers. With this technique,
attackers attempt to mislead client browsers to fake websites infected with malicious files,
instead of the legitimate website. Attackers exploit side channels; flaws such as dnsmasq,
unbound, and BIN in the latest OSes; and obsolete DNS software used to resolve DNS queries to
perform SAD DNS attacks.

DNS Poisoning Tools

DNS poisoning tools allow attackers to redirect a,domain name to a different IP address listed in

a fake DNS entry file. The DNS request made'to the target site goes through a server containing
malicious content with the same name.

* DerpNSpoof
Source: https://github.com

DerpNSpoof is a DNS poisoning tool that assists in spoofing the DNS query packet of a
certain IP address or a group of hosts in the network.

Using this tool, attackers can create a list of fake DNS records and load it while running
the tool to redirect the victim to some other website.
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Figure 8.52: Screenshot of DerpNSpoof tool

Some examples of additional DNS poisoning tools are listed below:
= deserter (https://qgithub.com)
= PolarDNS (https://github.com)
= Ettercap (https://www.ettercap-project.org)
= Evilgrade (https://github.com)
= DNS Goisoner (https://github.com)
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How to Defend Against DNS Spoofing
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Restrict the DNS recusing service, full or partial, to
authorized users

Implement a Domain Name System Security
Extension (DNSSEC)

Use DNS Non-Existent Domain (NXDOMAIN) rate
limiting

Use a Secure Socket Layer (SSL) for securing
the traffic

Resolve all DNS queries to a local DNS server Secure internal machines

Block DNS requests to external servers Use a static ARP and IP tables

Configure a firewall to restrict external DNS lookup Use Secure Shell (SSH) encryption

Do not allow outgoing traffic to use UDP port 53
as a default source port

Implement an intrusion detection system (IDS)
and deploy it correctly

Audit the DNS server regularly to remove
vulnerabilities

Configure the DNS resolver to use a new random
source port for each outgoing query

HEOOEOO®®

How to Defend Against DNS Spoofing

Major DNS implementations have reported attacks using DNS spoofing, and this vulnerability
still affects a large number of organizations. This is because of a lack of information when
performing DNS queries, which allows attackers to spoof DNS responses. We have already
discussed how an attacker performs different types of DNS spoofing attacks. We now discuss
how to defend a network from these types of attacks.

Countermeasures that help prevent DNS spoofing attacks are as follows:

Implement Domain Name System Security Extensions (DNSSEC).

Use a Secure Socket Layer (SSL) for securing the traffic.

Resolve all DNS queries to a local DNS server.

Block DNS requests to external servers.

Configure a firewall to restrict external DNS lookup.

Implement an intrusion detection system (IDS) and deploy it correctly.
Configure the DNS resolver to use a new random source port for each outgoing query.
Restrict the DNS recusing service, full or partial, to authorized users.
Use DNS nonexistent domain (NXDOMAIN) rate limiting.

Secure internal machines.

Use static ARP and IP tables.

Use Secure Shell (SSH) encryption.
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Do not allow outgoing traffic to use UDP port 53 as a default source port.
Audit the DNS server regularly to remove vulnerabilities.

Use sniffing detection tools.

Do not open suspicious files.

Always use trusted proxy sites.

If a company handles its own resolver, it should be kept private and well protected.
Randomize source and destination IP addresses.

Randomize query IDs.

Randomize the case in name requests.

Use Public Key Infrastructure (PKI) to protect the server.

Maintain a single or specific range of IP addresses to log into systems.
Implement packet filtering for both inbound and outbound traffic.
Restrict DNS zone transfers to a limited set of IP addresses.

Employ DNS Cookie RFC 7873 or deactivate departing ICMP packets to prevent SAD DNS
attacks.

Use 0x20 encoding and DNS cookies as additional security to DNS messages.

Reduce the timeout period for outstanding queries to prevent SAD DNS attacks.

Update the DNS servers to the latest'patches to prevent breaches.

Use Remote Name Daemon Control (RNDC) keys if responses are to be made on port 53.
Ensure that the “Hosts” file resolution is disabled on both the clients and servers.
Configure STUB zones for frequently accessed domains.

Implement robust password policies for users managing DNS records.

Use DNS resolvers that support security features such as DNS-over-HTTPS (DoH) or DNS-
over-TLS (DoT), which encrypt DNS queries, preventing eavesdropping and
manipulation.

Regularly update the DNS server software to protect against known vulnerabilities that
could be exploited to conduct spoofing attacks.

Configure ACLs on DNS servers to allow queries only from trusted sources.

Ensure that the DNS software uses secure random number generation for transaction
IDs.

Implement a DNS firewall solution or subscribe to a protective DNS service to filter
traffic.
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Objective

Use Sniffing Tools

Sniffing Tools

System administrators use automated tools to monitor their network, but attackers misuse
these tools to sniff network data. This section describes tools that an attacker can use for
sniffing.
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Sniffing Tool: Wireshark ( Follow

EC-Council C[EH"
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Wireshark

Source: https://www.wireshark.org

Wireshark lets you capture and interactively browse the traffic running on a computer network.
This tool uses WinPcap to capture packetsCon its own supported networks. It captures live
network traffic from Ethernet, IEEE 802.11,,PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame
Relay, and FDDI networks. The captured.files can be programmatically edited via the command-
line. A set of filters for customized data display can be refined using a display filter.

As shown in the screenshot, attackers use Wireshark to sniff and analyze the packet flow in the
target network and extract critical information about the target.
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Frame 16: 90 bytes on wire (720 bits), 90 bytes captu
Ethernet II, Src: MS-NLB-PhysServer-21_5d:13:9c:16 (@
Internet Protocol Version 6, Src: feB@::15:5dff:fel3:
Internet Control Message Protocol v6

33 33 00 00 00 16 02 15
00 00 00 24 00 01 Te 80
5d ff fe 13 9c 16 ff @2
0 00 00 0O 00 16 3a €O
76 d1 00 GO 00 01 04 60

v w w w

5d 13 9c 16 86 dd 60 ©0
00 00 0O 00 06 00 60 15
00 00 60 00 00 00 0O 0O
@5 02 00 00 01 00 8f @0
00 00 ff 02 00 00 G0 00

00 00 00 00 00 0O 00 0@ 00 fb

L] » 1 ]

(O 7 eth0: <live capture in progress> Packets: 2586 - Displayed: 2586 (100.0%) Profile: Default

Figure 8.53: Capturing packets using Wireshark
Follow TCP Stream in Wireshark
Source: https://www.wireshark.org

Wireshark displays data from the TCP port with a feature known as “Follow TCP stream.” The
tool sees TCP data in the same way as that of the application layer. Use this tool to find
passwords in a telnet session or to interpret a data stream.

To see the TCP stream, select a TCP packet in the packet list of a stream/connection and then
select the Follow =» TCP Stream menu item from the Wireshark Analyze menu. Wireshark
displays all the data from the TCP stream by setting an appropriate display filter. The tool
displays the streaming content in the same sequence as it appeared on the network. It displays
the captured data in ASCII, EBCDIC, hex dump, C array, or raw formats.

As shown in the screenshot, attackers can capture network traffic and gain the credentials of a
target machine. They attempt to capture its remote interface and monitor the traffic generated
from a user’s browsing activities to extract confidential user information.
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M “Ethernet . O X

File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 0 SMRNE QRe2=2F 5= QAQaqH

[I |tcp.stream eq 1 | '] +

Mo, Time Source Destination Protocol Lengtt Info

= 30 2.871899 12.12.1.11 19.1a.1.19 TCP 66 12924 + 8@ [SYN] Seqg=@ Win=(
32 2.87247@ 192.10.1.19 12.10.1.11 TCP 66 8@ » 12924 [SYN, ACK] Seqﬂe‘é
33 2.872508 l12.1@9.1.11 le.1@.1.19 TCP 54 12924 -+ 8@ [ACK] Seq=1 Ack=]
34 2.872608 A R 1 A LS 12.102.1.19 HTTP 489 GET flogin.aspx HTTP/1.1
45 2.889225 12.12.1.19 12.10.1.11 TCP 54 8@ + 12924 [ACK] Seq=1 Ack={
54 3.066992 12.10.1.19 il Balola L HTTP 4612 HTTP/1.1 2@@ OK (tesct/html|
55 3.06744 alf= Bk Balsb 192.102.1.19 TCP 54 12924 -+ 8@ [ACK] Seq=436 &cl

’ 111 1@.515729 18.10.1.11 12.1@2.1.19 HTTP 914 POST flogin.aspx HTTP/1.1
112 1@.531807 10 i e i) 19.10.1.11 TCP 54 5@ + 12924 [ACK] Seq=4559 Al

. 113 1@.541529 12.1@.1.19 12.12.1.11 HTTP 47@ HTTP/1.1 3@2 Found (text/h

-{-b 114 1@.544569 la.la. - 11 12.192.1.19 HTTP 505 GET /index.aspx HTTP/1.1 l
115 1@.562989 12.18.1.19 i 1a. 1 11 TCP 54 80 -+ 12924 [ACK] Seq=4975 P.e
116 1@.57@281 le.1@.1.19 le.1e.1.11 TCP 19034 8@ + 12924 [ACK] Seq=4975 ﬁ.s
117 1@.57@359 AT A 12.12.1.19 TCP 54 12924 -+ 8@ [ACK] Seq=1747 Al

- 118 1@.570811 12.10.1.19 12.10.1.11 HTTP 8380 HTTP/1.1 202 OK (text/html|

— 119 1@.570841 l12.10.1.11 12.102.1.19 TCP 54 12924 -+ 80 [ACK] Seq=1747 A

= Yersion: 4
«vss @101 = Header Length: 2@ bytes (5)
> Differentiated Services Field: @x@@ (DSCP: (5@, ECN: Not-ECT)
Total Leneth: 491

> Frame 114: 5@5 bytes on wire (4@4@ bits), 505 bytes captured (4@42 bits) on interface \Device\NPF_
> Ethernet II, Src: Microsoft_@1:80:00 (@@:15:5d:01:82:20), Dst: MS5-NLB-PhysServer-21_5d:55:f2:a@ (@
v Internet Protocol Version 4, Src: 10.10.1.11, Dst: 10.10.1.19

elee ....

¢

wireshark_EthernetEUD4L2.pcapng

Packets: 449. Dis*yed: 16 (3.6%%) : Dropped: 0 (0.0%%)

Profile; Default

ae a4

L

Figure 8.54: Wireshark&pturing TCP Stream

N

Q122121 Firefox/124.0
Accept: tex‘tfhtrnl,appqcxhnthtmlﬂqnl,application;‘xml,' q=0.9,image/avi
f,image/webp,*/*;q=0.8 '\,

Accept-Language: en-US,en;q=@0.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 324
Origin: http://www.moviescope.com
Connection: keep-alive
Referer: http://www.moviescope.com/login.aspx
Cookie: ui-tabs-1=0

p_ -

NS

M iireshark - Follow TCP Stream (tcp.streafn.éq 1) - Ethernet

- O X

Upgrade-Insecure-Requests: 1

_ WIEWSTATE=%2FWEPDWULLTE3MDcSM]QzOTdkZHS51@0cn]%266tsUZtSM2FN1gLFqTSula
q60%264684b26%2FsM1&_ VIEWSTATEGENERATOR=C2EESABEA_ EVENTVALIDATION=2F
WEdAARIUub9rbpOxjNNN xtM1iRWMttrRUTIISaE3DBgl DenOGGCPOD2L AX9axRebvMQ | 2F 3
f3AwSKugakAa3gX7zRfg07@LdPacUhnsgPpHrm@3 j I6uFMcy ULYYEnt%2BiQI0BgLla3D&tx
HF S Bl CEEE A e #shtnl ogin=LoginHTTP /1.1 3@2 Found
Cache-Control: private

Content-Type: text/html; charset=utf-8

Location: /index.aspx

Server: Microsoft-IIS/1@.@

X-AspNet-Version: 4.@.3@319

Set-Cookie: mscope=1jlydNf8uro=; path=/

X-Powered-By: ASP.NET

Date: Tue, 16 Apr 2024 @9:48:19 GNT

Content-Length: 128

3 client pkis, 4 server pkis, 5 karns.

Entire conwversation (34 kB) v Show data as  ASCII ~  Stream 1 :--:;;
Find: | Find Next I

Filter Out This Stream Print Save as.. Back Close Help
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Display Filters in Wireshark

Display filters are Display Fitering | | |
used to change by Protocol Example: Type the protocol in the filter box; arp, http, tcp, udp, dns, orip

the view of
packets in the
: . + tcp.port==23
captured files g'p";c'thf’ig'”l:?o:t';e +  ip.addr==192.168.1.100 machine
ip.addr==192.168.1.100 && tcp.port==23

il ip.addr == 10.0.0.4 or
Multiple IP e e
Addresses Ip.addr ==10.0.0.
Filtering by IP _ .

Address ip.addr == 10.0.0.4

* ip.dst==10.0.1.50 && frame.pkt_len > 400
Other Filters - ip.addr==10.0.1.12 && icmp && frame.number > 15 && frame.number < 30

ip.src==205.153.63.30 or ip.dst==205.153.63.30

Copyright @ EC- Council. All Rghts Reserved . Reproduction is Strictly Prohibited . For more inform ation, vigit ecccouncilorg

Display Filters in Wireshark
Source: https://wiki.wireshark.org

Wireshark features display filters that filter traffic’'on the target network by protocol type, IP

address, port, etc. Display filters are used to change the view of packets in the captured files. To
set up a filter, type the protocol name,.suchas arp, http, tcp, udp, dns, and ip, in the filter box
of Wireshark. Wireshark can use multiptefilters at a time.

Some of the display filters in Wireshark are listed below:
= Display Filtering by Protocol
Example: Type the protocol in the filter box: arp, http, tcp, udp, dns, ip
= Monitoring the Specific Ports
O tcp.port==23

O ip.addr==192.168.1.100 machine
ip.addr==192.168.1.100 && tcp.port==23

* Filtering by Multiple IP Addresses

O ip.addr == 10.0.0.4 or ip.addr == 10.0.0.5
= Filtering by IP Address

O ip.addr == 10.0.0.4
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o ip.dst == 10.0.1.50 && frame.pkt_len > 400

O ip.addr == 10.0.1.12 && icmp && frame.number > 15 &&
frame.number < 30

0 dip.sre==205.153.63.30 or ip.dst=—205.153.63.30
Additional Wireshark Filters
Source: https://wiki.wireshark.org
Some examples of additional Wireshark filters are listed below:
" tcp.flags.reset==1
Displays all TCP resets
= wudp containg 33:27:58
Sets a filter for the hex values of 0x33 0x27 0x58 at any offset
" http.request
Displays all HTTP GET requests
" tcp.analysis.retransmission
Displays all retransmissions in the trace
" tcp contains traffic
Displays all TCP packets that contain.the word “traffic”
= ! (arp or icmp or dns)

Masks out arp, icmp, dns, or other protocols and allows you to view the traffic of your
interest

= tcp.port == 4000

Sets a filter for any TCP packet with 4000 as a source or destination port
" tcp.port eq 25 or icmp

Displays only SMTP (port 25) and ICMP traffic
" ip.src==192.168.0.0/16 and ip.dst==192.168.0.0/16

Displays only traffic in the LAN (192.168.x.x), between workstations and servers—no
Internet

" ip.src != XXX .XXX.XXX.XXX && ip.dst !'= xxx.xxxX.xXxXxX.xXxx && sip

Filters by a protocol (e.g., SIP) and filters out unwanted Ips
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Sniffing Tools

Capsa, a portable netw ork performance analysis and
diagnostics tool, provides packet capture and
analysis capabilities with an easy-to-use interface

Capsa Portable
Network Analyzer

o Anabysis Project 1 - Colasolt Capsa Enberprise Tial - o X
File(F) Aralysis Settings(MN) Views(V] Tools(T)  Resource(R] Producti®)  HelpiH]

o Tl BE Sad b T PackeBufer: 14068

Advanced Fil [ Fil e @ 9 H
Sum mary\Statiitics: | 77 | Online Resource x
Purchase
o Capsa Enterprise
WAL Endpesrt (10 Unlimited Edition

P Endpaint {1
WAL Commesstion (F
P sation (10}

Byt Packeti Lhile
291 KE 50 ]
Browdeuit 4600E 1 0
Muiticast ASTKE a ]
Boseruge Packet Size
= Pt Size Dtribution Bytes Pachets (L |
<58 13008 3 0
588 150,00 E 6 ]
#1317 141 KB 15 9
128255 L68KE 15 ]
256-511 436K8 n 0 How-To's
HISTE] 000E ] ]
104-1518 L0E 0 0
15181932 e o o . X & N
1523-3018 0008 0 U Traffic
TrCapture - Defauit Wb Ethernet | o Bancwidth - 1000MBps | [ Inactive |OR0B13 ¥ 50 “F0  Resdy Iidaem Erplorer W0 W0 WO

https://www.colasoft.com

RITA (Reallntelligence Threat Analytics)

Other Tools: )
https://github.com
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OmniPeek

EC-Council C[EH"

OmniPeek sniffer displays a Google Map in the OmniPeek
capture window showing the locations of all the public IP
addresses of captured packets

T llars Rage..
Packets received: 557 Bulter wsagr: % _
Fackets fitered: 587 Filter states  #=  Acoept ol packets
T 1L I RTINS0~ T
Splntar: Packet, | Sourcn Destinustion Fiow I | Flags e Roslatrvn Tine | Protocol Applat
Woucs i Video 1 | WIRDOWS11 W wez2.temp-mail.org 1 £ 5.531886 HTTPS TCR
Conparss web2. te = 1 - 5.532732 HTTPS
Capture o 1 58 5.518570 HTTPS
. :“_:‘5 o 1 358 5.L18EEE HTTPS
o 4 1 L] 5.518667 HTTPS
pedang o web2. tenp-mail.org 1 [ 5.618763 HTTRS
E if wen2. teap-mail.org 1 188 15.599242 WTTRS
iy ST L) 1 L] 15. 681253 HTTRS
Fhoars o 1 1) 15.698758 HETP:
.‘ 1 e 15.698767 HTTPS
Web j 1 - 15, 65 Ps
- B i B " 18 Kowman urTES
Cherts
Fages @ @215 50 17 20 15 50
Recpests 14 45 B2 &1 1E 40 20 50
Voice & Wideo 28 01 0 AC 43 ™ F2 @
Calls 42 D9 43 4 49 83 FF @
Madia 56 @3 08 F1 SA &7 &F 58
sk 45 4R 12 ot a1 6 26 e o0 08
Peer
g 8 05 02 6A M 280 &
Gt 112 A2 EB 08 90 B E£2 DA
Statistics 126 99 F5 65 B4 0B 48
Sumnar 142 85 aF E3 55 3 B4
Modes F7 F4 97 a4 (9 AC 9 W7
C4 44 B2 4E B3 (B 17 28
5 S5
5 A8 34
F 36 &8

Observer Analyzer
https://www. viavisolutions.com

Cagture 1 . ¥

https://www liveaction.com

Network Performance Monitor
https://www.solarwinds.com

PRTG Network Monitor
https://www.paessler.com

Sniffing Tools
= Capsa Portable Network Analyzer

Source: https://www.colasoft.com

Capsa, a portable network performance analysis and diagnostics tool, provides packet
capture and analysis with an “easy-to-use interface, allowing users to protect and
monitor networks in a critical business environment.

An attacker can use this tool to sniff packets from the target network and detect

network vulnerabilities.
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o

File(F) Analysis Settings(N) Views(V) Tools(T) Resource(R) Product(P) Help{H)
L-;) ::"-i""x Ing - rd EE‘T] _’iét‘.l _ﬁ .:-.

Jd d e -l

Analysis Project 1 - Colasoft Capsa Enterprise Trial

: Packet Buffer: 14.0 KB

Advanced Filter I Default Filter

QL0

a8 - [ Sum mary\Statistics: l 79 ‘ Online Resource x

(& Capture - Default Statistics ltem

2"-'":’“3'?1 = Security Analysis Nmm‘.

acket (50) -i 'i“

Protocol (16) \:::r:n;ncf:;t;d Hosts ca ‘ Em’? i

MAC Endpoint (10) DoS Attacked on )

IP Endpoint (12) Suspicious Conversation

MAC Corversation (5} TCP Port Scan

IP Conversation (10) ARP Attack

TCP Conversation (2) =} Diagnosis .

UDP Conwversation (3) 2 ?nf:,mat,on Events lee Demo

Domain Name (1) Notice Events

Log (26) Waming Events

Service Error Events . EJIJQ_'I@M

Port (3) & Traffic Bytes Packets Utili; e Who Is Using Network

Voip ' Total 8.93 KB 50 0 Bandwndth?

Process (2) Broadcast 46.008 1 0 " v

Agplication (2) N 857 KB 23 0 e How to Detect Network

Diagnosis Average Packet Size . L“QPBOEW;IQ Monitor IV Messag

ARP Attack = Pkt Size Distribution Bytes Packets Utili; [ More Videos... ] ¥

Worm <58 138,008 3 0

DoS Attacking 58-63 350.008 6 0

DoS Attacked 64-127 141 KB 15 0

TCP Port Scan 128-255 2.68KB 15 0 '

Suspicious Conversation 256-511 436KB 1 0 HOW—TO S

Dashboard 512-1023 0.008 0 0

Matrx 1024-1518 0.00B 0 0

e 1519-1522 SR g : * How to Monitor Network

1523-9018 0.008, 0 0 Traffic
* Monitor Employees .
Y Capture - Default i Ethernet | 3 Bandwidth - 1000Mbps 7 Inactive  00:00:15 ¥ 50 ﬁo Ready NAlarmExplorer W0 WO @O
_— N7

" OmniPeek

Source: https://www.liveaction.com

Figure 8.56: Screenshot of Capsa Portable Network Analyzer

OmniPeek Network Analyzer provides real-time visibility and expert analysis of each
part of the target network. This tool will analyze, drill down, and fix performance
bottlenecks across multiple network segments. Analytic plug-ins provide targeted
visualization and search abilities within OmniPeek. The Google Maps plug-in enhances
the analysis capabilities of OmniPeek. It displays a Google map in the OmniPeek capture
window that shows the locations of all the public IP addresses of captured packets.

Attackers can use OmniPeek to monitor and analyze network traffic of the target
network in real time, identify the source location of that traffic, and attempt to obtain
sensitive information, as well as find any network loopholes.
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Figure 8.57+Screenshot of OmniPeek

Listed below are some additional sniffing tools:

= RITA (Real Intelligence Threat Analytics) (https://github.com)

= QObserver Analyzer (https://www.viavisolutions.com)

= PRTG Network Monitor (https://www.paessler.com)

= Network Performance Monitor (https://www.solarwinds.com)

= Xplico (https://www.xplico.org)
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Objective

Explain Sniffing
Countermeasures

Sniffing Countermeasures

The previous section described how an attacker performs sniffing with different techniques and
tools. It is very difficult to detect passive sniffers, especially when they are running on a shared
Ethernet connection. This section describes countermeasures and possible defensive
techniques used to defend a target networkragainst sniffing attacks. This section also discusses
some sniffing detection techniques.
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How to Defend Against Sniffing

Restrict physical access to the network media to ensure that a packet sniffer cannot be installed

Use end-to-end encryption to protect confidential information

Permanently add the MAC address of the gateway to the ARP cache

Use static IP addresses and ARP tables to prevent attackers from adding spoofed ARP entries for machines
in the network

Turn off network identification broadcasts, and if possible, restrict the network to authorized users to protect the
network from being discovered with sniffing tools

Use IPv6 instead of IPv4 protocol

Use encrypted sessions, such as SSH instead of Telnet, Secure Copy (SCP) instead of FTP, and SSL for email
connections, to protect wireless network users against sniffing attacks
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How to Defend Against Sniffing (Cont’d)

Use HTTPS instead of HTTP to protectusernames @ Always encryptwirelesstraffic with a strong
and passwords encryption protocolsuch as WPA2 and WPA3

Retrieve the MAC directly from the NIC instead of

Usea switch instead of a hub as a switch delivers
datato the intended recipientonly the OS; this prevents MAC address spoofing

Use SecureFile Transfer Protocol (SFTP), instead Usetools to determineif any NICs are running in
of FTPfor the secure transfer of files

the promiscuous mode

Useaccess-controllists (ACLs) to allow access
only to a fixed range of trusted IP addressesina
network

OO0

Use PGP and S/MIME, VPN, IPsec, SSL/TLS, Secure
Shell (SSH), and One-time passwords (OTPs)
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How to Defend Against Sniffing
Listed below are some of the countermeasures to defend against sniffing:

= Restrict physical access to the network media to ensure that a packet sniffer cannot be
installed.

= Use end-to-end encryption to protect confidential information.
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®= Permanently add the MAC address of the gateway to the ARP cache.

= Use static IP addresses and ARP tables to prevent attackers from adding the spoofed
ARP entries for x machines in the network.

* Turn off network identification broadcasts and, if possible, restrict the network to
authorized users to protect the network from being discovered with sniffing tools.

= Use IPv6 instead of IPv4, as IPsec implementation is optional in IPv4 but mandatory in
IPv6.

= Use encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP) instead of FTP,
and SSL for email connections to protect wireless network users against sniffing attacks.

= Use HTTPS instead of HTTP to protect usernames and passwords.

= Use aswitch instead of the hub, as a switch delivers data only to the intended recipient.

= Use Secure File Transfer Protocol (SFTP) instead of FTP for the secure transfer of files.

= Use PGP and S/MIME, VPN, IPSec, SSL/TLS, SSH, and one-time passwords (OTPs).

= Use POP2 or POP3 instead of POP to download emails from email servers.

=  Use SNMPv3 instead of SNMPv1 or SNMPv2 to manage networked devices.

= Always encrypt the wireless traffic with a strong encryption protocol such as WPA?2 or
WPAS3.

= Retrieve MAC addresses directly from-NICs instead of the OS; this prevents MAC address
spoofing.

" Use tools to determine if any NICsare running in the promiscuous mode.

= Use access-control lists (ACLs) to allow access only to a fixed range of trusted IP
addresses in a network.

» Change default passwords to complex passwords.

= Avoid broadcasting session set identifiers (SSIDs).

"= Implement a MAC filtering mechanism on the router.

" |mplement network scanning and monitoring tools to detect malicious intrusions, rogue
devices, and sniffers connected to the network.

= Avoid accessing unsecured networks and open Wi-Fi networks.

= Use VLANs and other network segmentation techniques to divide the network into
smaller, secure segments. This limits the scope of where sniffers can operate effectively.

= Regularly monitor and audit network traffic for unusual patterns that may indicate
sniffing activities.

= Use VPNs to create a secure tunnel for data transmission over public networks. This
helps protect sensitive data from potential sniffers.
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= Use IDS/IPS to detect and possibly prevent activities that could indicate sniffing or other
malicious activities.

= Regularly audit network traffic logs for unusual activities. Ensure logging is enabled and
comprehensive.
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How to Detect Sniffing

Check the Devices Running

in Promiscuous Mode Run IDS | Run Network Tools

* You need to check which * Run IDS and see if the * Run network tools such as Capsa
machines are running in - MAC address of any of the [ Portable Network Analyzer to
the promiscuous mode | machines has changed monitor the network for detecting
* Promiscuous mode allows (Example: router’s MAC strange packets
a network device to address) Enables you to collect,
intercept and read each * IDS can alert the consolidate, centralize, and
network packet that administrator about analyze traffic data across different
arrives inits entirety ' suspicious activities ! network resources and
technologies

f"g\

] @Q
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[X]

How to Detect Sniffing

It is not easy to detect a sniffer on a network as it only captures data and runs in promiscuous
mode. Promiscuous mode allows a network device to intercept and read each network packet
that arrives in its entirety. The sniffer leaves.no trace as it does not transmit data. To find
sniffers, check for systems that are running.in promiscuous mode, which is an NIC mode that
allows all packets (traffic) to pass without validating their destination address. Standalone
sniffers are difficult to detect because they do not transmit data traffic. The reverse DNS lookup
method helps to detect non-standalone sniffers. There are many tools, such as Nmap, that are
available to use for the detection of promiscuous mode. Run IDS and note whether the MAC
addresses of certain machines have changed (for example, the router’s MAC address). An IDS
can detect sniffing activities on a network. It notifies or alerts the administrator when a
suspicious activity, such as sniffing or MAC spoofing, occurs. Network tools such as Capsa
Portable Network Analyzer monitor the network for strange packets such as those with spoofed
addresses. This tool can collect, consolidate, centralize, and analyze traffic data across different
network resources and technologies.
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and DNS Method

Ping Method

Fing Message
(10.0.0.1, AA:BB:CC:DD:EEFF) o

=>

Promiscuous

36-2E-3G-45-S6-K2

Sends a pingrequestto the suspectmachine with its IP address and an
incorrect MAC address. The Ethernetadapterrejects it, as the MAC

responds to it as it does notrejectpackets with a different MAC address

Mode €
Response Received
Admin Suspect Machine
10.0.0.4, 10.0.0.1,
36-2E-3G-45-56-K2 11-22-33-44-55-66
Fing Message
(10.0.0.1, AA:BB:CC:DD:EE:FF)
Non- _ -
Promiscuous (o < x
Mode
Admin o Response Suspect Machine
10.0.0.4, 10.0.0.1,

11-22-33-44-55-66

address does notmatch, whereas the suspectmachine running the sniffer

Sniffer Detection Techniques: Ping Method

machine fromthe IP address

DNS Method

Most of the sniffers perform reverse DNS lookups to identify the

EC-Council CEH"

Ping (192.168.0.1)

Ping (192.168.0.2) =

y

IP ID: 192.168.168.1
MAC: 00-14-20-01-23-45

Reverse

—

IP ID: 194.54.67.10
MAC: 00:1b:48:64:42:e4

Ping (192.168.0.3) !%

DNS Lookup
_—

-

IP ID: 192.168.168.2
MAC: 00-14-20-01-23-46

running a sniffer
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A machine generating reverse DNS lookup traffic is very likelyto be

IP ID: 192.168.168.3
MAC: 00-14-20-01-23-47

45 Module 08 | Sniffing

* Only the machine in the
promiscuous mode (machine C)
caches the ARP information (IP and
MAC address mapping)

*+ A machine in the promiscuous
mode responds to the ping
message as it has the correct
information about the host sending
the ping requests in its cache; the
rest of the machines will send an
ARP probe to identify the source of
the ping request

Sniffer Detection Techniques: ARP Method

Non-Broadcast ARP

EC-Council C[EH"

N

ARP Request

Non-Broadcast ARP

IPID: 192.168.168.1
MAC: 00- #4-20-0123-45

N

IPID: 94.54.67.10
MAC: 00:1b:48:64:42:e4

Ping Reply

Non-Broadcast ARP

IPID: 192.168.168.2
MAC: 00- 4-20-0123-46

A 4
L

A

ARP Request

Copyright @ EC- Council. All Rights Reserved . Reproduction is Strictly Prohibited . For more inform ation, visit ecccouncilorg

IPID: 192.168.168.3
MAC: 00- 4-20-01 23-47

Sniffer Detection Techniques
* Ping Method

To detect a sniffer on a network, identify the system on the network running in
promiscuous mode. The ping method is useful in detecting a system that runs in
promiscuous mode, which in turn helps to detect sniffers installed on the network.
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Just send a ping request to the suspected machine with its IP address and incorrect MAC
address. The Ethernet adapter will reject it because the MAC address does not match,
whereas the suspect machine running the sniffer responds to it, as it does not reject
packets with a different MAC address. Thus, this response will identify the sniffer in the

network.
Ping Message
(10.0.0.1, AA:BB:CC:DD:EE:FF)
>
<
Response Received
Admin Suspect Machine
10.0.0.4, 10.0.0.1,
36-2E-3G-45-S6-K2 11-22-33-44-55-66
Figure 8.58: Promiscuous mode
Ping Message
(10.0.0.1, AA:BB:CC:DD:EE:FF)
>

. R

No Response

Admin Suspect Machine
10.0.0.4, 10.0.0.1,
36-2E-3G-45-S6-K2 11-22-33-44-55-66

Figure 8.59: Non-promiscuous mode
* DNS Method

The reverse DNS lookup is the opposite of the DNS lookup method. Sniffers using
reverse DNS lookup increase network traffic. This increase in network traffic can be an
indication of the presence of a sniffer on the network. The computers on this network
are in promiscuous mode.

Users can perform a reverse DNS lookup remotely or locally. Monitor the organization’s
DNS server to identify incoming reverse DNS lookups. The method of sending ICMP
requests to a non-existing IP address can also monitor reverse DNS lookups. The
computer performing the reverse DNS lookup would respond to the ping, thus
identifying it as hosting a sniffer.

For local reverse DNS lookups, configure the detector in promiscuous mode. Send an
ICMP request to a non-existing IP address and view the response. If the system receives
a response, the user can identify the responding machine as performing reverse DNS
lookups on the local machine. A machine generating reverse DNS lookup traffic will
most likely be running a sniffer.
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> "',?"ﬁ
Ping (192.168.0.1) ~ (41K

IP 1D: 192.168.168.1
MAC: 00-14-20-01-23-45

Reverse

IP ID: 194.54.67.10
MAC: 00:1b:48:64:42:e4

Ping (192.168.0.2) ﬁ

IP ID: 192.168.168.2
MAC: 00-14-20-01-23-46

Ping (192.168.0.3)

-

IP ID: 192.168.168.3
MAC: 00-14-20-01-23-47

Figure 8.60: Sniffing detection using the DNS method

=  ARP Method

DNS Lookup "

Exam 312-50 Certified Ethical Hacker

DNS Server

This technique sends a non-broadcast ARP to all the nodes in the network. The node
that runs in promiscuous mode on the network will cache the local ARP address. Then, it
will broadcast a ping message on the network with the local IP address but a different
MAC address. In this case, only the node that has the MAC address (cached earlier) will
be able to respond to your broadcast ping request. A machine in promiscuous mode
replies to the ping message, as it has-the.correct information about the host that is
sending ping requests in its cache; theremaining machines will send an ARP probe to
identify the source of the ping request. This will detect the node on which the sniffer is

running.

Non-Broadcast ARP

A 4

N

ARP Request

Non-Broadcast ARP

IP ID: 194.54.67.10
MAC: 00:1b:48:64:42:e4

\ 4

N

Ping Reply

Non-Broadcast ARP

v

N

ARP Request

IP ID: 192.168.168.1
MAC: 00-14-20-01-23-45

IP ID: 192.168.168.2
MAC:00-14-20-01-23-46

IPID: 192.168.168.3
MAC: 00-14-20-01-23-47

Figure 8.61: Detecting sniffing via the ARP method
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Promiscuous Detection Tools

* Nmap's NSE scriptallows you to check if a system on a local
Ethernet has its network card inthe promiscuous mode

+ Command todetect NIC in promiscuous mode:
nmap --script=sniffer-detect [Target IP Address/Range of
IP addresses]

Nm ap

B Zenrap - o %
ican Tools  Profile  Help
Torget: | 1010119 w  Profile: -

orrerand: i nrrap =-script=sniffer-detect 10.10.1.19

Hoists Service: Nmap Output Ports / Hasts Topolagy Host Details Scans

nrisp --script sniffer-detect 10.10.1.19 - Details

Nmap scan report for www.movies coom (10.10.1.19)

baylight Time

Host 13 up (0.000663 latency).
Hot _showm: 990 filtered Tep ports (no-responde)
PORT STATE SERVICE

2%/tcp  open  smtp

en http

e

nethios -ssn

microso it -ds

T
phyr -clt

2105 /tep of eklogin

20T ftep o mesm -repek:

189 tep open  me-wbt -server

HAC hddress: 02:15:5D: 57143114 (Unknown)

|_sniffer-detect: Likely in promiscucus mode (tests: “11111111")

Wnep dome; 1 IP address (1 host up) scarned in 5.94 seconds

https:/nmap.org

Felter Hasts
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NetScanT

ools Pro

¥ demo - NetScanTool: ® Pro Demo Version Budd 8-10-2022 bared on wersion 11.93 - o X

Welcome
Sustomated Tools

Manual Tools (all)
Part Scanner

Promiscuous Mode Scanner

v
[Rew] Tierie Bilacklist Check

-]
RFC Reference Library
Lo
L
iitang Thbole - 1P
L
N
Routing Table - IPvf.
Favorms Tools
Actron Discovery Taols

Fasstve Discovery Tools

Lise Ehis bool o find

Scarwing and Arafrsis Complete

Do Scan
Stop
Start 1P Address

10 10 1.8

End TP Adddress
[ R

gheshePsto
Hosinames

Piackst Delay (mes)

0

]

EC-Council CEH"

NetScanTools Proincludes a Promiscuous Mode
Scannertool to scan your subnetfor network
interfaces listening for all ethernet packets in the
promiscuous mode

Click here to Buy Nowl Manual Tools - Pramiscusus Mads Seanner @

Eerosdcast 310t @ Mubcast Address 0 () Group B Address

Berosdeast 168 @ Mukicast Address |
(B Eroadcast B bt 8 Mkt Adckess 3 oy
Hiatwork Intarf ace {atosaiected based on tasget TP addewss)

Ethernet (10,10, 1.11} - Mierosoft Hyper- Network. Adapter

B EB

¥ I/F... Hostname i HD Ml Analysis

10. T I S ) £ 3 3 3 Yy
10. it} ? X ¥ XyX X Frow ous Moo
10. 1 2 ¢ ¥ ¥ X ¥ Fromiscuous Mo
10.10.1.19 15-5D-57-A3-14 wiW.ROViESCop... X ¥ X X Raybe
10.10.1.22 00-15-5D-01-80-02 Mic... SERVER2022 X ¥ X X Haybe

https://www.netscantools.com

Promiscuous Detection Tools
* Nmap

Source: https://nmap.org

Nmap’s NSE script allows you to check whether a system on a local Ethernet has its

network card in promiscuous mode.

Command to detect NIC in promiscuous mode:

nmap --script=sniffer-detect
addresses]
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[ Zenmap - O X

Scan  Tools Profile Help

Target: | 10.10.1.19 v Profile: w Scan

Command: | nmap --script=sniffer-detect 10.10.1.19

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

0S Host nmap =-script sniffer-detect 10.10.1.19 r Details

Starting Nmap 7.94 ( https://mmap.org ) at 2024-04-02 00:21 Pacific Daylight Tine
Nmap scan report for www.moviescope.com (10.10.1.19)
Host is up (0.00066s latency).

Hot showm: 990 filtered tcp ports (no-response)
PORT STATE SERVICE

25/tcp open smtp

§0/tcp open http

135/tcp open msrpc

139/tcp open nethios-ssn

445/tcp open microsoft-ds

1801/tcp open msmig

2103/tcp open zephyr-clt

2105/tcp open eklogin

2107 /tcp open msmo-mgmt

3389/tcp open ms-wbht-server

MAC RAddress: 02:15:5D:57:43:14 (Unknowm)

Host script results:
|_sniffer-detect: Likely in promiscuous mode (tests: "11111111")

Hmap done: 1 IP address (1 host up) scanned in 5.94 seconds

Filter Haosts

Figure 8.62: Screenshot showing Nmap output
= NetScanTools Pro
Source: https://www.netscantools.com

NetScanTools Pro includes the Promiscuous Mode Scanner tool to scan your subnet for
network interfaces listening for all Ethernet packets in promiscuous mode. Security
professionals use NetScanTools Pro to scan the subnet with modified ARP packets and
identify devices responding to each type of ARP packet.
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& demo - NetScanTools® Pro Demo Version Build 8-10-2022 based on wversion 11,93

: File Edit Accessibility View [Pv6 Help
T b 1]
Welcome Click here to Buy Now! Manual Tools - Promiscuous Mode Scanner @
Automated Tools - .
Usethistooltofind @ Broadcast 31 bt [ Multicast Address0 [ Group Bit Address Add Note
Manual Tools (all) network adapters listening . .
= in promiscuous mode, B Broadcast 16 bit 8 Multicast Address 1 s Jump To Automated
. B Broadcast 8 bit 8 Multicast Address 3 IPv6 O 2 .
Port Sc Scanning and is C
0 anner anning Analysis Complete () Add to Favorkes
m [ Do Scan Network Interface (autoselected based on target IP address)
. Ethernet (10.10.1.11) - Microsoft Hyper-¥ Network Adapter v
Promiscuous Mode Scanner Stop p
I:JB_'L‘ Start IP Address IP Address MAC Address I/F... Hostname B EB ( MO Ml Analysis
|
Rl Torre Blacklist Chisck (10,101 .5 10.10.1.9 |02-15-5D-57-a3-15 | |2  |x[x[x[>][x [x |rromiscucus Mo
STE SRERNIL ek 10.10.1.13 02-15-5D-57-A3-16 2 X ¥ X > X X Promiscuous Mo
@ End IP Address 10.10.1.14 02-15-5D-57-A3-17 ) X ¥ X > X X Promiscuous Moc
' 10 .10 . 1 .30 ||l10.10.1.19 02-15-5D-57-A3-14 www.moviescop... X X X X Maybe
JHC Rafuanca Libary, 10.10.1.22 00-15-5D-01-80-02 Mic... SERVER2022 Xilx|® |® Maybe
.Resahvei?sto
Hostnames
Packet Delay (ms)
0w =

Favorite Tools

-

Active Discovery Tools

Passive Discovery Tools

DNS Tools

Packet Level Tools

External Tools

Application Info
For Help, press F1
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Module Summary

In this module, we have discussed the following:
» Sniffing concepts along with sniffing in the data link layer of the OSI Model

» Various sniffing techniques such as MAC attacks, DHCP attacks, ARP poisoning,
spoofing attacks, DNS poisoning, etc. along with their countermeasures

» Various sniffing tools

» Various countermeasures that are to be employed in order to prevent sniffing
attacks

» The module concluded with a detailed discussion on various sniffing detection
techniques

In the next module, we will discuss in detail how attackers, as well as ethical hackers
and pen-testers, perform social engineering to steal critical information related to
the target organization
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Module Summary

In this module, we have discussed sniffing concepts along with sniffing in the data link layer of
the OSI Model. We have also discussed various-sniffing techniques, such as MAC attacks, DHCP
attacks, ARP poisoning, spoofing attacks, and"DNS poisoning, along with their countermeasures.
This module also illustrated various sniffing tools. In this module, we have also discussed
various countermeasures to be emplayed to prevent sniffing attacks. This module ended with a
detailed discussion on various sniffing detection techniques.

In the next module, we will discuss in detail how attackers, as well as ethical hackers and pen-
testers, perform social engineering to steal critical information related to the target
organization.
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