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Learning Objectives

Explain Footprinting Concepts Use Different Techniques for DNS Footprinting

Use Different Techniques for Network and
Email Footprinting

Demonstrate Footprinting through Search
Engines

Demonstrate Footprinting through Internet
Research Services

Demonstrate Footprinting through Social
Engineering

Demonstrate Footprinting through Social
Networking Sites

Automate Footprinting Tasks using
Advanced Tools and Al

Use Different Techniques for Whois

Footprinting Explain Footprinting Countermeasures
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Learning Objectives

Footprinting is the first step in the evaluation of the security posture of the IT infrastructure of a
target organization. Through footprinting and, reconnaissance, one can gather maximum
information about a computer system or ‘a‘network and about any device connected to that
network. In other words, footprinting provides a security profile blueprint for an organization
and should be undertaken in a methodological manner.

This module starts with an introduction to footprinting concepts and provides insights into the
footprinting methodology. The module ends with an overview of footprinting tools and
countermeasures.

At the end of this module, you will be able to:
= Describe footprinting concepts

= Perform footprinting through search engines and using advanced Google hacking
techniques

= Perform footprinting through Internet research services and social networking sites
= Perform Whois, DNS, network, and email footprinting

= Perform footprinting through social engineering

= Use different footprinting tools

= Apply footprinting best practices
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Objective

Explain Footprinting Concepts
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Footprinting Concepts

This step acts as a preparatory phase for the attacker, who needs to gather as much information
as possible to easily find ways to intrude into the target network.

This section aims to familiarize you with fooetprinting, why it is necessary, and its objectives.

Module 02 Page 124 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

4 Module 02| Footprinting and Reconnaissance Ec-cn"ncil C|EHH

Reconnaissance

Reconnaissance (also known as footprinting) refers to the preparatory phase where an attacker seeks to gather as much information as
possible about a target of evaluation prior to launching an attack

Types of Reconnaissance

Passive Active
Gathering information about the target without Gathering information about the target with
direct interaction direct interaction
It involves: It involves:
+ Open-source Intelligence (OSINT) gathering + DNS interrogation
» Proprietary databases and paid services + Social engineering
+ Sharing intelligence with partner organizations  Network/port scanning

or industry groups , .
AU * User and service enumeration
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Reconnaissance

Reconnaissance (also known as footprinting) refers to.the preparatory phase where an attacker
seeks to gather as much information as possible'about a target of evaluation prior to launching
an attack. An essential aspect of footprinting.is_identifying the level of risk associated with the
organization’s publicly accessible information. Footprinting, the first step in ethical hacking,
refers to the process of collecting information about a target network and its environment. Using
footprinting, you can find a number.of opportunities to penetrate and assess the target
organization’s network.

After you complete the footprinting process in a methodological manner, you will obtain the
blueprint of the security profile of the target organization. Here, the term “blueprint” refers to
the unique system profile of the target organization acquired by footprinting.

There is no single methodology for footprinting, as information can be traced in a number of
ways. However, the activity is important, as you need to gather all the crucial information about
the target organization before beginning the hacking phase. For this reason, footprinting needs
to be carried out in an organized manner. The information gathered in this step helps in
uncovering vulnerabilities existing in the target network and in identifying different ways of
exploiting these vulnerabilities.

Types of Footprinting/Reconnaissance
Footprinting can be categorized into passive footprinting and active footprinting.
= Passive Footprinting

Passive footprinting involves gathering information about the target without direct
interaction. It is mainly useful when the information gathering activities are not to be
detected by the target. Performing passive footprinting is technically difficult, as active
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traffic is not sent to the target organization from a host or anonymous hosts or services
over the Internet. We can only collect archived and stored information about the target
using search engines, social networking sites, and so on.

It involves:

o Open-source Intelligence (OSINT) gathering

o Proprietary databases and paid services

o Sharing intelligence with partner organizations or industry groups
= Active Footprinting

Active footprinting involves gathering information about the target with direct
interaction. In active footprinting, the target may recognize the ongoing information
gathering process, as we overtly interact with the target network. Active footprinting
requires more preparation than passive footprinting, as it may leave traces that may alert
the target organization.

It involves:

o DNS interrogation

o Social engineering

o Network/port scanning

o User and service enumeration
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Information Obtained in Footprinting

e !

Organization information Network information System information
« Employee details « Domain and sub-domains «  Webserver OS
+ Telephone numbers * Network blocks * Location of web servers
+ Branch and location details * Network topology, trusted * Publicly available email
o routers, and firewalls addresses
+ Background of the organization
_ « |P addresses of the reachable  Usernames and passwords
+ Web technologies systems
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News articles, press releases,
and related documents

«  Whois records

* DNS records

Information Obtained in Footprinting

The major objectives of footprinting include collecting the network information, system
information, and organizational information of/the target. By conducting footprinting across
different network levels, you can gain information such as network blocks, specific IP addresses,
employee details, and so on. Such information can help attackers in gaining access to sensitive
data or performing various attacks on the target network.

Organization Information: The information about an organization is available from its
website. In addition, you can query the target’s domain name against the Whois database
and obtain valuable information.

The information collected includes:

o Employee details (employee names, contact addresses, designations, and work
experience)

o Addresses and mobile/telephone numbers

o Branch and location details

o Partners of the organization

o Web links to other company-related sites

o Background of the organization

o Web technologies

o News articles, press releases, and related documents
o Legal documents related to the organization

o Patents and trademarks related to the organization
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Attackers can access organizational information and use such information to identify key
personnel and launch social engineering attacks to extract sensitive data about the entity.

* Network Information: You can gather network information by performing Whois
database analysis, trace routing, and so on.

The information collected includes:

o Domain and sub-domains

o Network blocks

o Network topology, trusted routers, and firewalls
o |IP addresses of the reachable systems

o Whois records

o DNS records and related information

= System Information: You can gather system information by performing network
footprinting, DNS footprinting, website footprinting, email footprinting, and so on.

The information collected includes:

o Webserver OS

o Location of web servers

o Publicly available email addresses

o Usernames, passwords, and so on.
Objectives of Footprinting

To build a hacking strategy, attackers must gather information about the target organization’s
network. They then use such information to identify the easiest way to break through the
organization's security perimeter. As mentioned previously, the footprinting methodology makes
it easy to gather information about the target organization and plays a vital role in the hacking
process.

Footprinting provides an outline of the security posture, such as the placement of firewalls,
proxies, and other security solutions. Hackers can analyze the footprinting report to identify
loopholes in the security posture of the target organization and build a hacking plan accordingly.

By using a combination of tools and techniques, attackers can take an unknown entity (for
example, XYZ Organization) and reduce it to a specific range of domain names, network blocks,
and individual IP addresses of systems directly connected to the Internet, in addition to other
details pertaining to its security posture.

A detailed footprint provides maximal information about the target organization, allowing the
attacker to identify vulnerabilities in the target systems to select appropriate exploits. Attackers
can build their own information database regarding the security weaknesses of the target
organization. Such a database can then help in identifying the weakest link in the organization’s
security perimeter.
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Footprinting Threats

The following are assorted threats made possible through footprinting:

Social Engineering: Without using any intrusion methods, hackers directly and indirectly
collect information through persuasion and other means. Hackers gather crucial
information from willing employees who are unaware of the hackers’ intent.

System and Network Attacks: Footprinting enables an attacker to perform system and
network attacks. Thus, attackers can gather information related to the target
organization’s system configuration, the operating system running on the machine, and
so on. Using this information, attackers can find vulnerabilities in the target system and
then exploit such vulnerabilities. They can then take control of a target system or the
entire network.

Information Leakage: Information leakage poses a threat to any organization. If sensitive
information of an entity falls into the hands of attackers, they can mount an attack based
on the information or alternatively use it for monetary benefit.

Privacy Loss: Through footprinting, hackers can access the systems and networks of the
organization and even escalate the privileges up to admin levels, resulting in the loss of
privacy for the organization as a whole and for its individual personnel.

Corporate Espionage: Corporate espionage«is a central threat to organizations, as
competitors often aim to attempt to acquire sensitive data through footprinting. Through
this approach, competitors can launch similar products in the market, alter prices, and
generally undermine the market position of a target organization.

Business Loss: Footprinting canthave a major effect on organizations such as online
businesses and other e-commerce websites as well as banking and finance-related
businesses. Billions of dollars are lost every year due to malicious attacks by hackers.
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Footprinting Methodology

Footprinting through
Search Engines

Advanced Google Hacking Techniques

Google Hacking Database ‘

People Search Services ]

SHODAN Search Engine l

e Financial Services and Job Sites ‘
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Internet Research Services
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Social Networking Sites
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Track Email Communication
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Dumpster Diving

Footprinting Tools: Maltego, Recon-ng,
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Footprinting Methodology

Now that you are familiar with footprinting conceptsiand potential threats, we will discuss the
footprinting methodology. The footprinting methodology is a procedure for collecting
information about a target organization from all available sources. It involves gathering
information about a target organization, such-as URLSs, locations, establishment details, number
of employees, specific range of domain names, contact information, and other related
information. Attackers collect this information from publicly accessible sources such as search
engines, social networking sites, Whois databases, and so on. The diagram given below illustrates
the common techniques used to collect information about the target organization from different

sources.
Advanced Google Hacking Techniques ‘
—1 Footprintingtl:lrough Google Hacking Database ‘ - -
Search Engines — People SearchServices ‘
SHODAN Search Engine ‘ -
2 b Financial Services and Job Sites ‘
Footprinting through :
= - Internet Research Services - ‘
P : _ Soclal Media Sites ‘ L b,
- Fassive =
— —E - Competitive Intelligence
- Footprinting through Analyse Social Network Graphs ‘ — and Business Profile Sites
Social Networking Sites .
. \ Whois Lookup ‘ — Groups, Forums, and Blogs ‘
— Whois Footprinting —E _
o . . _ ¥ MEcltEROn Lo ‘ L—  DarkWeb Searching Tools ‘
Footprinting ||
Techniques ( DNS Interrogation ‘
— DNS Footprinting -—E
Reverse DNS Lookup ‘
- Network and Email Traceroute ‘
Footprinting _E Eavesdropping ‘
= . ’ Track Email Communication ‘
- Active — ShoulderSurfing ‘
- Footprinting through
Social Engineering y Dumpster Diving ‘
Footprinting Tools: Maitego, Recon-ng,
; _ l—- FOCA, OSINT Framework, etc. impersonation ‘
Footprinting Tasks usin
c Advpance:g'l'ools and Alg I—' Create Custom Python Script with Al
Figure 2.1: Footprinting Techniques
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Objective

Demonstrate Footprinting through
Search Engines

Passive Reconnaissance
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Footprinting through Search Engines

Search engines are the main sources of key information about a target organization. They play a
major role in extracting critical details about-a target from the Internet. Search engines use
automated software, i.e., crawlers, to continuously scan active websites and add the retrieved
results in the search engine index that is(further stored in a massive database. When a user
queries the search engine index, it returns a list of Search Engine Results Pages (SERPs). These
results include web pages, videos, images, and many different file types ranked and displayed
according to their relevance. Many search engines can extract target organization information
such as technology platforms, employee details, login pages, intranet portals, contact
information, and so on. The information helps the attacker in performing social engineering and
other types of advanced system attacks.
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Footprinting Using Advanced Google Hacking Techniques

= Attackers use search engines to extract information about a target, such as employed technology platforms, employee details, login
pages, and intranet portals, which help the attacker to perform social engineering and other types of advanced system attacks

= Google hacking refers to the use of advanced Google search operators for creating complex search queries to extract sensitive or hidden
information that helps attackers find vulnerable targets

Popular Google advanced search operators

Search Operator

Purpose

Restricts the results to those websites containing

Search Operator Purpose
Displays the web pages stored in the Google
[cache:] cac';ey pag 9
[link:] Lists web pages that have links to the specified
: web page
Lists web pages that are similar to the specified
[related:] il pagep 9 B
[info:] Presents some information that Google has about
i a particular web page
— Restricts the results to those websites in the given
isito:] domain

allintitle: : :
[ ] all the search keywords in the title
[intitle:] Restricts the results to documents containing the
) search keyword in the title
[allinuri:] Restricts the results to those containing all the
; search keywords in the URL
finurl:] Restricts the results to documents containing the
: search keyword in the URL
[location:] Finds information for a specific location
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Footprinting Using Advanced Google Hacking Techniques

A Google search could reveal submissions to forums by security personnel, disclosing the brands
of firewalls or antivirus software used by the target. This information helps the attacker in
identifying vulnerabilities in such security controls.

For example, consider an organization, perhaps Microsoft. Type Microsoft in the Search box of a
search engine and press Enter; this~will display the results containing information about
Microsoft. Browsing the results often provides critical information such as physical location,
contact addresses, services offered, number of employees, and so on, which may prove to be a
valuable source for hacking.

Examples of major search engines include Google, Bing, Yahoo, Ask, Aol, Baidu, Yandex,
WolframAlpha, and DuckDuckGo.

Attackers can use advanced search operators available with these search engines and create
complex queries to find, filter, and sort specific information regarding the target. Search engines
are also used to find other sources of publicly accessible information. For example, you can type
“top job portals” to find major job portals that provide critical information about the target
organization.

As an ethical hacker, if you find any deleted pages/information about your company in SERPs or
the search engine cache, you can request the search engine to remove the pages/information
from its indexed cache.

Google hacking refers to the use of advanced Google search operators for creating complex
search queries to extract sensitive or hidden information. The accessed information is then used
by attackers to find vulnerable targets. Footprinting using advanced Google hacking techniques
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involves locating specific strings of text within search results using advanced operators in the
Google search engine.

Advanced Google hacking refers to the art of creating complex search engine queries. Queries
can retrieve valuable data about a target company from Google search results. Through Google
hacking, an attacker tries to find websites that are vulnerable to exploitation. Attackers can use
the Google Hacking Database (GHDB), a database of queries, to identify sensitive data. Google
operators help in finding the required text and avoiding irrelevant data. Using advanced Google
operators, attackers can locate specific strings of text such as specific versions of vulnerable web
applications. When a query without advanced search operators is specified, Google traces the
search terms in any part of the webpage, including the title, text, URL, digital files, and so on. To
confine a search, Google offers advanced search operators. These search operators help to
narrow down the search query and obtain the most relevant and accurate output.

The syntax to use an advanced search operator is as follows: operator: search_term
Note: Do not enter any spaces between the operator and the query.
Some popular Google advanced search operators include:
Source: https://www.googleguide.com
= site: This operator restricts search results to the specified site or domain.

For example, the [games site: www.certifiedhacker.com] query gives information on
games from the certifiedhacker site.

= allinurl: This operator restricts results;to’ only the pages containing all the query terms
specified in the URL.

For example, the [allinurl: google.career] query returns only pages containing the words
“google” and “career” in the URL.

® inurl: This operator restricts the results to only the pages containing the specified word
in the URL.

For example, the [inurl: copy site:www.google.com] query returns only Google pages in
which the URL has the word “copy.”

= intext: This operator displays the results containing the specific keyword within the body
of the webpage.

For example, the [intext:”vpn configuration”] query returns the pages containing the
phrase “vpn configuration” in their body text.

= allintitle: This operator restricts results to only the pages containing all the query terms
specified in the title.

For example, the [allintitle: detect malware] query returns only pages containing the
words “detect” and “malware” in the title.
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* intitle: This operator restricts results to only the pages containing the specified term in
the title.

For example, the [malware detection intitle:help] query returns only pages that have the
term “help” in the title, and the terms “malware” and “detection” anywhere within the

page.

® inanchor: This operator restricts results to only the pages containing the query terms
specified in the anchor text on links to the page.

For example, the [Anti-virus inanchor:Norton] query returns only pages with anchor text
on links to the pages containing the word “Norton” and the page containing the word
“Anti-virus.”

= allinanchor: This operator restricts results to only the pages containing all query terms
specified in the anchor text on links to the pages.

For example, the [allinanchor: best cloud service provider] query returns only pages for
which the anchor text on links to the pages contains the words “best,” “cloud,” “service,”
and “provider.”

= cache: This operator displays Google's cached version of aweb page instead of the current
version of the web page.

For example, [cache:www.eff.org] will show Google’s cached version of the Electronic
Frontier Foundation home page.

= link: This operator searches websites(or pages that contain links to the specified website
or page.

For example, [link:www.googleguide.com] finds pages that point to Google Guide’s home
page.

Note: According to Google’s documentation, “you cannot combine a link: search with a
regular keyword search.”

Also note that when you combine link: with another advanced operator, Google may not
return all the pages that match.

= related: This operator displays websites that are similar or related to the URL specified.

For example, [related:www.microsoft.com] provides the Google search engine results
page with websites similar to microsoft.com.

* info: This operator finds information for the specified web page.

For example, [info:gothotel.com] provides information about the national hotel directory
GotHotel.com home page.

= Jocation: This operator finds information for a specific location.

For example, [location: 4 seasons restaurant] will give you results based on the term “4
seasons restaurant.”
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= filetype: This operator allows you to search for results based on a file extension.
For Example, [jasmine:jpg] will provide jpg files based on jasmine.
= source: This operator displays information from a specific website in Google News.

For example, [Malware news source:”Hacker News”] returns articles from Hacker News
containing the word “Malware”.

= phonebook: This operator finds the residential and business phone numbers of a person
or organization.

For example, [phonebook:Sundar Pichai] will provide Sundar Pichai's phone number.

= before: This operator filters search results to include only content published before a
specified date.

For example, [ransomware before:2020-06-29] will give results about the ransomware
that occurred before June 29, 2020.

= after: This operator finds information that was published after a certain date.

For example, [site:wikipedia.org after:2023-01-01 artificial intelligence] will retrieve
Wikipedia articles about artificial intelligence published after January 1, 2023.

What can a Hacker Do with Google Hacking?

An attacker can create complex search-engine queries to filter large amounts of search results to
obtain information related to computer security. The attacker can use Google operators to locate
specific strings of text within search results: Thus, the attacker can not only detect websites and
web servers that are vulnerable to exploitation but also locate private and sensitive information
about the target. Once a vulnerable siteis identified, attackers attempt to launch various possible
attacks, such as buffer overflow and SQL injection, which compromise information security.

Examples of sensitive information on public servers that an attacker can extract with the help of
Google Hacking Database (GHDB) queries include:

" Error messages that contain sensitive information
" Files containing passwords

= Sensitive directories

= Pages containing logon portals

= Pages containing network or vulnerability data, such as IDS, firewall logs, and
configurations

= Advisories and server vulnerabilities

= Software version information

= Web application source code

= Connected loT devices and their control panels, if unprotected
= Hidden web pages such as intranet and VPN services
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Example: Use Google Advance Operator syntax [intitle:intranet inurl:intranet
+intext:”human resources”] to find sensitive information about a target organization and
its employees. Attackers use the gathered information to perform social engineering attacks.

The screenshot below shows a Google search engine results page displaying the results for the
query mentioned above.

s G [intitletintranet inurkintranet = X + = O X
<« & 23 google.com/search?q=%5Bintitle%3Aintranet+inurl%3Aintranet +%2Bintext%3A"human+r.. @ & Yy o} g 0 2
Go g|e [intitle;intranet inurl:intranet +intext " human resources’] X L & Q £3 it m
Images Ehs Videos News Shopping Books Maps Flights Finance Al filters ~ Ti feSearch -
Claromentis
NIpS/Mwww_ Clarnomentis.com » INranét-Osparments » N :
Intranet software for human resources teams
Intranet software for human resources teams. Improve information sharing, streamline
processes, and onboard new employees with our HR infranet software
e LumApps
— hitps:/iwwaw lumapps.com » modem-intranet » hr-intrane. i
HR Intranet. TOP 12 Features and its Benefits for Employees
The intranet gives the Human Resources Department tools employees can use to monitor their
professional and personal goals on an annual basis. Once the goals
. Lawrence Berkeley National Laboratory (.gov)
1) ehs.lbl.gov » resource imtranet ]
Intranet (Staff Only) - Environment, Health & Safety
9 Jul 2018 — Division Contacts - Administrative and Finance (continued) - Downloads-Logos™&
Templates - EHS Administrative Help Desk - Human Resources (continued)
@ intranetai
(‘j hitps://intranet ai s Articles ; Intranet 3
HR intranet: 5 features that will boost HR's proddctivity
The infranet offers human resources an effective way to get @sultsd Periodically, short surveys
with 2/3 open or closed questions can be conducted, Jls0 using
A N
Figure 2.2: Search engine results for given Google Advance Operator syntax
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Footprinting Using Advanced Google Hacking Techniques with Al

An attacker can also leverage Al-powered ChatGPT or
other generative Al technology to perform this task by
using an appropriate prompt such as:

“Use filetype search operator to obtain pdf files on
the target website eccouncil.org and store the result
in the recon1.txt file”

Plain Text * Tab Width: 4 =
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Footprinting Using Advanced Google Hacking Techniques with Al

Attackers can leverage Al-powered technologies to enhance and automate their footprinting
tasks. With the aid of Al, attackers can effortlessly use advanced Google hacking techniques to
acquire valuable insights about their target.

For instance,

An attacker can use Al-powered technologies such as ShellGPT to perform this task by using an
appropriate prompt such as:

“Use filetype search operator to obtain pdf files on the target website eccouncil.org and store
the result in the reconl.txt file”

Figure 2.3: Prompt for Advanced Google Hacking with Al

Module 02 Page 137 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

The following shell command is designed to conduct advanced Google hacking using the

“filetype” operator to specifically target PDF files within the eccouncil.org domain. The command

then saves the obtained results to a file named "reconl.txt":

lynx —--dump "http://www.google.com/search?g=site:eccouncil.org+filetype:pdf"

| grep "http" | cut -d "=" -f2 | grep -o "http[*&]*" > reconl.txt

" “lynx --dump

"http://www.google.com/search?g=site:eccouncil.org+filetype:pdf" "
Initiates the Lynx web browser in dump mode to access Google's search results for PDF
files within the eccouncil.org domain.

" | grep "http" :Filters out lines containing the string "http" from the Lynx output.

" ] cut -d "=" -£2":Splits each line using the "=" delimiter and selects the second
field.

" | grep -o "http[~&]*" :Searches for patterns starting with "http" followed by any

characters except "&".

" > reconl.txt':Redirects the final output to a file named "reconl.txt" for storage.

B reconl.txt >

PlainText ¥ TabWidth: 4 ~

Figure 2.4: Output for Advanced Google Hacking with Al
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Google Hacking Database

* The Google Hacking Database (GHDB) is an
authoritative source for querying the ever-widening
reach of the Google search engine

o Google Hacking Database

« Attackers use Google dorks in Google advanced
search operators to extract sensitive information D
about their target, such as exposed files, directories,
and devices that could be exploited, vulnerable
servers, error messages, sensitive files, login pages,
and websites

2

B

I+

“

https://www.exploit-db.com/google-hacking-database
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Google Hacking Database
Source: https://www.exploit-db.com/google-hacking=database

The GHDB is a subset of the Exploit-DB and _focuses on using Google search queries (often
referred to as "Google Dorks") to find sensitiveinformation inadvertently exposed on the web.

These queries exploit advanced Google search operators to uncover the following:

= Sensitive files: Such as configuration files, database dumps, and log files that may contain
usernames, passwords, or other confidential data.

= Exposed directories: Open directories on web servers that might contain sensitive
information.

= Error messages: Web server or application error messages that may reveal server
configurations or vulnerabilities.

= Vulnerable devices: Identifying specific types of devices or software versions known to
have vulnerabilities.

Google Hacking Database Categories:

" Footholds * Files Containing Juicy Info
= Files Containing Usernames * Files Containing Passwords
= Sensitive Directories = Sensitive Online Shopping Info
= Web Server Detection = Network or Vulnerability Data
®= Vulnerable Files = Pages Containing Login Portals
* Vulnerable Servers = Various Online Devices
®" Error Messages = Advisories and Vulnerabilities
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b % Google Hacking Database (GH X + i o X

& C 2% exploit-db.com/google-hacking-database 3 ¥ D = o Relaunch to update 3

Y Filters W% Reset All

|
D B
; 5 Files Containing MNadir Boulacheb
2024-05-13 °"START test_database” ext:log
P Jsernames (RubX)
Q
= ) Files Containing Nadir Boulacheb
2024-05-13 “Header for logs at time" ext:log - 4
Jsernames (RubX)
L]
2024-05-01 intitle:"GlobalProtect Portal” Files Containing Juicy Info Javier Bernardo
. . . Prathamesh
+ 2024-05-01 intext:"dhcpd.conf” “index of Files Containing Juicy Info
- Waidande
2024-05-01 intitle:index of /etc/openidap Files Contalning Juicy Info Joel Indra
2024-0501 . . . | ied Anirudh Kumar
-05- nlitle: fZircote/swagger-ph les Containing Juicy info
a " = » Kushwaha
2024-05-01 site:preprod.* * inurk:login Files Containing Juicy Info Jagdish rathod
2024-05-01 intitle:"index of” setting.php Files Containing Juicy Info saurabh kode
5 i e _ MNadir Boulacheb
2024-05-01 PHP Fatal error;” ext:log OR ext:txt Files Containing Juicy Info £
(RubX)
2024-05-01 site:uat.* * inurl:login Files Containing Juicy Info Jagdish rathod
2024-04-19 ‘“rbac.yan "role.yaml’ | “rolebinding.yaml” | “*-rbac.yaml” intifig "index of" Files Containing Juicy Info vinit asher

Figure 2.5: Screenshot of Google Hacking Database
Attackers can leverage the GHDB in various'ways to identify and exploit vulnerabilities:

®= Reconnaissance: Attackers use~GHDB queries to gather information about potential
targets, including exposed files, directories, and devices that could be exploited.

= Exploiting Misconfigurations: By identifying sensitive information exposed through
misconfigured web servers or services, attackers can exploit these misconfigurations to
gain unauthorized access.

* Finding Vulnerable Systems: Using GHDB, attackers can locate systems running outdated
or vulnerable software versions, providing a starting point for further exploitation.

= Credential Harvesting: Sensitive information found through GHDB queries can include
usernames and passwords, which attackers can use for credential stuffing or brute force
attacks.

= |dentifying Open Ports and Services: Some GHDB queries can reveal open ports and
services on a network, giving attackers a map of potential entry points.

Attackers can also use SearchSploit, which is a command-line search tool for Exploit-DB that
allows taking a copy of the Exploit database for remote use. It allows attackers to perform
detailed offline searches through their locally checked-out copy of the repository. This capability
is particularly useful for security assessments of segregated or air-gapped networks without
Internet access.
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VPN Footprinting through Google Hacking Database

Google hacking operators or Google dorks can be used for footprinting virtual private networks
(VPNs). They provide information such as pages containing login portals and directories with keys
of VPN servers.

The following tables summarize some Google hacking operators or Google dorks that are used to
obtain specific information for VPN footprinting.

Google Dork Description

inurl:"/sslvpn_logon.shtml" intitle:"User Authentication"

"WatchGuard Technologies” Finds pages containing login portals

inurl:/sslvpn/Login/Login

Finds VPN login portals
site:vpn.*.*/ intitle:"login"

inurl:weblogin

intitle:("USG20-VPN" | "USG20W-
VPN" |USG40 | USG40W | USG60| USG60W | USG110|USG210|U | Finds hosts with the Zyxel hardcoded
$G310|USG1100|USG1900|USG2200|"ZyWALL110"|"ZyWALL | password vulnerability

310" |"ZyWALL1100" | ATP100 | ATP100W | ATP200| ATP500 | AT
P700|ATP800|VPN50|VPN100|VPN300|VPNOOO|"FLEX")

intext:Please Login SSL VPN inurl:remote/login
e /log Finds Fortinet VPN login pages
intext:FortiClient

site:vpn.*.*/ intext:"login" intitle:"login" Retrieves various VPN login pages

Retrieves juicy information and

intitle:"index of" /etc/openvpn . ) i
fetc/apenvpny sensitive directories

"-----BEGIN OpenVPN Static key V1-----" ext:key Finds OpenVPN static keys

Retrieves juicy information about the

. . I :||o fll n i f' .*ll
intitle:"index of" "vpn-config vpn-config file

Finds OpenVPN configuration files,

Ind F A ifi
ndex of / *.ovpn some certificates, and keys

Finds Netscaler and Citrix Gateway

i I:" i html"
inurl:"/vpn/tmindex.html" vpn VPN login portals

intitle:"SSL VPN Service" + intext:"Your system administrator
provided the following information to help understand and
remedy the security conditions:"

Finds Cisco Adaptive Security
Appliance (ASA) login web pages

Table 2.1: Google search queries for VPN footprinting
VPN Footprinting through Google Hacking Database with Al

Attackers can leverage Al-powered technologies to enhance and automate their footprinting
tasks. With the aid of Al, attackers can perform VPN footprinting effortlessly and acquire valuable
insights.
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For instance,

An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

“Use inurl search operator to obtain the Fortinet VPN login pages”

A N

Figure 2.6: Use inurl search operator, to obtain the Fortinet VPN login pages

This command is designed to search for Fortinet VPN login pages using Lynx, a text-based web
browser, along with Google search queries.
Lynx —dump

http://www.google.com/search?g=inurl:%22remote+login%22+fortinet+OR+fortigate
+OR+%22ssl+vpn%22 | grep “http | cut -d vV -£f2 | grep -o “http[*&]*”

It fetches Google search results based on the specified query, extracts the URLs from the results,

and then filters and formats the URLs before displaying them. The overall goal is to identify

Fortinet VPN login pages from the search results.

" Tlynx —-dump

"http://www.google.com/search?g=inurl: %22remote+login%22+fortinet+OR+fo
rtigate+OR+%22ss1+vpn%22" : This part of the command uses Lynx to access the
Google search results page for the specified query. The query searches for web pages
containing the phrase "remote login" in the URL and either "Fortinet", "Fortigate", or
"ss1vpn" in the content.

= | grep "http" : This part of the command pipes the output of the Lynx command to
the ‘grep’ command, which filters out lines containing the string "http".

" | cut -d "= -£2": This part of the command pipes the output of the previous
command to the ‘cut’ command, which splits each line using the "=" delimiter and selects
the second field.
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" | grep -o "httP[#~&]*" :This part of the command pipes the output of the previous
command to another ‘grep’ command, which searches for patterns starting with "http"
followed by any characters except "&".
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Footprinting through SHODAN Search Engine

55 View Report (@) Browse Images ST i View Feport () Browse Images (1) View on Magp
204 1 560 Access Granted: Want to get maone out of your existing Shodan account? Check out 2~?61 1685 Access Granted: Want to get more out of your exsting Shodan account? Check o
everything you have access i« everything you have access to.
151.48.235.161 T 4 218.41.232 62
-
- o™
L} B5 q: &2 be 2z, &
Italy 190,048 i ; s o i i e upam 52371 £
Taiwan 4700 e China 420,963
Germany 2,300 United Stat., 372,254
United States 1,178 1561.21.46.67 Australia 227,820
SouthAfrea 842 bt i Germany 156397
______ n RagmS45518. 43161507 13ce 24-Saebddes. 12362 i
B 178.32.89.193
1]
5060 191.807 ; St o . 500 2,526,108 )
5000 2888 4500 62944 (=
5001 1780 443 20,684
2 1370 37.101.203.236 s 9825
161 87 d % B0 7.7
M i
WAND TRE ... 137.550 v Sacen, timer, 180ral Telstra  102.252
. SekRa 4, 0. S et il ) 98.101.58.99
WAND Telec... 10387 3 Open Com.... 100346 v
Wand telecom. . 7.831 - Telstra Inter... 91,926 ki ’ https://www.shodan.io .

Copyright @ EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visit www eccouncilorg

Footprinting through SHODAN Search Engine
Source: https://www.shodan.io

Shodan is a search engine that enables attackers t6 perform footprinting at various levels. It is
used to detect devices and networks with vulnerabilities. A search in Shodan for VolP and VPN
footprinting can deliver various results, which will help gather VPN- and VolP-related
information. The following screenshots. show some of the VPN and VolP footprinting search
results obtained through Shodan:
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Figure 2.8: Screenshot of SHODAN search engine showing VPN results
Other Techniques for Footprinting through Search Engines

= Gathering Information Using Google Advanced Search, Advanced Image Search, and
Reverse Image Search

An attacker cannot always gather information easily from an information-rich site using
only a normal search box. A complicated search involves a number of interrelated
conditions.

Google’s Advanced search feature helps an attacker to perform complex web searching.
With Google Advanced Search and Advanced Image Search, one can search the web
more precisely and accurately. You can use these search features to achieve the same
precision as that achieved using the advanced operators but without typing or
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remembering the operators. Using Google’s Advanced Search option, you can find sites
that may link back to the target organization’s website. This helps to extract information
such as partners, vendors, clients, and other affiliations of the target website. You can use
Google Advanced Image Search to acquire images of the target, its location, employees,
and so on.

To perform an advanced search in Google, click Settings at the bottom-right of the Google
home page, and then choose Advanced search in the menu or directly type
https://www.google.com/advanced _search in the address bar. Advanced search allows
you to specify any number of criteria that the search must match, as this pattern builds
on the search box pattern by adding more search options. To do this, you choose a field.
Then, enter the string you want to search for in the field's text box and click on the
Advanced Search button. By default, various values are joined together with "and"
(meaning all of them need to match) except for sets, blocks, and formats, which are joined
together with "or" (meaning any of them can match).

<
Q)
(]
0
0
(lm]
m
h =3
[o]
u
3
A
1!
w
(1l
t:
X
+
I
O
X

& c °s google.com/a.. & W £} 0 2

Google i sonin |

Advanced Search

Find pages with

3! these words

this exact word or phrase
any of these words

none of these words

numbers ranging from

Then narrow your

results by

anguage any language

region any reglon

ast update: anytime

site or domain

terms appeanng amywhere In the page

file type any format

usage rgnts mat flitered by lioence

Figure 2.9: Google Advance Search
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To perform an advanced image search in Google, type
https.//www.google.com/advanced_image_search in the address bar. Advanced image
search allows you to tweak your image search in a number of ways. You can search based
on image color, domain, file type, size, keyword, and so on. To do this, you choose a field.
Then, enter the string you want to search for in the field's text box and click on the
Advanced Search button.

v G Google Advanced Image Searc X -
€ C 23 google.com/advanced_image_search Q W )
Google

Advanced Image Search

-

Find images with...

this exsct word or phrase
any of these words

none of these words

Then narrow your

results by...
mage size any clze
SsSpect rato any acpect ratio
colours in the image e any full black & this
colour colour whte transparent colour
type of image any type
region any reglon
site or domain
file typs any format
usage rights: all
Figure 2.10: Google Advance Image Search
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To perform a reverse image search in Google, type https://www.google.com/imghp in
the address bar. Reverse image search allows you to use an image as a search query. You
can upload an image or paste the URL of the image in the reverse image search engine.
The search engine verifies the search engine index and displays all the online locations of
the image in the search results page. The results obtained can help you in tracking the
original source and details of the images, such as photographs, profile pictures, and
memes.

Attackers use online tools such as Google Image Search, TinEye Reverse Image Search,
Yahoo Image Search, Bing Image Search, and Pinterest Reverse image search to perform
a reverse image search.

v G Google Images X 4 = 0 %

< C 2% google.com/imghp W ) = &

Google

mages

Search any image with Google Lens X
Rrag an image here or upload a file

Paste image link Search

Figure 2.11: Reverse Image Search using Google
= Gathering Information from Video Search Engines

Video search engines are Internet-based search engines that crawl the web for video
content. These video search engines either provide the functionality of uploading and
hosting video content on their own web servers or parse video content that is hosted
externally. The video content obtained from video search engines is of high value, as it
can be used for gathering information about the target. Video search engines such as
YouTube, Google videos, Yahoo videos, and Bing videos allow attackers to search for video
content based on the format type and duration.
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Figure 2.12: Screenshot of YouTube showing search results for Microsoft

After searching for videos related to the target using video search engines, an attacker
can further analyze the video content to gather hidden information such as the time/date
and thumbnail of the video. Using video analysis tools such as YouTube Metadata,
YouTube DataViewer, MW Metadata, EZGif, and VideoReverser.com, an attacker can

reverse a video or convert a video into text and other formats to extract critical
information about the target.
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b m MW Metadata X + = O X

o C -s mattw.io/youtube-metadata/ Q Y D a -

The Microsoft 365 Copilot Al Event in Less than 3 Minutes

Published by Microsoft

Published on Tue, 21

Tag(s): Al Micosoft Productivity Copilot Micosofi3eS Future of Work Technology Artificial intelligence Insights
Work Transformation bicel PowerPoint Micosoft Word Micosoft Teams Viva

Category id is 28 which means Science & Techr

Default language is EN which means English

Audio language is EN which means Englis!

The video id is hGoSUZEDyDc

}

YouTube no longer provides the dislikeCount since 2021-12-13 (see more here).

Want dislikes back? Check out the return-youtube-dislike project!

Figure 2.13: Screenshot of YouTube Metadata showing video analysis result

Gathering Information from Meta Search Engines

Meta search engines are a different type of search engines that use other search engines
(Google, Bing, Ask.com, etc.) to produce their own results from the Internetina veryshort
time span. These search engines do not have their own search indexes; instead, they take
the inputs from the users and simultaneously send out the queries to the third-party
search engines to obtain the results. Once sufficient results are gathered, they are ranked
according to their relevance and presented to the user through the web interface. Meta
search engines also include a functionality whereby identical search results are filtered
out so that if the user searches the same query again, then it will not display the same
results twice. A meta search engine is advantageous compared to simple search engines,
as it can retrieve more results with the same amount of effort.

Using meta search engines, such as Startpage, MetaGer, and eTools.ch, attackers can
send multiple search queries to several search engines simultaneously and gather
substantially detailed information such as information from shopping sites (Amazon,
eBay, BestBuy, etc.), images, videos, blogs, news, and articles from different sources.
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Further, meta search engines also provide privacy to the search engine user by hiding the
user’s IP address.

v Q Startpage Search Results X 5 g

« > C 25 startpage.com/sp/search

Startpage facebook

NVeb @ Images > Videos News @ Shopping ®=™
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Share phot . nd messa pd
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Log into Facebook
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Log into Facebook

Log Inlo Facebook. Log In. Forgol accougfiyNy. Cg¥ale new account - Sign Up - Log In - Messenger

Facebook Lite - Video - Places - Games - Mgrk@tplace ..
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Facebook - Apps ort Goodle Play
Aboul this app. arrow_Ry@azd. Whether you're looking for a spark of inspiration with reels or wan!

deaper inlo somelNgg you already love with .

Figure 2.14: Screenshot of Meta Search Engine StartPage.com showing search results for Facebook

Gathering Information from File Transfer Protocol (FTP) Search Engines

FTP search engines are used to search for files located on FTP servers that contain
valuable information regarding the target organization. Many industries, institutions,
companies, and universities use FTP servers to store large file archives and other software
shared among their employees. A special client such as Filezilla (https://filezilla-
project.org) can be used to access FTP accounts; it also supports functionalities such as
uploading, downloading, and renaming files. Although FTP servers are usually protected
with passwords, many servers are left unsecured and can be accessed directly through
web browsers.

Using FTP search engines such as NAPALM FTP Indexer, FreewareWeb FTP File Search,
Mamont, and Globalfilesearch.com, attackers can search for critical files and directories
containing valuable information such as business strategies, tax documents, personal
employee records, financial records, licensed software, and other confidential
information.
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Some of the important advanced Google search queries for finding FTP servers are listed

in the below table.

Google Dork

Description

site:.in | .com | .net intitle:"index of" ftp

intitle:"index of" "*/ftp.txt"

intext:"index of" "ftp"

inurl:WS_FTP.log

intitle:index.of /cftp /robots.txt

Finds files containing juicy information

intitle: "Index of ftp passwords"

Finds files containing passwords

inurl: /ftp intitle:"office"

Detects the web server

inurl:/web-ftp.cgi

site:sftp.*.*/ intext:"login" intitle:"server
login"

Finds pages containing login portals

intitle:"Index of" ws_ftp.ini

Finds the “ws_ftp.ini” file, which contain usernames
and passwords of FTP users

inurl:ftp -inurl:(http | https)
intext:" @gmail.com" intext:subject
fwd | confidential |important | CARD | cvv

Finds archived email conversations, at times revealing
full credit-card numbers and customer information as
well as private company emails

allintitle:"CrushFTP WeblInterface"

Detects various pages of CrushFTP Weblnterface,
which includes login portals as well password
reset/recovery page

"ws_ftp.log" ext:log

Finds sensitive directories

intitle:"Monsta ftp" intext:"Lock session
to IP"

Shows websites that use the FTP service of Monsta
FTP

"index of" /ftp/logs

Finds potential log files

intitle:"index of" inurl:ftp intext:admin

Lists admin folders on FTP servers
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As shown in the screenshot, attackers can use NAPALM FTP Indexer, an online tool, to
search for critical files and documents related to the target domain.

¥ & NAPALM FTP Indexer X e

€ > C 23 searchftps.net
s microsoft With all the words ~ Q Search
F'T'Pindexer

Showing results 0 to 19 of about 10000 for "microsoft”

Order Date Desc Date Asc  Size Desc  Size Asc | None

Related keywords

« microsof « pm « Packages « fedora « golang « Qithub o Linux « noarch

« Everything « aarcht4 « development « fc40 « Ubuntu « MITOS « CcOm « pub
« azuread « authentication « library « pool s Uuniverse « devel « cenios « stream
« AppStream « ansible « collection « sal « €8 « for

/Linux/Ubuntu/ubuntu/pool/universe/g/golang-github-azuread-microsoft-authentication-library-for-go/
. e i , WEOHIY 1424kB
golang-github-azuread-microsoft-authentication-library-for-go_1.0.0.orig.tar.gz

Last chequed: 2024-03-05 03:00 Similar fies: [Browse)

/Linux/Ubuntu/ubuntu/poocliuniverse/g/golang-github-azuread-microsoft-authentication-library-for-go/
, = - T aike
golang-github-azuread-microsoft-authentication-library-for-go-dev_1.0.0-2 all.deb

Last chequed: 2024-03-05 03:00 Similsr fies: [SBrowse)

/pub3/fedorallinuxireleases/32/Everything/x86 64/os/Packages/p/
s e e 80.0 KB
php-microsoft-tolerant-php-parser-0.0.20-1.fc32.noarch.rpm

Last chequed: 2024-03-05 03:00 Similar fies: [Browse)

I...[fedora.redhat.com/pub/fedora/linux/development/40/Everytififin/aapth64/os/Packages/al
B— ' ; - 63.2KB
golang-github-microsoft-dev-tunnels-devel-0.0.25-3.fc40.noascMepim

Last chequed: 2024-03-05 03:00 Similsr files: [Srowse]

l...fedora.redhat.com/pubifedorallinux/development/40/Everything/aarch64/os/Packages/a/

golang-github-microsoft-azure-devops-api-devel-y&.1%4-3.20230811gitazuredevops.v7.1.0.fc40.noarch.s  630.0 KB
pm

Last chequed: 2024-03-05 03:00 Similar files: [Browse]

l...[fedora.redhat.com/pub/fedora/linux/development/40/Eve ing/aarch64/os/Packages/g/

golang-github-microsoft-applicationinsights-devel-0.4.4-3.fc40.noarch.rpm

Last chequed: 2024-03-05 03:00 Similar files: [Browse]

l...ffedora.redhat.com/pub/fedora/linux/development/40/Everything/aarchb64/os/Packages/g/
. e e . S—-— 132.9 KB
golang-github-azuread-microsoft-authentication-library-devel-1.0.0-3.fc40.noarch.rpm

Last chequed: 2024-03-05 03:00 Similar fies: [Browse]

Figure 2.15: Screenshot of the FTP search engine NAPALM FTP Indexer showing search results for “microsoft”
= @Gathering Information from loT Search Engines

Internet of Things (10T) search engines crawl the Internet for IoT devices that are publicly
accessible. Through a basic search on these search engines, an attacker can gain control
of Supervisory Control and Data Acquisition (SCADA) systems, traffic control systems,
Internet-connected household appliances, industrial appliances, CCTV cameras, etc.
Many of these |oT devices are unsecured, i.e., they are without passwords or they use the
default credentials, which can be exploited easily by attackers.

With the help of 10T search engines such as Shodan, Censys, and ZoomEye, attackers can
obtain information such as the manufacturer details, geographical location, IP address,
hostname, and open ports of the target 10T device. Using this information, the attacker
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can establish a back door to the 10T devices and gain access to them to launch further

attacks.

As shown in the screenshot, attackers can use Shodan to find all the loT devices of the
target organization that are having open ports and services.
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Figure 2.16: Screenshot of Shodan showing search results for SCADA devices
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Figure 2.17: Screenshot of Shodan showing open ports and services of a SCADA system
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Objective

Demonstrate Footprinting through
Internet Research Services

Passive Reconnaissance

Copyright ©® EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visit www eccouncilorg

Footprinting through Internet Research Services

Internet research services such as people search services can provide sensitive information about
the target. People search services, alerting serviees, financial services, and job sites provide
information about a target such as infrastructure‘details, physical location, and employee details.
Using this information, an attacker may(build a hacking strategy to break into the target
organization’s network and carry out other types of advanced system attacks.

This section aims to familiarize you with finding the target company’s top-level domains, sub-
domains, and geographical location, performing people search on people search services,
gathering information from job sites, financial services, third-party data repositories, performing
dark web footprinting, gathering competitive intelligence, etc.
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Finding a Company’s Top- Level Domains (TLDs) and Sub-domains

v B ONSDumpstercom - dns recon %+ =
& netcraft s o CHEEm— D o e :
* Search for the target company’s Hostnames matching
Suoh 36 Google and Bing *.microsoft.com
+ Sub-domains provide an insight First 500 results (showing 1 to 20)

into different departments and
business units in an organization

uuuuuuu

* You may find a company’s sub-
domains by trial and error
method or using a service such
as https:/www.netcraft.com

Windews 5

* You can use the DNSdumpster
tool, which can discover hosts
related to a domain W e mirossticom ¢

https://www.neteraft.com

: } Al . ! S ) https://dnsdumpster.com
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Finding a Company’s Top-Level Domains (TLDs) and Sub-domains

A company's top-level domains (TLDs) and sub-domains can provide a large amount of useful
information to an attacker. A public website is designed to show the presence of an organization
on the Internet. It is available for free publictaccess. It is designed to attract customers and
partners. It may contain information suchas organizational history, services and products, and
contact information. The target organization’s external URL can be located with the help of
search engines such as Google and Bing.
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< &G domains owned by microsoft X + - O X
< C °s google.com/search?q=domains+ow... & Y ) |

GO gle domains owned by microsoft b4 !, e Q

Images List of Videos News Shopping Books Maps Flights Finance All filters

N Netify - Network Intelligence
hitps./mww._netify ai - Resources : Applications E
Microsoft - Domains, IPs and App Information
Primary Domains - aka.ms - appcenter.ms - aspnetcdn.com - auth.gfx.ms - dynamics.com - exp-

tas.com - gfx.ms - live.com

o GitHub

https://github.com » blob > master » data » microsoft 3

microsoft - v2ray/domain-list-community
Community managed domain list. Contribute to v2ray/domain-list-community development by

creating an account on GitHub

Wikipedia

hitps://len wikipedia.org » wiki » Microsoft_account

W

Microsoft account
The domains @live.com and @passport.com are discontinued but maintained. Microsegft
websites, services, and apps such as Bing, MSN and Xbox Live use Microsoft ..

People also ask

What domains does Microsoft have? v
Who owns the most domains? v
What is my Microsoft domain? v v

Figure 2.18: Google search engine showing search results for domains owned by Microsoft

The sub-domain is available to only a few people. These persons may be employees of an
organization or members of a department. In many organizations, website administrators create
sub-domains to test new technologies before deploying them on the main website. Generally,
these sub-domains are in the testing stage and are insecure; hence, they are more vulnerable to
various exploitations. Sub-domains provide insights into the different departments and business
units in an organization. ldentifying such sub-domains may reveal critical information regarding
the target, such as the source code of the website and documents on the webserver. Access
restrictions can be applied based on the IP address, domain or subnet, username, and password.
The sub-domain helps to access the private functions of an organization. Most organizations use
common formats for sub-domains. Therefore, a hacker who knows the external URL of a
company can often discover the sub-domain through trial and error, or by using a service such as
Netcraft.

You can also use the advanced Google search operator shown below to identify all the sub-
domains of the target:

site:microsoft.com -inurl :www
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About 13,20,00,000 results (0.23 seconds

('- microsoft.com
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Microsoft Designer - Stunning designs in a flash
A graphic design app that helps you create professional quality social media posts, invitations,
digital postcards, graphics, and more.

@ microsoft.com
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aaaaa
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Homepage - Source
Microsoft customers and partners are using technology in innovative, disruptive and
transformative ways. These are their stories. View all - Adog ..

mm Microsoft.com
BE  https:/techcommunity. microsoft.com

Home - Microsoft Community Hub
Search our database of official Microsoft support documentatiopn. ®hd’how-to articles, videos,

and training for Office, Windows, Surface, and more

Al microsoft.com
W https://support microsoft.com > en-us  }

Figure 2.19: Finding sub-domains using Google Advanced Search Operator
Tools to Search Company’s Sub-domains
= Netcraft
Source: https://www.netcraft.com

Netcraft provides Internet security services, including anti-fraud and anti-phishing
services, application testing, and PCl scanning. They also analyze the market share of web
servers, operating systems, hosting providers and SSL certificate authorities, and other
parameters of the Internet.

As shown in the screenshot below, attackers can use Netcraft to obtain all the sub-
domains related to the target domain.
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unknown

Linux
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Figure 2.20: Screenshot of Netcraft displaying sub-domains of microsoft.com

= DNSdumpster

Source: https://dnsdumpster.com

Site Report

E

DNSdumpster.com is a domain research tool that can be used by attackers to discover
hosts related to a domain.

As shown in the screenshot, attackers search for subdomains related to microsoft.com to
obtain critical information about the target company domain, such as subdomains, IP

addresses, DNS servers used, etc.
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v E DNSDumpster.com - dns recorn X 3 — (] X
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Figure 2.21: Screenshot of DNSdumpster tool displaying sub domains of eccouncil.org

= Pentest-Tools Find Subdomains

Source: https://pentest-tools.com
Pentest-Tools Find Subdomains is an online tool used for discovering subdomains and
their IP addresses, including network information and their HTTP servers.
As shown in the screenshot, attackers search for sub-domains related to microsoft.com
to obtain critical information about the target company domain, such as sub-domains, IP
addresses, operating systems, servers used, technology used, web platform, and page
titles.
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¥ ¥ Freesubdomain finderonline @ X  +
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Subdomain Finder (Light)
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microsoft.com 20.236.44.162

search.microsoft.com 2.16.34.26

member.microsoft.com 217.221.70

Figure 2.22: Screenshot of Pentest-Tools displaying sub-domains of microsoft.com
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Finding a Company’s Top-Level Domains (TLDs) and Sub-
domains with Al

An attacker can also leverage Al-powered ChatGPT or other generative Al technology to perform this task by using appropriate prompts such as

1. “Discover all the subdomains of ‘google.com’ using dig command”

2. “Use Sublist3r to gather a list of subdomains of the target organization eccouncil”

Copyright ® EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visit www eccouncilorg

Finding a Company’s Top-Level Domains (TLDs) and Sub-domains with Al

Attackers can leverage Al-powered technologies to enhance and automate their footprinting
tasks. With the aid of Al, attackers can effortlesslyfind the top-level domains and subdomains of
the target.

Example #1

An attacker can use ChatGPT to performthis task by using an appropriate prompt such as:

“Discover all the subdomains of ‘google.com’ using dig command.”

Figure 2.23: Discover all the subdomains of ‘google.com’ using dig command
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This command instructs dig to query the authoritative name servers (NS records) for
"google.com" and display the response. The output will list all the name servers associated with
"google.com", which often include the subdomains as well.

dig +short google.com NS | xargs I() dig +nocmd +noall +answer @ () google.com
| grep -E 'CNAME A|AAAA

" ‘dig +short google.com NS': This part retrieves the name server (NS) records for
"google.com" in a shortened format.

" | xargs -I{} :Thisparttakeseach line of the output(which represents a name server)
and passes it as an argument to the next "dig’ command.

" ‘dig +nocmd +noall +answer @{} google.com A +noall +answer  : This part
performs a DNS lookup for the A records of "google.com" using each name server
obtained from the previous command. It retrieves the IP addresses associated with the

subdomains of "google.com".
Example #2
An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

“Use Sublist3r to gather a list of subdomains of the target organization eccouncil”

Figure 2.24: Use Sublist3r to gather a list of subdomains of the target organization eccouncil

The command sublist3r -d eccouncil.org -0 eccouncil_subdomains.txt is used to execute the
Sublist3r tool with specific parameters

sublist3r -d eccouncil.org -o eccouncil subdomains. txt
" “sublist3r :Thisisthe command toinvoke the Sublist3r tool.

" °"-d eccouncil.org’: This parameter specifies the target domain, in this case,
"eccouncil.org", for which we want to enumerate subdomains.

" -0 eccouncil subdomains.txt : This parameter specifies the output file where the
enumerated subdomains will be saved. In this case, the file is named
"eccouncil subdomains.txt".
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Coded By Ahmed Aboul-Ela - @aboul3la

Figure 2.26: Subdomains associated with target

Overall, this command instructs Sublist3r to search for subdomains associated with the
"eccouncil.org" domain and save the results to a text file named "eccouncil_subdomains.txt".
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Extracting Website Information from https://archive.org

» Internet Archive’s Wayback Machine allows one to visit archived versions of websites

w [l Weyback Machine X+ - O X v B Microsoft— Cloud, Computar: X 4 - [u] *

€« 4 c =% web.archive.org/we b/20240000000000" /hitps:/ fwww.microsoft com

INTERNET ARCHIVE
mﬂuum}“mm}"“‘ﬂ Explore more than 856 bilfion web pages saved aver fime
[ETRE - Collections - Changes * Summary - Site Map - URLs

Saved 297,283 times between Octobe and M

||||||

Unlock your potential with Microsoft Copilot

= Attackers can use tools such as Photon to retrieve archived URLs of the target website from archive.org

Copyright ©® EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visit www eccouncilorg

Extracting Website Information from https://archive.org
Source: https://archive.org

Archive is an Internet Archive Wayback Machine that explores archived versions of websites.
Such exploration allows an attacker to gather information on an organization’s web pages since
its creation. As the website https://archive.org keeps track of web pages from the time of their
creation, an attacker can retrieve eveninformation removed from the target website, such as
web pages, audio files, video files, images, text, and software programs. Attackers use this
information to perform phishing and other types of web application attacks on the target
organization.
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Figure 2.27: Screenshot of Archive showing.archived versions of microsoft.com
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Figure 2.28: Screenshot of Archive showing archived web pages of microsoft.com
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Attackers can use tools such as Photon to retrieve archived URLs of the target website from
archive.org. Run the following command to retrieve the archive.org links of the target website:

photon.py -u <URL of the Target Website> -1 3 -t 200 --wayback

Parrot Terminal

View Search Terminal Help

A N L 2

Figure 2.29: Screenshot of Photon showing the-output for the command to retrieve archive.org links

Run the following command to retrieve archived URLs of the target website:
python photon.py -u <URL of the Target Website> -1 3 -t 200 —-only-urls

Search Terminal Help

Figure 2.30: Screenshot of Photon showing the output for the command to retrieve archived URLs
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Footprinting through People Search Services and Job Sites

» People search services, such as Spokeo, Intelius, and « Job sites such as Dice, LinkedIn, and Glassdoor can reveal
pipl can provide critical information about a person or details about a company's infrastructure, potentially
an organization, including location, emails, websites, aiding attackers in identifying vulnerabilities within the
blogs, contacts, important dates, address, etc. target's IT environment
O P a— c %5 glassdoorcoi. @ ¥r Im} o

Junior Network Administrator / Assistant
Dallas, Tx

~ John Furner

BROWSE LOCATIONS

s |

https.//www.spokeo.com https://www.glassdoor.com
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Footprinting through People Search Services

You can use public record websites to find information about email addresses, phone numbers,
house addresses, and other information. Many individuals use online people search services to
find information about other people. Generally,'online people search services such as Spokeo,
Intelius, pipl, BeenVerified, Whitepages, Anstant Checkmate, and PeekYou provide people’s
names, addresses, contact details, dateof birth, photographs, videos, profession, details about
their family and friends, social networking profiles, property information, and optional
background on criminal checks. Further, online people search services may often reveal the
profession of an individual, businesses owned by a person, upcoming projects and operating
environment, websites and blogs, contact numbers, important dates, company email addresses,
cell phone numbers, fax numbers, and personal e-mail addresses. Using this information, an
attacker can try to obtain bank details, credit card details, past history, and so on. This
information proves to be highly beneficial for attackers to launch attacks. There are many
available online people search services that help in obtaining information regarding people.

= People Search Service - Spokeo
Source: https://www.spokeo.com

Attackers can use the Spokeo people search online service to search for people belonging
to the target organization. Using this service, attackers obtain information such as phone
numbers, email addresses, address history, age, date of birth, family members, social
profiles, and court records.
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C) SPOKEO John Fumer Q ABO LOGIN
People Search Furner John Furner
o ™
e od
o- 96 A » John Furner
v
: : - .-_4:,” 26 people named John Furner found in New York, Virginia and 18 other states.
~ v ¥
v m
v
Refine Your Search Results Sort by Relevance All Filters

Columbia (1

District of

John Albert Furner, 81

RESIDES IN JEANNETTE, PA

Lived In Greensburg PA, Fredericksburg VA, Gaithersburg MD, Germantown MD

Related To Christopher Furner, Maryann Fumer, Michelle Furner, Shemry Furner, Robert Fumer
Also known as John Tumer

v Email(2)

Includes «" Address{6) + Phone(7

John Martin Furner, 61
RESIDES IN AIKEN, 5C

Lived In Bradenton FL, Kingsland GA
Related To Arik Fumer, Kelly Fumer, Frances Furner, Maxwell Furner, Robert Fumer
Phone(5

Includes « Address{9) + v Email(2)

John Albert Furner, 81

RESIDES IN GREENSBURG, PA

Lived In Jeannette PA, Fredericksburg VA, Lone Tree CO, Gaithersburg MD

Related To Christopher Furner, Maryann Fumer, Michelle Furner, Robert Furner, Sue Fumner
Also known as John Tumer

Includes +" Address(8) + Phone(2

John J A Furner, 58

RESIDES IN GREENSBURG, PA

Lived In Fredericksburg VA, Jeannette PA, Lone Tree C8), Spotsyivania VA

Related To Christopher Furner. Maryann Fumer! Michelle F#rner, Shemy Fumner, Robert Fumer
Also known as John Tumer, John Purner

Includes «" Address{9) «+ Phone(11) « Email(7)

John Michael Furner, 45

RESIDES IN ESCAMNABA, M}

Lived In Niles MI, Buch<fygn Wi
A 4

Figure 2.31: Screenshot of Spokeo people Search service
Footprinting through Job Sites

Attackers can gather valuable information about the operating system, software versions,
company'’s infrastructure details, and database schema of an organization through footprinting
job sites using different techniques. Many organizations’ websites provide recruiting information
on a job posting page that, in turn, reveals hardware and software information, network-related
information, and technologies used by the company (e.g., firewall, internal server type, OS used,
network appliances, hypervisors, VMs, and so on.). In addition, the website may have a key
employee list with email addresses. Such information may prove to be beneficial for an attacker.
For example, if an organization advertises a Network Administrator job, it posts the requirements
related to that position.

Further, attackers can go through employee resumes posted on job sites and extract information
such as an individual’s expertise, educational qualifications, and job history. The job history of an
employee can reveal technical information about the target organization. Attackers can use the
technical information obtained through job sites such as Dice, LinkedIn, Glassdoor, and Simply
Hired to detect underlying vulnerabilities in the target IT infrastructure.
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Junior Network Administrator / Assistant
Dallas, TX

Work Location: Dallas, Texas Onsite
Qualifications and Experience:

« Education: Preferred: Engineering degree or equivalent, Industry recognized certifications
» 2+ years of experience maintaining complex |P networks

« Medium to Advanced IT Network Admin knowledge

« Administer Network segmentation requirements

« Create Network diagrams and maintain network documentation

« Windows and Linux administration, operation and maintenance:

« |PAM Windows/Linux OCS/TSINV (Jenkins onboarding)

» Administer Patches/upgrades for lab Windows/Linux computers and VMs
« Administration and technical support for lab VMs:

« Implementation, management, and support of VEM

« |Implementation, management, and support for hypervisors and VMs

« 40 Hypervisors & 1,600 VMs

Cybersecurity experience and skills:

« Maintain Image Hub function and updates

Firewall maintenance, management, and administration (3 FW)
Ticket handling (Jira) as per agreed SLA

Ticket handling through Jira tool as per agreed SLA

Ability to work in fast paced team environment

Essential Functions & Day to Day Activates

» Network Admins to support following Scope of Work®

« Support for mandated Cybersecurity tasks:

« Maintain Image Hub function and updates

« |PAM Windows/Linux OCS/TSINV (Jenkihs énb6arding)

» Administer Network segmentation requirgrments

« Firewall maintenance, management\and-administration (3 firewalls)

« Administer Patches/upgrades for lab Windows/Linux computers and VMs

?

Figure 2.32: Screenshot of job posting showing valuable information
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Dark Web Footprinting

Dark web or Darknet

*+ The dark web or Darknet is a deeper layer of the online cyberspace, Itis used to access the dark web whers it acts

that enables anyone to navigate anonymously without being TOR as a default VPN for the user and bounces
fracad Browser the network IP address through several

servers before interacting with the web
= Attackers use dark web searching tools, such as Tor Browser and
ExoneraTor, to gather confidential information about the target

+ Attackers can also use advanced search parameters to refine
searches in the Dark Web to find specific data i  EC R ol

Artpcher upng

atvenced vearth
parsmeter to find O PP e aprk com

oz - A decieceiuost com 27 Best Freelance Hackers For Hire In March 2024 - Upwork™

e . https:;//www.torproject.org
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Dark Web Footprinting

The surface web is the outer layer of the online cyberspace that allows the user to find web pages
and content using regular web browsers. Search engines use crawlers that are programmed bots
to access and download web pages. The surface.web can be accessed by browsers such as Google
Chrome, Mozilla Firefox, and Opera.

The deep web is the layer of the online cyberspace that consists of web pages and content that
are hidden and unindexed. Such content cannot be located using traditional web browsers and
search engines. The size of the deep web is incalculable, and it expands to almost the entire
World Wide Web. The deep web does not allow the crawling process of basic search engines. It
consists of official government or federal databases and other information linked to various
organizations. The deep web can be accessed using search engines such as Tor Browser and the
WWW Virtual Library. It can be used for both legal and illegal activities.

The dark web or Darknet is a deeper layer of the online cyberspace, and it is the subset of the
deep web that enables anyone to navigate anonymously without being traced. The dark web can
be accessed only through specialized tools or darknet browsers. Attackers primarily use the dark
web to perform footprinting on the target organization and launch attacks. The dark web can be
accessed using search engines such as Tor Browser and ExoneraTor.

Attackers can use dark web searching tools such as Tor Browser, ExoneraTor, and OnionLand
Search engine to gather confidential information about the target, such as credit card details,
passports information, identification card details, medical records, social media accounts, and
Social Security Numbers (SSNs). With the help of this information, they can launch further attacks
on the targets.
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= Tor Browser
Source: https://www.torproject.org

Tor Browser is used to access the dark web, where it acts as a default VPN for the user
and bounces the network IP address through several servers before interacting with the
web. Attackers use this browser to access hidden content, unindexed websites, and
encrypted databases present in the dark web.

As shown in the screenshot, by using Tor Browser, attackers can obtain more detailed and
hidden information about the target organization.

3 hackers for hire at DuckDuckGo X -+ v - O W
&« C W B nttpsy//duckduckgo.com/7q= - lia= e S O ¥ =
() hackers for hire
5 =l N R

Hack-for-hire operation

B¢ = e Opergions are TanAces that provige Chems watr cn 0CCess 10
nfitrating digital systems or networks, typscally for a fee. Wikipedia
i
@ https://www.upwork.com . hire » hacke
27 Best Freelance Hackers For Hire In March 2024 - Upwork™
Find and hire freelance hackers for vanous projects and skills on Upwori_the leafypgponiine platform
¢ profies, reviews. motes, and portfobos of 27 best hackefs fogme &1 February 2024
© hups/iwwwupwork.com | ertified-s
Hire the best Certified Ethical Hackers - Upwork
Find the best freelance ethical hackers for hire on Upwosy, the leading online platform for freelancers
Browse profiles, ratings. shalls, and hogglyfRes W 27 cenified ethical hackers and contact
= hitps//www.techrepublic.com » artcle pt-it-costs-to-hire-e-hecke the-dark-wel
What it costs to hire a hacker on the Dark Web | TechRepublic
How much does it cost to hire o hacker on the Dark Web? Find out the average prices for personal

ettacks, website hacking. changang grades, and more. Learn about the risks and benefits of using these

Figure 2.33: Screenshot of Tor Browser
Searching the Dark Web with Advanced Search Parameters

Attackers can also use advanced search parameters to refine searches in the Deep Web to find
specific data by using Dark Web searching tools such as Tor Browser. They can find crucial
information using advanced searching techniques such as filtering by file type or setting domain
restrictions.

For instance, attackers can use advanced search parameters to find sensitive documents such as
financial records or login credentials. These advanced searching techniques enable attackers to
quickly find and gain access to valuable information and use it to perform malicious activities.
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Attackers can refine their searches and focus on the specific data they are searching for by using
the following parameters:

= Personal profiles: Search for information related to the victim’s personal profiles such as
profiles of social media or personal websites.

For example, "John Doe" site:facebook.com OR site:linkedin.com

» Scientific publications: Search for publications on specific publications such as academic
or scientific research papers, and articles.

For example, "John Doe" site:scholar.google.com
= Courtrecords: Search for legal documents related to court records or cases.
For example, "John Doe" court records
" Member directories: Search for directories of members employed to the organizations.
For example, "John Doe" site:example.com "employee directory"
* Maedical records: Search for medical information or health history of the victim.
For example, "John Doe" medical records

" Location records: Search for location information such as location history or GPS
information of the victim.

For example, "John Doe" location history

a LJa

() "Elon Musk" site:facebook.con X + V - O

¢

- O l 8 duckduckgo.com/ = . % w O ¥«

() "Elon Musk” site facebook.com

&3 Image > Videos D New:

Attacker using
advanced search

parameter to find
Only showing results from facebook.c - Searches related to "Elon
4 ng cabuck.con personal profile - e
Clear filter to show all search results Musk" site:facebook.com
elon musk breaking news
) htps)//wwwiacebook.com p
The Official Elon Musk - Facebook elon musk official website
The Official Elon Musk. Elon Reeve Musk FRS is an entrepreneur and business magnate. He is the
der, CEQ, and chief engineer at SpaceX; ea stage investor, CEQ. and product elon musk personal ‘é
€) hups//wwwlfacebook.com vide ¢ k-hi . elon musk wife
Elon Musk Has a Giant Charity. Its Money Stays Close to Home ... - Fa
After making b nt eouct Natons 1o nis pf thropy. Elon Musk gave away far less tha where is elon musk today
o "
elon musk fou
W
< >

Figure 2.34: Screenshot of Tor Browser showing advanced search parameter results
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Here's a table of advanced search queries designed for performing footprinting on the dark web
to find sensitive information using the Tor Browser. These queries leverage specific search
parameters and operators suitable for dark web search engines.

Type of Information

Search Query

Explanation

Sensitive PDFs

filetype:pdf site:onion
confidential

Finds PDF documents marked as
confidential on .onion sites.

Passwords in Config
Files

inurl:config filetype:txt
password

Searches for text files in
configuration URLs containing
passwords.

Financial Documents

filetype:xlsx site:onion
financial

Locates Excel files related to
financial data on .onion sites.

Database Dumps

filetype:sql site:onion dump

Finds SQL database dump files
on .onion sites.

Email Lists

filetype:csv site:onion email

Searches for CSV files containing
email lists on .onion sites.

Login Credentials

intitle:"login credentials"
filetype:docx

Locates Word documents with
login credentials in the title.

Server
Configurations

filetype:xml inurl:config server

Finds XML files related to server
configurations.

Private Keys

filetype:key sitezonion private

Searches for private key files on
.onion sites.

Medical Records

filetype:pdf site:onion
"medical records"

Locates PDF documents
containing medical records on
.onion sites.

Business Plans

filetype:ppt site:onion
"business plan”

Finds PowerPoint files with
business plans on .onion sites.

Source Code

filetype:py site:onion "def "

Searches for Python source code
files on .onion sites.

Legal Documents

filetype:docx site:onion "legal
document”

Locates Word documents
related to legal matters on
.onion sites.

Bank Statements

filetype:pdf site:onion "bank
statement”

Finds PDF documents containing
bank statements on .onion sites.

Intellectual Property

filetype:pdf inurl:patent
confidential

Searches for patent documents
marked as confidential in PDFs.

Security
Vulnerabilities

filetype:txt inurl:exploit
"security vulnerability"

Finds text files detailing security
vulnerabilities and exploits.

Table 2.3: Table of search queries for footprinting on the dark web
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Determining the Operating System

Attackers use various online tools such as Netcraft, Shodan, and Censys to detect the operating
system used at the target organization. These tools search the Internet for detecting connected
devices such as routers, servers, and 10T devices belonging to the target organization. Using these
tools, attackers obtain information such as the city, country, latitude/longitude, hostname,
operating system, and IP address of the target organization. Such information further helps
attackers in identifying potential vulnerabilities and finding effective exploits to perform various
attacks on the target.

= Netcraft
Source: https://www.netcraft.com

The technique of obtaining information about the target network operating system is
called OS fingerprinting. Open https://www.netcraft.com/tools/ in the browser and type
the URL of the target website in the What's that site running? field. Attackers use the
Netcraft tool to identify all the sites associated with the target domain along with the
operating system running at each site.

v N Site report for hitp://microsoft. X + - O X

& & 2% sitereport.netcraft.com/?url=http://microsoft.com g ) 3

' neteraft

Site report for http://microsoft.com

» Q Look up another site?

:.: Analysing site... share: & A f in

B Background

Site title Microsoft - Cloud, Computers, Apps & Gaming  Date first seen August 1995
Site rank 47874  Primary language English
plore Microsoft products and s our hom business. Shop
Description Surface, Microsoft 365, Xbox, Windows, Azure, and more. Find downloads and get
support.
Site http://microsoft.com & Domain microsoft.com
Netblock Owner Microsoft Corporation Nameserver ns1-39.azure-dns.com
Hosting company Microsoft - Europe West (Netherlands) datacenter  Demain registrar markmanitor.com
. ; Nameserver
Hosting country = nl & whois.markmonitor.com

organisation

s i g Microsoft Corporation, One Microsoft Way,, Redmond, 98052,
IPv4 address 20.70.246.20 (VirusTotal &) organisation i ! e
United States

Figure 2.35: Screenshot of Netcraft showing results for Microsoft
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v ¥ Hostnames matching *.micros X + = O X

- Cc %5 searchdns.netcraft.com/?host=".microsoft.com&last=krs.microsoft.com&from=81&restriction=site%20contains... ¥ D =

« netcraft

First 500 results (showing 81 to 100)

Rank Site First seen Netblock os Site Report
30074 cdx.transform.microsoft.com & September 2019  Microsoft Corporation Windows Server 2016 E
30307 customervoice.microsoft.com & August 2020 Microsoft Corporation Linux E
33165 cmt3.research.microsoft.com & June 2013 Microsoft Corporation Windows Server 2008 | By
33384 bingwallpaper.microsoft.com & June 2020 Microsoft Corporation Windows Server 2016 E
33529 myworkaccount.microsoft.com £ January 2020 Microsoft Corporation unknown E
34525 filestore.community.support.microsoft.com & March 2018 Microsoft Corporation unknown E
34584 ieonline.microsoft.com & October 2008 Microsoft Corporation Windows Server 2008 B
35808 cloudblogs.microsoft.com & August 2017 Microsoft Corporatign Linux E
36391 msxinsights.microsoft.com £ November 2018 Microsoft Corporation Windows Server 2008 E
analytics.microsoft.com & March 2019 Bdgecest Inc. Linux E
37381 designer.microsoft.com & June 2022 Akamai International, BV Lirux E
39350 msconnect.microsoft.com & NMay 264 Microsoft Corporation Windows Server 2008 E

Figure 2.36: Screenshot of Netcraft showing target operating system
SHODAN Search Engine
Source: https://www.shodan.io

Shodan is a computer search engine that searches the Internet for connected devices
(routers, servers, and loT.). You can use Shodan to discover which devices are connected
to the Internet, where they are located, and who is using them.

It helps attackers to keep track of all the devices on the target network that are directly
accessible from the Internet. It also allows the attacker to find devices based on the city,

country, latitude/longitude, hostname, operating system, and IP address. Further, it helps
the attacker to search for known vulnerabilities and exploits across Exploit DB,

Metasploit, CVE, OSVDB, and Packetstorm with a single interface.

As shown in the screenshot, attackers use this tool to detect various target devices
connected to the Internet along with the operating system used.
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Figure 2.37: Screenshot of SHODAN Search Engine showing target operating system

=  Censys

Source: https://censys.io

Censys monitors the infrastructure and discovers unknown assets anywhere on the
Internet. It provides a full view of every server and device exposed to the Internet.

Attackers use this tool to monitor the target IT infrastructure to discover various devices
connected to the Internet along with their details such as the operating system used, IP

address, protocols used, and geographical location.
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2 View larger map
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0S Ubuntu Linux 20.04
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Figure 2.38: Screenshot of Censys@glh Engine showing target operating system
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Competitive Intelligence Gathering

« Competitive intelligence gathering is the process of identifying, gathering, analyzing, verifying, and using information about your
competitors from resources, such as the Internet

« Competitive intelligence is non-interfering and subtle in nature

Sources of Competitive Intelligence

Company websites and employment ads @ Social engineering employees

Search engines, Internet, and online database @ Product catalogs and retail outlets

Press releases and annual reports Analyst and regulatory reports

Trade journals, conferences, and newspapers Customer and vendor interviews

(1 - o O

® ©

@ Patent and trademarks Agents, distributors, and suppliers

Copyright @ EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visit www eccouncilorg

Competitive Intelligence Gathering

Competitive intelligence gathering is the process of identifying, gathering, analyzing, verifying,
and using information about your competitors from resources such as the Internet. Competitive
intelligence means understanding and learning'about other businesses to become as competitive
as possible. It is non-interfering and subtle\in"'nature compared to direct intellectual property
theft carried out via hacking or industrial espionage. It focuses on the external business
environment. In this method, professienals gather information ethically and legally instead of
gathering it secretly.

Competitive intelligence helps in determining:
= What the competitors are doing?
= How competitors are positioning their products and services?
= What customers are saying about competitors’ strengths and weaknesses?

Companies carry out competitive intelligence either by employing people to search for
information or by utilizing a commercial database service, which involves lower costs. The
information that is gathered can help the managers and executives of a company make strategic
decisions.
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Sources of Competitive Intelligence
Competitive Intelligence gathering can be performed using a direct or indirect approach.
= Direct Approach

The direct approach serves as the primary source for competitive intelligence gathering.
Direct approach techniques include gathering information from trade shows, social
engineering of employees and customers, and so on.

* |Indirect Approach

Through an indirect approach, information about competitors is gathered using online
resources. Indirect approach techniques include:

o Company websites and employment ads

o Support threads and reviews

o Search engines, Internet, and online database
o Social media postings

o Pressreleases and annual reports

o Trade journals, conferences, and newspapers
o Patent and trademarks

o Product catalogs and retail outlets

o Analyst and regulatory reports

o Customer and vendor interviews

o Agents, distributors, and suppliers

o Industry-specific blogs and publications

o Legal databases, e.g., LexisNexis

o Business information databases, e.g., D&B Hoovers
o Online job postings

o Financial filings

o Technology solutions, e.g., Crunchbase

o Intellectual property analysis
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Competitive Intelligence - When Did this Company Begin? How Did it Develop?

Gathering competitor documents and records helps to improve productivity and profitability,
which in turn stimulates the growth of the company. It helps in determining answers to the
following:

*  When did it begin?

Through competitive intelligence, companies can collect the history of a particular
company, such as its establishment date. Sometimes, they gather crucial information that
is not often available to others.

" Howdid it develop?

What are the various strategies that the company uses? Development intelligence can
include advertisement strategies, customer relationship management, and so on.

* Who leads it?
This information helps a company learn about the competitor’s decision-makers.
= Whereisitlocated?

Competitive intelligence also includes the location of the company and information
related to various branches and their operations.

Attackers can use the information gathered through competitive intelligence to build a hacking
strategy.

Information Resource Sites
Information resource sites that help to.gain competitive intelligence include:
* EDGAR Database
Source: https://www.sec.gov/edgar

The Electronic Data Gathering, Analysis, and Retrieval system (EDGAR) performs
automated collection, validation, indexing, acceptance, and forwarding of submissions by
companies and others who are required by law to file with the U.S. Securities and
Exchange Commission (SEC). Its primary purpose is to increase the efficiency and fairness
of the securities market for the benefit of investors, corporations, and the economy by
accelerating the receipt, acceptance, dissemination, and analysis of time-sensitive
corporate information filed with the agency.

= D&B Hoovers
Source: https://www.dnb.com

D&B Hoovers leverages a commercial database of 120 million business records and
analytics to deliver a sales intelligence solution that enables sales and marketing
professionals to focus on the right prospects so that they can generate immediate growth
for their business.
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LexisNexis
Source: https://www.lexisnexis.com

LexisNexis provides content-enabled workflow solutions designed specifically for
professionals in the legal, risk management, corporate, government, law enforcement,
accounting, and academic markets. It maintains an electronic database of information
related to legal and public records. It enables customers to access documents and records
of legal, news, and business sources. It is beneficial for companies and government
agencies seeking data analytics supporting compliance, customer acquisition, fraud
detection, health outcomes, identity solutions, investigation, receivables management,
risk decisioning, and workflow optimization.

Business Wire
Source: https://www.businesswire.com

Business Wire focuses on press release distribution and regulatory disclosure. This
company distributes full-text news releases, photos, and other multimedia content from
various organizations across the globe to journalists, news media, financial markets,
investors, information website, databases, and general audiences. It has its own patented
electronic network through which it releases news.

Factiva
Source: https://www.dowjones.com

Factiva is a global news database (and licensed content provider. It is a business
information and research tool that gets information from licensed and free sources and
provides capabilities such as searching, alerting, dissemination, and business information
management. Factiva products provide access to more than 33,000 sources such as
licensed publications, influential websites, blogs, images, and videos. Its resources are
made available from nearly every country worldwide in 28 languages, including more than
600 continuously updated newswires.

Competitive Intelligence - What Are the Company's Plans?

Information resource sites that help attackers gain a company’s business plans include:

MarketWatch
Source: https://www.marketwatch.com

MarketWatch tracks the pulse of markets for engaged investors. The site is an innovator
in business news, personal finance information, real-time commentary, and investment
tools and data, with journalists generating headlines, stories, videos, and market briefs.

The Wall Street Transcript

Source: https://www.twst.com

The Wall Street Transcript is a website as well as a paid subscription-based publication
that publishes industry reports. It expresses the views of money managers and equity
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analysts of different industry sectors. The site also publishes interviews with CEOs of
companies.

Euromonitor
Source: https://www.euromonitor.com

Euromonitor provides strategy research capabilities for consumer markets. It publishes
reports on industries, consumers, and demographics. It provides market research and
surveys focused on the organization’s needs.

Experian
Source: https://www.experian.com

Experian provides insights into competitors’ search, affiliate, display, and social marketing
strategies and metrics to improve marketing campaign results. It allows the user to:

o Benchmark the effectiveness of existing customer acquisition strategies
o Determine what is driving competitors’ success

o Use historical consumer data to forecast future trends and quickly respond to
changing behaviors

o Measure website’s performance against industry or specific sites
The Search Monitor
Source: https://www.thesearchmonitor.com

The Search Monitor provides competitive intelligence to monitor brand and trademark
use, affiliate compliance, and competitive advertisers on paid search, organic search, local
search, social media, mobile, and shopping engines worldwide. It helps interactive
agencies, search marketers, and affiliate marketers to track ad rank, ad copy, keyword
reach, click rates and CPCs, monthly ad spending, market share, trademark use, and
affiliate activity.

USPTO
Source: https://www.uspto.gov

The United States Patent and Trademark Office (USPTO) provides information related to
patent and trademark registration. It provides general information concerning patents
and search options for patents and trademark databases.

Competitive Intelligence - What Expert Opinions Say About the Company?

Information resource sites that help the attacker to obtain expert opinions about the target
company include:

SEMRush
Source: https://www.semrush.com

SEMRush is a competitive keyword research tool. It can provide a list of Google keywords
and AdWords for any site, as well as a competitor list in the organic and paid Google
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search results. It enables an approach for gaining in-depth knowledge about what
competitors are advertising and their budget allocation to specific Internet marketing
tactics.

= ABI/INFORM Global
Source: https://www.proquest.com

ABI/INFORM Global is a business database. ABI/INFORM Global offers the latest business
and financial information for researchers. With ABI/INFORM Global, users can determine
business conditions, management techniques, business trends, management practice and
theory, corporate strategy and tactics, and the competitive landscape.

=  SimilarWeb
Source: https://www.similarweb.com

SimilarWeb aggregates data from multiple sources to estimate traffic, geography, and
referral data for a company’s websites and mobile apps. It also provides a panel through
a browser extension that allows refining other data sources by anonymously tracking
browser activity across millions of browsers worldwide.

= SERanking
Source: https://seranking.com

SERanking is an online competitor analysis tool that provides a complete view of the
target organization’s website traffic dynamics. The tool also helps enterprises or users
study their websites’ major competitors, find newcomers, and compare semantics to
rivals’ keywords. It enables an«approach to conduct pay-per-click (PPC) competitor
research for tracing competitors’ tactics to enhance one’s own advertisement strategies.
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Other Techniques for Footprinting through Internet Research
Services

Footprinting Technique Description Information Gathered Tools Used

Finding the Geographical Location of the

Entrances to buildings, security cameras, gates, places to

Obtain the physical location of the target Google Earth, Google Maps, and Wikimapia

Target hide, weak spots in perimeter fences, etc.
Gathering Information from Financial Search for financial data such as stock quotes and charts, | Market value of a company’s shares, company profile, and Google Finance, MSN Money, and Yahoo!
Services financial news, and portfolios competitor details Finance
Gathering Information from Business Retrieve business information of companies locatedin a Location, addresses, contact information, and employee opencorporates, Crunchbase, and
Profile Sites particular region database of the target organization corporationwiki
Monitoring Targets Obtain up-to-date information of the target, usually via Mentions of the organization’s name, member names, !
glarg _ P € v g _g i Google Alerts, X Alerts, and Giga Alerts
Using Alerts email or SMS website, or any of its people or projects
2 Search engine ranking information, email notifications
Tracking the Online . : . : i : : - .
B Monitor a company's reputation on the Internet when a company is mentioned online, and social news Mention, ReviewPush, and Reputology
Reputation of the Target

about the company

Gathering Information from Groups, Join the target organization’s employee groups, where Public network information, system information, and

Forums, and Blogs they share personal and company information personal information Google Groups and Linkedin Groups

Gathering Information from Public Identify information about the developers and
Source-Code Repositories technologies used

Configuration files, private 5SH and 55L keys, source-code
files, dynamic libraries, and software tools developed by Recon-ng
contributors
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Other Techniques for Footprinting through Internet Research Services

Finding the Geographical Location of the Target

Information such as the physical locationof an organization plays a vital role in the
hacking process. Attackers with the Knowledge of a target organization’s location may
attempt dumpster diving, surveillance, social engineering, and other non-technical
attacks to gather more information.

Tools for Finding the Geographical Location

The tools for finding the geographical location allow you to find and explore most
locations on the earth. They provide information such as images of buildings, as well as
their surroundings, including Wi-Fi networks. These tools provide interactive maps,
outline maps, satellite imagery, and information on how to interact with and create one’s
own maps. Google Maps, Apple Maps, Waze, and other tools provide driving directions,
traffic conditions, landmarks, and detailed address and contact information. The attackers
can use this information to gain unauthorized access to buildings, wired and wireless
networks, and systems.

Attackers may use tools such as Google Earth, Google Maps, and Wikimapia, to find or
locate entrances to buildings, security cameras, gates, places to hide, weak spots in
perimeter fences, and utility resources such as electricity connections, to measure the
distance between different objects, and so on.
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o Google Earth

Source: https://earth.google.com

Attackers use the Google Earth tool to find the exact location of a target. Using this
tool, attackers can even access 3D images that depict most of the populated Earth’s
surface with a high resolution. The detail allows attackers to obtain street views,
altitude information, and even coordinates.

v @ Google Earth X + = O X
“ C 5 earthgoogle.com/web/@38.89772496,-77.03631767,17.637666172,903.47376287d.35y.0h.. G % & 0 &
Q_ Search Google Earth Q v m v

* : T e —— Ngva— :
-~ -, ¥ LThe.White'House =

Gene;F'ai William =
Tecumseh Sherman
First Infantr\, s
Division Honument

\
Historic monument
n Presndeﬂts Pan:

;\ Nallonal Cbnqlmas Tree

o e L -mgﬁr tree lighted
. A ‘-‘ every December

Google O 100% Dataattribution 11/15/2014-10/10/2023 L 100m, camera:469m 38°54'12"N 77°02'31"W 69 m

Figure 2.39: Screenshot of Google Earth
= Gathering Information from Financial Services

Attackers who seek access to personal information or financial information often target
financial data such as stock quotes and charts, financial news, and portfolios. Financial
services such as Google Finance, MSN Money, Yahoo Finance, and Investing.com can
provide a large amount of useful information such as the market value of a company’s
shares, company profile, competitor details, stock exchange rates, corporate press
releases, financial reports along with news, and blog search articles about corporations.
The information provided varies from one service to the other. Financial firms rely on web
services to perform transactions and grant users access to their accounts. Attackers can
obtain sensitive and private information regarding these firms by using malware,
exploiting software design flaws, breaking authentication mechanisms, service flooding,
and performing brute force attacks and phishing attacks.
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o Google Finance

Source: https://www.google.com/finance

Exam 312-50 Certified Ethical Hacker

The Google finance service features business and enterprise headlines for many
corporations, including their financial decisions and major news events. Stock
information is also available, as are stock price charts that contain marks for major
news events and corporate actions. The site also aggregates Google news and Google

blog search articles about each corporation.

= Google Finance Q  NASDAG: GOOGL
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2
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Alphabet Inc (GOOG) CEQ Gemini and Google's Culture
education, salary, family, and Sundar Pichai Sells 22,500 - Stratechery by Ben

more Shares hompson

Sundar Pichai: All about his

Figure 2.40: Screenshot of Google Finance Service

= Gathering Information from Business Profile Sites

Finding useful information from corporate websites is a necessary step in the information
gathering phase. These business profile sites contain business information of companies
located in a particular region with their contact information, which can be viewed by

anyone.

Attackers use business profile sites such as opencorporates, Crunchbase, and
corporationwiki to gather important information about the target organizations, such as
their location, addresses, contact information (such as phone numbers, email addresses),
employee database, department names, type of service provided, and type of industry.
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Figure 2.41: Screenshot of ‘@pencorporates showing search results of Microsoft
®= Monitoring Targets Using Alerts

Alerts are content monitoring services that provide automated, up-to-date information
based on user preference, usually via email or SMS. To receive alerts, a user must register
on the website and provide either an email address or a phone number. Online alert
services automatically notify users when new content from news, blogs, and discussion
groups matches a set of search terms selected by the user. These services provide up-to-
date information about competitors and the industry.

Tools such as Google Alerts, X Alerts, and Giga Alerts help attackers to track mentions of
the organization’s name, member names, website, or any people or projects that are
important. Attackers can gather updated information about the target periodically from
the alert services and use it for further attacks.
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o Google Alerts
Source: https://www.google.com/alerts

Google Alerts automatically notifies users when new content from news, websites,
blogs, videos, and/or discussion groups matches a set of search terms selected by the
user and stored by the Google Alerts service.

Monitor the web for

L microsoft.com

How often At most once a day -
Sources Automatic —]
Language English -
Region Any Region .
How many Only the best results —

Enter email Create Alert Hide options
g

Figure 2.42: Screenshot’of Google Alert
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Figure 2.43: Screenshot of Google Alert Preview
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" Tracking the Online Reputation of the Target

Online Reputation Management (ORM) is a process of monitoring displays when someone
searches for your company’s reputation on the Internet. ORM then takes measures to

minimize negative search results or reviews. The process helps to improve brand
reputation.

Companies often track the public feedback given to them using ORM tracking tools and
then take measures to improve their credibility and retain their customers’ trust. For

positive online reputation management, organizations will often try to be more
transparent over the Internet. This transparency may help the attacker to collect genuine

information about the target organization.

Online Reputation Tracking Tools

Online reputation tracking tools help us to discover what people are saying online about
the company’s brand in real time across the web, social media, and news. They help in
monitoring, measuring, and managing one’s reputation online. Attackers can use tools
such as Mention, ReviewPush, and Reputology to track the online reputation of
companies.

An attacker may use ORM tracking tools to:

o Track a company’s online reputation

o Collect a company’s search engine.ranking information

o Obtain email notifications when.a‘company is mentioned online
o Track conversations

o Obtain social news about the target organization

Mention

Source: https://mention.com

Mention is an online reputation tracking tool that helps attackers in monitoring the web,
social media, forums, and blogs to learn more about the target brand and industry. As
shown in the screenshot, this tool helps attackers in tracking online conversations as they
happen, wherever they happen. Using Mention, attackers can have live, up-to-date
reports delivered to any email address in real time.
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Figure 2.44: Screenshot of Mention

= Gathering Information from Groups, Forums, and Blogs

Many Internet users use blogs, groups, and forums for knowledge sharing purposes. For
this reason, attackers often focus on groups; forums, and blogs to find information about
a target organization and its people. Organizations generally fail to monitor the exchange
of information that employees réveal to other users in forums, blogs, and group
discussions. Attackers take this-as.an advantage and collect sensitive information about
the target, such as public network information, system information, and employee
personal information. Attackers can register with fake profiles in Google Groups, LinkedIn
Groups, and so on. They try to join the target organization’s employee groups, where they
can obtain personal and company information. Attackers can also search for information

in groups, forums, and blogs by Fully Qualified Domain Names (FQDNs), IP addresses, and
usernames.

Employee information that an attacker can gather from groups, forums, and blogs may
include:

o Full name of the employee

o Place of work and residence

o Home telephone, cell number, or office number
o Personal and organizational email address

o Pictures of the employee residence or work location that include identifiable
information

o Pictures of employee awards and rewards or upcoming goals
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Figure\ZQS: Screenshot of Google Groups
Gathering Information from Public Source-Code Repositories

Source code—based repositories are online services or tools available on internal servers
or can be hosted on third-party websites such as GitHub, GitLab, SourceForge, and
BitBucket. These sites contain sensitive data related to configuration files, private Secure
Shell (SSH) and Secure Sockets Layer (SSL) keys, source-code files, dynamic libraries, and
software tools developed by contributors, which can be leveraged by attackers to launch
attacks on the target organization.

Software professionals reposit a huge quantity of source code related to web pages and
programs online, universally or privately, for future access. To meet deadlines and
increase efficiency during product development, developers may also access data stored
in the repositories to develop or patch their applications quickly and minimize the
development time and cost.

Source-code repository websites such as GitHub may contain security flaws that pave the
way for attackers to target applications. The applications reposited on such public
websites may also contain confidential files and information that allow attackers to search
and identify the developers and technologies used.
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The information collected from such public repositories may not be sufficient for
performing direct attacks, but when this informationis used with some active footprinting
techniques, it may allow attackers to launch attacks such as spear phishing against specific
users or employees of the target organization. Further, the security flaws in such
repositories may allow attackers to accumulate constructive data to perform social
engineering and infrastructure attacks on the target organization.

Attackers can use tools such as Recon-ng to discover public source-code repositories.
o Recon-ng

Source: https://qgithub.com

Recon-ng is a full-featured reconnaissance framework designed to provide a powerful
environment to conduct web-based reconnaissance quickly and thoroughly. It assists
attackers in gathering information from public source-code repositories.

Figure 2.46: Screenshot of recon-ng showing the creation of a workspace and a marketplace search
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Figure 2.47: Screenshot of recon-ng displaying source-code repositories
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Objective

Demonstrate Footprinting through
Social Networking Sites

Passive Reconnaissance
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Footprinting through Social Networking Sites

While footprinting through social networking sites may seem similar to footprinting through
social engineering (which is discussed in greater-detail later), there are some differences between
the two methods. In footprinting through social engineering, the attacker tricks people into
revealing information, whereas in footprinting through social networking sites, the attacker
gathers information available on those-sites. Attackers can even use social networking sites as a
medium to perform social engineering attacks.

This section explains the type of information one can collect from social networking sites and
how it can be obtained. It aims to familiarize you with locating information from social media
sites using various online services and resources.

People Search on Social Networking Sites

Searching for a particular person on a social networking website is fairly easy. Social networking
services are online services, platforms, or sites that focus on facilitating the building of social
networks or social relations among people. These websites contain information provided by
users in their profiles. They help relate people directly or indirectly to each other through various
fields, such as common interests, work locations, and education.

Social networking sites allow people to share information quickly, as they can update their
personal details in real time. Such sites allow users to update facts about upcoming or current
events, recent announcements and invitations, and so on. Social networking sites are a great
platform for finding people and their related information. Many social networking sites allow
visitors to search for people without registering on the site; this makes people searching on social
networking sites an easy and anonymous task. A user can search for a person using the name,
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email, or address. Some sites allow users to check whether an account is active, which then
provides information on the status of the person being searched.

Social networking sites such as Facebook, Twitter, LinkedIn, and Instagram allow you to find
people by name, keyword, company, school, friends, colleagues, and the people living around
them. Searching for people on these sites returns personal information such as name, position,
organization name, current location, and educational qualifications. In addition, you can also find
professional information such as company or business, current location, phone number, email
ID, photos, videos and so on. Social networking sites such as Twitter are used to share advice,
news, concerns, opinions, rumors, and facts. Through people searching on social networking
services, an attacker can gather critical information that will help them in performing social
engineering or other kinds of attacks.
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Figure 2.48: Screenshot of Facebook showing search results
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Gathering Information from LinkedIn

engineering or other kinds of attacks

Attackers search on
Linkedin to obtain
employee details

Copyright ©® EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visi

Attackers use theHarvester tool to perform enumeration on LinkedIn and find employees of the target company along with their job titles

Attackers can use this information to gather more information, such as current location and educational qualifications, and perform social

EC-Council C[EH"
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about target employee
name, job title, etc.

https://github.com

Gathering Information from LinkedIn

LinkedIn is a social networking website for professionals. It connects the world’s human
resources to aid productivity and success. The site contains personal information such as name,
position, organization name, current location,.educational qualifications, and so on. Information
gathered from LinkedIn helps an attackerin“performing social engineering or other kinds of

attacks.

Attackers can use theHarvester tool to gather information from LinkedIn based on the target

organization name:
= theHarvester

Source: https://github.com
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theHarvester is a tool designed to be used in the early stages of a penetration test. It is
used for open-source intelligence gathering and helps to determine a company's external
threat landscape on the Internet. Attackers use this tool to perform enumeration on the
LinkedIn social networking site to find employees of the target company along with their
job titles.

As shown in the screenshot, the attacker uses the following command to enumerate users
on LinkedIn:

theHarvester -d microsoft -1 200 -b linkedin

In the above command, -d specifies the domain or company name to search, -1 specifies
the number of results to be retrieved, and -b specifies the data source as LinkediIn.
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Figure 2.50: Screenshot showing theHarvester search results from Linkedin
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Harvesting Em ail Lists with Al

Attackers use automated tools such as
theHarvester and Email Spider to collect publicly

available email addresses of the target organization : ; : - w e
that helps them perform social engineering and “Use theHarvester to gather email accounts associated with microsoft.com, limiting

T results to 200, and leveraging 'baidu’ as a data source”

An attacker can also leverage Al-powered ChatGPT or other generative Al technology to
perform this task by using an appropriate prompt such as

https.://github.com
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Harvesting Email Lists

Gathering email addresses related to the target organization acts as an important attack vector
during the later phases of hacking. Attackers can use automated tools such as theHarvester and
Email Spider to collect publicly available email addresses of the employees of the target
organization. These tools harvest email lists\related to a specified domain using search engines
such as Google, Bing, and Yahoo. Attackers use these email lists and usernames to perform social
engineering and brute force attacks on'the target organization.

= theHarvester
Source: https://github.com

Attackers use theHarvester tool to extract email addresses related to the target domain.
For example, attackers use the following command to extract email addresses of
microsoft.com using the Baidu search engine:

theharvester -d microsoft.com -1 200 -b baidu
In the above command, -d specifies the domain used for harvesting the emails, -l will limit

the results to 200, and -b tells theHarvester to extract the results from the Baidu search
engine; alternatively, you can use Google, Bing, etc.
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om -1 200 -b baidu - Parrot Terminal

Termuinal Help

theHarvester -d microsoft.com -1 20@ -b baidu

-1 200 -b baidu - Parrot Terminal

theHarvester -d microsoft.com

File Edit View Search Terminal

.windowsupdate.microsoft.com
docs.microsoft.com
msdn.microsoft.com
technet.microsoft.com
testconnectivity.microsoft.com

Figure 2.52: Screenshot showing the email list extracted by theHarvester
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Harvesting Email Lists with Al

Attackers can leverage Al-powered technologies to enhance and automate their footprinting
tasks. With the aid of Al, attackers can effortlessly find valuable email details of their target
organization.

For example,

An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

“Use theHarvester to gather email accounts associated with 'microsoft.com’, limiting results to
200, and leveraging 'baidu’ as a data source”

Figure 2.53: Use theHarvester to gather email accounts associated with 'microsoft.com’

To gather email accounts associated with “microsoft.com” using theHarvester, limiting results to
200 and leveraging “Baidu” as a data source, you can use the following command:

theHarvester -d microsoft.com -1 200 -b Baidu -f Microsoft emails.xml

" “theHarvester : Thisisthe command toinvoke theHarvester tool.

" °"-d microsoft.com’: This parameter specifies the target domain, in this case,
"microsoft.com", for which we want to gather email accounts.

= -1 200°: This parameter limits the number of results to 200, ensuring a manageable
output.

" “-b baidu': This parameter specifies “baidu” as the data source to be utilized for

gathering email accounts associated with “microsoft.com”. Baidu is a popular Chinese
search engine and can provide valuable information in this context.
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" °-f Microsoft emails.xml:This parameter specifies the output file name where the
email accounts will be saved. In this case, the file is named "Microsoft_emails.xml", and
the email accounts will be saved in XML format.

Figure 2.54: To gather email accounts associated with 'microsoft.com' using theHarvester
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Analyzing Target Social Media Presence

+ Attackers track social media sites using

« Attackers use this information to perform —
phishing, social engineering, and other types jre— o
QERtReG e @ Q@ @ © ]

s @ 06 0 0 e
BuzzSumo’s advanced social

BuzzSumo  S°4h engine finds the most - @ 0 0 00 0
shared content for a topic, author — A A A

or a domain © 0 0 o ©
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BuzzSumo, Google Trend, Hashatit, etc. to
discover most shared content using hashtags
or keywords, track accounts and URLs, email
addresses, efc.

https://buzzsumo.com

Analyzing Target Social Media Presence

Several online services and resources are available to gather valuable information about a target
from one or more social media sites. These services allow attackers to discover most shared
content across social media sites by using hashtags or keywords, track accounts and URLs on
various social media sites, obtain a target’s'email address, etc. This information helps attackers
to perform phishing, social engineering, and other types of attacks.

Attackers use tools such as BuzzSumo, Google Trends, Hashatit, and Ubersuggest to locate
information on social media sites:

=  BuzzSumo

Source: https://buzzsumo.com
BuzzSumo’s advanced social search engine finds the most shared content for a topic,
author, or domain. It shows the shared activity across all the major social networks
including Twitter, Facebook, LinkedIn, Google Plus, and Pinterest.
As shown in the screenshot, attackers use BuzzSumo to track the most shared content
related to the target domain and obtain details such as social media account information,
URLs, and email addresses.
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Figure 2.55: Screenshot of BuzzZSumo showing the shared content
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Sherlock

username

Attackers use this command to
search a target user on social
media platforms

https.//github.com
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Tools for Footprinting through Social Networking Sites

Attackers use various tools such as Sherlock and Social Searcher to footprint social networking
sites such as Twitter, Instagram, Facebook, and Pinterest to gather sensitive information about
the target such as the date of birth, educatienal qualification, employment status, name of
relatives, and information about the organization that they are working for, including the
business strategy, potential clients, and upcoming project plans.

= Sherlock
Source: https://github.com

As shown in the screenshot, attackers use Sherlock to search a vast number of social
networking sites for a target username. This tool helps the attacker locate the target user
on various social networking sites, along with the complete URL.
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= Social Searcher

Source: https://www.social-searcher.com

Elon Musk
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Attackers use this command to
search a target user on social
media platforms

Figure 2.56: Screenshot showing the result of Sherlock tool

Social Searcher allows attackers to search for content on social networks in real time and
provides deep analytics data. Attackers use this tool to track a target user on various social
networking sites and obtain information such as complete URLs to their profiles, their

postings, and other personal information.
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Figure 2.57: Screenshot of Social %ar showing user content on social networks
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Footprinting through Social Networking Sites with Al

« An attacker can also leverage Al-powered ChatGPT or other generative Al technology to perform this task by using an
appropriate prompt such as

“Use Sherlock to gather personal information about Sundar Pichai and save the result in recon2.txt”

ne SundarPichai on:
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Footprinting through Social Networking Sites with Al

Attackers can leverage Al-powered technologies to enhance and automate their footprinting

tasks. With the aid of Al, attackers can effortlesslyuse social networking sites to acquire valuable
insights about their targets.

For example,
An attacker can use ChatGPT to perform this task by using an appropriate prompt such as:

“Use Sherlock to gather personal information about Sundar Pichai and save the result in
recon2.txt”

onal information about Sund:

Figure 2.58: Search for online accounts associated with the name "Sundar Pichai"
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To perform a search for online accounts associated with the name "Sundar Pichai" using Sherlock
and save the output to a file named "recon2", you can use the following command:

sherlock SundarPichai - - output recon2

" “sherlock :Thiscommand runs Sherlock, a tool for searching for online accounts across

various platforms.

" ‘“sundarPichai: Thisis the name for which we want to search online accounts.

" -—-output recon2:This option specifies the output file where the results will be saved.

In this case, the file is named "recon2".

B recon2.txt >

Figure 2.59: Output file
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Objective

Use Different Techniques for Whois
Footprinting

Passive Reconnaissance
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Whois Footprinting

Gathering network-related information such as “Whois” information about the target
organization is important when planning an-attack. In this section, we will discuss Whois
footprinting, which helps in gathering domain-information such as information regarding the
owner of an organization, its registrar, (registration details, its name server, and contact
information. Whois footprinting focuses an how to perform a Whois lookup, analyze the Whois
lookup results, and find IP geolocation'information, as well as the tools used to gather Whois
information.

Module 02 Page 212 Ethical Hacking and Countermeasures Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures
Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

27 Module 02| Footprinting and Reconnaissance

Whois Lookup

Whois query returns

« Domain name details

« Contact details of domain owners
+« Domain name servers

* NetRange

« \When a domain was created

Whois databases are maintained by Regional Internet Registries and contain personal information of domain owners

Information obtained from Whoi
database assists an attacker to

» Gather personal information that
assists in social engineering

* Create a map of the target
organization's network

+ Obtain internal details of the target
network
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Whois Lookup

Whois is a query and response protocol used for querying databases that store the registered
users or assignees of an Internet resource, such as a domain name, an IP address block, or an
autonomous system. This protocol listens to requests on port 43 (TCP). Regional Internet
Registries (RIRs) maintain Whois databases, which contain the personal information of domain
owners. For each resource, the Whois database provides text records with information about the
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resource itself and relevant information regarding assignees, registrants, and administrative
information (creation and expiration dates).

Three types of data models exist to store and lookup Whois information:

= Thick Whois (Distributed Model) - Stores the complete Whois information from all the
registrars for a particular set of data.

* Thin Whois (Centralized Model) - Stores only the name of the Whois server of the
registrar of a domain, which in turn holds complete details on the data being looked up.

= Decentralized Whois - Stores complete WHOIS information and has multiple independent
entities to manage the WHOIS database.

Whois query returns the following information:
* Domain name details
=  Domain registrar
= Contact details of the domain owner
=  Domain name servers
= NetRange
= When a domain has been created
= Expiry records
= Records last updated
= Domain status (available, registered, or suspended)
= |P address information

An attacker can query a Whois database server to obtain information regarding the target
domain, and the Whois server responds to the query with the requested information. Using this
information, an attacker can create a map of the organization’s network, mislead domain owners
with social engineering, and obtain internal details of the network.

Regional Internet Registries (RIRs)
The RIRs include the following:
= American Registry for Internet Numbers (ARIN) (https://www.arin.net)
= African Network Information Center (AFRINIC) (https://www.afrinic.net)
» Asia Pacific Network Information Center (APNIC) (https://www.apnic.net)
= Réseaux IP Européens Network Coordination Centre (RIPE) (https://www.ripe.net)

= Latin American and Caribbean Network Information Center (LACNIC)
(https://www.lacnic.net)
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Whois Lookup Result

Whois services such as https://whois.domaintools.com and https://www.tamos.com can help
perform Whois lookups. The screenshot below shows the result of a Whois lookup obtained with
each of the two aforementioned Whois services. The services perform a Whois lookup by
entering the target domain or IP address. Batch |IP Converter, available at
http://www.sabsoft.com, provides information about an IP address, hostname, or domain,
including information about the country, state or province, city, phone number, fax number,
name of the network provider, administrator, and technical-support contact information. It
supports Internationalized Domain Names (IDNs), implying that one can query domain names
that use non-English characters. It also supports IPv6 addresses.
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Whois Record for CertifiedHacker.com
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Figure 2.60: Screenshot of Whols
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Figure 2.61: Screenshot of Batch IP Converter

Attackers also use Whois lookup tools such as WHOIS Domain Lookup and Active Whois to
perform a Whois lookup on the target domain.
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Finding IP Geolocation Information IP2Location
« IP geolocation helps to identify information, such as country, s =qes
region/state, city, ZIP/postal code, time zone, connection speed, =
ISP (hosting company), domain name, IDD country code, area T

code, mobile carrier, and elevation

» IP geolocation lookup tools, such as IP2Location and IP S
Location Finder, help to collect IP geolocation information about Mobile Netwwork Code
the target, which in turn helps attackers in launching social Elevation ™
engineering attacks, such as spamming and phishing et

https.//www.ip2location.com
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Finding IP Geolocation Information

IP geolocation helps to obtain information regarding‘a target such as its country, region/state,
city, latitude and longitude of its city, ZIP/postal cede, time zone, connection speed, ISP (hosting
company), domain name, IDD country code, area code, weather station code and name, mobile
carrier, and elevation.

Using the information obtained from IR geolocation, an attacker may attempt to gather more
information about a target with the help of social engineering, surveillance, and non-technical
attacks such as dumpster diving, hoaxing, or acting as a technical expert. With the help of the
information obtained, an attacker can also set up a compromised web server near the victim’s
location, and if the exact location of the victim is detected, the attacker can perform malicious
activities and infect the victim with malware designed for that specific area or gain unauthorized
access to the target device or attempt to launch an attack on the target device.

IP geolocation lookup tools such as IP2Location, IP Location Finder, and IP Address Geographical
Location Finder help to collect IP geolocation information about the target, which enables
attackers to launch social engineering attacks such as spamming and phishing.

IP Geolocation Lookup Tools
= |P2Location
Source: https://www.ip2location.com

As shown in the screenshot, attackers use IP2Location tool to identify a visitor's
geographical location, i.e., country, region, city, latitude and longitude of city, ZIP code,
time zone, connection speed, ISP, domain name, IDD country code, area code, weather
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station code and name, mobile carrier, elevation, and usage type information using a
proprietary IP address lookup database and technology.
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Figure 2.62: Screenshot of IP2Location
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Objective

Use Different Techniques for DNS
Footprinting

Active Reconnaissance
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DNS Footprinting

After collecting the Whois records of the target, the next phase of the footprinting methodology
is Domain Name System (DNS) footprinting! Attackers perform DNS footprinting to gather
information about DNS servers, DNS recerds, and the types of servers used by the target
organization. This information helps attackers identify the hosts connected in the target network
and further exploit the target organization. This section describes how to extract DNS information
and perform reverse DNS lookups using various DNS interrogation tools.
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Extracting DNS Inform ation

* DNS records provide important information about the
location and types of servers

+ Attackers can gather DNS information to determine key
hosts in the network and can perform social engineering

attacks
Record Type Description
A Points to a host's IP address
MX Points to domain's mail server
NS Points to host's name server
CNAME Canonical naming allows aliases to a host
SOA Indicate authority for a domain
SRV Service records
PTR Maps |IP address to a hostname
RP Responsible person
HINFO Host information record includes CPU type and OS
TXT Unstructured text records

Copyright @ EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visit www eccounc
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Attackers query DNS servers using DNS interrogation tools, such as
SecurityTrails, Fierce, DNSChecker, and zdns, to retrieve the record
structure that contains information about the target DNS
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SecurityTrails

https://securitytrails.com

Extracting DNS Information

DNS footprinting reveals information about DNS zone.data. DNS zone data include DNS domain
names, computer names, IP addresses, and much'more information about a network. An attacker
uses DNS information to determine key hosts in the network and then performs social
engineering attacks to gather even more infermation.

DNS footprinting helps in determining the following records about the target DNS:

Record Type Description
A Points to a host’s IP address
AAAA Points to a host’s IPv6 address
MX Points to domain’s mail server
NS Points to host’s name server
CNAME Canonical naming allows aliases to a host
SOA Indicate authority for a domain
SRV Service records
PTR Maps IP address to a hostname
RP Responsible person
HINFO Host information record includes CPU type and OS
TXT Unstructured text records
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Table 2.4: DNS records and their description
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DNS Interrogation Tools

Attackers use DNS interrogation tools such as SecurityTrails, Fierce, DNSChecker, zdns and
DNSdumpster.com to perform DNS footprinting. These tools can extract a range of IP addresses
using IP routing lookup. If the target network allows unknown, unauthorized users to transfer
DNS zone data, it is easy for an attacker to obtain DNS information with the help of a DNS
interrogation tool.

When an attacker queries a DNS server using a DNS interrogation tool, the server responds with
a record structure that contains information about the target DNS. DNS records provide
important information regarding the locations and types of servers.

= SecurityTrails
Source: https://securitytrails.com

SecurityTrails is an advanced DNS enumeration tool capable of creating a DNS map of the
target domain network. It can enumerate both current and historical DNS records such as
A, AAAA, NS, MX, SOA, and TXT, which helps in building the DNS structure. It also
enumerates all the existing subdomains of the target domain using brute-force

techniques.
v @ microsoftcom - Current DNS 1w X = - (] X
€« -=> &) 25 securitytrails.com/domain/microsoft.com/dns Q v D 0

Gel an atlacker's point of view: unv- i you " digh” 4 loolprint

Reques! Access 1
securlty.rralls microsoft com Login

microsoft.com DNS records as of Jun 7, 2024

@ DNS Records A records AAAA records

Sign up for an 20.235.44 1
AP key now!

MX records NS records

Figure 2.63: Screenshot of SecurityTrails
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" Fierce
Source: https://github.com

Fierce is a DNS reconnaissance tool used for scanning and collecting crucial information
about the target domain. Attackers can use this tool to enumerate subdomains related to
the target domain. It also enables them to identify non-contiguous IP spaces and
hostnames that are linked with specified domains or subdomains. By gathering this
information, attackers can create a network environment and identify the potential
targets for exploitation.

Attackers can use the following commands to perform DNS reconnaissance using the
Fierce tool:

o Run the following command to start a basic scan on the target domain
(certifiedhacker.com) without any additional options:

fierce --domain certifiedhacker.com

Figure 2.64: Screenshot showing reconnaissance of the targeted domain

o Run the following command to scan the target domain to obtain specific subdomains
(here, subdomains containing words such as write, admin, and mail):

fierce —domain certifiedhacker.com —subdomains write admin mail
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Figure 2.65: Screenshot showing a simple scan on targeted domain
o Run the following command to scan domains near the discovered records of the
targeted domain:

fierce —-domain certifiedhacker.com -subdomains mail -traverse
10

Figure 2.66: Screenshot showing the scanning of domains near discovered records

In the above command, the --traverse 10 option instructs Fierce to search for
contiguous blocks of IPs within a range of 10.

o Run the following command to attempt an HTTP connection on the discovered
domains of the target:

fierce --domain certifiedhacker.com --subdomains mail --connect
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Figure 2.67: Screenshot showing the HTTP connection on discovered domains

o Run the following command to scan all the discovered records of the target domain,
i.e., a full detailed scan:

fierce --domain certifiedhacker.com --wide

Figure 2.68: Screenshot showing the scanning of discovered records of all the classes
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DNS Lookup with Al

» An attacker can also leverage Al-powered ChatGPT or other generative Al technology to perform this task by using
an appropriate prompt such as

“Install and use DNSRecon to perform DNS enumeration on the target domain www.certifiedhacker.com”

Copyright ® EC- Council. All Rights Reserved. Reproduction is Strictly Prohibited . For m ore inform ation, visit www eccouncilorg

DNS Lookup with Al

Attackers can leverage Al-powered technologies to enhance and automate their footprinting
tasks. With the aid of Al, attackers can effortlessly, perform reverse DNS lookup activities on a
target and acquire valuable insights.

For example,
Attackers can use ChatGPT to execute this task by using an appropriate prompt such as:

"Install and use DNSRecon to perform DNS enumeration on the target domain
www.certifiedhacker.com"”

Figure 2.69: Prompt for Installing and performing DNSRecon with Al
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The following shell command is designed to perform DNS enumeration using the “dnsrecon” tool
on the www.certifiedhacker.com domain:

sudo apt-get wupdate && sudo apt-get 1install -y dnsrecon && dnsrecon -d
certifiedhacker.com -t std

Explanation of the command:

= sudo apt-get update: Updates the package lists for upgrades and new package
installations.

= &&: Concatenates commands to execute them sequentially.

= sudo apt-get install -y dnsrecon: Installs the dnsrecon tool with automatic “yes”
to all prompts.

* dnsrecon -d certifiedhacker.com -t std: Initiates the dnsrecon tool to perform
DNS enumeration on the certifiedhacker.com domain using standard enumeration
techniques.

Figure 2.70: Output for performing DNSRecon with Al
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Reverse DNS Lookup

» Attackers perform a reverse DNS lookup on IP ranges in an attempt to locate a DNS PTR record for those IP addresses

« Attackers use various tools, such as DNSRecon and Reverse Lookup to perform the reverse DNS lookup on the target host

'_" TOOLBOX* Pricing fools Delivery Center  Monitoring
—

SuperTool| Beta?

ptr:162.241.216.11 [y Spr

Type IP Address Domain Name TTL

TypePTR IP Address 162 241.216.11 Domain Namebox5331 bluehost.cor TTL24 hrs

Test Result

Status® NameDNS Record Published ResponseDNS Record found

--------

https.//mxtoolbox.com https://github.com
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Reverse DNS Lookup

DNS lookup is used to find the IP addresses for a given domain name, and a reverse DNS operation
is performed to obtain the domain name of a given IP address. When looking for a domain by
entering the domain name in a browser, the DNS converts the domain name into an IP address
and forwards the request for further processing. This conversion of a domain name into an IP
address is performed using a record. Attackers perform a reverse DNS lookup on the IP range to
locate a DNS PTR record for such IP addresses.

Attackers use various tools such as DNSRecon, Reverse Lookup, puredns, Reverse IP Domain
Check, and Reverse IP Lookup to perform reverse DNS lookup on the target host. When we obtain
an IP address or a range of IP addresses, we can use these tools to obtain the domain name.

= DNSRecon
Source: https://github.com

As shown in the screenshot, attackers use the following command to perform a reverse
DNS lookup on the target host:
dnsrecon -r 162.241.216.0-162.241.216.255

In the above command, the -x option specifies the range of IP addresses (first to last) for
a reverse lookup by brute force.
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Figure 2.71: Screenshot of DNSRecon-showing reverse DNS lookup information

= Reverse Lookup
Source: https://mxtoolbox.com

As shown in the screenshot, the Reverse Lookup tool performs a reverse IP lookup by
taking an IP address and locating a DNS PTR record for that IP address.
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Figure 2.72: Screenshot of the Reverse Lookup tool
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Objective

Use Different Techniques for Network
and Email Footprinting

Active Reconnaissance
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Network and Email Footprinting

The next step after retrieving DNS information is to gather network-related information and track
email communications. This section describes the method to locate the network range,
traceroute analysis, and traceroute tools. It also’describes how to track email communications,
how to collect information from email headers, and email tracking tools.

Locate the Network Range

To perform network footprinting, one needs to gather basic and important information about
the target organization, such as what the organization does, who works there, and what type of
work it does. The answers to these questions provide information that helps identify the internal
structure of the target network.

After gathering the information, an attacker can determine the network range of the target
system. Detailed information regarding IP allocation and the nature of allocation is available with
the appropriate regional registry database. An attacker can also determine the subnet mask of
the domain and trace the route between the system and target system. Widely used traceroute
tools include NetScanTools Pro and PingPlotter.

Obtaining private IP addresses can be useful to attackers. The Internet Assigned Numbers
Authority (IANA) has reserved the following three blocks of IP address space for private internets:
10.0.0.0-10.255.255.255 (10/8 prefix), 172.16.0.0-172.31.255.255 (172.16/12 prefix), and
192.168.0.0-192.168.255.255 (192.168/16 prefix).

Using the network range, an attacker can obtain information about how the network is structured
and which machines in the network are alive. The network range also helps identify the network
topology, access control device, and OS used in the target network. To find the network range of
the target network, one must enter the server IP address (gathered in Whois footprinting) in the
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ARIN Whois database search tool. A wuser can also visit the ARIN website
(https://www.arin.net/about/welcome/region) and enter the server IP into the SEARCH Site or
Whois text box. This yields the network range of the target network. Improperly set-up DNS
servers offer attackers a good chance of obtaining a list of internal machines in the network.
Additionally, if an attacker traces a route to a machine, it could be possible to obtain the internal
IP address of the gateway, which can be useful.
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Figure 2.73: Screenshot of ARIN’s Region
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Figure 2.74: Screenshot showing.result of ARIN Whois database search result

Attackers typically use more than one tool to obtain network information, as a single tool cannot

provide all the required information.
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Traceroute TCP Traceroute

Traceroute programs work on the concept of ICMP protocol and
use the TTL field in the header of ICMP packets to discover the
routers on the path to a target host

ICMP Traceroute

Bl Command Prompt — O X

UDP Traceroute
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Traceroute

Finding the route of the target host on the network is necessary to test against man-in-the-middle
attacks and other related attacks. Most operating systems come with a Traceroute utility to
perform this task. It traces the path or route through which the target host packets travel in the
network.

Traceroute uses the ICMP protocol and Time to Live (TTL) field of the IP header to find the path
of the target host in the network.

The Traceroute utility can detail the path through which IP packets travel between two systems.
The utility can trace the number of routers the packets travel through, the round-trip time
(duration in transiting between two routers), and, if the routers have DNS entries, the names of
the routers and their network affiliation. It can also trace geographic locations. It works by
exploiting a feature of the Internet Protocol called TTL. The TTL field indicates the maximum
number of routers a packet may traverse. Each router that handles a packet decrements the TTL
count field in the ICMP header by one. When the count reaches zero, the router discards the
packet and transmits an ICMP error message to the originator of the packet.
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Figure 2.75: lllustration of Traceroute

The utility records the IP address and DNS name of the router and sends out another packet with
a TTL value of two. This packet makes it through the first router and then times-out at the next
router in the path. This second router also sends an‘error message back to the originating host.
Traceroute continues to do this and records the IP.address and name of each router until a packet
finally reaches the target host or until it decides,that the host is unreachable. In the process, it
records the time taken for each packet to. make a round trip to each router. Finally, when it
reaches the destination, the normal ICMPping response will be sent back to the sender. The
utility helps to reveal the IP addresses of the intermediate hops in the route to the target host
from the source.

ICMP Traceroute

Windows operating system by default uses ICMP traceroute. Go to the command prompt and
type the tracert command along with the destination IP address or domain name as follows:

C:\>tracert 216.239.36.10
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Figure 2.76: Screenshot showing the output of tracert
TCP Traceroute

Many devices in any network are generally configured to block ICMP traceroute messages. In this
scenario, an attacker uses TCP or UDP traceroute, which is also known as Layer 4 traceroute. Go
to the terminal in Linux operating system and type the tcptraceroute command along with the
destination IP address or domain name as follows:

sudo tcptraceroute www.google.com

om - Parrot Terminal

Figure 2.77: Screenshot showing the output of TCP Traceroute

UDP Traceroute

Like Windows, Linux also has a built-in traceroute utility, but it uses the UDP protocol for tracing
the route to the destination. Go to the terminal in the Linux operating system and type the
traceroute command along with the destination IP address or domain name as follows:

traceroute www.google.com
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Figure 2.78: Screenshot showing the output of UDP Traceroute
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Traceroute with Al

An attacker can also leverage Al-powered
ChatGPT or other generative Al technology
to perform this task by using an appropriate
prompt such as

“Perform network tracerouting to discover the
routers on the path to a target host
www.certifiedhacker.com”
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Traceroute with AI

Attackers can leverage Al-powered technologies to enhance and automate their footprinting
operations. With the aid of Al, attackers can effortlessly perform tracerouting on a target.

For example,
Attackers can use ChatGPT to execute this task by using an appropriate prompt such as:

"Perform network tracerouting to discover the routers on the path to a target host
www.certifiedhacker.com"
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Figure 2.79: Prompt and Output for performing Traceroute with Al

The following shell command is designed to perform network tracerouting using the “traceroute”
tool to discover the routers on the path to thewww.certifiedhacker.com host:

traceroute www.certifiedhacker.com

Explanation of the command:

" traceroute www.certifiedhacker.com: Initiates the traceroute tool to discover the
routers on the path to the www.certifiedhacker.com host by sending packets to the
destination with increasing time to live (TTL) values and analyzing the responses received
from intermediate routers.
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Traceroute Analysis

Attackers execute traceroute to find the IP addresses of intermediate devices such as routers and firewalls present between a source and its

destination

= traceroute 1.10.10.20,
= fraceroute 1.10.20.10,
= traceroute 1.10.20.10,
* traceroute 1.10.20.15,
* traceroute 1.10.20.15,

second to last hop is 1.10.10.1
third to last hop is 1.10.10.1
second to last hop is 1.10.10.50
third to last hop is 1.10.10.1
second to last hop is 1.10.10.50

For example, after running several traceroutes, an attacker might obtain the following information:

By compiling this information, attackers can identify the intermediate devices or hosts in the path to the target network

1.10.10.20

&

- | vi3
-Louncl

1.10.20.10

Bastion Host Web Server

_—
— DMZ ZONE

Attack - AN ﬂ : ﬂ T A I )

Process [ —--] L] l

m e 1.10.10.1 1.10.10.50 1.10.20.50
i Firewall Firewall
Internet Router 1.10.20.15 -,
Hacker Mail Server
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Traceroute Analysis

We have discussed how the traceroute utility helps find the IP addresses of intermediate devices
such as routers and firewalls present between a source and its destination. After running several
traceroutes, an attacker can find the location.of a hop in the target network. Consider the
following traceroute results:

® traceroute
® traceroute
® traceroute
® traceroute

®  traceroute

1.:10.320.20,
1.10.20.10,
1.10.20.10,
1.10.20.15,
1,.10.20.15,

second to last hop is 1.10.10.1
third to last hop is 1.10.10.1
second to last hop is 1.10.10.50
third to last hop is 1.10.10.1

second to last hop is 1.10.10.50

By analyzing these results, an attacker can identify the intermediate devices or hosts in the path
to reach the target network, as shown in the figure.

Hacker
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Figure 2.80: Traceroute Analysis
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Traceroute Tools

Traceroute tools such as NetScanTools Pro, PingPlotter, Traceroute NG, and tracert are useful for
extracting information about the geographical location of routers, servers, and IP devices in a
network. Such tools help us to trace, identify, and monitor the network activity on a world map.
Some of the features of these tools are as follows:

" Hop-by-hop traceroutes = Ping plotting

= Reverse tracing = Port probing

= Historical analysis = Detect network problems

= Packet loss reporting = Performance metrics analysis

= Reverse DNS = Network performance monitoring

= NetScanTools Pro

Source: https://www.netscantools.com

Attackers can use NetScanTools Pro to trace the route packets traverse from their
machine to the target device on alocal area network or across the Internet. The tool offers
ICMP, UDP, or TCP traceroute methods and allows attackers to identify the intermediate
devices along the route. Also, it helps attackersdocate the country assigned to each I1Pv4
address in each hop.

- e

¥ demo - NetScanTools® Pro Derno Version Build 8-10-2022 based on version 10,93 — O X

: File Edit Accessibility WView IPv6 Help

| 2B e

Welcome Now! Manual Tools - Traceroute P
Automated Tools '
Target Hostname or IP Address Network Interface (autoselected based on target IP address) add Note
Murshiftsel) - google. o) | x| Ethernet (10.10.1.11) - Microsoft Hyper-V Network Adapter
- Jump To Automater
@ Send MS ICMP, Rcy MS ICMP — Reports
Traceroute Pe6Q —
Ready. | Add to Favori
f’_.’ . _ ayorikes
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Traceroute - Graphical Stop 1 10.10.1.2 ? 1 Unassigme
’ > . | 2 172.18.0.1 ? 0 Unassigne
4 Settings :
. 3 192.168.0.1 ? 1 Unassigne
TICP .Rmm 1P addresses toll| 2 103.186.82.26 ? 2 NEV ZEALX
0 hostnames S 206.53.170.23 asl5169.ashburn.megaport.com 1 UNITED 51
Tiatercaibs Plods 6 108.170.246.49 ? 1 UNITED 51
1 216.239.48.101 ? 2 UNITED 51
ICMPv4 (MS)
; -1 "nAD BEMN DY E 1nc - > TMITTS N o7
Favorite Tools
Active Discovery Tools Show Timing Chart Traceroute Statistics: 32 data www.google.com [142.251.111,105]
Passive D Tool Start Time: Mon, 11 Mar 2024 01
G55HVELISCOVEDY 005 Teredo Server (IPv6): 20 packets transmitted, 11 packets r acket loss
DNS Tools N/A Round Trip Time - minfavgfmax = 0.000417
Packet Level Tools

External Tools

form of a report

Results are viewed in the L v

Application Info

Figure 2.81.Screenshot of NetScanTools Pro

Module 02 Page 240 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Footprinting and Reconnaissance

= PingPlotter

Source: https://www.pingplotter.com

PingPlotter allows attackers to collect traceroute data for target hosts using ICMP, UDP,
and TCP packets. It automatically discovers the network hops and tracks latency and
packet loss over time. Using this tool, attackers can visualize the traceroute data in
readable graphs. This tool aids attackers in identifying bandwidth bottlenecks, WiFi
interference, or hardware faults on the target network.

& certifiedhackers.com - PingPlotter Pro - O X
File Edit Tools Summaries Workspace Help
a PingPlotter Standard is best for troubleshooting home internet problems.
ERREEE | certifiedhackers.com « [Rg -
. >
https://certifiedhackers.com / 13.248.169.48 | v | Interval| 25 seconds | Focus| Auto - e
Hop  Count P Name Avg Min Cur PL% Oms Latency 266 ms
1 64 10.10.1.2 10.10.1.2 0.6 03 0.6
2 64 172.18.0.1 172.18.0.1 1.2 04 0.7
3 64 192.168.0.1 192.168.0.1 1.3 03 0.8
4 64 103.186.82.26 103.186.82.26 17 0.8 2.7
5 64 103.186.82.3 103.186.82.3 1.8 0.8 09
6 64 38.104.207.233 gi0-1-1-15.rcr21.iad01.atlas.cogentco.cc 2.2 13 26
7 64 154.5430.193 be2956.ccrd 1.iad02.atlas.cogentco.com 24 1.5 17
8 64 38.142.22042 38.142.22042 2.9 1.1 1.7
9 64 52.46.164.40 5246.164.40 3.7 1.2 W
10 64 52.46.164.49 52.46.164.49 23.0 5.0¢ 1041 ' x
*  100.0
certifiedhackers.com rj‘-53.2d5,169.4§‘,| hop 17 “ 10 minutes (12:55:51a - 1:05:51a)
35|> _____________________________________________ T I T s
5 Y
E ¢ : 3
> \ i
g \Q g
12:56a 12:57a 12582 12:593 1:00a 1:01a 1:02a 1:03a 1:04a 1:05a

Figure 2.82:Screenshot of PingPlotter
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Tracking Email Communications

« Email tracking is used to monitor the delivery of
emails to an intended recipient

« Attackers track emails to gather information
about a target recipient, such as IP addresses,

geolocation, browser and OS details, to build a e pter T o LM Collecting
hacking strategy and perform social engineering h=SINBC 26+ COGLEQuo 3 SamU L T551 Jgnusuc ) Information
and other attacks rienctie s et i ek o o et 3
== from Email
( The address from
ction-Resuits: i=1 which the message Header
/(\ _ \.T:.aslsent Sender’s IP

address

A ctoperse. con> |

E‘??)j i I w1 win
— Date and time received by |- ] |  sender’s mail
the originator’'s email servers | ' : server ; et
Authenticationsystamiusad. gl =
by sender’s mail server famETA IVEC T2l JAE /27 wdul/AKELQXUL ON/a7srDeMhF Cucx LAGsA s
? Date and time of T by SeniCions Tboma e 10 e sessmesr|  Sender’sfull
l message sent — 8 Mar 7824 15:36:37 < . " name
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Tracking Email Communications

Email tracking monitors the email messages of a particular user. This kind of tracking is possible
through digitally time-stamped records that reveal the time and date when the target receives
and opens a specific email. Email tracking tools.allow an attacker to collect information such as
IP addresses, mail servers, and service providers involved in sending the email. Attackers can use
this information to build a hacking strategy and to perform social engineering and other attacks.
Examples of email tracking tools include IP2LOCATION’s Email Header Tracer, MxToolbox, DNS

Checker Email Header Analyzer, and Social Catfish.

Information about the victim gathered using email tracking tools includes:

*= Recipient's System IP address: Allows tracking of the recipient’s IP address

= Geolocation: Estimates and displays the location of the recipient on the map and may
even calculate the distance from the attacker’s location

= Email Received and Read: Notifies the attacker when the email is received and read by
the recipient

= Read Duration: The time spent by the recipient in reading the email sent by the sender
=" Proxy Detection: Provides information about the type of server used by the recipient
= Links: Checks whether the links sent to the recipient through email have been checked

= QOperating System and Browser information: Reveals information about the operating
system and the browser used by the recipient. The attacker can use this information to
find loopholes in that version of the operating system and browser to launch further
attacks
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»  Forward Email: Determines whether the email sent to the user is forwarded to another
person

= Device Type: Provides information about the type of device used to open and read the
email, e.g., desktop computer, mobile device, or laptop

= Path Travelled: Tracks the path through which the email traveled via email transfer agents
from source to destination system

Collecting Information from Email Header

An email header contains the details of the sender, routing information, addressing scheme,
date, subject, and recipient. Email headers also help attackers to trace the routing path taken by
an email before itis delivered to the recipient. Each email header is a useful source of information
for an attacker to launch attacks against the target. The process of viewing the email header
varies with different email programs.

Commonly used email programs:

= eMCClient *= SmarterMail Webmail
= Mailbird = Qutlook

" Hiri =  Apple Mail

*= Mozilla Thunderbird * ProtonMail

= Spike =  AOL Mail

=  Claws Mail = Tuta

The email header contains the following'information:
= Sender’s mail server
= Date and time of receipt by the originator’s email servers
= Authentication system used by the sender’s mail server
= Data and time of sending the message
= A unique number assigned by mx.google.com to identify the message
= Sender’s full name
= Sender’s IP address and address from which the message was sent

The attacker can trace and collect all this information by performing a detailed analysis of the
complete email header.
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Figure 2.83: Screenshot showing detailed analysis of the email header

Email Tracking Tools

Email tracking tools such as IP2LOCATION’s Email Header Tracer, MxToolbox, eMailTrackerPro,
Holehe, DNS Checker Email Header Analyzer, and Social Catfish allow an attacker to track an email
and extract information such as sender identity, mail server, sender’s IP address, location, and so

on. Attackers use the extracted information to track the email path from the attacker's location
to the target mail server using IP addresses in the email header.

= eMailTrackerPro
Source: http://www.emailtrackerpro.com

As shown in the screenshot, attackers use eMailTrackerPro to analyze email headers and
extract information such as the sender’s geographical location, IP address, and so on. It
allows an attacker to review the traces later by saving past traces.

Module 02 Page 244 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures
Footprinting and Reconnaissance

Exam 312-50 Certified Ethical Hacker

9 eMailTrackerPro v10.0b Advanced Edition. Trial day 1 of 15 — m] X
File Help
£ ) e Export Rules
i - - Trial Edition
My My Trace Trace Trace Email Settings
Inbox Reports Headers  Address Accounts
View New Email Trace Configure

| Home |I Subject: Last Chancel .. % :

The trace is complete, the information found is displayed on the right

New Trace

Email Summary

View Report

From: = cams o -

TO o -

Date: Sun, 5 May 2024 19:01;35 -0500 {CDT)

Subject: Last Chance! Register for Riverbed Launch Webcast

Location: [America]

Misdirected: No

Abuse Address: mktabuse@ adobe.com
Abuse Reporting: To automatically generate an email abuse

From IP: 152 28.155.47

System Information:

& The system is running a mail server
1tta###tta##ttt#tt‘##tttt&t‘tta#ttt#‘tt#k#

port 25. This means that this system can be usedto s

¥ tania @ There isno HTTP server running on this system {the
# Hop IP Hop Name Location @ There is no HTTPS server running on this system {the

1 10. @ There s no FTP server running on this system {the po
2 17:
3 19: _

4 8 (Australia)
(] hE lonap-gw-no-dns-yet. zayo.com  (Australia) Network Whois

10 B4, ael5 erd.iad10.us. zip.zayo.com [America] R

11 12¢ 128177 .77 186 |PYX-260031-910{America] s € Domain Whois

12 208 rt-bt-1-be-1.va5 ne adobe net JAmernca) * b -

13 20¢ sr-cdbs-1-po-6.va5. omniture. com [Amenica) \ Email Header

[ You are on day 1 of a 15 day trial. T.o,apm..n.linenne-gid_i_.ngmnt.fnc;purchase.infmmaﬂm%

L O

Figure 2.84: Screenshot of eMailTrackerPro

= |P2LOCATION’s Email Header Tracer

Source: https.//www.ip2location.com

IP2LOCATION’s Email Header Tracer is an open-source service that attackers can use to
analyze and trace email paths using the email header. It enables attackers to trace back
the target location and the mail servers through which the email is passing, utilizing the

IP addresses found in the email header.
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Figure 2.86: Screenshot of IP2LOCATION’s Email Header Tracer
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Objective

Demonstrate Footprinting through
Social Engineering

Active Reconnaissance
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Footprinting through Social Engineering

= Social engineering is an art of exploiting human behaviour to extract confidential information

= Social engineers depend on the fact that people are unaware of their valuable information and are careless about protecting it

Social engineers attempt to gather Social engineering techniques include
+ Credit card details and social security number « Eavesdropping

« Usernames and passwords » Shoulder surfing

+ Security products in use « Dumpster diving

+ Operating systems and software versions « Impersonation

+ Network layout information

* |P addresses and names of servers
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Footprinting through Social Engineering

So far, we have discussed the different techniques for gathering information using online
resources or tools. Now, we will discuss footprinting through social engineering, i.e., the art of
obtaining information from people by exploiting their weaknesses. This section covers the
concept as well as the techniques used to gather information through social engineering.
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Social engineering is a non-technical process in which an attacker misleads a person into
providing confidential information inadvertently. In other words, the target is unaware of the
fact that someone is stealing confidential information. The attacker takes advantage of the
gullible nature of people and their willingness to provide confidential information.

To perform social engineering, an attacker first needs to gain the confidence of an authorized
user and then mislead that user into revealing confidential information. The goal of social
engineering is to obtain the required confidential information and then use that information for
malicious purposes such as gaining unauthorized access to the system, identity theft, industrial
espionage, network intrusion, fraud, and so on. The information obtained through social
engineering may include credit card details, social security numbers, usernames and passwords,
other personal information, security products in use, OS and software versions, IP addresses,
names of servers, network layout information, and so on.

Social engineering can be performed in many ways, such as eavesdropping, shoulder surfing,
dumpster diving, impersonation, tailgating, third-party authorization, piggybacking, reverse
social engineering, and so on.
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Collecting Information through Social Engineering on Social
Networking Sites

= Attackers use social engineering tricks to gather sensitive information from social networking websites
+ Attackers create a fake profile and then use the false identity to lure employees into revealing their sensitive information

= Attackers collect information about the employees’ interests and tricks them into revealing more information

What Users Do What Attacker Gets What Organizations Do What Attacker Gets
Maintain profile Contact info, location, etc. User surveys Business strategies
Connect to friends, chat Friends list, friends’ info, etc. Promote products Product profile
Share photos and videos ?demlty of family members, User support Social engineering
interests, etc.

Recruitment Platform/technology
Play games, join groups Interests

Background check to hire :

s Type of business

Create events Activities employees
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Collecting Information through Social Engineering on Social Networking Sites

Social networking sites are online services, platforms, ar other sites that allow people to connect
and to build interpersonal relations. The use of\social networking sites is increasing rapidly.
Examples of such sites include LinkedIn, Facebaook, Instagram, Twitter, Pinterest, YouTube, and
so on. Each social networking site has its'own purpose and features. One site may connect
friends, family and so on, while another helps users to share professional profiles. Social
networking sites are open to everyone. Attackers may take advantage of this feature to gather
sensitive information from users either by browsing through users’ public profiles or by creating
a fake profile to pose as a genuine user. On social networking sites, people may post personal
information such as date of birth, educational information, employment background, spouse’s
names, and so on. Organizations often post information such as potential partners, websites, and
upcoming news about the company.

For an attacker, social networking sites can be valuable sources of information about the target
person or organization. The attacker can only gather the information that is posted by individuals.
There are no barriers for attackers to access the public pages of accounts created on social
networking sites. To obtain more information about the target, attackers may create fake
accounts and use social engineering techniques to lure the victim into revealing more
information. For example, the attacker can send a friend request to the target person from a fake
account; if the victim accepts the request, then the attacker can access even the restricted pages
of the target person on that website.

Information Available on Social Networking Sites

So far, we have discussed how an attacker can collect information from social networking sites.
Now, we will discuss what information an attacker can get from social networking sites.
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People usually maintain profiles on social networking sites to provide basic information about
themselves and to help create and maintain connections with others. A profile generally contains
personal information such as a person’s name, contact information (cell phone number, email
address), friends’ information, information about family members, interests, and activities.
People usually connect with friends and chat with them. Attackers can gather sensitive
information through these chats. Social networking sites also allow people to share photos and
videos. If users fail to set the appropriate privacy settings for their albums, then attackers can see
the pictures and videos shared by them. Users may join groups to play games or to share their
views and interests. Attackers can collect information about the victim's interests by tracking his
or her groups and can then mislead the victim into revealing more information. Users may create
events to notify other users about upcoming occasions, from which attackers will come to know
about the user’s activities.

The activities of users on social networking sites and the respective information that an attacker
can collect is summarized in the following table.

What Users Do What Attacker Gets
Maintain profile Contact info, location, and related information
Connect to friends, chat Friends list, friends’ info, and related information
Share photos and videos Identity of family members, interests, and related information
Play games, join groups Interests
Create events Activities

Table 2.5: Activities of users on the social networking sites and the respective information

Like individuals, organizations also use social networking sites to connect with people, promote
their products, and gather feedback about their products and services. The activities of an
organization on social networking sites and the respective information that an attacker can
collect are summarized in the table below.

What Organizations Do What Attacker Gets
User surveys Business strategies
Promote products Product profile
User support Social engineering
Recruitment Platform/technology information
Background check to hire employees Type of business

Table 2.6: Activities of the organization on the social networking sites and the respective information
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Collecting Information Using Eavesdropping, Shoulder Surfing,
Dum pster Diving,and Impersonation

Eavesdropping
* ltis the interception of any form of communication, such as audio, video, or text
+ Secretly observing the target to gather critical information, such as

Shoulder Surfing passwords, personal identification number, account numbers, and credit

Dumpster Diving

* Pretending to be a legitimate or authorized person and using the v, oy
Impersonation phone or other communication medium to mislead targets and trick them \*ﬁ
into revealing information
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* Unauthorized listening of conversations or reading of messages

card information

* Looking for treasure in someone else's trash
It involves the collection of phone bills, contact information, financial
information, operations-related information, etc. from the target company’s
trash bins, printer trash bins, user desk for sticky notes, etc.

Collecting Information Using Eavesdropping, Shoulder Surfing, Dumpster
Diving, and Impersonation

Eavesdropping, shoulder surfing, dumpster diving,‘and impersonation are social engineering
techniques widely used to collect information.from people.

Eavesdropping

Eavesdropping is the act of intercepting communication in any form, such as audio, video,
or text, without the consent of the communicating parties. It also includes reading
confidential messages from communication media such as instant messaging or fax
transmissions. The attacker can gain information by tapping phone conversations or
intercepting audio, video, or written communications.

Shoulder Surfing

Shoulder surfing is a technique whereby attackers secretly observe the target to gain
critical information. In the shoulder surfing technique, an attacker stands behind the
victim and secretly observes the victim’s activities on the computer, such as keystrokes
while entering usernames, passwords, and so on. The technique is effective in gaining
passwords, personal identification numbers, security codes, account numbers, credit card
information, and similar data. Attackers can easily perform shoulder surfing in a crowded
place, as it is relatively easy to stand behind and watch the victim without his or her
knowledge.

Dumpster Diving

This uncouth technique, also known as trashing, involves the attacker rummaging for
information in garbage bins. The attacker may gain vital information such as phone bills,
contact information, financial information, operations-related information, printouts of
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source codes, printouts of sensitive information, and so on from the target company’s
trash bins, printer waste bins, sticky notes at users’ desks, and so on. The attacker may
also gather account information from ATM trash bins. The information can help the
attacker to commit attacks.

= Impersonation

Impersonation is a technique whereby an attacker pretends to be a legitimate or
authorized person. Attackers perform impersonation attacks personally or use phones or
other communication media to mislead targets and trick them into revealing information.
The attacker might impersonate a courier/delivery person, janitor, businessman, client,
technician, or he/she may pretend to be a visitor. Using this technique, an attacker
gathers sensitive information by scanning terminals for passwords, searching important
documents on desks, rummaging bins, and so on. The attacker may even try to overhear
confidential conversations and “shoulder surf” to obtain sensitive information.
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Objective

Automate Footprinting Tasks using
Advanced Tools and Al

Active Reconnaissance
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Footprinting Tools: Maltego and Recon-~ng

Maltego can be used to determine the relationships and Recon-ng is a Web Reconnaissance framework with
real world links between people, groups of people, Hecoi independent modules and database interaction, which
organizations, websites, Internet infrastructure, documents, g provides an environment in which open source, web-
etc. based reconnaissance can be conducted
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Footprinting Tools: FOCA and subfinder

FOCA (Fingerprinting Organizations with Collected
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Footprinting Tools: OSINT Framework

* OSINT Framework is an open source intelligence gathering
framework that is focused on gathering information from free toels
or resources

= It provides a simple web interface that lists various OSINT tools
arranged by categories and is shown as OSINT tree structure on
the web interface

= Tools listed includes the following indicators:

= (T) - Indicates a link to a tool that must be installed and run locally

= (D) - Google Dork

= (R) - Requires registration

= (M) - Indicates a URL that contains the search term and the URL itself . " :
must be edited manually e T Qe

https://osintframework.com

Other Tools: Sudomy BillCipher whatweb Raccoon Recon-Dog Web Check OSINT.SH
5 https.//github.com https.//github.com https://github.com https.//github.com https://github.com https.//web-check.xyz https://osint.sh
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Automate Footprinting Tasks using Advanced Tools and AI

Many organizations offer tools that facilitate information gathering. This section describes the
tools used to obtain information from various sources.

Footprinting tools are used to collect basic information about target systems to exploit them.
Information collected by footprinting tools includes the target’s IP location, routing information,
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business information, address, phone number, social security number, details about the source
of an email and a file, DNS information, and domain information.

= Maltego

Source: https://www.maltego.com

Maltego is an automated tool that can be used to determine the relationships and real-
world links between people, groups of people, organizations, websites, Internet
infrastructure, documents, etc.

Attackers can use different entities available in the tool to obtain information such as
email addresses, a list of phone numbers, and a target’s Internet infrastructure (domains,
DNS names, Netblocks, IP addresses information).

As shown in the screenshot, attackersadd a Website entity, rename it withthe target’s
domain, and obtain the email addresses and phone numbers associated with the target.
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Figure 2.87: Screenshot of Maltego

Recon-ng is a web reconnaissance framework with independent modules for database

interaction that provides

reconnaissance can be conducted.
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As shown in the screenshot, attackers use the module recon/domains-
hosts/brute hosts to extract a list of hosts associated with the target URL.

Attackers use this module
to gather target hosts
information

Execute the query

Harvests list
of target
hosts

Figure 2.88: Screenshot of recon-ng

= FOCA

Source: https://www.elevenpaths.com

Fingerprinting Organizations with Collected Archives (FOCA) is a tool used mainly to find
metadata and hidden information in the documents that its scans. FOCA is capable of
scanning and analyzing a wide variety of documents, with the most common ones being
Microsoft Office, Open Office, or PDF files.

Features:

o Web Search - Searches for hosts and domain names through URLs associated with the
main domain. Each link is analyzed to extract information from its new host and
domain names.

o DNS Search - Checks each domain to ascertain the host names configured in NS, MX,
and SPF servers to discover the new host and domain names.

o IP Resolution - Resolves each host name by comparison with the DNS to obtainthe IP
address associated with this server name. To perform this task accurately, the tool
performs analysis against the organization’s internal DNS.

o PTR Scanning - Finds more servers in the same segment of a determined address; IP
FOCA executes a PTR log scan.
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o BingIP - Launches FOCA, which is a search process for new domain names associated
with that IP address for each IP address discovered.

o Common Names - Perform dictionary attacks against the DNS.

As shown in the screenshot, attackers search the target domain and obtain the file
information stored in it. The extracted files can be viewed on the web browser. Further,
the attackers can view additional information such as network domains, roles,
vulnerabilities, and metadata of the target domain.
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Figure 2.89:Screenshot of FOCA
= subfinder
Source: https://github.com

subfinder is a subdomain discovery tool that helps attackers find valid subdomains for
websites using passive online sources. It supports multiple output formats (JSON, file,
stdout).
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Attackers obtain
subdomains of
the target

Figure 2.90: Screenshot of subfinder
=  OSINT Framework
Source: https://osintframework.com

OSINT Framework is an open sourceintelligence gathering framework that helps security
professionals in performing automated footprinting and reconnaissance, OSINT research,
and intelligence gathering. It is focused on gathering information from free tools or
resources. This framework includes a simple web interface that lists various OSINT tools
arranged by category, and it is shown as an OSINT tree structure on the web interface.

As shown in the screenshot, the tools listed include the following indicators:
o (T) - Indicates a link to a tool that must be installed and run locally

o (D)- Google dork

o (R)- Requires registration

o (M) - Indicates a URL that contains the search term and the URL itself must be edited
manually
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Figure 2.91: Screenshot of OSINT Framework

= Recon-Dog

Source: https://www.github.com

Recon-Dog is an all-in-one tool for all basic information gathering needs. It uses APIs to
collect information about the target system.

Features:

o Censys: Uses censys.io to gather a massive amount of information about an IP

address.

o NS lookup: Performs name server lookup

o Portscan: Scans most common TCP ports

o Detect CMS: Can detect 400+ content management systems

o Whois lookup: Performs a Whois lookup

o Detect honeypot: Uses shodan.io to check if the target is a honeypot
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o Find subdomains: Uses findsubdomains.com to find subdomains

o Reverse IP lookup: Performs a reverse IP lookup to find domains associated with an
IP address

o Detect technologies: Uses wappalyzer.com to detect 1000+ technologies

o All: Runs all utilities against the target
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Figure 2.92: Screenshot of Recon-Dog
= BillCipher
Source: https://www.github.com

BillCipher is an information gathering tool for a website or IP address. It can work on any
operating system that supports Python 2, Python 3, and Ruby. This tool includes various
options such as DNS lookup, Whois lookup, port scanning, zone transfer, host finder, and
reverse IP lookup, which help to gather critical information.
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Figure 2.93: Screenshpt of BillCipher
Some additional footprinting tools are listed below:

= Sudomy (https://github.com)

= theHarvester (https://www.edge-security.com)

= whatweb (https://github.com)

= Raccoon (https://github.com)

* Orb (https://github.com)

= Web Check (https.//web-check.xyz)

= OSINT.SH (https://osint.sh)
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Al- Powered OSINT Tools

Other Tools: DorkGPT DorkGenius Google Word Sniper Cylect.io ChatPDF
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+ Taranis Al is an advanced open source intelligence (OSINT)
tool that leverages artificial intelligence to gather, analyze,
and interpret publicly available data

+ It assist ethical hackers in identifying potential security
threats, vulnerabilities, and other relevant information
from a wide array of sources on the internet

...........................

https://taranis.ai

OSS Insight

+ OSS Insight uses Al to provide in-depth insights into the GitHub ecosystem,
analyzing over 5 billion GitHub events

+ It offers powerful tools for understanding and navigating the open-source world, from
comprehensive repository analytics to developer productivity insights

//ossinsight.io

https://dorkgpt.com https://dorkgenius.com https://googlewordsniper.eu https://cylect.io https://chatpdf.com

AI-Powered OSINT Tools

Al has revolutionized open-source intelligence (OSINT) by significantly enhancing investigative
capabilities through advanced data collection, "analysis, and prediction. Al automates data
processing, extracts relevant insights, delivers actionable intelligence more efficiently than
traditional methods, and enhances the OSINT tools.

Al-powered tools offer numerous advantages for OSINT. The following are some key use cases in
which Al can significantly benefit OSINT researchers.

Web Scraping: Al techniques utilize online data from sources such as social media, blogs,
forums, and deep web databases. This data enables the tracking of entities over time or
the monitoring of public behavior. Machine-learning models can automate the extraction
of specific information such as social media comments and replies.

Pattern Recognition: Machine learning (ML) techniques can identify entities within large
datasets and analyze files to identify the relationships between different entities. These
entities include names, company details, addresses, emails, phone numbers, and relevant
data.

Content Summarization: NLP algorithms can summarize large volumes of data. OSINT
gatherers can utilize this capability to extract pertinent information from extensive
datasets. For example, an Al summarization tool can extract company names from a set
of PDF files spanning hundreds of pages.

Sentiment Analysis: Al technology can interpret human emotions through text analysis,
which is particularly useful for understanding public sentiment. OSINT researchers can
use Al to assess the emotional state of users based on social media posts and comments
or to predict consumer behavior based on reviews.
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Image Recognition: Computer vision, a subset of Al, can analyze digital media files such
as images and videos. In OSINT investigations, computer vision can assist in:

o Face Recognition: Identifying and tracking individuals across different media.
o Metadata Analysis: Extracting metadata from digital files.

o Reverse Image Search: Enhancing reverse image search capabilities and detecting
deepfake images.

Al Detection: Al can also identify content generated by other Al tools, which is crucial for
detecting malicious activities facilitated by Al.

Benefits of Integrating Al in OSINT:

Improved Efficiency: Al enhances OSINT efficiency by automating tasks such as web
scraping and data extraction, which accelerates the data collection and analysis
processes. This allows investigators to focus on higher-level analysis and decision-making,
ultimately expediting investigations and delivering timely insights.

Greater Scope: Al expands the scope of OSINT by analyzing vast data from the surface
web, deep web, and dark web, ensuring comprehensive intelligence coverage. Its ability
to process large datasets and identify connections enables investigators to uncover
hidden patterns and relationships that are difficult to detect manually.

Enhanced Visibility: Al enhances the visibility of intelligence data by connecting billions
of seemingly unrelated data points to\coherent networks of information, enabling
investigators to quickly identify suspicious activities and establish connections between
threat actors or events. Al-powered tools present these networks as user-friendly
graphical interfaces, making it(simpler for investigators to recognize and comprehend
complex relationships and trends within the data.

Increased Investigator Safety: Al enhances the safety of investigators by enabling
anonymized and automated investigations. This reduces the risk of exposing an
investigator's identity or compromising sensitive information. Al tools can conduct
thorough investigations without the need for direct human involvement in potentially
dangerous environments such as the dark web.

Al-Powered OSINT Tool: Taranis Al

Source: https://taranis.ai

Taranis Al is an advanced OSINT tool uses Al to enhance information gathering and situational
analyses. It uses NLP and Al to improve the quality of data received from data sources, such as
websites, to gather unstructured news articles. Analysts then transform these Al-enhanced
articles into organized reports that are used as the basis for deliverables such as PDF files that
are eventually published.
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Features of Taranis Al:

= Advanced OSINT Capabilities: Taranis Al searches multiple data sources, including
websites, to collect unstructured news articles and provides a comprehensive and
enriched intelligence feed.

= Al-Enhanced Analysis: Taranis enhances the collected articles, ensuring higher content
quality and relevance using Al and NLP.

* Multi-Format Output: Taranis Al creates a variety of end products, including structured
reports and PDF files, tailored to meet specific informational needs and requirements.

= Seamless Publishing: The platform enables easy publication of finalized intelligence
products, ensuring timely dissemination of critical information to stakeholders.
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Figure 2:94: Screenshot of Taranis Al

Al-Powered OSINT Tool: OSS Insight
Source: https://ossinsight.io

OSS Insight leverages Al to delve deep into the GitHub ecosystem by analyzing an extensive
dataset of over five billion GitHub events. This capability enables it to offer comprehensive
insights and tools to enhance the understanding and navigation of the open-source world. From
detailed repository analytics encompassing metrics such as stars, forks, and commits to insights
into developer productivity and collaboration patterns, OSS Insight is equipped with powerful
resources for informed decision-making and strategic planning in open-source software
development.

Key Features of OSS Insight

= GPT-Powered Data Exploration: It enables users to query GitHub data using natural
languages, generate SQL queries, and present the results visually. It helps ethical hackers
gather intelligence on repositories, developer activities, and trends without requiring
advanced SQL skills, thereby enhancing investigative efficiency.

" Technical Fields Analytics: The platform curates GitHub collections in technical domains
and provides analytics in areas such as web frameworks, Al, and Web3. Ethical hackers
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can use this data to identify emerging technologies, potential vulnerabilities, and
understand specialized security landscapes.

Developer Analytics: The tool monitors developer productivity metrics such as commits,
pull requests, and code contributions while also analyzing collaboration behaviors and
engagement levels. Ethical hackers can use this to assess contributor activity and
reliability, identify potential weaknesses in security practices, and identify high-risk or
low-activity contributors.

Repository Analytics: This tool assesses GitHub repository metrics, such as popularity
(stars and forks), update frequency, and community engagement. It provides historical
trends and comparative insights that aid in benchmarking and strategic decisions. Ethical
hackers can analyze the health and security postures of repositories, track how issues and
pull requests are handled, and identify repositories that are vulnerable to attacks owing
to low engagement or outdated code.

Compare Projects: This enables easy comparison of metrics from different GitHub
projects, including activity levels, contributor demographics, issue-handling efficiency,
and technical metrics. This helps ethical hackers identify projects with better security
practices, active communities, or potential vulnerabilities for strategic targeting and
assessment.

Importance of OSS Insight in OSINT for Ethical Hacking

Comprehensive Data Analysis: By analyzing over five billion GitHub events, OSS Insight
provides a wealth of data that ethical'hackers can use to gather intelligence on software
vulnerabilities, popular frameworks;, and emerging trends. These data can inform
vulnerability assessments and.aid'in the identification of potential attack vectors.

Real-time and Historical Data: The integration of real-time data updates and historical
data from the GHArchive ensures that ethical hackers have access to up-to-date
information on ongoing developments and past incidents within the GitHub ecosystem.

Al-Powered Querying: The Al-powered GitHub Data Explorer simplifies the querying of
complex datasets using natural language, making it easier for ethical hackers to extract
specific information relevant to their investigations.
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Figure 2.95: Screenshot of OSS Insight

Additional Al-Powered OSINT Tools

Al OSINT tools that leverage artificial intelligence to enhance the efficiency and accuracy of open-
source intelligence gathering are as follows:

" DorkGPT
Source: https.//dorkgpt.com

DorkGPT is an Al-powered tool designed to assist Google Dorking, a technique used to
find information that is not easily aceessible through regular search queries. It leverages
the capabilities of GPT (Generative Pre-trained Transformer) models to generate and
refine search queries, helping users uncover sensitive information, hidden pages, and
other data that may be relevant to cybersecurity, ethical hacking, or research purposes.

= DorkGenius
Source: https://dorkgenius.com

DorkGenius is an Al-powered tool that automates Google Dorking and helps users
generate advanced search queries to find specific information on the internet. It is useful
for uncovering hidden files, directories, sensitive information, and security vulnerabilities,
particularly in the case of ethical hackers.

= Google Word Sniper
Source: https://googlewordsniper.eu

Google Word Sniper helps to refine search queries for more effective Google results. It
identifies targeted keywords and phrases, making it easier to find specific information,
hidden content, and niche data. This tool is valuable for researchers, marketers, and
cybersecurity professionals, as it enhances their ability to uncover valuable buried
information in search results.
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Cylect.io
Source: https://cylect.io

Cylect.io is an advanced Al-powered OSINT tool that integrates multiple databases into a
user-friendly interface, providing a vast collection of resources for ethical hackers and
enabling efficient and confident OSINT investigations. Developed to address the
inefficiencies of traditional search engines, Cylect.io simplifies the search process and
enhances the speed and accuracy of data collection in investigative contexts.

ChatPDF
Source: https://chatpdf.com

ChatPDF is an OSINT tool that leverages Al to analyze and extract information from PDF
documents through a conversational interface. Users can upload PDF files and interact
with the tool to quickly retrieve specific data, summaries, and insights, making it a
valuable resource for ethical hacking.

Bardeen.ai
Source: https://www.bardeen.ai

Bardeen.ai is an automation tool that can be used for OSINT by enabling users to
streamline and automate data collection and analysis processes from various online
sources. This enhances the speed and accuracy of OSINT activities, making them useful
assets for cybersecurity professionals, résearchers, and investigators.

DarkGPT
Source: https://github.com/luijait/DarkGPT

DarkGPT is an Al assistant that uses GPT-4-200K to query leaked databases, aiding in
efficient and targeted searches within compromised data sources. This enables users to
extract vital information and insights, enhancing the OSINT capabilities of cybersecurity
analysts and researchers.

PenlLink Cobwebs
Source: https://cobwebs.com

PenLink Cobwebs is an advanced Al-powered OSINT tool that specializes in gathering and
analyzing data from various online sources. It offers comprehensive capabilities for
collecting, processing, and visualizing information to support cybersecurity investigations.

Explore Al
Source: https://exploreai.vercel.app

Explore Al is an Al-powered YouTube search engine that uses artificial intelligence to
search for and extract information from YouTube videos, making it easier to access
information for ethical hacking purposes.
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= AnyPicker
Source: https://app.anypicker.com

AnyPicker is a powerful visual web scraper and Al OSINT tool designed to extract data
from websites without requiring coding skills. This tool supports scraping multiple pages
simultaneously and provides a real-time preview of the extraction results, offering
flexibility and efficiency in web data collection.
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Create and Run Custom Python Script to Automate Footprinting
Tasks with Al

« An attacker can also leverage Al-powered ChatGPT or other generative Al technology to automate various footprinting tasks by creating a
custom Python script that will run automatically and fetch the desired result. They can use appropriate prompts to create custom scripts, such
as the one below:

“Develop a Python script which will accept domain name www.microsoft.com as input and execute a series of website footprinting
commands, including DNS lookups, WHOIS records retrieval, email enumeration, and more, to gather information about the target domain”
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Create and Run Custom Python Script to Automate Footprinting Tasks with Al

Attackers can leverage Al-powered technologies to enhance and automate their footprinting
tasks. With the aid of Al, attackers can effortlessly'create and run custom footprinting scripts and
acquire valuable insights about their targets. By developing custom scripts empowered by
artificial intelligence (Al), attackers can efficiently execute a series of website footprinting
commands to gather information about a target domain for cybersecurity assessments.

For example,

Attackers can use ChatGPT to guide the development of such a script by using an appropriate
prompt such as:

"Develop a Python script which will accept the domain name www.microsoft.com as input and
execute a series of website footprinting commands, including DNS lookups, WHOIS records
retrieval, email enumeration, and more, to gather information about the target domain."
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Figure 2.96: Prompt and Output for performing Traceroute with Al —Screenshot 1

Figure 2.97: Prompt and Output for performing Traceroute with Al —Screenshot 2

The following shell script is designed to perform website footprinting including DNS lookups,
WHOIS records retrieval, email enumeration, and more, to gather information about the target
domain: www.microsoft.com

cat <<< EOF > website footprinting.py

import subprocess

def dns lookup (domain) :

return subprocess.getoutput(f'"dig {domain} ANY +noall +answer")
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def whois lookup(domain) :

return subprocess.getoutput(f'"whois {domain}")

def email enumeration(domain) :

return subprocess.getoutput(f'"theHarvester -d {domain} -b all -1 100")

def run footprinting(domain) :
print ("Performing DNS Lookup...")
dns info = dns_ lookup(domain)

print (dns info)

print ("\nPerforming Whois Lookup...")

whois info whois lookup (domain)

print (whois info)

print ("\nEnumerating Emails...")
emails = email enumeration (domain)

print (emails)

domain = 'www.microsoft.com'

run_ footprinting(domain)

EOF

python3 website footprinting.py
Explanation:

This Python script defines four functions: dns_lookup, whois_lookup, email _enumeration, and
run_footprinting.

e dns lookup(domain): Performs a DNS lookup for the specified domain using the dig
command.

e whois lookup (domain): Retrieves WHOIS records for the specified domain using the
whois command.

e email enumeration (domain):Enumerates emails associated with the specified domain
using theHarvester tool.

e run footprinting(domain): Executes a series of website footprinting commands (DNS
lookup, WHOIS lookup, email enumeration) for the given domain and prints the results.
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You can run this script using Python3 to perform website footprinting on the specified domain
(www.microsoft.com).

Figure 2.98: Output file for script with Al — Screenshot 1

Figure 2.100: Output file for script with Al — Screenshot 3
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Figure 2.101: Output file for script with Al — Screenshot 4
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Objective

Explain Footprinting
Countermeasures
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Footprinting Countermeasures

FT Restrict the employees’ access to social networking sites from the organization’s network
Configure web servers to avoid information leakage
Educate employees to use pseudonyms on blogs, groups, and forums
__—:= Do not reveal critical information in press releases, annual reports, product catalogues, etc.
(¢ ) Limit the amount of information published on a website or the Internet
ﬁ%}‘f Use footprinting techniques to discover and remove any sensitive information that is publicly available

@ Prevent search engines from caching a web page and use anonymous registration services
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Footprinting Countermeasures (Cont'd)

@ Develop and enforce security policies to regulate the Place critical documents, such as business plans and

®
®
O s
®
®
@
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information that employees can reveal to third parties proprietary documents offline to prevent exploitation

Set apart internal and external DNS or use split DNS,
and restrict zone transfer to authorized servers

Train employees to thwart social engineering
techniques and attacks

Sanitize the details provided to Internet registrars to
hide the direct contact details of the organization

®© ©

Disable directory listings in the web servers

Conduct security awareness training periodically to

educate employees about various social engineering Piabie 1ho geo fpging Mactiondiy. on cametas 1o

prevent geolocation tracking

Avoid revealing one’s location or travel plans on

Opt for privacy services on a Whois Lookup database social networking sites

® ®

Avoid domain-level cross-linking for critical
assets

Turn off geolocation access on all mobile devices
when not required

Ensure that no critical information is displayed on notice
boards or walls

Encrypt and password-protect sensitive
information

Footprinting Countermeasures

Thus far, we have discussed the importance of footprinting, various methods to perform
footprinting, and tools that help in its execution.Now, we discuss footprinting countermeasures,
i.e., the measures or actions taken to preventoroffset information disclosure.

Some of the footprinting countermeasures are as follows:

= Restrictthe employees’ access to social networking sites from the organization’s network.

= Configure web servers to avoid information leakage.

* Educate employees to use pseudonyms on blogs, groups, and forums.

= Do notreveal critical information in press releases, annual reports, product catalogs, etc.

= Limit the amount of information published on a website or the Internet.

= Use footprinting techniques to discover and remove any sensitive information that is
publicly available.

= Prevent search engines from caching a web page and use anonymous registration
services.

= Develop and enforce security policies such as information security and password policies
to regulate the information that employees can reveal to third parties.

= Implement multi-factor authentication mechanisms to enhance the security of the
organization's systems and resources.

= Set apart internal and external DNS or use split DNS, and restrict zone transfer to
authorized servers.
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= Disable directory listings in the web servers.

= Conduct security awareness training periodically to educate employees about various
social engineering tricks and risks.

= Optfor privacy services on a Whois lookup database.
= Avoid domain-level cross-linking for critical assets.
= Encrypt and password-protect sensitive information.

= |mplement captchas and rate limiting on public-facing services to prevent automated
tools from collecting information at a rapid pace.

= Do not enable protocols that are not required.
= Always use TCP/IP and IPsec filters for defense in depth.

= Configure Internet Information Services (lIS) to avoid information disclosure through
banner grabbing.

= Hidethe IP address and related information by implementing a VPN or keeping the server
behind a secure proxy.

= Request archive.org to delete the history of the website from the archive database.
= Keep the domain name profile private.

= Place critical documents such as business.plans and proprietary documents offline to
prevent exploitation.

= Train employees to thwart social engineering techniques and attacks.

= Sanitize the details provided to the Internet registrars to hide the direct contact details of
the organization.

= Disable the geo-tagging functionality on cameras to prevent geolocation tracking.
= Avoid revealing one’s location or travel plans on social networking sites.
= Turn off geolocation access on all mobile devices when not required.

= Ensure that no critical information, such as strategic plans, product information, or sales
projections, is displayed on notice boards or walls.

= Disable or delete the accounts of employees who left the organization.
= Configure mail servers to ignore mails from anonymous individuals.

= Deploy honeypots or honeynets within the network to attract and detect attackers that
can divert potential footprinters away from critical systems.
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Module Summary

In this module, we have discussed the following:
* Footprinting concepts and the objectives of footprinting

*  Various footprinting techniques, such as footprinting through search engines,
footprinting through Internet search services, and footprinting through social
networking sites

*  Whois, DNS, and email footprinting
* Network footprinting and footprinting through social engineering
=  Some important footprinting tools
How organizations can defend against footprinting and reconnaissance activities

In the next module, we will discuss in detail how attackers, ethical hackers, and pen
testers perform network scanning to collect information about a target of evaluation
before an attack or audit
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Module Summary

This module presented footprinting concepts along with the objectives of footprinting. It
provided a detailed explanation of the various-techniques used for footprinting through search
engines. Further, it described footprinting>through Internet research services and social
networking sites. It also explained Whois and DNS footprinting in detail. Moreover, it described
network footprinting along with tracereute analysis. In addition, it discussed email footprinting
techniques. It also explained footprinting through social engineering. Finally, it presented an
overview of important footprinting tools. The module ended with a detailed discussion of how
organizations can defend themselves against footprinting and reconnaissance activities.

In the next module, we will discuss in detail how attackers as well as ethical hackers and pen
testers perform network scanning to collect information about a target for evaluation before an
attack or audit.
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