COURSE: Ethical Hacking/Penetration Testing & Bug Bounty Huntin
v2

Unleash Your Cybersecurity Potential with Ethical Hacking, Penetration Testing & Bug Bounty
Hunting v2

"1 Introduction:

In a digital landscape teeming with complexities and vulnerabilities, the role of ethical hackers
and penetration testers has never been more crucial. The relentless surge of cyber threats
demands a new breed of cybersecurity professionals who are not only equipped with technical
prowess but also possess an unyielding commitment to safeguarding digital assets. Welcome
to the transformative Udemy course "Ethical Hacking / Penetration Testing & Bug Bounty
Hunting v2." This article serves as your guide to understanding the rich tapestry of topics
covered in this course, enabling you to embark on a journey that combines technical mastery
with ethical responsibility.

< _Intr jon L Injection

SQL injection is a cyberattack technique where malicious SQL code is inserted into
input fields to manipulate or extract data from a database, potentially compromising its
security.
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« Lab from Portswigger for SQL Injection.

Link to the lab:
https://portswigger.net/web-security/sql-injection/union-attacks/lab-determine-numb

er-of-columns
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Figure 1 :-
The above figure shows the Description of the Lab

2. Modify the request that sets the product category filter using Burp Suite
to intercept and alter it.

Burp Project Intruder Repeater View Help  Burp Suite Community Edition v2023.10.1.1 - Temporary - o x
Dashbowd  Target Intruder  Repester  Colsborator  Sequencer  Decoder (3 Settings
Comparer Logger Organizer Extensions. lf:ln « X //02560090047b3211804dcbf006d00fbweb-security-.. 13 ¥ & QA O &
5t HITPhstoy  Websocketshistoryy | (G} progy settings
2 @ recuestio 4 (4261 . oot
; Web Securi SQL injection UNION attack, WRE Notsolved
Fowaa oop scion || opentio ¥ w2 O detsrmining the number of
Row  Hex W = | ipepecor WED T : @ X Academ columns returned by the query
OIT /Tilcertcatagory=hecessories HITR/Z
Cotkie: seanaome (7o uNERCHnaHGE AT AU A3 e Request attributes B - Back to lab tion
Sec-Ch-ta: *Chromiua® jwe"117", Nov;AsBrand-;ve's"
< Suc-tnvapiattora.  “Windows- Feausit quey parameters » -
Upgrade-Insecure- Bequescs: 1 Home | My account
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4) Request body parameters 0 v
ADP1e¥ebKit/537.36 (FATHL, like Gecka) Chrome/l17.0.5938.63
Satars/ea. 26
Request cookies 1~
it in WE LIKE TO
dad Request headers B v
neeps/ s0047bazeL 6 nec/
15 Accept-Encoding: gaip, deflate. br
< Accepe-Language: en-US, en:q=0. 5 o —
Al Accessories  Clothing, shoes and accessories Food & Drink  Pets  Toys & Games
Cheshire Cat Grin $94.75
Giant Pillow Thing $84.81
Six Pack Beer Belt $5.09 View details
222727 Bed - Your New Home Office $67.47
First Impression Costumes $95.44
Baby Minding Shoes $33.76
Hologram Stand In ss208 (T
®® €3] [sn 5 J— The Trolley-ON $56.79 View details .
e — =]
= 0 search M9 Hi fFlebpoer O EhicalHac. @ B ® WhatsApp @ Lab:SOLini.. (0 Ethical Hac. B Burp Suite . (&) SQL injectio.. Diec A@oax 7 meM L]

Figure 2 :-
The above figure shows that we have to change the product filter category after
intercepting the request using the burp suite
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3. Change the category parameter by setting its value to
'+UNION+SELECT+NULL-- and observe an error occurring.
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Figure 3 :-

The above figure shows that in the category parameter, we have to add our Union

payload to manipulate the server

4. To inject a null value into an additional column within the "category"

parameter, you can use the following SQL injection payload:

"+UNION+SELECT+NULL,NULL--
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Figure 4 :-

The above figure shows that the payload injects a null value into an additional

column within the "category" parameter.

LAB Not solved
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5. Continue adding null values until the error disappears and the response
includes additional content that contains the null values.
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Figure 5 :-
The above figure shows that we have to add NULL value until we get a response of 200 Ok

For More Details:-
https://portswigger.net/web-security/sqgl-injection/union-attacks/lab-determine-numb
er-of-columns
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