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Naglos’

Creator: “Ethan Galstad”

Nagios is a powerful awareness tool that allows
organizations to detect and respond to problems before
ISsues can occur.



What is 1t?

a g ‘ O S® Where do | get it?

What makes it special; why use this one?




NIST Cybersecurity Framework

Protect



NIST Cybersecurity Framework
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NIST Cybersecurity Framework

| DE.CM-1: The network is monitored to
detect potential cybersecurity events

Security Continuous
Monitoring

Detect t - -

DE.CM-7: Monitoring for unauthorized
personnel, connections, devices, and
software is performed



MITRE ATT@CK Framework TTP

Execution

Defense Evasion

Discovery
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| T1058.001: Command and Scripting

Interpreter: PowerShell

\ /

4 )
T1562.007: Impair Defenses: Disable
or Modify Firewall

\ /

4 )
T1083: File and Directory Discovery

\ /




Nagios Demo

1. Enable Free Version
2. Deploy Scanning or Agents

3. Use of Main Features to Identify the Following:
- T1059.001
- T1562.007
- 71083




More Information

Capabilities Related Information

. T1059.001:
Nagios Core https://attack.mitre.org/techniques/T1059/
https://www.naqgios.com/products/naqi S
0s-core/ T1562.007:

| https://attack.mitre.org/techniques/T 1562/
Nagios Network Analyzer 007/
https://www.naqgios.com/products/naqi T1083:

os-network-analyzer/ https://attack.mitre.org/techniques/T1083/



https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1562/007/
https://attack.mitre.org/techniques/T1083/
https://www.nagios.com/products/nagios-core/
https://www.nagios.com/products/nagios-network-analyzer/

