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Rainbow Tables & RainbowCrack | ntroduction

Rainbow tables reduce the difficulty in brute force cracking asingle password by creating alarge pre-generated
data set of hashes from nearly every possible password. Rainbow Tables and RainbowCrack come from the
work and subsequent paper by Philippe Oechdin.! The method, known as the Faster Time-Memory Trade-Off
Technique, is based on research by Martin Hellman & Ronad Rivest done in the early 1980’ s on the
performance trade-offs between processing time and the memory needed for cryptanalysis. In his paper
published in 2003, Oechdlin refined the techniques and showed that the attack could reduce the time to attack
99.9%0f Microsoft's LAN Manager passwords (alpha characters only) to 13.6 seconds from 101 seconds.
Further algorithm refinements also reduced the number of false positives produced by the system.

Themain benefit of Rainbow Tablesis that while the actual creation of the rainbow tables takes much more
time than cracking a single hash, after they are generated you can use the tables over and over again.
Additionally, once you have generated the Rainbow Tables, RainbowCrack is faster than brute force attacks and
needs less memory than full dictionary attacks.

Rainbow Tables are popular with a particularly wesk password agorithm known as Microsoft LM hash. LM
stands for LAN Manager, this password algorithm was used in earlier days of Windows and till lives on only
for compatibility reasons. By default Windows XP or even Windows Server 2003 keeps the LM hash of your
passwordsin addition to amore secure hash (NTLM or NTLMv2). This dlows for the benefit of backwards
compatibility with older operating systems on your network but unfortunately makes the job of password
cracking easier if you can obtain the LM hashes instead of the NTLM hashes.

Microsoft’'sL AN Manager algorithm and its weaknesses

LM iswesk for severd reasons. First, it'snot case-sensitive (it coverts everything to uppercase), which
significantly reduces password search space. This means that even if my password is*PaSsWoRD” LM
convertsit to PASSWORD.

Consider the number of possible seven character passwords made exclusively from letters, i.e., no numbers,
symboals, etc. For a case-insensitive algorithm (like LAN Manager) this means there's atotal of 26 possible
values for each character position in the password. Her€'s how a case-insensitive algorithm's search space
compares to one for a case-sensitive agorithm:

Number of possible characters Number of possible seven character passwords
26 26" (8,031,810,176 or about 8.031°)
52 527 (1,028,071,702,528 or about 1.028'3)

So if you have the same CPU, the same memory, and all other factors being equal; the doubling of possible
values in the character space will result in, not the doubling of passwords to crack, but an increase a couple
orders of magnitude in the number of passwordsto crack.

So if we assume that LM can use every character on astandard US keyboard it has a character set of 69 possible
characters.

! http://lasecwww.enfl.ch/php_code/publications/search.phpref=Oech03
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Count Class
26  all letters (upper and lower combined)
10  digits
10  shifted symbols from digit keys
22 remaining symbols and their shifted counterparts

1 space

69 total

Case-sensitive agorithms (e.g., the password hashing algorithm on most Unix variants, and Microsoft' sNTLM
and NTLMv2) give us an additiona 26 characters per position, or a character set of 95 possihilities.

To calculate the total number of possible passwords for a given agorithm, you add the total number of
passwords for each valid password length (or at least each valid password length for the password space you're
searching). LM’ s maximum effective password length is seven characters for a total search space of

7,555,858 447 479 possible passwords (about 7.556%).

# charactersin password  Number of possible passwords

1 69 (69")
2 4,761 (69?)
3 328,509 (69°)
4 22,667,121 (69%
5 1,564,031,349 (69°)
6 107,918,163,081 (69°)
7 7.446,353,252,589 (69")

7,555,858,447 479 total

A case-sensitive agorithm would give us an additional 26 characters, for atotal of 95. With the larger character
set (but sticking with the seven character password limit for the moment), the total search spaceis
70,576,641,626,495 possibilities (about 7.058").

# charactersin password  Number of possible passwords
1 95 (95"
2 9,025 (95
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3 857,375 (95°)

4 81,450,625 (957

5 7,737,809,375 (95%)

6 7,350,918,906,25 (95°)

7 69,833,729,609,375 (95")
70,576,641,626,495 total

So, an algorithm that's case-sensitive has a password search space about nine times larger than Microsoft LAN
Manager's

A second problem with LM isthat it's effectively limited to only seven characters. LM can accept passwords up
to 14 characters in length and treats any vaues in the eighth through fourteenth character position as a second,
completely independent password. (Characters beyond the 14th areignored.) For example, given apassword of
nine characters, LM hashes password's first seven characters and stores the result, then hashes the remaining
two characters and stores them aswell.

When attacking LM, an attacker can immediately tell which accounts have seven characters or less because they
will al share the same value for the second half of the password. Whileit'strue that passwords of 8-14
characters effectively require examination of two separate hash values, thisis arelatively cheap operation and
not one which has great impact on speed because the password is so short.

Does adding an eighth character really make that much of a difference? The short answer: absolutely! If LM
could actually hash eight character passwords (as opposed to the effective seven character limit imposed by its
design), itstotal search space would be noticeably larger, as shown here:

# charactersiin password  Number of possible passwords

1 69 (69")
2 4,761 (69?)
3 328,509 (69°)
4 22,667,121 (69%
5 1,564,031,349 (69°)
6 107,918,163,081 (69°)
i 7,446,353,252,589 (69")
8 513,798,374,428,641 (69°)
521,354,232,876,120 total

(or about 5.214)
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5.214* really is larger than 7.556". The additional character increases total search space by about a factor of
about 69, anotable difference. Case sensitivity becomes even more important when you use agorithms capable
of handling passwords with more than seven characters.

# charactersin password Number of possible passwords

1 95 (95%)
2 9,025 (952
3 857,375 (95°)
4 81,450,625 (957
5 7,737,809,375 (95°)
6 7,350,918,906,25 (95°)
7 69,833,729,609,375 (95")
8 6,634,204,312,890,625 (95°)
6,704,038,042,500,000 total

(or about 6.704%)

Modern password hashing algorithms (to include NTLM and NTLMv2) can use more than eight characters, so
the search space involved rapidly becomes—to put it mildly—VERY LARGE. The maximum length for
Windows passwords depends on the OS version. Windows 2000, Windows X P, and Windows Server 2003
support passwords up to 128 characters, but older versions of Windows (98, ME, NT) only support passwords
up to 14 characters

One of the characteristics of strong authentication algorithms is that they're computationally expensive;
mesaning that trying to iterate through them alarge number of times (like when someone's grinding through a
dictionary) is supposed to take awhile. LM’s third weakness is that it's computationally chesp, at least
compared with other password hashing algorithms. Here's some password calculation rates for several
algorithms as implemented in John the Ripper (awell known password "cracker") on alow-end Athlon64 and a
3.2GHz Xeon. Note that this instance of John has been patched to be able to handle "NT MD4" (NTLM):

"crypts/sec”

Hashing algorithm Athlon64 2800+ 3.2GHz Xeon

DES, onesalt 569,313 319,960
FreeBSD MD5 4,079 8,950
OpenBSD Blowfish 292 448

NT MD4 (NTLM) 1,101,000 991,817
NT LM DES (LANMAN) 5,180,000 4,524,000
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DES (theold Unix cr ypt () function) isonly atenth as fast as LM (remembering that thisis one areawhere
speed isBAD). OpenBSD's Blowfish-based hashing algorithm gets the tortoise prize; its computationa expense
makes it avery ungppetizing target for brute-force attacks. What these numbers meansisthat | get 4,524,000
guesses a second against aLAN Manager password and | only get 319,960 guess a second against aDES
password; a huge difference.

Finally, LM usesno salt. A salt isessentially arandom va ue tossed into the computational mix when
generating a password hash. The ideabehind using asalt isit randomly changes the output of the hash function,
making it much more difficult to simply compare hashes to determine if passwords are identical. If two users
happen to pick the same password, an algorithm that uses salts will make it harder for an attacker to detect that
because the hasheswould be different.

Now that we know something about agorithms, their speeds, etc., we can figure out rea-world attack speeds.

Weve dready determined the total number of possible passwords with LM is something like 7.556'* We also
know that a 3.2 GHz X eon can go through these possibilities a arate of around 4.524%second. A rough
estimate puts the time needed to chew through all the possibilities (using the 3.2GHz X eon benchmarked above)
in about 1.7° seconds. A possibly more accurate estimate is:

(7,555,858,447,479 passwords) / (4,524,000 passwords/sec) = 1670203 seconds

That's around 19 days to work through al possible passwords given LM’ s available search space. However,
since the odds are that an attacker will guess your password within thefirst half of all possibilities (assuming a
completely random search, even distribution, etc.), the half-life (about eight days) is a better number to use for
planning apassword's usable lifetime.

Here'show LM stacks up against theold Unix cr ypt () function and NTLM, using the timings and password
spaces shown above (and limiting the other algorithms to a maximum of eight characters, even if they might be
ableto use more):

Algorithm Size of password space  Hdflife length in seconds

LANMAN 7.556™ 1.459° (~8 days)
NTLM 6.704% 3.045° (~95 years)
crypt() 6.704'° 5.888° (~185 years)
"FreeBSD MD5  6.704%° 7.491™ (>11,000 years)

Most users change their passwords often enough that cr ypt () even though it's definitely showing its age, still
provides quite a bit of protection againgt brute-force attacks (185 years for an 8 character password). It's a'so
pretty clear that asmaler password search space (8 or less characters) plays aBI G rolein successful attacks (8-
9 days).

So these are redistic numbers for tools like John the Ripper and LOphtcrack (LC4/LC5) lets see how
RainbowCrack stacks up against brute force and dictionary attack tools like John the Ripper and LOphtcrack.
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Using Rainbow tablesisn't password guessing; it's a database lookup. Like we already mentioned, the ideaiis
that an attacker only has to compute hashes once (or buy a copy of them pre-computed), rather than attacking
passwords through computationa power.

For example:

LM configuration #0

charset [ABCDEFGHIJKLMNOPQRSTUVWXYZ]
keyspace 8353082582

tablesize 610 MB

success probability [0.9990

Has a success probability of 99.90% and only takes up 610 MB.

LM configuration #1

charset [ABCDEFGHIJKLMNOPQRSTUVWXY Z0123456789]
keyspace 80603140212
tablesize 3GB

success probability [0.9904

Has a success probability of 99.04% and takesup 3 GB.

LM configuration #5

charset [ABCDEFGHIJK LMNOPQRSTUVWX Y Z0123456789! @#$%"&* ()-_+= |
keyspace 915358891407 (2"39.7)
tablesize 24 GB

success probability [0.99909

Has a success probability of 99.1% and takes up 24 GB. Thisisstarting to get large but 1) not THAT large with
as cheap as hard drive space is and 2) with the character set involved. Don't forget this will work on passwords
up to 14 characters aswell. What starts to make a difference is how long it takes to compute these tables.

LM configuration #6

charset [ABCDEFGHIJK LMNOPQRSTUVWX Y Z0123456789! @#$%"&* ()-_+=~"[I{}|\;;"'<>,.7/ |
keyspace 7555858447479 (2°42.8)
tablesize 64 GB

success probability [0.999

Has a success probability of 99.9% and takes up 64 GB. This character set includes all possible characterson a
standard keyboard (not including alt+xxx characters). So this table set is likely to crack any windows password
up 14 charactersin minutes. Thisis great but on one computer it will take about 2 years to generate these tables
(Faster Time-Memory Trade-Off Technique).
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Y ou can see demos of some of these configurationsin action at the Project RainbowCrack website?

Using Rainbow Tables & RainbowCrack

Example 1:
First download RainbowCrack for your platform from www.antsight.com/zsl/rainbowcrack!/ .

Wewill useour LM apha (configuration 0) rainbow tables.

** Y ou will need to ether create them or unzip® them and they the will look something like:
128,000,000 bytes Im_alpha#1-7_0_2100x8000000_dll.rt
128,000,000 bytes Im_alpha#1-7_1_2100x8000000_dl.rt
128,000,000 bytes Im_alpha#1-7_2_2100x8000000_dl.rt
128,000,000 bytes Im_alpha#1-7_3 2100x8000000_dl.rt
128,000,000 bytes Im_alpha#1-7_4 2100x8000000_dl.rt

If everything goes well, backup al files (recommended especially if you just made them and didn’t download
them) and then get ready to sort them.

To speed up the search of our rainbow table, we should sort the rainbow table with "rtsort.exe” in advance.
In fact "rcrack.exe” only accepts sorted rainbow tables.

We sort the rainbow tables by using the following command:

Use these commands:

rtsort Im_apha#1-7_0_2100x8000000_all.rt
rtsort Im_alpha#1-7_1 2100x8000000_all.rt
rtsort Im_alpha#l-7_2 2100x8000000_all.rt
rtsort Im_alpha#1-7_3 2100x8000000_all.rt
rtsort Im_alpha#l-7_4 2100x8000000_all.rt

Each command will take several minutes to complete. The "rtsort.exe” utility will sort the file and write back to
theoriginal file.

Notice: If free memory sizeis smaller than the file size, we can't load the file into memory at atime. In which
case extra free disk space as large as the file to be sorted is required to apply an external sort.

Once rtsort has completed you are ready to use rcrack against some hashes.

To see available options just type “rcrack”

C:\rai nbowcr ack-1. 2-wi n\r ai nbowcr ack-1. 2-w n>rcrack

Rai nbowCrack 1.2 - Mking a Faster Cryptanal ytic Ti me-Menory Trade-Of f
by Zhu Shuangl ei <shuangl ei @ot mai |l . conp

http://ww. ant si ght.com zsl /rai nbowcr ack/

usage: rcrack rainbow_ table_pathnane -h hash
rcrack rai nbow_table_pathnanme -1 hash_list_file
rcrack rai nbow_ t abl e_pat hnane -f pwdunp_file
rai nbow_t abl e_pat hnane: pat hnanme of the rainbow table(s), wildchar(*, ?) supported

2 Project RainbowCrack website www.antsight.com/zsl/rainbowcrack/
% Free Rainbow tables for download viatorrent http://rainbowtabl es.shmoo.com/
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use raw hash as input

use hash list file as input,
use pwdunp file as input, this wll

-h hash:

-1 hash_list_file:
-f pwdunp_file:

sh only

each hash in a line

handl e LAN Manager ha

rcrack *.rt -h 5d41402abc4b2a76b9719d911017c592
rcrack *.rt -1 hash. txt
rcrack *.rt -f hash. txt

exanpl e:

Launch the program by issuing the command:
rcrack c:\rainbowcrack\* .rt -| hashlist.txt
Y ou should replace "c:\rainbowcrack\" with where you placed your sorted rainbow tables.

To crack some hashed windows passwords, the syntax is smilar:

rcrack c:\rainbowcrack\*.rt -f pwdunpfile.txt
rcrack c:\rainbowcrack\*.rt -1 justhashlist.txt
rcrack c:\rai nbowcrack\*.rt —h 213D466DB5B288FOF82E44EC0938F4F4

Where pwdumpfile.txt is the results of using a hash dumping utility like pwdump2, pwdump3, samdump, €tc to
dump the LAN Manager s passwords.

If your password consists of only |etters only, rcrack should be able to crack it with a successrate of 99.9%.

Let’'stry it against the following hash file in pwdump format (so use the —f option):

testuserl:"": 0F20048EFC645D0A179B4D5D6690BDF3: 1120ACB74670C7DDA6F1D3F5038A5CES: : :
renote: "": E52CAC67419A9A224A3B108F3FA6CB6D: 8846F7 EAEE8FB117 ADO6BDD830B7586C: : :
j oeuser:"": E52CAC67419A9A224A3B108F3FA6CB6D. 8846F7EAEES8FB117AD06BDD830B7586C. : :

1 299CCF964D9A359BAAD3B435B51404EE: A5Q07214487C87B584E8877DE72DCAOB: : :
: B75838F7AS7EE67993E28745B8BF4BAG: ECS50F8A8149CO3EFA5AECBBAFI6658E6: : :

aver ageguy: ""
harder pass: "

den‘ouser 1 261A6631FE44BA4993E28745B8BF4BAG: 371D5760453C1BOOOBC6016F8E23A830 -
randy: " 9885AFEB67293[BAAADGB435851404EE A9F34664151F6360757B31644F37E025:
Asm th: "": E165F0192EF85EBBAAD3B435B51404EE: E4EBEOE7EF708D(}9FU240135[BD43D89: N
Bsm th:"": 136A8418CF76C4F7AAD3B435B51404EE: 3431 E75AD08DCAS6 EBS3AEAABI926589: : :
csmth:"": BB260063532826 AA531C3383FDDBFF2A: A2746ED412998500251D2B968CA889FE: : :
Dsm th:"": ABEED815A197BD87AAD3B435B51404EE: FO9A31889C35B8C9746B8F31FC3A868F: : :
Esm th: "": 5A9DBIF8BB5DF0CBAAD3B435B51404EE: 5FCC20A69EC76AD91214102BAD7DE24E: : :
Fsm th:"":213D466DB5B288F0F82E44EC0938F4F4: FAF10460760FA3F1ED804C7C724CB3D4: : :
Gsm th:"": 385A83A746BFASF2AAD3B435B51404EE: 1CC1B3958B5641250307BA8DID60DF69: : :
Hsm t h: "": 78BCCAEEO8CI0E29AAD3B435B51404EE: 972E8E7D5568F70AC896B2C76E1395DC: : :
Jsm th:"": 59E2DB85E9D49595B75E0C8D76954A50: 147D125645D463C33D72309525E9B0BC: : :
Ksm th: "": 59E2DB85E9D49595B75E0C8D76954A50: 147D125645D463C33D72309525E9B0BC. : :
Lsm th: "": 13D855FC4841C7 B1LAAD3B435B51404EE: 3DCEBC92 COED8F52B1D759DD35CF3FOF: : :
Msmi th: "": D71808BF36F81510ADEE49688244F15A: 45E8DA896575E2F5455B037FCC5AAS1A: : :
Nsmi th: "": 9C92FA4960AC2536 AAD3B435B51404EE: C318744C4291EA46BC65082636CC9509: : :
GCsm th:"": 1153C3961EE58C3BAAD3B435B51404EE: 672532E8C0C490BD47254DAEDL CDCB36: : :
Psm th:"": 4A01Q0E45FCA76 7AAAD3B435B51404EE: 39981702716E054CBE6840A3CFD60327: : :
Qsnith: "": 6842A19CC4C509E0AAD3B435B51404EE: 9FDA95FD6FCEE9C2C998CB8010F61F16: : :
Rsm th:"": BCA72F3BF9A0A5F63832C92FC514B7D1: D2AS0A79980CFA21CB58B7CB129E2CAD: : :
Ssmth:"":09755001D2789BDBAAD3B435B51404EE: 62F740C2EA31E10B54DB64CE12E867A6: : :
Tsm th:"": 13D855FC4841C7 BLAAD3B435B51404EE: 3DCEBC92COED8F52B1D759DD35CF3FO0F: : :
Usm th:"": 9E2204E2058AC9E9417EAF50CFAC29C3: 476541 DECSCB507A795FC1IE989CID36F: : :
Vsm th:"": 7FOCD2D7C93421D3F9DES1 FBDAA2F725: 16FAABB24B95B82EFC50B074B7324517: : :
Wmth:"": ACB14111DF804A7482EFD6B2A69511D6: 15B194EB8D8F27761E32F76B001553A0: : :
Xsm th:"": AAD3B435B51404 EEAAD3BA35B51404EE: 2321504F2FA9437FBBA66EAL1623407D3: : :
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Ysmth:"": D56662E6B23655BF74ECODA4207C2DE6G6: 75344B75B5A96614FE179C0188A9634A: : :
Zsmth:"": 9224FC255C58C50E42B35806901777E7: 0CL05C9F4326 C3AC100C2A5B7A04AD38: : :

The Answers so you can check your work.

testuserl testuserl (2) Ksmth ABCdef 123 (2)
renote password (2) Lsmith ABCdef (1)
j oeuser password (2) Msmi th FOOTBALL! @ (2)
aver ageguy aver age (1) Nsmi th SOCCER (1)
har der pass rootwars (2) Csnith CRCOKET (1)
denouser denopass (2) Psmith COML23 (1)
randy randy (1) Gsnith HOWNOW (1)
Asmi th ABCd (1) Rsni th BROANCOW (2)
Bsmth ef 456 (1) Ssmith gHaNdI (1)
csnmith ABC789! @12 (2) Tsmith ABCdef (1)
Dsmth KING:3 (1) Usmth RTdot net (2)
Esmth 456! @ (1) Vsmith ! pa55wor d! (2)
Fsmth ABCdef ! @ (2) Wsmi th EASYonel SNTi t (2)
Gsnmith gHgHgH (1) Xsmth C@TcR8cknBCanU? (X)no LM
Hsnit h ABC123 (1) Ysmith LSO SDABEST (2)
Jsmth ABCdef 123%  (2) Zsmith RAI NBOATABLEZ (2)

**32 usersand 47 LM hashes 48 Tota hashes. Xsmith will only be saved as NTLM because it’ sgreater than 14
characters.

Y ou should see something similar to the following:

& | -|5) x|

~Jocuments and SettingssMoOnesDesktopsCLINrainbowcrack—1.2-winsrainbouwcrack-1.
—win>rerack d:storrentssIm_alphas=*_rt —f hazhesdrainbowlab.txt
Im_alphaftl—7_8_2100xEA0AARA_all.rt:
bytes read, disk access time: 6.81 s
the file...
for 41 hashes...
of eb2cachb?419a%a22 iz PASSWOR
4albi1B8f3fabched iz D
h75838FYa57eeb?? iz ROOTWAR
23e28745h8hfdbab iz 8
261a6631fed44bad? iz DEMOPAS
98h5afeb6?293d6a iz RANDY
el65fB192efB5%ebh iz ABCD
385a83a746bfaBFf2 iz GHGHGH
13d855fc4841c7bl is ABCDEF
d71808bf36F81518 iz FOOTBAL
2c?2fad96Pac?2536 iz SO0CCER
1153c3961ee58c3h 1 CR;HET

6842a1%cc4c5A%ed iz HOUNOU
hcd?2f3bhf 2aBa5f6 iz BR HE?O

B9755cA1d2789hd8 is GH
417eafSBcfac29cd iz T

Figure 1.1: Rerack at work with an Im_alpharainbow table
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ctatistics
26 of 41 <63.41x>
1 dizk accessz time: 62.51 =
cryptanalysis time: 742.77 s
chain walk =step: 203418183
falzse alarm: 195135
chain walk step due to false alarm: 142852838

TESTUSE<notfound?> hex:54455354555345<notfound>

password hex:7B617373776F 7264

password hex:7B617373776f72604

average hex:61P66572616765

rootwars hex:Y26f6f7477617273

demopass hex:bd656d6f 8617373

randy hex:72616e6479

ABCAd hex:41424364

{notfound> hex:<notfound>

<notfoundX*<notfound? hex:<notfound><{notfound>

<notfound> hex:<notfound>

<notfound> hex:<{notfound>

<notfound><notfound> hex:<{notfound>{notfound>

i HgHgH hex: 674867486748

K O
Figure 1.2: The results of our cracking attempt. 26 of our 41 hashes found in about 12 minutes. Also natice that the hash
for the password “ password” isthe same because there isno salting with the LAN Manager hashing algorithm.

statistics

pl ai ntext found: 26 of 41 (63.41%
total disk access tine: 62.51 s

total cryptanalysis time: 742.77s

total chain walk step: 203410183

total false alarm 195135

total chain walk step due to false alarm 142852030

resul t

testuserl TESTUSE<not f ound> hex: 54455354555345<not f ound>
renote password hex: 70617373776f 7264

j oeuser password hex: 70617373776f 7264

aver ageguy average hex:61766572616765

har der pass rootwars hex: 726f 6f 7477617273

denouser denopass hex: 64656d6f 70617373

randy randy hex:72616e6479

Asm th ABCd hex: 41424364

Bsmth <not f ound> hex: <not f ound>

csmth <not f ound><not f ound> hex: <not f ound><not f ound>
Dsmth <not f ound> hex: <not f ound>

Esmth <not f ound> hex: <not f ound>

Fsmth <not f ound><not f ound> hex: <not f ound><not f ound>
Gsnith gHgHgH hex: 674867486748

Hsm th <not f ound> hex: <not f ound>

Jsmth <not f ound><not f ound> hex: <not f ound><not f ound>
Ksmth <not f ound><not f ound> hex: <not f ound><not f ound>
Lsmth ABCdef hex: 414243646566

Msm th FOOTBAL<not f ound> hex: 464f 4f 5442414c<not f ound>
Nsmith SOCCER hex: 534f 43434552

Gsmth CROKET hex: 43524f 4b4554

Psmth <not f ound> hex: <not f ound>
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Gnmth HOWNOW hex: 484f 574e4f 57

Rsmth BROWNCOW hex: 42524f 574e434f 57

Ssnmith gHaNdl  hex: 6748614e6449

Tsmth ABCdef hex: 414243646566

Usmith RTdot net hex: 5254646f 746e6574

Vsmth <not f ound><not f ound> hex: <not f ound><not f ound>
Wsm th EASYonel SNTit hex: 454153596f 66549534e546974
Xsmth hex:

Ysmth LSO SDABEST hex: 4c534f 4953444142455354
Zsmth RAI NBOWMABLEZ hex: 5241494e424f 575441424c455a
Example 2:

We are going to build our own tables using Configuration #1
**Noteif you built your configuration #0 tables using rtgen use winrtgen (see exercise 4)
configuration #1

hash dgorithm Im

charset alpha-numeric(ABCDEFGHIJKLMNOPQRSTUVWXY Z0123456789)
plaintext length range 1-7

key space 36"1 + 36”2 + 36”3 + 36" + 36”5 + 36”6 + 367 = 80603140212

t 2400

m 40000000

| 5

disk usage m* 16 * | = 3200000000 B = 3 GB

success rate 0.9904

mean cryptanaysistime 7.6276s

mean cryptanaysistime on alow memory
system (free memory size much smdler than  |13.3075 s
610MB)

max cryptanalysis time 40.6780s
Table pre-computation commands:

rtgen Im alpha-numeric 1 7 0 2400 40000000 al
rtgen Im alpha-numeric 1 7 1 2400 40000000 al
rtgen Im alpha-numeric 1 7 2 2400 40000000 al
rtgen Im alpha-numeric 1 7 3 2400 40000000 al
rtgen Im alpha-numeric 1 7 4 2400 40000000 al

On a 666 Mhz machine the table pre-computation timeis about 15 days 17 hours, my P4 3.2 GHz with 1GB of
RAM | created atable aday; so about 5 days.
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Figure 2.1: Creating our LM alpha-numeric rainbow tables.

Now run that table against the same hash file, don’t forget to sort them first. Y ou should crack most, if not all,
of the alpha-numeric passwords, as opposed to dphapasswords only from configuration #0.

@ A=

statistics

plaintext found: 32 of 41 <(78._85x>
disk access time: 233 .84 =
cryptanalysis time: 233.085% s
chain walk step: 2110883249
false alarm: 184620
chain walk step due to fFalze alarm: 21734872

testuserl hex:?46573747573657231
password hex:70617373776Ff 7264
password hex:78617373776f7264
average hex:61766572616765
harderpass rootwars hex:726f6f?477617273
demouser demopass hex:64656d6f78617373
randy hex:72616eb647?
ABCd hex:41424364
ef456 hex:6566343536
{notfound>*{notfound> hex:<{notfound>*<{notfound>
{notfound> hex:<{notfound>
Cnotfound> hex:{notfound>
<notfound>notfound> hex:<notfound*<notfound>>
gHgHgH  hex:674867486748
ABC123 hex:414243313233

Figure 2.2: Theresults of our attempts. 32 of 41 passwords were found. Note that | ran this on my 3.2 GHz machine
because | created thetables on it and didn’t want copy 3GB of rainbow tables to the slow computer.

statistics

pl ai ntext found: 32 of 41 (78.05%
total disk access tine: 233.84 s

total cryptanalysis tinme: 233.05 s

total chain walk step: 211003249

total false alarm 104620
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total chain walk step due to false alarm 91734872

resul t

testuserl testuser1l hex:746573747573657231

renote password hex: 70617373776f 7264

j oeuser password hex: 70617373776f 7264

aver ageguy average hex:61766572616765

har der pass rootwars hex: 726f 6f 7477617273

denouser denppass hex: 64656d6f 70617373

randy randy hex: 72616e6479

Asm th ABCd hex: 41424364

Bsmith ef 456 hex: 6566343536

csmth <not f ound><not f ound> hex: <not f ound><not f ound>
Dsmith <not f ound> hex: <not f ound>

Esmth <not f ound> hex: <not f ound>

Fsmth <not f ound><not f ound> hex: <not f ound><not f ound>
Gsm th gHgHgH hex: 674867486748

Hsm t h ABC123 hex: 414243313233

Jsnmith ABCdef 123 hex: 414243646566313233

Ksm th ABCdef 123 hex: 414243646566313233

Lsmth ABCdef hex: 414243646566

Msm th FOOTBAL<not f ound> hex: 464f 4f 5442414c<not f ound>
Nsm th SOCCER hex: 534f 43434552

Gsmth CROKET hex: 43524f 4b4554

Psmth COM23 hex: 434f 57313233

Gmth HOWNOW hex: 484f 574e4f 57

Rsm th BROWNCOWN hex: 42524f 574e434f 57

Ssmith gHaNdl  hex: 6748614e6449

Tsmth ABCdef hex: 414243646566

Usmith RTdotnet hex: 5254646f 746e6574

Vsmth <not f ound><not f ound> hex: <not f ound><not f ound>
Wsm th EASYonel SNTit hex: 454153596f 66549534e546974
Xsmth hex:

Ysmth LSO SDABEST hex: 4c534f 4953444142455354

Zsmth RAI NBOWMABLEZ hex:5241494e424f 575441424c455a
Example 3:

Compare theresults of the same hash file with Cain in Brute force mode, John the Ripper, and LC4.

Cain, in brute-force mode with an alpha-numeric character set, says it will take about 10 hours.
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@, | Charset ~ Password length——— e
Min |1 =

& Cracker ! I Hash i~
g LMENT = Max |? __,1: Z0ACET4670
4R wTLvz = T 46FFEAEESF
ﬁ MS-CFC‘_'lch Dt 4EF7EAEESF
% EW'— 'Igs [ | 5C07214487C
isco [SOFSAS149C =

~ Kewspace — Current password 1D5760453C
| 0603140212 | #CPAD Fa4664151F

g OSPE-MO —Key Rate — Time Left ;T;ggn;rusuol
4P RIPY2-M
& b | 20705958 Pass/Sec | 10,8102 hours ‘ b746EDH1299
- pg wnc-30E 9431889035
M Dz Has| | [Plaintext of 93E28745B8BF4BAf is S A | [EC20A8%ECT
~md D4 Has Eia:@.ntext c.g %é;gégggggﬁéggi is % | bFi04a0760F
L omd ailntext o 1= -
g lDSHes| | lplaintest of 179B4DSDEEIOEDEI is R1 | | e
CoN SHA-LHS Pl ointext of BPSEOCED7E9S4A50 is 23 31| JZEBE7DS5es
4 SHA-Z H Plaintext of E1GGF0192EFAEEER is ABCD : 7012564504
;---‘!}0 RIPEMD-| | |Plaintext of 4ECODA4207C2LDEGE iz BEST o | Fizsedsns
g ;e:?S PSr — | bcepcozceE.
i adius
; = EEDABIESTS ¥
% IKE-PSK olop Z [ 3
; MS5QL —

& e 3 !a LM 2 NTLM Hashes |

http: e, oxid. it &

Figure 3.1: Cain in brute-force mode.

O®e +9y BEYBBPrPEFE20298E2 @2 0

@’ Protected Storage |§ Tetwark Iﬁ'ﬂ Sniffer I@ LSA Secrets l@‘ﬂ Cracker I@ Traceroute Im CCou |“}j’] \Wireless I

@f Cracker | | User Mamne l LM Password l =8 | NT Password l LM Hash l T Hash ~
HH LM&NTLMHashe | ey ABC123 ¥ ABC123 7OBCCAEENSCY... 972EBEFDSSE8
3 NTUMV2 Hashes (00 |4, e ABCDEF123 ABCdef123 SOEZDEESESD4... 147012564504
) ms-Cache Hashes | |dn i ABCDEF123 BECd=F123 SOEZDBASESD4...  147D125645D4
% E?:.:Lﬂ;sssr?q)os s T Lsmith BCDEF * ABCdef 130855FC4841.,,  3DCEBCY2CIE.
N isco PIX.MDS Hast X Msmith FOOTBALFTITF D71808EF36FS... 4SEBDABIESTS
% APOP-MDS Hashes FhaNsmith SOCCER *  SOCCER OCOZFA4OEO0AC... C31E744C4291
& CRAMMDS Hashes Fhosmith CROKET *  CROKET 1153396 1EE5...  672532EGC0CH
- OSPF-MDS Hashes 1 Fupsmith COW123 *COW1Z3 4ADLCOE4SFCA. .. 39981702716E.
b RIPY2MDS Hashes | Fhqsmith HOMNOM * HOWNOW £892819CC4CS...  IFDAISFOEFCE
b VRRP-HMAC Hashe: | | ThRsmith BROWNCON BROMNCOW BC472FIBFIA0...  DZABDATIIE0C
[ vc-3DES (0) Fhgsmith GHANDI *  gHaNdI 09755C010278...  62FT40CZEASL
1A D2 Hashes (D) FuTsmith ABCDEF * ABCdef 13D855FC4841..,  3DCEBCIZCOE.
-1 D4 Hashes (D) FhUsmith RTDOTHET RTdotnet 9EZ2(HEZ058A... 476541DECSCH
M8 1D Hashes (0) X vsmith FROCDEDTCY,,,  16FAABBZ4EDS
4% SHA-1 Hashes (0 Fuswesmith EASYONELSNTIT EASYoneISHTit ACE14111DFE0.., 15B194EBEDEF
R SHA-2 Hashes () 3 ssmith * empty * * AAD3E43SES14.,,  2321504F2FA9
% RIPEMD-160Hashe | |8 yomh LSOISDABEST LSOISDABEST DSE62EEBZ365...  75344B7SESA9
% KerbS PreAuth Hast— |00, 7on, RATNEOWTABLEZ RAINEOWTABLEZ  9224FC2SSC58..  OCINSCOF4326

Radius shared-Key “w

- 47g IKE-PSK Hashes (0} < il | 5

2 :ED Mf“SQL HTShes (Di T wanTmHashes |

Akt femane, oxid it &

Figure 3.2: After 9+ hoursit cracked 27 of the 41 hashes
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John the Ripper, in default mode, was able to quickly (about 3 minutes) crack 32 of the 48 hashes.

& - 9] x|

Loaded 48 passwords with no different zalts (NT LM DES [24-32 4KI1>
HDY

Crandy?
(averageguyl
(testuserl:ld
(testuserl:2)
(Hzmith>
(remote:l>
Cjoeuser:i)
CNsmith)>
(Msmith:1>
(Lsmith)>
(ITsmith>
(Zzmith:1>
CAsmithd>
Cdsmith:=1>
(Ksmith:1>
(Fsmith:1>
Cremotez2)
{joeuser:2)
CUsmith:2>
Charderpass:2>
Cdemouser:2>
CRsmith:2>
CAsmith)>
(Ysmith:2)>
CIsmith:2>
CKsmith:2>
CRsmith:1>
(Fsmith:2>
(Qsmith)>
COsmith)
(Bzmith)>
CUsmith:2>
time: B:@B:02:38 (3> crz: 88B3VAL  trying: BH?IRFU - SKOWOIN
EF456 CBsmith)

Figure 3.3: JTR at work.

After 24 hourswe had 45 of the 48 hashes.

RD? WUsmith:2>
fjuesses: time: B:00:82:38 (3> 8883781 trying: BHYIRFU SHONOIN
(Bsmith)>
{Pzmith>
UWsmith:2>
(Zsmith:2)>
Wsmith:1>
time: B:80:21:41 (3> 7499555 trying: EFLGRBA EUCNU23
{csmith:2>
(Msmith:2>
(Dsmith)
(Gsmith>
(demouser:

guesses - i 3851222 trying: AGWUHBA NB67I8Y
UesSes: i 2740978 trying: BNF?TZL M6ASOBH

=
LEOISDA
lyuesses: i 2734211  trying: GCEBBZA FDUXTUF
i 2397177 trying: L20OLY!A JHEEHFZK
2392985 trying: 3ETI3ZP 4K00—-ZP
2383681 trying: 3C7R1GG JBNBJGE
2371816 trying: MZXESCA CH1TRFPR
23721778 trying: M6ZNAPI C1ZNTBM

sDocuments and SettingssMoOne“Desktop~CLIjohn—16%run>

Figure 3.4: JTR after 24 hours of cracking

https://www.|earnsecurityonline.com/ Learn Security Onling, Inc. ©



https://www.learnsecurityonline.com/
https://www.learnsecurityonline.com/

Learn Security Online, Inc. © https://www.|earnsecurityonline.com/

earn Security Online

Theresults of our efforts! All but 3 of the hashes were cracked in 24 hours by John. The “Xsmith” account with
15 characters was not cracked. With enough time we should have been ableto find the passwords for “ csmith”
and “Vsmith”

Note that thisredly wasn't afair assessment since john will try characters not in our rainbow tables. If you
want areally fair assessment, you should modify john’sini file. But | don’t plan on doing it that. The point of
the tables is the speed. But honestly, for this password file, John did really well.

o -|o] x|
[0 ol e 0 0 0 0 |j
s DD46 5
; ORI : 1 DBGBDDE 261
0 ORD i DB BDDS 38
: T 248 1 DCAR
ROO AF8A8149 ; AECB&H :
: DEMOPA D576 ARG 716 F8
) 66 6360 31644 Dy
BCD 3 AEDCYFD2 46 D3 D4 :
DASD B5 3AEAABY 9 :
4 A251D 63C4889
D ; BRCY 1 A86H
D A160760 804 B2 D4
; A7EASDY D6 BDF6Y
g D556 8F7AACE?6BZC76 95
D ) 45D46 A9 9 BAB
) ) 45 D46 72389 9 BOE
) ) 92CAEDSFL2B1] ) %
00 ES D ;% 455 B0
0 C4 A 4 6508263607509
0 0 ERCEC49BBDA7254DAE )
0 981 7@ A5 ACEEGS 481 3 66
0 OUNO FDA 98CH
BRO 0 D2ABI 2 ACFA 85 8 aD
) 2 F748CS AR5 4DB64CE1 ;
) DCEBC?2C0 D75 9DD 5
DO ) T g 989CID36
RD ARA748 :
0 19 : 6 BAA A
A4 7 37D
0ISD : 5 :
0 AC G AE4AD

Figure 3.5: the results 45 passwords cracked

Let’ s see how LCA4 fairs against our password file, | did turn off the dictionary and hybrid modes on LC4 and
sdected alphanumeric as our characters in the session options, so this should be a pretty fair “time to crack the

same hashes’ test.
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|8 sREdB] x][B@ §| w0

AL T=ET

DI | user Hame | LM Password | <8 | 7L Passward | audit Time Fol| picrionany staus
Q testuserl __word al
Q remnoke

joeuser

Q averageguy %

Q harderpass

Q dernouser

Q randy ®

@ Asrnith ®

Bsmith v

@ csmith

@ Dsrnith b4

@ Esmith ®

I+ Fsmith

Q Gsmith ®

I Hsrith ”

Jsmith

Q Ksmith

Q Lsrmith w

IC 5} Msmith

Q Msrnith ®

@ Osmith w : Eisc?nl:;?’cmc&;
Psmith : b

@ Qsmith % = Brute Force

&

Imported 32 accounts

Figure 3.6: Loading the password file of 32 usersinto LC4.

| bl LCA. - [UmtitledZ]

| ESEHE A~ s WP ES s

Cromain_ | Lise Mames [ LM Parsared 1 o8 [ WMMPaswerd ] A Tims TICTIDNARY BTATLS
[ T ] TESTUSER I eshmar] Dl Oobs s 03
emae D
W D
v oo AVERAGE E
hardsrpasy TS
[ bk |
Ty RANTY £ aedy Dol Db Dy O
itk AR L) ancd ol s s O
Ll ] EFa56 ¥ 455 ol o ey 258
wzmith
Dl he
[Earrath ®
Farmnih
Samth EHIHIH x  grgHgH i Oy s s
Hasad he %
w :-:-r:-m;j
Esmith T
L=mith ABCDER X SR e Ol O im M0
Migieth
ik SCATORR ] SOCER ol s 10 45
Wrmith CROEET ® CROKET Ficd by ey B35
Pomith X
umith %

Ry

Figure 3.7: LC4 estimated about 11 hours to bruteforce crack the passwords using an alphanumeric character set.

In 11 hours we were able to crack 26 out of the 32 user accounts but the X smith account was not cracked
because we did not attempt an NTLM attack.
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B ERHE 42 OBl e rien s Y
Domain l User Name ' LI Password ' <5 ! MTLM Password ! Audit Time
LA testuserl TESTUSER1 testuserl 0d 0h Om Os
L % remiote PASSWORD password 0d 1h 4m 52
joeuser PASSWORD passward 0d 1k 4m 52=
L % awerageguy AVERAGE %
Q harderpass ROOTWARS rootvears 0d 1h Sm 18s
Q demouser DEMOPASS demopass 0d 2h 9m 475
Q randy RAMNDY ® randy 0d Oh Om 05
L4 Asmith ABCD x  ABCd 0d 0h Om 0s : S b
Bsmith EF456 % ef456 0d 0h Om 24s i
csmith
Dsmith ®
Esmith ®
Fsrmith
Gsmith GHGHGH b3 gHgHgH 0d oh 4m 3is
Hsmith ABC123 ® ABCLZ23 0d ok 13m 395
Jsmith ABCDEF123 ABCdef123 0d 8h 47m 50s
Ksmith ABCDEF123 ABCdef123 0d 8h 47m 50s
Q Larnith ABCDEF ® ABCdef 0d 0k Sm 37=
Msrith FOOTBALP?? P
L % Msmith SOCCER ¥ SOCCER 0d oh im 41s
L5 Osmith CROKET X CROKET 0d 0h Om 505 i ;‘;’j:j;“"““
Q Psrnith COMILZES X COWILZ3 0d oh 13m 395 o Hybrid
% Qemith HOWNOW X HOWNOW 0d 0h &m 16s pasH
< _ =
Ready

Figure 3.8: So 11 hours versus 12.3795 minutes with the rainbow tables.

Example 4:

Using Cain and Abel’s Winrtgen to create your Rainbow Tables. Winrtgen supports Rainbow Tables for the
following hashing/encryption adgorithms: LM, FastLM, NTLM, CiscoPIX, MD2, MD4, MD5, SHA-1, SHA-2
(256), SHA-2 (384), SHA-2 (512), MySQL (323), MySQL (SHA1) and RIPEMD160.

HH Winrtgen v1.8 (Rainbow Tables Generator) by mao

Filename i Status |

< 1

AddTable | FRemove | Removesl | About | ok | Ei |

Figure4.1: Open Winrtgen and select Add Table
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Rainbow Table properties
—Hash Min Len— —Max Len- Index—- [~ Chain Leri— - Chain Count— — N* of tables——
[1m i { —‘ ‘ ‘ ‘ |2400 ‘ 40000000 ‘ ‘ f1 I
~ Charget g

Ialpha-numeric __v_] Edit |

;.&ECDEFGHIJKLMNDPQHSTUWM 23456733

- Table properties
Key space; BOE03140212 keys
Digk space: B10.35 MB
Success probability: 0E070E2 [B0.71%)

- Benchmark,
Hash speed: 717360 hash/sec
Step speed: 430484 step/eec
Table precomputation time; 2. 26534 days
Total precomputation time: 2, 26534 days
b ax cryptanalysis time: 5.87175 seconds

Benchmark, I ak. | Cancel I

Figure4.2: Select LM, 1 to 7 for Min/Max Length, Chain Length 2400 and Chain Count 40,000,000.

As you seewith one table we get about 60% success rate and it will take about 2 days to create the table on aP3
1GHz machine. Feel free to manipulate Chain Length (remember that it will increase success rate but increase
computation time) to whatever you can handle for table pre-computation time. | will leave it at 2400 for now.
But 60% isn't that great, for a 99.06% success rate you will need to create 5 tables (3 GB of space) and it will
take about 12 days to create the tables. For a 99.63% success rate you will need to create 6 tables (3.57 GB of
space) and it will take about 14 days to generate the tables. | will go with 5 tables for a successrate of 99.06%.

Rainbow Table properties

~Hash i~ Min Len MaxLen- Inde:-t— Chiain Len—- i Chain Count—— -~ M” of tables——
[im =l ‘ | §‘ [7 H 2400 |4unuunun Hl
— Charzet

| alpha-numeric _v_! Edit I

|ABEDEFGHIJKLMNDPQHSTUWW 23456733

-~ Table properties
Key zpace: B0B03140212 keps
Dizk zpace; 2.98 GE [610.35 ME each table)
Success probability: 0.990635 [99.0E8%)

~ Benchmark
Hash speed:; 683464 hazh/sec
Step speed: 481045 step/sec
Table precomputation time: 2.30978 days
Tatal precomputation time: 11.5483 days
Max croptanalysis time: 29,9348 seconds

Benchmark | ] | Cancel |

Figure 4.3: Creating 5 rainbow tables with a success rate of 99.06% using about 3 GB of space.
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Here is ahandy reference table:
Thereare sometypica configurations (for LM hash type, length from 1 to 7) you can use, for example:

| |41 #2 #3 44

| Charset | alpha | alpha-numeric | apha-num-sym14 | all
(Chainlength 2,100 2,400 112,000 120,000
(Chaincount 8,000,000 140000000 40,000000 100,000,000
Tables 5 |7 13 20
‘Successrate | 99.9% 199.9% 199.9% 199,6%
‘Totd spce | 640Mb 4,480 Mb 8320 Mb 132,000 Mb
'Max gen.time | 18h35m 6015 67d18h 369d
|Maxanalysistime|83 |16s |15m |53m

Example5:

Using Cain and Abel to crack passwords using Rainbow Tables

Step 1: Download® and install Cain.

Step 2: Click on the “Cracker” tab. Select what type of passwords you want to crack. Inthiscase LM &
NTLM Hashes. Thenright click and select “add to list.” Navigate to where you have your text file of hashes,
sdlect it and then select next.

4R d +w @ LUEBFEFOQLELSIEF OT N

M Frowasdanen |9

G Cracker Iy
L ke ML Hachs
B UG Hushes [0
I N5-Cachas Hatkas |

PL Fless {1
Cisto BI5-MD5 Hael
W Clseos PEN-NIS Hiash
APOR-ND Hashes
CRANMMDS Hishas
DEPE-MDG Haghi |
RT3 MO8 Haches
YARP-HEWAC Hard e
WS S0ES (D
ME2 Hiashes [0
B8 D4 Meshes (0
M NDS Hiashas [0}
S SHA-| Hashes ()
M B2 Haches ()
K. RIPEMD-150 Hasher
Feats: Pradathy Haal
Aack.is Thaned-Kmy
BE-PT Hushes [0}
35 M55 Hadher ) &
£ 3

ke e, ookl

Trasornite [ ol |'R7 wislamn |

Harinck Spiffar 54 Saerats | o Oracker
Lger | | LM Hash

7 Impoet Hashes leom locd spebem
T

= |mpod Hashes lom = best e
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Figure5.1: L oading hashesfrom file

“ Download Cain and Abd from: http://www.oxid.it/
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Figure5.2: Hashes loaded into Cain, ready to be cracked.

Step 3: Right click and select “select al” then right click again and select cryptanalysis attack and “LM Hashes

viaRanbowT ables’

M Vew Cofipre Took  HeEp

A B RUEEMFEF@LASET O 0

e e o N TGS |Jﬁmmm|§m|'§'mm|

o Craker
B 1M m MTLM Hashe
I TV s ]
T MOt Hashas
2 P ()
B o 105-MOS Hasl
R CecoFT-MDS Hed
W APCP-MOR Hashes
CRAMHDS Hashes
CZPF-MOG Hathae |
b RIFEHDS Hadhes
YARP-HMAC Hixshee
VIZ-30ES (O}
M0 Hahes (1)
= 0 i (T
=2 S Hahes {00
B o | Hashes 0]
B mpin 2 Haches (0]
B BIPESACS | 40 Heche
E Katks Pradash Hay
Fdhw Sharad- iy
A IVE-PSH Harckers: 1]
il 15500 Harshes [0

| LM Pass...

IR IR I 00K IC 30K I I 0K K R

[iznnscy antack
Brute-Forew Alkadh -

Selnet AL L Passhus veis Pt R o Tables
= NILM Hashes 'win RasnkeowTalrbes
Torit ggvrond =

Aedd o bt
Aemree
Ririmcroie Al

Expat *

I! LB WTLM Mk I

< S
ERp: v oo,

Figure 5.3: Selecting a cryptanadysis attack via RainbowTables.

Step 4: Click on Add Table. Then navigate to where you have your rainbow tables, highlight them dl and

select Open.
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Figure5.4: Adding your rainbow tablesto use for cracking.

Step 5: Click on “Start” and Cain will start to work through the rainbow tables.
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Figure 5.5: Cain working through the Rainbow Tables cracking passwords.

Step 6: When itsall done click Exit and it will show you the cracked passwords.
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Figure 5.6: Cain finishes running though the Rainbow Tables.
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Figure5.7: Our cracked passwordsin Cain. Noticethat Cain also found the NTLM password based on the LM password.
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| am still confused what does“ X, Y, or Z” mean?
Here are some things that may not beimmediately clear when dealing with rainbow tables:

1- What does“t”, “m”, and “I” mean or stand for?
To answer this, let’s analyze an rtgen command:
rtgen Im alpha 1 7 0 2100 8000000 all

rtgen obviously means the program to run. “Im” means we want to generate LAN Manager tables. “alpha”
mean we want to use the characterslisted in our charset.txt file for alpha:
apha=[ABCDEFGHIKLMNOPQRSTUVWXY Z]

“1” and “7” areour plaintext ranges. So we want passwords from“A” to“Z2zZz2z77z7." If we had put plaintext
length range "4-6", "AAAA" and "ZZZZZZ7" would be among the key space; but "AAA" would not because it
has alength 3. Remember that, for LAN Manager , passwords they are broken up into 7 character chunks, so
there would be no need to do a plaintext range of 1to 8. The “0” is our table number or rainbow table count, if
you look at the rtgen commands to generate configuration #0 we create five tablesO to 4. Thisis so we can split
up tables between computers making the rainbow tables and to increase our success rate. “2100” isour rainbow
chain length. Chain length increases the success rate per table but does not increase table size. It computes
more hashes per chain but also takes longer to create and search the table. A common “upper” value for chain
length is 4000-5000. “8000000" isour rainbow chain count of each rainbow table. Chain count is smply how
many chains you want per table. Increasing thisvaue produces larger fileswith higher successrates, but the
overall computation time isn't affected. Y ou can adjust the chain count so your rainbow tables are
conveniently sized (likefor aCD or DVD). The“all” isour file title suffix or what we want appended to the
end of our tabl€e sfile name, it can be anything you want.

2- What do the different chain lengths and chain counts mean?

Chain Length increases the successrate per table. 1t computes more hashes per chain but also takes longer to
create and search the table. A common “upper” vaue for chain length is 4000-5000 but it can be whatever you
want. Chain count is simply how many chains you want per table. Increasing this value produces larger files
with higher success rates, but the overall computation time isn’t affected. Y ou can adjust the chain count so
your rainbow tables are conveniently sized (like for aCD or DVD) or to increase the success rate.

3- Why can’t | create just one rainbow table?

Y ou can! But to get a high enough success rate that table will betoo large to search in areasonable amount of
time. That iswhy we normally create several. Now we could, by adjusting chain length and chain count, create
agiant rainbow table but we will have to sort it, which will take along time and then search it, which will take
an even longer time; thus reducing the whole point of rainbow tables. It would be a more efficient use of space
to create many rainbow tables so you can sort and search them faster.

4-] am still confused!

Then 1) go read the paper: http://lasecwww.epfl.ch/php code/publications/search.php?ef=0ech03 and 2) check
out the next section for some examples with Winrtgen which alows you to see (graphically) how changing
values changes success rates, table size, and table generation time.
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Using Winrtgen to see how chain length, chain count and number of tables effects successrate and
computation time

We can see in this example that we get a 97.80% success rate with one LM ALPHA rainbow table with a Chain
Length of 2400 and aChain Count of 40,000,000. It will take 2.23 days to generate the table on the computer (a
P3 1.0 Ghz with 512 MB of RAM).

B Winrtgen v1.8 (Rainbow Tables Generator) by mao

Rainbow Table properties

—Hazh Min Len— — Max Len -~ Index—— -~ Chain Len— 1~ Chain Count—— —M* of tables ——
i 1 74 1} 2400 ‘ ’74DDDDDDD | 1
o ] |
— Charset

Ialpha ;] Edit |

i.&BEDEFGHIJKLMNDF’QHSTU\-‘W}NZ

— Table propertie
Key space: 8353082582 keps
Digk space:; 610,25 MB
Success probabiliy: 0.978038 [97.80%)

ail Benchmark 5
— Hazh speed: 715307 hash/sec iz
A Step speed; 496228 stepdeec _|

T able precomputation tme: 223911 days
Total precomputation time: 2 23911 days
tdax cryptanalysis time: 580378 seconds

Benchmark. | 0K | Cancel |

Increasing the Chain Length to 4000 increases our success rate to 99.11% but it now takes 3.67 days to generate
thetable.

B Winrtgen v1.B {Rainbow Tables Generator) by mao

Rainbow Table properties

- M of tables ——

[
I alpha .ﬂ Edit |

— Min Len—

|1

~Max Len—|~ Indes— - Chain Len i~ Chain Count——
|? “u H [4000 —Himunuuun |

- Charset

|ABCDEFGHIJKLMNDF’QHSTUV’W‘>¢(Z

- Table propertie:
Key space: 8353082582 keps
Digk space; 610,25 MB
Success probability: 0991067 [99.11%)

— Benchmark
Hash zpeed: 717360 hash/zec

A Step speed: HO4337 step/sec

T able precomputation time: 3.67185 days

sl
E3

T otal precomputation time: 367185 daps
b ax cryptanalysiz bme: 15,8624 reconds

Benchmark. | ak. Cancel
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Configuration #0 Configuration with 1 table. 75% success rate but only takes 9 hours to generate the table.
Hl Winrigen v1.8 (Rainbow Tables Generator) by mao

Rainbow Table properties

—~Hash- ~MinLen— - MaxLen- Index——  ChainLen—— [~ Chain Count—— ~ N* of tables ——
[im ~] ‘ f1 |7 “D H f2100 |eoooaoo ‘“1
 Charset

| alpha ;! Edit I

|.&BCDEFGHIJKLMNDF'DHSTU\:"W’>¢(Z

— T able propertie
Fey space; 3303082082 keys
Disk space: 122.07 MB
Success probabiliby: 0751327 [75.13%)

— Benchmark,
Hash speed: 721500 hash/zec

Step speed: BOV408 stepizec

T ahle precomputation time: 9.19707 hours

|
|»

Total precomputation time: 9.19707 hours
M ax cryptanalysis ime: 4. 34562 seconds

Benchmark | QK | Cancel |

LM Configuration #0 with 5 tables (the recommended configuration). Notice that for roughly the same amount
of time and space as our first example with a Chain Length of 2400 and a Chain Count of 40,000,000 and a
successrate of 97.80% we can get 99.90% with this Rainbow T able configuration. Another thing to note that
wedon’t seeis sort time and how much longer it takes to sort one big table versus several smaller tables.

@ Winrtgen v1.8 [Rainbow Tables Generator) by mao

Rainbow Table properties

—~Hazh- -1 MinLen— ~ Max Let- - Index—— — Chaih Len— ~ Chain Count—— ~ N of tables ——
[ L h? o ‘ 2100 A ‘ | [5
— Charset

|alpha | Edit ]

|ABEDEFGHIJKLMNUF’QHSTU\-‘W’>¢(Z

— Table propertie:
F.ey space: 8353082582 keys

Dizk space: 610.35 MB [122.07 ME each table)
Success probability; 0.993049 [(99,90%)

- Benchmark.
Hazh speed: 713266 hazhizec

Step speed; 481881 step/sec

T able precomputation time: 968427 hours

T~
[a

Total precomputation time; 2.01 756 dayps
M ax cryptanalysis time: 22 8791 seconds

Benchmark | (] 4 | Cancel |

Let'ssee how long it takes to create tablesto find “all” possible password combinations—minus “ALT-XXX
commands.” For alGB tableit will take 23 days with a 12.25% successrate.
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EH Winrtgen v1.8 (Rainbow Tables Generator) by mao

Rainbow Table properties

—Hazh- i~ Min Len— —Max Len— - Index—— - Chain Len—— - Chain Count—— ~ N of tables —
[im -] ||1 ﬁ? ‘“1 H 15200 ms?maam H|1
— Charset

| all-zpace ;l E dit |

[BBCDEFGHIKLMNDRPORS T Uiy 201 23456783 @RS B (1_+= TN "0>.. 2/

- Table properties
Key space: 7555858447479 keys
Dizk space; 1 GB
Success probability; 0122460 [12.25%)

e r Benchmark
| | Hash speed: 713266 hash/zec
Step speed; 431133 step/zec

Table precomputation bme: 27. 3809 days

2]
Total precomputation time: 27,3803 days
M aw cryptanalysis time: 4. 46523 minutes
Benchmark. | aF. | Cancel |

And it will take 4.6 years (on a P3 1GHz machine) to generate enough tables to reach 99.98%!!!

@ Winrtgen v1.8 (Rainbow Tables Generator) by mao

Rainbow Table properties

~Mau Len-

~ Min Lt Index—— - Chain Len—— - Chain Count—— ~ M* of tables ——
| |

|1 |1 ‘ |1 5200 7108564 [
— Charset

I all-zpace _'.I Edit |

|AB COEFGHUWELMMOPGRET U201 23456 733N EHEZ 8 _+=""[11"

— Table propertie:
Fey space; 7000858447479 keys
Disk space: 64 GE [1 GB each table]
Success probability; 0.999766 [99.98%)

o r Benchmark.
Hash speed: 717360 hashizec

Step speed; 447387 stepirec

Table precomputation time: 26.3832 days

Total precomputation time: 4. 62715 pearz
M ax cryptanalysiz time: 459047 hours

Benchmark | Ok | Cancel |

Protecting your self against RainbowCrack attacks and other password attacks
-Limiting physical access
-Continue to force the use of special characters
-Keep up with updates
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-Pass phrases
-UseNTLM or NTLMv2

What if my Windows password is longer than 14 characters or the LAN Manager hash is not stored?

If your systems do not require the LAN Manager (LM) hash (for exampleif you are running an Active
Directory (AD) domain), or if your password is >14 characterslong, the LM hash will be stored as the blank
LM hash, even though the clear text password itself is not blank. Basically none of the cracking tools will see a
LM hash.

If thisis the case, you will need to audit your password hashes against the NTLM character set.
Limiting physical access

It sawell known fact that if someone has physical access to amachine then it’snot secure. They can walk off
with it, take the hard drive, turn it off, etc. One common attack if you have physical accessto amachineisto
use a bootable Linux distro to simply boot into Linux and grab the SAM file off the windows partition. You
can then crack it at your leisure. IronGeek wrote agood tutorial on this method and even has avideo you can

watch. You can get it here: http://www.irongeek.com/i.php?page=security/localsamcrack?

Continueto for cethe use of special characters

Even though rainbow tables can rip thru aLM password with any type of specia character it still takesalarge
amount of time gl -2 years) to generate them, thiswill deter most people or force them to use an online hash
cracking service’. It also greatly increases the time for brute force attempts. In LC4 we go from 9-11 hoursto

brute force al ph&numen ¢ password to 91 days to brute force passwords with the possibility of al specia
characters (minus ALT-X XX passwords).
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Brute-force cracking time is greatly increased by using special charactersin your passwords. From 9 hourswith

just alpha-numeric to 91 days with all characters.

5 http://www.rainbowcrack-online.com/ or http://www.plain-text.info/
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K eep up with updates

Keep up with your security patches. While you can't protect against zero day exploits you can protect against
exploits that have patches! All of the password dumping tools must have administrative level privileges to
dump the hashes. Y ou can keep the mgjority of the bad guys out by patching your machines promptly against
public exploits. Thiswill help keep you protected from that system/administrative level exploit that was just
released to the public.

Pass phrases

Using pass phrasesis the easiest and simplest way to protect you network from password cracking. 1f your
password policy makes use of pass phrases that are greater than 14 characters AND use specid characters you
can protect yourself from all but the determined attackers. If your network is Windows 2000 and above you
have amaximum length of 127 characters on your password/pass phrase; so sky' sthelimit. A pass phraselike
“Thisis my Stupid Pass Phrase!” islong enough to be stored as NTLM or NTLMV2 (because it islonger than
14 characters), has Uppercase, Lowercase, Spaces, and Specid Characters, and is easy to remember. Thisisa
much more secure password than even “ @w3cjd$Beu=mDr”. If you can get your users to do some character
substitution on their pass phrases even better!

The use of strong passwords within an environment needs to be mandated for users. Using the stronger
NTLMv2 hashing scheme won't prevent asuccessful dictionary attack. The use of strong passwords can be
enforced on Windows NT through the use of the passfilt.dil. Thisis described in Microsoft Knowledgebase
Article 161990°. The use of strong passwords in Windows 2000, XP and 2003 can be enforced by settings in the
Group Policy, which is described in Microsoft Knowledgebase Article 225230'.

UseNTLM or NTLMv2

Instead of storing your user account password in clear-text, Windows generates and stores user account
passwords by using two different password representations, generally known as "hashes.” When you set or
change the password for auser account to a password that contains fewer than 15 characters, Windows
generates both a LAN Manager hash (LM hash) and aWindows NT hash (NT hash) of the password. These
hashes are stored in the local Security Accounts Manager (SAM) database or in Active Directory.

The LM hashisrelatively weak compared to the NT hash, and it is therefore proneto fast brute force attack.
Therefore, you may want to prevent Windows from storing an LM hash of your password

Windows 2000-based servers and Windows Server 2003-based servers can authenticate users who connect from
computers that are running dl earlier versions of Windows. However, versions of Windows earlier than
Windows 2000 do not use Kerberos for authentication. For backward compatibility, Windows 2000 and
Windows Server 2003 support LAN Manager (LM) authentication, WindowsNT (NTLM) authentication, and
NTLM version 2 (NTLMv2) authentications. The NTLM, NTLMv2, and Kerberos dl use the NT hash, also
known as the Unicode hash. The LM authentication protocol usesthe LM hash. Theuse of LAN Manager
hashes on the network can be disabled on Windows NT, 2000, 2003 & X P through registry edits or through the
Local Security Policy. Theinstructions to do so can be found at in Microsoft Knowledgebase Article 147706,
The storage of LAN Manager hashes also needs to be disabled; this can be done for Windows 2000, X P and
2003 again viaregistry editsor the Local Security Policy. Theinstructions to do so can be found at in Microsoft
Knowledgebase Article 299656°.

Method 1: Implement the NoL MHash Policy by Using Group Policy

8 http://support.mi crosoft.com/default.aspxZcid=kb:en-us; 161990
" http://support.mi crosoft.com/default.aspx 2scid=kb:en-us; 225230
8 http://support.mi crosoft.com/default.aspxscid=kb:en-us; 147706
9 http://support.mi crosoft.com/default.aspx&cid=K B :EN-U S:0299656&
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To disable the storage of LM hashes of a user's passwordsin the local computer's SAM database by using Local

Group Policy (Windows XP or Windows Server 2003) or in aWindows Server 2003 Active Directory

environment by using Group Policy in Active Directory (Windows Server 2003), follow these steps:

1.In Group Policy, expand Computer Configuration, expand Windows Settings, expand Security Settings,
expand L ocal Palicies, and then click Security Options.

2.Intheligt of available policies, double-click Network security: Do not soreL AN Manager hash value on
next password change.

3. Click Enabled, and then click OK.

Method 2: Implement the NoL MHash Policy by Editing the Registry
Windows 2000 SP2 and Later

To add this key by using Registry Editor, follow these steps:
1. Start Registry Editor (Regedt32.exe).
2. Locate and then click the following key:
HKEY_LOCAL_MACHINE\SY STEM\CurrentControl Set\Control\Lsa
3.0n the Edit menu, click Add K ey, type NoLM Hash, and then pressENTER.
4. Quit Registry Editor.
5. Redtart the computer, and then change your password to make the setting active.

Notes
» Thisregistry key change must be made on all Windows 2000 domain controllers to disable the storage of
LM hashes of users' passwords in a Windows 2000 Active Directory environment.

» Thisregistry key prevents new LM hashes from being created on Windows 2000-based computers, but it
does not clear the history of previous LM hashes that are stored. Existing LM hashes that are stored will be
removed as you change passwords.

Windows X P and Windows Server 2003

1.Click Start, click Run, type regedit, and then click OK..

2. Locate and then click the following key in theregistry:
HKEY_LOCAL_MACHINE\SY STEM\CurrentControl Set\Control\Lsa

3.0n the Edit menu, point to New, and then click DWORD Value.
4. Type NoLMHash, and then press ENTER.

5.0n the Edit menu, click M odify.

6. Type 1, and then click OK.

7. Redtart your computer, and then change your password.

Notes

* Thisregistry change must be made on all Windows Server 2003 domain controllers to disable the storage of
LM hashes of users' passwords in a Windows 2003 Active Directory environment. If you are adomain
administrator, you can use Active Directory Users and Computers Microsoft Management Console (MMC)
to deploy this policy to all domain controllers or all computers on the domain as described in Method 1
(Implement the NoLM Hash Policy by Using Group Palicy).

» ThisDWORD value prevents new LM hashes from being created on Windows X P-based computers and
Windows Server 2003-based computers. The history of all previous LM hashesis cleared when you
complete these steps.
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Control of NTLM security is through the following registry key:
HKEY_LOCAL_MACHINE\System\CurrentControl Set\control\L SA

Name: LM CompatibilityL evel

Type: REG_DWORD

Value 5: DCrefusesLM and NTLM responses (acceptsonly NTLMv2)

Value 4 : DC refuses LM responses

Value 3: Send NTLMV2 response only

Value 2: Send NTLM response only

Value 1:UseNTLMvV2 session security if negotiated

Value: 0: default - Send LM response and NTLM response; never use NTLMV2 session security

More information on the values:

Level 0- Send LM and NTLM response; never use NTLM 2 session security. Clientsuse LM and NTLM
authentication, and never use NTLM 2 session security; domain controllers accept LM, NTLM, and NTLM 2
authentication.

Level 1 - Use NTLM 2 session security if negotiated. Clients use LM and NTLM authentication, and use
NTLM 2 session security if the server supportsit; domain controllers accept LM, NTLM, and NTLM 2
authentication.

Level 2 - Send NTLM response only. Clients use only NTLM authentication, and use NTLM 2 session security
if the server supportsit; domain controllers accept LM, NTLM, and NTLM 2 authentication.

Level 3- Send NTLM 2 response only. Clientsuse NTLM 2 authentication, and use NTLM 2 session security if
the server supportsit; domain controllers accept LM, NTLM, and NTLM 2 authentication.

Level 4 - Domain controllersrefuse LM responses. Clients use NTLM authentication, and use NTLM 2 session
security if the server supportsit; domain controllers refuse LM authentication (that is, they accept NTLM and
NTLM 2).

Level 5 - Domain controllersrefuse LM and NTLM responses (accept only NTLM 2). Clientsuse NTLM 2
authentication, use NTLM 2 session security if the server supportsit; domain controllers refuse NTLM and LM
authentication (they accept only NTLM 2).

Method 3: Usea Password That Isat Least 15 CharactersLong

The simplest way to prevent Windows from storing an LM hash of your password is to use a password that is at
least 15 characters long. In this case, Windows stores an LM hash value that cannot be used to authenticate the
user.

To get an idea of the power of usng NTLM for your hash algorithm lets see how long it will take to generate a
NTLM mixed-alphanumeric rainbow table with Winrtgen:

https://www.|earnsecurityonline.com/ Learn Security Onling, Inc. ©


https://www.learnsecurityonline.com/
https://www.learnsecurityonline.com/

Learn Security Online, Inc. © ‘ ? ’ https.//www.| earnsecurityonline.com/

Learn Security Online

X

Rainbow Table properties

~Hash—— MinLen— - Max Len - Index—— - Chain Len— - Chain Count——  M* of tables——
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— Charzet
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— T able properties
Key space: 3573345353194 keys
Digk space; 610.35 MB
Success probability: 0.043235 [4. 32%)

- Benchmark,
Hazh speed: 1721763 hazh/sec
Step zpeed; 723588 step/sec
Table precomputation time: 255926 days
Tatal precorputation time: 255926 days
kM ax cryptanalyziz ime: 11.056 seconds
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For amixed-alphanumeric NTLM table it will take 2.5 daysto generate one table with a 4.32% successrate.

Rainbow Table properties

~Hash——— MinLen Max Len - Indes——
ST |IF P

~MN*of tables——
Imn

Chain Len—— ~ Chain Caunt
“4000 ‘ |4Dnunnnn —‘
- Charzet
I mixalpha-numernic ;! Edit |

Iabcdefghiiklmnnpqrstuvwnyz.&BEDEFGHIJ KLMMOFQRSTUN w201 223456789

- Table properties
ey space: 3579345993194 keys
Disk space: H3.60 GE [B10.35 ME each table)
Success probability: 0987363 [958 80%)

- Benchmark.
Hazh speed: 1721763 hash/zec
Step speed: 734214 steplzec
Tahle precomputation ime: 2. 52222 days
Total precomputation time; 252,222 days
Max croptanalysis time: 18.16 minutes

Benchmark. | 0k | Cancel |

It will take over 100 rainbow tables, 60 GB of space, and 252 days to create the tables to crack the same
passwords (with a 98.80% success rate) we have been attacking throughout this paper if they were stored as
NTLM instead of LM!
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Conclusion

As you can see Rainbow Tables and RainbowCrack are powerful password auditing tools. The best course of
action to protect yourself is to not alow the storage and use of LAN Manager (LM) passwords on your network
if you don't absolutely need to and create and enforce a strong password policy that will force the storage and
use of passwordsasNTLM and not LM. Additionaly, the time to compute and space requirements of complex
Rainbow Tables should limit the use of them to only determined attackers or auditors. A strong password
policy, strong domain security policy, and keeping up with your patches and updatesis your best safeguard
against password attacks.
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