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OSI Model vs. TCP/IP Model




OSI Model vs. TCP/IP Model

> Desarrollado por el DoD en la decada del ‘60

> Es basado en protocolos del Transport
Control Protocol/Internet Protocol

» Contiene solo 4 capas (layers)
> Consolida varias capas a diferencia del OSI.
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OSI Model vs. TCP/IP Model

0S| Basic Reference Model

APPLICATION [

bata | | PRESENTATION |{—=
SESSION (K==

segments ) | TRANSPORT [<¢=1
Packets NETWORK |{——
( Frames) DATALINK [
( Bits ) PHYSICAL |

Protocols in Each Laver IP Model
Modbus, SEP2, DNP3, HTTP, IEC 61850,
CIM, ICCP, BACnet, OpenADR, GOOSE —
Compression an encryption APPLICATION
protocols |::>
NFS, SQL, SMB, RPC, P2P
tunneling, SCP, SDP, SIP, H.323 —
TCP, UDP —"| TRANSPORT (Segments)
IPv4/IPv6, ARP, IGMP, ICMP | ——%|  INTERNET Packets
Ethernet
| NETWORK Bits and
RS 232, UTP cables (CAT 5, 6), INTERFACE Frames

DSL, Optic fiber
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TCP/IP Protocols




16 19

IHL Type of Service Total Length

TCP/IP Protocols

Flags Fragment Offset

Protocol Header Checksum

Source Address

Destination Address

> TCP transporta en paquetes

Options + Padding

>Requiere una transmision secuencial
> Se debe re-transmitir si se pierde conectividad

> Al llegar al destino se ensamblan todo los paquetes

>Trabaja de lamano conel IP

> Los protocolos son identificados por nUmeros desde

el 1 al 65535 (conocido como puertos o ports)
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TCP 3-way handshake
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TCP/IP Protocol ports

20 octets

168

Port Number | Transport Protocol Service Name RFC
20, 21 TCP File Transfer Protocol (FTP) RFC 959
22 TCP and UDP Secure Shell (S5H) RFC 4250-4256
23 TCP Telnet RFC 854
25 TCP Simple Mail Transfer Protocaol (SMTP) RFC 5321
53 TCP and UDP Domain_ Name Server (DNS} RFC 1034-1035 Bit: © 4 3 6 19 31
67. 68 UDP Dynamic Host Configuration Protocol (DHCP) RFC 2131
69 UDP Trivial File Transfer Protocal (TFTP) RFC 1350 Version Type of Service Total Length
80 TCP HyperText Transfer Protocol (HTTP) RFC 2616
Identification Flags Fragment Offset
110 TCP Post Office Protocol (POP3) RFC 1939
119 TCP Metwark News Transport Protocol (NNTP) RFC 8977 Time to Live Protocol Header Checksum
123 uDP MNetwork Time Protocol (NTF) RFC 5305 Source Address
135-139 TCP and UDP NetBIOS RFC 1001-1002
143 TCP and UDP Internet Message Access Protocal IMAPA4) RFC 3501 Destination Address
161, 162 TCP and UDP Simple Metwork Management Protocol (SNMP) | RFC 1301-1908, 3411-3418 Options + Padding
179 TCP Border Gateway Protocol (BGF) RFC 4271
389 TCP and UDP Lightweight Directory Access Protocol RFC 4510
443 TCP and UDP HTTP with Secure Sockets Layer (SSL) RFC 2818
Internet Security Association and Key
500 UDP Management Protocol (ISAKMP) / Internet Key RFC 2408 - 2409
Exchange (IKE)
Lightweight Directory Access Protocol over
636 TCP and UDP TLS/SSL (LDAPS RFC 4513
989/990 TCP FTP over TLS/SSL RFC 4217
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www.daocom.net




UDP Protocols
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UDP ° T ]

Source port Destination port

UDP length Checksum

>User Datagram protocol
>Es una transmision sin secuencia
> No se espera una re-transmission

> Utilizado en tipos de comunicaciones que toleren
perdida de conectividad

>Trabajo en conjunto a TCP
> Utiliza nUmeros para identificar los puertos o ports
®
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UDP Protocol Ports

3

Source port Destination port

Checksum

UDP length

Port Number | Transport Protocol Service Name RFC
20,21 TCP File Transfer Protocal (FTP) RFC 959
22 TCP and UDP Secure Shell (S3H) RFC 4250-4256
23 TCP Telnet RFC 854
25 TCP Simple Mail Transfer Protocal (SMTF) RFC 5321
53 TCP and UDP Domain Name Server (DNS) RFC 1034-1035
67, 68 UorP Dynamic Host Configuration Protocol (DHCF) RFC 2131
69 UDP Trivial File Transfer Protocal (TFTP) RFC 1350
g0 TCP HyperText Transfer Protocaol (HTTP) RFC 2616
110 TCP Post Office Protocol (POP3) RFC 1939
119 TCP Network Mews Transport Protocol (NNTF) RFC 8977
123 UDP MNetwark Time Protocal (NTP) RFC 5905
135-139 TCP and UDP NetBIOS RFC 1001-1002
143 TCF and UDP Internet Message Access Protocol (IMAP4) RFC 3501
161, 162 TCP and UDP Simple Network Management Protocol (SNMP) | RFC 1901-1908, 3411-3418
179 TCP Border Gateway Protocol (BGP) RFC 4271
389 TCP and UDP Lightweight Directory Access Protocol RFC 4510
443 TCP and UDP HTTP with Secure Sockets Layer (SSL) RFC 2818
Internet Security Association and Key
500 UDP Management Protocol (ISAKMP) / Internet Key RFC 2408 - 2409
Exchange (IKE)
Lightweight Directory Access Protocol over
636 TCP and UDP s dir ¥ RFC 4513
989/990 TCP FTP over TLS/SSL RFC 4217
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ICMP Protocol
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ICMP

» Internet Control Message Protocol

> Es parte del protocolo de IP

> Protocolo de verificacion de errores

>Dispositivos generan un mensaje de errory lo envian
>Mensajes ya son predifinidos por el protocol
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Herramientas de ICMP

® PING
® TRACEROUTE

®
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