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Lab Preparation and Setup

Tools of the Trade

1 Windows Server 2019

2 Windows 10 Enterprise Edition

3 Metesploitable3 on Windows Server 2008
4 Microsoft Sql Server 2017



Domain Enumeration Tools

Tools of the Trade

1 Remote Server Administration Tools (RSAT) AD PowerShell Module
2 PowerView

3 PowerUpSq|

4 SharpHound

5 BloodHound

6 SQLRecon



Exploitation, Post Exploitation and
Lateral Movement

Tools of the Trade
1 PowerView

2 PowerUpSq|

3 Inveigh

4 SQLRecon

5 Mimikatz

6 Rubeus

7 SharpSpray



Exploitation, Post Exploitation and
Lateral Movement Cont...

8 DomainPasswordSpray

9 PsExec

10 Netcat

11 Invoke-SqlServer-Escalate-ExecuteAs
12 john-the-ripper

13 Hashcat

14 Kekeo

15 Invoke-SqlServer-Escalate-Dbowner



Exploitation, Post Exploitation and
Lateral Movement Cont...

16 Invoke-BruteForce
17 PrintSpoofer



Lab Setup

Downloading Virtual Machines

1 Windows Server 2019 Evaluation Copy from Microsoft website
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019

2 Windows Enterprise Evaluation Copy from Microsoft website
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise

3 MetaSploitable3 VM from Rapid7 Github Repo
https://github.com/rapid7/metasploitable3



https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://github.com/rapid7/metasploitable3
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Downloading Virtual Machines

4 MicroSoft SQL Server Express edition from Microsoft Website
https://www.microsoft.com/en-us/download/details.aspx?id=55994

5 Downloading VirtualBox
https://download.virtualbox.org/virtualbox/7.0.12/VirtualBox-7.0.12-159484-Win.exe

Downloading VirtualBox Extension Pack
https://download.virtualbox.org/virtualbox/7.0.12/Oracle VM VirtualBox Extension

Pack-7.0.12 vbox-extpack



https://www.microsoft.com/en-us/download/details.aspx?id=55994
https://download.virtualbox.org/virtualbox/7.0.12/VirtualBox-7.0.12-159484-Win.exe
https://download.virtualbox.org/virtualbox/7.0.12/Oracle_VM_VirtualBox_Extension_Pack-7.0.12.vbox-extpack
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Installing Windows Server 2019

.3 Create Virtual Machine

~

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used
to install the quest operating system.

Name: ]DCOI

K%

Folder: | |, C:\Users\mohas\VirtualBox VMs

R |

z | <not selected >

|

Type: 1 Microsoft Windows

Erg

v’

2019

¢ | Windows 2019 {(64-bit)

Skip Unattended Installation

(@) No 150 image is selected, the guest OS will need to be installed manually.

Expert Mode |

Cancel ]
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Let’s go with the Default Setting

o\

Np Create Virtual Machine
Hardware

Enabling EFI is also possible.

Base Memory: ' ———

o

4MB
Processors: '

1cPU
[] Enable EFI (special OSes only)

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.

|| Next || Cancel
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ﬂ Create Virtual Machine ? D'

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

(@) Create a Virtual Hard Disk Now

Disk Size: T ' 000,64

| | | | | | | | | | | | | | | | | I

4.00 MB 2.00TB
, [[] Pre-allocate Full Size
(O Use an Existing Virtual Hard Disk File
KalHinux-2023, 3-irtualbox-amd6 4 vei (Normal, 50.09 GB) o3
(O Do Not Add a Virtual Hard Disk
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9 Create Virtual Machine

Summary

The following table summarizes the configuration you have chosen for the new virtual machine. When
you are happy with the configuration press Finish to create the virtual machine. Alternatively you can

go back and modify the configuration.
%3 Machine Name and 0S Type
Machine Name DCO1
Machine Folder C:/Users/mohas/VirtualBox YMs/DCO1
150 Image
Guest OS Type Windows 2019 (64-bit)
Q Hardware
Base Memory 2048
Processor(s) i
EFI Enable false
Disk
Disk Size 50.00 GB
Pre-allocate Full Size false




Lab Setup

Let’s Change Some Settings

o

K S WV v
Take Delete Restore  Properties Clone  Setfings Discard  Sta
Marne

/w Discar Start

@ current State
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Network Adapter Settings

23 DCOT - Settings — O >

E General General

E System Basic Advanced Description Disk Encryption

|§| Display Name: [DCO1 |

. ) ¥,

Storage Type: |M|crosof"’t Windows Vl Tﬂ?g
Version: |'|.|'u"|r1dcws 2019 (64-bit) =

(&l Audio

) o
& Serial Ports

‘6) USB
D Shared Folders
E User Interface

Ok | Cancel | Hebp
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Creating New Nat Network

ﬁ Oracle YM VirtualBox Manager

File Machine Snapshot Help

(e

C?ate Remove | Properties
nst-only Networks MAT Metwaorks Cloud Netwarks

=4

| MName

General Options Port Forwarding

Mame: |ESNetu'.lurk il

Pu4prefix: [10.10.10/24 g

Enable DHCP
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€3 DCO1 - Settings

Storage

Audio

Network

Serial Ports

UsB

Shared Folders

User Interface

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

[+] Enable Metwork Adapter

Attached to: |NAT Network ~

MName: |BS-Network

i
-

[ Advanced
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Clipboard Sharing and Drag and Drop between guest and host Operating system

&) DCO1 - Settings — O >
@ General General

System Basic Advanced Description Disk Encryption

|§| Display Snapshot Folder: | C:Wsersmohas\VirtualBox YMs\DCO1\Snapshots ~

@ Storage Shared Clipboard: |Bidirectional -~
Drag'n'Drop: |Bidirectional S
(‘{):l Audio

e,

...

I Ok I | Cancel | | Help
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Installing the OS

&) DCD1 - Settings

-

DS aTENE

General
System
Display
Storage

Audio /
Metwork

Serial Ports
USE

Shared Folders

User Interface

Storage

Storage Devices

é Controller: SATA
ﬁ DCO L. vdi

2@

— =
Attributes
Optical Drive: | SATA Port 1 v @
[] Live co/ovD
[C] Hot-pluggable
Information
Type: -—
Size: -—
Location: -
Attached to: —

oKk || Cancel

Help




Installing the OS

via Windows Setup

YWindows Server- 2019

Time and LTt ldl| English (Unitecd States)

Eeybaard ar input method: IS

Ernter yvour language and other preferences and «c & to continue

o 3018 Microzoft poraticn. All rights recerved




Install now

14 Windows Setup | = | =] |i&|

Windows Server: 2019

Install now

Repair your computer

& M8 Microsoft Corporation. All ights reserved.




Choose windows server with Desktop Experience
| |

&, él Windows Setup

Select the operating system you want to install

Architecture Date modified

Operating system
xH54 9/15/2018

Windows Server 2019 Standard

Windows Server 2019 Standard (Desktop Experience)

TW—— 54 a,/15/2018

Windows Server 2019 Datacenter
9/15/2018

Windows Server 2019 Datacenter (Desktop Experience) 54

Description:
This option installs the full Windows graphical envirenment, consuming extra drive space. It can be

useful if you want to use the Windows desktop or have an app that requires it.
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Accept and Click Next
@ % Windows Setup

Applicable notices and license terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software If you have not validly acguired a license for the
software from Microsoft or its licensed distributors.

EULAID:Sept2018_W_en-us

I accept the license terms
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Choose Custom install and Click Next

@ £ Windows Setup

Where do you want to install Windows?

Mame Total size Free space Type
‘—*-:i'? Drive 0 Unallocated Space 50.0 GEB 5010 GB
+*4 Refresh ?(, Delete i Format I Mew
{._!l Load driver :_Q[E:_d:end
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Now allow the OS to be copied the VM we created

X}

ﬂ Windows Setup

Installing Windows

Status

J' Copying Windows files
Getting files ready for installation (5%)
Installing features
Installing updates

Finishing up
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Here we will Create the Administrator’s Password and Click Finish

Customize settings
Yol can use to sign in o this computer.

Iype a password for the buillt-in administrator account that

User marnmes

Reenter passwoind

Fini=zh
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Successfully Installed the OS

Administrator

P
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Go Devices and Click insert guest edition CD image

ﬁ D01 [Running] - Cracle YM VirtualBox

File Machine View Input Devices Help

/

-

~ Devices and drives (2)

Local Disk (C:) @ CD Drive (D:) VirtualBox Guest
H - * A Additions
Wy 40.3 GB free of 49.4 GB N}( 0 bytes free of 50.9 MB

/
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Double Click on it and follow the installation wizard to install it

55

ds

its

OGO

MName B
cert
MT3x
052
4| AUTORUN
D autorun.sh
D runasroot.sh
D VBoxDarwinfdditions.pkg
D VBoxDarwinAdditionsUninstall tool
D VBoxLinuxAdditions.run
|| VBoxSolarisAdditions.pkg
¥ VBoxWindowsAddition e
8% YBoxWindowsAdditions-amded
¥ VBoxWindowsAdditions-x86
a windows11-bypass

Date modified

10/12/2023 10:41 ...
10/12/2023 10:41 ...
10/12/2023 10:41 ...,
7/26/2023 9:44 AM
10/12/2023 10:19 ...
10/12/2023 10:19 ...
10/12/2023 10:19 ...
10/12/2023 10:19 ...
10/12/2023 10:19 ...
10/12/2023 10:19 ...
10/12/2023 9:57 AM
10/12/2023 10:41 ...
10/12/2023 10:19 ...
7/26/2023 9:44 AM

Type

File folder
File folder
File folder
Setup Information
5H File

5H File
PKG File
TOOL File
RUM File
PKG File
Application
Application
Application

Registration Entries

Size

2 KB
7KB

5 KB
2,153 KB
5 KB
6,150 KB
9,185 KB
237 KB
15,361 KB
9,017 KB
1KB



Lab Setup

Open the Computer Search bar and Type computer, View your PC name

[5] Settings

Settings - H
-

(® View your PC name

(0 See if you have a 32-bit or 64-bit version of Windows

Change braille output table type

0 o

Taskbar notification area

ik

Change braille input table type

Search indexing was turned off.
Turn indexing back on.

£ View your PC name|
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Click on rename this pc and enter DCO1 in the name, click Next and restart the Vm

Settings — (B >
Gy Home About
I Find a setting o | Installed RAM 2.00 GB

Device 1D 79509815-2326-4FCE-AS0C-EEB8588D1212
System Product 1D 00429-70000-00000-AA946

System type GaA-bit opearating system, xG4-based processor
. Display Pen and touch No pen or touch input 1s availlable for this display
9% Sound Rename this PC

[] Notifications & actions

B Facus aavist Windows specifications
' & Edition Windows Server 2019 Standarcl
owe slee|

© wer B P Version 15809
Installed on 11/17/2023

3 Battery i
OS bulld 177620

Storuge Change product key or upgrade your @dition of Windows

Read the Microsoft Services Agreement that applies to our services

Cd  Tablet mode

Read the Microsoft Software License Terms

T Multitasking
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Installing AD-DS and Domain Controller on the Server

I.. :} | r Manage Tools View
Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties
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Next

B Add Roles and Features Wizard — [ =

BE'FCJ e }-"OU beg | M DESTINATION SERVER

D01

This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Sslection

To remowe roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the fellowing tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites hawve been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

v
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Next

e Add Roles and Features Wizard — ] =

DESTIMNATIOMN SERWVER

Select installation type neor

Select the installation type. You can install roles and features on a runming physical computer or virtual

Before You Begin . . . .
machine, or on an offline virtual hard disk (WVHD).

Installat

_‘..—-'""
‘@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a wirtual machine-based
or session-based desktop deployment.

< Prewvious | | Next = | Install
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Next

= Add Roles and Features Wizard —_ (] >

DESTINATION SERWER

Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type @ Select a server from the server pool
) Select a wirtual hard disk

Server Roles Server Pool
Features
Filter:
MName IP Address Cperating System

10.10.7.4 Microsoft Windows Server 20192 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | | Mext = | | Install | | Cancel
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Select Active Directory DomainService and Click add features

B2 Add Roles and Features Wizard — (| e

DESTIMATION SERWER

Select serwver roles Bt

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Sslection

Server Roles

-~ Active Directorny Certificate Services
{AD CS5) is used to create

Directory Certificate Service
Active Directory Domain Services

Yo

O000000000eC000000

. Active Directory Federation Services certification authorities and related
FERIIITTEE Active Directory Lighteweight Directory Services role services that_allo’w you tD_I-SSLIE
Active Directory Rights Management Services anr:':l rranags C_E'-t'f__'cates =edlinia
Device Health Attestation panebgatiapphcation=.
DHCP Server
DMS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-W

Metwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

WVolume Activation Services

Web Server (II5)

Windows Deployment Services

Windows Server Update Services (™

"

= Prewious | | MNext > | Install
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- ‘ L
R Add Roles and Features Wizard — O x I

DESTINATION SERVER

Se|ecJ[ server rO|E [z, Add Roles and Features Wizard ped B
= X

Add features that are required for Active Directory
Domain Services?

ption
You cannot install Active Directory Domain Services unless the Directary Domain Services
following role services or features are also installed, ) stares information about
on the network and makes
[Tools] Group Policy Management lormation available to users
4 Remote Server Administration Tools ftwork administrators. AD DS
4 Role Administration Tools pmain controllers to give
4 AD DS and AD LDS Tools ke users access to permitted
Active Directery module for Windows PowerShell es anywhere on the network
4 AD DS Tools lh a single logon process.

[Tools] Active Directory Administrative Center
[Toals] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

/'\ Add Featur\s‘ ‘ Cancel ‘ i
€

| < Previous | | Next > | | Install | | Cancel
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Next to Install

Tﬁ Add Roles and Features Wizard

— |
. . - . DESTINATION SERWVER
Confirm installation selections oco
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Saerver sslection Cptional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. f you do not want to install these optional features, click Previous to clear
JEreEr (AEL=S their check boxes.
Features
AD DS Active Directory Domain Services

Group Policy Management

Remote Serser Administration Tools
Role Administration Tools
AD DS and AD LDS Tocls
Auctive Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-lns and Command-Line Tools

Export configuration settings
Specify an alternate source path

vl
= Prewious | | Mext > | | Install | Cancel
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After the installation click close

= Add Roles and Features Wizard

Installation progress

O

DESTIMNATION SERWER

[nlali )
View installation progress
o Feature installation
Configuration required. Installation succeeded on DiCO1.
Active Directory Domain Services Cend
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools v
- You can close this wizard without interrupting running tasks. View task progress or open this
1

page again by clicking Meotifications in the command bar, and then Task Details.
Export configuration settings

< Prewvious Mext > Close
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Installing Domain Controller

Manage Tools

I Post-deployment Configuration

Configuration required for Active Directory Domain
Services at DCO1

IR Promote this server to a domain controller

o Feature installation

Configuration required. Installation succeeded on
DCol.

Add Roles and Features

Task Details

Hide
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Adding new forest and FQDN

&= Active Directory Domain Services Configuration Wizard — [ >

- - TARGET SERVER
Deployment Configuration DCot

onfiguration

Select the deployment operation

Domain Controller Cptions . e .
O Add a domain controller to an existing domain

Additional Cptions ) Add a new domain to an existing forest
Paths ) Add a new forest

Review Options . o . . .
Specify the domain information for this operaticn

Prereguisites Check
Root domain name: |B"|"TESHIELD.Iocal

/

Maore about deployment configurations

= Prewvious | | Mext = | | In=stall | | Cancel
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Creating a memorable Domain Services Recovery mode password (DSRM)

[E=s Active Directory Domain Services Configuration Wizard — ] = i
- - TARGET SERVER
Domain Controller Options e

Deployment Configuration . .
Select functional level of the new forest and root domain

Domain Controller Options

Forest functional lewel: | Windows Server 2016 e

DS Options
Additional Cptions Domain functional lewvel: | Windows Server 2016 ~

Paths Specify domain controller capabilities

Rewview Opticons Domain Mame System (DMNS) server
Prereguisites Check «*| Global Catalog {(GC)

Read only domain controller (RODC) -

Type the Directory Services Restore Mode (D5RM) password

Password: | T T YT T Y ) |

Confirm password: |..-..--..-{ |

More about domain controller options

< Prewious | | MNext = | | Install | | Cancel
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Next > Next > Install to Finish

& Active Directery Domain Services Configuration Wizard — ] >
-y - TARGET SERVER
Additional Options DCo

Deployment Configuration B R R o
Verify the NetBIOS name assigned to the domain and change it if necessany

Domain Controller Cptions

DMNS Options

The MNetBIOS domain name: EYTESHIELD

Faths
Review Options

Prereguisites Check

More about additional options

< Prewvious | | Mext = | | Install | | Cancel
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AD-DS and Domain Controller has been Successfully installed

BY TESHIELD\Administrator




Network Configuration, ipconfig shows the dynamic ip address, let’s make it static

EN Administrator Windows PowerShell — O >

PS C:\Users\Administrator» ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS

Link-local IPv6 Address . . . . . : fe80::16c:55bb:130f:60e1%3
IPvA Address. . . . . . . . . . . :198.18.1.4
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 10.10.1.1
PS C:\Users\Administrator:
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Network Settings

Internet Protocol Version 4 (TCP/1Pwd) Properties
General

‘You can get IF settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administratar
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IF address: [ 10.10.1 . 4 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 0 . 10 . 1 1 |
Obtain DMS server address automatically
(@) Use the following DMS server addresses:
Preferred DMS server: | 127, 0 .o .1 |
Alternate DMS server: | 8 .8 .8 . g |

[]validate settings upon exit
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Creating Policy to Disable Windows Defender

=L Group Policy Management
=L File Action View Window Help
= = | |Fl 4|

|=h Group Policy Management Group Policy Management
~ 4% Forest: BYTESHIELD.local

- Contents
~ [ Zg Domains -
» 3‘3"5 BEYTESHICI M 1 ma1 | | D—
> [ Sites Create a GPO in this domain, and Link it here...
g_f___i'_* Group Poli Link an Existing GPO...

% Group Poli Block Inheritance

Group Policy Modeling Wizard...

Mew COrganizational Unit

Search...
Change Domain Controller...
Remowe

Active Directory Users and Computers...
Mew Window from Here

Refresh

Properties

Help

(=
< >l



Lab Setup

Naming the Policy

|34 Group Policy Management
v A\ Forest: BYTESHIELD.local
v £ Domains
© Z3 BYTESHIELD.local

» g Sites

Group Peolicy Management
Conterts

MName

A Forest: BYTESHIELD local

% Group Pelicy Modeling
[ Group Policy Results

Mew GPO

MName:

| Disabling Windows Defender

Source Startter GPO:

| {none)

oK
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Now right click on the policy you just created and click edit to edit it

&= | 2 |E HEE

|54 Group Policy Management
v A\ Forest: BYTESHIELD.local
v (55 Domains
~ 3 BYTESHIELD.local
=z Default Domain Policy
’fﬁf Disabling Windows Defender
v |2 Domain Controllers
» L5 Group Policy Objects
» L WMI Filters
5 :E Starter GPOs
[ Sites
s Group Policy Modeling
4, Group Policy Results

Group Policy Modeling
Contents

Mame |ser

Computer

Last Refresh Date
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=] Group Pelicy Management Editor
File  Action View Help

== |mF ==
4 =/ Disabling Windows Defender [DC01.E j=| 01.B D LOC z
~ [ Computer Configuration
~ Policies
» [ 7] Software Settings
» [0 Windows Settings
w~ [ 71 Administrative Templates:
/5 [ Control Panel
> Metwork

Printers

Select an iterm to view its description. Mame
il Com puter Configuration
ﬂ. User Configuration

Server
» Start Menu and Taskbsz
> Systemn

Windows Component:
iz All Settings

» [Z] Preferences
~ 4%, User Configuration

» [ 7] Policies
% [ 2] Preferences

CGLLDD
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Scroll Down to Select windows defender antivirus and real-time protection

| 1 Windows Color System
[ Windows Customer Experience Improvement Program
w [ | Windows Defender Antivirus
— [ Client Interface
| Exclusions
T MAPS
[ MpEngine
[] Metwork Inspection System
[ Quarantine ]
[ Real-time Protection
"” | Rernediation
[ | Reporting
[ Scan
[ Signature Updates
[ Threats
» [ Windows Defender Exploit Guard -
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Double Click on turn off real-time Protection

3|4-$|ﬁ|@||?

q

[7] Store
] Syncyour settings
» [ TabletPC
|| Task Scheduler
] Text Input
[ Windows Calendar
] Windows Color System
[ Windows Customer Experi
w || Windows Defender Antivir
[ Client Interface
| Exclusions
[ MAPS
[ MpEngine
] Metwork Inspection Sy
| Cuarantine
| Real-time Protection
| Remediation
["] Reporting
| Scan

1 Sinnature Lndatec

Select an item to view its description.

Setting

M_ﬂ Turn off real-time protection

|==] Turn on behavier monitoring

|i=] Scan all downloaded files and attachments

|i=| Moniter file and program activity on your comput
|i=] Turn on raw volume write notifications

|i=] Turn on process scanning whenever real-time prot
|:=| Define the maximurn size of downloaded files and
|i=] Configure local setting override for turn on behavi
|iz] Configure local setting override for scanning all dc
|i=| Cenfigure local setting override for monitoring file
|i=] Configure local setting override to turn on real-timr
|i=| Cenfigure local setting override for monitoring for
|:=| Cenfigure monitering for incoming and cutgeoing
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Select enable and Ok

B Turn off real-time protection

=l Turn off real-time protection

I Mext Setting I

= Mot Configured Comment:

Enabled
O Enabled o

() Disabled

Supported on:

At least Windows Wista

Options: Help:

This policy setting turns off real-time protection prompts for
known malware detection.

Windows Defender Antivirus alerts you when malware or
potentially unwanted software attermpts to install itself or to run
on your computer,

If ywou enable this policy setting, Windows Defender Antiwvirus
will not prompt users to take actions on malware detections.

If wou disable or do not configure this policy setting, Windows

Defender Antivirus will prompt users to take actions on malware
detections.

Ok Cancel Ll
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Creating Smb Share

B Local Server

:_f R ” Configure this local server
W ADDS
& DNS QUICK START
WR File and Storage Services b i 2 Add roles and features
/ 3 Add other servers to manage

4 Create a server group

Connect this server to cloud services

LN
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SERVERS
r g

Iz Sernvers All servers | 1 total

] Volumes

- Filter P2 @ b @ -

[ [ Disks

i Storage Pools Server Name  IPv4 Address Manageability Last Update Windows Activation

Shares “eee. 10.10.1.4 Online - Performance counters not started  11/17/2023 432:51 PM  Not activated
& iscs

Wark Folders

g
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=3 SHARES
All shares | 2 total

Filter p {E_E:} - Iiﬁ:l -
Share Local Path Protocol
4 DCO1(2)

NETLOGON C\Windows\SYSVOLlsysvol\BYTE... SMB
SYSVOL CAWindows\SYSVODsysvol SMEB

Availability Type

Mot Clustered

Mot Clustered

Mew Share...

Refresh

VOLUME
NETLOGONM on DCON

20.6% Used
.

N e

v 49.5 GB

B 10.2 GB Used Spa
39.3 GB Free Spac
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Fh Mew Share Wizard

Select the profile for this share

Description:
This basic profile represents the fastest way to create an
SMB file share, typically used to share files with

File share profile:

f SMB Share - Quick

Share Location Py

SM8 Share - Advanced Windows-based computers.
SMB Share - Applications
NFS Share - Quick * Suitable for general file sharing
* Advanced options can be configured later by

NF3 Share - Advanced
using the Properties dialog

< Previous | | Mext = | | Create | | Cancel
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Fﬁ Mew Share Wizard

Specify share name

Selact Profila Share name: [T-DEPT]

Share Location

Share description:

Other Settings

Local path to share:
CShares\[T-DEPT
0 If the folder does not exist, the folder is created.

Remote path to share:
"WOCOT\T-DEPT

< Previous | | Mext = | | Create

| | Cancel
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Next > Next > Create

= Mew Share Wizard

Confirm selections

Selact Profile
Share Location
Share MNams
Other Settings

Permissions

Confirma

SHARE LOCATION
Servern:
Cluster role:

Local path:

SHARE PROPERTIES
Share name:

Protocol:

Access-based enumeration:

Caching:
BranchCache:

Encrypt data:

D01
Mot Clustered
CAShares\IT-DEPT

IT-DEPT
SME
Disabled
Enabled
Disabled
Disabled

Confirm that the following are the correct settings, and then click Create.

< Previous | | Mext =

Create

Cancel
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Installing Windows 10 Enterprise edition

9 Create Virtual Machine

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used
to install the guest operating system,

Namsl' |Win10-Client-01 I @

Folder: | - C:\Users\mohas\VirtualBox VMs Vl
IS0 Image: | <not selected > V|
Edition:
Type: lMia'osoft Windows "| E}O
VersWndows 10 (64-bit) <

Skip Unattended Instaliation

@ No ISO image is selected, the guest OS will need to be installed manually.

[ExpertMode | Back Next || Cancel




We are going to go with the default setting as we did on the Domain Controller, the
same way we installed the DC

4 Windows Setup EI (=] @

am Windows®

Language to install: fEnglish (United States)
Tirne and currency format: [[Sals = WLE T B el ) -

Enter your language and other preferences and click "MNext" to continue.

rosoft Corporation. All rights reserved.
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When you get to this level instead of Creating a local user click join domain instead

= Sign in with Microsoft

Work or school account

Sign in with a security key

Which account should | use?

Sign in with the username and password you use with Office 365 or other business services
from Microsoft,
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Creating User

What name do you want to use?

Or, even better, use an online account
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Create a memorable Password and Confirm it

Or, even better, use an online account
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Select 3 memorable Security question and move on

Or, even better, use an online account



Lab Setup

Accept

Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your settings, then select "Accept’ to save them. You can change these settings at any

Location
You won't be able to get location-based experiences like directions

and weather or enjoy other services that require your location to work.

@ > nNo

Diagnostic data
Send only info about your device, its settings and capabilities, and

whether it is performing properly. Diagnostic data is used to help
keep Windows secure and up to date, troubleshoot problems, and
make product improvements.

>

Tailored experiences
The tips, ads, and recommendations you see will be more generic and
may be less relevant to you.

@ O nNo

Select 'l earm more” for info on the ahowve settinos

Send Required diagnostic data

b MAicrosnft

time.

Find my device
Windows won't be able to help you keep tre
lose it.

@ O nNo

Inking & typing

Don't use my diagnostic data to help improwve the language
recognition and suggestion capabilities of apps and services ru
on Windows.

@ O nNo

¢ of your device if you

Advertising 1D
The number of ads you see won't change, but they may be less

Learm more
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Windows Successfully Installed, you can install guest edition cd and change PC name
as Win10-Client-01 the same way you did on the Domain Controller




Joining the Client to the Domain, Let’s Assign static ip address to the Client

EN Select Windows PowerShell — O >

thernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6e Address . . . . . : feB8@::a935:2bad:755:652c%6

IPv4 Address.

Subnet Mask .

Default Gateway .
S C:\Users\p.brown:
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Here is the network configuration with the Domain Controller as DNS Server

Internet Protocol Version 4 (TCP/IPwd) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IF address automatically
(@) Use the following IF address:

IP address: [ 0.10. 1.5 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: | o . 1w . 1 . 1 |

Obtain DMS server address automatically

(@) Use the following DMS server addresses:

Preferred DMS server: | o . 1w ., 1 . 4 |

Alternate DMS server: | 8 .8 .8 . 8 |

[ validate settings upon exit el

Cancel

T ITEFTT SElET TEfT



Joining the Client, search for work or school

workday login
¥ ou Change workgroup name
See more search resulis control I
onool pane

Apps

B WordPad

Settings

B=9 Access work or school

B Work Folders
Manage Work Folders

Remote deskiop settings

Search the web
/O work - See more search results
workday

work from home jobs

Jo
=
£ workouts
o
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Connect

such as which settings you can change. For specific info about this, ask
them.

Accounts

A= Your info Connect

+

M=  Email & accounts ‘\

Sign-in options

Related settings

B e e el e Add or remove a provisioning package

Export your management log files
.Q+ Family & other users

Set up an account for taking tests

- - Swnr unnr catfinng
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Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or schoal might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

Email address

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.
Join this device to Microsoft Entra 1D

Join this device to a local Active Directory domain

/

MNext
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A=  Your info Connect

=1 Email & accounts Join a demain

Sign-in options Join a domain

Access work or scha Domain name

BYTESHIELD) X

R, Family & other users

Sync your settings

Q2

Help from the web
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A= Your info 1 Connect

Windows Security x
B Email & accounts Join a domain

Join a domain

Sign-in options i ) ) o
Enter your domain account info to verify you have permission to

connect to the domain.
Access work or scha

p.brown

R, Family & other users

TIIITIIITIY oy

@)

Sync your settings

QK Cancel
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SUCTE dS WILZT S2LLITigs you o4 Crigange,. rar SpeeEcini oy oL wils, dse
Accounts 9y Y b ’

them,

Add an account

= Your info

Add an account

E Email & accounts
Enter the account info for the person who'll be using this PC. If you skip this step, the person will

o ) have default permissions for the domain.
Q, Sign-in options
User account

Access work or scho
p-brown

pu, Family & other users
Account type

@)

Sync your setiings Administrator

llrima Dammata Moclk4daem
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Creating Smb Share on Windows Client

3 Quick access

B Decktop
* Downloads

Documents

[&] Pictures
Jﬁ Music

B videos

& Onelrive
! This PC

=¥ Network

OO O

Mame

PerfLogs

Program Files
Prograrn Files (x86)
Users

Windows

Client-5hare

v

Date modified

12/7/2019 1:14 AM
11/17/2023 3:57 PM
9/7/2022 8:16 PM
111772023 4:20 PM
11/18/2023 12:37 AM
11/17/2023 5:28 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder

Size
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Right Click and go the Properties and share it

-~ Uownloads -

Program Files (x26) 9/7/2022 2:16 PM File folder
Documents * Users 11/17/2022 4:20 PM File folder
[&=] Pictures > Windows 11/18/2023 12:37 AM File folder
} Music c'iem ﬂ 21 1 FTLOMID SO0 DAS b —ry P ‘Oldef
i Videos Client-Share Properties \ >
@ OneDrive General Shanng Securty Previous Versions Customize
‘Nm:ﬂe and Folder Sharing
This PC
3 Client-Share
g, Network Not Shared
Network Path:
Not Shared
p—

1 item selected

B items

Advanced Sharing

Set custom permissions, create multiple shares. and set other
advanced sharing options.

IjAdvanced Sharing...

OK
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Now we are done setting up Win10-Client-01 Machine

Instruction

Replicate the same process to create another Machine and name it Win10-Client-02
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Setting up DNS conditional forwarders for both side

Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts

n DCO Active Directory Module for Windows PowerShell
Active Directory Sites and Services
49,5 GB Active Directory Users and Computers
ADSI Edit
1 B 10.2 GB Used Space Component Services

39.3 GB Free Space Computer Management

Defragment and Optimize Drives
Disk Cleanup
DNS - ———

Event Viewer
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Adding Forwarder

o | HFd=z HmE § 8

2 DNS
~ F DCM
% [ 7| Forward Lockup Zones
5 [2] Rewerse Lookup Lones
5 [ Trust Points
|| Conditic

Mame

g

Refresh
Export List...

Help

I Mew Conditional Forwarder...

Type

There are no items to show in this view.
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Here we add the FQDN and IP address pointing to the target domain

,J_f‘,"iﬂ DMNS Manager

— [ =
File Action Vi S —
- $ | = | Mew Conditional Forwarder =
élh DS DMS Domain:
~ F Dco |TRUSTEDCORP.Io:3|

» [ Forward
» || Reversel
» [ Trust Poi

IP addresses of the master servers:

[~ Conditio| | IF Address Server FQDM Validated Delets
[10.10.1.8
‘\ Up
Diaweri

[ store this conditional forwarder in Active Directory, and replicate it as follows:

All DNS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDMN will not be available if the appropriate reverse lookup zones and entries are not
configured.

o
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Doing the same from the other side pointing to Byteshield

501_., DMNS Manager

File  Action Vi -1

. Mew Conditional Forwarder =
4= = | & |5
é‘h DMS DS Domain:
~ F Dco3 | BYTESHIELD.local

» [ Forward

» [ | Reverse l] IP addresses of the master servers:
» || Trust Poi

| Conditio| | IF Address Server FQDM validated Delete
=Click here to add a...
4 10,10, 1.4 DCo1 The server with this IP ... U
Doweri

[ store this conditional forwarder in Active Directory, and replicate it as follows:

All DMS servers in this forest

Murmber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not
configured.

I Ok I | Cancel

il




We can now ping the DC by its hostname
PS C:\Users\p.brown.BYTESHIELD> ping DCO1

Pinging DCO®1.BYTESHIELD.local [10.10.1.4] with 32 bytes of data:
Reply from 10.18.1.4: bytes=32 time<lms TTL=128
Reply from 10.18.1.4: by ime<ims TTL=128
Reply from 106.10.1.4: bytes=32 time<lims TTL=12
Reply from 18.10.1.4: bytes=32 time<ims TTL=128

Ping statistics for 10.10.1.4:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ®ms, Maximum = Oms, Average = Oms
PS C:\Users\p.brown.BYTESHIELD> _




We can also ping back from the DC

PS C:\Users\Administrator> ping winl®-client-01

Pinging winl@-client-01.BYTESHIELD.local [10.108.1.5] with 32 bytes of data:
Reply from 10.18.1.5: bytes=32 time<lms TTL=128

Reply from 18.10.1.
Reply from 10.18.1.
Reply from 18.10.1.

: b}tES:BE time=1ms TTL=128
: bytes=32 time=1ms TTL=128

5
5
5
5

Ping statistics for 10.10.1.5:
Packets: Sent = 4, Received = 4, Lost = & (8% loss),
pproximate round trip times in milli-seconds:
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We have Successfully Installed windows server 2019, installed AD-DS and domain
Controller on it, also installed Windows 10 enterprise edition as a client and joined to
it to the domain,

INSTRUCTION

Install 2 Domain Controllers DCO2 and DCO3, the DCO3 should be installed the same
way you installed DCO1, but with different Domain name as TRUSTEDCORP.|local, but
every other thing should be the same,

DCO2 should only be installed without installing AD-DS and Domain Controller,
because we are going to make it a child to DCO1 as the Parent or Root Domain, while
DCO3 would later be as a trusted domain to DCO1, aTransitive/bidirectional Trust
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If you have Successfully done what you’re instructed in the last section, it is now time
to create forest bidirectional trust between BYTESHIELD and TRUSTEDCORP

— >
— >

Manage Tools View

Active Directory Administrative Center

VOLUME Jcti‘.re Directory Domains and Trusts
| NETLOGON on DCO1 Active Directory Module for Windows PowerShell
(C) Active Directory Sites and Services
Capacity: 49,5 GB Active Directory Users and Computers
ADS| Edit
20.6% Used M 10.2 GB Used Space Compaonent Services
- 39.3 GB Free Space Computer Management
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Right click on the Domain name and go to properties, select trusts tab to start

% Active Directony Domains and Trusts — [ >

File  Action Wiew Help
= EH E = H

% Active Directory Domains and Trust)
@5 BYTESHIELD.local @ General Trusts Managed By bins and Trusts [ DCO1.BYTESHIELD.lo... =

" >
# BYTESHIELD local
£

Domain name {pre-Windows 2000):
[BYTESHIELD |

_P\. BY¥TESHIELD.local Properties 7 >

Description:
[ |

Domain functional level:
Windows Server 2016

Farest functional lewvel:
Windows Server 2016

| oK | | canca | Apply Help
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Enter the Domain

o= = = HE

a Active Directory Domains and Trust
@ BYTESHIELD.local

BYTESHIELD.local Properties ? =
General Trasts  Managed By -
Domains trusted by this domain (outacing trsts): »
| Mew Trust Wizard >
O
Trust Mame
“ou can create a trust by using a NetBIOS or DNS name.

=

Type the name of the domain, forest, or realm for this trust . F you type the name of a forest, you
must type a DMS name.

Example MetBIOS name: supplierd1-nt
Example DMS name: supplierd1-ntemal microsoft . com

MName:

TRIUSTEDCK

| <Back |[ Nem> | | cancel
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Forest trust

W OTE | el )] = e | B LR

- ) - ?
QActiveDirectoryDomainsandTrust ™ BYTESHIELD.local Properties ' -

BY¥TESHIELD.I 1
ﬁ ees General Trusts Managed By

Domains trusted by this domain (outaocing tnasts):

—1 Mew Trust Wizard =
0
Trust Type

This domain is a forest root domain. F the specified domain qualifies, you can
create a forest trust.

Select the type of trust you want to create.

| | () Extemal trust
Da An extemal trust is a nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

=]

(@) Forest trust

forest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

]

| <Back |[ Mem> | | cancel
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Bidirectional Trust

Q Active Directory Domains and Trust
% BYTESHIELD.local

BYTESHIELD.local Properties ? e

Gen

Do

O

eral Trusts  Managed By

mains trusted by this domain foutacing trsts):

Mew Trust Wizard

Direction of Trust
You can create one-way or two-way trusts.

=

Select the direction for this trust.

(@) Two-way
Uszers in this domain can be authenticated in the specified domain, realm, ar
forest, and users in the specified domain. realm. or forest can be authenticated in
this domain.

One-way: incomin:
oY =]
Users in this domain can be authenticated in the specified domain. realm, or forest.

() One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

| <Back [ MNew> | | Canece
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—1 BY g r ies 7
@ Active Directory Domains and Trust|| BYTESHIELD local Properties ' ~

BYTESHIELD.local
@ oea General Trusts  Managed By

Domains trusted by this domain dowutaoing trusts):

—{ Mew Trust Wizard
i
Sides of Trust

If you have appropriate permissions in both domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin

Da flowing across the trust.
_[ Create the trust for the following:
(@) This domain onfy

H‘Iﬁis option creates the trust relationship in the local domain.
() Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

]

| <Back [ Net> |  Cancel




“
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W mmmmopmoag) tms L3 | e Loas

@ Active Directory Domains and Trust

3 BYTESHIELD.local

N BYTESHIELD.local Properties ? X

General

Domains trusted by this domain foutaoing tusts):

Trusts  Managed By

—{ Mew Trust Wizard

[

Outgoing Trust Authentication Level
Users in the specified forest can be autherticated to use all of the resources in the
local forest or only those resources that you specify.

[l

Select the scope of authentication for users from the TRUSTEDCORP local forest.

(®) Forest-wide authentication
Windows will automatically authenticate users from the specified forest for all resources in
/’Wncal forest. This option is prefemed when both forests belong to the same
organization.

() Selective authentication
Windows will not automatically authenticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option is prefemed if the forests belong to different organizations.

| <Back [ Ned> | | Cancel
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Create a memorable trust password, it’s going to be the same for both side

— — ]
== 7 E=H
—1 ! <, - r. ies 7
% Active Directory Domains and Trust|| BYTESHIELD.local Properties ' o
BYTESHIELD.] 1 r
ﬁ eea General Trusts  Managed By -
Do =k »
— Mew Trust Wizard =
0
Trust Password
Passwords are used by Active Directory Domain Cortrollers to corfimm trust
relationships.

Type a password for this trust. The same password must be used when creating this trust
relationszhip in the specified domain. After the trust is created, the trust password is
L_| penodically updated for security purposes.

Trust password:

= |

Conrfirm trust password:

il

| <Back |[ Nea> | | cancel
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Next > Next

= | F = = HE

— . T 7
ﬂ Active Directory Domains and Trust|| py BYTESHIELD.local Properties : >
BYTESHIELD.local
- General | Trusts | Managed By —
Daomai i i i sk »
— Mew Trust Wizard >
O
Confirm Outgoing Trust
You should corfirm this trust only if the other side of the trust has been created.

Do you want to confim the outgoing trust ?

| | __@J\Ic. do not confirm the outgaoing trust
D

() Yes. corfirm the outgoing trust

=1

]

<Back [ mea> ]| | cance




Lab Setup

Do the same on the other side

g Active Directory Domains and Trust
@ BYTESHIELD.local

Do

-

gl

o]

1

General Trusts

BYTESHIELD.local Properties

MNew Trust Wizard

Managed By
mains trusted by this domain {outacing trusts):

Completing the New Trust
Wizard

You have successfully completed the New Trust Wizard.

Status of changes:
Trust relationship created successfully. ~

Route these names to the specified forest:

Before this trust can function. it must also be created
in the other domain. Ensure that the same trust
password is used in both domains.

To close this wizard. click Finish.
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Now validate outgoing and incoming trust

e 2@ E = EEs

ﬂ Active Directory Domains and Trust

_h EY¥TESHIELD.local Properties

X

% BYTESHIELD.local
S

~
X 1

TRUSTEDMCORP.local Properties

General MName Suffix Routing Authentication

This Domain: | BEYTESHIELD local |
Other Domain: [TRUSTEDCORP Jocal |
Trust type: | Forest |

[] The other domain supports Kerberos AES Encryption
Direction of trust:

Two-way: Users in the local domain can authenticate in the specified
domain and users in the specified domain can authenticate in the local
damain.

Transitivity of trust:

This trust is forest transitive. Users from indirecthy trusted domains within
the enterprise may authenticate in the trusting enterprizse.

To confim or reset this trust relationship and update its
routed name suffixes, click Validate.

Tao save a file with the details about the status of the Ferom e
names associated with this trust, click Save As.

oK | | cancel | Apply Help
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We have Successfully Created a Transitive Trust between BYTESHIELD &
TRUSTEDCORP, it is now time to Configure DC02 as a Child Domain to BYTESHIELD

First thing first let’s configure network and DNS setting of the Domain

Internet Protocol Version 4 (TCP/IPw4d) Properties >

¥ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you nee d to ask your network administrator
for the appropriate IP settings.

(_) Obtain an IP address automatically

(@) Use the following IF address:

IP address: [0 10 . 1 . 7 |

Subnet mask: [ 255 .255 . 255 . o |

Default gateway: [0 .10 . 1 . 1 ]

Cbtain DMS server address automatically

(@) Use the following DMS server a ddresses :
Preferred DNS server: [0 .10 . 1 a |
Alternate DMNS server: [ s 8 8 8l |

[ validate settings upon exit
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Here We are going to AD-DS

Manage Tools

Add Roles and Features

Remove Roles and Features

Add Senvers

Create Server Group

Server Manager Properties
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The same way we did on the other domain Controllers

= Add Roles and Features Wizard — (| =
- DESTIMATION SERVER
Before you begin pcoz
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or
- features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server selection

To remowve roles, role services, or features:
Start the Remowve Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[ Skip this page by default

< Prewvious MNext > Install Cancel
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Let’s Promote it to Domain Controller

II._.--"ﬂll--.‘ :
- I‘.Lu‘} I I'A Manage Tools View Help

|, Post-deployment Configuration

Configuration required for Active Directory Domain
Services at DCO2

Promote this server to a domain controller

0 Feature installation
1

Configuration required. Installation succeeded on
DCo2.

Add Roles and Features

Task Details

Hide
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Now instead of selecting| | wim- e | - v ldomain to an existing

forest

B Active Directory Damaim Services Canfiguration Wizard

Deployment Configuration

Select the deployme]

D Add a domain o
- Add a new domdg

0 Adcl a new forest
Spwcify the domain
Select damain type:

Parent domain namd

New domain name:

Supply the credentis

Windows Security L

Windows Security X

Credentials for deployment operation

Supply credentials for the deployment operation

administrator@BYTESHIELD.local

---.---.--| i

Supply credentials for the deployment operation

| Administrator |

l .....-....l L I

Credentials for deployment opei<==

Mo | [ | [eme]
Events ‘ ‘-

Performance

BPA results
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Supplying the Credentials of our Root Domain

Windows Security X

Credentials for deployment operation

Supply credentials for the deployment operation

administrator@BYTESHIELD.local

---.---.--| i
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Creating DSRM Passowrd

e Active Directory Demain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Domain Contreller Options
DMNS Options

Additional Options

Paths

Review Opticns

Frereguisites Check

[ =

TARGET SERVER

DCD2
Select functional level of the new domain
Domain functional level: Windows Server 2016 e
Specify domain controller capabilities and site information
Domain Mame System (DMNS) server
Global Catalog (GC)
Read only domain controller (RODC)
Site name: | Default-First-Site-MName - |
Type the Directory Services Restore Mode (DSRM) password
Paszword: |.......... |
Confirmn password: |--.-----.-| |
More about doemain controller options
= Previous | | Mext = | Install | | Cancel
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Follow the Wizard Next > Next and installed the same way you did on the other
Domain Controllers

B Active Directory Domain Services Configuration Wizard — | s

P TARGET SERVER
Prerequisites Check DCo2

| @& All prerequisite checks passed successfully. Click ‘Install” to begin installation. Show maore b

Deployment Configuration o . - i ~ . o .
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Options computer
DS Options Rerun prerequisites check
Additional Cptions

Eaths @ WView results
]

Windows Server 2019 domain controllers hawve a default for the security setting named
. "Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
Prerequis cryptography algorithms when establishing security channel sessions.

Rew

w Options

For more information about this setting, see Knowledge Base article 242564 (hitp:/f
go.microsoft.com/fwlink/ZLinkld=104751).

o Prerequisites Check Completed
o Al prerequisite checks passed successfully. Click “Install” to begin installation.

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<= Prewious Mext > Install | | Cancel
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We have Successfully Create a child domain, now let’s create DNS conditional
forwarder pointing to the root domain

TRNAdministrator
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Creating Conditional Forwarder pointing to the root domain

&, DMNS Manager — O =

File  Action Wi -t

i Mew Conditional Forwarder =
| &= = | 2 |5
[ 5‘5 DS DMS Domain:
~ E Dcoz |Ei"|"TESHIELD.Io:3I

| » || Forward

I » [ | Rewversell IP addresses of the master servers:

| Conditio
) IP Address Server FQDM validated Delete
i < Click here to add a...
910,10, 1.4 DCol The server with this IF ... Ba
Dowen

[ store this conditional forwarder in Active Directory, and replicate it as follows:

All DMS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDMN will not be available if the appropriate reverse lookup zones and entries are not
configured.

I Ok I | Cancel




Now we can ping the FQDN of the root domain and vice versa

Create Share on the Child domain as you did on the root domain name it TRI-Share

PS C:\Users\Administrator> ping DC@1.BYTESHIELD.local

Pinging DC®1.BYTESHIELD.local [18.108.1.4] with 32 bytes of data:
Reply from 10.10.1.4: bytes=32 time<lms TTL=128
Reply from 10.10.1.4: bytes=32 time<ims TTL=12
Reply from 10.10.1.4: bytes=32 time<lms TTL=128
128

Reply from 10.10.1.4: bytes=32 time<lims TTL=

Ping statistics for 10.10.1.4:

Packets: Sent = 4, Received = 4, Lost = 0@ (@% loss),
Approximate round trip times in milli-seconds:

Minimum Oms, Maximum = Oms, Average = @ms
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Downloading and Installing SQL Server on DCO1, DCO2 and Win10-Client-01

You can Download Microsoft Sqgl Server developer or express edition from MicroSoft
website, after downloading it copy it to DCO1 IT-DEPT share so that you can access it

other machines

https://download.microsoft.com/download/5/A/7/5A7065A2-C81C-4A31-9972-
8A31AC9388C1/SQLServer2017-SSEl-Dev.exe



SQL Server installation

SQL Server 2017
Developer Edition

Select an installation type:

Download Media

SQL Server transmits information about your installation experience, as well as other usage and performance data, to Microszoft to help improve
the product To l=arn more about data processing and privacy controls, and to turm off the collection of this information after installation, see the




Install

SQL Server 2017
Developer Edition

Specify SQL Server media download target location

MINIMUNM FREE SPACE
9240 MB

MEDIA LOCATION
CASQLServer201 7Media
COWNLOAD SIZE
1543 MB




This will take sometimes depending on your network speed and Computer
performance

SQL Server 2017
Developer Edition

Downloading install package...

Acquiring setup files... 75.556 ME / 1,536.032 ME 25.158 Mbps

Samples

You use the Cfficial Microsoft GitHub Repository containing code samples for 5QL Server (
) for samples on connecting to a 50L Server database, development samples for using different features like In-Memory OLTE R-
Services and much more.
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Select New Sql server stand-alone installation and continue

T SOL Server Installation Center

Planning
Installation

-
Maintenance
Tools

Resources

Advanced

Options

Microsoft SQL Server 2017

— [

—_—

LE

Mew SIQL Server stand-alone installation or add features to an existing installation

Launch a wizard to install 5CL Server 2017 in a non-clustered environment or to add
features to an existing 5CL Server 2017 instance.

Install SQL Server Reporting Services

Launch a dewnload page that provides a link te install SCL Server Reporting Services,
An internet connection is required to install S5RS.

Install 5CL Server Management Tools

Launch a doewnload page that provides a link te install SCL Server Management
Studic, SCL Server command-line utilities (SQLCMD and BCP), SCL Server PowerShell
provider, QL Server Profiler and Database Tuning Advisor. An internet connection is
required teo install these tools.

Install QL Server Data Tools

Launch a dewnload page that provides a link te install SCQL Server Data Tocols (S5DT).
55DT prowvides Visual Studiec integration including project systerm support for Azure
50QL Database, the SCOL Server Database Engine, Reporting Services, Analysis Services
and Integration Services. &An internet connection is required to install S50T.

Mew 501 Server failowver cluster installation

Launch a wizard to install a single-node SCL Server 2007 failowver cluster.

Add node to a SCL Server failowver cluster

Launch a wizard to add a node to an existing SCQL Server 2017 failowver cluster.,

Upgrade from a previous wversion of SCL Server

Launch a wizard to upgrade a previous version of SQL Server to SOL Server 2017,

Mew Machine Learning Server (Standalone)} installation

Launch a wizard to install Machine Learning Server (Standalene) on a Windows
machine. This is tvpicallv used by data scientists as a standalone analysis server or as a

pad
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Product Key
License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

Validate this instance of SQL Server 2017 by entering the 25-character key from the Microsoft certificate
of authenticity or preduct packaging. You can also specify a free edition of SQL Server Developer,
Evaluation, or Express. Evaluation has the largest set of S0L Server features, as documented in SQL Server
Bocks Cnline, and is activated with a 180-day expiration. Developer edition does not have an expiration,
has the same set of features found in Evaluaticn, but is licensed for non-production database application
development only. To upgrade from one installed editicn to another, run the Editicn Upgrade Wizard.

(®) Specify a free edition:

e Developer ~

() Enter the product key:




ey =
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Accept and Next

Product Key -~
MICROSOFT SOFTWARE LICEMNSE TERMS

License Terms

Global Rules MICROSOFT SQL SERVER 2017 DEVELOPER
Microsoft Update
Product Updates These license terms are an agreement between Microsoft Corporation (or based on where

you live, one of its affiliates) and you. Please read them. They apply to the software named
abowe, which includes the media on which you received it, if any. The terms also apply to
any Microsoft

Install Setup Files
Install Rules

Feature Selection
Feature Rules * updates,
Feature Configuration Rules

- su lements,
Ready to Install —

Installation Progress » Internet-based services, and
Complete

b

Ex =
Copy Print

| accept the license terms.

—

SQL Server 2017 transmits information about your installation expenence, as well as other usage and
performance data, te Microsoft to help improve the product. Te learn more about SQL Server 2017 data
processing and privacy controls, please see the Provacy Statement.

< Back MNext > Cancel
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Next > Next

Product Key
a Looking for Reporting Services?

Download it from the welb

License Terms

Global Rules Features:

Microsoft Update
Product Updates
Install Setup Files
Install Rules
Feature Selection

Instance Features

Database Engine Services
F 4 [ sl Server Replication
[ machine Learning Services (In-Database)
R
[1 Python
[1 Full-Text and Semantic Extractions for Sez
[ Data Quality Services
[1 PolyBase Query Service for External Data
[1 Analysis Services

e T e

< >

Feature Rules
Instance Configuration
Server Configuration

Database Engine Configuration

Feature Configuration Rules

Feature description:

The cenfiguration and cperation of each
instance feature of a SCL Server instance is
isoclated from other SCL Server instances. SCL

Prerequisites for selected features:

Already installed:
- Windows PowerShell 3.0 or higher
Microsoft .MET Framework 4.6

Disk Space Requirements

Drive C: 1007 MB required, 36710 MEB available

Ready to Install
Select All Unselect All

Installation Progress

Complete Instance root directonys:

|C:\Program Files\Microsoft SQL Servery, |

Shared feature directony:

|C:\Program Files\Microsoft SQL Servery, |

Shared feature directory (x86):

|C:‘\Program Files (x26)\Microzoft SOL Server', |

= Back Mext = Cancel
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Choose named instance and change its name from the default

Product Key () Default instance

License Terms
Globkal Rules
Microsoft Update

(®) Mamed instance: |BS_SQLSEF'.VEHI |

Product Updates

Instance ID: |MSSQLSERVEH |
Install Setup Files
Install Rules
Feature Selection SQL Server directory: CWProgram Files\Microsoft SQL Servert\MSSCLT4.MSSCLSERWVER

Feature Rules

Instance Configuration
Server Configuration Instance Mame Instance D Features Edition Version

Installed instances:

Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

= Back | | Mext = | | Cancel
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Next > Next and choose mixed mode authentication, click add current user or add to
select another user

i . .
d Product Key Server Configuration  Data Directories TempDB  FILESTREAM
i' License Terms
\ Global Rules Specify the authentication mode and administrators for the Database Engine.
Microsoft Update Authentication Mode
| rrErElUrEsi= () Windows authentication mode
Install Setup Files R ~ B _ B B
(®) Mixed Mode (SOL Server authentication and Windows authentication)
Install Rules
4 Feature Selection Specify the password for the SQL Server system administrator (sa) account.

Feature Rules Enter password: |"'""""' |

Instance Configuration
Coenfirm password: |.'...-...- |

Server Configuration

Database Engine Configuration Specify SOL Server administrators

. . -

i Femivmz SrmTprrEiem (L= BYTESHIELDM Administrator (Administrator) SO Server administrators
Ready to Install / have unrestricted access
Installation Progress to the Database Engine.
Complete

I Add Current User Add... Remowe
v < Back Mext > Cancel
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Next and Install

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install QL Server 2017:

= Summary

- Edition: Developer

- Action: Install (Preduct Update)

=1~ Prerequisites

E| Already installed:

. Windows PowerShell 3.0 or higher

Microsoft .MET Framework 4.6
E| To be installed from media:
i Microsoft Visual C++ 2015 Redistributable
= General Configuration
E| Features
‘.. Database Engine Services
E] Instance configuration
{  L.Instance Mame: BS_SOLSERVER
Instance ID: BS_SIOLSERVER
E| Instance IDs
. i.50L Database Engine: M550L14.B5_SOLSERVER

| PRSI . TP L  TUp O o PPN N Lo CFU )

£ >

Configuration file path:

ChProgram Filest\Microsoft SCL Server'\ 1400 Setup Bootstrapt Logh20231118_14301 3\ ConfigurationFile.ini

< Back Install Cancel
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Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Information about the Setup operation or possible next steps:

Feature Status (o
& Database Engine Services
() SOL Browser Succeeded
(2 SQL Writer Succeeded
() SOL Client Connectivity Succeeded
() SOL Client Connectivity 5DK Succeeded
Cetiim Cummart Filee Coereadad w0

Details:

Install successful.

Summary log file has been saved to the following location:

CAProgram Files\Microsoft SOL Server' 140\Setup Bootstraphlogh20231118 143015

\Summary DCO1 20231118 143015.txt

Close




Lab Setup

Since we installed the Server let’s install Sgl server management studio SSMS, clicking
install sgl server management tools, we will get redirected to Microsoft website

MY SQL Server Installation Center —_ (] >
-~
Planning i MNew SQL Server stand-alone installation or add features to an existing installation
Instatlation ’ Launch a wizard to install SQL Server 2017 in & non-clustered environment or to add
features to an existing SCL Server 2017 instance,
Maintenance
Tosts Install SQL Server Reporting Services
Launch a download page that provides a link to install 5QL Server Reporting Services,
Resources An internet connection is required to install SSRS,
Gt L4 7F  Install SQL Server Management Tools
Options ey aunch a download page that provides a link te install SQL Server Managemaent

Studio, SQL Server command-line utilities (SQLCMD ancd BCP), SQL Server PowerShell
provider, SQL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these tools.

sz Install SQL Server Data Tools

3 Launch a download page that provides a link to install SQL Server Data Tools (SSDT).
SSDT provides Visual Studio integration including project system support for Azure
SQL Database, the SQL Server Database Engine, Reporting Services, Analysis Services
and Integration Services, An internet connection is required to install SSDT,

New SQL Server fallover cluster installation
Launch a wizard to install a single-node SQL Server 2017 faillover cluster,

= \,?1 Add node to a SQOL Server failover cluster
b Launch a wizard to add a node to an existing SQL Server 2017 failover cluster.

Upgrade from a previous version of SQL Server
L Launch a wizard to upgrade a previous version of SQL Server to 5QL Server 2017,

Microsoft SQL Server 2017 lL . New Machine Learning Server (Standalone) installation

Launch a wizard to install Machine Learning Server (Standalone) on a Windows
miarhine Thic e tunically ticard b rlata crilanticte ac a ctandalane anabecic convar fr ac a -
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Scroll Down and Click the link to Download this Version

Download SSMS
4 Free Download for SQL Server Management Studio (SSMS) 19.2

SSMS 19.2 is the latest general availability (GA) version. If you have a preview version of SSMS 19 installed, uninstall it
before installing SSMS 19.2. If you have SSMS 19.x installed, installing SSMS 19.2 upgrades it to 19.2.

+ Release number: 19.2
+ Build number: 19.2.56.2
+ Release date: November 13, 2023



Installing SSMS

RELEASE 19.2

Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click "Install” to begin.

Location:

CMProgram Files (x86)\Microsoft SCQL Server Management Studic 19 Cha nge

By clicking the "Install” button, | acknowledge that | accept the Privac
the License Terms for 501 Server Management Studio and Azu : C

SOL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learm more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the




RELEASE 19.2
Microsoft SQL Server Management Studio
with Azure Data Studio

Cancel




Successfully Installed

RELEASE 19.2

Microsoft SQL Server Management Studio
with Azure Data Studio

Setup Completed

All specified components have been installed successfully.




The next thing is to make it accessible remote, let’s use a windows command line
utility to check Connection status

C:\Users\Administrator> netstat | more

ctive Connections

Proto Local Addres Foreign Address ate

Ic Q.0.0.0: 0.0.0.0:0 ENING

TC 20.0.0.0 0.0.0.0:0 ENING

TC o LD > 0.0.90.06:0 ENING

TC 0.0.0.0 0.0.0.0:0 = ENING

1< 0.0.0.0: 0.0.0.0:0 ENING
TCF 0.0.0.0 (=] .0.0:0 ENING
TCP e.e.e.0 36 2:0 STENING
TCF 0.0.6.0:3268 O._.€ B:0 STENING

Ic © L. 2269 © 1O ENING

TcC 0.0.0,.0:5357 D . € 210 ENING

TcC . .O:5985 0.0. . L% 3 ENING
ICF © 3.©9:9389 e.a 2 2:0 STENING

Ic © = 3.0:47001 © S LS ) ENTING

Irc Q. .C LD:49664 . € 2.0:0 ENING
TCF 0. 0:49665 Q.. - t 0 ENING
TCP e.0. A :A9666 5] 2 = %) L ENING

Ic 3 - A:ADGCGT7 e .€ g 5 ) ENING

< - . ~ tA9669 0.0, - - ENING

TC 2 . . . 49670 0.0.0. - : ENING

rc i 49673 D.0._¢ - > TENING
IcCF A:A9678 [~ Y T ENING

Ic ). 1 A96GO8 0.0, : - ENING

TC .0:49749 0.0.0.0:a ISTENING
TCF =53 o. =% [STENING
rc S 139 (5] = 3 - STENING

I = 2’ : 389 - o 1 A96GY Y/ STABLISHED
TCF . . 4 389 . . 149742 STABLISHED
TCF : 389 . 149746 STABLISHED
TCF z L= 389 7947 STABLISHED
I« tAOGOG /7 i : 51897 STABLISHED
TC 2. aA9697 i . . 1 389 STABLISHED
TCP D - - 4:49742 - : 389 STABLISHED
Tce - A4:497A46 3 4:389 " STABLISHED
rce 4:51144 /7:A49060G7 I Imi WAT T
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Mssqgl server by default listens on port 1433, previous command shows that port
1344 is not in listening state, Let’s configure it so that we can access it remotely

SQL Server Profiler 19
N Desktop app

Apps

aw  SQOL Server 2017 Configuration Manager
.v-""

= SQL Server 2017 Error and Usage Reporting

& sQAL Server Management Studio 19
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After searching and clicking Configuration manager, select network configuration

File  Action  View  Help

== H
‘@ S0L Server Configuration Manager (Local) lterns
B S0L Server Services 5 SQL Server Services

_E_ S0L Server Metwork Configuration (32bit -E- SQL Server Network Configuration (
> ! 50L Mative Client 11.0 Configuration (32 IIS[IL Native Clent 11.0 Configuratio
E S0QL Server Metwork Configuration = -
LM Cli Hnoc Qf .E_.EDL Server Metwork Configuration
m et orfigurtion ..SDL Mative Client 11.0 Configuration
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Double click or right click to go toTCP/IP properties

File Action View Help

=z EB=H
‘@ S0L Server Configuration Manager (Local) Protocol Mame Status
E 0L Server Services _ _ || % Shared Memory Enabled
_E_ S0L Server Metwork Configuration (32hit . i
S0L Mative Client 11.0 Configuration (321 ¥ Named Pipes Disabled
-3 : 9 ¥ TCP/IP Disabled

v _E_ SCL Server Metwork Configuration
= Protocols for BS_SQLSERVER
) .. S0L Mative Client 11.0 Cenfiguration
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Select Ip address Tab scroll down and set the port 1344 apply and Ok

TCP/IP Properties ? bt
Protocol [P Addresses
TCP Dynamic Ports o "~
TCFP Port
B ip2
Active Yes
Enabled MNao
IP Address =1
TCP Dynamic Ports [¢]
TCP Port
B ip3
Active Yes
Enabled MNao
IP Address 127.0.0.1
TCP Dynamic Ports o
TCFP Port
B 1pan
TCP Dynamic Ports L]
1433
W
TCP Port
TCP port
Cancel Apply Help
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The TCP/IP protocol is in disable state, let’s right click on it and enable it

o= ¥ == H

‘E 50L Server Configuration Manager (Local) Protocol Name Status
0 SOL Server Services _ _ || % Shared Memory  Enabled
_E_ S0L Server Metwork Configuration (32bit . .
= ) i ] ) % Mamed Pipes Disabled
> -. S0L Mative Client 11.0 Cﬂnﬂguratmn BEE m
v _E_ 50L Server Metwork Configuration Enable
&= Protocols for BS_SQLSERVER Disable

» .. S0L Mative Client 11.0 Cenfiguration
Properties

Help
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Now Let’s go sql server services and start the services, right click go to the properties

‘QSQLSEWEFCO”MU’EW” Manager (Local) || Name State Start Mode Leg On As Process ID Service Type
Esqtie”e';e”"“kc OO [ 50 scrver ronr S _ (Boot Syste..  NTAUTHORTV\LO... 0
4. 0L Server Network Confgurtion (2bi e Pac ™0 g matic NT Service\MSSQL.. 5360 SQL Server

> .. 50L Mative Client 11.0 Configuration (32t

L Server Agent.. § St [ NT Service\SOLAge... 0 L Agent
v _E_ SCL Server Metwork Configuration DDSQL Seer Ager . B envicelSQLAge 5L Agen
E‘f Protocols for B SOLSERVER Pause
> .. 50L Mative Client 11.0 Configuration Resume
Restart
Properties

Help
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On the Service tab make it start automatically, Apply and Ok, Do the same to the
other services

SOL Server Browser Properties ? =

Log On  Service  Advanced

B general

Binary Path “C:h\Program Files [x86]\Microsoft 5
Error Control 1

Exit Code 1077

Host Name Do

Mame S0L Server Browser

Process |ID o

S0L Service Type

Disabled -
State Automatic
Drisabled
Manual
Start Mode

The start mode of this service,

I QK I | Cancel | | Apply | | Help
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Now Let’s bring up SSMS and connect to it to restart the service

Best match

SQL Server 2017 Configuration Manager
Desktop app

Apps
1 sQL Server 2017 Error and Usage Reporting
# SQL Server Profiler 19

- SQL Server Management Studio 19

_~
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Click Connect

=¥ Connect to Server X
SQL Server
Server type: | Database Engine W |
Server name: [DC01\BS _SaLS v
Authentication: | Windows Authentication e |
Lser name: BYTESHIELD Administrator v
Password:
Remember password
I Connect I | Cancel | | Help | | Cptiong =3
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Right Click on the server instance and select restart

== == ] [} T

= E DCOTWBS_SOQLSERVER (Sl Comrar 1A
Databases Connect...
Security Disconnect

Server Object Register...

Replication
PolyBase Mew Query
Always On H
Managemeni
Integration S Start
a2 SOL Server A Stop
{%] ¥Ewent Profil

Activity Monitor

HEEBEEREEE

Pause
Resume

Restart

Pelicies

Facets

Start PowerShell
Azure Data Studio

Reports

Refresh

Properties




Going back to Powershell console and Check we discovered that the portis in
listening state

'S C: \Users\Administrator> netstat more

ctive Connections

Proto Local Address Foreign Address State
TCcP ©0.0.0.0:88 0.0.0.0:0 LISTENING
rce o :135 ©.0.0.0:0 LISTENING
TCP 0.0.0.0: 289 ©0.90.9.0:0 LISTENING
rce a. 2.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:464 2.©0.0.0:0 LISTENING
rce . 2:593 0.0.0.0:0 LISTENING
TCP 0.0.¢ : 636 0.0.0.0:0 LISTENING
rce o .©.0:14335 0.0.0.0:0 LISTENING
rce (=} : 3268 0.0.0.0:0 LISTENING
TCP 0.0.0.0:3269 ©0.90.90.0:0 LISTENING
rce . 3:5357 0.0.0.0:0 LISTENING
TCP 0.0.0.0:5985 2.0.0.0:0 LISTENING
rce 0.0.0.0:9389 0.0.0.0:0 LISTENING
TCP .O.€ :A7601 0.0.0.0:0 LISTENING
rce 2 - - 2 : 49664 0.0.0.0:0 LISTENING
TCP = 49665 9.0.0.0:0 LISTENING
TCP 2.0.0.0:49666 ©0.90.0.0:0 LISTENING
rce 2 -0:49667 ©.0.0.0:0 LISTENING
TCP 2.90.0.0:49669 ©0.0.0.0:0 LISTENING
rce 1.0.0:49670 0.0.0.0:0 LISTENING
TCP .0.90.0:49673 0.0.0.0:¢€ LISTENING
rce 2.0.0:49678 0.0.0.0:¢€ LISTENING
TCP - 9.0:49698 0.0.0.0:¢€ LISTENING
TCP 0.0.0.0:49749 ©0.0.0.0:€ LISTENING
rce 0.0.90.0:52061 9.0.0.0:€ LISTENING
TCP 1©.10.1.4:53 0.90.0.0:€ LISTENING
rce 10.10.1.4:139 0.0.0.0:€ LISTENLING
rcpe 190.19.1.4: 289 190.10.1.4:49697 ESTABLISHED
rce 1©0.10.1.4:389 1©0.10.1.4:49742 ESTABLISHED
" = - A ¥ = — < = < -
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We have Successfully installed Microsoft sql server developer edition and basic
Configuration needed for our purpose.

Instruction

Follow the same steps and install Sgl server on DCO3 and Windows 10 Client Machine



Installing Metasploitable3 on windows server 2008, Let’s follow the Installation guide
on rapid7 github page

https://github.com/rapid7/metasploitable3

PS C:\Users\mohas> cd .\Desktop\
PS C:\Users\mohas\Desktop> mkdir metasploitable3-workspace

Directory: C:\Users\mohas\Desktop

LastWriteTime Length Name

11/19/2023 1:14 AM metasploitable3-workspace
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Download Metasploitable zip file to th folder you created and unzip it there

'R R R EREER QP

Local Codespaces
aRohinson-RY Approving cortex.yaml
(3 Clone ®
.github Updated issue_template.md
chef Land #4971, update docs for usi HTTPS  GitAub CL
is0 Initial commit. https://github.com/rapid7/metasploitable3.git Lg
packer download windows pre-req file Use Git or checkout with SV using the web URL.
resources download windows pre-req file
P i CY) Open with GitHub Desktop
scripts Land #566, guard token in Mar
Download ZIP
versions/pro ub1404 dev workflow E]
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Downloading requirement
Building Metasploitable 3

System Requirements:

e OS capable of running all of the required applications listed below
e VT-x/AMD-V Supported Processor recommended
e ©55 GB Available space on drive

s 45GBE RAM
Requirements:

e Packer
* ‘agrant

e ‘agrant Reload Plugin

e VirtualBox, libvirt/gemu-kvm, or vmware (paid license required), or parallels (paid license required)

* [nternet connection
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Downloading and Installing Packer

Operating System

macO5 Linux FreeBSD MNetBSD OpenBSD Solaris

Binary download for Windows

386
Version: 1.9.4

Download &

AMDE4
Version: 1.9.4

Download &
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| have Downloaded all the requirement, do the same and save and unzip them all in
one folder

Mame Date modified Type Size
- m metasploitable3-master 11/18/2023 1:19 AM WinRAR ZIP archive 151,503 KB
m packer_1.9.4_windows_arndéd 8182023 812 PM WinRAR ZIP archive 22188 KB
. ﬁ! vagrant_2.4.0_ windows_i636 104162023 8:20 PM Windows Installer ... 281,460 KB
* | vagrant-reload-master 11/19/2023 1:29 AM WinRAR ZIP archive & KB
-

idli
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Installing Vagrant

ﬂ Vagrant Setup —
Please read the Vagrant License Agreement

License text copyright (c) 2828
MariaDBE Corporation Ab, All Rights
Reserved. "Business Source
License” is a trademark of MariaDB
Corporation Ab.

Parameters

* Licensor: HashiCorp, Inc.
*» licensed Work: Vagrant

2.4.8. The Licensed Work is
feY 70732 Hachilfarn  Toe

[T accept the terms in the License Agreement

Back | $Ins13|| | | Cancel




Now we have all the files available it is time to build the Virtual machine

PS C:\Users\mohas\Desktop\metasploitable3-workspace> ls

Directory: C:\Users\mohas\Desktop\metasploitable3-workspace

LastWriteTime Length Name

19/4/2023 3 metasploitable3-master
11/19/2023 . packer_1.9.4_windows_amdé64
11/19/2023 - vagrant-reload-master
10/16/2023 - 288215040 vagrant_2.4.0_windows_i686.msi

PS C:\Users\mohas\Desktop\metasploitable3-workspace> Set-ExecutionPolicy CurrentUser Unrestricted

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks described in the about_Execution_Policies help topic at
https:/go.microsoft.com/fwlink/?LinkID=135170. Do you want to change the execution policy?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is '"N"): Yes




Vagrant file Download, all the files should be saved in one folder

PS C:\Users\mohas\Desktop\metasploitable3-workspace> Invoke-WebRequest

PS C:\Users\mohas\Desktop\metasploitable3-workspace>




Now open your command prompt and install some dependencies with vagrant

:\Users\mohas>Vagrant plugin install vagrant-vbguest
nstalling the 'vagrant-vbguest' plugin. This can take a few minutes...
nstalled the plugin ‘vagrant-vbguest (©.31.0)"!

:\Users\mohas>Vagrant plugin install vagrant-reload
nstalling the ‘'vagrant-reload' plugin. This can take a few minutes...

nstalled the plugin ‘vagrant-reload (0.0.1)"!

:\Users\mohas>




It is now time to build the VM using a powershell script called build.ps1 inside
metasplitable3 folder we downloaded, running the script without any argument with
prompt us for confirmation, if we y the script will build 2 VMs for us linux and
windows version of the VM, but typing n will make the script to exit show us the

arguments to choose from.
PS C:\Users\mohas\Desktop\metasploitable3-workspace\metasploitable3-master> .\build.psl

Compatible version of VirtualBox found.

Compatible version of Packer found.

Compatible version of Vagrant found.

Compatible version of vagrant-reload plugin found.

All requirements found. Proceeding...

No box name passed as input. Build both the boxes ? (y/n): n

To build metasploitable boxes separately, use the following commands:
- .\build.psl windows2008

- .\build.psl ubuntulde4




We interested in building windows server 2008 so we will choose it

PS C:\Users\mohas\Desktop\metasploitable3-workspace\metasploitable3-master> .\build.psl windows2©68

Compatible version of VirtualBox found.

Compatible version of Packer found.

Compatible version of Vagrant found.

Compatible version of vagrant-reload plugin found.
All requirements found. Proceeding. ..

Building metasploitable3-win2k8 Vagrant box. ..
Warning: Bundled plugins used

This template relies on the use of plugins bundled into the Packer binary.
The practice of bundling external plug 5 into Packer will be removed in an
upcoming version.

To remove this warning and ensure builds keep working yvou can install these
external plugins with the 'packer plugins install' command

packer plugins install github.com/hashicorp/virtualbox
packer plugins install github.com/hashicorp/qemu
packer plugins install github.com/hashicorp/vagrant
packer plugins install github.com/hashicorp/vmware

Alternatively, if you upgrade your templates to HCL2, you can use 'packer init’'
with a 'required_plugins' block to automatically install external plugins.

You can try HCL2 by running 'packer hcl2 upgrade
C:\Users\mohas\Desktop\metasploitable3-workspace\metasploitable3-master\packer\templates\windows_2008_ r2.9son’

virtualbox-iso: output will be in this color.

virtualbox-is Retrieving Guest additions

virtualbox-iso Trying C:\Program Files\Oracle\VirtualBox/VBoxGuestAdditions.iso

virtualbox-iso Trying file://C:/ProgramX%20Files /Oracle/VirtualBox/VBoxGuestAdditions.iso

virtualbox-iso: file://C:/Program%20Files/Oracle/VirtualBox/VBoxGuestAdditions.iso => C:/Program Fililes/Oracle/Virtua
lBox/VBoxGuestAdditions.iso
wwm> virtualbox-iso: Retrieving ISO
=> virtualbox-iso: Trying https://download.microsoft.com/download/4/1/D/41DEA7E©-B36D-4012-Al1E3~F24DCO3BA1BB/7601.17514
.101119-1850_ x64fre_server_eval en-us-GRMSXEVAL_EN _DVD.iso




The Downloading and Building the VM takes longer time to complete, it depends on
your system performance and network speed, after building the VM type vagrant up
win2k8 to import it to Virtualbox

PS C:\Users\mohas\Desktop\metasploitable3-workspace\metasploitable3-master> vagrant up win2k8
Bringing machine 'win2k8' up with 'virtualbox' provider...
win2k8: Importing base box 'rapid7/metasploitable3-win2k8'...
win2k8: Matching MAC address for NAT networking...
win2k8: Checking if box 'rapid7/metasploitable3-win2k8' version '©.1.0-weekly' is up to date...
win2k8: Setting the name of the VM: metasploitable3-master win2k8 1760418129117 8961
win2k8: Clearing any previously set network interfaces...

A host only network interface you're attempting to configure via DHCP
already has a conflicting host only adapter with DHCP enabled. The
DHCP on this adapter is incompatible with the DHCP settings. Two
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Here we go, we logon with username vagrant and password vagrant




Now before renaming and joining the Vm to the Domain, let’s change the network
configuration

2 Administrator: Windows PowerShell

Windows PowerShell
Copyright <C> 2816 Microsoft Corporation. All rights reserwved.

Loading personal and system profiles took 11145ms.
PSS C:oslsersswvagrant?> ipconfig

Windows IFP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix
Link—local IPub6 Address . . .
IPv4 Address. . . . . .

Subnet Mask . . . . .
Default Gateway . . .

feBA::fd63:83a2:85e3:4729:211
18.168.1 .8

255 .255.255.8

18.168.1 .1

Tunnel adapter isatap.{6FEEDED4-FC1E-4857-BEBR-—"/2167D5BDAAG :

Media State . - - . . . . - . . . Media disconnected
Connection—specific DNS Suffix .
PS C-sUsersswagrant>
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Here is the IPv4 Static Configuration

Internet Protocol Version 4 (TCP/IPv4) Properties
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Search for rename this Computer to change the name of the computer to WS01 and

join it to Byteshield Domain

| Control Panel (4)

i\_";" Rename this computer

18| change workgroup name
18 5ee the name of this computer

.ﬂ!‘ Change your Windows password

—
+~' See more results

I rena Log off 'l

System Properties
Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:

3

computer

|wsu1
"Full computer name:
WSOl
More
nange... I
Member of
i+ Domain:
IBYTESHIELD.Iocall
i Worgroup:
oK | Cancel |
oK | cancel | Apply




Now We can Verify our setup

Pinging DCA1 _BYTESHIELD_ local [1A_18_1 _ 41 with 32 bytes of data:s

= bytes=32 time=1ms= TTL=128

bhytes=32 time<dms TTL=128

- bhbytes=32 time<dms TTL=128

Reply from 1@.18. 1 4- bytes=32 time=1ms TTL=128

Ping statistics fox 1@_4180_4 _4:

Packets: Sent = 41, Received = 4, Lost = B <8 loss>.

prrux1mate round trip times in milli—seconds:
inimum = Bms=,. Maximum = 1m=s, Average = HBmns
P CosUserswwagrant?> ping winlB-—client—8H1

Pinging winlB—client—A1 _BYTESHIELD_ local [1A_18@8_1 51
1d_18._1 .5 bhbytes=32 time=1m= TTL 28
1@A.18.1.5 bytes=32 time<lms TTL=128
i1@9.18.1.5 bytes=32 time<lms TIL=128

Reply fyrom 18_18_.1 _5: bhytes=32 time<dms= TTL=128

Ping statistics for 18.189.1.5°:

with 32 hbytes

Packet=s: Sent = 4, Received = 4, Lost = B {8»x loss>,.

Approximate round trxrip times in milli—seconds:
Minimum = Hms,. Maximum = 1m=s. Average = Bns
PE C-xUsers ~wagrant?> ping winlB—client—B82

Pinging winlB—client— 32 BYTESHIELD. local [18.18.1 .91
1 b =32 time<ims TIL=12%8
time=1ms
time<lms 28
Reply fy»om 1@.18@. 1 9' bytes=32 time<dims TTL=128

Ping statistics fox 1@_418_41 _9:
Packets: Sent = 41, Received = 4, Lost = B <8 los
Approximate round trip times in milli—=seconds -
inimum = Bms=. Maximum = 1m=s,. Average = Hms
PSS CoslUserswagrant >

with 32 hbhutes

s2).

of

of
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We have done a lot of Installation setup, now we will focus on Domain and Sgl server
users and groups creation and their respective access rights

DCO1 Users

joe.smith david.williams  jessica.williams
lisa.jones james.brown mike.johnson
p.brown justin.smith Richard.White
enox michelle.smith

S.Service Sql_Service
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Users & Groups

DCO2 Users
anthony.smith christopher.smith
jessica.williams Jessy adm

tom.smith TRSql Service
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DCO3 Users

amanda.jones paul.jones michelle.Moore
jason.johnson jennifer.williams Clement.Kevin
michelle.johnson mike.davis Brown.lee

Ruth.David TCSql Service
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Win10-Client-01 Users
jessica.williams joe.smith justin.smith

local _adm p.brown

Win10-Client-02 Users
Ruth.David Brown.lee Richard.White

Clement.Kevin michelle.Moore
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Now it is to start Creating users and groups, starting with DCO1, logon and open sever
manager

@1 F

Manage Tools View Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DS

Event Viewer

Group Policy Management

iSCSl Inihator

Local Securitv Policy
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Right click on the administrator and click copy to Create an Admin user

1 Active Directony Users and Computers — ] =
File  Action Wiew Help
= HFE & O XE L= HFE DR SYER
] Active Directory Users and Com || Mame Type Description ~
” ;I saved Queries Built-in account for ad...
~ & EETTESHI_ELD'IOCEI 2 Allowed Copy... ~————— roup.. Members in this group c...
i j Eilrl'::uters %Cert Puk Add to a group... roup... Members of this group ...
. Z1 Domain Controllers %Cloneab Dizable Account roup... MMembers of this group t...
» || ForeignSecurityPrincipal: QDEHiEdF Reset Password... roup... Members in this group c...
» [ Managed Service Accour %Dnsﬁdrr Mowve... roup... DMNS Administrators Gro...
T Users %DnsUpd; roup... DMNS clients who are per...
%Domain Epenjbiconsibans roup... Designated administrato...
%Domain Send Mail roup... Allworkstations and ser...
%Domain Al Tacks , roup.. Al domain controllers i...
EEDomain roup... All domain guests
%Domain Cut roup... All domain users |
%Enterpris Crelete roup... Designated administrato...
:% Enterpriz Rename roup... MMembers of this group ...
:% Enterpriz roup... MMembers of this group ...
%Groupp Froperties roug... MMembers in this group c.. |
&Guest Help Built-in account for gue...
&, Keith Morgan S—
%Keyﬁ.dmins Security Group... Members of this group .. F
EB Peter Brown User 3
= > || H% Protected Users Security Group...  Members of this aroup ... -
Contains actions that can be performed on the item.
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David Williams as Admin User

Copy Object - User

& Create in: BYTESHIELD local/Users

First name: | Dawid Initials : I:l

Last name: |Wi|liam5 |

Full name: | David Williams

Uszer logon name:
[David Wiliams | | @BYTESHIELD Jocal v

User logon name (pre-Windows 2000):
| EYTESHIELD | | David Williams |

<Back [ New> | | cancel

Copy Object - User

& Create in: BYTESHIELD local/Users

Password: |...-.......-

Confirm password: |----ooo---..

[] User must change password at next logon
[] User cannot change password

Password never expires

[] Account is disabled

< Back

Mext =

Cancel
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Right click on the users container > new to Create a Regular user

| Active Directory Users and Computers — O >

File  Action View Help

| HE 4B KXE Q= HE BaEY AR
] Active Directory Users and Com

Mame
| Saved Cueries

3 BYTESHIELD.local 2, Administrator
~ & BY oea E2 sllowed RODC Password Repl...

Builti
CL“ " . H® Cert Publishers
omputers
P :%Clnneable Domain Controllers

Type

User

Clescription C)
Built-in account for ad...

Security Group...
Security Group...
Security Group...

fi

Members in this group c...
Members of this group ...

Dormain Controllers Members of this group t...

L Ee Lo 189 s

ForeignSecurityPrincipal:

Managed Service Accour

Delegate Control...
Find...

&, David Williams

¥ Denied RODC Password Repli...

B2 Nnsadmins
pdateProxy
ain Admins

» Computer

User

Security Group...
Security Group...
Security Group...
Security Group...

Members in this group c...
DMS Administrators Gro...
DMS clients who are per...
Designated administrato...

'l workstations and ser...

MNew . .
I domain controllers i...
All Tasks » Contact | dornain guests
Viewr » Group | dormain users
InetOrgPerson :signated administrato...
Refresh msDS-KeyCredential embers of this group ...
Export List... ST T embers of this group ...
n . i embers in this group c...
Properties msD5-ShadowPrincipalContainer o
lilt-in account for gue...
Help mslmaging-P5Ps
| HE Key MEMO Queue Alias embers of this group ...
= || B Pete Printer =
Zreates a new iterm in this container. User .

la¥irar-1-1

F=Ta W Far-T-
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Joe Smith as a regular user

Mew Object - User

& Createin:  BYTESHIELD local/Users

First name: |iue | Initials: I:I
Last name: |5rn'rth |
Full name: |i°e smith |

User logon name:

Mew Object - User

& Create in:  BYTESHIELD local/Users

Passward: |Iililiiillli

Corfim passwaord:

[ ] User must change password at next logon

[] User cannot change password

|ine.5m'rth | |@BYTESHIELDJucaI Password never expires
Lser logon name {pre-Windows 2000); (] Account is disabled
|E|"r'TE5HIELD\ | |iue.sm'rth |
< Back Ned> | | Cancel <Back [ Net> | | Cancel




Lab Setup

We have Created two domain users, admin and a regular user

Instruction

» On DCO1 Create the rest of the users with Sgl_Service as Domain admin

» On DCO2 Create the Users with TRSgl Service and Jessy admin as Domain Admins
» On DCO3 Create the Users with TCSqgl Service and Paul.jones as Domain Admins
» On the two Windows Clients logon with the respective Domain users

» On WS01 make justin.smith a local admin, logon with p.brown Credentials also
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After Users Creation, the next thing is to create user’s groups, right anywhere within

and se

ly

ect new > group

:: Active Directory Users and Computers

File  Action View  Help

= mnF ez HE 2 aEmvae

:j Active Directory Users and Com
| Sawved Cueries
~ ZEg BYTESHIELD.local

| Builtin

| Computers

= | Domain Controllers

| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

Mame

:%Domain Controllers
%Dnmain Guests
:%Domain Users
E&Enterprise Admins
:%Enterprise Key Admins

%Enterprise Read-only Domain ..

:%Gmup Policy Creator Owners
&Guest
E}james brown
E;jessica williarms
E;,,jne smith
E;,justin smith
E}Keith Morgan
:%Keyhdmins
E;,,Iisajcmes
E;,r‘nichelle smith
E;,mikejohnscm
E;Peter Brown

[i= = TR -

Type

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

User
User
User
User
User

User

Security Group...

User
User
User

User

Description

All demain controllers i...
All domain guests

All demain users
Designated administrato...
Members of this group ...
Members of this group ...
Members in this group c...

Built-in account for gue...

Members of this group ...

Delegate Control...
Find...

Mew
All Tasks

Refresh
Export List...

View
Arrange lcons

Line up lcons

Properties
Help

Storage

Computer

Contact

Group —l—
InetOrgPerson
msD5-KeyCredential
msD5S-RescurcePropertyList
msD5-5hadowPrincipalContainer
mslmaging-P5Ps

MSMO Queue Alias

Printer

User

Shared Folder
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Remote Desktop Users Group Creattion

Mew Object - Group x

% Createin: BYTESHIELD.local Users

Group name:
| ROP Users| |

Group name (pre-Windows 2000);

| RDP Users |
Group scope Group type
i) Domain local (®) Security
(®) Global () Distribution
i) Universal

ok | | cancel
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Now let’s Create localuser group Policy for remote desktop access

: '=l" Local Group Policy Editor — O X
= Run x

File Action View Help

= @ E=HE

@ Type the name qf a program, foldfar, document, or Internet =] Local Computer Policy
resource, and Windows will open it for you. =

~ (& Computer Configuration

» [ Software Settings Select an itern to view its description, N.ame
Open: | w v [ Windows Settingseg. & Computer Configuration
pem - » [] Name Resclution Policy i User Configuration
% This task will be created with administrative privileges. =] Seripts (Startup/Shutdown)

» = Deployed Printers
» 2] Security Settin
> ul)y Policy-based Qo3

» ] Administrative Templates
OK Cancel Browse... > % User Configuration

Extended AStandard/
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=l Local Group Policy Editor

File Action View Help
= amE = HE

5[ Local Computer Policy
~ i Computer Configuration

» E
|
»

Software Settings

Windows Settings

[ 1 Mame Resolution Palicy
= Scripts (Startup/Shutdown]

» = Deployed Printers

w

P 4

>

i Security Settings
> [4, Account Policies
~ [ 4 Local Policies
> 4 Audit Policy
> _d, User Rights Assignn
> [, Security Optiens
> || Windows Defender Fire
| Metwork List Manager |
» [ Public Key Policies
» || Seftware Restriction Po
» || Application Control Po
» ,g IP Security Policies on L
» || Advanced Audit Policy
wlli Policy-based QoS
Administrative Templates

L

Policy

12s) Access Credential Manager as a trusted caller
L:fﬂ Access this computer from the netwoark

) Act as part of the operating system

A Add workstations to domain

L:fa Adjust memory quotas for a process

‘_:ﬂAIIow log on locally

12g) Allow log on through Remote Desktop Services
Fl Back up files and directories

L:fﬂ Bypass traverse checking

L:fa Change the system time

|y Change the time zone

i Create a pagefile

l2g) Create a token ohject

|24 Create global objects

|4 Create permanent shared chjects

124 Create symbolic links

gﬂ Debug programs

l2s) Deny access to this computer from the network
|24 Deny log on as a batch job

|2z Deny log on as a service
£

Security Setting

Everyone Authenticated

Authenticated Users
LOCAL SERVICE,NETWO
Administrators, Account
Adrinistrators
Administrators, Server O,
Everyone Authenticated
LOCAL SERVICE, Admini.
LOCAL SERVICE, Admini.
Administrators

LOCAL SERVICE,NETWO

Administrators
Administrators

Allow leg on through Remote Desktop Services Properties

Local Security Setting  Explain

Allow log on through Remote Desktop Services

Administrators

Add User or Group...

Remowe

Cancel

Apphy
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Now Let’s Search for the RDP users Group we just Created

Allow loeg on through Remote Desktop Services Properties ? = | MU|tip|ENEI’I"IES Found
Select Users, Computers, Service Accounts, or Groups =
- — ) More than one abject matched the name "RD". Select one or more names
S e from this list, or, reenterthe name.
|Users, Service Accounts, Groups, or Built-n security principals | | Chbiect Types... |
From this location: )
[BYTESHIELD local | [ Locations. | Matching names:
Enter the object names ko select (Samples): Mame Logon Name (pr...  E-Mail Address Description In Folder
RD Check Mames %HDF Users ROF Users BYTESHIELDJo...
A y.d 82 RDS Endpoint... RDS Endpoint 5... BYTESHIELD lo...
%HDS Manage... RDS Manageme... BYTESHIELD la...
oK || Cancel | ¥ RDS Remote .. RDS Remote Ac... BYTESHIELDo...
L
Adm
| Add User or Group ... Remove
LOC
Adm
Adm
0K Cancel

oK | | cancel | Apply
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Remote Desktop Service is disabled by default, we can enable it

Systerm Properties

Fee DO Computer Mame Hardware Advanced Remote

_ = PROPERTIES
B Dashboard I

Remote Assistance

J local Server

“.l-CJu.,,.,ﬁ; ’:’m Allow Remote Assistance connections to this computer
W IS elc Uy

-
i 4 Servers Domain BYTESHIAD,

EVTESHIELD bocal

ﬁ A)J DS Advanced. ..

f
-] DNS Remaote Desktop
— - Choose an option, and then specify who can connect.
Ol ~ pvate .
8§ File 2nd Storage Services e On
3 (@) Don't allow remote connections to this computer
£nateg
S Allow remote connections to this computer
Uisabig
/ Allow connections onby from computers unning Remote
‘:‘SSC?J Desktop with Metwors Level Authentication {recommended)

=) Help me choose

| oK | | cancel | Apply
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Let’s Jessica Williams to the RDP users and Remote management service Groups

RDP Users Properties ? > Remote Management Users Properties 7 X

General Members Member Of Managed By i General Members  Member Of  Managed By

Members: r Members:

MName Active Directory Domain Services Folder "
2; jessica wiliams  BYTESHIELD local/Users

Mame Active Directory Domain Services Folder
3; jessica wiliams  BYTESHIELD local /Users

Remaove

OK || Cancel || Aemly || ok | [ Gaed | [ Aoow |
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Foreign Group membership, we are Create a local and Universal BYTESHIELD Domain
Group and map them to TRUSTEDCORP as Foreign Members and and vise versa, By
default Domain groups are created as global groups, we will change that to domain
local group, we have michelle and mike as member of the domain local group

I >

Mew Object - Group g Foreign Members Group Properties
General Members Member Of Managed By
% Create in:  BYTESHIELD.localUsers Members:
- Mame Active Directory Domain Services Folder
& michelle smith BYTESHIELD local/Users
Group Name: S; mikie johnson BYTESHIELD local/ Users
| Foreign Members Group| |
Group name (pre-Windows 2000):
| Foreign Members Group |
Group scope Group type
/@) Domain local (®) Security
() Global () Distribution
() Universal
Add Remaove
Cancel Cancel ook
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We will Create Domain localgroup in BYTESHIELD and add some TRUSTEDCORP
domain Users as foreign group members and vice versa.

TC Foreign Group Members Local Properties ? > Foriegn Group Members Local Properties ? =
General Members  Member Of Managed By B General Members  Member Of Managed By —
Members: Members:
Mame: Active Directary Domain Services Folder Mame Active Directory Domain Services Folder
b 8 Michelle Smith  BYTESHIELD b 8 fmanda.Jones TRUSTEDCORP
Sf Mike .Johnson BYTESHIELD 3‘3’ Ruth.David TRUSTEDCORP

Add... Remowe Add. .. Remove

Cancel Apply Cancel Apply
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Creating SQL Server Users Frank and Robert, Win10-Client-0O1 we Create 3 Users, 2
with Sqgl Authentication while 1 Windows authentication

I e OLgrasT
Security

A

Logiae :
-" Cend Mew Lggin...
Cre Filter
[+ C
= v Start PowerShell
Aud
Sen Reports

Server (

Replical e

(pru ] PrlsRace
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Creating SQL User

B Login - New — (]
B Login - New = m] X s ,9
Selecta| ) o peg S - M
Select a page LT Soript ~ € Help & General LT Serpt @ Hep
: S:nerala " K Server Roles
rver Roles , & User Mapping Roba I
& User Mapping Login name: " [Frank | | ipsiabinsian Login name [Robow | |
K& Securables () Windows authentication
() Windows authertication & Status
2 @ SQL Server authentication
(®) 501 Server authentication
P Pasaword: Io.oooooooono I
Password: / Il....l...l.l I
v e Confim p d [o. | ]
Confirm password looooocoooooo |
ety ol '
ety ol paneword ~
el panswor
Old panuwaord
Erforoe password policy [+] Enforce pasaword palicy
o5 Enforoe password explration
[“] Erforce pansword expiration : " 0 |
User must change pasaword at next login ner must change pasaword at next login
() Mapped to certificate ‘ - () Mapped to certfficate
) Mapped to asymmetric key | () Mapped to asymmetric key
i ‘ M il
Connection B S \ vl Add | Connection Ll Goeleriod | A
Server: Mapped Credantiale Credential f Server: Mapped Credertials Crodential ¥
WINTDCLIENT-01 WIN1O-CLIENT-01
Connection:
Connection
BYTESHIELD\P Brown BYTESHIELD\P Brown
View connection properties
v View connection properies v
Progreas < >|| Remove | Progress < > || Remove
Ready Detault database: | master v| Ready Default database !"‘“" - |
Default language | cdefaut> v| Default language: | “clefaul> v|
| Concel |
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. Login - New
‘Select apage =
oy O 5wt~ @t
& Server Roies
& User Magsing Lopr name: [
B Secunbles = ;
» o / @) Windows autherticaion
(D) 50L Server authertication
() Mapped 3o csticaln
() Meposd b anymenein: key
Cannectn [J Mo 0 Crecertl
e Wacyed Cresortien Credertial
WINIOCLENT D!
Conrwction
BYTESHELD\P Brown
¥¥ Mew conrection progerties
Progress <
Ready Defat databose maer
Dedaut larguage iefad

Setu

Select User, Service Account, or Group

Select this object type:

| Lser or Built4in security principal

| | Ohject Types... |

From this location:

|Er1tire Directony

|| Locations... |

Enter the object name to select (zxamples):

Justin Smith {Justin Smith@BYTESHIELD local)|

Check Mames

0K || Cancel |
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We have made justin.smith as SQL server user with public role, we are going to make
the user to impersonate the the systemadmm

B Login Propertion - BYTESHIELD\Justin,Smith 1 > ‘En- Select ijects X
Select n page
F General LISt ~ @ Helo
& Server Roles [ ; .
£ User Mapping Login name:  [BYTESHIELD \Justin Smith | Select these object types:
2 ‘
FoStatus v Securables: Sewsll Ohject Types...
Name Type \ |
[ M| WINIOCLIENT-01 Server /
Enter the object names to select (examples):
Check Names
Browse... I
< >
Connection
& Permingions for WINT10CLIENT-01
erver 2
WINT0-CLIENT-01 Explictt | Effective
- | Parminsion Gramor Girart With Gram Deary ~ |
annection |
BYTESHIELD\P Brown Administer bullk operat. l iR l ] [
¥¥ View connestion properies Alter any avallablity or [ [ [
Alter any connection ] (] ] QK Cancel HE-'Ip
Alter any credential (] (] (]
Alter any database [ ] [
Progreas Alter any wndpoint ] (. ]
Ready Alter any event notific (] (]
Alter arv mvent assnion I () e
<
Cancnl
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Impersonating sa

@ Select Object Types

Select the types of objects to find:

pod

Object Type £

BN Ayailabilty Groups
Endpoints

Logins

Server roles

10

O
m F, e WD

.............

Servers

& Select Objects

Select these object types:

Logins

Ohject Types...

Enter the object names to select (examples):

Check Names

Browse. ..

e

oK

Cancel

|| Help
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Impersonating sa

W Login Properties - BYTESHIELDVJustin Smith - =
) Saluct a page s v © Hel
% Browse for Objects x - i D i 2
& Usar Mapping Login name:  |BYTESHIELD\Justin Smith
: ;.:t::-b'" Securables | Searcly...
| Name Type
13 objects were found matching the types you selected. b [ sa | Login
B WIN1IOCLIENT-01 Sarver
Matching objects:
Mame Typ ~
|:| E= [NT SERVICENSQLTELEMETRY] Lo.
|:| ;= [NT SERVICENSQLWriter] Lo. : -
] ;ﬁ [NT SERVICE"Winmgrmt] Lo, e Parmssions for sa:
. l WINTO-CLIENT-01 Explict  Effective
| |:| g [Rober] Lo. Chiiies Permission Grantor Girant Wih Gramt  Daryy
T I BYTESHIELD\P. Brown ;:m' S B
H . Maw connsclion pronetian
e v o Imparsoriate (] -
I View detintion ] ]
£ > —
Ready
i
OK | Cancel | Hep ‘
s | oo
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On ROOT-DCO1 we are also going to Create 2 SQL users David and Kevin, David with
have public role on database with Kevin will have db_owner role on the same
database, we are going to make David to Impersonate Kevin

Creating the Database

Mew Databa‘f:.;
Attach...

Restore Database...

Restore Files and Filegroups...

Filter 3

Deploy Data-tier Application...
Import Data-tier Application...

T U el B~ = B = I O < T = 1

Start PowerShell

FEEEEEEEE \m

[~ S

Reports »

Refresh
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Here we create the database owned by Administrator

B New Dstabase
LT Script ~ & Help

Select a pege
X General
&~ Options
& Flegroups Database name: o= IIT-DEPT
Owner: = |BY TESHIELD Administrator |l 3]
Ll Tl ot (rstdmmeinics
Pa

N Autogrowth / Maxsize
By G4 MB, Unlimited

Databane filaw
File Type Flegroup
By 64 MB, Unlimited

Logical Name
IT-DEPT ROWS. .. PRIMARY
IT-DEPT log LOG Not Applicable a8

Connecton
Swerver
ROOT-DCOINBS_SQLSERVER

Connection :
BY TESHIELD \Administrator

v Meow gonnection propertios

Romove

Ready

Cancel
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Creating the users the same way Created for Win10-Client-01

W Legin - New — 0 v B Login - New - [u]
Select a page Select a page s v
# General LT Sort ~ @ Hep y g LT Sormt > €) Heip
F Server Roles & Server Roles
& User Mapping (o0l ARme lﬁﬁd I Saaly . K User Mapping Login name [K-vm I
& Securables i K& Securables O Winde s =
K Status © Windowa authentication K Statun -} wi authentication
@) 5QL Server authentication @ SQL Server authentication
Pagssword: ] Pansword [senesscnnens |
Contim pasaword: | Confim p i [ | |
pecily old | | pacty ald pannword
! it o I passwond
[£] Enforce password policy Enforce password policy
Enforce pasaword expiration Enforce pasaword expiration
[~] User must change password at next login [+] User must change pasaword at next login
() Mapped to cetficate () Mapped to certiticate
() Mapped to asymmetic key () Mapped to asymmetic key
c (=] Map te Credertial [ vl A c & (2] Map to Cradantial \ vl TAdd
Server: Mapped Credentials | Cradential F Server Mapped Credertials Cradartial f
ROOT-DCONBS_SQLSERVER ROOT-DCO1.BS_SQLSERVER |
Connection: Connection:
BYTESHIELD\Administrator BYTESHIELD \Adminiatrator
v Vew gonnection properties ¥ View connection propering
Progreas < > || Remave | Progreas < > || Remove
Raady Default databane | master | Ready Default database: | mastar ~|
LA iucainge. sdetmA> Xl Defaull language | <dlefautt> v
| Cancel | | Cancel
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Now Let’s Give Kevin the db_owner role on the database we created, that give Kevin
the ability to elevate his role sa, while David can |mpersonate Kevin

M Login Properties - Kevin >
Seloct o poge U Soript ~ € Help
& General [
& Server Rolea
A |lser Mapping Uners rma pped to this login
Securablea Map Dastabase Uger Default Schema
& Status - IT-DEPT Kevin
| 1 master
] model
] madb
1 tempdb
c < > |
onnechon
Serv
HOOT DCOINBS_SQLSERVER Database role membership for: IT-DEPT
onnaction | db_accessa crmir
BYTE;H!ELD\MmInIm rator db_backupoperator
i [ ] db_detareader
] db_datawriter
[] db_ddiachmin
[] db_dernydatarmader
[] db_denydatawriter
Progross |
[] db_securityadmin
Ready / public
| Ganent
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Now we will let David Impersonate Kevin

H Login Properties - David

3

& Server Roles
& User Mapping
& Securables
& Status

Server:
ROOT-DCO1\BS_SQLSERVER

Connection:
BYTESHIELD \Administrator

v Mew connection properties

Ready

LT Script ~ &) Help

Login name: [Dnvld

Securables:

 Name

Type

= | Kevin

<

FPemissions for Kevin:
Explicit  Effective
Pemisaion

Adter

Control
Impemsonate
Impemsonate

View definition

B ROOT.-DGCOIWBS SGLSERVER

Grartor

Kesvin

Server

0oooo




Creating SPN for SQL Server on ROOT-DCO1

PS C:\Users\Administrator> setspn.exe
Checking domain DC=BYTESHIELD,DC=local

Regis

N=Sql_Service,CNeUsers, DC-BYTESHTIELD,DC=1ocal

IN=WINl1O-CL 02 ,CN=Computers DC=BYTESHIELD,DC=1local
RestrictedKrbHost /WIN1O -CLIENT -©2
HOST/WINI1O-CLIENT -©2
RestrictedKrbHost/Winle-Client-02 _BYTESHIELD . local
HOST/WinlOo-Client-02_BYTESHIELD. local

N=WINI1O-CLIENT 01 ,CN=Computers DC=BYTESHIELD,DC=1local
MSSQLSVE/Winl@-Client-Q1.BYTESHIELD. local:14323
MSSQLSVC /WIinleo-Client-01.BYTESHIELD. local
Re ‘rictedKrbHost /WIN1O-CLIENT -01
HOST/WIN1O-CLIENT -1
RestrictedKrbHost /WinlO-Client-01.BYTESHIELD. local
HOST/Winle-Client-01 . BYTESHIELD., local

N=WSO1l,CN=Computers DC=BYTESHIELD,DC=1local
TERMSRV/WSEl
TERMSRV/WSO1 .BYTESHIELD. local
WSMAN /WSO
WSMAN/WSO1 . BYTESHIELD. local
RestrictedKrbHost/Wsel
HOST /WSOl
RestrictedKrbHos Lt /WSO1L.BYTESHIELD., local
HOST/WSO1 . BYTESHIELD. local

SPN found!




Lab Setup

On TRUSTED-DCO3 Let’s give justin.smith Sysadmin role for cross forest
authentication on the SQL server

= Security
Logis
Sa Mew Legin...
Cr Filter 3
i
A Start Powershell
>4 Reports 3
Serve
Replic Refresh
PolyBase
Always On High Availability
Management
Integration Services Catalogs

=3 SOL Server Agent
%] XEvent Profiler
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Sql Cross forest Authentication

Select User, Service Account, or Group

Select this object type:

|User or Built4n security principal | | Object Types... |
From this location:

[BYTESHIELD Jocal || Locations... |

Enter the object name to select (examples):

Justin Smith (Justin. Smith@BYTESHIELD local)

Check Mames

OK

| cancel

B Login - New

K Sarver Roles
M User Mapping
& Securables
S Status

Connection

Connection
.

Ready

Servar
TRUSTED-DCONTC _SQLSERVE

v Viaw connection propertiss

- ]
| LT Sorpt ~ @ Help
Login name o |BYTESHIELD\Justin Smith | Search...
‘ (@) Windows authentication
A (O sQL Server authertication
i
|
"l
or e |
() Mapped to certifioate
() Mapped to asymmetiic key
] Map to Credential [ v | Add
Mapped Credentiale | Credential K
| < > Remove
Default database: | manter ~i
Default language: | eefautt> ~|

-
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Giving Justin.smith sysadmin on the Server

H Login Properties - BY TESHIEL

& General

& Server Roles

& Uner Mapptng\
& Securables

& Status

Connaction

Server:
TRUSTED-DCO3\TC_SQLSERVE

Connection
e

vif Maw connection propertios

Ready

DhJustin, Smith —_ = >
LT Script ~ &) Help

Server role o used 1o grant aerver-wide seournty prvilegea to a user.

Server roles:

[ bullkadmin

[ ] dbcreator

[ ] cisicadimin

[__] processadmin

public

a necurtyadmin
aerveradmin

B netupedmin

&l ovoadmin ]




Creating SPN for SQL Server on TRUSTED-DCO3

PS C:\Users\Administrator> setspn.exe
Checking domain DC=TRUSTEDCORP,DC=local

Registering ServicePrincipalNames for CN=TCSql_Service,CN=Users,DC=TRUSTEDCORP,DC=local
TC SQLSERVER/TRUSTED-DCO3.TRUSTEDCORP.local:1433
Updated object

CN=TCSgl_Service,CN=Users,DC=TRUSTEDCORP,DC=1ocal

C_SQLSERVER/TRUSTED-DC®3 . TRUSTEDCORP.local:1433

CN=WS81,CN=Computers,DC=TRUSTEDCORP,DC=local
TERMSRV/WS@1
TERMSRV/WS®1.TRUSTEDCORP. local
WSMAN/WSO1
WSMAN/WS@1. TRUSTEDCORP. local
RestrictedKrbHost/WSO1
HOST/WSe1
RestrictedKrbHost/WS@1.TRUSTEDCORP.local
HOST/WS@1. TRUSTEDCORP. local
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Unconstrained Delegation Setup, we are going to use Win10-Client-02 for
unconstrained delegation and also make it a member of domain admins group

because it is going to be admin Workstation

WINTO-CLIENT-02 Properties ? <

General Opersting System  Member Of Dwelegstion  Location  Managed By Dial4n
Dwlagation iz a securty -seneitive apsratian, which allows services 1o act on
behall of another uaer
C Do mot trust this computer for delegation

() Trust this computer for delegation ta any secvice (Kerberos anly)
) Trust this computer for delegation to specfied services only

Lises Merberoo only
mthermtication protocol
Service Type Laer or Computer FPornt Service N
] Expanded Mot Reomove

[Cor—— | camsa | [ dems | [ W
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Constrained Delegation Setup, we are going to use Win10-Client-01 for constrained
delegation

WINTO-CLIENT-201 Properties

? p

Seneral Operating System Member CfF Delegation Location Managed By Crial-im
Delegation is a security—sensitive operation, which allows services to act on
behalf of another user.

{3 Do not trust this computer for delegation

3 Trust this computer for delegation to any service {(Kerberaos anby)

(@) Trust this computer for delegation to specified services onby
) Lse Kerberos anby

0 Use amy authentication protocaol
Services ta which this accourt can present delegated credertials:

Service Type User aor Computer Foart Service M.
cifs ROOT-DiCo BY TESHII
Idap ROOT-DCO1 . BYTES. .. ForestDins
- >

[ Evmande Femove

L] L Cancel Aophy Help |
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Resource-based constrained delegation RBDC setup, we are going to create a group
and name it RBDC group, this group will have write permission over WS01 and
justin.smith with have full permission over the group, that will give our user ability to
add himself to the group, james.brown is a member to the group

WS01 Properties ? >

RBCD Group Properties rd >
= = = = General Operating System Member OFf Delegation Password Replication

5= = S | Location Managed By Object Security Dialn Attribute Editor

Seneral Members Member OF Managed By
Group or user names
Members: SR Key Admins (BY TESHIELD \Key Admins) ~
. ) . | S Ertempnse Key Admins (BY TESHIELD\Entempnse Key Admins)

Mame Active Directory Domain Services Folder r S& Administrators (BY TESHIELD \Administrators)
E;, James Brown By TESHIELD localsUsers 5 AR Account Operator (BY TESHIELD \Accourt Operatora)

S& Prrt Operators (BYTESHIELD\Prirt Operators)
8B Pre-Windows 2000 Compatible Access (BY TESHIELD\Pre-Windows 2000 C

S RBCD Group (BYTESHIELD\RBCD Group) e 5
F SV A - A PN - ~ MR TR AL AN B AR A - A as
Add .., Remove
Pemissions for RBCD Group Allow Deny
Full control (- [ £
Read | =0
Wi P = Cl
Create all child objects e | 1
Delete all child objects ] (.
Allowed to authenticate (| (]
Chanae o, ol 1 | | o
For special pemmissions or advanced settings, click Advanced Advanced

r
o T%e Cancel Apphe Help ’ | cancel Apply Helis
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Now Our user has full control over the Group, the user can add himself to the group

RBCCD Group Properties 7 =

GEeneral Members Member OF Managed By
Obhject Security Attribute Editor

GI’QIJD or User mnames:

SR CREATOR OWMNER -~
& Justin Smith {Justin_Smith @EYTESHlElQ_LT.l}

SR SELF
SR Authenticated Users

SB SYSTEM
S& Domain Admins (BY TESHIELDDomain Admins) el i

Add. .. Remoaowve

FPermissions for Justin Smith

Full contral P :
Read

Wirite
Create all child objects
Delete all child objects

DDDDDE‘

For special pemissions or advanced settings, click el
Advanced.

Cancel Apply Help s

TT EXm — = = — G — —
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On TRUSTED-DCO3 we going to make Clement to have ExtendedRight over Ruth.David

Ruth Dawvid Properties ? =

Fublished Cerificates Member Of FPassword Replication Diialdn Object
Remote Desktop Services Profile COM-= Attribute Editor
General Address Account Profile Telephones Organization
Security Enwvironment Sessions Remote cortrol

GFDIJD or user names:

SR Everyone -~
SR CREATOR OWMER

SR SELF

SR Atherticated Users

SE SYSTEM

l Clement White (Clement White @ TRUSTEDCORP local)

SR Domain Admins {TRUSTEDCORPYDomain Admins) [

B inon o=

=

Add... Remowve

Permissions for Clement White Allow

[N

Change password
Receive as
Reset password

Send as
Read account restrictions
Write account restrictions

o a ik i

]DDDDDDE‘

[
]
[
]
—a

GRS

For special pemissions or advanced settings, click Advanced
Advanced.

Cancel Apply Help
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While Michelle.Johnson will have Don not Require Kerberos preauthentication
selected

Michelle Johnson Properties 7 >

Published Cerntfficates Member Of Password Replication Dial4n Object
Security Environmert Sessions Remote control
Remote Desktop Services Profile COM+ Attnbute Editor

General Addreas Account Profile Telephones Organization

User logon name:

[ Michelle Johnaon | | @TRUSTEDCORP local ~

Uaer logon name (pre-Windowa 2000): '

[TRUSTEDCORP | [Michelle Johnson | |
¢

| LegonHours. | | LegOnTo.. | ﬁ

[] Unlock accourt

Accourt options:

[] Use only Kerberos DES enoryption types for this acoourt ~
[1 This account supports Kerbercs AES 128 bit encryption
[] This account supports Kerberos AES 256 bit encryption.

Do not require Kerberoa preauthentication v ;

Accourt expires P
(®) Never P
C) End of I I)uu.’u’l.’avr . Decomber 21, 2022 ]

[Cok 1| cancet || Aepy || Heo |
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Michelle.johnson is a member of help desk user group while help desk user group has
write privilege over StdBy Admins

] StdBy Admins Properties ? >

Help Desk Properties 7 >
General Members Member Of Managed By
Object Security Attribute Editor Object Security Attribute Editor

General Members Member Of Managed By
Group or user names: L

Members: B SR CREATOR OWMNER -~
Mame Active Directory Domain Services Folder _ & Help Desk (TRUSTEDCORP Help Desk)

i SR SELF .
Michelle John... TRUSTEDCORP. L/ sers !
33 : = ~enn oea s SR Authenticated Users

SR SYSTEM
SR Domain Admins (TRUSTEDCORPYDomain Admins) -

u Add.. Remowve i

Pemmissions for Help Desk

Full contral

Read

Wilrite

Create all child ocbjects
Delete all child objects

DDDDDE‘

For special pemissions or advanced settings, click Advanced
Advanced.

Cancel Aoply Help

(]9 Cancel Apphy Help i
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BYTESHIELD Domain User James Brown should be a member of Backup Operators of
TRUSTEDCORP

Backup Cperators Properties ? >
Object Security Attribute Editor
General Mermbers Member OF Managed By
Members: F
Mame Active Directory Domain Services Folder K
1

b & lames Brown  BYTESHIELD

Add... Remowve

Cancel Apply Help




