Connecting to AD CS Attacks

for Red and Blue Teams Lab
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Credentials and VPN Config

Please login to the lab portal (https://adcs.enterprisesecurity.io/) using your registered Google
account and download the VPN config. If the email you used to purchase the lab is not connected to

a Google account, please sign-up for one and share that with us.

You can either use a Web browser or OpenVPN to access the dedicated VM in the lab using the
credentials below. You will find these credentials in the lab portal.

Note that X is your userlID. If you are student41, your machine is 172.16.100.41 and your username is
student41:

VPN credentials:
Username: studentX
Password: Tdh13SheXS3PnCeC

VM credentials (to be used after connecting to the VPN):
IP: 172.16.100.X Username: certbulk\studentX
Password: iwVUCsY36P8xUfTs
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https://adcs.enterprisesecurity.io/

Connecting using OpenVPN - Windows setup:

1.

First of all download OpenVPN from following website:
https://swupdate.openvpn.org/community/releases/OpenVPN-2.5.8-1604-amd64.msi

Install the OpenVPN client (default options are fine).

After completing the installation, copy the OpenVPN config files that you got to OpenVPN
directory “C:\Users\<username>\OpenVPN\config\” or “C:\Program Files\OpenVPN\config”

Run OpeVPN GUI as administrator. After running, you can find it in the system tray at bottom
right, and click on Connect. If you have existing configurations, choose the one for this lab.

Enter the VPN credentials in the credential prompt. If everything is fine, you will be
connected to the lab.

Now you can RDP to your dedicated VM 172.16.100.X in the lab using mstsc or any other
RDP client.
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https://swupdate.openvpn.org/community/releases/OpenVPN-2.5.8-I604-amd64.msi

Connecting using OpenVPN - Ubuntu/Kali setup:

Install openvpn and rdesktop on the machine using following command:

sudo apt-get install openvpn -y
sudo apt-get install rdesktop

Go ahead and connect to the VPN server using openvpn config files. Use it with the below
command:

sudo openvpn --config <yourlabconfigfile>.ovpn

Use rdesktop to connect to your dedicated VM 172.16.100.X in the lab

rdesktop —-d certbulk -u studentX -p iWVUCsY36P8xUfTs
172.16.100.X

Alternatively, You can use xfreerdp to connect with the dedicated VM -

1.

Install xfreerdp package on your machine using the following command -
sudo apt install freerdp2-x11

Use xfreedp to connect to your dedicated VM 172.16.100.X in the lab
xfreerdp /u:'certbulk\studentX' /p:FjVxkzyGQgvYwOnk
/cert-ignore /drive:Tools, /home/user/Desktop/Tools

/v:172.16.100.X +clipboard

Note - Change the path “/home/user/Desktop/Tools” accordingly, to share local folder with
your student VM.
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Connecting using OpenVPN - MacOSX Setup:

1. Install Tunnelblick and Microsoft Remote desktop
https://tunnelblick.net
https://itunes.apple.com/in/app/microsoft-remote-desktop/id715768417?mt=12

2. Now go ahead and add OpenVPN config file using Tunnelblick

<

Favorites

@) AirDrop

E All My Files
<2 iCloud Drive
y@\- Applications
= Desktop

@ Documents

o Downloads

Devices
Remote Disc
Q Skype
Q Skype
Q OpenVP...

Tags

youtube
@ Red
@ Orange
Yellow
@ Green
® Blue
@ Purple
All Tags...

({1

Install Configuration For All Users?

Do you wish to install the 'ad-piSense-udp-1194-labuser’
configuration so that all users can use it, or so that only you
can use it?

All Users Cancel Only Me

ad-pfSense-udp-1194-labuser.ovpn

Name
ad-pfSense-udp-1194-labuser-tls.key
@ ad-pfSense-udp-1194-labuser.ovpn
ad-pfSense-udp-1194-labuser.p12

Tunnelblick successfully:

m VPN Configuration Installation
+ Installed one configuration

3. Next, click on Connect to connect to the lab
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https://tunnelblick.net/
https://itunes.apple.com/in/app/microsoft-remote-desktop/id715768417?mt=12

mE Sat3:47PM Q @ =

I

VPN Details...

Connect ad-pfSense-udp-1194-labuser
Add a VPN...

Quit Tunnelblick

4. Enter the VPN credentials in the credential prompt. If everything is fine, you will be
connected to the lab.

5. Use Remote desktop application and configure the IP (PC name) and credentials. Click on
start to connect.

See Microsoft's documentation for more details:
https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/remote-

desktop-mac
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https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/remote-desktop-mac
https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/remote-desktop-mac

Login using web browser

Step 1: Browse to the server URL 'https://<Server|P>:Port' and accept the
certificate warning to open the login page:
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Step 2: Enter the username and password shared with you or generated in the
portal to login:
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Step 3: Enter the Windows username and password shared with you. You can

now access the lab VM without needing anything else.
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Copying text from host machine to lab VM

Step 1: After login, use Ctrl + Alt + Shift on the browser to open clipboard:

<« C @ S @ @ hitpsy//51.89.7.105/#/dient/ZW1whGI5ZWUXMABJAGRIZMF1bHQ =
employeelll 2 employeef} ~
Clipboard [y

Text copied/cut within Guacamole will appear here. Changes to
the text below will affect the remote clipboard.

-

Home Share i

3 » Quick access

< Frequent folders (5)

acCess

ktop Desktop
This PC
nloads IZ *
urments
Shared
s This PCADesktop
Devices red
P

< Recent files (0}

M8 Shared Drive ark

Step 2: Copy text from host machine and paste in the clipboard:
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< C @ S OF

employeell}

Clipboard

Devices

MR Shared Drive

51.89.7.105

2 employedfil] -

Text copied/cut within Guacamole will appear here. Changes to
the text below will affect the remote clipboard.

This is the text from host machine

= | File Explorer
Home Share Rty
Fr » Quick access
< Freguent folders (o)
access
ktop Desktop
This PC
nloads IE *
uments
Shared
HrEs This PC\Desktop
red
pC .
< Recent files {0}
ork

Step 3: Press Ctrl + Alt + Shift on the browser to copy the text to lab VM's

clipboard.

Step 4: Press Ctrl + v to paste the text in notepad or any other application on

the lab VM. It is recommended to use notepad when copying multiline

commands.

51.89.7.105

| Untitled - Motepad

File Edit Format “iew Help
This is the text from host machineg

Windows (( Ln 1, Col 35 1008

Downloads

& This PC

After you've apened some files, we |
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Copying text from Lab VM to host machine
Step 1: Copy text from the lab VM.

Step 2: Press Ctrl + Alt + Shift to open the clipboard. The text you copied from
the lab VM will be there.

<« cC @ S N @ B https;//51.89.7.105/#%/client/ZW1wbGISTWUxMABJAGRIZmF1bHQ =
employee[Jii 2 employe] -

il
Clipboard

Text copied/cut within Guacamole will appear here. Changes to
the text below will affect the remote clipboard.

This is the text from lab VM
Home Share “Wiew

T s Quickl ™ Untitled - Motepad — m} X

.| File Edit Format View Help
BIEEESS his is the text from lab W

ktop

hloads
urnents

LUFes
Devices ped
PC

= Shared Drive ork

Step 3: Copy the text from the clipboard using Ctrl + c and paste it in any
application on your host machine.
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Copy files from host machine to lab VM

Step 1: Press Ctrl + Alt + Shift in the browser window and click on Shared Drive.
Click on 'Upload Files' and browse to the file that you want to upload:

< c e s @ f 51.89.7.105
Shared Drive Upload Files
-

This PC Local Disk (C:) Upload

Organize > New folder =< (2]

FileFromhost.txt

& Local Disk (C)
o D)

¥ Network

File name: ~| |AllFiles () v

Step 2: You can check the file transfer status at the bottom right corner:

<« c @ s o 51.89.7.105, R ¢ ¥in@O® =

FileFromhost.txt
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Step 3: Access the file from a folder called 'Shared' on user Desktop on lab VM.

ttps://51.89.7.105/#/client/Z

Shared

Search Shared

Mame Date modified Type Size
s Quick access
FileFramhost 920720197 AM  Text Document t 1K8

I Desktap

¥ Downloads

5= Documents

&= Pictures

Share, FileFrormhast - Notepad - o x

[ This PC| File  Edit Format View Help

&N fThis is a file from host
etwor]

Windows (C Ln1,Col 1 100%

Titem  1item selected 24 bytes
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Copy files from lab VM to host machine

Step 1: Copy the file you want to download to the folder named 'Shared' on
user Desktop on the lab VM. Press Ctrl + Alt + Shift on the browser window and
click on 'Shared Drive'. The file you copied to the 'Shared' folder will be visible:

&« o S @ B https://51.89.7.105/4/dient /7 bG w
Shared Drive Upload Flles < Back
-

* FileFromVM.ixt

Home Share Wigw
Shared

Name Date madified Type Size
# Quick access

[ Deskrop

I Downloads

FileFromyh Y20/2019 718N Text Document it TKB

Step 2: Double click the file you want to download:

< ¢ o s @ & https//51.89.7.105/#/dlient,

Shared Drive Upload Flles

£ Back

* FileFromVM.txt

Marme Date modified Type
st Quick access

FileFrami/hd 220/2018 T18.2M  Text Document it 1KB

[ Desktop

Shared
Vou have chosen to apen:
I This PO
FileFromVM.txt
& Network which is: Text Document
from: https://5189.7.105

What should Firefox do with this file?
(O Open with | Notepad (default)
® SaveFile

Do this automatically for files like this from now on

oK Cancel
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