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Agenda
• A tale of some client engagements

• What is ConfigMgr and how does it fit in the bigger picture? 

• What is Operating System Deployment and how does ConfigMgr do it? 

• Attacking OSD

• What about post-exploitation and persistence? 

• Can we pull the same credentials from endpoints?

• What are the root causes and how do we make it better? 

• Summarising the current picture
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Once upon a client 
engagement…
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Network Boot 
Password Screen 
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Once upon a client 
engagement…
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Over the years…
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The Target Decided
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A bit of 
Background
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What kinds of creds 
can we access with 
this kind of attack?
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Network Access Accounts
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Task Sequences
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Credentials in Task Sequences
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Credentials in Task Sequences

• "Task sequence network folder connection account" 

• "Task sequence run as account" 

• Local administrator credentials for the machine

• Credentials for storing captured OS images on a network share
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Collections
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Collection Variables
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Some Terminology
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Terminology

• Distribution Point

• Management Point

• Packages

• Policies
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How does PXE boot in 
ConfigMgr work? 
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Operating System Deployment (OSD)

• Made up of an operating system image and a task sequence that contains 
instructions that need to be applied to it

• A couple of ways to kick this off: 

PXE-Initiated

Deployment

Media

Deployment
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The Moving Parts

Network Boot 

(PXE) Client
SCCM Server

1. DHCP

2. TFTP

Network Boot -> Preboot eXecution Environment -> PXE Boot
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Network Boot 
Password Screen 
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PXE Setup
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The Moving Parts
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Network Boot 
Password Screen 
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Task Sequence
Selection
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Attacking Password 
Protected ConfigMgr
OSD
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Attacking PXE-Initiated OSD

Retrieve 
encrypted 
media file

Step 1
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Finding the Distribution Point
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Find the server and download the file
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Finding the file
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Attacking PXE-Initiated OSD

Crack
encrypted 
media file

Retrieve 
encrypted 
media file

Step 1 Step 2
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Decrypting the media variables file

https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



https://t.me/learningnets



Media Variables
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Attacking PXE-Initiated OSD

Harvest 
domain 
passwords

Crack encrypted 
media file

Retrieve 
encrypted 
media file

Step 1 Step 2

Step 3

https://t.me/learningnets



Ask server for assignments 
Download and decrypt sensitive policies 
Analyze policy XML and grab passwords
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Authenticating the client/generating signatures

Field Signed Field Description

CCMClientID CCMClientIDSignature
This is the GUID of the ConfigMgr

client. For OSD clients, this is 
obtained from the 

_SMSMediaGuid media variable.

CCMClientTimestamp CCMClientTimestamp
Signature The time in ISO 8601 format

ClientToken ClientTokenSignature "ClientToken:' = CCMClientID + ';' + 
CCMClientTimestamp"

Signatures are SHA1 or SHA256 and are generated using
CryptSignHash from CryptoAPI using the _SMSTSMediaPFX

certificate
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Encrypted policies can be decrypted using CryptDecryptMessage
from CryptoAPI using the _SMSTSMediaPFX certificate
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Attacking 
Passwordless
ConfigMgr OSD
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“This media is not password protected”
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Where does the key come from?
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But there is more obfuscation…
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Attacking ConfigMgr
TS Media
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Media Files
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How do Media Files Work? 

Bootable media

Stand-alone media
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Prestaged media

Stand-alone media

Bootable media
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What do you get from the different types of 
media?

Bootable Media Stand-alone media Prestaged Media

Client Certificate Policy XML Client Certificate
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Typical attack techniques against OSD

Without credentials:

• On a LAN, ask for DHCP options 66 and 67 to find location of potential DPs, 
prompt for media variables files and attempt to crack

With low-priv credentials:

• Find media files (.wim or .iso) on file shares (Especially ConfigMgr servers) and 
attempt to crack

• Auth to REMINST share on each DP and browse SMSTemp for existing var files 
and try to crack them
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Summary of Attack Paths against OSD
Scenario Prerequisites Attack OSD Remedial Steps

PXE (No Password) • Network Access

• PXE enabled for 

network

• Unrestricted DHCP 

and TFTP to DP 

Download Media Variables 

and decrypt using 

hardcoded key in tspxe.dll 

to obtain client certificate

• Set a strong PXE 

password 

• Change PXE 

Password regularly

• Restrict PXE Boot 

Access

• Disable Unknown 

Computer support

PXE (Password Set) • Same as above

• Weak PXE password

Try to obtain password for 

media variables file by 

cracking 

Media (No Password) • Network access

• Access to media file

• Low-priv domain 

access to read file 

shares

Mount media, copy off 

variables.dat/Policy.xml, 

decrypt using default 

password

• Set strong media 

password

• Store media in 

secure, access-

controlled location

• Delete media if no 

longer needed
Media (Password Set) • Same as above

• Weak media 

password

Try to obtain password for 

media variables file by 

cracking https://t.me/learningnets



Post-exploitation 
potential
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Post-Exploitation - Registry keys on DP
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Post-Exploitation - Registry keys on DP
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Credentials on 
endpoints?
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Collection Variables and Task Sequences on 
endpoints
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Collection Variables and Task Sequences on 
endpoints
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Collection Variables and Task Sequences on 
endpoints
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How do we 
make things 
better?
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Key Issues
Overly 
Permissioned 
Accounts
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Fixing 
Account 
Permissions
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Key Issues
Overly 
Permissioned 
Accounts

ConfigMgr
Account 

Password 
Reuse
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Key Issues

ConfigMgr
Account 

Reuse

ConfigMgr
Account 

Password 
Reuse

Overly 
Permissioned 
Accounts
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Takeaways

• SCCM is a powerful, complex tool

• PXE Boot is a viable vector for attacking corporate networks

• Set a strong media encryption password!
• Or investigate the alternatives that are provided for authenticating PXE Boot clients

• Reduce the possibility for attacks by eliminating excessive rights

Fewer permissions granted = lower attack surface
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Q&A
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