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Email Header Analysis [Gmail]

STEP 1: Go through how the email body looks, if there are URLs and Attachments you
will need to test them in sandbox environment [Virtual Machine]

Your payment is successful! Inbox x e @
McDonald's Account Services <DolNotReply@mcdonalds.coms Thu, 8Jun, 18:04 (4 days ago) ¥ “
. to "izzmier" =

Thank you for your order.

Dear lzzmier lzzuddin,

Please be informed that the payment for your order was successful. You will receive your printed
receipt with your order.
Here's the summary of your order:

Date 08/086/23 18:03
Restaurant McDonald's Mobil DT
Order Number: 218

Sandbox Environment — (static & dynamic analysis)

To test the links/attachments in sandbox environment make use of Virus Total for URL
reputation check/ file hash check, Urlscan.io, palo alto url filtering, whois
domaintools, haveibeenpwned, Inspect element of webpage -> check network activity,
google dorks, Browserling, can run E-discovery check for user click actions on the
links/attachments. You can also use other OSINT tools for analysing the

links/attachments within sandbox environment.
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STEP 2: To analyse the email header and email body begin with downloading the email

in .eml format.

pi

8 Jun 2023, 18:04 (4 days ago) ¥ “ :
Reply Click triple dot icon .
Reply to all

Forward

Filter messages like this

Print

Delete this message

Block "McDonald's Account Services"
Report spam

Report phishing

Show original . Click show original
Translate message

Download message

Mark as unread
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STEP 3: You will be greeted with Original Message page. If you select “Download
Original” you will be able to download email in .eml format for header analysis or if

you prefer using “Copy to Clipboard” to directly copy the header and paste in any email
header analyzer tool for header analysis.

Copy to clipboard

Original message

Message ID <010001889a7727cb-a48a90df-9eee-44a3-88e6-8a07458d3211-000000@email amazonses.com=
Created on: 8 June 2023 at 18:04 (Delivered after 0 seconds)

From McDonald's Account Services <DoNotReply@mcdonalds.com:

To: "izzmier'@gmail.com

Subject Your payment is successfull

SPF PASS with IP 54.240.11.45 Learn more

DKIM 'PASS' with domain mcdonalds.com Learn more

DMARC 'PASS' Learn more

Download original

Delivered-To: izzmier@gmail.com
Received: by 2002:a05:7208:4007:b@:6b:58f3:9521 with SMTP id e7csp342251rbb;
Thu, 8 Jun 2023 03:84:41 -8788 (PDT|
X-Google-Smtp-Source: ACHHUZ4ZMIGMG33Xg3v1WSHaH1ZpGDUx9RI99bhKEWVDqdYoRk6MpZhFDDCSRKZPnTRAY@bkCP4C

X-Received: by 2002:205:628a:211b:be:75e:4492:740e with SMTP id 127-208202056202211b06bo075e4492740emr48418780k ] . 33.1686218680993;
Thu, 88 Jun 2023 @3:04:4@ -8700 (PDT)

=1; a=rsa-sha256; t=1686218680; cv=nons;

oogle.com; s=arc-20160816;

b=YP1Q3rDhdaUa/L/YQFzzczdDepA/wadc fwcosUiTbmQuvUburGYsiwRt8+q8AZ80cS

ow8IZMO8ttqjDjRVKWYIGHI I84VCVU]ShRB2+++YBuhI3W5YZhe3T4z10Qs+sNPVOUAe

z1jvceTyK1CCRIHZbEpU+HQNTM]1L8623d71GY01Z8Z rVuRS 1kiWNuFuPx68n3hk/ipm

oLda@rt5Hicfuigln3ge2ZYSKTVHITgoVcdeNkBQHECT 7Hx70gqReS Te/ Auku2E 389p B

BVODbEWyT/+eS8T0IEZGXn0BTOYTTGR48k1e8+dEWOXSncCDHf3]GHPT 1BVAb+0uBKIS

ez

ARC-Message-Signature: 1-1; a-rsa-sha25é; c-relaxed/relaxed; d-google.com; s-arc-20168816;
h=feedback-id:content-transfer-encoding:content-id:mime-version:to
:message-id:subject:date:from:dkim-signature:dkim-signature;

ARC-Seal

Download original

Original message

Message ID <010001889a7727cb-a48a90df-9ece-44a3-88e6-8a07458d3211-000000@ema
Created on: 8 June 2023 at 18:04 (Delivered after 0 seconds)

From McDonald's Account Services <DoNotReply@mcdonalds.com=

To "izzmier"@gmail.com

Subject: Your payment is successfull

SPF PASS with IP 54240 11.45 Learn more

DKIM 'PASS' with domain mcdonalds.com Learn more

DMARC: ‘PASS' Learn more

Delivered-To: izrzmierggmail.com
Received: by 2062:205:7208:4807:b8:6b:58F3:9521 with SMTP id e7csp342251rbb;
Thu, 8 Jun 2023 €3:04:41 -6700 (PDT)
X-Google-Smtp-Source: ACHHUZAZMIGHG33Xg3v1KWSHaH1ZpGDUXIRISOBNKEWVDGAYORKEMPZhFDDCBRK7PRTRAY@bKCPAC
X-Received: by 2082:285:6202:211b:b8:75¢:4492:748e with SMTP id 127-20020a65620a211b66b8a7504402748¢
Thu, 88 Jun 2023 ©3:04:40 -6760 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t-1686218688; cv=none;
.com; s-arc-20160816;
P1Q3rDhidalla/L /YQF 2z czdDepA /wadc fucosUi TbmQuVUbUrGYsinRt8+G8AZ80CS
OWBTZMO8 Tt DIRVKWYOGH] J84VCVU]5hRB2+++¥BUhI3WEYZhB3T4210Qs +SNPVOUAe
21jvceTyK1CCRIHZbEPU+HQNTM{1L8623d71GYO1Z0ZrVURS Lk iWNUFuPX6@n3Wk/ipm
oLda@rtsMkfuigln3ge27YSKTVIWITEoVCdSNKBQHECI 7THX70gqRC STe/ AWK U2E389p 3B
8VODBEWy f/ +e5@T0EZGXN0BTOYF TGRABK1e8+dEWOXSNC CDHF 31GHPT1BVAb+0UBKOS

[ Your payment is s...eml .
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STEP 4: Email Header Analysis: SPF, DKIM, DMARC, SCL & BCL score

Header analysis is done on MxtoolBox

-—M:\ e Pricing Tools Delvery Center Monitoring  Products  Support Login

Header Analyzed
Email Subject Your payment s successfll Caralyzs Nem Header

Delivery Information .

> © DMARC Compliant
> © SPF Alignment
> @ SPF Authenticated
> @ DKIM Alignment
> © DKIM Authenticated

Relay Information

Received 1seconds
Delay:

We see that SPF Alignment, SPF Authenticated, DKIM Alignment, and DKIM
Authenticated all are PASS.

- To check Spoof — click on three dots

— original message — check Message ID [If there is difference between Message

IDvalue and “From” Field value, then indication is of spoofing]

- SPF Alignment — The SPF Alignment is PASS only when “Return-Path” And “From”

domain is same. Different between which helps us understand email could be spoofed.

- SPF Authentication — If SPF authentication is FAIL, it means the sender IP address is

not authorized to send email on behalf of the legit domain.

- DKIM Alignment- compare the DKIM Signature field [d=domain.com] with “From” | if
it does not match then the result marks DKIM Alignment as FAIL.

- DKIM Authentication- If DKIM Signature field [b=........ ] is not verified so we can say

that the email has been modified or tempered.
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What is SPF, DKIM, DMARC?

Sender Policy Framework (SPF) is a way for a domain to list all the servers they send
emails from. Think of it like a publicly available employee directory that helps

someone to confirm if an employee works for an organization.

SPF record typically looks like v=spfl ip4:123.123.123.123 ~all

SPF distinguishes between “soft” and “hard” fails. Writing ~all in your header
indicates a soft fail when an unauthorized sender is encountered; -all instructs the

receiving server to use a hard fail.

The email will be discarded entirely in a hard fail scenario. Soft fails may permit the
email to be delivered to the recipient’s junk folder. Now DMARC is widely available,
which we’ll see below, it’s generally recommended to use ~altl (soft fail). This avoids
false positives with legitimate emails, hands more control to DMARC, and can aid

debugging in later verification stages.

DomainKeys Identified Mail (DKIM) enables domain owners to automatically “sign”
emails from their domain, just as the signature on a check helps confirm who wrote
the check. The DKIM “signature” is a digital signature that uses cryptography to

mathematically verify that the email came from the domain.

Domain-based Message Authentication Reporting and Conformance (DMARC) tells a
receiving email server what to do given the results after checking SPF and DKIM. A
domain’s DMARC policy can be set in a variety of ways — it can instruct mail servers to
quarantine emails that fail SPF or DKIM (or both), to reject such emails, or to deliver
them.

DMARC DNS Record v=DMARC1l; p=none; rua=mailto:user@example.com
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Unlike SPF and DKIM, DMARC gives domain owners a way to specify what happens
when an email server receives a message without proper authentication. There are

three supported actions:

- none — The server can continue to deliver the message.
- quarantine — Deliver the message to junk or spam.

- reject — Reject and bounce the message.

DMARC also provides a reporting mechanism. You can specify a server endpoint that
receiving mail servers will call when they get an email purporting to be from your
domain. This gives you a cross-internet view of the servers that are sending as your

domain.
Another important part to know about SCL and BCL score?

Use mail flow rules to set the spam confidence level (SCL) in messages. Similar to the
SCL, the bulk complaint level (BCL) identifies bad bulk email (also known as Gray
mail). A higher BCL indicates a bulk mail message is more likely to generate

complaints (and is therefore more likely to be spam).

SCL Definition Default action

-1 The message skipped spam filtering. For example, the Deliver the message to recipient Inbox
message is from a safe sender, was sent to a safe recipient, or  folders.
is from an email source server on the IP Allow List. For more
information, see Create safe sender lists in EQP.

0,1 Spam filtering determined the message wasn't spam. Deliver the message to recipient Inbox
folders.
5,6 Spam filtering marked the message as Spam Default anti-spam policy, new anti-spam

policies, and Standard preset security
policy: Deliver the message to recipient
Junk Email folders.

Strict preset security policy: Quarantine
the message.

8,9 Spam filtering marked the message as High confidence spam  Default anti-spam policy and new anti-
spam policies: Deliver the message to
recipient Junk Email folders.

Standard and Strict preset security
policies: Quarantine the message.
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SPF

and DKIM Information

dmarc:medonalds.com m ‘Solve Email Delivery Problems

V=DHARCL; p=none; ruz=sailto:dnarc_aggBdarc.everest.enail; fo=1; pet=109; rf=afrf

spf:amazonses.com:54.240.11.45

v=spfl 1p4:199.255.192.6/22 ip4:199.127.232.8/22 1p4:54.240.8.8/18 1p4:69.169.224.9/20 1p3:23.249.208.8/20 ip4:23.251.224.0/19 1p4:76.223.176.9/28 1p4:54.240.64.0/19 1p4:54.240.96.0/19 ip4:52.82.172.0/22 1p4:75.223.128.8/19 -all

dkim:medonalds.com:shihrvfdaa75rgervodBavewsc2t2dka

[

P 16300 BIQKBEC.

Kim Signature:

1uCE18H70b: J¥exCaEZTSURXZAQhCoknUeahF O/ reCTrr I/ PAGCAUL/ESLUXIGPTHAVYUQNZGIMhatht DF10FLENELgaNG+GQIDAQAE

v=1; a=rsa-shals; q=dns/txt; c-relaxed/simple; s-sbihrvfdaarsrgervodeavensc2taska; d-medonalds. con; t-1686218680; h-From:Date:Subject :Message-Id:To: MIME-Version: Content-Type:Content-Td: Content-Transfer-Encoding; bh-yKy25znkraiB4sykariCKLUIWIMITt3aiwaF FrOWQWI=; b=J4TUADIED2TOFHSGREHEXtPYBGLOSLEOCC

13

com:224idyxaSdv7c2xz peuasteono
p=HIGFHABGCSGGSTDI00 BIQKBE0CRE1 ABPDKSEESTEKAH/ BHAZAFGCAZDNrOLWEATrkCGGK2FINKNECK L NBVRACbVODAY/ FL JaeTeliGelnzr lvpeliuc/ v 1Ap JuMAnh7a<dLcmey4G/@hCtrYF T TUpmIG1VBow2051 /AW TDAQAB
Dim Signature:
v=1; a=rsa-sha2sé; q=dns/txt; corelaxed/simple; i eono; ¢ on; t-1636218689; h-From:Date:Subject :Message-Id:To:MIME-Version: Content-Type :Content-1d: Content-Transfer-Encoding: k-10; bh. aiB4sykariCXLUMKE 3 inaF FrIHQWVI=; b 10oUnilg

4

Header Name

Delivered-To

¥-Google-Smip-Source

ARC-Seal

ARC-Message-
Signature

ARC-Authentication-
Results

Header Value

izzmier@gmail.com

ACHHUZ4ZMJIGMg33Xg3vIWW5HaH 1ZpGDUx9R999bhKEwvDqdYoRkEMpZhFDDcSRKTPnTRAY 0bkCP4c

by 2002:a05:620a:211b:b0:75e:4492:740e with SMTP id |27-20020a05620a2 11b00b0075e4492740emr4541878qgkl. 33.1686218650993; Thu, 05 Jum 2023 03:04:40 -0700 (PDT)

i=1; a=rsa-sha256; t=1686218680. cv=none; d=google.com; s=arc-20160816; b=YP1Q3rDWdaUalL"YQFzzczdDepAiwadchvcosUiThmQuyUburGY siwRiS+g8AZ80cS owdlZMOStgDj
wigln3ge2ZY SKTVWITgoVedSMkBOHgCITHx 7 OggReSlefAwKuZE359pjB SwCDbEWYT+eS0loJEZGXnodlOYTT GR40kled+dEWoX snccDHI3JGHpTIEV4b+oudKAS golig==

i=1; a=rsa-sha256; c=relaxed/relaxed; d=google com; s=arc-20160816; h=feedback-id:conteni-transfer-enceding-content-id: mime-version:te :message-id:subject.date-from:dkim-signat
oeDqckoadEayoOWdVSIOPmgoAl SivETWWmWlgYDzESFOicBIOYKY J3e85imO HOcCk2ZXFhu+yp4uKCnssiIFPO/aiKr0 OJz0pua ™AW 1wy FRIRSVWhRoMSmY dXn\WWQEwLM BEUEE
QP Sral==

i=1; nx google com; dkim=pass headeri=@mcdonalds.com header s=sbihrvfdaa? SrgervodGavewsc2t24ka header b=j4TuAD9g; dkim=pass headeri=@amazonses.com header s=224i
onses.com designates 54.240.11.45 as permitted sender) smip.mailfrom=010001839a7727ch-a45a3%0df-9eee-44a3-8826-8a07455d3211 onses.com, di pass (p=h

I Return-Path

=010001859a7727ch-a48a80di-9eee-4433-38e6-8a07458d 3211-000000 @amazonses com= I

Received-SPF u»ugle.com: domain of 01000188937 727ch-a48a90df-9eee-4433-88e6-8a07455d32 11 _COm i 54.240.11.45 as permitted sender) clienf-ip=54.240

Authentication-Resulis

I DEIM-Signature I

mx.google.com; dkim=pass header.i=@mcdonalds.com header.s=sbihrvidaa7 SrgervodGavewsc2t24ka header b=j4TuAD9g; dkim=pass headeri={@amazonses.com header s=224idyxz
es.com designates 54.240.11.45 as permitted sender) smip. mailfrom=0100015838a7727cb-a48390d{-3eee-4433-3826-8207458d3211-000000@amazonses.com; dmarc=pass (p=HONI

v=1; a=rsa-sha256; g=dns/ixt; c=relaxed/simple; s=sbihrvfdaa7Srgervodbavewsc2i24ka; d=mcdonalds.com: i=1686218680; h=From:Date:Subject: Message-Id: To:MIME-Version: Conter

ViEssage-IL

To

MIME-Version
Content-Type
Content-Id

Content-Transfer-
Encoding

Feedback-ID

X-SES-Outgoing

SAIF: HOmgj 6a7B7J2IPKRRTS0OmCExhoY 2GmrU7 0QhxB48uFoXDOUNRITERHFENT1ET3HS3/TDgTK ukGpwTSOKbNMGES+mRAGPi ¥

"McDonald's Account Services” <DoNotReply@mcdonalds com=

Thu, & Jun 2023 10:04:40 +0000

‘four payment is successfull
<010001889a7727cb-a48a030di-9ese-4433-55e6-8a07453d3211-000000 @email. amazonses.com>
"izzmier"@gmail.com

1.0

text/html: charset=uti-8

=DY4JBQCG5KU4.Q34J0A30HEHS 1@ 169.254 176.201=

guoted-printable

1.us-east-1.uSkbSFkORxz1+0iPy3rSprgksRG 1hwlgynZ/FLF2s40="AmazonSES
2023.06.08-54.240.11.45
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Breaking Down an Email:

Let us first go through some of the important headers to understand what they
represent. It is ideal to read message headers from bottom to top to be able to properly

understand where the email is originated from.

e X-priority: X-priority is an optional parameter in the email spec used to specify the
priority of the email. Values can be 1 (Highest), 2 (High), 3 (Normal), 4 (Low) or 5
(Lowest). Three is default if the field is omitted. Most email programs don't fill it in
unless it is set low or high. Client side programs will highlight the inbound

message (!) if itis 1 or 2.
o Content-Type: This header specifies the type of content in the email. The
preceding email is of plain text.

o Reply-To: This header specifies whom to send the reply when the receiver replies

to the email received.

o Message-Id: Message Id is a unique identifier that can be used to identify the

message.

e From: This header is used to display the username or email from which email is
sent. Note that spoofed emails typically modify this header to appear to have come

from a known source.

¢ Received: This header represents the recipient details. There can be multiple

entries of this header as the email traverses through multiple servers.

o Received-SPF: This header represents the Sender Policy Framework (SPF) results,

which tells whether the sender is a permitted sender or not.

¢ Delivered-To: This header represents the destination email id that the email is

delivered to.
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In addition to the headers discussed so far, we can see three additional headers as

shown below.

e ARC-Seal
o ARC-Message-Signature

e ARC-Authentication-Results

ARC-XXXX headers help preserve email authentication results and verify the identity

of email intermediaries that forward a message on to its final destination.

e ARC Authentication Results: This header contains email authentication results like
SPF, DKIM, and DMARC

e ARC-Message-Signature: This is a DKIM-like signature and takes a snapshot of the

message header information. This includes to, from, subject and body

o ARC-Seal: This header contains a signature which includes the ARC-Message-

Signature and the ARC Authentication Results header information.
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STEP 5: Email Body Analysis: sender, subject, email body, embedded URL/Attachments

Check the subject of the email to understand what it is about. Check the sender
domain in Virus Total, Whois DomainTools, Urlscan.io, Browserling, and Palo Alto Url
Filtering. You can test your personal email ID in Have I been Pwned to check if your id
is breached or safe. Don'’t enter professional/ Corporate email ID here — Have I been
Pwned (as it is a public repo). Use of Inspect element -> Network is also important to
check the redirected URL activity and real intent of the Base/original URL.

Fields to check are Subject, Sender, Sender Domain, Recipient, Recipient Domain,

Network Message ID, Latest email delivery, Original email delivery.

Later check the tone of the email body/email content. If any link (URL) or Attachment
is embedded in the email, extract the URL/Attachment not by clicking it (don’t interact
with it) Instead by coping it [Right click -> Copy Hyperlink / Copy] and paste to test the
URL/File in Windows sandbox / Sandbox Environment or test the Attachment within

the sandbox environment (example — windows sandbox)

https://t.mel/learningnets



REMEDIATION/MITIGATION- (Personal / Corporate)

STEP 6: Remediation/Mitigation — If the users have either received phishing or spam

email

- Enable multi-factor authentication (MFA) systems in place for accounts that can

contain personal (PII)/ confidential/ Highly-Confidential/ Sensitive information.

- Perform email purge (email deletion) from the mailbox.

- Report the email as abuse of Phishing/Spam to your email service provider.

- Educate the mail service provider (eg- gmail) or tool used within corporate

environment by reporting it as either phishing or spam based on your findings.
- If needed, you can also perform URL block for Malicious/suspicious URL/Domain.

- Or Submit Request to decommission of base URL/ Redirected URL to your mail

service provider.

- Now look for number of users who might have clicked on the URL/attachment of the

email, if identified any reset credential for that/those user(s)

- You can also perform actions from the below image.

Thu, 8 Jun, 18:04 (4 days ago) ™ “
“ Reply
- <« Reply to all
~ Forward
Filter messages like this

Print Remediation

Delete this message

Block "McDonald's Account Services”

Report spam

Report phishing
LR Show original
Translate message

Download message

Mark as unread
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USER AWARENESS
STEP 7: USER Awareness / Phishing Simulation emails

Create awareness banners, brochures for the users to keep them educated on how to

spot phishing email & protect themselves.

For company, Scheduled events on phishing simulation activity withinthe
environment helps the organization evaluate employees’ understanding about

phishing attacks.
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Exercise Email Header Analysis

What about that email from President Donald Trump?

Here is the raw header:

Received: from CY1PRO701MB1819.namprd07.prod.outlook.com (10.163.42.152) by
SN1PRO701MB1822.namprd07.prod.outlook.com (10.162.100.151) with Microsoft
SMTP Server (version=TLS1 2,
cipher=TLS ECDHE RSA WITH AES 128 CBC_SHA256 P256) id 15.1.1240.13 via
Mailbox Transport; Wed, 12 Jul 2017 22:49:17 +0000

Received: from SN1PRO701CA0032.namprd07.prod.outlook.com (10.162.96.42) by
CY1PRO701MB1819.namprd07.prod.outlook.com (10.163.42.152) with Microsoft SMTP
Server (version=TLS1 2, cipher=TLS ECDHE RSA WITH AES 128 CBC SHA256 P256) id
15.1.1261.13; Wed, 12 Jul 2017 22:49:16 +0000

Received: from BY2NAMO1FTO042.eop-namOl.prod.protection.outlook.com
(2a01:111:f400:7e42::203) by SN1PR0O701CA0032.outlook.office365.com
(2201:111:2400:5173::42) with Microsoft SMTP Server (version=TLS1l 2,
cipher=TLS ECDHE RSA WITH AES 128 CBC_SHA256 P256) id 15.1.1261.13 via
Frontend Transport; Wed, 12 Jul 2017 22:49:16 +0000

Authentication-Results: spf=none (sender IP is 148.163.152.157)
smtp.mailfrom=loki.ist.unomaha.edu; unomaha.edu; dkim=none (message not
signed) header.d=none;unomaha.edu; dmarc=none action=none
header.from=whitehouse.gov;

Received-SPF: None (protection.outlook.com: loki.ist.unomaha.edu does not
designate permitted sender hosts)

Received: from mx0b-00261b01.pphosted.com (148.163.152.157) by
BY2NAMO1FT042.mail.protection.outlook.com (10.152.68.172) with Microsoft SMTP
Server (version=TLS1 2, cipher=TLS ECDHE RSA WITH AES 256 CBC SHA384 P384) id
15.1.1240.9 via Frontend Transport; Wed, 12 Jul 2017 22:49:15 +0000

Received: from pps.filterd (m0104361.ppops.net [127.0.0.17])

by mx0b-00261b01.pphosted.com (8.16.0.21/8.16.0.21) with SMTP id v6CM1hnA032537
for <smartprof@unomaha.edu>; Wed, 12 Jul 2017 17:49:15 -0500

Authentication-Results-Original: ppops.net; spf=none
smtp.mailfrom=smartprof@loki.ist.unomaha.edu

Received: from loki.ist.unomaha.edu (loki.ist.unomaha.edu [137.48.187.123])

by mx0b-00261b01.pphosted.com with ESMTP id 2bnsg8rykp-1

for <smartprof@unomaha.edu>; Wed, 12 Jul 2017 17:49:15 -0500
Received: by loki.ist.unomaha.edu (Postfix, from userid 13823)

id 958031E5EEQ; Wed, 12 Jul 2017 17:49:14 -0500 (CDT)

To: <smartprof@unomaha.edu>

Subject: Make Cybersecurity Great Again!

X-PHP-Originating-Script: 13823:spoof.php

From: Donald Trump <therealdonaldtrump@whitehouse.gov>

Reply-To: Robin Gandhi <smartprof@unomaha.edu>

Content-Type: text/html; charset="IS0-8859-1"

Message-ID: <20170712224914.958031E5EEO@loki.ist.unomaha.edu>

Date: Wed, 12 Jul 2017 17:49:14 -0500

X-Proofpoint-Spam-Details: rule=inbound notspam policy=inbound score=1 priorityscore=0 m

alwarescore=0
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suspectscore=10 phishscore=0 bulkscore=0 spamscore=1 clxscore=195

lowpriorityscore=0 impostorscore=0 adultscore=0 classifier=spam adjust=0

reason=mlx scancount=1 engine=8.0.1-1706020000 definitions=main-1707120363
Return-Path: smartprof@loki.ist.unomaha.edu

X-MS-Exchange-Organization-Network-Message-Id: c0790240-3fdc-4b35-078d-08d4c9783957

X-EOPAttributedMessage: 0
X-EOPTenantAttributedMessage: f1f4be86-d048-47e8-aa26-15b01dcdb13d:0
X-MS-Exchange-Organization-MessageDirectionality: Incoming

X-Forefront-Antispam-Report: CIP:148.163.152.157;IPV:NLI;CTRY:US;EFV:NLI;SFV:SKN;SFS:;DI
R:INB;SFP:;SCL:-1;SRVR:CY1PRO701MB1819;H:mx0b-00261b01.pphosted.com; FPR:; SPF:None; LANG:e

n;
MIME-Version: 1.0

<html><head>

<meta http-equiv="Content-Type" content="text/html; charset=is0-8859-1"> </head> <
body style="word-wrap: break-word; -webkit-nbsp-mode: space; -webkit-line-break: after-w
hite-space;" class=""> Dear Dr. Gandhi,<br class=""> <br class=""> You are doin
g very very good work with the Gencyber Camp.é&nbsp;<br class=""> Just let me know wha

t you need to make it bigly successful next year!<br class=""> Please put in

your fun

ding request here:&nbsp;<a href="https://robinagandhi.github.io/phishing-demo/encoding.h

tml" class="">Grant Application</a><br class=""> <br class=""><div class="">~Yours Truly

<br class=""><font color="#f£2600" class="">Donald</font></div></body></html>

Questions:

What are the From and Return-path email addresses. Do they match? What are they?
What is the name of the sending computer or server?

Where is the sending computer geo-located?

What website is linked to “Grant funding request.” in the message?

How likely is it that this message is spam?

https://t.mel/learningnets
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