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Active Directory Pentesting: Lab Setup

Today in this article we will be learning how to set up an Active Directory Lab for Penetration
Testing. Active Directory is Microsoft’s directory-based identity-related service which has been
developed for Windows Domain networks. Here we will see step-by-step methods to build an
Active Directory in Windows Server 2016 on a virtual machine. So, let us get started with
configuring the lab.
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Introduction to Active Directory

The role of a directory is to store information about the objects present within it, but the Active
Directory not only stores data but also provides it to the Network Administrators and the users
of that particular domain whenever it is requested. It generally stores important information
about the users like their names, passwords, contact information, etc and provides it to other
users with authority in the same network to make use of the available information.

It stores data in a structured form hierarchically. It can have upright security with logon
authentications and by having access control over the objects present in the Active Directory. For
easy management one can also implement policy-based administration.

Lab Requirements
e Virtual Machine (VMware Work Station/Player)
e Windows Server 2016
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e Windows 10 Pro Operating System (Clientt)

Configuring Windows Server 2016

Power on your VMware, and let's begin with the installation by creating a new Virtual machine
from the File option. Here you will personalise your Windows system by providing it with your
username and the password that you want to set. Then click on Next to proceed.

Mew Virtual Machine Wizard >

Easy Install Information
This is used to install Windows Server 2016,

Windows product key

Version of Windows to install

Windows Server 2016 Datacenter ~

Personalize Windows

Full name: | raj |
Password: | e | (optional)
Confirm: | T |

[]Log on automatically (requires a password)

Help < Back Cancel

Now go to Virtual Machine settings and click on Network Adapter settings and make sure that
there is a bridged connection where the host system’s physical network connection will be
replicated. Let’s close this and move ahead.
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Hardware X

Device Summary Pevice status
EMemory sc8 onnected
{EpProcessors 4 [ Connect at power on
(%) New CD/DVD (SATA)  Using file D:\0S Images\Win...
L= Network Adapter Bridged (Automatic) Netwark connection
[ Use Cantroller Present (®) Bridged: Connected directly to the physical netwark
4 Sound Card Auto detect Replicate physical network comection state
[ Printer Present
Clpisplay Auto detect (OJNAT: Used to share the host's IP address

(O Host-only: A private network shared with the host

(O Custom: Specific virtual netwark

VMnetd
(O LAN segment:
LAN Segments... | | Advanced...
Add... Remove

Here you see that the setup did not proceed, therefore let’s go back and fix this error from
occurring.

Windows Setup Léj

¥y Windows cannot find the Microsoft Software License Terms. Make sure the
'0' installation sources are valid and restart the installation.

Setup is starting

We will go back to Virtual Machine settings and click on Floppy, there under the connection
option and choose the Use floppy image file option to make it work like a charm and proceed.
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Virtual Machine Settings x

Hardware QOptions

) Device status
Device Summary
C ted
E=IMemary 3GE BAn=EE
ilﬁliProcessors 4 Connect at power on
=\ Hard Disk (NVMe) &0 GB
(%) CO/DVD (SATA) Using file D:\0S5 Images\Win. .. Connectian
: Using file autoinst. fip D Use physical drive:
Q;l Metwork Adapter Bridged {Automatic) Auto detact
USB Controller Present )
clit Sound Card Auto detect ®) Use floppy image file:
E Printer Present | autoinst. fip
Cloisplay Auto detect
Creake... Browse...
[Jread-only
Add... Remowe

Cancel Help

Now you will select the operating system to install from the four options given below. Here we
use Standard Edition with the GUI to have a better user-interface. The Desktop Edition provides
much better features as compared to the server-core as it has very limited functions. Click on
next to proceed.
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&, @Windows Setup - -

Select the operating system you want to install

Architecture Date modified
whd 7/16/2016
71/16/2016
wbd 7/16,/2016
7/16,/2016

Operating system

Windows Server 2016 Standard Evaluation
Windows Server 2016 Standard Evaluation (Des
Windows Server 2016 Datacenter Evaluation
Windows Server 2016 Datacenter Evaluation (Desktop Experie... w54

ktop Experien...

Description:
This option is useful when a GULis required—for example, to provide backward compatibility for an

application that cannot be run on a Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options.”

The operating system should start installing and under the customize setting option enter the
password you want to put for the default administrator account.
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Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name
Password .........}

Reenter password

Now you see that your server is installed and ready to use and can find all the basic details on the
server under the system option of the control panel.

3 gystem — O *

4~ EF » Control Panel » System and Security > System ~ O Search Control Panel p=]
Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition

@ Remote settings Windows Server 2016 Standard Evaluation
& Advanced system settings ® 2016 Microsoft Corporation. All rights == Windows Server 2016
reserved.
System
Processon Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz 3.60 GHz (2 processors)
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating 5System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-V52VGESG53B @Change settings
Full computer name: WIN-V52VGESG53B
Computer description:

Workgroup: WORKGROUP
Windows activation
Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AAT39 ®) Change product key

See also




Installing AD DS

Now let us open the system properties from the ‘Local Server’ option and let us make changes to
the domain name.

System Properties >

Computer Name  Hardware Advanced Femote

[! Windows uses the following information to identify your computer
= on the network.

Computer description: ||

For example: "5 Production Server" or
"Aocounting Server”.

Full computer name: WIN-VS2VGESGS3B
Workgroup: WORKGROUP

To rename this computer or change its domain or

Chi
warkgroup, click Change. Ei

Cancel Aoply

Let’s keep the computer name as DC 1 and make it the member of the workgroup with the name
‘WorkGroup’. On finishing this, click on ‘OK’ to proceed.

Computer Mame/Domain Changes >
You can change the name and the membership of this

computer. Changes might affect access to networlc resources.

Computer name:
DCi

Full computer name:
DCA

Member of
() Domain:

(®) Workgroup:
WORKGROUP

Cancsl

Come back to the dashboard and now let's begin with configuring the Active Directory role. Click
on the Manage option at the top of the Dashboard. Then click on ‘Add roles and features.
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[E= Server Manager

B Local Server
BE All Servers

ii File and Storage Services P

Manage Tools

a Configure this local server

QUICK START

2 Addroles and features

3 Add other servers to manage
WHAT'S NEW

4 Create a server group

5 Connect this server to cloud services

Hide

LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Server groups:1 | Servers total: 1

= File and Storage

. 1 B Local Server
Services

You see the installation wizard before you and click on ‘next’ to proceed.

= Add Roles and Features Wizard

Before you begin

Before You Begin

Installation Type

Server Selection

- [m] *

DESTIMATION SERVER
o1

This wizard helps you install rales, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.




Then select Role-based or feature-based installation as it allows you to manually configure all the
prefered roles at your convenience.

f2 Add Roles and Features Wizard - O x

DESTIMATION SERVER

Select installation type e

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . R "
machine, or on an offline virtual hard disk (VHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Install
Choose the server you have created from the server pool that is available before you.
f&u Add Roles and Features Wizard - O X

DESTINATION SERVER

Select destination server ot

Select a server or a virtual hard disk on which to install roles and features.

Before You Begin

Installation Type (®) Select a server from the server pool
S Gzl () Select a virtual hard disk
Server Rolas Server Pool
Faziures
Filter:
MName IP Address Operating System

192.168.1.105 Microsoft Windows Server 2016 Standard Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Next » | Install Cancel

Now choose the server roles you want to add. Here we require Active Directory Domain
Services. We check that option and click next to proceed.
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2 Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection
Features

AD DS

Confirmation

In features installation Choose Group Policy Management. It is a management feature in
Windows that allows you to control multiple users and computer configurations present in an

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

Active Directory Domain Service:

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[1 Active Directory Rights Management Services
[ Device Health Attestation

[] DHCP Server

] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

] MultiPoint Services

[[] Network Policy and Access Services

[ Print and Dacument Services

[] Remote Access

[C1 Remote Desktop Services

[ Volume Activation Services

[ Web Server (IIS)

] windows Deplayment Services

- O ped

DESTIMATION SERVER
oct

Description

Active Directory Domain Services
{AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logen process.

| <Previous|| Mext » |

Install

Active Directory environment. Click on Next to proceed.

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installation

Server Selection
Server Roles
AD DS

Confirmation

Select one or more features to install on the selected server.

Features

v O 2
i [m] .NET Framework 4.6 Features (2 of 7 installed)
i [ ] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Netwark Unlock

[[] BranchCache

[ Client for MFS

[] Containers

[] Data Center Bridging

[} Dirsct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management

o Quality of Service

[] 115 Hostable Web Core

[] Internet Printing Client

[] 1P Address Management (IPAM) Server

[ iSNS Server service

[ LPR Port Monitor

- [m] X

DESTINATIOM SERVER

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Cancel

Install



Now let us confirm the selections you have made for the installation of the Active Directory
Domain Server and proceed.

f& Add Roles and Features Wizard — O >

DESTIMATION SERVER

Confirm installation selections oct

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

ver Roles -
Server Roles their check boxes.
Features

AD DS Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Toals
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previ MNext = | Install | | Cancel |

Let us wait for the installation to complete and close the window when it is ready.

Wizard - o =

DESTIMATIOM SERVER

Installation progress ocr

View installation progress

| o Feature installation

Configuration required. Installation succeeded on DC1

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promaote this server to a domain controller

— Remote Server Administration Tools

Role Administration Tools
AD DS and AD LD5 Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Mext >

< Previous




Network Configurations

Enable the ethernet connection and click on Properties. Double click on Internet Protocol Version
TCP/IPvA.

U EthernetD Properties X
Netwarking

Connect using:

? Intel{R) 825741 Gigabit Metwork Connection

This connection uses the following tems:

&3 Client for Microsoft Networks ~
’:E? File and Printer Sharing for Microsoft Netwaorks

Q05 Packet Scheduler

R Intemet Protocol Version 4 (TCP/1Pvd)
O 4. Microsoft Networke Adapter Muttiplexor Protocol
4. Microsoft LLDP Protocol Driver

O 4. Intemet Protocol Version & (TCP/IPvE) W
£ >

Install... Uninstall Properties
Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

Now assign the Static IP address and the subnet mask will be automatically be assigned. Also,
assign the default gateway. Then assign DNS Server address.

Internet Protocol Version 4 (TCP/IPw4) Properties *
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
() Use the following IF address:

IF address: |132.168. 1 .105 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 1 . 1 |

Obtain DMNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: [ 192.168. 1 .105 |

Alternate DMS server: | . . . |

[ validate settings upon exit Advanced. ..

Cancel
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Post-Deployment Configurations

Once the AD DS feature installation is completed you see a flag notification, so let us move on
to the configurations that are required in the post-deployment phase. Click on Promote this
server to a domain controller to proceed.

= Server Manager

Server Manager * Dashboard

|, Post-deployment Configuration

IE Dashboard WELC
i Local Server Co'figurat\:r{req_'re:\ for Active Directory Domain
Services at DC1
!j AllSeyers Promote this server to a domain controller ‘ server
Igl AD DS
= o Feature installation
R File and Storage Services P Quic
Configuration required. Installation succeeded on S
DC.
Add Roles and Features manage
i Tack Details )
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 2 Server groups: 1 | Servers total: 1

i File and Storage

‘ il ADDs 1 ‘ b 1 ‘

In Deployment Configuration let’s create a new forest with the root domain name as ignite.local.
Aforestin the Active Directory is of the highest level of organisation. Each forest has the potential
to share a single database, a global address list and security boundaries. Therefore, by default
one use or even for that matter an administrator belonging to one forest cannot make us of
another forest.
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[& Active Directory Domain Services Configuration Wizard — O X

- - TARGET SERVER
Deployment Configuration o

Deployment Configuration

Select the deployment operation
Domain Controller Options . . o .
() Add a domain controller to an existing domain

Additional Opticns

() Add a new domain te an existing forest
Paths ®) Add & new forest

Specify the domain information for this operation

Root domain name: ignite.local

Maore about deployment configurations

Now let’s configure the domain controller capabilities by checking the first two boxes which allow
DNS server and Global Catalog. Also, enter the Directory Services Restore Mode password which
is a safe mode booting method for windows server domain controllers. The Domain functional
level will depend on the forest functional level. Click on Next to proceed.

= Active Directory Domain Services Configuration Wizard — [m| X
- - TARGET SERVER
Domain Controller Options .

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Options

- . Forest functional level: Windows Server 2016 V
DNS Options
Additional Cotions Domain functional level: Windows Server 2016 =
Paths Speci s -
pecify domain controller capabilities
Review Options

Domain Name System (DNS) server
Prerequisites Check | Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sssssssses

Confirm password: sssssssess

More about domain controller options

< Previous | | Mext > Install Cancel

You can skip this option and click on Next.
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[ Active Directory Domain Services Configuration Wizard - O X

DNS Options TARGET SER\[:;IEF:

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show maore b4

Deployment Configuration . . .
Specify DNS delegation options

Domain Controller Cptions

Create DNS delegation

Additional Options
aths
Review Cptions

Prereguisites Chack

More about DNS delegation

| < Previous | | Mext > | Install Cancel

In the additional option, you can verify your NetBIOS name as entered prior and proceed.

[z Active Directory Domain Services Configuration Wizard - O X

e g TARGET SERVER
Additional Options pci

Deployment Configuration . ) . .
: - Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions
- ) The NetBIOS domain name: IGNITE
DN5 Options

Additional Opt
Paths

Review Options

More about additional options

| < Previous | | MNext = | Install Cancel

Mention the path for creating AD DS database, log files and SYSVOL storage and proceed.
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[ Active Directory Domain Services Configuration Wizard - O s

TARGET SERVER

Paths DCl

Deployment Configuration . . )
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options

DINS Optio Database folder: C\Windows\NTDS III
N K 1ons

additional Coticns Log files folder: C:\Windows\NTDS D
SYSVOL flder: C:\Windows\SYSVOL []

Review Cptions

Preraguisites Chack

More about Active Directory paths

| < Previous | | Mext » | Install Cancel

Check all the specifications that you have set are correct and Install the configuration. On
finishing the installation, the server will reboot itself and ask you to login again.

f& Active Directory Domain Services Configuration Wizard - [m] X

P TARGET SERVER

Prerequisites Check P
| o All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more *

Deployment Configuration . . . i . o .
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer
DNS Options Rerun prerequisites check
Additional Cptions
Paths @ View results
]

Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
Prerequisites C cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 {http://
go.microsoft.com/fwlink/?Linkld=104751),

! Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS5 infrastructure, you should manuzlly create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “ignite.local”. Otherwise, no action is required.

1. If you click Install, the server automatically reboots at the end of the promotion operation.

Maore about prerequisites

Next > Install | | Cancel
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Configure User Account

Now let us proceed to create users in our Active Directory by clicking on Tools/Active Directory
Users and Computers. It will open a new window; click on the domain name you have created
and then click on New/Organisational Unit.

] Active Directory Users and Computers

File Action View Help

— = | @ e e —
| FHoz HEITeETE%
: Active Directory Users and Com|| Name Type Description
| Saved Queries
v 7 ignite.local

§3ignite.loca| Domain
T T Folder to store your favao..,

| Buil Delegate Control...

JCor Find..

:__. Dor Change Domain...

| Fore

= Mar Change Domain Controller...
7 Use Raise domain functional level...

Operations Masters...

New > Computer

All Tasks > Contact

Refresh Elup
InetOrgPerson

Properties

msD5-5hadowPrincipal Container
Help mslmaging-P5Ps

MSMQ Queue Alias
Organizational Unit

Printer

User

Shared Folder —

b4

<

Creates a new item in this container.

A new window will appear for creating a new object. You can name it as per your requirement
and proceed.

Mew Object - Organizational Unit x

- Createin:  ignite local/

Mame:
|Téch

Protect container from accidental deletion

Cancel Help
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A window to create a new object which is a user will appear. Enter all the required details of the
user and proceed.

Mew Object - User et

.; Createin:  ignite local/Tech

i
First name: |yashika | Initials: |:|
Last name: | |
Full name: |ya5hika |

|User logon name:

|yashika| | @ignite local ~

User logon name (pre-Windows 2000):
|IGNITE\ | |yashika

< Back Mext > Cancel

Enter the password for the newly created user and then proceed ahead. Voila! Your user has
been created.

Mew Object - User x

; Createin:  ignite local/Tech
did

Password: |||-|||-||| |

Confirm password: |---------- |

[] User must change password at next logon
[ ] User cannot change password

Password never expires

[ ] Account is disabled

< Back Mext > Cancel
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Subsequently you can create multiple users under an organisational unit.

File Action View Help
e R {8 XEd= HEtaETa%

: Active Directory Users and Com|| pame Type Description
| Saved Queries E)aarti User
W f_‘-_] ignite.local &geet User
= Builti
. Bulin E}}rashika User

| Computers

2| Domain Controllers

| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

I | Tech

Add Client to the Domain
Here in the Windows 10 system before connecting it to the domain, we have to set a Static IP
for the system and mention the IP address of the Domain Controller in the DNS server address.

Internet Protocol Version 4 (TCP/IPv4) Properties x
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administratar
for the appropriate IP settings.

() Obtain an IP address automatically
{®) Use the following IP address:

1P address: | 192.168. 1 .104 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192.168 . 1 . 1 |

Obtain DNS server address automatically

(®) Use the following DMNS server addresses:

Preferred DNS server: | 192.168. 1 . 109

Alternate DNS server: | . . . |

[Qvalidate settings upon exit
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Go to control panel and check the basic information of your
name settings.
Ll System
4 Ed 5 Control Panel » System and Security » System

Control Panel Home

) Device Manager
9 Remote settings

Windows edition
Windows 10 Pro

© 2019 Microsoft
Corporation. All rights

) System protection
&) Advanced system settings

reserved.
System
Manufacturer: Vhware
Processor:
160 GHz
Installed memory (RAM):  2.00 GB

System type:
processor

Pen and Touch:
Display
VMuware support

Website: Online support

Computer name, demain, and workgroup settings
DESKTOP-TT14AQK
DESKTOR-TT14AQK

Computer name:
Full computer name:
Computer description:

Waorkgroup: WORKGROUP

- B . .
See also Windows activation

Now click on change option to join the domain.

System Properties

Computer Name

&

on the network.

v O

64-bit Operating System,

Hardware Advanced System Protection

system and change the computer

O

Search Control Panel

View basic information about your computer

am Windows10

Intel(R) Core(TM) i7-7700 CPU @ 3.606Hz

vmware

xB4-based

Neo Pen or Touch Input is available for this

& Change settings

Remate

Windows uses the following information to identify your computer

Computer description:

For example; "Kitchen Computer”
Computer”.

DESKTOP-TT14AQK
WORKGROUP

Full computer name:

Workgroup:

To use a wizard to join a domain or workgroup, click
Metwork 10.

To rename this computer or change its domain or
waorkgroup, click Change.

Cancel

or "Mary's

MNetwork 1D...

Change...

Apply

It will display your computer name and click on domain under the member and you will be
prompted to enter the username and password of the domain changes that you are making.
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- ertie *
- - - ] put?
Computer Name/Domain Changes * _:rnote
You can change the name and the membership of this computer
computer. Changes might affect access to network resounces. I
Computer name: lary’s
DESKTOP-TT14AQK |
Full computer name:
DESKTOP-TT14AQK Wware
tel(R)
More... Ek D 50 GH
Member of D0 GB
(®) Domain: |-bi
-bit C
|ign'rte.local | ‘ocess
Windows Security *

Computer Name/Domain Changes

Enter the name and password of an account with permission to
Join the domain.

‘ |_ caer name ‘

‘ Password ‘

OK Cancel

Once, you are done with this, restart your system and you can login with your username and
password to sign in under the domain that you had previously created.
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Other user

yashika

Sign in to: IGNITE

How do | sign in to another domain?

After logging in you can open the command prompt and go too the directory in which your user
is present. Make use of the net user command and mention the user’s name with domain. You
will get details about the user

net user yashika /domain
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“Wsers\yashika»net user yashika /domain
The request will be processed at a domain controller for domain ignite.local.

User name yashika
Full MName yashika
Comment

Password

Password expires
Password changeable
Password required

User may change password

Workstations allowed
Logon script

User profile

Home directory

Last logon

Logon hours allowed
Local Group Memberships

Global Group memberships *Domain Users
The command completed successfully.

C:\Users shika>

Hence here your Active Directory Pen testing Lab is setup and ready to use. Happy Pen testing!
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