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The rapid growth in usage and application of Social Networking (SN) platforms
make them a potential target by cyber criminals to conduct malicious activities such
as identity theft, piracy, illegal trading, sexual harassment, cyber stalking and cyber
terrorism. Many SN platforms are extending their services to mobile platforms, mak-
ing them an important source of evidence in cyber investigation cases. Therefore,
understanding the types of potential evidence of users’ SN activities available on
mobile devices is crucial to forensic investigation and research. In this paper, we
examine four popular SN applications: Facebook, Twitter, LinkedIn and Google+,
on Android and iOS platforms, to detect remnants of users’ activities that are of
forensic interest. We detect a variety of artefacts (e.g. usernames, passwords, login
information, personal information, uploaded posts, exchanged messages and
uploaded comments from SN applications) that could facilitate a criminal
investigation.

Keywords: digital forensics; social networking application forensics; mobile app
forensics; mobile device forensics; Android investigation; iOS investigation;
Facebook forensics; Twitter forensics; LinkedIn forensics; Googlet+ forensics

1. Introduction

Social network applications allow individuals to construct a public or semi-public
profile within a bounded system, articulate a list of other users with whom they share a
connection, and view and traverse their list of connections and those made by others
within the system'. Currently, Facebook is the most popular SN platform with around
1.06 billion active users” followed by Twitter, LinkedIn and Google+. These platforms
provide users with features such as email, blogging, instant messaging and photo
sharing®. Various types of personal information are shared on SN platforms such as
name, date of birth, photos, email addresses, phone numbers and group affiliations,
which could provide crucial information during a crime investigation®. SN sites provide
customised features and interactions according to each user’s personal preferences,
social graph, and the digital mapping of people’s real-world social connections.
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Smartphones, an increasingly popular way of accessing SN services on the go, store
a wealth of personal information. For example, as many as 40% of SN users reportedly
access SN applications through their mobile devices’, and so are cyber criminals®. Not
surprisingly, smartphones have been widely targeted by cybercriminals such as malware
designed to steal users’ private data’ °. Rapid changes in mobile device technologies
and the wide range of mobile operating platforms and devices compound the challenges
in a forensic investigation'®. At the time of research, Android with 51.5% market share
and Apple’s i0S with 42.4% market share are the most popular mobile platforms''.
Therefore, it is important for law enforcement and the forensic communities to keep
pace with technologies'? '*.

In addition to a criminal investigation, forensic investigation of SN applications
may also be required in a civil litigation or a corporate disciplinary investigation of
employees suspected of breaching company policies'>'. However, there do not appear
to be any commonly used guidelines specifically related to investigation of SN mobile
applications®'”.

1.1. Related Work

There are three methods for acquiring data from a smartphone: manual acquisition,
logical acquisition and physical acquisition'®. During manual acquisition, data are
retrieved by copying a log of the actions taken on the device'® and copying existing
application data®®. Casey®' describes logical acquisition as a bitwise copy of files and
directories that contains timestamp and location of resident files within the filesystem
of the device. Logical acquisition is classified into the following categories: copying
files and folders, partition imaging, content provider and recovery mode data
collection®? %, In the physical acquisition, a bitwise copy of the internal memory of
the device would be acquired, which normally includes deleted data.

Physical acquisition of Android devices is generally performed using dd, JTAG,
physical extraction and DMD. Logical acquisition of Android devices can be conducted
by either using mobile forensic tools such as Cellebrite UFED or by booting into
recovery mode. Lessard and Kessler” performed physical acquisition by gaining supe-
ruser access and using dd on an ADB shell to retrieve images of each mtd file present
in the ‘/dev/mtd’ directory, and logical acquisition using Cellebrite UFED to extract
data from the ‘/data/data’ directory of a HTC Hero running Android 1.5. Vidas er al.**
used the booting into recovery mode method to perform logical acquisition. JTAG and
physical extraction methods are useful when performing logical acquisition is not
possible, while booting into and collecting data in the recovery mode can be used when
the device is powered off and the analyst wishes to avoid powering on the device.
Sylve et al.®® used the DMD method to perform physical acquisition of a rooted HTC
Android device. Son et al.*® utilised JTAG and recovery mode data collection methods
to perform physical and logical acquisition of rooted Samsung devices running Android
platforms, and concluded that both methods to acquire similar data. Do et al*’
proposed an adversary model for Android covert data exfiltration which was then used
to build a mobile data exfiltration technique (MDET). In this model, common commu-
nication mediums found on almost all mobile devices are used to obtain sensitive data
from Android devices in a covert manner. The authors also developed two proof-
of-concepts that use SMS and audio to exfiltrate data from Android devices.

With older iOS devices, physical acquisition can be conducted using the dd method,
and logical acquisition is performed using Apple’s iTunes. Zdziarski*® acquired a
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physical image of an iPhone 3G by booting it with a recovery toolkit called
iLibrary+version 1.6, which enables the acquisition of a bitwise copy of the memory
image using the dd command. Hoog and Gaffaney® performed physical and logical
acquisitions on an iPhone 3GS (2.2 firmware) using iTunes backup and Zdziarski’s
physical dd method and concluded that Zdziarski’s method is more accurate in terms of
case of installation and integrity of acquired data. Morrissey and Campbell*® also used
the iTunes backup to perform logical acquisition on iPhone 2G and 3GS and recovered
artefacts of call logs, address book, cookies, logs, geolocation data, web browsing,
SMS/MMS, multimedia and application data. Bader and Baggili’' used the iTunes
backup to perform a logical acquisition on an iPhone 3GS and classified the collected
files into three categories: pList files, which store data in plaintext format; mddata files,
which store data in a raw binary format; and mdinfo files, which store encoded meta-
data of the corresponding mddata files. Bader and Baggili®' claimed that evidential data
from iPhones were mainly obtained using logical acquisition as they are more compli-
ant to forensic standards (NIST, 2014). However, they also noted several limitations in
using logical acquisition such as limitation of interaction with iTunes versions prior to
8.2 for iPhone versions 3GS or higher.

Proffitt®” stated that frequent changes in security mechanisms employed by iOS
devices can make the task of acquiring a forensically sound image more challenging.
For instance, the employed security methods on iOS version 3 and iOS version 6 are
so different that methods used to acquire an image from iOS 3 do not work on iOS 6.
For example in another related work, Al Mutawa ez al.*® extracted a database file from
the Facebook application on an iOS 4 device, which was not found on iOS 6 devices™*.
Ariffin et al.* also explained the complexity of retrieving unallocated and encrypted
data from i0OS devices and presented an acquisition method for recovering deleted
image files from the iOS journaling system in iPhone 3GS and 4, which may not work
for newer i0OS devices.

Jung et al’® investigated Cyworld, Me2Day, Yozm, NateOn UC, KakaoTalk,
MyPeople, Twitter and Facebook applications for iOS version 3.x and 4.x, and using
the logical acquisition technique, they recovered multimedia images, user-driven social
media attributes and geolocation data. In another work, Said er al’’ investigated
Facebook and Twitter apps on iPhone 3GS, BlackBerry Bold and Samsung Omnia II
and extracted friends lists and birthday notifications. Tso et al>® analysed Facebook,
WhatsApp Messenger, Skype, Windows Live Messenger and Viber applications on an
iPhone 4 running iOS version 4.3.5 and extracted users’ personal data, messages, con-
tact lists and posts from backup folders. Al Mutawa et al.*® investigated Facebook,
Twitter and MySpace applications on an iPhone 4, Blackberry Torch 9800 and
Samsung GT-i19000 Galaxy S and extracted users’ personal data, uploaded photos and
posted comments. Quick and Choo®*™*' recovered users’ personal data, login informa-
tion, downloaded files, uploaded files and deleted files of Dropbox, SkyDrive and
GoogleDrive cloud client applications from an iPhone 3G running iOS 4.2.1.
Anglano*? extracted a variety of artefacts such as the contact list, exchanged messages,
deleted contacts, and deleted messages of the WhatsApp instant messaging application
from a virtualised Android device on YouWave.

To the best of our knowledge, there are very limited works on the investigation of
SN platforms on mobile devices. To contribute to this framework, we also adopt a
framework based on Refs.*’ and** to guide our investigation of the SN applications,
namely Facebook, Twitter, LinkedIn and Google+ applications on both Android and
iOS platforms.
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1.2. Research questions and contributions

To address the aforementioned gap, the following research questions will be answered
in this paper.

(1) What artefacts of forensic value remain on Android internal memory and internal
storage from using the Facebook, Twitter, LinkedIn and Google+ applications?

(2) What artefacts of forensic value reside on iOS internal storage from using the
Facebook, Twitter, LinkedIn and Google+ applications?

(3) What network traffic artefacts can be detected when users are using the Facebook,
Twitter, LinkedIn and Google+ applications on Android and iOS platforms?

The main contribution of this research is a systematic way of recovering artefacts
of users’ activities within SN applications and examining their forensic values. This
paper may serve as a guideline for forensic practitioners during investigation of SN
platforms including Facebook, Twitter, LinkedIn and Google+, on both Android and
iOS platforms.

1.3. Investigation framework

Using ad hoc processes and tools to extract digital evidence can jeopardise the integrity
and credibility of evidence®. Therefore, we adopt an investigation framework in this
research (similar to the approach undertaken by Martini and Choo®>*®, Martini
et al.">**" and Quick and Choo”® *!.

McKemmish*® described forensic investigation in four stages: identification,
preservation, analysis and presentation of digital evidence, which is similar to the four-
stage NIST guidelines for mobile device forensics*® and the four-stage cloud forensic
framework®®. In this paper, we adapt these frameworks to guide our mobile device
investigation. The integrated investigation framework comprises the following.

(1) Identification and collection. Evidence was collected from the internal storage
and internal memory of the mobile device and the network traffic was monitored.
In our context, a Samsung Galaxy Tab II running Android version 4.2 and the
internal storage of an Apple iPhone 5s running iOS version 7.1.2A bit-for-bit
image of the internal memory and the internal storage of the Android device was
acquired. On the i0OS device, a backup of the internal storage using Apple’s
iTunes version 11.3.1 was acquired. Generated network traffic of user SN
activities with both smartphones was captured using Wireshark version 1.4.4.

(2) Preservation. MD5 and SHA1 hash values of each acquired file were calculated
and, subsequently, verified so that we can detect any modification. In our
investigation, the comparisons of hash values and timestamp metadata of files
uploaded and then downloaded through Facebook, Twitter, LinkedIn and
Google+ applications on both Android and iOS platforms revealed that the
process of downloading files modifies file content and timestamps, as shown in
Table 1. As expected, created, modified and last accessed timestamps of the
downloaded file are matched to the timestamps of the destination folder on the
smartphone following iOS and Android file system rules. Furthermore, since SN
platforms are utilising resizing and compression algorithms during uploading
files, the hash value of downloaded files differs from that of the original files.
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(3) Examination and analysis. Collected data from internal memory and internal
storage of the devices was examined to determine possible data remnants of using
the Facebook, Twitter, LinkedIn and Google+ applications on Android (refer to
Section 3) and i0S (refer to Section 4), and to answer the first and the second
question of this research respectively. Lastly, analysis of network capture files
(refer to Section 5) will answer the third research question.

(4) Presentation. A summary of findings and their forensic values are presented at
this stage, as explained in Section 6 of this paper.

1.4. Outline

This paper is organised as follows: Section 2 describes the process of experiment setup
and lists the tools and equipment used during this research. Sections 3 and 4 outline
the analysis of the mentioned SN applications on Android and iOS devices respectively.
Section 5 contains the examination of network traffic on both Android and iOS plat-
forms. Finally, we conclude the paper with a summary of the results.

2. Experimental setup

A Samsung Galaxy Tab II running on Android 4.2 and an iPhone S5s running on iOS
7.1.2 were examined in this research. Both devices were wiped and restored to the
default factory settings. The Facebook, Twitter, LinkedIn and Google+ applications
were downloaded and installed through Play Store version 5.2.13 for Android and the
built-in App Store on iOS. Two accounts were created (‘bt.enron@gmail.com’ on
Android and ‘bs.enron@gmail.com’ on iOS) to conduct a total of five experiments on
each platform to analyse Facebook, Twitter, LinkedIn and Google+. Each experiment
includes five activities to mimic user attempts to login to the app, modify personal
information, upload posts, exchange messages and upload comments. While these
actions were being undertaken, Wireshark was running to capture the network traffic.
The EDRM Enron Email data-set* was used to facilitate the research activities.

On the Samsung Galaxy Tab II, upon completion of each activity, a bit-for-bit
image of the internal memory and internal storage was acquired using the dd command
in Kali Linux version 1.1.0. Similarly, on iPhone 5s, a logical backup of internal stor-
age was acquired upon completion of each activity, using Apple’s iTunes version
11.3.1. Afterwards, MDS5 and SHAT1 hash values of the collected data were calculated
using the md5sum and shalsum commands built in to Kali Linux. The list of devices,
applications and tools that are used in this research are provided in Table 2. AccessData
FTK version 3.1.2 and HxD Hex Editor version 1.7.7.0 were used to analyse bit-for-bit
images and iBackupBot version 5.1.9, Plist Editor for Windows version 1.0.1 and
SQLite Database Browser version 1.3 were utilised to analyse the iOS backup files.
Moreover, DCode software version 4.02 was used to decode the iOS backup files’
timestamps.

A total of 20 physical images of Android internal memory, 20 physical images of
Android internal storage, and 20 network captures of Android activities were created.
Similarly, a total of 20 backups of iOS internal storage, and 20 network captures of
i0S activities were created. The activities are named as Type of Device (A for Android
and i for i0S), followed by Type of SN platform (F for Facebook, T for Twitter, L for
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Table 2. Devices, applications and tools used.

Devices, applications and tools Specification

iPhone 5s iOS version 7.1.2

Samsung Galaxy Tab II Android version 4.2

Facebook Application version 4.3 for i0S, version 18.0.0 for Android
Twitter Application version 3.2.2 for i0S, version 5.30.1 for Android
LinkedIn Application version 1.1 for i0S, version 3.4.2 for Android
Googlet+ Application version 3.1.1 for i0S, version 4.6.0 for Android
AccessData FTK version 3.1.2

HxD Hex Editor version 1.7.7.0

iBackupBot version 5.1.9

Plist Editor for Windows version 1.0.1

SQLite Database Browser version 1.3

iTunes version 11.3.1

Wireshark version 1.10.1

DCode version 4.02

LinkedIn and G for Googlet) followed by a sequential number. For example, AF1
represents the first Facebook experiment on the Android platform. Tables 3 and 4 show
details of experiments conducted on the Android and iOS platforms.

3. Findings of the Android investigations

This section explains the analysis of the internal memory and internal storage of a
Samsung Galaxy Tab II to determine data remnants after performing login, modifying
personal information, uploading posts, exchanging messages and uploading comments
activities in each of the Facebook, Twitter, LinkedIn and Google+ applications. In order
to perform the analysis of internal memory and internal storage, each of the images
were opened in AccessData FTK and HxD Hex Editor. The hex editor functionality
allowed us to view the acquired images. The analysis was performed manually on each
file to identify the file types, determine the headers and signatures of the files, search
for related SN data, and determine the location of stored artefacts. Several keywords,
such as usernames, uid, name and email address, were used to facilitate the searching
of each file in order to detect SN artefacts. Further explanation on the process of analy-
sis and the findings of the examination are provided in the following subsections.

3.1. Login information

Logging in to the Facebook app would leave the username (in this case
bt.enron@gmail.com) in internal memory which can be detected by searching for
‘www.facebook.com’ as shown in Figure 1. Utilising this username and further search-
ing the internal memory led to the identification of assigned Facebook UID and the
timestamp of the last login to the application.

Similar to Facebook, searching the internal memory with ‘www.twitter.com’, ‘Www.
linkedin.com’ and ‘www.plus.google.com’ keywords revealed the username, UID, and
last successful login time of the respective application. However, no trace of the user
password could be detected in the internal memory, for any of these platforms.
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Table 3. User details and sample data for Android experiments.

SN applications on the Android
device

Performed activities on the SN applications

Facebook (AF1-AF5)

Twitter (AT1-AT5)

LinkedIn (AL1-ALS)

Googlet+ (AG1-AGS5)

AF1. Login username: bt.enron@gmail.com, password:
hockey1*

AF2. Modify personal info (Name: Barry Tycholiz, Friend:
Hrap Gerry)

AF3. Upload post (Content of Email ‘End of Year Party’)
AF4. Exchange messages (Content of Email ‘Hockey on
Thurs’)

AF5. Upload comment (Content of Email ‘Dinner
Invitation”)

AT1. Login username: bt.enron@gmail.com, password:
hockey1*

AT2. Modify personal info (Name: Barry Tycholiz, Friend:
Hrap Gerry)

AT3. Upload post (Content of Email ‘Hockey on Thurs’)
AT4. Exchange messages (Content of Email ‘Kern River
637%)

ATS. Upload comment (Content of Email ‘Trip to Russia’)

AL1. Login username: bt.enron@gmail.com, password:
hockeyl*

AL2. Modify personal info (Name: Barry Tycholiz, Friend:
Hrap Gerry)

AL3. Upload post (Content of Email ‘Hockey and Lunch’)
ALA4. Exchange messages (Content of Email ‘Kern River
637%)

ALS. Upload comment (Content of Email ‘Hockey and
Lunch’)

AG1. Login username: bt.enron@gmail.com, password:
hockeyl*

AG2. Modify personal info (Name: Barry Tycholiz, Friend:
Hrap Gerry)

AG3. Upload post (Content of Email ‘Trip to Russia’)
AG4. Exchange messages (Content of Email ‘Hockey on
Thurs’)

AGS. Upload comment (Content of Email ‘Trip to Russia’)

3.2.  User profile information

When analysing the Facebook app, investigation of the internal storage was
undertaken using the previously identified username as a keyword. We were able to
identify date of birth, location, work and education background, email addresses,
phone numbers and interests of the last logged in user, as shown in Figure 2. More-
over, the user’s friends list, which includes the names and email addresses of the
user’s friends accompanied by URLs of their profile pages, are detectable as shown

in Figure 3.

Investigation of users’ profile information in the Twitter, LinkedIn and Google+
apps with the usernames identified in the previous section for each application, also
resulted in discovery of the user’s name, date of birth, biography, location, email
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Table 4. User details and sample data for iOS experiments.

SN applications on the iOS

device Performed activities on the SN applications

Facebook (iF1-iF5) IF1. Login username: bs.enron@gmail.com, password:
hockey1*
IF2. Modify personal info (Name: Brian Stone, Friend: Jerry
Strange)

IF3. Upload post (Content of Email ‘Great trip”)

IF4. Exchange messages (Content of Email ‘Hockey on
Thurs’)

IFS. Upload comment (Content of Email ‘Dinner Invitation”)

Twitter (iT1-T5) 111T1i(L01g>:n username: bs.enron@gmail.com, password:
ockey
IT2. Modify personal info (Name: Brian Stone, Friend: Jerry
Strange)
IT3. Upload post (Content of Email “Trip to Russia’)
IT4. Exchange messages (Content of Email ‘Kern River 637°)
IT5. Upload comment (Content of Email “Trip to Russia’)

LinkedIn (iL1-iL5) 111L1i(L01%§n username: bs.enron@gmail.com, password:
ockey

IL2. Modify personal info (Name: Brian Stone, Friend: Jerry
Strange)
IL3. Upload post (Content of Email ‘Hockey and Lunch’)
IL4. Exchange messages (Content of Email ‘Kern River 637°)
IL5. Upload comment (Content of Email ‘Hockey and
Lunch’)

Googlet+ (iG1-iG5) LG]I.( Lolgkin username: bs.enron@gmail.com, password:
ockey

IG2. Modify personal info (Name: Brian Stone, Friend: Jerry
Strange)
IG3. Upload post (Content of Email ‘Trip to Russia’)
1G4. Exchange messages (Content of Email ‘Hockey on
Thurs’)
IG5. Upload comment (Content of Email ‘Trip to Russia’)

address, work background, connections, friends list and URLs to each friend’s profile
picture for respective applications in the internal storage.

3.3. Uploading posts

The investigation revealed that posts uploaded using the Facebook application, and
their corresponding timestamps, are detectable in the internal storage in plain text and
can be recovered by searching for the user’s UID, username or registered name (in this
case bt.enron@gmail.com and Barry Tycholiz), as shown in Figure 4.

UID, username and registered name were also used in investigations of Twitter,
LinkedIn and Google+ to detect uploaded posts, sent Tweets and corresponding times-
tamps within the internal storage.
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Figure 1. Facebook login artefact in Android.
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Figure 2. Facebook user’s personal information artefact in Android.

3.4. Messaging

As shown in Figure 5, examination of the Facebook application revealed instant
messages sent and received by the user, UID and name of the party who has received
the message, along with timestamp metadata. These artefacts remain in the internal
storage in plain text, and can be retrieved from the internal storage using UID, name,

or username as search keywords.

When analysing Twitter, LinkedIn and Google+ apps, searching the internal storage
with the user’s UID, name, or username would result in locating the instant messages
sent and received by the user, UID and name of the party who has received the

message, along with timestamp metadata.
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Figure 3. Facebook friend list artefact in Android. (The user’s friend was identified as ‘Hrap
Gerry’ with email address ‘hg.enron@gmail.com’.)
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Figure 4. Facebook uploading posts Artefact in Android.

3.5. Uploading comments

The Facebook app stores comments uploaded or received by the user on the internal
storage in plain text, along with the upload time, as shown in Figure 6. These artefacts
contain the information of the person who has uploaded the comment, the relevant post
that the comment was posted on, and the content of the comment itself, and can be
recovered from the internal storage with a search for the UID, username, or email
address of the user.

Similarly, searching the internal storage with the user’s UID, username, and email
address revealed the uploaded comments and timestamp metadata for Twitter, LinkedIn
and Google+.
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Figure 5. Facebook instant messaging Artefact in Android.
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Figure 6. Facebook uploading comments Artefact in Android.

4. Findings of the iOS investigations

This section explains the analysis of acquired iOS backup files to determine the data
remnants after performing login, modifying personal information, uploading posts,
exchanging messages and uploading comments in the Facebook, Twitter, LinkedIn and
Google+ applications. In order to perform the analysis of iOS backup files, a tool called
iBackupBot was utilised. The analysis was performed manually on each file to identify
the file types, determine the headers and signatures of the files, search for related SN
data and determine the location of stored artefacts. The backup files contained several
files with the .plist and .sqlite formats. Plist editor was used to view the .plist files
content and SQLite Database Browser was utilised to open the .sqlite files. Several
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keywords, such as usernames, uid, name and email address, were then used to search
each file in order to detect SN artefacts. Further explanation on the process of analysis
and the findings of the examination are provided in the following subsections.

Login information

Searching in acquired backup files using ‘www.facebook.com’, ‘www.twitter.com’,
‘www.linkedin.com’ and ‘www.plus.google.com’ revealed the username, UID and
timestamp of the last successful login for each platform as shown for Facebook in
Figure 7. These artefacts were located in the ‘com.facebook.Facebook.plist’, ‘com.ate-
bits. Tweetie2.plist’, ‘com.linkedin.LinkedIn.plist’ and ‘loggedInUserKey.plist’ files for
Facebook, Twitter, LinkedIn and Google+ respectively. However, no password remnant
could be detected for any SN platform within the acquired backup files.

User profile Information

The acquired backup files were investigated using the UID and username for each SN
platform. The Facebook app would leave the user’s friend list, phone number, email
address, age, place of work, city of residence, interests and GPS location in the
‘kFBPrivacySettingCachedSettings-1401330084.plist’ file. The Twitter app would leave
the user’s name, email address, place of work, biography, location, followers list, peo-
ple followed by, URL pointing to user’s profile picture, along with the username and
email address of the other Twitter accounts that the user is following or being followed
by in the ‘app.acct.bsenron.typeahead users.plist’ file. In the LinkedIn app, artefacts
including the user’s name, email address, employer and position, along with a URL
pointing to the user’s profile picture were detected in the ‘com.linkedin.LinkedIn.plist’
file as shown in Figure 8. Users’ LinkedIn connections, listed skills, resume, email
addresses, connections and URLs showing the profile picture of each connection were
extracted from the ‘LINUSStreamV2CacheKey.plist’ file. The Googlet+ app left the
user’s name, email address and a URL redirecting to the user’s profile picture in a file
named ‘loggedInUserKey.plist’.

L Domain-com facebook Facebook/LIBTaRIPreerencesleom facebOok Facebook pIt . W
HE 90 A H @
[ XML View | List View
Key Type Value
=-Root dict
APNSDeviceToken data
APNSPushRegistrationAttemptTakenPlace boolean true
APNSRemoteMotificationType integer 7
DeviceAttributionObjectsKey dict
DevicelnsightsAttributionExpiryKey date 2014-08-16T05:59:25Z
DevicelnsightsPreviousAdvertiserlDKey sting  BEBS9E72-663D-44B5-A1F7-E3492023C8C8
FBBackgroundCrashCountKey integer 0
FBForegroundCrashCountKey integer 0
FBLastLoginEmail string  bs.enron@gmail.com
+-FBLoggedOutGatekeeperCacheKey dict
FBLoginUUID string  4DO7EE3F-85FE-4F04-8EBA-1BA4D936BA2C

Figure 7. Facebook login artefact in iOS.
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Figure 8. LinkedIn user’s personal information Artefact in iOS.

Uploading posts

Investigation of backup files using the user’s name and email address revealed that the
Facebook app leaves URLs showing public posts uploaded by the user in a file named
‘com.facebook.Facebook.plist’. The contents and timestamp of sent tweets in the Twitter
app are left in a file called ‘com.atebits. Tweetie2.plist’. In the LinkedIn app, uploaded
posts remain in a file named ‘liv2profile325446726.plist’, as shown in Figure 9. In the
Google+ app, a SQLite file named ‘MediaUploader d9a336d6e29858¢450949fcfOb-
b662b2° was detected, containing URLs pointing to pictures posted by the user along
with their timestamps and hash values.

Messaging

Investigation of backup files using the UID, name and email address of the user
revealed that the Facebook app leaves message content in a file named ‘Dynamic
Dictionary.dat’. This file holds snippets of text that the user types using the device’s
keyboard. Moreover, the time of the last inbox update, which indicates the last message
received, can be retrieved from the ‘com.facebook.Facebook.plist’ file. The Twitter and
LinkedIn apps also reveal the content of messages sent by the user (in this case Brian

00002C40 73 74 72 69 6E 67 3E 43 68 65 63 6B 20 €F 75 74 string>Check out
00002C50 20 74 68 69 73 20 rS 70 64 61 74 65 20 €6 72 &F (A dERupdate fr
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00002C70 PO 74 68 61 6E 6B 73 20 66 6F 72 20 74 &8 &5 20 thanks for the
00002C80 |67 61 €D 65 20 79 65 73 74 65 72 64 61 79 2E 2H [EEEREEIA SR
00002C30 RE 20 &1 6E 20 6C 75 BE 63 68 2E 20 69 20 7Y |EEI{EEEIiTo S}

00002CA0 |GE 64 65 72 73 74 61 6E 64 20 74 68 61 74 20 4% derstand that I
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00002CCO [72 20 €9 6E 20 6D 72 20 63 61 6C 63 75 6C 61 74 |aEeBeR O N-EREaiRE s
00002CD0 |62 6F €E 2E 20 73 6F 75 6E €4 73 20 6C €9 6B €5 |pReMECIshLENRER <
00002CE0 PO 39 35 20 77 61 73 20 74 68 65 20 72 69 67 68§ 95 was the rig
00002CFO0 [74 20 €E 75 6D 62 65 72 20 6E 6F 74 20 31 30 3§ |sEBsibiulelhain Tel=puiil]
00002D00 R0 66 6F 72 20 74 68 65 20 74 6F 74 61 6C 2ﬂ_§E for the total.

00002D10 2F 73 74 72 69 6E €7 3E OA 09 09 09 09 09 09 09 /string>........

Figure 9. LinkedIn uploading posts Artefact in iOS.
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Stone) in the ‘DynamicDictionary.dat’ file as shown in Figure 10. The Google+ app
did not leave any artefacts with forensic value relevant to messages sent and received
by the user that we could detect in the i0S backup files.

Uploading comments

Investigation of i0OS backup files using the user’s UID, name and email address
revealed that the Facebook app leaves URL artefacts showing comments uploaded on
public posts in the ‘com.facebook.Facebook.plist’ file. The Twitter app leaves detect-
able content of uploaded comments in the ‘DynamicDictionary.dat’ file. As shown in
Figure 11, the LinkedIn app would leave the full content of uploaded comments,
upload time, comments received by the user and the name of the other users (in this
case Jerry Strange) who commented on posts uploaded by the user (Brian Stone) in the
‘liv2profile325446726.plist’ file. Examination of iOS backup files in relation to com-
ments uploaded by the user of the Google+ app did not result in detection of any arte-
facts with forensic value.

5. Network traffic analysis

When accessing the Facebook, Twitter, LinkedIn and Google+ applications, a session
would be established over TCP port 443. Facebook’s SSL certificates for api.facebook.-
com and LinkedIn’s SSL certificates for api.lcdn.com are issued by DigiCert, while
Twitter’s SSL certificates for api.twitter.com and Google+ SSL certificates for api.plus.-
google.com are issued by Verisign. A session with Google Analytic services is
established during the sign-in process for all four applications.

All application layer data are encrypted with TLSv1.2 protocols. Therefore, only
the user’s IP address, domain name of connected SN sites and corresponding session
timestamps can be determined from network traffic. However, the corresponding times-
tamp can be used as an aid in timelining user activities. Figure 12 shows the network
packet containing Facebook’s SSL certificate from DigiCert and Facebook’s application
data encrypted using TLSv1.2.

00000040 74 65 63 74 75 72 65 00 03 00 61 72 6F 75 6E 64 tecture...around
00000050 00 01 00 61 73 €B 00 01 00 61 74 74 65 6E €4 00 ...ask...attend.
00000060 01 00 61 75 74 68 65 6E 74 69 63 €1 74 69 6F 6E ..authentication

Figure 10. Twitter instant messaging Artefact in iOS.
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000041D0 09 09 09 3C 73 .+ «<String>elels]
000041E0 |GE 6F 74 20 6D not matter, and
000041F0 [18 6F 75 72 20
00004200 [78 74 20 74 &% IXxC time let me ¢
00004210 |6F 75 6E 74 2

00004220 3E 0A 09 09

=]
w

Figure 11. LinkedIn uploading comments Artefact in iOS.

https://t.me/learningnets



F. Norouzizadeh Dezfouli et al.

16

“JoeJalIe OUJel) JIOMIOU J00qade,] ‘g I3

Jad1bip” €4 §9 £E9 69 /9 69 ¥9 3T L. JZ LZ OT £T 90 #0 SS 0910
L ) €0 90 T Of 6T Tf €9 @9 6% 0Z v. 2. S9 €F 69 L9 O0OSTO
[ 1e Bl s It 69 ¥¥ 20 ET B0 +¥0 SS €0 90 £T Of ST TE €S SS Z0 OFI0
TTURTTC0 €T 90 v0 S5 £0 90 60 Of QO TE 99 Of ®S Of Of Of Of1I0
000E0YOT OE Ot OF EE OFf ¥E OFE 2 ZFf PO LT ®BS Of Of Of Of OZT0
ZTZ0V080 €€ T€ ZE OF ¥E Of BE Of PO LT 2T Of TI¥ £v 0Z ¥/ OTIO
0oy A3 @ 49 49 Z6 0Z 95 S¥ OZ S9 £9 99 19 I/ S/ £ €4 Tr 00T0
ybLH 14 0Z 89 {9 69 B8F O ¥#L &L S9 EF 69 L9 69 ¥F IZ ET 0J00
“ncc(o+ €0 ¥0 S5 E0 90 62 OFE QZ TE P9 J9 £9 37 ¥ TL 59 0300
JLbLpmm M- on e €9 69 /9 69 ¥9 9% LL KL LL 0T ET Q0 w0 SS €0 90 OPOO
"0°Tour 14321610 LT OE 6T TE €9 39 6F 02 ¥ Z. S9 £E¥ 69 /9 69 vF 0300
tttpttt 9TIsNtCt 20 ET B0 #0 SS EO 90 £T Of ST TE £S €S Z0 €1 90 0900
LR I o 1+ R 0 SS £0 90 60 Of Q0 TE 29 Of 00 SO SO TO TO PO 0®OO

OTPT :ud1 ‘STZ 32V ‘ITpT :bas ‘(T18TZ9) T8TZ9 :1Jod 1sa '(Ery) Evv
(r8°T°89T°26T) 8 T°89T Z6T 150 ‘(T'L9°ET TE) T L9°ET'TE :2J4S ‘¥ UDLSJSA L03010Jd 1BUJIIUT
(PT:8R:ZP:Q9:p6:8S) PT:8B:IZP™JOD|PIUI :150 ‘(BI:SZ:I9E:0Z:/6:26) B9:SZIOET0DLUYIAL :DJS ‘II 1dUJaYl3

0 @JBJIAIUL UO (S1LQ ZTZTIT) paunided $31Aq ¢9vT ‘(511G ZTLIT) 2J41M U0 S31Aq OPT :/SHZ AwWeJd

B1eg uoLledL|ddy 66 2 TIASIL
e1Eg uoLledL|ddvy Tey Z'TASTIL
eieg uopiedt|ddv 66 Z°TASIL
0=Ud7 QOZET=UIM GFPET=X2V 665E=b35 [WIW] TBTZ9-Evw ¥S doL
0=U37 PREIT=UIM ZEF=0V 66SE=bas [¥ow] TETZ9-Ert ¥ doL
0=U37 PREST=ULM [EF=20V 66SE=Das [MOv] T8TZO-Evy #S dJL

e1eg uoliedt|ddv /ZT T TASTIL
abessaW ayeyspueH paidAuoul ‘dads Jaydyd abueyd ‘19DLL UOLSSAS MAN ZTE 2 IASIL

0=U37 FREGT=ULM OBE=XDv §9ZE=bas [Wov] I8TZ9-Er ¥S dJL
[nad pa|lquassea. e jo uawbas d4d1] [J9pJo-40-1N0 dOL] +9+T ddL

0=Ua7 09EST=ULM 8TZ=42V T=bas [wdv] TRIZ9-EFF ¥S ddL

143y paidAioul sg Z'TASTIL

e1eg uoLledy|ddy 66 2 TIASTIL
0=u31 EPOT=ULM BBTZ=}IV 8699=bas [WIW] E€96TI-EvF S doL

e1Eg uoliedl|ddv TOT Z°TASIL
e1eg uoLledLiddy TeeT 7 TASIL
oy wbuel  od0j01g

¥8'T
8T
¥E°T
8T
¥E'T
L
¥8'T
¥8°T
¥8°'T

¥8 T

¥8'T
¥E'T
8T
¥E'T
tR'T

"BOT Z6T
"BIT 6T
"B9T°Z6T
"B9T°Z6T
"BOT Z6T
"BOT Z6T
"BOT Z6T
"BOT Z6T
"BOTZ6T

"BOTZ6T

"89T°Z6T

"BOTZ6T
"BOTZ6T
"BOT Z6T
"BOTZ6T

"RAT7RT
uoneunsAq

1140d 245 '|020104d |OJIUOD UOLSSLWSUBIYL |

T L9 ET TE OBLEWES "FE
T'E9°ET TE OLO6TEOF " CE
T L9 ET"TE 0SZ00E2 " 2E
T L9°ET TE OV966ET "ZE
T L9 ET"TE 0OVTLZT "2E
T L9 ET TE 05S9TLZT "ZE
T L9°ET TE 06L9TTZ "ZE
T L9 ET TE OBTITIZ "ZE
T L9 ET TE OTFSTIZ "ZE

T L9 ET TE OFT9ZOT "ZE

T°/9°EL1"TE OV9EZIT ZE

T°L9°ET"TE OOBOEFDO "8
T L9°ET TE 0OOFTIFOO "8
T°L9°ET TE 000B0F00 8
T°L9°ET TE O09E6ZBT 9

T°/9°FI°TF ON7CR7RIT O
3nog ET

.

.

+

=

S¥52
L T4 4
Zive
TivZ
0Lve
69¥Z
£9%2
99¢¥Z
59¥Z

LS¥PT

L4304

i
‘oM

GTOZ snBny TT 90:T0 ® [Asieniun adenwdeH] Aq pepeojumoq

ingnets

/lt.mellearn

https



Downloaded by [Hacettepe University] at 01:06 11 August 2015

Australian Journal of Forensic Sciences 17

Table 5. Summary of findings from investigation of SN applications on Android and iOS
platforms.

Facebook Twitter LinkedIn Google+

Android i10S  Android iOS  Android iOS  Android iOS

Login v v v v v v v v
Username v v v v v v v v
Password X X X X X X X X
Name v v v v v v v v
Contact information v v v v v v v v
Profile picture v v v v v v v v
Work and education v v v v v v v X
Location v v v v v v v X
Friend list v v v v v v v X
Posts v v v v v v v v
Messages v v v v v v v X
Comments v v v v v v v X
IP address v v v v v v v v

6. Concluding remarks

Investigations of the Facebook Android app showed that the username, assigned UID
and time of last successful login could be recovered from the device’s internal memory.
The user’s name, email address, phone number, profile picture, work and education
background, location, friend list, posts, messages, comments and timestamp metadata
could be found in the device’s internal storage. The Facebook application would leave
in i0S backup files the username, assigned UID, name, email addresses, phone num-
bers, profile picture, work and education background, location, friend list, posts, content
of messages, comments and timestamp metadata for last successful login, uploaded
posts, uploaded comments and the last time the user’s inbox was updated.

The Twitter app for Android leaves the assigned UID and time for last successful
login on the device’s internal memory, and the user’s name, email address, phone num-
ber, profile picture, work and education background, location, friend list, posts, mes-
sages, comments and timestamp metadata on the device’s internal storage. The Twitter
app for iOS leaves in the iOS backup files the username, assigned UID, name, email
addresses, phone numbers, profile picture, work and education background, location,
friend list, content of the tweets, content of the messages and comments, and timestamp
metadata for successful login and recent tweets.

The remnants of the Android LinkedIn application found on the device’s internal
memory are the username, assigned UID and time for the last successful login, and arte-
facts found in the Android internal storage are the user’s name, email addresses, phone
numbers, profile picture, work and educational background, location, friend list, posts,
messages, comments and timestamp metadata on Android internal storage. Remnants of
the LinkedIn application to be found on iOS backup files include the username, assigned
UID, name, email addresses, phone numbers, profile picture, work and education
background, location, friend list, posts, comments, content of messages, and timestamp
metadata for the last successful login, uploaded posts and uploaded comments.

The remaining artefacts of Android’s Google+ application are the username,
assigned UID and the time for last successful login on the device’s internal memory;
and the user’s name, email address, phone number, profile picture, work and education

https://t.me/learningnets



Downloaded by [Hacettepe University] at 01:06 11 August 2015

18 F. Norouzizadeh Dezfouli et al.

background, location, friend list, posts, messages, comments and timestamp metadata
on the internal storage. On 10S, the Google+ app leaves the username, assigned UID,
name, profile picture, email addresses, phone numbers, pictures uploaded in posts and
timestamp metadata for the last successful login.

A summary of findings from our investigations is presented in Table 5.

In this research we have adapted the cloud forensic framework of Martini and Choo**,
which integrates both McKemmish ** and Ayers et al.*® general digital forensic frame-
works, to guide our investigations. Using our case study applications, we have demon-
strated the utility of the framework for non-cloud investigations. We also believe that the
framework of Martini and Choo** could be used to investigate other similar smartphone
platforms. However, the reported findings are likely to differ between applications and
platforms. For example, different smartphones use different operating systems (or differ-
ent versions) and differences in operating system structure and file types may affect the
type and amount of artefacts that could be recovered. Smartphone applications are also
constantly being updated by their vendors, which will change the structure, functionality
and features of newer applications. Therefore, this could affect the type and amount of
artefacts that could be recovered. Tools would also have to keep pace with hardware and
software changes, which could result in different artefacts recovered. Therefore, future
research would include extending this research to other newer applications such as games,
health, instant messengers, cloud storages and banking, and newer smartphone platforms,
which would allow us to have an up-to-date forensic understanding.
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