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The learning objectives of this module are:

> LO#01: Implement application whitelisting and blacklisting

> LO#02: Implement application sandboxing

> LO#03: Implement application patch management

> LO#04: Implement web application firewalls (WAFs)

Learning Objectives
An outdated or insecure application installed on a system can pose a serious security threat and,
in turn, affect network security. Network defender must manage the security of the deployed
applications and constantly monitor, patch, and upgrade the installed applications. The learning
objectives of this module are as follows:

Implement application whitelisting and blacklisting

Implement application sandboxing

Implement application patch management

Implement web application firewalls (WAFs)
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Application Security Administration C ND
CxMW |Mwrt Itatadn

-I Application security administration involves a set of actions for managing and administrating the security of the applications
installed on an organization's computers and networks

Application Security Administration Responsibilities

« Protecting users from downloading and installing
potentially harmful applications

e Preventing applications from creating and modifying
executable files

Preventing applications from accessing, creating, and
modifying operating system resources unnecessarily

« Preventing applications from spawning into various
processes

© Regularly updating applications with the latest
patches, updates, and versions for security

e Securely configuring applications to protect against
security risks arising from security misconfigurations
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Application Security Administration

Organizations must continuously monitor their applications for vulnerabilities to reduce potential
risks and maintain the security of applications. Application security administration involves a set
of actions for managing the security of the applications installed on an organization's computers
and networks. It is one of the several levels of security that companies consider to secure
systems.

The typical responsibilities of application security administration include the following:

Users must be protected from downloading and installing potentially harmful
applications. Network defenders should not allow the downloading and installation of
applications from untrusted sources or third-party sites. Untrusted sources may hide
malware inside applications to compromise the system.

Application must not be allowed to create and modify executable files. Network
defenders should ensure the security of an application before it is installed on the system,
and applications should be installed using the installation guide provided by the vendor.

Applications must not be allowed to access, create, or modify OS resources unnecessarily.
Network defender should monitor the running applications, and the applications should
have only the required permissions to access the system resources to prevent the loss of
confidentiality, integrity, and availability.

Applications must not be allowed to spawn into various processes.

Applications must be regularly updated with the latest patches and for security. The
existence of outdated or insecure applications poses a serious security threat to the
organization's network.
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Application Security Administration Practices

1. Application whitelisting

2. Application blacklisting

3. Application sandboxing

4. Application patch management

5. Application-level firewall (WAF)
deployments
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Applications must be configured in a secure manner to protect users from security risks
arising from security misconfigurations.

To implement application security in an organization, a network defender performs the
following:

Application whitelisting/blacklisting: Control the execution of unwanted or malicious
applications.

Application sandboxing: Execute untrusted or untested applications in an isolated
environment to protect the system.

Application patch management: Monitor and deploy new or missing patches to ensure
the security of applications on hosts.

Application-level firewall (WAF) deployment: Deploy WAF to protect web servers from
malicious traffic.
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Defense in Breadth CND
Certified j Network Defender

J Defense in breadth is a collection of coordinated, multidisciplinary activities. These initiatives seek to identify, manage, and
reduce the risk of exploitable vulnerabilities at every stage of the system, network, or component lifecycle

J This method is a patch for the defense-in-depth architecture currently in place that solves the problems without
addressing the underlying reasons

J It ensures that assaults are prevented by one technology and detected by another

<
Non-HTTP Attack 1A

Legitimate Use E
HTTP Attack i

1 I1

Standard Packet Web Application WWW Server
Firewall Firewall

Working of Defense in Breadth
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Defense in Breadth

Defense in Breadth is a multi-faceted, coordinated approach encompassing various activities.
These efforts are tailored to detect, manage, and reduce the risk of exploitable vulnerabilities at
every system, network, or component level. The lifecycle includes the design, development,
production, assembly, packaging, distribution, system integration, operations, maintenance, and
retirement of a system or product.

However, this approach has its challenges. Administrators often find themselves investing
disproportionately more time and resources in specific areas when layering defense systems,
leaving other parts of the network sections vulnerable. The method lacks foresight and
adaptability to emerging threats. When properly executed, defense in breadth can potentially
reroute attacks similarly to defense in depth. Yet, it becomes ineffective and response-lagging
when faced with new attack vectors, as addressing these requires considerable resources.

This method serves as a supplementary measure to the existing defense-in-depth architecture,
addressing symptoms rather than root causes. It ensures that threats undetected by one
technology are intercepted by another.

Figure 9.1: Defense in Breadth
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It ensures that attempts missed by one technology are It offers varying levels of protection based on the source of the
intercepted by another attack (internal or external)

In defense in breadth, planning and adaptability to new threats By layering in new security controls, defense in depth can adapt
are absent to new threats

It provides security at the application layer It provides security at the network layer

Copyright © by EC-Council All Rights Reserved. Reproduction is Strictly Prohibited.

Defense in Breadth vs Defense in Depth

The differences between defense in breadth and defense in depth are described below.

Defense in depth: The information security plan leverages the strengths of technology, people,
and operations to create adaptable barriers across multiple layers within the organization. This
approach offers security at the network level. Assets are fortified with multiple defensive
strategies to prevent unauthorized access. To enhance protection, the defensive layers often
overlap, ensuring that traffic undergoes scrutiny by multiple security technologies. This
redundancy aims to compensate for any single security control's potential weakness. The
defense-in-depth architecture not only thwarts the majority of attacks but also notifies
administrators of any breaches. Moreover, it effectively counters automated attacks, as such
attacks primarily target assets exposed to the public Internet. The defense in depth method
employs security measures including network address translation (NAT), a firewall, a
demilitarized zone (DMZ), and encryption to get access from the internet, a gateway intrusion
detection system (IDS) to prevent the attack.

Page 1221 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

https://t.me/learningnets

https://technet24.ir


Certified Network Defender
Module 09: Administrative Application Security

Exam 312-38

Figure 9.2: Defense-in-Depth Architecture

Defense in breadth: This is more of an extension to the "defense in depth" methodology rather
than a fully fleshed-out approach. It tends to provide solutions to issues without necessarily
addressing their root causes. The core principle of defense in breadth is to layer diverse security
systems across common attack vectors. This ensures that if one technology fails to detect a
threat, another will catch it. For example, in defense in breadth, multiple antivirus software
programs might be installed on a single host. This way, if one antivirus fails to identify an attack,
another might succeed. However, using multiple antiviruses can present challenges, as these
programs are often not designed to operate concurrently with competing technologies.
Furthermore, defense in breadth may lack proactive planning and agility in the face of emerging
threats. While it offers many of the benefits of defense in depth when countering conventional
attacks, it can be slow to adapt to novel attack vectors. Defense in breadth primarily focuses on
security at the application layer.

Figure 9.3: Comparison of Defense in Breath
and

Defense in Depth
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LO#01: Implement application whitelisting and blacklisting
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LO#01: Implement Application Whitelisting and Blacklisting
Application whitelisting and blacklisting are two approaches used by network defenders to
control and regulate access to system and network resources. This section aims to impart an
understanding of application whitelisting and blacklisting approaches as well as their advantages.
Furthermore, this section explains how to implement various tools for application whitelisting
and blacklisting.
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Application Whitelisting CND

J Application whitelisting is a security practice to control access by allowing
only a list of approved applications, software, emails, domains, etc.
(whitelisted applications)

J It automatically denies access to all applications other than the whitelisted
applications

J An application whitelist includes all the required (allowed) applications

Implementing application whitelisting helps in the following:

© Protecting the applications in the organization from malware attacks

Q Mitigating zero-day attacks

Q Increased visibility and greatly reduced attack surface

6 Security independent of constant application updating

9 Reduced bring-your-own-device (BYOD) risk

Whitelisting Approach

Trust Centric

Deny By Default (Do Not Run)

Allow
(Run the

Application)

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Application Whitelisting
Application whitelisting is a form of access control that allows only specific programs to run.
Unless a program is whitelisted, it is blocked on a host. Application whitelisting technologies are
also called application control programs or whitelisting programs.

The approach of application whitelisting is trust centric. By default, applications that are not in
the whitelist are prevented from being executed. To allow the execution of any program or
application, the network defender must add it in the application whitelist.

Figure 9.4: Whitelisting Approach
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Any runtime process, host, application and application components (plug-ins, configuration files,
software libraries, and extensions), email addresses, port numbers, etc. can be used to create a
whitelist.

Advantages of Whitelisting

Implementing application whitelisting ensures the confidentiality, integrity, and availability of
data. Application whitelisting provides network defenders and organizations the following
benefits.

Protection against malware attacks

The whitelisting of applications in an organization can prevent malware attacks. Any
application that is not in the whitelist is blocked.

Mitigating zero-day attacks

Generally, attackers start exploiting vulnerabilities once a software patch is released.
Occasionally, malware for unpatched systems is ready to be deployed in a short time
window during which a new patch has not yet been tested or implemented. Antivirus
vendors also take time to identify new signatures to produce and distribute.
Implementing application whitelisting hinders the execution of such vulnerabilities.

Improved efficiency of computers

Application whitelisting prevents unauthorized applications from running in
organizations, improving the efficiency of computers.

" Increased visibility and greatly reduced attack surface

Application whitelisting removes many basic attacks by protecting against the attack
vector of download and execute. Application whitelisting enables organizations to track
which applications are running or blocked on company systems. Improving the capability
of monitoring and controlling applications greatly reduces the attack surface area,
unauthorized changes to applications, and inspection requirements.

Reclaiming bandwidth from streaming or sharing applications

Application whitelisting avoids the significant use of resources to operate unapproved
and unnecessary applications, ensuring the optimal utilization of company resources in
organizations. Application whitelisting limits the exposure of social media applications,
bans certain websites, eliminates games, and blocks other destructive applications that
consume excessive employee time and network bandwidth.

Avoiding organizations from facing lawsuits or paying unnecessary license fees

Application whitelisting helps organizations avoid troubles such as lawsuits or license fees
for unknowingly using unlicensed or illegal applications.

Security independent of constant application updating

Unlike antivirus programs, application whitelisting solutions do not need to get updated
periodically to be active.
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Easier attack detection

Attack detection becomes easier when many attack activities are blocked, and attacks
generate a lot of noise. The noise created by attackers provide valuable information to
incident response teams. This helps in measuring how long it takes for an antivirus
solution to detect the existence of malware or changes on a system.

Reduced bring-your-own-device (BYOD) risk

Application whitelisting reduces BYOD risk through the enforcement of mobile-
application policies.
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Application Blacklisting CND

IJ Application blacklisting is a security practice to prepare a list of
undesirable applications (blacklisted applications) and prevent their
execution

IJ It automatically allows access to all applications other than the
blacklisted applications

The blacklisting approach is implemented by most antivirus programs,
IDS/IPS, and spam filters

IJ Knowledge of the threats associated with programs or applications is
required to prepare an application blacklist

Copyright © by EC-Council All Rights Reserved. Reproduction is Strictly Prohibited.

Application Blacklisting
Application blacklisting is a security practice of blocking the running and execution of a list of
undesirable programs.

Application blacklisting is threat centric. By default, it allows all applications that are not in the
blacklist to be executed. To block any program or application, the network defender must add it
in the application blacklist.

Figure 9.5: Blacklisting Approach

Most antivirus programs, spam filters and other intrusion prevention or detection systems use
the application blacklisting method. A blacklist often comprises malware, users, IP addresses,
applications, email addresses, domains, etc.
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Advantages of Application Blacklisting

Application blacklisting provides network defenders and organizations the following benefits.

It is simple to implement. A blacklist simply identifies the blacklisted applications, denies
them access, and allows the execution of all other applications not in the blacklist.

Blacklists need low maintenance since the security software compiles lists and do not ask
users for inputs often.

Disadvantages of Application Blacklisting

The following are some of the disadvantages of implementing application blacklisting.

A blacklist cannot be comprehensive, and the effectiveness of a blacklist is limited as the
number of different and complex threats is continuously increasing. Sharing threat
information can help make application blacklisting more effective.

Blacklisting can tackle known attacks well but will not be able to protect against zero-day
attacks. If an organization is the first target of new threats, blacklisting cannot stop them.

Occasionally, hackers create malware to evade detection using blacklisting tools. In these
cases, blacklisting fails to recognize the malware and add it to the blacklist.
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Using Software Restriction Policies for Application Whitelisting CND

J Software Restriction Policies (SRPs) are an Active Directory feature to identify and control the execution of applications on various systems

J Network defenders define trust policies to restrict software from unauthorized usage and execution in an organization

J Using SRP as a whitelisting technique prevents the execution of malicious programs

Designated File Types
^Trusted Publishers

Object Type
JSecurity Levels

Additional Rules

Local Security Policy

File Action View Help

Security Settings
> Account Policies
> Local Policies

2 Windows Defender Firewall with Adv;

Network List Manager Policies
> ~ Public Key Policies
v [ Software Restriction Policies

j Security Levels
Additional Rules

_ Application Control Policies
§ IP Security Policies on Local Compute

> a Advanced Audit Policy Configuration
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Using Software Restriction Policies for Application Whitelisting
Windows facilitates software restriction policies (SRPs) to whitelist applications. SRPs are rules
set by the network defender to restrict software from the unauthorized usage and execution in
an organization. They are integrated with Microsoft Active Directory and Group Policy. The
network defender can define policies through the Software Restriction Policies extension of the
Local Group Policy Editor or the Local Security Policies related to the Microsoft Management
Console (MMC).

There are four types of software restriction policy rules for whitelisting specific applications:

1. Path rules

2. Hash rules

3. Certificate rules

4. Internet zone rules

Path Rules

A path rule locates an application by its file path. Even when a computer is blocked (Disallowed)
from all applications, a specific folder can be allowed (Unrestricted) for each user is possible by
creating a path rule through the file path.

It is possible to create registry path rules, which use the registry key of an application as its path.

If an application is moved from a path, the path rule no longer applies to that application.

Steps to create path rules for whitelisting applications:

o Open Software Restriction Policies.
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o Right-click Additional Rules in the console tree or the details pane and select New
Path Rule.

£1 E 0 I li^l B S
Name Type

( New Path Rule...

All Tasks

View

Help

%HKEY_LOC... Path
g%HKEY_LOC... Path

Security Level
Unrestricted
Unrestricted

Refresh
Export List...

New Certificate Rule...
New Hash Rule-
New Network Zone Rule...

Local Security Policy

File Action View Help

Additional Rules
12 Application Con

IP Security Polic
Advanced Audit

Security Settings
> 3 Account Policies
> 3 Local Policies
> Windows Defender Firewall with Advc

Network List Manager Policies
> Public Key Policies
v Software Restriction Policies

Q Security Levels

Figure 9.6: Selecting New Path Rule

o In Path, type a path or click Browse to find a file or folder.

o Based on the requirement, click Disallowed or Unrestricted in Security level.

Figure 9.7: Specify the "Security level"

o Add a description of the rule in the Description box and click OK.
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Steps to create a registry path rule for whitelisting applications:

o Enter "regedit" in the Start menu and open the Registry Editor.

o In the console tree, right-click the registry key on which the path rule applies and click
Copy Key Name. Note the value name in the details pane.

Data

Find-

Delete
Rename

(value not set)
0x00000004(4)

Type

REG.SZ
REG.DWORD

Export
Permissions...

Name
^(Default)
^Migrated

Expand
New

Speech.OneCore
Spelling
SQMCIient
StorageLibrary
SystemCertificates
TabletTip
TPG
Tracing
UEV
Unified Store
Unistore
UserData
VBA
WAB
WcmSvc
wfs
Windows

AssignedAccessConfiguratior

' Currentversion

> ActivityDataModel
Advertisinginfo

> App Paths
> AppBroadcast
> AppHost
> Applets

ApplicationAssociationToa
> Q AppSync
> Authentication
> [ BackgroundAccessApplicai
> CapabilityAccessManager

Registry Editor

file fdrt View Favorites Help
Computer\HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\BackgroundAccessApplications

Figure 9.8: Copy Key Name from Registry Editor

o Open Software Restriction Policies.

o Right-click Additional Rules in the console tree or the details pane and click New Path
Rule.

ja Local Security Policy

File Action View Help

Security Settings
4 Account Policies

4 Local Policies
5 Windows Defender Firewall with Adve

Network List Manager Policies
Public Key Policies
Software Restriction Policies

Security Levels
Additional Rules

Name Type
%HKEY_LOC- Path

£%HKEY_LOC— Path

Application Con
IP Security Polic
Advanced Audit

New Certificate Rule-

New Hash Rule-

New Network Zone Rule...

( New Path Rule... ~)
All Tasks

View

Security Level

Unrestricted
Unrestricted

Refresh

Export List-

Help

Figure 9.9: Create New Path Rule
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o Paste the registry key name in Path followed by the value name.

o Enclose the registry path in percent signs (%). For example,

%HKEY_CURRENT_USER\Software\Microsoft\Windows\Current\/ersion\Background
AccessApplications%

o Based on the requirement, select Disallowed or Unrestricted in Security level.

Figure 9.10: Specify the "Security level"

o Add a description of the rule in the Description box and click OK.

Hash Rule

Software restriction policies identify files by their hash. When opening an application, the existing
hash rules of software restriction polices are compared to the hash of the application. The hash
rule allows an application to run regardless of its location. For example, creating a hash rule and
setting the security level to Disallowed stop users from running a specific file. The hash of an
application remains the same irrespective of its location. Even renaming or moving the file to
another location cannot change the hash value. If the user upgrades to a newer version of the
application, the hash rule would no longer apply, even when the filename remains the same.
Only the changes to the file (including a change to even one byte in the file) can change its hash
value and allow it to bypass restrictions.

Steps to create a hash rule for whitelisting applications:

o Open Software Restriction Policies.

o In the details pane, right-click Additional Rules and select New Hash Rule.
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Local Security Policy

File Action View Help

* e I o I iBI Q a
Security Settings

> 3 Account Policies
> ca Local Policies
> _j Windows Defender Firewall with Advc

Network List Manager Policies
> Public Key Policies
v Software Restriction Policies

Name type
%HKEY_LOC... Path
%HKEY_LOC... Path

a Security Levels
Additional Rui

a Application Contr
§ IP Security Policie

New Certificate Rule...

( New Hash Rule...]
a Advanced Audit P New Network Zone Rule...

New Path Rule...

All Tasks

View

Refresh
Export List...

Help

Security Level
Unrestricted
Unrestricted

Figure 9.11: Create New Hash Rule

o Click Browse to find a file.

Note: It is possible to paste a pre-calculated hash in File hash in Windows XP. This option
is not available in Windows Server 2008 R2, Windows 7, and later versions.

o Based on the requirement, select either Disallowed or Unrestricted in Security level.

o Add a description of the rule in the Description box and click OK.

Figure 9.12: Specify the "Security level"
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Note:

o Permissions are needed to create or modify a Group Policy Object when creating rules
for the domain using Group Policy.

o Never email the virus itself if other users wish to use a hash rule to prevent virus
attacks. Calculate the hash of the virus by using software restriction policies and email
the hash value to other users.

o Users must log out from and login to systems to update policy settings and start
applying the software restriction policies.

o Creating a new software restriction policy setting for the Group Policy Object might
be necessary if it has not yet been done.

o If more than one software restriction policy rule is created, there will be a precedence
of rules for handling conflicts.

Certificate Rule

Software restriction policies can identify applications by their signing certificate. Depending on
the security level, software restriction policies allow or disallow any application to run.

For example, certificate rules are used to automatically trust software from trusted software
vendors in a domain without user interference.

Steps to create a certificate rule for whitelisting applications:

o Open Software Restriction Policies.

o In the details pane or console tree, right-click Additional Rules and select New
Certificate Rule.

Local Security Policy X

File Action View Help

a eI I § [Bl B s
Name Type

J [New Certificate Rule... ]> [ j Application Contro
§ IP Security Policies

> Advanced Audit Pc

81%HKEY_LOC... Path
%HKEY_LOC... Path

Security Settings
> 3 Account Policies
> 3 Local Policies
> _ Windows Defender Firewall with Adve
n Network List Manager Policies

> Public Key Policies

New Hash Rule...
New Network Zone Rule...

(Software Restriction Policier^
Security Levels

[ Additional Rule

New Path Rule...

Adds a new certificate rule.

Security Level
Unrestricted
Unrestricted

Figure 9.13: Create New Certificate Rule

o Click Browse to select a certificate or signed file.

o Based on priority, select either Disallowed or Unrestricted in Security level.
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o Add a description of the rule in the Description box and click OK.

Note:

o Certificate rules are not enabled by default.

o Administrative credentials are necessary for creating rules for local computers.

o Permissions are needed to create or modify a Group Policy Object when creating rules
for the domain using Group Policy.

o Users must log out from and login to systems to update policy settings and start
applying software restriction policies.

o If more than one software restriction policy rule is created, there will be a precedence
of rules for handling conflicts.

o Creating a new software restriction policy setting for the Group Policy Object might
be necessary if it has not yet been done.

o Certificate rules can cause performance issues. Therefore, use them only when
necessary.

Internet Zone Rules

The Internet Zone Rule locates software from zones identified through Internet Explorer and
stops users from downloading and installing software. The zones are My Computer, Internet,
trusted sites, local intranet, and restricted sites.

• Steps to create internet zone rules for whitelisting applications:

o Open Software Restriction Policies.

o In the details pane or console tree, right-click Additional Rules and select New
Internet Zone Rules.

Figure 9.14: Create New Network Zone Rule
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o Select Internet in Network zone.

New Network Zone Rule X

General

V User rules to override the default security level.
This rule applies to software installed by the Windows Installer.

Network zone:

Description:
This zone contains Web sites that you trust not to damage your computer
or data.

Figure 9.15: Specify the "Network zone:"

o Depending on the requirement, select Disallowed or Unrestricted in Security level.

o Add a description of the rule in the Description box and click OK.

Figure 9.16: Specify the "Security level"
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Note:

o Internet zone rules only apply to Windows Installer packages (.msi).

o Creating a new software restriction policy setting for the Group Policy Object might
be necessary if it has not yet been done.

o Users must log out from and login to systems to update policy settings and start
applying the software restriction policies.

o If more than one software restriction policy rule is created, there will be a precedence
of rules for handling conflicts.

Figure 9.17: Specify the "Security level"

o Wildcards make it possible to specify what programs should be allowed to run when
creating path rules. A question mark (?) is used to denote a single wildcard character,
and an asterisk (*) is used to denote a series of wildcard characters.

• For example, C:\MyFilesV.exe will allow the execution of all files that end with
.exe but not executables in subfolders.

o In the path rule, use environment variables such as %temp%, %windir%,
%programfiles%, %appdata%, %systemroot%, and %userprofile%.

o If a user has the registry key of a software but does not know where it is stored in the
system, the user can still create a path rule for the software by creating a registry path
rule.

o If a software is not allowed to run (Disallowed), the user can still run the software by
copying it to another location.

o Set folders such as the Windows folder to Disallowed as allowing them can affect the
OS operation.
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।
Using AppLocker for Application Whitelisting C ND

CxMW |Mwrt Data*.

AppLocker is a Windows in-built security component used to control applications (executables, scripts, Windows Installer files, and dynamic-link libraries (DLLs)) users can run

«1 The default executable rules are based on folder paths, and all files under those paths will be allowed

J Group Policy AppLocker can be used to set rules for applications in a domain

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

This app has been blocked by your system
administrator.
Contact your system administrator for more info.

| Copy to dipboard | | Close

Using AppLocker for Application Whitelisting
AppLocker is an in-built Windows security component that can be used to control which
applications users can run. When AppLocker rules are enforced, apps excluded from the list of
allowed apps are prevented from running. The files include executables, Windows Installer files,
and dynamic-link library (DLL) files. The default executable rules are based on paths, and all files
under those paths are allowed. Group Policy AppLocker is used to set rules for applications in a
domain.
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CND

Block Executable Features

© Block applications using the following:

> Path rules

> Hash values

Source;https://www.manageengine.com

CND

Prohibited Software Feature

© Network defenders can perform the following:

>

> Identify blacklisted application in the network

> Auto-uninstall the blacklisted applications

>

> Generate a report on prohibited software

Source;https://www.manageengine.com

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Exempt computers from the auto-uninstallation
routine

Blacklist applications and block blacklisted
applications

© Enables automatic detection and removal of
blacklisted applications (prohibited applications)

© Enables network defenders to block the
required applications/executables

J Endpoint Central helps in restricting the usage of blacklisted applications as well as portable executables, which can be accessed
without installation

Using ManageEngine Endpoint Central for Application
Blacklisting

Using ManageEngine Endpoint Central for Application
Blacklisting (Cont’d)

Using ManageEngine Endpoint Central for Application Blacklisting
ManageEngine Endpoint Central prevents blacklisted applications based on the organization's
policies. It helps in restricting the usage of blacklisted applications as well as portable
executables, which can be accessed without installation. The Block Executable and Prohibit
Software features of ManageEngine Endpoint Central can be used for Application Blacklisting.
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Block Executable Feature

The Block Executable feature enables network defender to block applications/executables. It is
possible to block executables in all computers or block them for specific users/computers.

There are two methods to block an executable/application.

A path rule can be used to block all versions of specific applications based on the name
of the executable and its file extension.

A hash value can be used to block executables even if they are renamed.

Figure 9.18: Desktop Central

Steps to Block an Executable/Application Using the Block Executable Feature

Create a policy

Create a policy to block an executable for a specific target. Creating a policy involves
selecting the target system, selecting and adding the executable to the list, and applying
the block rule as a path or hash. It is possible to create two different policies for a single
executable, where one uses a path rule and the other uses a hash rule. The system must
be restarted to let the changes take effect.

Block executables for all users/computers
By default, the Endpoint Central features a custom group that comprises all the managed
systems. Choose the All Managed Computers group and select the executable to be
blocked if the blocking is to be applied to all the managed systems. Create a policy by
specifying the target and the executable to be blocked.

Block executable for specific users/computers

Create a new custom group or use existing custom groups to block an executable only for
specific targets (users or computers). Create a policy by specifying the target and the
executable to be blocked.
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Prerequisites for Blocking Executables/Applications
Enable Local Group Policy on the target machine

o Go to Run.

o Enter gpedit.msc.

o Click Group Policy.

o Click Turn Off Local Group Policy Objects Processing in the right pane.

Figure 9.19: Select "Turn Off Local Group Policy Objects Processing" Policy Setting

o Choose Not Configured and click OK.

Figure 9.20: Blocking Applications
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Enable Local Group Policy on the target system

o Right-click Local Computer Policy in the Local Group Policy Editor, select Properties,
and check Disable Computer Configuration Settings.

Figure 9.21: Disabling Computer Configuration Settings

Set the default security policy as "Unrestricted"

o Go to Local Computer Policy->Windows Settings->Security Settings->Software
Restriction Policies.

o Click Security levels and double-click Unrestricted in the right-side pane.

Ljf Local Group Policy Editor —OX

File Action View Help

** E ' L3 ^1B 3
Local Computer Policy

v Computer Configuration
> L? 1 Software Settings
v Windows Settings

> Q Name Resolution Policy
Scripts (Startup/Shutdown)

> Kill Deployed Printers
v Security Settings

> rii Account Policies
> Local Policies
> J Windows Firewall with Advene

Q Network List Manager Policies
> j Public Key Policies
v ~1 Software Restriction Policies
1 . Security levels

Additional Aules
> Q Application Control Policies

S IP Security Policies on Local Ci
> J Advanced Audit Policy Config

; Policy-based QoS
> £ Administrative Templates

v User Configuration

Figure 9.22: Setting Security Levels
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o Click Set as Default in Unrestricted Properties window and click OK.

Figure 9.23: Setting the Properties of "Unrestricted" Security Level

Enable Local Group Policy for the administrator

o Go to Local Computer Policy->Computer Configuration->Windows Settings-
>Security Settings->Software Restriction Policy.

o Double-click Unrestricted in the right-side pane.

o Click Set as Default in Unrestricted Properties window and click OK.

Enforcement Properties

Krftware rejection potces to the folowmg use's

Oft* u*«<*xceot local adnsnaraore

I re9atir«v rca^the p«forrarce daj

machna

* fiB 33 1

VAier, appryng retoncikin polcies

OEtfo-oe certficate rues

ftopty software restriction poloes to ths folowtro
Oft* software hes except Iwanes (meh as DLLs)

<DPIsoftware flee
Note: f the defadt level is Osalowed apobmo software restadion potcrea

Local Computer Policy
(lb Computer Configuration

Software Settings
v C* Windows Settings

> Name Resolution Policy
Scripts (Startup 'Shutdown)

* Deployed Printers
v 2) Security Settings

g Account Policies

File Action View Help

> 5 Windows Firewall with Advanc
Network List Manager Policies
Public Key Policies

I v ~ Software Restriction Policies
/Security Levels

71 Additional Rules
> 2 Application Control Policies

IP Security Policies on Local Ci
J Advanced Audd Policy Config

4) Policy based QoS
2 Administrative Templates

£ User Configuration

Object Type
Security Levels
Additional Rule

£ Enforcement
Designated File

L, Trusted Publish

Figure 9.24: Applying Software Restriction Policies to All Users

o Double-click Enforcement and select All Users.
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o Click OK.

Prohibit Software Features

Endpoint Central's Prohibited Software feature or module fully automates the detection and
removal of prohibited applications.

Steps to Prohibit Applications Using Prohibit Software Feature

Add prohibited software to a list

o Navigate to Prohibit Software from the Inventory tab to view the details of all the
software that have already been prohibited.

o Click Add Prohibited Software. The dialog Add Prohibited Software lists all the
software detected in the managed systems. Scan the OS at least once to know the
details of the software here.

Figure 9.22: Add Available Software to Prohibited Software

o Select the software and move it to the Prohibited List to be blacklisted. Adding a
Software Group under the Prohibited Software List blacklists all the software in that
group.

o Click Update to confirm the addition of the software to the prohibited list.

Auto-uninstall the identified prohibited application

The steps below should be followed to configure the auto-uninstall policy to automatically
uninstall prohibited software detected on the system.

o Select the Auto-Uninstall Policy tab and check Enable Automatic Uninstallation.

o Specify the maximum number of software that can be uninstalled from a system
during the subsequent refresh cycle.

Note: Increasing the number of software will cause high CPU usage during
uninstallation. If the prohibited software count is detected to exceed the allowed
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maximum number of software to be uninstalled, the remaining software will be
uninstalled during the subsequent startup.

o Check Notify User before Uninstalling and specify a custom message to prompt the
user before the software uninstallation.

Note: The user is given an alert message during login and whenever the agent
identifies prohibited software. This functionality is applicable only if the Notify User
Settings is configured.

o Specify a number for the wait window for software uninstallation if the software are
to be removed a few days after detection.

o Click Save.

By default, the auto-uninstallation option is available for .msi and .exe applications and
requires silent switches.

o Steps to auto-uninstall .exe-based software

• Select the Prohibited SW tab and click Not Configured link under Uninstall
command against the .exe application.

• The Add/Edit Uninstall Command window pops up.

• Choose any one of the following options:

> Pre-fill Uninstall Command—This command fetches the uninstall command of
the Add/Remove Programs application and displays it. Specify only the silent
switch.

> I Will Specify Myself—Enter the uninstall command and silent switch
manually. Test the uninstallation command manually to verify its correctness.

• Click Save.

• Verify the status in the Auto Uninstallation Status tab.

Note: The uninstallation occurs based on the configured auto-uninstall policy.

• Select Detailed View under Auto Uninstallation Status to view the status and
remarks.

Note: Uninstalling a software by configuring the auto-uninstall policy does not
prevent users from installing a software. Once a software is installed, it will get
uninstalled automatically.

Exempt computers from auto-uninstallation routine

The following are the steps to exempt computers from the auto-uninstallation routine to
allow the usage of prohibited software for certain users:

o Navigate to Prohibit Software from the Inventory tab to view the details of all the
software that are already prohibited.
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o Select the checkbox corresponding to the specified software and click the link under
the Exclusions column to open the Add Exclusions dialog.

o Select whether to exclude custom groups or computers, select the
groups/computers, and move them to the Excluded list.

o Click Save.

Approve requests to use prohibited software

o Select the specific prohibited software from the list of prohibited software from the
agent tray icon.

o Handle requests from Desktop Central web console->lnventory->Prohibit Software-
>User Requests.

Users are allowed to install and use the prohibited software they request once the
request is approved.

Notify admin and end users when prohibited software is detected

The following are the steps to notify the admin and end users when prohibited software
is detected:

o Navigate to the Inventory tab.

o Click Configure E-mail Alerts in the left pane under Actions/Settings.

o Under Notifications, specify when the notifications should be sent, and configure
alerts based on requirements.

o Specify the email address or addresses to which the notifications must be sent.

o Click Save.

Generate a report on prohibited software

The following are the steps to generate a report on prohibited software to find the
computers in the network using applications at any point of time:

o Select the Inventory tab.

o Choose the Prohibited Software link under the Software Reports category by moving
the mouse over Inventory Reports.
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Using Windows Potentially Unwanted Applications Protection Feature CND

J Potentially unwanted programs (PUPs) or potentially
unwanted applications (PUAs) are programs
downloaded from a trusted source or not used often

J Examples of the PUAs are adware, downloaders, and
aggressive monetizing software

J The Windows PUA protection feature scans and
detects all PUA files in the system

J PUA protection can be configured using the
following:

8 Group Policy settings

8 PowerShell cmdlet

Configure PUA Protection using PowerShell

J Run PowerShell in Administrator mode and enter
the following command:

Set-MpPreference -PUAProtection

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\WIMDOWS\system32 Set-MpPreference PUAProtection 1
PS C:\WINDOWS\system32>.

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Using Windows Potentially Unwanted Applications Protection Feature
Potentially unwanted programs (PUPs) or potentially unwanted applications (PUAs) are programs
downloaded from a trusted source but not used often. The PUA feature allows Windows
Defender to detect and block certain unwanted apps. These apps are not categorized as threats,
but they can increase the chances of malware attacks and decrease the system's performance.

Examples of the PUAs are adware, downloaders, and aggressive monetizing software.

The Windows PUA protection feature scans and detects all PUA files in the system.

The methods to configure the Windows PUA protection are detailed below.

Steps to use Group Policy Settings

o In the Local Group Policy Editor, navigate to Computer Configuration\Administrative
Templates\Windows Components\Windows Defender Antivirus.
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o Double click the policy Configure detection for potentially unwanted applications in
the right-hand side pane to edit it.

J Local Group Policy Editor

File Action View Help

— X

**1 IBl HI

>

>1
>
>
>

Sync your settings *
Q Tablet PC

Task Scheduler
Text Input

23 Windows Calendar
Windows Color System
Windows Customer Experience Impn
Windows Defender Antivirus)
Windows Defender Application Guan
Windows Defender Exploit Guard
Windows Defender SmartScreen
Windows Error Reporting
Windows Game Recording and Broac
Windows Hello for Business
Windows Ink Workspace
Windows Installer

2 Windows Logon Options
Windows Media Digital Rights Manar

2 Windows Media Player
Windows Messenger
Windows Mobility Center
Windows PowerShell

Setting
j Quarantine

2] ^eal-time Protection
Remediation
Reporting

J Scan
jSecurity Intelligence Updates

Threats
JWindows Defender Exploit Guard
[u] Allow antimalware service to startup with normal priority
|K| Turn off Windows Defender Antivirus
|i=i Configure local administrator merge behavior for lists
|isj Turn off routine remediation

Define addresses to bypass proxy server
|i=| Define proxy auto-config (.pac) for connecting to the netwo...
|>=] Define proxy server for connecting to the network

Randomize scheduled task times
(Configure detection for potentially unwanted applications)
Allow antimalware service to remain running always

<

State A

Not confic
Not confic
Not confic
Not confic
Not confic
Not confic
Not confic
Not confic
Not confic
Not confic

>
< > \Extended ĵ Standard /

10 setting(s)

Figure 9.25: Selecting "Configure detection for potentially unwanted applications" Policy Setting

o Select Enabled and select Block under the Options section.

o Click Apply and OK.

Figure 9.26: Enabling "Configure detection for potentially unwanted applications" Policy Setting
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Steps to use PowerShell cmdlet

o Run Windows PowerShell as an administrator.

o Enter the command Set-MpPreference -PUAProtection 1

a Administrator Windows PowerShell — X
windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Fry the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Windows\system32> Set-MpPreference -PUAProtection 1
PS C:\Windows\system32>

Figure 9.27: Using PowerShell for using PUA Features

Now, Windows Defender is configured to detect and block suspicious or unwanted applications.
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Using Group Policies for Blocking Software Installation by Users CND
CartHW | Ketwort

To restrict users from installing software, use Group Policy settings, which control the behavior of Windows Installer (msiexec.exe)

J Windows Installer is an engine for the installation, maintenance, and removal of software in Windows

J In the Group Policy Editor, Disable the Turn off Windows Installer setting to prevent users from installing software
j

Turn Off Windows Installer Settings

« Never: Users can install and
upgrade software

e For non-managed apps only:
Users are allowed to install only
the applications allowed by the
system administrator

© Always: Windows Installer is
disabled

Fike Action View Help

** ar u • r
2 Shutdown Option*

Smart Card
J! Software Protection Platton

. Sound Recorder
Speech

21 Store
£ Sync your setting*

> 0 WdK
0 Task Scheduler

1 Tenant Restrictions
] Tut Input

Widgets

J Widows Color System
2 Wmdows Customer Cipane

> Wmdows Defender SmartSc
> .2 Windows Error Reporting

12 Wesdows Game Recording
. Wesdows Helio for Business
. Widows Ink Workspace

. Widows Logon Options

Requirements:
At least Windows 2000

Descoption:
This policy setting restnets the use
of Wesdows installer

* you enable this policy setting
you can prevent users from
instating soft* ar e on their
systems or permit users to install
only those programs offered by a
system administrator Voucanuse
the options m the Disable
Windows installer bo> to establish
an mstaRation setting

•• The Never' option indicates
widows installer IS fudy enabled
Users can instad and upgrade

Extended • Standard

Setting
Alow users to browse for source whdt elev.
Ado* users to use media source while Hevi

12 Ado* users to patch elevated products
J Always install with elevated privileges

Prohibit use of Restart Manager
I Remove browse dialog boa for new source
I. Prohibit flyweight patching
! Turn off logging via package settings

I Prevent users from using Wesdows installer
: Prohibe rollback
i Turn off shared components
j- Ado* user control over installs

L Specify the types of events Windows Install-
Prohibit non- administrators from applying
Prohibit removal of updates
Turn off creation of System Restore checkp-
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Using Group Policies for Blocking Software Installation by Users

Group Policy Settings can control the behavior of the Windows Installer. The Windows
Installer/Microsoft Installer (msiexec.exe) is an engine for the installation, maintenance, and
removal of programs.

Steps to Block Unwanted Installations using Group Policy

Go to Computer Configuration->Administrative Templates->Windows Component-
>Windows Installer in Group Policy Management Editor.

Double-click the Turn off Windows Installer policy in the right pane.

Figure 9.28: Selecting "Turn off Windows Installer" Policy Setting
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Click Enabled and configure Disable Windows Installer. Turn off Windows Installer can
be configured to the following settings:

o Never—Users can install and upgrade software.

o For non-managed apps only—Users are allowed to install only the applications
allowed by the system administrator.

o Always—Disables Windows Installer.

Select Always to disable Windows Installer and click Apply and OK.

Turn off Windows Installer X

H Turn off Windows Installer Previous Setting Next Setting

Supported

Options:

O Not Configured Comment

[(•) Enabled

Odisabled

This policy setting restricts the use of Windows Installer.

If you enable this policy setting, you can prevent users from
installing software on their systems or permit users to install only
those programs offered by a system administrator. You can use
the options in the Disable Windows Installer box to establish an
installation setting.

— The "Never" option indicates Windows Installer is fully
enabled. Users can install and upgrade software. This is the
default behavior for Windows Installer on Windows 2000
Professional, Windows XP Professional and Windows Vista when
the policy is not configured.

— The "For non-managed applications only" option permits
users to install only those programs that a system administrator
assigns (offers on the desktop) or publishes (adds them to Add
or Remove Programs). This is the default behavior of Windows
Installer on Windows Server 2003 family when the policy is not
configured.

Cancel Apply

Figure 9.29: Enabling "Turn off Windows Installer" Policy Setting

Block Windows Installer (msiexec.exe) using the Block Specific Application Group Policy

Navigate to Group Policy Editor->User Configuration->Administrative Templates-
>System.

Local Group Policy Editor — X

File Action View Help

** I a S3 1 HI I T- Administrative Templates
> 22 Control Panel
> 2 Desktop
> 3 Network

_ Shared Folders
Start Menu and Taskbar
System J_ Ctrl+Alt+Del Options
23 Display

Driver Installation
a Folder Redirection
2 Group Policy

> Internet Communication Management
Locale Services_ Logon

2 Mitigation Options
Power Management

a Removable Storage Access
£ Scripts

User Profiles
> Q Windows Components

All Settings

10 settmg(s)

Setting
_2 Internet Communication Management

Locale Services
. Logon

23 Mitigation Options
_ Power Management

Removable Storage Access
2j Scripts
IS User Profiles
|U~ Download missing COM components
[l=l Century interpretation for Year 2000
lif Restrict these programs from being launched from Hei

Do not display the Getting Started welcome screen at h
|£ Custom User Interface
Ilf Prevent access to the command prompt
i Prevent access to registry editing tools

|Pon t run specified Windows applications
L Run only specified Windows applications

Windows Automatic Updates

Figure 9.30: Selecting "Don't run specified Windows applications" Policy Setting
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Double-click Don't run specified Windows applications in the right-hand side pane.

Select Enabled.

Under Options, click Show.

Enter the path of the application to disallow.

Click OK.

Figure 9.31: Enabling "Don't run specified Windows applications" Policy Setting

Note: The Block Specific Application setting only prevents users from running programs that are
started by the Windows Explorer process.
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CNDUsing Registry for Blocking Certain Apps

J Network defenders can block the execution of an application on a system by disabling the application using Windows Registry

J The following are the steps to block an executable using Windows Registry Editor:

e Create a subkey DisallowRun inside the Explorer key

« Create new string value inside the DisallowRun key for each app to be blocked

Registry EditorCompjterUjKEY LnCALMACH^^
Data

(Default)

Data

Microsoft

RegisteredApplications

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

REG.SZ
REG.SZ

OEM
OpenSSH
Partner
Policies

(value not set)
notepad.exe
calc.exe
wordpad.exe

Intel
levaScrt
Microsoft
Mozilla

Type
REG.SZ
REG.SZ
REG.SZ
REG.SZ

Name
(Default)

DisallowRun
ResisteredApphcations

MozillaPlugins
Notepad*

' ODBC
OEM

J OpenSSH
Partner
Policies

> 21 Adobe
> 2_ Microsoft
v Explorer

DisallowRun

File Edit View Favorites Help
Computer\HKEY LOCAL MACHINE\SOFTWARE\Policies\Explorer\DisallowRun

’ CVSM
DefaultUserEnvironment

MozillaPlugins
Notepad*

Using Registry for Blocking Certain Apps

Network defenders can block the execution of an application on a system by disabling the
application using the Windows Registry Editor.

The following are the steps to block an executable using the Windows Registry Editor:

Run the Registry Editor (regedit) as an administrator.

Figure 9.32: Running Registry Editor
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Navigate to the following key:

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies

Figure 9.33: Selecting "Policies" Key

Right-click Policies key, choose New Key, and name the new key "Explorer."

Figure 9.34: Creating a New Key for 'Polices" Key

Right-click the Explorer key and choose New DWORD (32-bit) value. Name the new value
DisallowRun.

Figure 9.35: Creating New Value "DisallowRun"
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Double-click the new DisallowRun value to open its Properties dialog. Change the value
from 0 to1in the Value data box and then click OK.

Figure 9.36: Set Value data for "DisallowRun"

Create a new subkey inside the Explorer key in the main Registry Editor window.

Right-click the Explorer key and choose New Key. Name the new key DisallowRun, which
is identical to the previously created value.

Figure 9.37: Selecting Explorer Key and Create DisallowRun Key

Start adding apps to be blocked by creating a new string value inside the DisallowRun key
for each app.

Right-click the DisallowRun value and then choose New String Value. Name thefirst value
as 1.

Figure 9.38: Set New String Value for DisallowRun
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Double-click the new value to open its Properties dialog, enter the name of the
executable to block in the Value data box (e.g., notepad.exe) and click OK.

Figure 9.39: Set Value data for New String

Repeat this process, naming the second string value "2," the third "3," and so on. Add the
executable filenames to be blocked to each value.

Figure 9.40: Creating 2 and 3 Strings and Setting their Value data

Restart the system. Next, when the user attempts to execute a blocked application, they
will see a Restrictions pop-up notifying that the app cannot be executed.

Figure 9.41: Blocking Application
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Additional Application Whitelisting Tools CND

Airlock Digital
www.airlockdigital,com

Digital Guardian
https://digitalguardian.com

Ivanti Application Control
https://www.ivanti.com

Delinea
https://delinea.com/

Gatekeeper
https://gkaccess.com

Kaspersky Whitelist
https://whitelist.kaspersky.com

PolicyPak
https://www.policypak.com

PowerBroker
https://www.beyondtrust.com

Faronics Anti-executable
https://www.faronics.com

McAfee Application Control
https://www.websecurityworks.com/
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Additional Application Whitelisting Tools

There are many paid and free application whitelisting tools to secure a system. The following is a
list of some application whitelisting tools.

Airlock Digital

Source: www.airlockdigital.com

Airlock Digital is a paid application whitelisting software recognized by the Australian Signals
Directorate (ASD) as one of the most reliable.

Digital Guardian

Source: https://info.digitalguardian.com

Digital Guardian (DG) provides an application whitelisting functionality that is easy to deploy and
transparent to existing operations. It is the most secure option for retail point-of-sale (POS)
systems and industrial control systems.

Ivanti Application Control

Source: https://www.ivanti.com

Ivanti Application Control clubs dynamic whitelisting and privilege management to avoid
unauthorized code execution. It accomplishes this without the need to manage extensive lists
manually and without constraining users. Ivanti Application Control is powered by AppSense and
has the following features:

Dynamic whitelisting to create flexible and preventive policies to ensure only trusted
applications can be executed on a system
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Privilege management to balance access and security by removing full admin rights but
providing granular access to the apps the user needs

Delinea

Source: https://delinea.com

Delinea is an enterprise-grade PAM solutions that put privileged access at the center of
cybersecurity strategies. Its key solution Delinea's Server PAM controls privileged access to
servers in both on-premise, and allows humans and machines to seamlessly authenticate with
passwordless login, enforcing least privilege with just-in-time privilege elevation, preventing
lateral movement, increasing accountability, and reducing administrative access risk.

Gatekeeper

Source: https://gkaccess.com

Gatekeeper is a security feature of Apple's macOS that reduces the likelihood of the malware
attacks by verifying downloaded applications. Gatekeeper verifies the downloaded applications
by enforcing code signing.

Kaspersky Whitelist
Source: https://whitelist.kaspersky.com

Kaspersky Whitelist boosts antivirus performance by avoiding the regular checking of an
application on whitelisting and improves the efficiency of corporate resource usage by checking
applications against the local whitelist database created by the company's system administrators.

PolicyPak

Source: https://www.policypak.com

PolicyPak Application Manager can be used to configure and lockdown various applications such
as like Firefox, Java, Flash, Internet Explorer, and Adobe products. It can be integrated with
Windows Server and other OS editions. PolicyPak comes in three editions.

The Group Edition has a BYOD feature.

The Cloud Edition is suitable for small organizations.

The mobile device management (MDM) Edition is suitable for existing mobile device
management services (Workspace One, Intune, etc.).

PowerBroker

Source: https://www.beyondtrust.com

PowerBroker is an application whitelisting tool that supports Windows, Linux, and Mac. Its key
features include activity logging and privilege management. Its mobile policy features help solve
issues associated with the BYOD policy.

PowerBroker for Windows uses the native OS security model to default-deny inappropriate user
actions while elevating application and task permissions. Thus, it enables the implementation of
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least-privilege best practices. Further, it enables users to work with a few rules only, instead of
managing a complex whitelist with numerous application signatures.

Faronics Anti-Executable Cloud

Source: https://www.faronics.com

The Faronics Anti-Executable Security Suite features artificial intelligence that provides machine¬
learning-assisted application whitelisting for "dirty environments," where this tool learns which
files are safe/unsafe.
McAfee Application Control

Source: https://www.websecurityworks.com/

McAfee Application Control prevents zero-day and advanced persistent threat (APT) attacks by
blocking the execution of unauthorized applications. It displays the list of applications in a
hierarchical format by classifying them as well-known, unknown, and known-bad applications.
Attacks from unknown malware can be prevented by implementing whitelisting. Its key features
include default Deny whitelisting, Detect and Deny whitelisting, and Verify and Deny whitelisting.
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LO#02: Implement application sandboxing
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LO#02: Implement Application Sandboxing
Network defenders implement application sandboxes to protect "live" servers and their data.
The objective of this section is to impart an understanding of the use of application sandboxing.
The section also discusses the use of different Windows and Linux Sandbox tools.
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Application Sandboxing C ND
CxMW |Mwrt Itatadn

-l Sandboxing runs applications in a sealed container (sandbox) such that they cannot access critical system resources or other programs

Sandboxing is used to execute untrusted or untested programs from third parties

J It provides an extra layer of security and protects apps and the system from malicious apps

J Network defenders can test their tasks in a sandbox without affecting the system

Running an Application With a Sandbox

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Running an Application Without a Sandbox

All User
Data

Unrestricted Access

Application

Unrestricted Access

All System
Resources

- J

Application Sandboxing (Cont’d) CND

Isolation-based Sandbox

| Sandbox'

Permitted
Resources

| Sandbox'

Permitted
Resources

Sandboxed
Process

Sandboxed
Process

Processes Resources

Rule-based Sandbox

Sandbox

Sandboxed
Process

Access Based on
Policies

Access
Resources Processes
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Application Sandboxing
Application sandboxing is the process of running applications in a sealed container (sandbox) so
that the applications cannot access critical system resources and other programs. It provides an
extra layer of security and protects apps and the system from malicious apps. It is often used to
execute untrusted or untested programs or code from untrusted or unverified third parties

Page 1261 Certified Network Defender Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://t.me/learningnets

https://technet24.ir


Exam 312-38

Running Application Without Sandbox Running Application With Sandbox

No Access

Figure 9.42: Execution of an Application with and without a Sandbox

The following approaches can be used to implement an application sandbox.

Isolation Based Sandbox

| Sandbox [ [ Sandbox [

Processes Resources

Figure 9.43: Isolation-Based Sandbox
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Isolation-based approach: In this approach, a program running in the sandbox is isolated
from the system resources and programs running outside the sandbox.

without risking the host system or OS. The protection provided by the sandbox is not sufficiently
robust against advanced malware that target the OS kernel.

Installing a sandboxed app in a system creates a specific directory (sandboxed directory). By
default, the app has unlimited read and write access to the directory. However, apps within the
directory are not allowed to read or write the files outside the directory or access other system
resources, unless authorized.

When an application is executed without a sandbox, it has unrestricted access to system
resources and all user data. In contrast, an application executed within a sandbox has restricted
access to the system resources and data outside the sandbox.

Unrestricted Access

Application

Unrestricted Access
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Rule-based approach: In this approach, the sandbox controls what each application can
do and permits applications to share resources based on the set rules.

Rule Based Sandbox

| Sandbox ~|

Access
Resources Processes

Sandboxed
Process

Access based on
policies

Figure 9.44: Rule-Based Sandbox
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Application Sandbox Examples CND

Web Browsers

e Web browsers run in a low-permission, sandboxed mode to
protect the system from attackers

e Web browsers sandbox the web pages they load. The sandbox
allows the webpages to execute JavaScript but prevents the
JavaScript from accessing local system files.

e Web-browser plug-ins run in a sandbox and restrict access to
computer resources

Mobile Apps

e Mobile apps run in a sandbox that isolates one app from
another

e These apps request permissions from the user to access mobile
resources such as location and camera

PDFs and Other Documents

e Adobe Reader PDF files run in a sandbox with restricted access
to the computer

e Microsoft Office documents are executed in a sandbox to
prevent unsafe macros from damaging the system

Windows User Account Control

e User Account Control restricts access to system files and
system-wide settings by implementing a sandbox

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Application Sandbox Examples

Many applications are sandboxed for protection in systems. The following are some application
sandbox examples:

Web browsers

o Web browsers run in a low-permission, sandboxed mode to protect the system from
attackers.

o A web browser sandboxes the web pages it loads. The sandbox allows the webpages
to execute JavaScript but prevents the JavaScript from accessing local system files.

o Web-browser plugins run in a sandbox with restricted access to the computer
resources.

Steps to enable "Strict-Origin-lsolation" in Google Chrome

The Strict-Origin-lsolation feature of Chrome enables it to load each site in a dedicated
process and provide limited access to the website. It blocks the process from receiving
certain types of sensitive documents from other sites.

There are two methods to enable Strict-Origin-lsolation in Chrome.

• Using a Chrome flag

> Enter chrome://flags in the address bar.
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> Find "Strict-Origin-lsolation" and select Enabled.

A Experiments X +
<- -> C •Chrome | chrome://flags

••• Apps EC-Council 0 Attendance Info Mail - Suman Vqyal... 0 Grammady 4b httpsi/Zeccouncilab... Whitelisting ModSeucurtylnstall... WAF

Q Search flags Reset al to default

(Strict Origin Isolation)
E xperimental security mode that strengthens the site Isolationpolicy. Controls whether site
isolation should use origins insteadof scheme and eTLD+1 - Mac, Windows, Linux, Chrome | Default
OS, Android
astrlct-oriqin-isolation

Remove the option to save local copies of unmasked server cards
When enabled, the server card unmask prompt will not include the checkbox to also save the
card locally on the current device upon success. - Mac, Windows,Linux,Chrome OS, Default
Android

rautoWlTOdocal^avMn^^

Figure 9.45: Enabling "Strict-Origin-lsolation" in Chrome

> Alternatively, copy and access the URL chrome://flags/#enable-site-per-
process to go to the Site Isolation flag directly.

> Restart the Chrome browser.

• Using a command-line flag

> Right-click the Chrome icon and select Properties.

> Select the Shortcut tab.

> In the Target field, add the text "--site-per-process" at the end of the
shortcut path and click OK.

Figure 9.46: Setting a Target to Use Command-Line Flag
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Steps to check Mozilla Firefox's sandbox level

Mozilla Firefox shows the sandbox levels used by the browser in two locations in the
interface.

Location 1:

• Enter about:support in the address bar.

• Scroll down to the Sandbox listing.

• Check Content Process Sandbox Level to determine the sandbox level.

Figure 9.47: Checking Mozilla Firefox's Sandbox Level at Location 1

Location 2:

• Enter aboutxonfig in the address bar.

• Search for the parameter security.sandbox.content.leveL The value that is
returned is the current content level of the Firefox sandbox.

• To change this value, double-click it and change the value as required.

Figure 9.48: Checking Mozilla Firefox's Sandbox Level at Location 2

PDFs and other documents

o Adobe Reader PDF files run in a sandbox with restricted access to the computer.

o Microsoft Office documents are executed in a sandbox to prevent unsafe macros from
damaging the system.
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Steps to configure a sandbox in Acrobat Reader :

o Go to Edit->Preferences->Security (Enhanced)->Sandbox protections.

o Toggle the feature controls as needed.

Sandbox Protections

0Enable Protected Mode at startup 0Run in AppContainer 0Create Protected Mode log file View log

Protected View (•) Off

OFiles from potentially unsafe locations

OAII files

Figure 9.49: Configuring Sandbox in Acrobat Reader

Mobile apps

o Mobile apps run in a sandbox and isolate one app from another.

o These apps request permissions from the user to access mobile resources such as
location and camera.

Windows User Account Control

o Windows User Account Control (UAC) restricts access to system files and system-wide
settings by implementing a sandbox. Microsoft Edge runs in a sandbox. Its "Protected
Mode" feature uses UAC to run with a "low" integrity level (a standard user token has
an integrity level of "medium," while an elevated (administrator) token has an
integrity level of "high").
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CNDRun Applications in Windows Sandbox

J Windows Sandbox creates an isolated, temporary desktop environment to run application software without affecting the host machine

J Network defenders can safely download an executable file from a risky source, install it, and test it in Sandbox without risking the host system

-I The PC should support virtualization for using Windows Sandbox

Ki! Windows Features

©Turn Windows features on or off

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Windows Subsystem for Linux
Windows TIFF (Filter

Work Folders Client

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

Telnet Client
TFTP Client
Virtual Machine Platform
Windows Defender Application Guard
Windows Hypervisor Platform
Windows Identity Foundation 3.5
Windows PowerShell 2.0
Windows Process Activation Service
Windows Projected File System

♦0

0

| OK | Cancel

X

Run Applications in Windows Sandbox

Windows Sandbox creates an isolated, temporary desktop environment to run application
software without affecting the host machine. Administrators can safely download an executable
file from a risky source, install it, and test it in Sandbox without risking the host system.

Note: The PC should support virtualization for using Windows Sandbox.

The following are the steps to run applications in Windows Sandbox:

To ensure that virtualization is enabled, right-click the Taskbar and select Task Manager.

Click the Performance tab and ensure that the entry for Virtualization is Enabled.

Figure 9.50: Checking whether Virtualization is Enabled

Page 1268 Certified Network Defender Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

Technet24
https://t.me/learningnets

https://technet24.ir
https://technet24.ir


Exam 312-38Certified Network Defender
Module 09: Administrative Application Security

Search for Windows Features in the Start menu and check Windows Sandbox.

Figure 9.51: Checking for Windows Sandbox feature

Restart the system after installing Windows Sandbox.

Go to the Start menu, right-click Windows Sandbox, and click Run as administrator.

Only the built-in Windows apps (OneDrive, Mail, Edge, Microsoft Store, and Photos) are
installed in Windows Sandbox when it is opened.

I B ' 0 - I This PC - X

<- v V > This PC Fl Windows Sandbox — X

Quick access

Desktop it

Downloads it

^1 Documents it

Pictures It

Document

Formated PPT

PPT SOC for ref

Screenpresso

A OneDrive

C3 This PC

Network

9 BSLW-065

M BSLW-088

0 BSLW-168

CSJTA
C3 DESKTOP-7844TI

3 FINLW-007
a FINLW-011

0 v I Local Disk (C:)Folders (7) Manage

Drive Tools3D Objects
> This ... > Local ... >

Name DateDocuments

Music

Videos

Devices and drives
Local Disk (C:)

New Volume (

Local Disk (C:)

Pictures

J) Music

f Videos
11/7/.
11/7/.
3/19/.
11/7/.
3/19/.
11/7/.
11/29.

> J) Music

> Pictures

> B Videos

’ 3 This PC

> -J 3D Objects

> Desktop

> [J] Documents

> Network
7 items

X EFI
OfficePackagesForWDAG

X PerfLogs
X Program Files

X Program Files (x86)

X Users

X Windows

X

— . . ENG 521 PM
q’ IN 11/29/2019

Home Share View

O Search Local Disk (C:)

B LLV02 v

11 items 1 item selected

File Computer View

Figure 9.52: Ensuring Built-in Windows Apps are Installed in Sandbox

To make a particular program available in Windows Sandbox, download it from Edge in
the Sandbox, or drag and drop the downloaded file to Sandbox from the system.

Install, run, and use the program.

Instead of restarting or shutting down the sandbox session, close Sandbox to allow the
changes to take effect.
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Sandboxing in Linux: Firejail C ND

CxMW |Mw.

J Firejail is a Set owner User ID up on execution (SUID) program that restricts the running environment of untrusted applications using Linux
namespaces and seccomp-bpf

J It makes a process and all its descendants have their own private view of globally shared kernel resources such as the network stack,
process table, and mount table

J It sandboxes various processes such as servers, graphical applications, and user login sessions

J Firejail includes security profiles for a large number of Linux programs such as Mozilla Firefox, Chromium, VLC, and Transmission

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Whitelisted home directory in Mozilla Firefox

Prefix a launch command with firejail to start the app in a sandbox

J firejaiL firefox # starting MoziLLa Firefox
$ firejaiL transmission-gtk # starting Transmission BitTorrent
$ firejaiL vLc # starting VideoLAN CLient
$ sudo firejaiL /etc/init.d/nginx start ft starting nginx web server

Sandboxing in Linux: Firejail
Firejail is a Set owner User ID up on execution (SUID) program that restricts the running
environment of untrusted applications using Linux namespaces and seccomp-bpf. It makes a
process and all its descendants to have their own private view of globally shared kernel resources
such as the network stack, process table, and mount table.

It sandboxes various processes such as servers, graphical applications, and user login sessions.
Firejail includes security profiles for many Linux programs: Mozilla Firefox, Chromium, VLC,
Transmission, etc.

Prefix a launch command with firejail to start the app in a sandbox. Examples are given below:
$ firejail firefox # starting Mozilla Firefox

$ firejail transmission-gtk # starting Transmission BitTorrent

$ firejail vic # starting VideoLAN Client

$ sudo firejail /etc/init.d/nginx start # starting nginx web server
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Sandboxing Tool: Sandboxie Plus
Sandboxie is a sandboxing tool developed by Sophos. It keeps the browser isolated and blocks
malicious software, viruses, ransomware, and zero-day threats. It prevents websites from
modifying files and folders on the system.

The following are the steps to allow already installed programs (e.g., a browser) in Sandboxie:

Select Sandbox->Default Box->Run Sandboxed->Run Web browser.

Select Run Any Program to allow any other application.

Figure 9.53: Working of Sandboxie Control
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Copyright © by EC-Council All Rights Reserved. Reproduction is Strictly Prohibited.

Additional Sandbox Tools
BufferZone

Source: https://bufferzonesecurity.com

BufferZone keeps activities in a secure virtual zone to prevent web-based malicious software
from entering the system because everything that passes through the zone becomes read-only.

Thinfinity Workspace

Source: https://www.cybelesoft.com/

Use Thinfinity Workspace to connect to Windows, Linux, and Mac Desktops and access
applications from any device with a web browser. Implement role-based permissions to define
access profiles and regulate user privileges, streamlining security management across
organization. Transform individual applications from locally installed products into centrally
managed services.

SHADE Sandbox

Source: https://www.shadesandbox.com

SHADE Sandbox provides a simple and beginner-friendly user interface. It allows the dragging
and dropping of applications into a sandbox window, and the applications are sandboxed on
launch. The sandbox isolates the browsing history, temporary files, cookies, Windows Registry,
and system files. The files downloaded while using the sandbox are stored in the Virtual
Downloads folder.

Cameyo

Source: https://www.cameyo.com
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Cameo allows simple and secure deliver of business-critical apps to any device, from the browser,
so people can stay productive from anywhere. Architected with a Zero Trust security model, it
can eliminate the need for VPNs or open firewall or server ports.

Shadow Defender

Source: http://www.shadowdefender.com

Shadow Defender prompts to virtualize the system drive and other drives (based on choice) when
installing it. After the system is virtualized, rebooting the system discards the changes that are
made to it. Clicking the Commit Now button in the Shadow Mode allows the user to save a
downloaded file or commit a system change.

Windows Sandboxing

Source: https://learn.microsoft.com

Windows Sandbox is a feature in Windows operating systems that provides a lightweight desktop
environment for running applications separately from the host machine. It ensures a secure and
isolated execution environment, referred to as "sandboxed," where software installed within the
sandbox remains separate from the host system.

Docker

Source: https://www.docker.com

Docker is a cloud-based platform that simplifies the development, deployment, and operation of
applications. It uses containerization technology to isolate applications from their underlying
infrastructure, making it easier to package and deliver software consistently across different
environments.

Firejail

Source: https://firejail.wordpress.com/

Firejail is a Set-User-ID (SUID) sandbox program designed for Linux systems. It enhances security
by restricting the runtime environment of untrusted applications using Linux namespaces,
seccomp-bpf, and Linux capabilities. Firejail isolates a process and all its descendants, providing
them with their private views of the globally shared kernel resources like the network stack,
process table, and mount table. It can also work within SELinux or AppArmor security frameworks
and is integrated with Linux Control Groups.

Cuckoo Sandboxing

Source: https://cuckoosandbox.org/

Cuckoo Sandbox is an open-source automated malware analysis tool. It allows researchers and
analysts to run suspicious files and programs in a controlled and isolated environment, or
"sandbox," to analyze their behavior and identify potential threats. Cuckoo Sandbox provides a
safe way to study and understand the actions of malware without compromising the security of
the host system.
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Shade Sandboxing

Source: https://www.shadesandbox.com/

Shade Sandbox is a Windows-based alternative for sandboxing. When subjected to testing within
the Shade Sandbox, malware is automatically detected, and any malicious code can be executed
within a secure and isolated environment. This allows for the observation of code behavior and
its output.

DeepArmor Sandboxing

Source: https://www.deeparmor.com/

This tool is used by security operations teams (SOLs) and security providers to identify and
mitigate threats, such as ransomware, malware, and viruses, as well as other IT security threats.
It leverages Al and machine learning to proactively thwart file-based attacks, fileless attacks, and
in-memory attacks, while also conducting in-depth analysis of attackers to enhance future
protection measures.

Turbo.net

Source: https://turbo.net/

The Turbo.net Hub offers instant access to thousands of web and native Windows, applications.
It allows deploying modern and legacy applications to any endpoint. Easy-to-use tools allow
combining of applications and components to personalize workspaces or deploy custom
applications.
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CNDWindows Defender Application Guard: Microsoft Edge

s Windows Features

oTurn Windows features on or off

FSl Pont and Dnmmant Services

[Microsoft Defender Application Guard)
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Windows Defender Application Guard (WDAG) isolates Microsoft Edge and blocks websites from accessing the local storage, memory, installed
apps, and corporate network endpoints

To tum a feature on. select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Microsoft Message Queue (MSMQ) Server
Microsoft Pont to PDF
Microsoft XPS Document Writer
MultiPoint Connector

* 0
0

S

S0
0

0
0

s

Hyper-V
Internet Explorer 11
Internet Information Services
Internet Information Services Hostable Web Core
Legacy Components
Media Features

OK | Cancel

X

Windows Defender Application Guard: Microsoft Edge
Windows Defender Application Guard (WDAG) isolates Microsoft Edge and blocks websites from
accessing the local storage, memory, installed apps, and corporate network endpoints.

Table 9.1 lists the prerequisites to install WDAG.

Hardware requirements Software requirements

64-bit computer with a minimum of 4 cores Windows 10 Enterprise edition, version 1709 or higher

CPU virtualization extensions (Second
Level Address Translation (SLAT) and VT-
x(lntel) or AMD-V)

Windows 10 Professional edition, version 1803 or higher

Windows 10 Professional for Workstations edition, version
1803 or higher

Minimum of 8 GB RAM Windows 10 Professional Education edition, version 1803
5 GB free space in a solid-state drive (SSD) or higher

Input/Output Memory Management Unit
(I0MMU) support

Windows 10 Education edition, version 1903 or higher

Professional editions are only supported for non-managed
devices

Browsers: Edge and Internet Explorer

Management system for managed devices:
Intune/SCCM/Group Policy/Third party MDM

Standalone mode: Windows 11 Enterprise, Education, or
Pro editions

Enterprise-managed mode: Windows 11 Enterprise or
Education editions

Table 9.1: System Requirements for Windows Defender Application Guard
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By default, WDAG is turned off and can be installed on user devices through the Control Panel,
PowerShell, or a mobile device management (MDM) solution.

The following are the steps to turn on WDAG using the Control Panel:

Navigate to Control Panel->Programs and click Turn Windows features on or off.

Check Windows Defender Application Guard and click OK.

® Windows Features — X

Turn Windows features on or off O
To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Virtual Machine Platform a

Windows Defender Application Guard
Windows Hypervisor Platform
Windows Identity Foundation 3.5

S 0 Windows PowerShell 2.0
(+) Q Windows Process Activation Service
0 Windows Projected File System

Windows Sandbox
0 Windows Subsystem for Linux
[ Windows TIFF IFilter

0 Work Folders Client

OK Cancel

Figure 9.54: Checking Windows Defender Application Guard

Restart the device after installing WDAG.

The following are the steps to turn on WDAG using PowerShell, which is recommended for
enterprise-managed scenarios only:

Run PowerShell as an administrator.

Enter the following command:
Enable-WindowsOptionalFeature -online -FeatureName Windows-Defender-
ApplicationGuard

Restart the system.

WDAG is now installed.

Before installing and using WDAG, choose any one of the following methods based on the
requirement.

The standalone mode allows the desktop user to manage settings without any
administrator or management policy configuration. To use this mode, first install WDAG
and then start Edge in Application Guard when browsing untrusted sites.
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Steps to test WDAG in the standalone mode

o After installing WDAG, start Edge and click New Application Guard window from
the menu.

B «al Start

P Search or enter web addresso a

Recent Searches: Siberian tiger cioud vulnerabili... chrome

My Feed Personalise News Entertainment Sports Money

B New window

B New InPrivate window Ctrl*Shift*P

L© New Application Guard window

Zoom — 100% + Z

Favorites CtrlM

= Reading list Ctrl-M

© History CtrkH

Downloads Ctrl*J

<3 Extensions

Show in toolbar >
cS Print Ctrl-P

/2 Find on page Ctrl+F

A’) Read aloud Ctrl+Shift-»G

-IS Pin this page to the taskbar

Figure 9.55: Clicking for New Application Guard window

o Wait for WDAG to set up the isolated environment.

Windows Defender Application Guard

Windows Defender Application Guard
To protect your device against malware, Microsoft Edge is opening in Application Guard. This
may take a moment

Initializing ... (50%)

Figure 9.56: Setup of the Isolated Envirnonment
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o Go to an untrusted but safe URL (in this example, msn.com). View the new
Microsoft Edge window, and ensure that the WDAG visual cues are present.

Figure 9.57: Ensuring WDAG Visual Cues are Present

The enterprise-managed mode allows IT professionals to control the tool by adding
trusted domains and customizing the experience to meet the needs for employee
systems. This mode also redirects browser requests to add non-enterprise
domain/domains in the container automatically.

Steps to test WDAG in the enterprise-managed mode

To use WDAG in the enterprise mode, use Group Policy to set up the required settings.

o After installing WDAG, restart the device and start Microsoft Edge.

o Set up the Network Isolation settings in Group Policy:

• Go to the Group Policy/ Edit Group Policy/Administrative
Templates/Network/Network Isolation/Enterprise resource domains hosted
in the cloud setting.
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• Enter .microsoft.com in the Enterprise cloud resources box.

Figure 9.58: Enabling "Enterprise resource domains hosted in the cloud" Policy Setting

o Go to the Administrative Templates\Network\Network lsolation\Domains
categorized as both work and personal setting.

o Enter bing.com in the Neutral resources box.

Figure 9.59: Enabling "Domains categorized as both work and personal" Policy Setting
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o Go to the Computer Configuration\Administrative Templates\Windows
Components\Windows Defender Application Guard\Turn on Windows
Defender Application Guard in Enterprise Mode setting.

o Click Enabled, choose Option 1, and click OK.

Figure 9.60: Enabling "Turn on Windows Defender Application Guard in Enterprise Mode"

Policy Setting

o Start Microsoft Edge and enter www.microsoft.com in the address bar. After
submitting the URL, WDAG decides that the URL is trusted because it uses the
domain marked as trusted and shows the site directly on the host PC instead of in
WDAG.

o Type any URL that is not part of the trusted or neutral site lists in the same instance
of Microsoft Edge. After submitting the URL, WDAG decides that the URL is
untrusted and redirects the request to a hardware-isolated environment.
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LO#03: Implement application patch management
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LO#03: Implement Application Patch Management
Identifying missing patches and installing the correct patches regularly enables a network
defender to keep applications up to date. The objective of this section is to impart an
understanding of the importance of application patch management. The section discusses
various application patch management tools.

Page 1281 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

https://t.me/learningnets

https://technet24.ir


Certified Network Defender
Module 09: Administrative Application Security

Exam 312-38

Application Patch Management C ND
(rtfcd|MM Mm*.

J Application/software patch management is the process of monitoring and deploying new or missing patches to ensure the security
of applications on hosts

J Application patch management can be automated using patch management tools

Patch Management Software

| Scan for new or missing application patches

J Download patches at a central location

J Select the relevant patch for the clients

J Test the patch

J Deploy the patch if the test is successful
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Application Patch Management
Application patch management is the process of ensuring the security of applications on hosts by
regularly deploying new or missing patches.

Operating unpatched applications places organizations at risk of serious security breaches.
Therefore, application patch management is one of the most important tasks in organizations.

Secured application patch management improves the productivity of an organization by reducing
application-related failures and saves the costs associated with poor application patch
management.

Patch Management Software

Hackers use the information on the vulnerabilities fixed by software patches to create exploits.
Attackers use these exploits to compromise unpatched applications. The most important factor
here is applying software patches as quickly as possible because attackers can create exploits
within hours. The action of applying patch software quickly reduces the window of vulnerability.
In these cases, network defenders should use a patch management software. Using manual patch
management, rather than systematic and automatic methods, cause expose systems to
vulnerabilities because some software patches may be delayed or missed altogether.

In these cases, patch management software enables network defenders to ensure fully patched
applications.

Key features of most patch management solutions

Different patch management solutions offer different levels of functionality. The key features
offered by most patch management solutions are as follows.

o Patch management tools offer the automation of application patch management.
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o They support centralized patch management for patching third-party applications by
allowing patch downloads to a central location.

o They scan the whole network for connected servers and end users. Later, they detect
OSes (any) and other software running on them. A few patch management solutions
offer scanning virtual machines and machines running in the cloud.

o The evaluation of the patch status of all applications by scanners (patch status
detection) provides network defenders a dashboard that shows the following:

• Patched and malicious software

• System flags with unrecognized applications

• Unknown patch status of applications

• Software patch application reports to demonstrate compliance

This information enables network defender to determine the order of testing and
application of critical patches. Network defenders test patches on a few systems before
deploying them organization-wide to ensure that patches do not fall through the cracks.

o Patch management tools allow the network defender to deploy new patches if a test
is successful.

o A few other solutions allow network defenders to create groups. This option allows
them to apply patches to different groups at different times. This can prevent
network congestion.
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Software Patch Management for Third-party Software Using
Patch Manager

Source: https://www.solarwinds.com
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Software Patch Management for Third-party Software Using Patch Manager

SolarWinds Patch Manager is an automated patch management software for Microsoft servers,
workstations, and third-party applications.

Its key features include the following:

Microsoft Windows Server Update Services (WSUS) server patch management

Integrations with Microsoft System Center Configuration Manager (SCCM)

Vulnerability management

Pre-built/pre-tested packages

Patch compliance reports

Patch status dashboard

The SolarWinds Patch Manager features updates for applications to patch the most popular third-
party software. They include Adobe, Yahoo! Messenger, Citrix Receiver for Windows Enterprise,
Dameware Mini Remote Control, WinZip, Foxit, UltraVNC, Google Chrome, WinRAR, Google
Earth, Skype, Mozilla Firefox, ReaIVNC, Notepad++, Opera Browser, RealPlayer, Oracle/Sun Java,
Runtime Environment, and QuickTime Player for Windows.
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SolarWinds Patch Manager helps apply the latest patches for
the following:
b Adobe products
e Citrix Receiver for Windows Enterprise
B Dameware Mini Remote Control
B Foxit
e Google Chrome
e Google Earth
B Mozilla Firefox
b Notepad++
e Opera Browser
b Oracle/Sun Java Runtime Environment
b QuickTime Player for Windows
B RealPlayer
e ReaIVNC
b Skype
e WinRAR
e UltraVNC
e WinZip
B Yahoo! Messenger
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Figure 9.61: SolarWinds Patch Manager
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Application Patch Management Solutions and Tools

The following are some application patch management tools.

PDQ Deploy

Source: https://www.pdq.com

Update third-party software, deploy custom scripts, and make impactful configuration changes
in minutes with PDQ Deploy.

LANDESK Patch Manager

Source: http://www.quantum.com.hk

LANDESK Patch Manager automatically applies patches to applications to simplify administration.

Shavlik Protect

Source: https://www.ivanti.com

Shavlik Protect encompasses Microsoft SCCM, Mac OS, virtual infrastructure, and third-party
application patching.

Kaseya Patch Management Software

Source: https://www.kaseya.com

Kaseya Patch Management Software enables the consistent, timely installation of the latest
security patches and software updates to keep servers, workstations, and third-party
applications up to date.
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LANDESK Patch Manager
http://www.quantum,com.hk

Syxsense
https://www.syxsense.com/

Shavlik
www.ivanti.com

SOFTWARE VULNERABILITY
MANAGEMENT
www.flexera.com
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SOFTWARE VULNERABILITY MANAGEMENT

Source: https://www.flexera.com

Flexera Software Vulnerability Manager can identify vulnerable applications and apply security
patches.

HP Touchpoint Manager

Source: https://www8.hp.com

The HP Touchpoint Manager Patch Management service enable the user to track software
updates and patches for multiple devices. It gives a complete picture of the status of all software
patches for the user's devices. HP Touchpoint Manager can be used to install software updates
including third-party patches for applications such as Adobe Acrobat Reader, Java, and iTunes.

Patch for Endpoint Manager

Source: https://www.ivanti.com

Ivanti Patch automatically adds patch management to the endpoint manager environment to
evaluate, test, and apply OS and app patches organization-wide. Its key features include the
patching of third-party apps, extensive platform support, distributed and remote patching, patch
lifecycle management, automated updates, patch whenever and wherever, and a unified
endpoint management add-on.

Syxsense

Source: https://www.syxsense.com/

Syxsense gives IT and Security teams visibility and control over their environment: from keeping
endpoints up to date with the latest patches to detecting and resolving vulnerabilities before
they can be exploited. It enables organizations to easily oversee their environment, stay ahead
of potential threats, and prove compliance with real-time data and reporting.

Itarian

Source: https://www.itarian.com/

Itarian software allows to identify which endpoints contain vulnerabilities and need to be
patched, create policies to automatically apply updates to groups on a schedule, and remotely
deploy operating system updates.
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LO#04: Implement web application firewalls
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LO#04: Implement Web Application Firewalls

Websites, web applications, and web servers are the main cyber-attack targets. Implementing
web-application firewalls (WAFs) protects web servers from various attacks. The objective of this
section is to impart an understanding of the advantages and limitations of WAF.

Page 1288 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.

Technet24
https://t.me/learningnets

https://technet24.ir
https://technet24.ir


Certified Network Defender
Module 09: Administrative Application Security

Exam 312-38

CNDWeb Application Firewall

Placement of WAF and Its Working Scope of Protection in Different Security Products
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J A web-application firewall (WAF) provides a security layer that protects the web server from malicious traffic

J A conventional firewall cannot secure web servers from malicious traffic attacks as the attack occurs at layer 7 of the network stack

J WAF is either appliance-based or cloud-based and is deployed through a proxy placed ahead of the web application

J It uses a rule-based filter that monitors and analyzes the traffic before it reaches the web application

Web Application Firewall

WAF provides a security layer that protects a web server from malicious traffic. A conventional
firewall cannot secure web servers from a malicious traffic attack as the attack occurs at layer 7
of the network stack.

WAF is either appliance-based or cloud-based and is deployed through a proxy placed ahead of
the web application. It uses a rule-based filter that monitors and analyzes the traffic before it
reaches the web application.

Placement of WAF and its Working

Hon-HTTP Attacks

Legitimate Uae

HTTP Attack

Web Application
Firewall

Scope of protection in different security
products

Web apclicatcn attack cannot be ccrrcletety preventec by existing firewall and
IDS/IPS

Figure 9.63: Working and Features of Web-Application Firewalls
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Types ofWAF CND

Types of WAF

Hardware-based/Network-based WAFs

Q These are deployed along the edge
of a network perimeter and are
used for the protection of all web
applications running on the network

Software-based/Host-based WAFs

e These are installed on a single web
server and are used to secure the
web application that runs on that
server

Cloud-based WAFs

e These are hosted and controlled by
a third-party provider. They work by
inspecting traffic coming into your
web application and blocking traffic
that does not comply with the
security rules you set
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Types ofWAF
There are three types of WAF:

Network-based/hardware-based WAFs are installed at the edge of a network and
protect all web applications running on a network. They do this by monitoring incoming
traffic to the network and blocking traffic that does not comply with the network's
security policies. It can be installed on hardware devices or run on a dedicated server as
a software solution.

o Advantages of network-based WAF

• It protects all web applications on a network

• It is used to protect against a wide range of threats, including network¬
based threats

• It blocks traffic based on a variety of criteria, such as IP addresses and port
numbers

o Disadvantages of network-based WAF

• It requires a dedicated hardware or software solution

• It requires a significant investment in hardware and maintenance

• It did not provide as granular a level of control as host-based WAFs

Host-based/software-based WAF is installed on a single web server and is responsible
for protecting the web application that runs on that server. It does this by inspecting the
traffic that comes into the web application and by blocking any traffic that does not
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comply with the security rules that are set up for that web server. It is usually deployed
as software solutions running on the web server.

o Advantages of host-based WAF

• It gives the user more control over the protection of their web application.

• It can be set up on any kind of web server.

• It does not need special hardware.

o Disadvantages of host-based WAF

• It protects only the web application that is running on the server that it is
deployed on.

• It may need additional resources to operate and maintain.

Cloud-hosted WAFs are hosted and operated by a third-party provider. These WAFs are
designed to detect and block any traffic entering a web application that does not adhere
to the configured security protocols. Generally, WAFs are deployed as a service and are
managed by the WAF provider, who is responsible for managing the necessary hardware
and software infrastructure to operate the WAF.

o Advantages of cloud-hosted WAFs

• It eliminates the need to purchase and maintain hardware and software
infrastructure.

• It is easy to scale up or down as needed.

• It can be utilized to safeguard web applications hosted on a variety of
server types.

o Disadvantages of cloud-hosted WAFs

• It requires a third-party subscription.

• It does not offer as much control over WAF setup as an in-house solution.

• It may not provide the same level of protection as an on-premises WAF,
depending on the provider and the specific service being used.

WAF Deployment Options

A WAF comprises various architectures and operating mechanisms that vary in terms of the ease
of WAF deployment and resulting WAF functionality.

Reverse proxy

In the reverse proxy mode, a WAF works as a proxy to the application server. Therefore,
the device traffic goes directly to the WAF. The encrypted connections terminated at layer
7 let the WAF decrypt and analyze web traffic. This gives the WAF full control over the
traffic in terms of rewriting content based on security mechanisms.

Page 1291 Certified Network Defender Copyright © by EC-COlincil
All Rights Reserved. Reproduction is Strictly Prohibited.

https://t.me/learningnets

https://technet24.ir


Certified Network Defender Exam 312-38
Module 09: Administrative Application Security

Layer-2 bridge

In the layer-2 bridge mode, a WAF stays in-line and acts as a layer-2 switch. The WAF
monitors incoming requests, performs passive Secure Sockets Layer (SSL) decryption, and
blocks traffic by simply dropping packets. This mechanism provides more performance
than reverse proxy without the need for many network changes. However, it does not
support rewriting content based on security mechanisms. The layer-2 bridge mode is
architecturally very similar to the reverse proxy mode.

Out of band

In the out-of-band method, a WAF does not stay in-line and has the least impact on both
applications and the network. The monitoring port in the network sends a copy of
incoming traffic to the WAF. Here, the WAF only passively decrypts SSL traffic and
transfers Transmission Control Protocol (TCP)-reset packets to block traffic. Here,
configuring the WAF to detect malware network traffic prevents the interruption of false¬
positive traffic, leading to application outages.

Server resident

A server resident or an embedded WAF is a software installed on the host executing the
web server. This can be installed as an application or a server plugin. A server resident
WAF creates extra load on the server, and it is not as functional as its network appliance
counterparts. Therefore, it is better to check the server utilization resources before
installing the WAF.

Internet hosted/cloud
Using a cloud provider to implement a WAF works like the reverse proxy mode. Here, a
Domain Name System (DNS) is configured to a point in the cloud, which creates another
connection to the web application. Though it is increasingly a popular option for WAF
deployment, it has a drawback. The WAF implementation is not under the control of
organizations, necessitating reviews to ensure that compliance requirements are met by
the cloud provider.
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CNDBenefits ofWAF

WAF implementation secures existing and productive web applications

can be used in the design process to minimize the workload

WAF provides cookies protection with encryption and signature methodology

It secures applications from cross-site request forgery and negates parameter tampering by URL encryption

WAF can detect data validation issues by in-depth testing of characters, character length, the range of a value, etc.
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Benefits ofWAF
The benefits of WAF that can help an organization strengthen its web application security from
evolving threats include the following:

WAF implementation secures existing and productive web applications.

Many WAFs have functionalities that can be used in the design process to minimize the
workload.

It provides cookies protection with encryption and signature methodology.

It secures applications from cross-site request forgery and negates parameter tampering
by URL encryption.

A WAF can detect data-validation issues through the in-depth testing of characters,
character length, the range of a value, etc.

It allows network defender to illustrate compliance with regulatory standards such as
Payment Card Industry (PCI), Health Insurance Portability and Accountability Act (HIPAA),
and General Data Protection Regulation (GDPR).
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WAF Limitations C ND

WAF is not a replacement for proper application security solutions such as user authentication and input filtering

WAF is not a technology that can be ignored by the administrator once deployed

The working of WAF is different from that of the next-generation firewall (NGFW). WAF inspects traffic based on a particular
protocol, unlike NGFW, which can alter changes in an existing network

WAF does not provide complete security from all web attacks, as it cannot read database commands

| WAF can partially prevent issues such as session fixation and anti-automation only if it manages the session itself

The deployment of WAF does not ensure protection from false positives
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WAF Limitations

The limitations of WAF include the following:

WAF is not a replacement for proper application security solutions such as user
authentication and input filtering.

WAF is not a technology that can be ignored by the network defender once deployed.

The working of WAF is different from that of the next-generation firewall (NGFW). WAF
inspects traffic based on a particular protocol, unlike NGFW, which can make changes in
an existing network.

WAF does not provide complete security from all web attacks, as it cannot read database
commands.

WAF can partially prevent issues such as session fixation and anti-automation only if it
manages the session itself.

The deployment of WAF does not ensure protection from false positives.
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Configuring URLScan to Setup asWAF For IIS Server C ND
Microsoft URLScan is a WAF tool that analyzes and filters all HTTP requests received by IIS and protects web applications against SQL
injection or cross-site scripting XSS attacks

J The administrator can configure the URLScan filter rules to reject HTTP requests based on following criteria:
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Configuring URLScan to Setup as WAF For IIS Server

Microsoft URLScan is a WAF tool that analyzes and filters all Hypertext Transfer Protocol (HTTP)
requests received by the Internet Information Service (IIS) web service and protects web
applications against Structured Query Language (SQL) injection or cross-site scripting (XSS)
attacks. It can log requests to allow the diagnosis of attempts to upset a server. If a request is
identified as a risk, the script immediately returns an HTTP 404 message to the client. This
mechanism protects the script, website, and server.

Its key features include denying rules independently, a global DenyQueryString section for adding
deny rules, a global AlwaysAllowedUrls section to specify safe query strings, the use of escape
sequences, installation of multiple URLScan instances, propagating configuration change
notifications to IIS worker processes, and enhanced W3C formatted logging.

An administrator can configure URLScan filter rules to reject HTTP requests based on the
following criteria:

HTTP request method or verb

File extension of the requested resource

Suspicious URL encoding

Presence of non-ASCII characters in the URL

Presence of specified character sequences in the URL

Presence of specified headers in the request
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F5 NGINX App Protect WAF
www.nginx.com

WebKnight
http://www.aqtronix.com

Wallarm API Security Platform
www.wallarm.com

AppWall
https://www.radware,com

Qualys WAF
https://www.qualys.com

NAXSI
https://github.com

Cloudflare WAF
https://www.cloudflare.com

NetScaler App Firewall
https://citrix.com

Barracuda WAF
https://www.barracuda.com

FortiWeb web application firewall (WAF)
https://www.Fortinet.com
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Additional WAF Solutions

The implementation of a WAF is one of the best methods to protect websites from online threats.
WAF allows the customization of rules set by identifying and blocking malware traffic. The
following are some WAFs that can be useful for web application security.

F5 NGINX App Protect WAF

Source: www.nginx.com

F5 NGINX App App Protect WAF allows enforcing, automating and scaling the app and API security
across distributed architectures and hybrid environments with lightweight, high-performance,
advanced protection against Layer 7 attacks.

NAXSI

Source: https://github.com

NAXSI is referred to as a positive-model application firewall. It is an open-source, high-
performance, and low-rule-maintenance WAF for Nginx. Its key features include good resilience
against attacks, the fact that attack signatures need not be updated, and low administration
knowledge requirements.

WebKnight

Source: http://www.aqtronix.com

WebKnight WAF is an Internet Server Application Programming Interface (ISAPI) filter that
secures web servers by blocking bad requests. It is used for Microsoft IIS protects against SQL
injection, buffer overflow, directory transversal, character encoding, etc.
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Cloudflare WAF

Source: https://www.cloudflare.com

Cloudflare WAF can be used to protect web applications from malicious attacks. Its dashboard
enables users to create rules. Every HTTP request is monitored against the rule engine and the
threat intelligence based on various sources. Any suspicious requests can be blocked, challenged,
or logged as per the requirement.

Shadow Daemon

Source: https://shadowd.zecure.org

Shadow Daemon is an open-source software that filters requests from malicious parameters to
detect, record, and prevent web attacks.

Wallarm

Source: https://www.wallarm.com/

The Wallarm platform continuously analyzes application traffic and mitigates malicious requests
in real time. The Wallarm solution protects APIs, microservices, and web applications from
OWASP API Top 10 threats, API abuse, and other automated threats. It detects input validation
attacks in any requested part including binary files like SVG, JPEG, PNG, GIF, PDF, etc. using the
listed tools.

NetScaler App Firewall

Source: https://citrix.com

Citrix Web App Firewall protects web applications and sites from both known and unknown
attacks, including application-layer and zero-day threats. Citrix Web App Firewall delivers
comprehensive protection without degrading performance or application response time. It can
be used as a cloud solution or integrated within the Citrix application delivery controller (ADC)
platform.

AppWall

Source: https://www.radware.com

AppWall provides complete protection against web application attacks, web application attacks
behind content delivery networks (CDNs), API manipulations, advanced HTTP attacks (Slowloris,
dynamic floods, etc.), brute-force attacks on login pages, and so on through the fast, reliable, and
secure delivery of mission-critical web applications for corporate networks and in the cloud.

Barracuda WAF

Source: https://www.barracuda.com

Barracuda WAF protects applications, APIs, and mobile app backends against a variety of attacks
including Open Web Application Security Project (OWASP) Top 10, zero-day threats, data leakage,
and application-layer denial of service (DoS) attacks.
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Qualys WAF

Source: https://www.qualys.com

Qualys WAF, powered by the Qualys Cloud Platform, block attacks and patches web-application
vulnerabilities. It allows the user to deploy multiple firewall instances for web applications.

FortiWeb web application firewall (WAF)

Source: https://www.Fortinet.com

FortiWeb WAF and API protection offers machine-learning-enabled protection for business-
critical applications from known and unknown vulnerabilities.
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Module Summary C ND

Application whitelisting/blacklisting, application sandboxing, application patch management, and application-level firewall
(WAF) deployments are used to manage and administer the security of the applications installed on an organization's
computers and networks

Application whitelisting controls access by allowing only a list of approved applications, software, emails, domains, etc.

Network defenders can implement application whitelisting using software restriction policies (SRPs), AppLocker, or any
application whitelisting tool

Application blacklisting is the process of preparing a list of undesirable applications and preventing their execution

Sandboxing is used to execute untrusted or untested programs from third parties

Patch management software monitors and deploys new or missing patches to ensure the security of applications on hosts

WAF provides a security layer that protects web servers from malicious traffic

WAF secures applications from XSS attacks, SQL injection attacks, cross-site request forgery, and parameter tampering

Copyright © by EC-Council All Rights Reserved. Reproductionis Strictly Prohibited.

Module Summary

This module discussed various administrative activities related to application security. It
described solutions such as application whitelisting, application blacklisting, application
sandboxing, application patch management, and web-application firewalls (WAFs) implemented
to manage and secure installed applications.

The following key points have been highlighted in this module:

Application whitelisting controls access by allowing only a list of approved applications,
software, emails, domains, etc.

Network defender can implement application whitelisting using software restriction
policies (SRPs), AppLocker, or any application whitelisting tool.

Application blacklisting is the process of preparing a list of undesirable applications and
preventing their execution.

Sandboxing is used to execute untrusted or untested programs from third parties.

Patch management software monitors and deploys new or missing patches to ensure the
security of applications on hosts.

WAF provides a security layer that protects web servers from malicious traffic.

WAF secures applications from XSS attacks, SQL injection attacks, cross-site request
forgery, and parameter tampering attacks.
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