Design and implement data storage — Basics

We need different types of storage services

We wil start simple when it comes to using Azure
services.

Azure Storage Accounts - This is storage on the Azure
cloud for your blob objects, files, queues and tables.

]
I
Storage rcocuunts
Blob Storage Storage Azure Files Storage Queue Table Storage

We are going to focus on the Blob service. This is an
object storage service on the cloud. This is used for
storing objects such as videos, audio files, images.

Azure SQL Database

Oracle oc—

MySQ L Database | | —

Microsoft SQL Server Orders
-

| | — |
| | —
Database Server - [ [ — |

Microsoft SQL

Server Customers
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We need to install the database software on some sort
of compute hardware.

Virtual Machine

We can install the database engine on a virtual
machine.

Database administrator responsibilities

1. Uptime of the database server
2. Database backups and restore
3. Patch installation at the operating system and

database engine level.

Azure SQL

If the company does not want the burden of managing
the underlying infrastruture, they can opt to use the
Azure SQL Database service.

e Here the underlying server is managed for you. The

n database software will be in place. It also has features
such as backup/restore and several other features.

Virtual Machine SQL Servers

You can simply start hosting your databases. The Azure
SQL database is the cloud version of Microsoft SQL
Server.

SQL Databases
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Design and implement data storage - Azure Synapse
Analytics

What have we seen so far

Azure Data Lake Gen2 storage account

Data Lake Storage

To this account, we can add files as objects. Here the
files can be in different formats - CSV, Parquet, JSON.

We could visualize these files in PowerBlI.

Files Data Lake Storage

Normally in companies, you have different sources that
can stream data in different formats and store itin a
data lake.

@
SQL Databases

Then we have transactional data in a database.

Companies want to have the capability to analyze and
visualize data coming in from various sources.
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Companies want to have the capability to analyze and
visualize data coming in from various sources.
In the end the business users should be able to
visualize and report on the data.

Events coming in from Event Hub |

Event Hubs. Data Lake Storage

HE

Data coming in - Semi-structured, I -
unstructured. SoLData

Waiehouses

Files

SQL Databases

The transformed data could reside in the data lake itself

The Data Engineer's job is to make sure the data that
or in a SQL data warehouse.

comes in, is in a shape that can be used for analysis
and visualization.

Data might need to be cleant, transformed and putina
target state and data store.
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A data warehouse

ing data warehouse

A data warehouse is a repository that can be used to
store structured data.

You can use the SQL query language to work with the
data in the data warehouse.

But why do we need to have a SQL data warehouse in
the first place.

R

SQL Databases

An Online Course platform as a web application. This
uses a SQL database.
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Course Student Order

Let's say that the orders placed for courses by students
are being stored in the Order table.

Now the SQL database is part of an OLTP system -
Online Transactional Processing system.

Here transactions are flowing into database almost
every second.

Senior management or business wants to get some
information based on the purchases being made.

How are we performing to-date?
What would be the forecast for the next quarter?

What's the most popular subject based on the courses
being purchased? What's the current market trend?

SQL Databases

In order to provide answers to these questions, we
would need to perform analysis over existing data and
historical data.
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We might also need to extract data from other sources
as well just to get the requirted answers.

Now we don't try to get these answers from the
relational database. This is just used as part of our
transactional system.

If we try to generate reports over the current database,
it could have an impact and affect our application.

Also we might need to make sure that the data in the
database is in a form that makes it easier to get the
required insights that business wants.

g

SQL Data
SQL Datab
QL Databases Warehouses

Hence we normally take our data from the SQL
database and transfer it over to a SQL data warehouse.

The engine that is normally used to host a SQL data
warehouse is designed differently.

It's designed to host a lot of data. It's designed to be
able to query over large data sets.

We would normally keep on taking our transactional
data over time and transfer it to the data warehouse.
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Welcome to Azure Synapse Analytics

Enterprise Analytical service

On-premises
data

& coud data Data Integration
<' ) SaaS data

) i,
) Streaming C SQL

data

@ Azure Synapse Analytics

Studio

Management Monitoring

Analytics runtimes

E Apache Spark

e—
=== Azure Data Lake Storage Gen2

Security

@ Data Explorer

S) Azure Purview

Azure Machine
Learning

|.|||| Power Bl

Reference - https://learn.microsoft.com/en-us/azure/synapse-analytics/overview-what-is

Synapse SQL - Here you can host your SQL data

warehouse.

Apache Spark for Azure Synapse - You get access to Spark that
assists you in the entire data engineering process.

Data Integration - You can Azure Data Factory like features to
ingest your data.
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Lab - Let's create a Azure Synapse workspace

Azure Synapse workspace

Data Lake Storage

Filestore

Within your Azure account, you will create an Azure

Synapse workspace. This is a secure boundary for

performing the various analytical operations on the
cloud.

The workspace needs a file system on an Azure Data
Lake Gen 2 storage account for temporary data.
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About the serverless SQL pool

/A Azure

Azure Synapse workspace

Data Lake Storage I Iu I|

Serverless SQL pool

Filestore

> Data Lake Storage

File

As part of your Azure account, you could be having data that
streaming in onto another Azure data lake gen 2 storage account.

Now let's say you have a CSV-based file and you want to analyze
the data in the file.

You can use the built-in Serverless SQL pool to query the data
that's in the Azure Data Lake storage account.

Your files - Delimited text, Parquet, Delta Lake.

You can use SQL-like queries to work with the data.

Here the serverless SQL pool has underlying compute that is managed for you.

The compute will manage the queries for you.

You are charged for the data that is processed by the queries.

Quick note on Microsoft Entra ID and permissions

Microsoft Entra ID is an identity provider that is used for
authentication and authorization.

/A Azure

>

Microsoft Entra ID

aA

Users

Users can be defined in
Entra ID

o

Role

Role-based access control

Azure Synapse workspace

Iul P> Data Lake Storage
Data Lake Storage

Serverless SQL pool

" File
Filestore

We can assign different roles
to a user.
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There are many in-built roles.

You can also define your own
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Lab - Using External tables — CSV

A Azure

Azure Synapse workspace

Iul P Data Lake Storage
Data Lake Storage

Serverless SQL pool

" File
Filestore

(1 Publish all @)

B rawdata EJ saL script1 .

D> Run %) Undo | v [T Publish 5% Query plan Connectto | @ Built-in g Usedatabase O

1 -- This is auto-generated code i

2 SELECT Properties

3 TOP 100 *

a4 FROM General Related (0)
5 OPENROWSET(

6 BULK 'https://datalake50000.dfs.core.windows.net/rawdata/Activitylogol.csv', Name *

7 FORMAT = "CSV', sqQL script1

8 ‘PARSER_VERSION = '2.8"

9 ) AS [result] | Description

1e

Currently we kind of executed an adhoc query using the context
of the master database.

This is fine as a starting point. But data engineers would want to

query the data in the data lake files via the use of normal table
like structures.
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For this we can make use of External tables.

A raure

Azure Synapse workspace

Iu - Data Lake Storage
Data Lake Storage

Serverless SQL pool

—
——
L
File

External Table

Filestore

Here we create an external table definition that points to the data
located in our Azure Data Lake account.

You can use external tables for both read and write operations.

CREATE EXTERNAL CREATE EXTERNAL CREATE EXTERNAL
DATA SOURCE FILE FORMAT TABLE

This provides the reference to
external storage and the credentials
to be used.

This defines the table schema.

This describes the format of the files.
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Using the dedicated SQL pool

Dedicated SQL pool

/A Azure

Azure Synapse workspace

Iul > Data Lake Storage
Data Lake Storage

Serverless SQL pool
L ]
L ]
=l —
Filest File
lestore External Table

@

Dedicated SQL pool

You can host a SQL data warehouse with the help of the
dedicated SQL pool.

With the Serverless SQL pool, you can just define the table
schema. The data itself resides in external storage.

But if you need to persist the data in actual tables and query
them via SQL , we need to have a SQL data warehouse in place.

The data warehouse gets dedicated compute and storage. The
data in the tables are stored in columar format which reduces
data storage costs and improves the query performance.
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Lab - SQL Pool - External Tables

Dedicated SQL pool

I\ e

Azure Synapse workspace

Iu I P Data Lake Storage
Data Lake Storage ‘

Serverless SQL pool

——

]
- —
File

Filestore

External Table
L
L
Dedicated SQL pool External Table
E E
Storage Table

We are going to first see how to use external tables in the
dedicated SQL pool.

Now why would you want to create an external table when you
have a dedicated pool where you can define persistent tables
with data.

One use case is wherein you need to bring the data from an
Azure Data Lake account into the dedicated pool. You then create
an external table to the data source. And then define a persistent
table in the dedicated SQL pool and pull in the data via the use of

the external table.

https://t.me/learningnets



Lab - Loading data into a SQL pool using Polybase

I\ Awre

Azure Synapse workspace

Iul > Data Lake Storage
Data Lake Storage A

Serverless SQL pool

L ]
L ]
-
File

External Table

Filestore

o

Dedicated SQL pool

Storage Table

External Table

We now want to define a persistent table in the dedicated SQL
pool and load the data via the use of an external table.

We are going to use Polybase which is a technology that allows
us to load data from Azure Data Lake in a faster and much more
efficient manner.
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Designing a data warehouse

I_& Azure

Azure Synapse workspace

I u I P Data Lake Storage
Data Lake Storage ‘

Serverless SQL pool

—
—
- —
File

Fllestore External Table

C—E8

External Table

Dedicated SQL pool

= BB

Storage Table SQL Databases

We have seen how to transfer data to a table via the use of
Integration pipelines in Azure Synapse.

A very simple example when it comes to storing data in a data
warehouse.

But there is a design strategy that is followed when designing
tables in a data warehouse.
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SQL Databases

Just looking back as the usage of a SQL database as a backend
for an application.

Now normally the application would add data to a table via the
use of the INSERT SQL statement.

Here a row of data would be added to a table in the database.

SQL Data
Warehouses

But in a data warehouse things work a little differently.
Remember here data is used for analytical purposes.

Normally you don't insert rows of data one by one.

Instead you add and delete rows of data in bulk. This is because
of the huge amount of data that is stored in the data warehouse.
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Next is the design of the tables

The tables in a data warehouse are split into Fact and Dimension
tables.

These tables either conform onto a Star or Snowflake schema.

Dimension
Dimension
Dimension
Dimension
Dimension
Dimension
Fact
Dimension
Dimension
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Fact and Dimension Tables

Dimension

y

Dimension

Dimension
Dimension

A Fact table is meant to store quantitative data, that is data that
can be measured.

o _
* h . SQL Databases

So let's say that users are making purchases via an ecommerce
platform.

The sales data for various products are being recorded in the
OLTP SQL database.

Now the sales being recorded are quantitative in nature. You can

take the data over time and store in a Fact-based table in the data
warehouse.
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Dimension tables are used to used to present some context to
the facts.

For example, based on the sales being made, you want to

analyze what are the best selling products - Hence the
product-related information would become a dimension.

This is because the product information is giving you a view or
insight into the sales data.

Or you want to look at the top regions where sales are being
made based on the customer's location. So the customer's
information can be another dimension to give some more context
to the sales.

In this way , we can construct our Fact and Dimension tables.

Understanding Azure Synapse Architecture

Synapse SQL architecture

Dedicated SQL pool Serverless SQL pool

" Distributed Query
——] | Processing Engine
Node

ifl‘"’

Reference - https://learn.microsoft.com/en-us/azure/synapse-analytics/sql/overview-architecture

In Synapse SQL , the compute and storage are seperate so that
each can be scaled seperately.

In the dedicated SQL pool , the compute power allocated to the
pool is determined by a unit known as the data warehouse unit.

All queries are targeted towards the Control Node. And then the

Control Node distributes the query for parallel processing across
the compute nodes.

https://t.me/learningnets



Performance Compute Distributions per Compute = Memory per data warehouse

level nodes node (GB)
DW100c 1 60 60
DW200c 1 60 120
DW300c 1 60 180
DW400c 1 60 240
DW500c 1 60 300
DW1000c 2 30 600
DW1500c 3 20 900
DW2000c 4 15 1200
DW2500c 5 12 1500
DW3000c 6 10 1800
DW5000c 10 6 3000
DW6000c 12 5 3600
DW7500c 15 4 4500
DW10000c 20 3 6000
DW15000c 30 2 9000
DW30000c 60 1 18000

Reference - https://learn.microsoft.com/en-us/azure/synapse-analytics/sql-data-warehouse/memory-concurrency-limits

So if you have 60 compute nodes , then you query will be split
into 60 small queries and run in parallel.

All user data in Synapse SQL is stored in Azure Storage.

In Synapse SQL , the data in the dedicated SQL pool is sharded
into distributions.
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Understanding table types

Hash-distributed tables

Here the dedicated SQL pool used a hash function to decide to
which distribution to assign the row to.

As part of the table definition, you decide which column should
be used as the distribution column.

This is ideal for your fact tables.

Let's say you decide that SalesOrderID needs to be the

T W
1 SELECT * FRON factSales;
Results  Messages - ~
Vew QEEZED oo > Exportresuls

[ Sem Hashing
S Function
e e S e e
SilesOrderD  OrderDate CustomerlD  SubTotal Taxdmi Freight Totalbue ord
T4 2008:06-01T00... 29847 8803484 704279 220087 972785
7898 2008.06-01m00... 29932 39002684 s118a791 15995247 705989922
s 2008.06-01T00:.. 29847 8e384 04279 220087 727850

1
3
1
71898 2008-06.01700-.. 20932 620000884 s184791 15095247 705989922 B
1
4

e S e S P e e e S e
7178 2008-06-01100.., 30072 788100 63048 1.9703 70851

7658 2008-06-01T00-.. 29932 639609884 s1184791 15995247 708989922

71780 2008-06-01T00-.. 30113 38418.6895 30734852 9604672 22528518 4

Round-Robin distributed tables

Here the data is evenly distributed across all distributions.

This type of table is effective when you need to load data into
staging tables. It provides a fast way to load data.

Replicated Tables

Here each compute node would cache a full copy of the table.

This is ideal for dimension tables. When you perform JOINS for
your fact and dimension tables, if you have multiple compute
nodes, there is a Data Movement service that ensures that data is
avaiable on the compute node to fulfil the query operation.
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Lab - Surrogate keys for dimension tables

E SQL script 2 ° SQL script 1 (@D CopyPipeline 53p @D CopyPipeline_ecm

> Run % Undo | v (T} Publish g% Query plan Connectto | @ datapool

1 SELECT * FROM dimProduct;

Results Messages

View - Chart ) I— Export results v

@D CopyPipeline_u48 s

1 L Search
ProductiD ProductNumber Color ProductCatego...  ProductCatego...
968 BK-T79U-54 Blue 7 Touring Bikes
969 BK-T79U-60 Blue 7 Touring Bikes
970 BK-T44U-46 Blue 7 Touring Bikes
971 BK-T44U-50 Blue 7 Touring Bikes
972 BK-T44U-54 Blue 7 Touring Bikes

Now sometimes for your dimension table, you will want
to have a column that helps to uniquely identify the

rows in the dimension table.

Here ProductID refers to the Business Key because this

is taken from the source.

Sometimes data can be taken from multiple sources
and they have the same ProductID. Hence we will not
use this as the key to uniquely identify each row in the

table.

We can define a surrogate key for the table. This could

be a simple incrementing number.
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Slowly Changing dimensions

[ Pub | ot
g SQL script 2 ° E SQL script 1 (D CopyPipeline 53p @D CopyPipeline_ecm (0D CopyPipeline_u48 z
> Run % Undo | v (T} Publish g% Query plan @ datapool EX
1 SELECT * FROM dimProduct;
Results Messages
View ﬁ ) I— Export results v
1 L Search
ProductiD ProductNumber Color ProductCatego...  ProductCatego...
968 BK-T79U-54 Blue 7 Touring Bikes
969 BK-T79U-60 Blue 7 Touring Bikes
970 BK-T44U-46 Blue 7 Touring Bikes
971 BK-T44U-50 Blue 7 Touring Bikes
972 BK-T44U-54 Blue 7 Touring Bikes

Now sometimes for your dimension table, you will want
to have a column that helps to uniquely identify the

rows in the dimension table.

Here ProductID refers to the Business Key because this
is taken from the source.

Sometimes data can be taken from multiple sources
and they have the same ProductID. Hence we will not
use this as the key to uniquely identify each row in the

table.

We can define a surrogate key for the table. This could

be a simple incrementing number.
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Which Load Method to use

Copy command vs Polybase vs Bulk Insert

The Bulk Insert method is slower than the Copy
command or Polybase

Polybase gives you better performance when you are
loading large amounts of data

Dedicated SQL pool

With Bulk Insert all of the commands go through the You can use the Bulk insert command
Control Node when you have less data to transfer

With Polybase, your data movement operations go
through the compute nodes in parallel. This gives better
loading times. And if you have more compute nodes, the

data loading process becomes faster.

Polybase also remember allows you to create
EXTERNAL tables. And then you can import data into
the dedicated SQL pool, creating tables using the
CREATE TABLE AS SELECT command.

Even the COPY command has high throughput and
goes through the compute nodes in the dedicated SQL
pool.

The COPY command is simple to execute, you don't
need to define the EXTERNAL DATA SOURCE,
EXTERNAL FILE FORMAT and EXTERNAL TABLE.

Design and Develop Data Processing - Azure Data
Factory
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Extract, Transform and Load

Files

’ Data Lake Storage

Media File

Your data lake would consist of files -
semi-structured or unstructured.

Initially all of the data would be in raw
format. Especially if you have log files.

In the log files there would probably be
a lot of data that you don't need.

SQL Database Table
Then you probably also have data in
your relational databases.

You might want to extract data from
here that could be used for analysis
purposes.
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- =

Data Lake Storage

-

Media File

SQL Database Table

Step 1 : Extract
the data that is
required

The next step is to transform your data.
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Take only the data values that are
required.

Clean data - Remove any NULL or
incorrect values.

Convert the data into a desired target
format.

Step 3 : Load the Data Lake Storage
data.

Azure SQL
DataWarehouse
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What is Azure Data Factory

Azure Data Factory
This is a cloud-based ETL and data integration service.

You can create data-driven workflows that can be used
for orchestrating data movement.

You can also transform data at scale.

You can connect to a variety of data sources as the
source and the destination.

Remove NULL
values

Extract certain
columns

e

Data Lake Storage it 0001 parquet

Azure SQL

n o

) We would need to have a script file that would run on a
Vital Machine < / > machine.

Script file The script file would first load the entire data set on the
— machine.
ActityLog 0L parguet The script would then perform the required

transformations and then load the data onto the target
data warehouse.
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Data Factory

With Azure Data factory , we don't need to create a
complex script. We don't need to have a machine in
place. All of this is managed by Azure Data Factory.

Source Destination
- '-I ¢ I..l
— o o . =
— = Linked Service M Linked Service L m
feitos Ghpsiauet . ey M aics . Damwarenouse
Dataset Dataset
Pipeline
This represents A pipeline is a set of activities. You can have on activity This represents
the data for cleaning data. Another for transforming data. the data

n Azure Integration Runtime

Virtual Machine

The pipeline runs on compute machines that is
provided by Azure Data Factory.

Self-Hosted Integration Runtime

Data Factory

With Azure Data factory , we don't need to create a
complex script. We don't need to have a machine in
place. All of this is managed by Azure Data Factory.

Source Destination
r. ﬁ-
n L® S
Linked Service Linked Service
ActivityLog-D1. parquet Virtual Machine Data Factory Al.g: jﬁ‘re 5 ;:;‘,: :ﬂ_]ss
Dataset H Dataset
Pipeline
A pipeline is a set of activities. You can have on activity This represents
for cleaning data. Another for transforming data. the data

What if your files are on your on-premises network or
on a virtual machine.

n Azure Integration Runtime

We then need to use our own self-hosted integration
runtime.
Virtual Mashine

The pipeline runs on compute machines that is
provided by Azure Data Factory.
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What are going to implement

Build a Windows Server 2022-based
Azure virtual machine.
Virtual Machine

We will install a web server - Internet Install the Self-hosted runtime and
Information Services @ register it with Azure Data Factory.

Web server

Copy Activity - Transfer the log data file
from the web server onto Azure Data
Lake.

Mapping Data Flow - Take the log data ,
extract the contents and transfer it to a
table in Azure Synapse.

Azure Data Factory and Git

Git repository

Git is a popular version control software. Developers
normally used this software to manage different
versions of their code.

B (=

Data Factory Pipeline

You can integrate Azure Data Factory with a git-based
repository for version control of pipelines.
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Design and Develop Data Processing - Azure Event
Hubs ,Stream Analytics

Batch and Real-Time Processing
How do you want to process your data.
Your data could be coming in from multiple data streams.
The data could be in different formats.
The size of data needs to be considered.

The velocity of data needs to be considered.

There are different ways to process your data

Batch Processing

Here multiple data records are collected at a time.
They are stored first. Then the records are processed as batches at
regular time intervals.

Process Daily
data

/1IN

SQL Database Scheduler

Web application
Daily transaction data needs to
be processed so that reports can
be generated.

Sales transactions for an
e-commerce site are being
recorded on a daily basis to a
database.

Job

The processing can happen at the end of the day. This is when
existing compute infrastructure can be used to process the data.

You have to ensure that your source data is not filled with
errors. It could impact the batch process that runs on a daily
basis.

If the nightly batch process takes time and if the data causes the
batch process to fail. Then you will need to run the process
again.

In a batch process , the latency is high. It takes time to see the
final results.
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Stream Processing

Here the data is processed in real time. For example for an incoming

stream of data , you process the data every 5 minutes.

We need to process the
banking transactions to
look for any anomalies.

Here the latency is less because you get results faster.

But you need to ensure that you have a processing system that is
capable of ingesting and processing data at that speed.

What are Azure Event Hubs

Azure Event Hubs

This is a data streaming service that can stream
millions of events per second.

This can be from any source or destination.

Event Sources

Ingest Process Model and Serve

Real-time stream

processing == Streaming ETL
.
- — Azure Stream
Analytics
Streaming Data
v
‘ 9 Data analytics //,‘ AnreSQL
| Cotaanalytis
‘ Azure Data Power BI
Logs. Files, Media Explorer
AMOP [} -
——pfee B L) Azure Cosmos DB
o1t wrTes o W Microservices and apps &> P
101010 v ( s
Costomer Event Hubs Function Apps ‘
sentiment data App Services
, Azure Spring
'. Batch Analytics Apps
Weather dat
e Azure Databricks
—_
. ey 4 Parquet
E— Schema
Business orura take
Aoplications )
g -
Data Lake
Storage Gen?2
Storage blob
Reference -

https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-about
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Consumer

~
E:- Azure Event Hubs group 1 Event
g Receivers
z _

Event Ml Partition 1 .

Producers i .

[ 1 1] - e ' mm b

EEEEEEE :MQP”"S - Partition2 -
T

EEnunEs | $wia II Partitons e edll
EEEN -

“ Partition 4

group 2

Reference -
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features

Event Hub namespace - This is a container for multiple Event Hubs.

As event data comes in, they are stored across multiple partitions.

Each Event can have the body of the event. Any user-defined properties. Metadata -
offset in the partition, stream sequence number.

Having multiple partitions helps to increase the overall throughput of the system.

Each partition generally can sustain 1 MB/s throughput.

You can also use a partition key in your data events to map the events to a specific
partition.

Event Publisher - This sends data to the Event hub.

Event Retention - Standard - 7 days, Premium , Dedicated - 90 days maximum.

Event Consumer- These consumes the events from Event Hub.

Consumer Group - This is a logical grouping of consumers that read data from the
event hub.

Throughput capacity of the Event Hub is controlled via the number of throughput
units you assign. These are prepurchased but billed per hour.

Ingress - 1 MB per second or 1000 events per second

Egress - 2 MB per second or 4096 events per second
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What is Azure Stream Analytics

Azure Stream Analytics

This is a fully managed stream processing engine.

You can use this to process large amounts of data in

real time.
Ingest Analyze Deliver
1 lot ] ] [ Alerts and actions
e : r— .
1 Devices HS Continuous Intelligence/Real-time analytics 1 Event Hubs, Service Bus,
el Azure Functions etc

E Logs, Files Event Hubs .
Dynamic Dashboarding
i l. Power BI
Customer | — —

Stream Analytics

o-o
o-o
o-o

data, Financial y
i Azure blob —— Data Warehousing
transactions t
storage 1 I Azure Synapse
. Weather data = - ! Analytics
= : » . D= Storage/ Archival
E Business Apps loT Hub Reference Data Real-time scoring OOME 50 DB, Azure Data Lake Gen 1 &
SQL DB, Blob store Azure ML service L —— Gen 2, Cosmos DB, Blob storage, etc

About Windowing functions

r—
—= A lot of data gets generated during the process of
treaming
[ = : s
Event Hubs Stream Analytics Jobs

Most of the times , we want to aggregate the data over
a span of time.

Windowing functions

Tumbling window - This is used to segment the data
stream into distinct time segments. A function is
performed against the data values in the window.

Here data values don't repeat or overlap.

An event can't belong to more than one time window.

Here events can be consolidated over time windows.
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Design and Develop Data Processing - Scala,
Notebooks and Spark

Why Spark

We have seen how to host a SQL data warehouse in
Azure Synapse.

D Ta

Azure Synapse SQL Data
Analytics Warehouses

We can extract, process data from Azure Data Lake and
send it across to a SQL data warehouse

We have seen how to send data onto Azure Event Hubs
and process data via the use of Azure Stream Analytics.

But the fact that we need to consider is that a lot of
source data is in semi-structured or unstructured in
nature.

— JSON, CSV

Files

I ‘ )) Binary data

Video Audio

Yes, now we do have a lot of cloud services to process
data.
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Before the advent of the cloud, Hadoop was used to
process Big data sets.

Then came Apache Spark which is a much more
efficient engine when it comes to processing data.

Here you can work with both Batch and streaming data.

You can also use a variety of programming languages
to work with data - Python, Scala, Java, R - You are not
constrained for just using SQL.

There are many libraries that were infused to give
features when it comes to Data Science and Machine
Learning.
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Spark Architecture

Apache Spark architecture

File

ActivityLog.csv

Virtual Machine
The job needs to run on some sort of machine

In Spark you can have a cluster of machines

Virtual Machine Virtual Machine Virtual Machine

On each of these machines, you need to install Spark
and put as part of a cluster.

Let's say we want to process our log file, perform the

transformation and send it across to a SQL data
warehouse.
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We can submit onto Spark.

The Executor runs the tasks and
n Euxecutor keeps the data in memory or on the

disk.
- n

The driver runs the main function of
an application and creates a Spark Executor
context

Spark is efficient and fast in
processing data because its all
processed within memory.

L
Partition _— -—

_. Outpurl
—

S e i ¢ B
L
L

Output2

The Driver program can break the Executor
file into multiple partitions. Then the
task which is the program and the

Each executor can work in parallel
data can be sent to an executor. p

with the data and provide the output
accordingly.
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Installing Spark

Virtual Machine

We are going to create a Windows Server-based Azure
virtual machine.

We will need to install Python and Java.
We will download Spark and WinUtils.
We need to setup Environment variables.

We can then run Spark.

Notebook

We are going to use Notebooks - This is an interactive
way when it comes to development.
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Design and Develop Data Processing - Azure Synapse
and Azure Databricks

Azure Synapse - Spark Pool — Concepts

Spark Pool

/A Azure

Azure Synapse workspace

I u I Data Lake Storage
Data Lake Storage

Serverless SQL pool

Filestore
External Table

L
v Spark Pool

Dedicated SQL pool

File

You can create a serverless Spark pool
When you define the spark pool, only the meta data is

defined. There are no instances created, hence there is
no cost associated with the pool.

When you create a session and run a spark job, that is
the time the instances get created.
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/ _& Azure

Azure Synapse workspace

Data Lake Storage Ilull

Serverless SQL pool
Filestore %
External Table
Spark Pool
@ _
Dedicated SQL pool Virtual Machine Virtual Machine  Virtual Machine

Data Lake Storage

File

Node Size
Small
4vCores | 32 GB

https://t.me/learningnets




What is Azure Databricks

Databricks

Databricks as a company was founded by the original creators of
Apache Spark.

It is a cloud platform that allows enterprises to build, scale and
govern data and Al.

They brought about the data lakehouse which is a combination
of a data lake and a data warehouse.

Here it tries to address the same issues we saw earlier on - Data
keeps on streaming in onto a data lake. It becomes difficult to
manage and govern the delta data. And then we have the
expense of maintaining a data warehouse.

Databricks is available on cloud platforms such as Microsoft
Azure.

Atomicity - Here transactions
are encapsulated in a single

unit. )

Consistency - Changes are ‘@ / ‘_eﬁ A
made in a predictable tg\z‘ \@, \ ﬁ % Keep track of your data

manner. ‘7 WA assets.
Isolation - Here transactions TRA:S;E;LC;NAL : DATA
don't interfere with each \ GOVERNANCE
her. /
other. \ r
AN 7/

Durability - Transations are
saved in the end. DATA LAKEHOUSE

SCHEMA
OPEN DATA MANAGEMENT
Data can be ingested in Be able to have structure for
different formats. your data.
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Concepts with Azure Databricks

In Azure Databricks, we first need to create a workspace. This is
used for storing all Databricks related assets.

% databricks Q Search data, notebooks, recents, and more... CTRL+ P

Get started Free trial ends in 14 days. Upgracle to Premium in Azure Porta
[, [—— [ - St queyor ot
Create a table by uploading local files, or create a Create a new notebook for data analysis Create a new query and explore your data in the Accelerate the training of ML models for efficient
low pipeline for continuous data ingestion and transformation, and machine leaming. S0L Editor. discavery and iteration.
transformation.
mp Create notebook Create query Start AutoML
Createtable  Create pipeline
shboards Pick up where you left off [[Recents | Faverites Popular Frovide feedback 2
ts
No recent items No popular items

ploring and your recently viewed items will show up here Start exploring and popular items in your workspace will show up here.

Then we need to create a compute cluster which will have Spark
installed - This can be used to run our Notebooks.

You can create different types of clusters.

You can run your Notebooks on Interactive clusters - You can
manually terminate the clusters.

You can also run jobs on job-based clusters. Here the cluster is
terminated once the job is complete.

Databricks File system - This is an abstraction layer on top of
blob storage.

Database - Collection of objects such as tables and views.

Table - This is a representation of structured data.
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Lab - Creating a cluster

When creating a cluster we can
choose a single or multi node

Compute > New compute >

Alan Rodrigues's Cluster 7

Policy

‘ Unrestricted v

Multinode @ Single node

Access mode (D Single user access ()
Single user v Alan Rodrigues v
Performance

Databricks runtime version (O

Runtime: 14.3 LTS (Scala 2.12, Spark 3.5.0) hd

Use Photon Acceleration (@

If you just need to run small jobs, we can make use of a
single node.

In the single node, the driver and executor run on the

same machine. All of the stderr, stdout and log4j log
outputs are on the single node, on the driver log.
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Access
Mode

Single
user

Shared

No
Isolation
Shared

Custom

Visible to user

Always

Always (Premium
plan required)

Admins can hide
this access mode
by enforcing user
isolation in the
admin settings

page.

Hidden (For all
new compute)

Access Nodes

uc
Support

Yes

Yes

No

No

Supported Languages

Python, SQL, Scala, R

Python (on Databricks
Runtime 11.3 LTS and

above), SQL, Scala (on
Unity Catalog-enabled
compute using

Databricks Runtime 13.3

LTS and above)

Python, SQL, Scala, R

Python, SQL, Scala, R

Notes

Can be assigned to
and used by a single
user. Referred to as
Assigned access
mode in some
workspaces.

Can be used by
multiple users with
data isolation among
users.

There is a related
account-level setting
for No Isolation
Shared compute.

This option is shown
only if you have
existing compute
without a specified
access mode.

Reference - hitps://learn.microsoft.com/en-us/azure/databricks/compute/configure
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Design and Implement Data Security

Authorization for Azure Data Lake Gen2

Authorization when it comes to Azure Data Lake Gen2
account.

/_s Azure

Azure Synapse workspace

When it comes to Authorization, we can use the

= = Account Key or the Shared Access Signature.
IIEII__" Data Lake Storage

Data Lake Storage y

" — “ " =
E o e

File

Filestore
Extemal Table Users or applications can use these methods to
authorize themselves to use the Azure Data Lake Gen2
| - account.
»
Extemal Tale

Dedicated SQL pool

Storage Table

But we can also make use of Microsoft Entra ID as well.

Microsoft Entra ID
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Authentication and Authorization

aAA

Users

app

= o

Application

Resources

User must need to authenticate If the user needs to access a
themselves - This can be done via resource, the user needs to have
a user name and password.

app

Application

the right permissions.

Database

The application would need to
maintain a data store for the user
credentials and permissions.

But nowdays applications can
offload the authentication and
authorization to other third-party

identity providers.

A

Azure Home

Virtual Machine ——
SQL Database
]
]
Storage Accounts

So far we have been working with Azure resources with
our Azure Admin Account.

But in an organization, you want to have users who can
access and manage resources.

Who has permission to create resources. Who has
permission to access resources.
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We need to create users and be able to assign
permissions.

Microsoft Entra ID - This is a cloud-based identity and
access management service. This identity service can
/ be used for Azure, Microsoft 365 and even other
Software-as-a-service applications.

Even Applications can be linked to identities and be
given access accordingly.

Virtual Machine

/ Azure Home @
u L Datab:
e Microsoft Entra ID [ ] oo
You can define users in Microsoft Entra ID. —_—
—
Authentication - Here the identity of the users are Storage Accounts
verified.
Authorization - Here the permissions are checked for
the users.
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Lab - Using Microsoft Entra ID - Using RBAC - Storage Blob Data
Reader

Role Description

Storage Blob

Data Owner Full access to the Blob containers and the data.

Storage Blob Gives read, write and delete access to the Blob containers and
Data Contributor | data. But this does not give permissions to manage the Access
Role Control lists.

-
n Storage Blob | Gives permission to read and list the Blob storage containers and
storageusr Data Lak Storage Data Reader blobs.
Containers
-
Name Last modified Anonymous access lev... Lease state

D $logs 6/23/2024,12:21:34 PM  Private Available

D data 7/2/2024, 8:21:02 AM Private Available

D insights-logs-networksecuritygroupflowevent 7/10/2024, 2:28:09 PM Private Available s

D logs 6/24/2024, 4:12:25 PM Private Available e

D staging 6/23/2024, 2:49:57 PM Private Available b

Authentication method: Access key (Switch to Microsoft Entra user account)
Location: data

Search blobs by prefix (case-sensitive) (. ; Show deleted objects

Name Modified Access tier Archive status Blob type
[] & ActivityLogo1.csv 7/18/2024, 8:01:08 AM Hot (Inferred) Block blob
[ ] [ ActivityLogo1 parquet 7/18/2024, 3:10:58 PM  Hot (Inferred) Block blob
4 »
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Lab - Using Access Control Lists

We can assign access levels to security principals for
files and directories.

Data Lakp Storage Reference - https:/flearn.microsoft.com/en-us/azure/storage/blobs/data-lake-storage-access-control

Co e ———
File Directory

Storage §ontainer Read (R) Can read the contents of a file Requires Read and Execute to list
the contents of the directory

Write Can write or append to a file Requires Write and Execute to
w) create child items in a directory
Execute  Does not mean anything in the Required to traverse the child
Folger x) context of Data Lake Storage items of a directory
Gen2
— C o e ——
N
L]
Numeric form Short form What it means
File
7 RWX Read + Write + Execute
5 R-X Read + Execute
4 R-- Read
0 --- No permissions
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Azure Synapse - Dedicated Pool Encryption

/A Azure
Azure Synapse workspace
Ilu I I__’ Data Lake Storage
Data Lake Storage A
Serverless SQL pool
=
. - File
When it comes to storage of data for Fllestore Extemal Table
your dedicated SQL pool, remember in o}
the end that the data is stored on disks * 3
in an Azure Data center. 9] >
]
. External Table
There are several security protocols for Dedicated SQL pool
the Azure Data center, but you can still
enable the encryption of the underlying A
data when it is stored on the underlying
disks in the Azure data center. -
Storage Table
This is known as Transparent Data
Encryption. Here the encryption occurs
in the background, applications don't
need to enable anything to use the
encryption feature.
S
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Azure Synapse Workspace Encryption

/& Azure

Azure Synapse workspace

. IIHII__-' Data Lake Storage
For the Dedicated SQL Pool we could Data Lake Storage

I 3
enable Transparent Data Encryption. Serverless SQL pool
Here the data is encrypted at rest.

File
; Filest
We can also enable encryption for the flestore Extemal Table
entire Azure Synapse workspace.

_ “q p—
Here we can use another Azure service - »J - |:|:l:|
Azure Key vault to manage the

encryption key used for encryption Dedicated SQL pool Bxemal Tale
Key Vaults purposes.
Storage Table
Data
encryption
key
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Azure Synapse - Microsoft Entra ID

To give another user access to the
tables in the dedicated SQL pool,
you need to create a new Login and
SQL-based user.

/_s Azure

Azure Synapse workspace

Data Lake Storage

Filestore

e

Users

7

Microsoft Entra ID

f

Storage

0

Dedicated SQL pool

Ilﬂ I | P Data Lake Storage
A

Serverless SQL pool

A

———

L
File

External Table

External Table

Table

e

Users
But if you have users already
defined as part of Microsoft Entra ID
, you can grant access to those
users to tables in the Dedicated SQL
pool.
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You can also make use of the
advanced security features of
Microsoft Entra ID like Multi-Factor
authentication.




Azure Storage Accounts - Network and Firewall

I

Laptop computer

l& Azure

Azure Synapse workspace

Serverless SQL pool

Data Lake Storage

Filestore

@

Dedicated SQL pool

Storage

External Table
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Internet

Data Lake Storage

Firewalls

If the Storage account is only
accessible via a virtual
network service endpoint, we
need to connect from Azure
Synapse via a Managed
Identity.

>

Microsoft Entra ID

&> Virtual Network

Subnet

"o W]

Network Interfaces
Virtual Machine

Public IP Addresses

= ¢

Disks Network Security
OS Level disk Sl
30 GIB




About Managed Identities

Managed Identities

Provides a more secure way to access resources on Azure.

Edit linked service
B Azure Data Lake Storage Gen2 Learn more [

Name *

datalake7000
Data Factory Data Lake Storage

Description

Linked Service

Here Azure Data Factory uses the Account

Connect via integration runtime * ©

Key to connect to the storage account.

[ AutoResolvelntegrationRuntime

This is secure , but you can also use a Authentication type

managed identity. [Account key

Instead of depending on the Account Key
which in the end is like using a password for
authorization purposes.

Account selection method ©
O From Azure subscription @ Enter manually

URL *

l https://datalake7000.dfs.core.windows.net/

Storage account key Azure Key Vault )

Storage account key *

Test connection ©
(@) To linked service () To file path

Annotations

+ New

> Parameters

> Advanced (O]
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Data Factory Data Lake Storage

You can enable the managed identity
for Azure Data factory

7

Microsoft Entra ID

This creates a security principal in
Microsoft Entra ID.

The linked service can use the

Managed Identity for authorization
purposes.
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Azure Synapse - Managed ldentity connectivity

= Virtual Network

Subnet

—
=

Laptop computer Data Lake Storage

Public IP Addresses

=3 = @
—

Azure Synapse workspace Disks Network Security
05 Level disk CIcE

If the Storage account is only 30 GiB
accessible via a virtual

network service endpoint, we
need to connect from Azure
Iul Synapse via a Managed

Data Laks Storage Identity.

Serveriess SQL pool

Filestore >

€1 N m Microsoft Entra ID

Storage
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Azure Data Factory — Encryption

O
Data Factory Key Vaults

2

encryption
key

We need to use an Encryption key to
encrypt the data in Azure Data Factory.

1. Azure Key Vault - Soft delete and
purge protection is enabled.

2. Provide access to the Azure Key Vault
for the Azure Data Factory resource.

3. Create an encryption key in the key
vault.

4. Enable encryption in Azure Data
Factory.

Monitor and optimize data storage and data processing
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Microsoft Purview

Welcome to the Microsoft Purview
portal

Microsoft Purview brings together solutions across data governance, data
security, and compliance so that you can govern and secure your data
wherever it lives.

Supported cloud platforms:
O Microsoft 365 A Microsoft Azure & Microsoft Fabric

@ Other cloud platforms

Ideal when you want to discover data assets that a
company has.

Azure Synapse
Data Lake St
ata Lake Storage Analvics

Helps to maintain a data map - Here you can scan your
data stores, extract the metadata and understand the
data assests that you have.

You can use the Data Catalog to browse for assets
based on the metadata.

You can also get an entire data lineage of your data
assests , the various stages that your data can go
through.
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Best practices for data storage - Azure Data Lake
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Data Lake Storage

Files

You have a wide variety of file
formats available - CSV, JSON,
XML, Avro, Parquet,
ORC(Optimized Row Columnar)

Avro, Parquet and ORC are all
compressed. Hence file sizes are
smaller. The schema is embedded

in each file. Avro uses a row
format and Parquet and ORC use
column format.

Parquet and ORC file formats are
good when there are more read
operations and there is focus to

get a subset of columns in the
records.

Avro file format is ideal when there
are more write-based transactions
and there is a need to retrieve
multiple rows that need to fetch
the entire row information.

Directory structure

loT structure

In loT workloads, there can be a great deal of data being ingested that
spans across numerous products, devices, organizations, and customers.
It's important to pre-plan the directory layout for organization, security,
and efficient processing of the data for down-stream consumers. A

general template to consider might be the following layout:

* [Region}/{SubjectMatter(s)}/{yyyyl/{mm}/{dd}/{hh}/

Batch job structure

* (Region)/{SubjectMatter(s)}/In/{yyyyl/imm}/(dd)/thh)/
* {Region}/{SubjectMatter(s)}/Out/{yyyyl/{mm]}/(dd}/(hh}/
* (Region}/{SubjectMatter(s)}/Bad/{yyyyl/{imm}/{dd}/{hh}/

Reference - hitps:/flearn.microsoft.com/en-us/azure/storage/blobs/data-lake-storage-best-practices
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Azure Data Lake Gen2 - Access tiers

Storage Accounts

A company can look towards millions of objects in an
Azure Storage Account.

Blob Storage

Storage Container Flles

Data storage prices pay-  Premium Hot Cool Cold Archive
as-you-go

First 50 terabyte (TB) / $0.15 per G8 $0.018 per G8 $0.01 per g8 $0.0036 per GB $0.00099 per GB
month

Next 450 TB / month $0.15 per GB $0.0173 per GB $0.01 per GB $0.0036 per GB $0.00099 per GB
Over 500 T8 / month $0.15 per GB $0.0166 per GB $0.01 per GB $0.0036 per G& $0.00099 per GB

A company would want to monitor their storage costs.

An this can especially be the case if objects are not

being used.
]
I
| —
Storage Accounts
A thousand images have been uploaded on a particular
“ day. During the first week the images are being used
regularly.
Image
Blob Stormge But after a week the images are not being accessed.
Should be still pay the same when it comes to storage
Image costs.

We can use Access tiers to help in this regard.
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Hot

Cool

Cold

Archive

This is the default tier for objects. Here this is optimized
for objects that are accessed frequently.

This is ideal for objects that are infrequently accessed.
An object can be set to the Cool Access tier. Here the
object needs to be stored for a minimum of 30 days.

Here the storage costs are lower when compared with
the Hot access tier, but the access costs are higher.

This is ideal for objects that are rarely accessed or
modified, but you still need access to them. An object
can be set to the Cool Access tier. Here the object
needs to be stored for a minimum of 90 days.

Here the storage costs are lower when compared with
the Cool access tier, but the access costs are higher.

This is ideal for objects that are rarely accessed. And if
you need to access them, you don't mind waiting for the
data to be restored first.

Here the data needs to be stored for a minimum of 180
days.

Azure Data Factory Logging
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Data Factory

.
=

Log Analytics
Workspaces

In the Monitor section for Azure Data Factory you can
view the pipeline runs, see the status when it comes to
the Activities. All of this information is retained for 45

days.

If you want to retain this information for a longer time,
you can use a Log Analytics workspace. Here you can
direct the logs from an Azure Data Factory resource.

Azure Synapse - Result set caching

Dedicated SQL pool

https://t.me/learningnets

We can enable result set caching for the dedicated SQL
pool.

If there are frequent requests for the same query that
returns the same results, then instead of the compute
nodes formulating the results again, the result can just
be taken from the cache.

The following types of queries don't get cached

1. Queries with built-in functions - e.g DateTime.Now() ,
GetDate()

2. Queries that use user-defined functions

3. Queries that use tabhles with row level security.

4. Queries that return data with row size larger than 64
KB.

5. Queries that return a large data set - greater than
10GB.

You can then use the view -
sys.dm_pdw_exec_requests view along with the
request id to see if the SQL request used the cache.



Azure Stream Analytics — Optimization

Azure Stream Analytics

=7 .I
Event Hubs Stream Analytics Jobs Aﬂ:ﬁ j;papse
ics

The streaming units allocated to a job represent the compute
resources allocated to the job.

The streaming job is highly dependent on memory , because the
data is processed in memory.

If the job runs out of memory, then the job will start to fail.

You can monitor the metric - SU (Memory) % Utilization - If this is
going beyond 80% , then you might need to increase the number
of streaming units.

Other metrics to monitor - Backlogged Events - If this is a
non-zero vaue for regular intervals it means that the job cannot
keep up with the streaming events. You might need to scale up

the Stream Analytics job.
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You can also partition the events to achieve better throughput

— —
Data can be ingested across ==
i iti i =~ o
multiple partitions in Azure Event
Hub. = Stream Analyics Jobs Bl
Event Hubs Event Hubs
Your application sending events When configuring the input for the If you are writing to an Output
can decide which property of the Stream Analytics job, you can say Azure Event Hub, when defining
data set can be used to partition to process the data based on the the output, make sure that you
the events. partitions. have the same number of

partitions defined.
The Stream Analytics job can read
and write from the different
partitions in parallel.

Query Max SUs for the job

The query contains one step. 1sUVv2
The step isn't partitioned.

The input data stream is partitioned by 16 SU V2 (1 * 16 partitions)
16.

The query contains one step.

The step is partitioned.

The query contains two steps. 15Uv2
Neither of the steps is partitioned.

The input data stream is partitioned by 4 SU V2s (3 for partitioned steps
3. + 1 for nonpartitioned steps
The query contains two steps. The

input step is partitioned and the

second step isn't.

The SELECT statement reads from the

partitioned input.

Reference - https://learn.microsoft.com/en-usfazure/stream-analytics/stream-analytics-parallelization
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Azure Stream Analytics - The importance of time

Then there is the time it
gets recorded in the Azure

Data Lake Account
n The time that Azure
Stream Analytics takes in

the event.
~—"a

Stream Analytics Jobs

Virtual Machine

Data Lake Storage
NSG Flow

Logs

There is the time that the
records get registered
when it comes to NSG

Flow logs.

By default Azure Stream Analytics processed
the events based on the arrival time. For
example , the time when the Blob is uploaded
onto Azure Blob Storage or the time when the
event arrives into Azure Event Hub.

But you can also process your events based on
the application time in the event payload. Here
you need to use the TIMESTAMP BY clause.

Watermark delay - This is an event timer that is
maintained by Azure Stream Analytics that
notes the point at which events have been

ingested.

Normally streaming data is unbounded in
nature. Here the data never stops. So Azure
Stream Analytics uses the watermark delay to
see if events are not coming in.

Because of the depedency on time, you can
have late arriving events or early arriving
events.

Why would such aspects occur.
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o — \‘43
Application H Stream Analytics Jobs

Event Hubs

There could be a slight variation on the system
clock used by the application and the ingestion
service.

There is network latency.

Maybe the application has stopped working and
not generating events.

The Azure Event Hub has too many partitions
and data is not arriving at all partitions.

When defining steps in your SQL query, its not

n possible to use the TIMESTAMP BY clause.
Then we can define

¥ 1 another Stream Analytics
= > - job to process the data.
Bl

Stream Analytics Jobs Stream Analytics Jobs
Data Lake Storage Event Hubs

Virtual Machine

NSG Flow
Logs The Stream Analytics job
would proces the data
based on the NSG Flow
Logs , based on the steps
and load the data into
another Azure Event Hub.
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