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Section 1: ASA
Solutions

Lab-1: ASA Initialization — This lab is intended to familiarize you with the initialization of the
ASA and the new features associated with it. This section contains two ASAs. One of the ASAs is
loaded with 8.2 code and the other is loaded with 8.6 code. It is very important to understand
the new features in the 8.6 version of software. This lab focuses on IPv4 routed mode only.
Further ASA labs are built on this lab topology (Network Topology 1.1) therefore, it is important
to understand this topology.

We highly recommend creating your own diagram at the beginning of each lab so you are able
to draw on your own diagram, making it much easier when you step into the real lab. Multiple
topology drawings are available for this section.

General Rules

* Understand the physical and logical topologies.

* Try to diagram out the task - draw your own connections the way you prefer to diagram.

* Create a checklist to aid as you work through the lab.

* Perform a very close read of the tasks to ensure you do not miss details.

* Take your time - this is not a Mock Lab, so no time constraints are in place for finishing
this particular section.

* Practice this section multiple times to improve on your speed and accuracy.

* Make it a common practice to verify the pre-configurations loaded on the devices.

Estimated Time to Complete: 1 Hour

Pre-setup

Load the initial configurations for the routers and switches. Note that routers and switches
are pre-configured with these initial configurations.

NOTE: Do not make additional configuration on the routers, unless explicitly asked for in the

Copyright © by IPexpert. All rights reserved. 5
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task; some switching configuration must be performed as per the task requirements.

Use the logical topology drawing — Network Topology 1.1 and refer to the general physical
connectivity.

Ensure that your ASA is in single context routed mode before you start the configuration. This
lab is intended to be used with online rack access provided by our partner Proctor Labs
(www.proctorlabs.com). Connect to the terminal server and complete the configuration tasks
as detailed below.

Copyright © by IPexpert. All rights reserved. 6
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Lab 1: Configuration Tasks

Task 1: Initialization ASA-3

* Configure a hostname of “ASA-003fw” on ASA-3

* ASA-003fw should have a domain name of ipexpert.com
* Configure ASA-003fw interfaces and the appropriate switchports on the Catalyst with
the specifications below. After you perform this task, ensure that you can ping your

directly connected neighbors R2 and the AD Server.

ASA Interface VLAN Security Level Name IP Address

Tag
Go/1 | - 100 INSIDE 192.168.103.10/24
G0/2.2 203 50 dmz1 192.168.203.10/24
G0/2.222 100 50 dmzserver 10.1.1.1/24

* Configure ASA-003fw the interfaces with EtherChannel and the appropriate switchport
configurations on the Catalyst switch with the specifications below. All the devices
should actively send LACP packets to setup the EtherChannel. After you perform this
task, ensure that you can ping your neighbors R4 and R5.

ASA Member ASA System Max Bundle Load Distribution

Interface Interfaces on ASA priority Algorithm

Port- G0/0 and GO/3 10 2 Vlan-Src-Dst-ip-Port

Channell

ASA VLAN Tag Security Level Name IP Address & V-MAC

Interface

Pol.34 403 0 Outside-1 200.100.34.104/24
0044.0044.0044

Po1.35 503 0 Outside-2 100.100.35.105/24

0055.0055.0055

Copyright © by IPexpert. All rights reserved.
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Detailed Solution: Lab-1

Task-1
Summary Guidelines

1.
2.

w

o

Make sure you know the physical and logical topology well

Do not start configuring tasks linerarly. Read the entire lab to identity any dependency
with other tasks and then proceed to configure.

Pre- load the configurations and check if the loaded configuration is correct

Before you begin with configuring the ASA. Configure the Layer-2 i.e. switch with
VLAN’s/Trunks

Once Layer 2 is in order. You may begin configuring the ASA.

Pay very close attention to the names, interfaces and IP address.

After you configure them, make it a point to verify your configs and save them.

Step 1: Layer 2 configuration

Network Topology 1.1 is a logical topology. Physically all the Ethernet interfaces of routers and
ASA’s are connected to switches. Hence we need to first build the layer 2 and then proceed to
the layer 3 part of the configuration. Please refer the physical connection topology.

If the appropriate VLAN’s are not created then you may create them. However if you do create
them make sure the VLAN number matches with the topology.

** NOTE - switch configuration is already part of the Initial configurations (but it does not have
to be in the real lab) — configuration is shown here for your reference **

Sw3

interface GigabitEthernetl1/0/20
description ASA Inside GO0/1
switchport access vlan 301

switchport mode access

spanning-tree portfast

interface GigabitEthernetl/0/21
description ASA DMZ INTERFACES
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 100,203
switchport mode trunk

interface GigabitEthernetl/0/22
description ASA OUTSIDE PORTCHANNEL INTERFACE
switchport trunk encapsulation dotlg

Copyright © by IPexpert. All rights reserved. 9
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switchport trunk allowed vlan 403,503
switchport mode trunk
channel-group 1 mode active

interface GigabitEthernetl1/0/19

description ASA OUTSIDE PORTCHANNEL INTERFACE
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 403,503
switchport mode trunk

channel-group 1 mode active

Step 2: ASA Configuration

Now we shall configure the hostname, domain name, and all the interface related parameters.

Make sure the interface numbers match as stated in the task.Make sure the interface names

match as stated in the task albeit they are case-insensitive.

ASA3

domain-name ipexpert.com

interface GigabitEthernet0/1

no shutdown

nameif INSIDE

security-level 100

ip address 192.168.103.10 255.255.255.0
no shutdown

interface GigabitEthernet0/2
no nameif

no security-level

no ip address

no shutdown

interface GigabitEthernet0/2.2

vlian 203

nameif dmzl

security-level 50

ip address 192.168.203.10 255.255.255.0
no shutdown

interface GigabitEthernet0/2.222
vlan 100

nameif dmzserver

security-level 50

ip address 10.1.1.1 255.255.255.0
no shutdown

Copyright © by IPexpert. All rights reserved.
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interface GigabitEthernet0/0
channel-group 1 mode active
no nameif

no security-level

no ip address

no shutdown

interface GigabitEthernet0/3
channel-group 1 mode active
no nameif

no security-level

no ip address

no shutdown

interface Port-channell

lacp max-bundle 2

port-channel load-balance vlan-src-dst-ip-port
no nameif

no security-level

no ip address

interface Port-channell.34

mac-address 0044.0044.0044

vlan 403

nameif Outside-1

security-level O

ip address 200.100.34.104 255.255.255.0

interface Port-channell.35

mac-address 0055.0055.0055

vlian 503

nameif Outside-2

security-level O

ip address 100.100.35.105 255.255.255.0

Verification

Step 1: Verify layer 2 connectivity.

We should make sure the layer 2 is proper. This includes VLAN assignment and trunking
configuration.

On SW3

Copyright © by IPexpert. All rights reserved. 11
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sw3#sh vlan brief | exclude unsup

VLAN Name Status Ports
<SNIP>

301 VLANO301 active Gi1/0/20

Interfaces G1/0/15 — 18 and G1/0/23 — 24 are inter-switch trunk links.

sw3#show interface trunk

Port Mode Encapsulation Status Native vlan
Gil1/0/15 on 802.1qg trunking 1
Gil/0/16 on 802.1qg trunking 1
Gil/0/17 on 802.1qg trunking 1
Gil/0/18 on 802.1qg trunking 1
Gil/0/21 on 802.1qg trunking 1
Gil/0/23 on 802.1qg trunking 1
Gil/0/24 on 802.1qg trunking 1
Pol on 802.1qg trunking 1
Port Vlans allowed on trunk

Gil1/0/15 1,70,100-101,203,300-301,403,503

Gil/0/16 1,70,100-101,203,300-301,403,503

Gil/0/17 1,70,100-101,203,300-301,403,503

Gil/0/18 1,70,100-101,203,300-301,403,503

Gil/0/21 100,203

Gil/0/23 1,70,100-101,203,300-301,403,503

Gil/0/24 1,70,100-101,203,300-301,403,503

Pol 403,503

Port Vlans allowed and active in management domain
Gil/0/8 none

Gil1/0/9 none

Gil1/0/15 1,70,100-101,203,300-301,403,503

Gil/0/16 1,70,100-101,203,300-301,403,503

Gil/0/17 1,70,100-101,203,300-301,403,503

Gil/0/18 1,70,100-101,203,300-301,403,503

Gil/0/21 100,203

Gil/0/23 1,70,100-101,203,300-301,403,503

Gil/0/24 1,70,100-101,203,300-301,403,503

Pol 403,503

Port Vlans in spanning tree forwarding state and not pruned
Gil/0/8 none

Gil1/0/9 none

Gil/0/15 1,70,100-101,203,300-301,403,503

Gil/0/16 none

Copyright © by IPexpert. All rights reserved.
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Gi1/0/17 none

Gil/0/18 none

Gil/0/21 100,203

Gil/0/23 1,70,100-101,203,300-301,403,503
Gil/0/24 1,70,100-101,203,300-301,403,503
Pol 403,503

On ASA3

ASA-003fw# sh port-channel 1

Ports: 2 Maxports = 16

Port-channels: 1 Max Port-channels = 48
Protocol: LACP/ active

Minimum Links: 1

Maximum Bundle: 2

Load balance: vlan-src-dst-ip-port

Layer-2 Etherchannel verification on ASA3

ASA-003fw# sh port-channel 1 summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
U - in use N - not in use, no aggregation/nameif
M - not in use, no aggregation due to minimum links not met
w - waiting to be aggregated

Number of channel-groups in use: 1
Group Port-channel Protocol Ports

1 Pol (U) LACP Gi0/0 (P) Gi0/3 (P)

Layer-2 Etherchannel verification on Switch3

Copyright © by IPexpert. All rights reserved.
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sw3#sh etherchannel 1 summary

Flags: D - down

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator
M - not in use, minimum links not met

u - unsuitable for bundling

w - waiting to be aggregated

P - bundled in port-channel

d - default port
Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— R it e A ettt Lt
1 Pol (SU) LACP Gil/0/19(P) Gil/0/22 (P)

Step 2: Verify layer 3 connectivity on the ASA3

ASA-003fw# show interface ip brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset up up
GigabitEthernet0/1 192.168.103.10 YES manual up up
GigabitEthernet0/2 unassigned YES unset up up
GigabitEthernet0/2.2 192.168.203.10 YES manual up up
GigabitEthernet0/2.222 10.1.1.1 YES manual up up
GigabitEthernet0/3 unassigned YES unset up up
<SNIP>

Port-channell unassigned YES unset up up
Port-channell.34 200.100.34.104 YES manual up up
Port-channell.35 100.100.35.105 YES manual up up
ASA-003fw# show nameif

Interface Name Security

GigabitEthernet0/1 INSIDE 100

GigabitEthernet0/2.2 dmz1 50

GigabitEthernet0/2.222 dmzserver 50

Management0/0 management 100

Port-channell.34 Outside-1 0

Port-channell.35 Outside-2 0

We can test connectivity with simple ping tests. Keep in mind here that you don’t have any

routing enabled, so keep it simple and just test to what is directly connected.
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ASA-003fw# ping 200.100.34.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.100.34.4, timeout is 2 seconds:

ASA-003fw# ping 100.100.35.5
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 100.100.35.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

ASA-003fw# ping 192.168.103.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.103.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

ASA-003fw# ping 192.168.203.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

ASA-003fw# ping 10.1.1.101
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.101, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

Notes

This task focuses on basic initialization of the ASA3 such that traffic can pass through the ASA.
Interfaces can be physical or logical. For an interface to pass traffic, 3 main parameters should
be configured. These are the interface name, IP address and mask and finally security level.
Interface names are case-insensitive. However for the sake of the exam it is required to
configure the exact names/case given in the task. Any name other than inside has a security
level of zero. Do not forget to un shut the interface using “no shutdown” since they are in
shutdown state.

ASA’s interfaces can be slpit into multiple logical interfaces i.e. sub-interfaces or VLAN
interfaces. Here each sub-interface is associated with a VLAN tag. Since the ASA does not
support DTP, you should statically configure the switches to trunk. It is a best practice to filter
or send specific VLAN’s from the switch to the ASA using switchport trunk allowed vlan
command. VLAN interfaces or sub-interfaces increase the number of available interfaces which
is very useful for multi-context.
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Etherchanel feature was introduced from 8.4 code of the ASA. Etherchannel interfaces allow
the ASA to bundle similar physical interfaces (Same type,speed and duplex) into a single logical
port-channel interface. This provides fault taulerance and high-speed links between devices. An
ether-channel can be created from 1 to 8 active ports with an additional of upto 8 inactive ports
using LACP protocol for link negotiation or 16 active members using static/no-negotiation “on”
port channel configuration. It uses a propritery hash algorithm based on source/destionation
IP, port or VLAN numbers and aggrigates traffic. All security related configurations will be done
on the port channel interface and not the actual channel member/physical interface. Even the
port channel interface can be split into multiple logical VLAN interfaces. You may refer the
documentation for details related to other LACP parameters like system priority, port priority
etc. Etherchannel feature can be utilized in both single context and multi-context mode of the
ASA. The ASA supports upto 48 etherchannel interfaces. Make sure both the switch and the
ASA is properly configured for ether-channel.

Port channel interface can be used for failover, however they need to be manually created on
both the units and certain port-channel or LACP commands are not sync’d between the failover
pair and may need to be individually configured.

Task 2: Initialization of ASA-1

* Configure a hostname of “ASA-001fw” on ASA-1

* ASA-001fw should have a domain name of ipexpert.com

* Configure the ASA-001fw outside interface and the appropriate switchports on the
Catalyst with the specifications below. The management interface should be made a
normal routed interface. After you perform this task, ensure that you can ping your
directly connected neighbors R4 and R5.

ASA Interface | VLAN Tag | Security Level | Name IP Address

O 0 OUTSIDE 45.45.45.10/24

* Configure ASA-001fw with redundant interfaces and the appropriate switchports on the
Catalyst with the specifications below. After you perform this task, ensure that you can
ping your neighbor R7.

ASA Interface Member Interfaces V-MAC Active Interface
Redundantl EO/0 and EO/1 0077.0077.0077 EO/1

ASA Interface IP Address Security Level Name
Redundantl 192.168.70.10/24 70 DMZ1

* Configure ASA-001fw with redundant interfaces and the appropriate switchport
configurations on the Catalyst switch with the specifications below. After you perform
this task, ensure that you can ping your neighbors R6 and R8.

* Make sure during the configuration the redundant interfaces, EO/2 is added as the first
member interface.
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ASA Interface Member Interfaces on ASA V-MAC

Active Interface

Redundant2 EO/2 and EOQ/3 EO/3
ASA Interface | VLAN & IP Address & V-MAC | Security Level Name
Redundant2.18 | VLAN- 80 80 Dmz2
192.168.80.10/24
0088.0088.0088
Redundant2.16 | VLAN- 60 100 inside

192.168.60.10/24
0066.0066.0066

Detailed Solution: Lab-1

Task-2

Step 1: Layer 2 configuration

Network Topology 1.1 is a logical topology. Physically all the Ethernet interfaces of routers and
ASA’s are connected to switches. Hence we need to first build the layer 2 and then proceed to
the layer 3 part of the configuration. Please refer the physical connection topology.

If the appropriate VLAN’s are not created then you may create them. However if you do create

them make sure the VLAN number matches with the topology.

** NOTE - switch configuration is already part of the Initial configurations (but it does not have
to be in the real lab) — configuration is shown here for your reference **

Swi1

interface F0/14

switchport access vlan 45
switchport mode access
spanning-tree portfast

SW3

interface GigabitEthernetl1/0/6
switchport access vlan 70
switchport mode access
spanning-tree portfast

interface GigabitEthernetl1/0/7
switchport access vlan 70
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switchport mode access
spanning-tree portfast

interface GigabitEthernetl1/0/8
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 60,80,415
switchport mode trunk

interface GigabitEthernetl1/0/9
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 60,80,415
switchport mode trunk

Step 2: ASA Configuration

Now we shall configure the hostname, domain name, and all the interface related parameters.
Make sure the interface numbers match as stated in the task.

ASA1l

domain-name ipexpert.com

interface Ethernet0/0
no nameif

no security-level

no ip address

no shutdown

interface Ethernet0/1
no nameif

no security-level

no ip address

no shutdown

interface Ethernet0/2
no nameif

no security-level

no ip address

no shutdown

interface Ethernet0/3
no nameif

no security-level

no ip address

no shutdown

interface Management0/0
no shutdown
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no management-only

nameif OUTSIDE

security-level O

ip address 45.45.45.10 255.255.255.0

interface Redundantl

member-interface Ethernet0/1
member-interface Ethernet0/0
mac-address 0077.0077.0077

nameif DMZ1

security-level 70

ip address 192.168.70.10 255.255.255.0

interface Redundant2
member-interface Ethernet0/2
member-interface Ethernet0/3

interface Redundant2.16

mac-address 0066.0066.0066

vlan 60

nameif inside

security-level 100

ip address 192.168.60.10 255.255.255.0

interface Redundant2.18

mac-address 0088.0088.0088

vlan 80

nameif Dmz2

security-level 80

ip address 192.168.80.10 255.255.255.0

redundant-interface redundant 1 active-member ethernet 0/1
redundant-interface redundant 2 active-member ethernet 0/3

Verification

Step 1: Verify layer 2 connectivity.

We should make sure the layer 2 is proper. This includes VLAN assignment and trunking
configuration.

ASA-1 MO/0 interface connection to SW2
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sw2#sh vlan brief |

exclude unsup

VLAN Name Status Ports

<SNIP>

45 VLANOO045 active Fa0/4, Fa0/5, Fa0/14
<SNIP>

ASA1 E0/O and EO/1 interface

sw3#sh vlan brief | exclude unsup

VLAN Name Status Ports

<SNIP>

70 VLANOO70 active Gil/0/6, Gil/0/7
<SNIP>

ASA1 E0/2 and EO/3 interface

sw3#sh interfaces trunk

Port Mode Encapsulation Status Native wvlan
Gil/0/8 on 802.1qg trunking 1
Gil/0/9 on 802.1qg trunking 1

<SNIP>

Port Vlans allowed on trunk

Gil/0/8 60,80,415

Gil/0/9 60,80,415

<SNIP>

Port Vlans allowed and active in management domain

Gil/0/8 60,80

Gil/0/9 60,80

<SNIP>

Port Vlans in spanning tree forwarding state and not pruned
Gil/0/8 60,80

Gil/0/9 60,80

<SNIP

Step 2: Verify layer 3 connectivity on the ASA1

https://t.mel/learningnets

ASA-001lfw# sh interface ip Dbrief

Interface IP-Address OK? Method Status Protocol
Ethernet0/0 unassigned YES unset up up
Ethernet0/1 unassigned YES unset up up
Ethernet0/2 unassigned YES unset up up
Ethernet0/3 unassigned YES unset up up
Management0/0 45.45.45.10 YES manual up up
Redundantl 192.168.70.10 YES manual up up
Redundant?2 unassigned YES unset up up
Redundant2.16 192.168.60.10 YES manual up up
Redundant2.18 192.168.80.10 YES manual up up
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ASA-001fw# show nameif

Interface Name Security
Management0/0 OUTSIDE O
Redundantl DMZ1 70
Redundant2.16 inside 100
Redundant2.18 Dmz?2 80

ASA-001fw# show interface redundant 1
Interface Redundantl "DMZ1", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps, DLY 10 usec
Auto-Duplex (Full-duplex), Auto-Speed (1000 Mbps)
MAC address 0011.0011.0011, MTU 1500
IP address 192.168.70.10, subnet mask 255.255.255.0
<SNIP>
Redundancy Information:
Member Ethernet0/0 (Active), Ethernet0/1

ASA-001fw# sh interface redundant 2
Interface Redundant2 "", is up, line protocol is up
Hardware is 182546GB rev03, BW 100 Mbps, DLY 100 usec
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
Available but not configured via nameif
MAC address 001b.2ac2.6572, MTU not set
IP address unassigned
<SNIP>
Redundancy Information:
Member Ethernet0/3 (Active), Ethernet0/2

ASA-001fw# sh interface redundant 2.16
Interface Redundant2.16 "inside", is up, line protocol is up
Hardware is 182546GB rev03, BW 100 Mbps, DLY 100 usec
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
MAC address 0066.0066.0066, MTU 1500
IP address 192.168.60.10, subnet mask 255.255.255.0
<SNIP>
ASA-001fw# sh interface redundant 2.18
Interface Redundant2.18 "Dmz2", is up, line protocol is up
Hardware is 182546GB rev03, BW 100 Mbps, DLY 100 usec
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
MAC address 0088.0088.0088, MTU 1500
IP address 192.168.80.10, subnet mask 255.255.255.0
<SNIP>

We can test connectivity with simple ping tests. Keep in mind here that you don’t have any
routing enabled, so keep it simple and just test to what is directly connected.

ASA-001lfw# ping 192.168.60.6
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.60.6, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

ASA-001lfw# ping 192.168.70.7
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.70.7, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ASA-00lfw# ping 192.168.80.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.80.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ASA-001lfw# ping 45.45.45.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 45.45.45.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

ASA-00lfw# ping 45.45.45.5
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 45.45.45.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Notes

This task focuses on basic initialization of the ASA1 such that traffic can pass through the ASA.
Interfaces can be physical or logical. Here we have used redundant interface. This is a logical
grouping of a pair of similar interfaces to provide interface redundancy. Each interface in a
redundant interface is known as member interface. When one member interface goes down
the other member interface takes over. However note that there is no pre-emption for the
member interface. Hence always one interface is active and the other in standby state. When
we create the redundant interface, the first configured member interface becomes the active
interface and hence even the MAC address is derived from that interface. We can use any
virtual mac-address for the redundant interface. Using a privilege exec command we can
change the state of an interface from standby to active. (redundant-interface redundant <>
active-member Ethernet <>). However this will not survive a reboot. Redundant interface can
be split into multiple logical VLAN interfaces.

Management interface can be converted to a data interface by using “no-management only”
command. However this is not the best practice. Any interface can be converted to a
management interface by using “Management-only” command. Hence any traffic that needs to
pass through the firewall gets dropped automatically. You can have upto 8 redundant
interfaces. Redundant interface configuration must be configured manually on the ASA’s when
used as a failover interface.
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Lab 2: ASA IPv4 Unicast Routing
Overview

Lab 2: ASA IPv4 Unicast Routing— This lab is intended to let you be familiar with IPv4 unicast
routing on the ASA in routed mode. Lab 2 focuses on configuring dynamic routing protocols on
the ASA like OSPFv2, RIPv2, and EIGRP. Static routing with route tracking will also be part of the
configuration tasks along with route manipulations.

General Rules

* By now you should have understood the physical and logical topology.

* Double-check and save your configurations before you perform Lab 2.

* Read tasks very carefully to ensure you do not miss details.

* Take your time; this is not a Mock Lab, so no time constraints are in place for finishing
this particular section.

* Practice multiple times to improve on speed and accuracy.

Estimated Time to Complete: 2 Hours

Pre-setup
This lab builds on the previous Lab 1. You must complete Lab 1 prior to starting this lab.

NOTE: Routing has been pre-configured on the routers

Use the logical topology drawing — Network Topology to understand how routing should occur
and also refer to the general physical connectivity. Ensure that Lab 1 was successfully
completed and verified using DSG. This lab is intended to be used with online rack access
provided by our partner Proctor Labs (www.proctorlabs.com). Connect to the terminal server
and complete the configuration tasks as detailed below. Study the IP address table of routers
and the routing topology diagram carefully.
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Network Topology 1.1 (Logical)
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LAB 2: IP Address Table of Routers

Router Interface IP Address

R1 FO/0 192.168.103.1/24
R1 FO/1 192.168.100.1/24
R1 LoO 1.1.1.1/24

R1 Lol 11.11.11.11/32
R2 GO0/0 192.168.203.2/24
R2 LoO 2.2.2.2/24

R2 Lol 22.22.22.22/32
R4 FO/0 200.100.34.4/24
R4 FO/1 45.45.45.4/24

R4 LoO 4.4.4.4/24

R4 Lol 44.44.44.44/32
R5 FO/0 100.100.35.5/24
R5 FO/1 45.45.45.5/24

R5 LoO 5.5.5.5/24

R5 Lol 55.55.55.55/32
R6 FO/0 192.168.60.6/24
R6 LoO 6.6.6.6/24

R6 Lol 66.66.66.66/32
R7 FO/0 192.168.70.7/24
R7 LoO 7.7.7.7/24

R7 Lol 77.77.77.77/32
R8 FO/0 192.168.80.8/24
R8 LoO 8.8.8.8/24

RS Lol 88.88.88.88/32
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Detailed Solution:Lab-2

Task 1: Static Routes on ASA-3 for internal networks

* Configure appropriate static routes on ASA-003fw for all the internal networks (i.e. the
inside and DMZs). Ensure you create static routes to the IP’s of Loopback O and
Loopback 1 configured on R1 and R2. Ensure that you can ping the Test PC and all the
internal IPs.

Task-1:Solutions

Step 1: Configure static routes in the global config mode. Check the IP address table and verify
the pre-loaded configurations on the routers.

route INSIDE 192.168.100.0 255.255.255.0 192.168.103.1
route INSIDE 1.1.1.0 255.255.255.0 192.168.103.1

route INSIDE 11.11.11.11 255.255.255.255 192.168.103.1
route dmzl 2.2.2.0 255.255.255.0 192.168.203.2

route dmzl 22.22.22.22 255.255.255.255 192.168.203.2

Verification

Step 1: Verify the static routes in the routing table

SA-003fw (config)# sh route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

1.1.1.0 255.255.255.0 [1/0] via 192.168.103.1, INSIDE
2.2.2.0 255.255.255.0 [1/0] wvia 192.168.203.2, dmzl
100.100.35.0 255.255.255.0 is directly connected, Outside-2
200.100.34.0 255.255.255.0 1is directly connected, Outside-1
22.22.22.22 255.255.255.255 [1/0] via 192.168.203.2, dmzl
10.1.1.0 255.255.255.0 1is directly connected, dmzserver
192.168.203.0 255.255.255.0 is directly connected, dmzl
11.11.11.11 255.255.255.255 [1/0] via 192.168.103.1, INSIDE
192.168.1.0 255.255.255.0 1is directly connected, management
192.168.103.0 255.255.255.0 is directly connected, INSIDE
192.168.100.0 255.255.255.0 [1/0] via 192.168.103.1, INSIDE

N OOnOOQnOnn n

Step 2: Ping the remote network to verify connectivity
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ASA-003fw(config)# ping 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/1/1 ms

ASA-003fw(config)# ping 11.11.11.11
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 11.11.11.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ASA-003fw(config)# ping 192.168.100.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

ASA-003fw(config)# ping 2.2.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/1/1 ms

ASA-003fw (confiqg) # ping 22.22.22.22
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 22.22.22.22, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/1/1 ms

Notes

Configuring IPv4 static route is very straight forward. Below is the command syntax for
configuring static route

route interface ip_address netmask gateway_ip [distance]

Although we have not yet started with NAT configuration, it is however good to know how
routing works on the ASA and its interaction with NAT.

By default the ASA uses both routing table and the XLATE table for routing decision. As we
know routing is based on the destination IP.

There are 2 steps involved for forwarding IP packets — 1) Select egress interface and then 2)
select the appropriate next hop

Step-1: Egress interface selection process summary —
* |f the destination IP is present in the XLATE table or a static entry exists, the egress
interface is selected based on XLATE entry and not the routing table.

* If no translations exist then the routing table is used for egress interface determination.
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Step-2: Next Hop Selection Process

* Only after egress interface is determined, the ASA performs additional route lookup to
find out the best next hop. Not all the configured static routes are used for next hop
determination. But only a sub-set of routes associated to that particular egress interface
are used for next hop determination.

* Packet will be forwarded after the next-hop determination for that destination IP, else
ASA will drop the packet and generate a syslog message (id-110001)

* Example - Suppose the XLATE process determined DMZ1 interface as egress and the
route configured for the next hop for the destination IP belongs to a different interface,
assume DMZ2. In this case ASA drops the packet since no routes were present for that
particular destination IP in routes associated with DMZ1. Hence loadsharing can only
happen only on multiple next hops belonging to routes on the same egress interface and
it can never load sharing cannot occur across multiple egress interfaces.

Task 2: Floating static default routes with object tracking

* Configure floating static default routes towards R4 and R5 on ASA-003fw. The ASA
should pick R4 as the primary default gateway and R5 as the backup default gateway.
Use SLA with object tracking to accomplish this task.

* The ASA should send 3 ICMP SLA packets on every 5 seconds interval/SLA operation. Set
the timeout value and the threshold to 1000 milliseconds for the ICMP Echo reply. The
ASA should track R4’s Fa0/1 interface address for reachability.

* SLA monitor scheduling should start immediately. Use an SLA monitor ID of 111 and a
track-id of 11.

Task-2: Solutions

Step 1: Configure SLA process and start the SLA process

sla monitor 111

type echo protocol ipIcmpEcho 45.45.45.4 interface Outside-1
num-packets 3

timeout 1000

threshold 1000
frequency 5

sla monitor schedule 111 life forever start-time now

Step 2: Associate the SLA monitoring process with a route tracking ID/object.

track 11 rtr 111 reachability

Step 3: Configure primary static default route and associate with the tacking ID.

route Outside-1 0.0.0.0 0.0.0.0 200.100.34.4 1 track 11
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Step 4: Configure backup/floating static default route with a higher admin distance.

route Outside-2 0.0.0.0 0.0.0.0 100.100.35.5 222

Verification

Step 1: Verify the static routes in the routing table

ASA-003fw (config)# sh route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 200.100.34.4 to network 0.0.0.0

S 1.1.1.0 255.255.255.0 [1/0] via 192.168.103.1, INSIDE

S 2.2.2.0 255.255.255.0 [1/0] wvia 192.168.203.2, dmzl

C 100.100.35.0 255.255.255.0 is directly connected, Outside-2
C 200.100.34.0 255.255.255.0 is directly connected, Outside-1
S 22.22.22.22 255.255.255.255 [1/0] via 192.168.203.2, dmzl

C 10.1.1.0 255.255.255.0 is directly connected, dmzserver

C 192.168.203.0 255.255.255.0 is directly connected, dmzl

S 11.11.11.11 255.255.255.255 [1/0] via 192.168.103.1, INSIDE
C 192.168.1.0 255.255.255.0 1is directly connected, management
C 192.168.103.0 255.255.255.0 is directly connected, INSIDE

S 192.168.100.0 255.255.255.0 [1/0] via 192.168.103.1, INSIDE
SR 0.0.0.0 0.0.0.0 [1/0] via 200.100.34.4, Outside-1

Step 2: Verify SLA monitor configuration
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ASA-003fw(config)# show sla monitor configuration
SA Agent, Infrastructure Engine-II

Entry number: 111

Owner:

Tag:

Type of operation to perform: echo
Target address: 45.45.45.4

Interface: Outside-1

Number of packets: 3

Request size (ARR data portion): 28
Operation timeout (milliseconds): 1000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 5

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ASA-003fw(config)# show sla monitor operational-state
Entry number: 111

Modification time: 08:13:00.103 UTC Tue Feb 5 2013
Number of Octets Used by this Entry: 2056

Number of operations attempted: 33

Number of operations skipped: O

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 08:15:40.103 UTC Tue Feb 5 2013
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 3 RTTSum: 3 RTTSum2: 3

Step 3: Verify Object Tracking

ASA-003fw (config)# sh track 11
Track 11
Response Time Reporter 111 reachability
Reachability is Up
1 change, last change 00:02:27
Latest operation return code: OK
Latest RTT (millisecs) 1
Tracked by:
STATIC-IP-ROUTING O
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Step 4: Verify if backup route works. Shutdown FO/1 on R4 and verify. Make sure to unshut the
interface after verification.

R4 (config) #interface f0/1
R4 (config-if) #shutdown

ASA-003fw (config)# show track 11
Track 11
Response Time Reporter 111 reachability
Reachability is Down
3 changes, last change 00:00:37
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O

ASA-003fw (config)# sh route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 100.100.35.5 to network 0.0.0.0

1.1.1.0 255.255.255.0 [1/0] via 192.168.103.1, INSIDE
2.2.2.0 255.255.255.0 [1/0] wvia 192.168.203.2, dmzl
100.100.35.0 255.255.255.0 is directly connected, Outside-2
200.100.34.0 255.255.255.0 1is directly connected, Outside-1
22.22.22.22 255.255.255.255 [1/0] wvia 192.168.203.2, dmzl
10.1.1.0 255.255.255.0 is directly connected, dmzserver
192.168.203.0 255.255.255.0 is directly connected, dmzl
11.11.11.11 255.255.255.255 [1/0] via 192.168.103.1, INSIDE
192.168.103.0 255.255.255.0 is directly connected, INSIDE
192.168.100.0 255.255.255.0 [1/0] via 192.168.103.1, INSIDE
w 0.0.0.0 0.0.0.0 [222/0] wvia 100.100.35.5, Outside-2

NnNnOQOnOQnnwn

Notes

The configuration seen here uses the Static Route Tracking, Service Level Agreement (SLA)
monitor process. The ASA associates a static route with a target that you define and then it
monitors it using ICMP. If an echo reply is not received, the object is considered down, and the
associated route is removed from the routing table. Then the previously configured “backup”
route is used in place of the route that is removed. While the backup route is in use, the SLA
monitor operation continues to try to reach the monitoring target. Once the target is available
again, the first route is replaced in the routing table, and the backup route is removed. This
doesn’t require any special configuration to replace the primary route because its chosen based
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on its metric, which is why the secondary route uses a metric that is higher. If they were the
same you would load balance rather than chose a primary.

When you access the sla monitor you configure the timeout and frequency before you schedule
it. Once its scheduled you have to stop it to change the timers. Refer to the ASA
documentation for more information.

Task 3: OSPFv2 on the ASA

* Configure OSPFv2 on ASA-001fw. The Router-ID should be configured as 11.45.45.11.
The outside interface should be in Area 1 and the internal interfaces (i.e. DMZs and
inside interfaces) should be in Area 0.

* Authenticate all the adjacencies with MD5 authentication. They key number should be 1
and the pre-shared secret key should be “C15C0123”.

* Network statements should be as specific as possible.

* Do not advertise the R6 Loopbackl interface into OSPF area 1.

* Routers have been pre-configured. No additional configurations are required on the
routers. Do not modify any configurations on the routers.

* Ensure you are able to ping the Loopbacks on R6, R7, R8, R4, R5, and the outside
interfaces of ASA-003fw.

Task-3

Step 1: Configure OSPF on ASA1

router ospf 1

router-id 11.45.45.11

network 45.45.45.10 255.255.255.255 area 1

network 192.168.60.10 255.255.255.255 area 0

network 192.168.70.10 255.255.255.255 area 0

network 192.168.80.10 255.255.255.255 area 0

area 0 range 66.66.66.66 255.255.255.255 not-advertise

interface Management0/0
ospf message-digest-key 1 md5 C1SC0I23
ospf authentication message-digest

interface Redundantl
ospf message-digest-key 1 md5 C1SC0I23
ospf authentication message-digest

interface Redundant2.16
ospf message-digest-key 1 md5 C1SC0I23
ospf authentication message-digest

interface Redundant2.18
ospf message-digest-key 1 md5 C1SC0I23
ospf authentication message-digest

Copyright © by IPexpert. All rights reserved. 32
https://t.mel/learningnets



CCIE Security Version 4 - Technology Lab Preparation DSG

Verification

Step 1: Verify the OSPF neighbor state.

ASA-001fw(config)# show ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
7.7.7.7 1 FULL/BDR 0:00:36 192.168.70.7 DMZ1
6.6.6.6 1 FULL/BDR 0:00:30 192.168.60.6 inside
8.8.8.8 1 FULL/BDR 0:00:31 192.168.80.8 Dmz2
4.4.4.4 1 FULL/BDR 0:00:36 45.45.45.4 OUTSIDE
5.5.5.5 1 FULL/DROTHER 0:00:33 45.45.45.5 OUTSIDE
Step 2: Verify the routes on ASA1. Routers have been pre-configured.
ASA-001fw (config)# sh route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set
O El 1.1.1.0 255.255.255.0 [110/12] via 45.45.45.4, 0:02:13, OUTSIDE
O El 2.2.2.0 255.255.255.0 [110/12] via 45.45.45.4, 0:02:13, OUTSIDE
¢} 100.100.35.0 255.255.255.0 [110/11] via 45.45.45.5, 0:02:13, OUTSIDE
C 192.168.60.0 255.255.255.0 is directly connected, inside
¢} 4.4.4.0 255.255.255.0 [110/11] via 45.45.45.4, 0:02:13, OUTSIDE
¢} 55.55.55.55 255.255.255.255 [110/11] via 45.45.45.5, 0:02:13, OUTSIDE
¢} 200.100.34.0 255.255.255.0 [110/11] via 45.45.45.4, 0:02:13, OUTSIDE
¢} 5.5.5.0 255.255.255.0 [110/11] via 45.45.45.5, 0:02:13, OUTSIDE
¢} 66.66.66.66 255.255.255.255 [110/11] via 192.168.60.6, 0:05:42, inside
¢} 6.6.6.0 255.255.255.0 [110/11] via 192.168.60.6, 0:05:42, inside
O E1 22.22.22.22 255.255.255.255 [110/12] via 45.45.45.4, 0:02:13, OUTSIDE
¢} 7.7.7.0 255.255.255.0 [110/11] via 192.168.70.7, 0:05:42, DMZ1
¢} 8.8.8.0 255.255.255.0 [110/11] via 192.168.80.8, 0:05:42, Dmz?2
C 192.168.80.0 255.255.255.0 is directly connected, Dmz2
¢} 77.77.77.77 255.255.255.255 [110/11] via 192.168.70.7, 0:05:42, DMZ1
O E1 10.1.1.0 255.255.255.0 [110/12] wvia 45.45.45.4, 0:02:13, OUTSIDE
O E1 192.168.203.0 255.255.255.0 [110/12] via 45.45.45.4, 0:02:13, OUTSIDE
O Bl 11.11.11.11 255.255.255.255 [110/12] via 45.45.45.4, 0:02:13, OUTSIDE
¢} 88.88.88.88 255.255.255.255 [110/11] via 192.168.80.8, 0:05:42, Dmz2
O E1 192.168.103.0 255.255.255.0 [110/12] via 45.45.45.4, 0:02:13, OUTSIDE
¢} 44 .44 .44 .44 255.255.255.255 [110/11] via 45.45.45.4, 0:02:13, OUTSIDE
C 192.168.70.0 255.255.255.0 is directly connected, DMZ1
O E1 192.168.100.0 255.255.255.0 [110/12] via 45.45.45.4, 0:02:13, OUTSIDE
C 45.45.45.0 255.255.255.0 is directly connected, OUTSIDE
Notes
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In this task type-3 LSA filter is done by “area range” with “not-advertise” keywork since
66.66.66.66/32 is considered a loopback network. In order to use filter-lists you may have to
change the network type on R6 Lol to point-point.

Authentication can be done on per interface or area level.

ASA supports upto 2 OSPF processes and can keep the routes separate between the two
processes. We can redistribute between the processes to send routes across.

The ASA supports many of protocol features similar to the 10S. You may refer the
documentation for more information.

Task 4: EIGRP on ASA

Remove all the static routes pointing to the internal networks (i.e. DMZs and inside on
ASA-003fw). Do not remove the default floating static routes and the SLA configurations.
Configure EIGRP AS 111 between R1 and ASA-003fw. Advertise the dmzserver interface
into EIGRP but a neighbour relationship should not be formed on that interface if a
router is attached to that segment.

Network statements should be as specific as possible and you should disable automatic
summarization behaviour.

The EIGRP adjacency between R1 and ASA should be authenticated using an MD5
password. R1 is already configured with the appropriate key-chain and password.
Configure the same authentication parameters on ASA-003fw.

The ASA should send only a default route to R1. Change the admin distance of the Null
route to 250.

Do not modify any configuration on R1.

Ensure ASA can ping all of the inside networks including the test PC.
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Task-4: Solutions

Step 1: Remove the static routes and configure EIGRP on ASA3.

no route INSIDE 192.168.100.0 255.255.255.0 192.168.103.1
no route INSIDE 1.1.1.0 255.255.255.0 192.168.103.1

no route INSIDE 11.11.11.11 255.255.255.255 192.168.103.1
no route dmzl 2.2.2.0 255.255.255.0 192.168.203.2

no route dmzl 22.22.22.22 255.255.255.255 192.168.203.2

router eigrp 111

no auto-summary

eigrp router-id 133.133.133.133
network 10.1.1.1 255.255.255.255
network 192.168.103.10 255.255.255.255
passive-interface dmzserver

interface GigabitEthernet0/1
authentication key eigrp 111 CISC0I123 key-id 10

authentication mode eigrp 111 md5
summary-address eigrp 111 0.0.0.0 0.0.0.0 250

Verification

Step 1: Verify the EIGRP neighbor state.

ASA-003fw (config)# sh eigrp 111 neighbors
EIGRP-IPv4 neighbors for process 111

H Address Interface Hold Uptime SRTT RTO O Seqg
(sec) (ms) Cnt Num
0 192.168.103.1 Gi0/1 10 00:15:28 2 200 0 14

Step 2: Verify the EIGRP topology table and routing table.
ASA-003fw (config)# sh eigrp 111 topology
EIGRP-IPv4 Topology Table for AS(111)/ID(133.133.133.133)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 11.11.11.11 255.255.255.255, 1 successors, FD is 130816

via 192.168.103.1 (130816/128256), GigabitEthernet0/1
P 0.0.0.0 0.0.0.0, 1 successors, FD is 2816

via Summary (2816/0), NullO
P 1.1.1.0 255.255.255.0, 1 successors, FD is 130816

via 192.168.103.1 (130816/128256), GigabitEthernet0/1
P 10.1.1.0 255.255.255.0, 1 successors, FD is 2816

via Connected, GigabitEthernet0/2.222
P 192.168.100.0 255.255.255.0, 1 successors, FD is 28416

via 192.168.103.1 (28416/28160), GigabitEthernet0/1
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P 192.168.103.0 255.255.255.0, 1 successors, FD is 2816
via Connected, GigabitEthernet0/1

ASA-003fw (config)# sh route INSIDE
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 200.100.34.4 to network 0.0.0.0

D 1.1.1.0 255.255.255.0 [90/130816] via 192.168.103.1, 0:15:46, INSIDE
D 11.11.11.11 255.255.255.255
[90/130816] via 192.168.103.1, 0:15:46, INSIDE
C 192.168.103.0 255.255.255.0 is directly connected, INSIDE
D 192.168.100.0 255.255.255.0 [90/28416] via 192.168.103.1, 0:15:46, INSIDE

Step 3: Ping the INSIDE networks to ensure reachability.

ASA-003fw (config)# ping 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/1/1 ms

ASA-003fw(config)# ping 11.11.11.11
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 11.11.11.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ASA-003fw (config)# ping 192.168.100.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.100.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Task 5: RIPv2 on the ASA

* Configure RIPv2 between the ASA3 and R2.

* Ensure that RIPv2 update packets are sent only over the DMZ1 interface and disable
automatic summarization.

* The RIPv2 adjacency should be authenticated using MD5. R1 is preconfigured with the
appropriate keychain and MD5 password. Configure the same authentication
parameters on ASA-003fw.

* Redistribute EIGRP AS 111 into RIPv2.

* ASA-003fw should advertise a default route to R2.

* Do not modify any configuration on R2.

* Ensure the ASA can ping all the Loopback networks on R2.
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Task-5: Solutions

Step 1: Configure RIPv2 on ASA3

router rip

network 192.168.203.0
passive-interface default

no passive-interface dmzl
redistribute eigrp 111 metric 2
default-information originate
version 2

no auto-summary

interface GigabitEthernet0/2.2
rip authentication mode mdb
rip authentication key C1SC0123 key id 1

Verification

Step 1: Verify the routing table for DMZ1 interface.

ASA-003fw (config)# sh route dmzl

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 200.100.34.4 to network 0.0.0.0
R 2.2.2.0 255.255.255.0 [120/1] via 192.168.203.2, 0:00:20, dmzl

R 22.22.22.22 255.255.255.255 [120/1] wvia 192.168.203.2, 0:00:20, dmzl
C 192.168.203.0 255.255.255.0 is directly connected, dmzl

Step 2: Verify the RIP database to check the received routes and also to check if redistribution
and summarization is working.

ASA-003fw(config)# sh rip database

0.0.0.0 0.0.0.0 auto-summary
0.0.0.0 0.0.0.0 redistributed
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[0] via 0.0.0.0,
1.0.0.0 255.0.0.0 auto-summary
1.1.1.0 255.255.255.0 redistributed
[2] via 192.168.103.1,
2.0.0.0 255.0.0.0 auto-summary
2.2.2.0 255.255.255.0
[1] via 192.168.203.2, 0:00:17, GigabitEthernet0/2.2
10.0.0.0 255.0.0.0 auto-summary
10.1.1.0 255.255.255.0 redistributed
[1] via 0.0.0.0,
11.0.0.0 255.0.0.0 auto-summary
11.11.11.11 255.255.255.255 redistributed
[2] via 192.168.103.1,
22.0.0.0 255.0.0.0 auto-summary

22.22.22.22 255.255.255.255
[1] via 192.168.203.2, 0:00:17, GigabitEthernet0/2.2

192.168.100.0 255.255.255.0 auto-summary
192.168.100.0 255.255.255.0 redistributed
[2] via 192.168.103.1,
192.168.103.0 255.255.255.0 auto-summary
192.168.103.0 255.255.255.0 redistributed
[1] via 0.0.0.0,
192.168.203.0 255.255.255.0 auto-summary
192.168.203.0 255.255.255.0 directly connected, GigabitEthernet0/2.2

Step 3: Ping the DMZ1 networks to ensure reachability.

ASA-003fw(config) # ping 2.2.2.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/20 ms

ASA-003fw(config)# ping 22.22.22.22
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 22.22.22.22, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max 1/2/10 ms

Task 6: DMZ Communication

* Configure ASA-003fw such that the R2 Fa0/0 interface can ping the AD server.
* Do not use ACLs to accomplish this task.
* You can add a single static route on the AD Server to accomplish this

Task-6: Solutions
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Step 1: Configure same-security-level configuration on ASA3

same-security-traffic permit inter-interface

Step 2: Configure a static route on the AD for DMZ1 network. You will lose your RDP access if
you set the default gateway.

Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76011
Copyright {(c> 20089 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>route add 192.168.203.0 mask 255.255.255.0 18.1.1.1
OK?

Verification

Step 1: Ping from R2 to the AD.

R2#ping 10.1.1.101

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.101, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Step 2: Ping from the AD to R2

e+ Administrator: Command Prompt
C:\Users\Administrator>ping 192.168.203.2

Pinging 192.168.2083.2 with 32 bhytes of data:
192.168.2083.2: bytes=32 time=1ms TTL=255
192.168.2083.2: bytes=32 time<{ims TTL=255
192.168.2083.2: bytes=32 time<{ims TTL=255
192.168.2083.2: bytes=32 time<{ims TTL=255

Ping statistics for 192.168.2083.2:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = @Bms, Maximum = 1ms, Average = Bms

Notes

In this lab if you had not changed the admin distance of summary null route generated by
EIGRP to 250 or above 222, then the route tracking and the floating static default route would
not work correctly because EIGRP summary null route has an admin distance of 5.

The "passive-interface <nameif/int>"command is used in many dynamic routing protocols to
disable sending updates or neighbor hello packets out from a specific interface or all interfaces.
The behavior of this command is protocol specific.
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In RIPv2 this command will disable sending multicast updates on a specific interface. When thi
command is used in conjunction with "default" keyword then RIP process disables sending
multicast updates on all the interfaces. You can use "no passive-interface <Interface>" to send
multicast updates out of a specific interface.

However the router can receive incoming updates from other RIP speaking neighbors and
install in the routing table when "passive-interface" command is used. You can use "passive-
interface default" and in conjunction with neighbor command to send updates to a particular
neighbor as unicast.

In EIGRP the "passive-interface" command stops sending filters out hello packets. Hence
neighbor relationship is not formed. Hence no routes are sent or received. You may use the
neighbor command to send unicast update to a specific neighbor.

The "passive-interface” command in OSPF stops sending the OSPF hello packets. Hence no
neighbor relation is formed. Without a neighbor relationship, routes cannot be received and
installed in the routing table. This behavior is similar to EIGRP.

Remember the authentication key and key ID must match for RIP and EIGRP between
neighbors.
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Lab 3 ASA System Management
and IP Services

Lab 3: ASA System Management and IP Services — This lab is intended to let you be familiar
with configuring necessary system management and IP services on the ASA. This lab scenario
will focus on configuring NTP, DNS, DHCP Server, DHCP Relay, Logging services, SNMPv3,
SNMPv2c, and Management Access.

General Rules

* By now you should have understood the logical topology well and established routing.

* Double-check and save your configurations before you perform Lab 3.

* Make a very close read of the tasks to ensure you do not miss details.

* Take your time; this is not a Mock Lab, so no time constraints are in place for finishing
this particular lab.

* Practice multiple times to improve on speed and accuracy.

Estimated Time to Complete: 2 Hours

Pre-setup

This lab builds on the previous Lab 2. If you have skipped lab 2, load Initial Configuration for lab
1 (called “labs 1-4”) and then download final configurations for Lab 2. Copy them to the ASA1
and ASA3.

Use the logical topology drawing — Network Topology 1.1. Ensure that Lab 2 was successfully
completed and verified using DSG. This lab is intended to be used with online rack access
provided by our partner Proctor Labs (www.proctorlabs.com). Connect to the terminal server
and complete the configuration tasks as detailed below. Ensure that routes are present on the
ASAs in the routing table based on Lab 2.
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Detailed Solution: Lab-3

Task 1: NTP server and client configuration on ASA-3 and R4

* Configure R4 as the NTP server and ASA-003fw as the NTP client.

* R4 and ASA-003fw should be in the same time zone of PST -8.

* The NTP protocol should use MD5 authentication with a key-id of 1 and password of
1PXP3RT.

Task-1:Solutions

Step 1: On R4 configure the timezone and change the clock settings.
clock timezone PST -8 - (Global Config)

clock set (hh:mm:ss) (DAY<1-31>) (MONTH) (YEAR) = (privilege exec mode)

Step 2: Configure R4 as the NTP server

ntp authentication-key 1 md5 1PXP3RT
ntp authenticate

ntp trusted-key 1

ntp master

Step 3: Configure ASA3 as the NTP client
ntp authentication-key 1 md5 1PXP3RT
ntp authenticate

ntp trusted-key 1

ntp server 200.100.34.4 key 1 prefer

clock timezone PST -8

Verification

Step 1: Verify NTP status and association on ASA3

ASA-003fw(config)# show ntp status

Clock is synchronized, stratum 9, reference is 200.100.34.4

nominal freq is 99.9984 Hz, actual freq is 100.0050 Hz, precision is 2**6
reference time is d4fd4£90.a0e0f2a7 (15:10:13.628 PST Wed Feb 6 2013)
<SNIP>

ASA-003fw (config)# show ntp associations detail
200.100.34.4 configured, authenticated, our master, sane, valid, stratum 8
ref ID 127.127.1.1, time d4fd4fc7.6e779150 (15:10:14.431 PST Wed Feb 6 2013)
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our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
<SNIP>

Task 2: NTP server and client configuration on ASA-1 and R5

* Configure R5 as the NTP server and ASA-001fw as the NTP client.

* R4 and ASA-001fw should be in the same time zone of IST 5:30.

* The NTP protocol should use MD5 authentication with a key-id of 1 and password of
1PXP3RT.

Task-2:Solutions

Step 1: On R5 configure the timezone and change the clock settings.
clock timezone IST 5 30 - (Global Config)

clock set (hh:mm:ss) (DAY<1-31>) (MONTH) (YEAR) = (privilege exec mode)

Step 2: Configure R5 as the NTP server

ntp authentication-key 1 md5 1PXP3RT
ntp authenticate

ntp trusted-key 1

ntp master

Step 3: Configure ASA1 as the NTP client

ntp authentication-key 1 md5 1PXP3RT
ntp authenticate

ntp trusted-key 1

ntp server 45.45.45.5 key 1 prefer

clock timezone IST 5 30
Verification

Step 1: Verify NTP status and association on ASA1

ASA-001fw(config)# sh ntp status

Clock is synchronized, stratum 9, reference is 45.45.45.5

nominal freq is 99.9984 Hz, actual freq is 99.9969 Hz, precision is 2**6
reference time is d4bca4a9.ba638b47 (15:15:13.728 IST Wed Feb 6 2013)
<SNIP>

ASA-001fw(config)# sh ntp associations detail
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45.45.45.5 configured, authenticated, our_master, sane, valid, stratum 8
ref ID 127.127.1.1, time d4bcad4a0.cec9b5aa (15:15:04.807 IST Wed Feb 6 2013)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64

<SNIP>

Task 3: DNS configuration on ASA-3

* Configure ASA-003fw to perform DNS lookups. The DNS server IP address is 10.1.1.101.

Task-3:Solutions

Step 1: Configure DNS lookup on ASA3

dns domain-lookup dmzserver

DNS server-group DefaultDNS
name-server 10.1.1.101
domain-name ipexpert.com

Verification

Step 1: Ping using host names and verify using show dns-host command

ASA-003fw# ping www.ipexpert.com
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.101,

Success rate is 100 percent (5/5), round-trip

ASA-003fw# ping www.google.com
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.101,

Success rate is 100 percent (5/5), round-trip

ASA-003fw# sh dns-host

Host Flags Age Type
wWww.google.com (temp, OK) O IP
www.lpexpert.com (temp, OK) O Ip

timeout is 2 seconds:

min/avg/max = 1/1/1 ms

timeout is 2 seconds:

min/avg/max = 1/1/1 ms

Address (es)
10.1.1.101
10.1.1.101
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Task 4: DHCP server configuration on ASA-3

* Configure ASA-003fw as a DHCP server to provide IP addresses on the dmz1 interface.

* The DHCP scope should be 192.168.203.100 — 192.168.203.200.

* DNS, WINS, and the TFTP server IP address should be 10.1.1.101.

* The domain name should be ipexpert.com.

* The default gateway should be the IP address of the dmz1 interface.

* The lease should be set to 2 hours.

* ASA-003fw should send ICMP packets before IP address assignment to clients. The
timeout value should be 60 milliseconds.

Task-4:Solutions

Step 1: Configure DHCP server on ASA3

dhcpd ping timeout 60

dhcpd domain ipexpert.com

dhcpd option 3 ip 192.168.203.10

dhcpd option 150 ip 10.1.1.101

|

dhcpd address 192.168.203.100-192.168.203.200 dmzl
dhcpd dns 10.1.1.101 interface dmzl

dhcpd wins 10.1.1.101 interface dmzl

dhcpd enable dmzl

Verification

Step 1: Configure R2 GO/0 to obtain an ip address using DHCP and after verification re-configure
back the IP address of R2 (192.168.203.2)

R2 (config) #int g0/0

R2 (config-if) #ip address dhcp

*Feb 2 12:00:44.191: SDHCP-6-ADDRESS ASSIGN: Interface GigabitEthernet0/0
assigned DHCP address 192.168.203.100, mask 255.255.255.0, hostname R2

ASA-003fw(config)# show dhcpd binding

IP address Client Identifier Lease expiration Type

192.168.203.100 0063.6973.636£.2d30. 3123 seconds Automatic
3031.622e.6434.6139.
2e65.6336.302d.4769.
302£.30
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ASA-003fw (config)# show dhcpd statistics
DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0

Address pools 2
Automatic bindings 1
Expired bindings 2
Malformed messages 0
Message Received
BOOTREQUEST 0
DHCPDISCOVER 387
DHCPREQUEST 393
DHCPDECLINE 0
DHCPRELEASE 0
DHCPINFORM 0
Message Sent
BOOTREPLY 0
DHCPOFFER 387
DHCPACK 383
DHCPNAK 10

ASA-003fw(config)# sh dhcpd state

Context Configured as DHCP Server

Interface INSIDE, Not Configured for DHCP
Interface dmzl, Configured for DHCP SERVER
Interface dmzserver, Not Configured for DHCP
Interface management, Not Configured for DHCP
Interface Outside-1, Not Configured for DHCP
Interface Outside-2, Not Configured for DHCP

Task 5: DHCP relay services configuration on ASA-1

* Configure ASA-001fw as the DHCP relay agent for clients on the DMZ2 interface.

* The DHCP server IP address is 45.45.45.45 (TBC-10.1.1.101). Make sure the ASA changes

the default gateway info to the DMZ2 interface IP address.

* Set the address negotiation timeout to 60 seconds
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Task-5:Solutions

Step 1: Configure DHCP relay on ASA1

dhcprelay server 45.45.45.45 OUTSIDE
dhcprelay enable Dmz2

dhcprelay setroute Dmz2

dhcprelay timeout 60

Verification : This is a config only question. Hence make sure your configuration matches the
solution.

ASA-001fw# sh dhcprelay state

Context Configured as DHCP Relay

Interface OUTSIDE, Not Configured for DHCP
Interface DMZ1l, Not Configured for DHCP
Interface inside, Not Configured for DHCP
Interface Dmz2, Configured for DHCP RELAY SERVER

Task 6: Logging configuration on ASA-3

* Create a log filter list to send all IKE, IPSec, and VPN client warning messages to a syslog
server at 10.1.1.101.

* Send only critical EIGRP and RIP messages to the buffer and change the buffer size to
32768. Messages should be saved to the flash when the buffer gets full.

* Create a log filter list to send all failover related error messages to an email address of
halogs@ipexpert.com from asa003fw@ipexpert.com. The SMTP server IP address is
10.1.1.101.

* Send debug messages to the ASDM. The ASA should buffer 300 messages.

Task-6:Solutions

Step 1: Enable logging

logging enable

Step 2: Create Logging lists

logging list IPSEC level warnings class vpn
logging list IPSEC level warnings class vpnc
logging list FAILOVER level errors class ha

Step 3: Send logs to syslog server.
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logging host dmzserver 10.1.1.101
logging trap IPSEC

Step 4: Send logs buffer and change the buffer logging parameters

logging class rip buffered critical
logging class eigrp buffered critical
logging buffer-size 32768

logging flash-bufferwrap

Step 5: Send logs to ASDM

logging asdm debugging
logging asdm-buffer-size 300

Step 6: Send logs to email

logging mail FAILOVER

logging from-address asal003fw@ipexpert.com

logging recipient-address halogs@ipexpert.com level errors
smtp-server 10.1.1.101

Verification: This is a config only question. Hence make sure your configuration matches the

solution.

ASA-003fw(config)# show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Standby logging: disabled
Debug-trace logging: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: class rip eigrp, 0 messages logged
Trap logging: list IPSEC, facility 20, 0 messages logged
Logging to dmzserver 10.1.1.101
Permit-hostdown logging: disabled
History logging: disabled
Device ID: disabled
Mail logging: list FAILOVER, 0 messages logged
ASDM logging: level debugging, 36106 messages logged
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Task 7: Logging configuration on ASA-1

* Configure ASA1 to send all warning messages to an internal syslog server. The IP address
of the server is 192.168.60.100.
* The ASA should include timestamps and the hostname in the syslog messages.

Task-7:Solutions

Step 1: Enable logging

logging enable

Step 2: Configure syslog and other parameters and send the logs.

logging timestamp

logging trap warnings

logging device-id hostname

logging host inside 192.168.60.100

Verification : This is a config only question. Hence make sure your configuration matches the
solution.

ASA-001fw(config)# sh logging
Syslog logging: enabled
Facility: 20
Timestamp logging: enabled
Standby logging: disabled
Debug-trace logging: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level warnings, facility 20, 23 messages logged
Logging to inside 192.168.60.100
History logging: disabled
Device ID: hostname "ASA-001fw"
Mail logging: disabled
ASDM logging: disabled
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Task 8: SNMPv3 configuration on ASA-3

* Configure SNMPv3 to send all IKEv2, IPSec, and remote access traps to the SNMP server
at 10.1.1.101.

* SNMPv3 messages should be authenticated with a password of C1SCO using the SHA
algorithm.

* The SNMPv3 group is “IPXGROUP1”.

* Associate the SNMPv3 user “ADMIN” with the above referenced group.

* Set the location to SanJose.

Task-8:Solutions

Step 1: Enable SNMP server
snmp-server enable
Step 2: Configure SNMPv3 Group

snmp-server group IPXGROUP1l v3 auth

Step 3: Configure SNMPv3 user

snmp-server user ADMIN IPXGROUP1l v3 auth sha C1SCO
Step 4: Configure SNMPv3 server

snmp-server host dmzserver 10.1.1.101 version 3 ADMIN
Step 5: Configure location for SNMP

snmp-server location SanJose

Step 6: Configure SNMP traps

snmp-server enable traps ipsec start stop

snmp-server enable traps remote-access session-threshold-exceeded
snmp-server enable traps ikev2 start stop

Verification : This is a config only question. Hence make sure your configuration matches the
solution.
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ASA-003fw (config)# show snmp-server group

groupname : IPXGROUP1 security model:v3 auth
readview : def read view writeview : <no writeview
specified>

notifyview: def notify view
row status: active

ASA-003fw(config)# show snmp-server user

User name: ADMIN

Engine ID: 80000009fef5a095bbleeb7a78140a71973c20da3583falcle
storage-type: nonvolatile active

Authentication Protocol: SHA

Privacy Protocol: None

Group—-name: IPXGROUP1

Task 9: SNMPv2c configuration on ASA-1

* Configure a global community string of “SECURITY” and set the location to Moon.
*  Only the NMS server IP of 192.168.60.100 can poll the ASA. Use a community string of
“S5ECURLTY”.

* Send all traps except syslog to 192.168.60.101. Use a community string of “SECUR1TY”.

Task-9:Solutions

Step 1: Enable SNMP server

snmp-server enable

Step 2: Configure global community string
snmp-server community S5ECURITY

Step 4: Configure SNMPv2c servers

snmp-server host inside 192.168.60.100 poll community 5ECURITY version 2c
snmp-server host inside 192.168.60.101 trap community 5ECURITY version 2c

Step 5: Configure location for SNMP

snmp-server location Moon

Step 6: Configure SNMP traps

snmp-server enable traps snmp authentication linkup linkdown coldstart
snmp-server enable traps ipsec start stop
snmp-server enable traps entity config-change fru-insert fru-remove

Copyright © by IPexpert. All rights reserved. 51
https://t.mel/learningnets




CCIE Security Version 4 - Technology Lab Preparation DSG

snmp-server enable traps remote-access session-threshold-exceeded

Verification : This is a config only question. Hence make sure your configuration matches the
solution.

ASA-001lfw(config)# show snmp-server statistics
0 SNMP packets input
<SNIP>
18 SNMP packets output
0 Too big errors (Maximum packet size 512)
No such name errors
Bad values errors

Response PDUs

0
0
0 General errors
0
18 Trap PDUs

Task 10: Management access configuration on ASA-1 and ASA-3

* Configure ASDM and Telnet access on the inside interface from any hosts.

* Configure SSH access on the outside interface from any hosts for ASA-3.

* Configure SSH access on the outside interface to allow only 200.100.34.111 and
100.100.35.111 for ASA-1. (This will work after LAB 4 Translations/NAT).

* Change the Telnet password to “CC1EI23” on both the ASAs.

* Use SSH version 2 only.

* Configure the above tasks on both of the ASAs. You are allowed to modify the VLAN on
the switch to test ASDM access. The test PC should be in VLAN 101 only.

* You may create any local user account using local AAA authentication to test on ASA-1.
You may test this after the NAT and ACL configuration given in LAB 4.

* Test the ASDM access to ASA-3 from the test PC.

Task-10:Solutions

Step 1: Configure ASDM access and telnet for both ASA1 and ASA3

ASAl

asdm image diskO:/asdm-66114.bin
http server enable

http 0.0.0.0 0.0.0.0 inside
telnet 0.0.0.0 0.0.0.0 inside

ASA3
asdm image diskO:/asdm-66114.bin

http server enable
http 0.0.0.0 0.0.0.0 INSIDE
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telnet 0.0.0.0 0.0.0.0 INSIDE
Step 2: Configure SSHv2 on ASA1 and ASA3
ASA1 and ASA3

crypto key generate rsa modulus 1024
ssh version 2
passwd CClEI23

ASA3
ssh 0.0.0.0 0.0.0.0 Outside-1
ssh 0.0.0.0 0.0.0.0 Outside-2

ASAl
ssh 200.100.34.111 255.255.255.255 OUTSIDE
ssh 100.100.35.111 255.255.255.255 OUTSIDE

Step 3: Configure any local user and AAA local authentication on ASA1

username cisco password cisco
aaa authentication ssh console LOCAL

Verification

Step 1: Test telnet access on ASA3 from R1 (Inside)

Rl#telnet 192.168.103.10
Trying 192.168.103.10 ... Open

User Access Verification

Password:

Type help or '?' for a list of available commands.
ASA-003fw> exit

Logoff

[Connection to 192.168.103.10 closed by foreign host]

Step 2: Test telnet access on ASA1 from R6 (Inside)

Ro#telnet 192.168.60.10
Trying 192.168.60.10 ... Open

User Access Verification

Password:
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Type help or '?' for a list of available commands.
ASA-001fw> exit

Logoff

[Connection to 192.168.60.10 closed by foreign host]

Step 3: Test ASDM and SSH access on ASA3. Configure Test-PC1 in VLAN 101. This PC is
connectd to SW3 G1/0/2. Use any IP address for the Test-PC from VLAN101 range. Do not set
the default gateway. Make sure you add static routes on the test PC.

SW3

sw3 (config) #int gl/0/2

sw3 (config-if) #switchport host

sw3 (config-if) #switchport access vlan 101

RDP into Test PC and add the route

Administrator: Elevated CMD |&|lﬂ|@

Microsoft Windows [Uersion 6.1.760811]
Copyright <{(c?> 2089 Microsoft Corporation. All rights reserved.

C:\Windows\System32>route add 192.168.1083.10 mask 255.255.255.255 192.168.1680.1
OK?

Launch the ASDM using the
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Lab 4: Address translations and
access control on the ASA

Lab 4: Address translations and access control on the ASA — This lab is intended to let you be
familiar with configuring the necessary system configurations to perform NAT/PAT on 8.2 code
and 8.4/8.6 code on the ASA. It is very important to understand and configure NAT for both the
OS versions since the lab blueprint states both versions are present. NAT has been completely
re-engineered in ASA 8.4 software and higher. Apart from translation, this lab also covers
access control for traffic passing through the ASA and traffic destined to the ASA. Even in ACLs,
there are major differences between 8.2 code and 8.4/8.6 codes. It is very important to
understand these differences in order to configure them effectively.

General Rules

* By now you should understand the logical topology very well, and have established
routing and other services on the ASA.

* Double-check and save your configurations before you perform Lab 4.

* Make a very close read of the tasks to ensure you do not miss details.

* Take your time; this is not a Mock Lab, so no time constraints are in place for finishing
this particular lab.

* Practice multiple times to improve on speed and accuracy.

Estimated Time to Complete: 4 Hours

Pre-setup

This lab builds on the previous Lab 3. If you have skipped lab 3, load Initial Configuration for lab
1 (called “labs 1-4”) and then download final configurations for Lab 3. Copy them to R4, R5 and
both ASAs - ASA1 and ASA3.

Use the logical topology drawing — Network Topology 1.1. Ensure that Lab 2 was successfully
completed and verified using DSG. This lab is intended to be used with online rack access
provided by our partner Proctor Labs (www.proctorlabs.com). Connect to the terminal server
and complete the configuration tasks as detailed below. Ensure that routes are present on the
ASAs in the routing table based on Lab 2.
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Detailed Solution:Lab-4

Task 1: Static auto NAT for dmz1 on ASA-3

* Configure static auto NAT using objects as per the table below. Use any object name of
your choice. Use global ACLs to allow anyone to send ICMP and Telnet traffic to these
IPs. Use object-groups in the ACLs wherever possible.

Real IP Mapped IP Real Interface Mapped Interface
192.168.203.2 200.100.34.2 Dmz1 Outside-1
192.168.203.2 100.100.35.2 Dmz1 Outside-2
22.22.22.22 22.22.22.22 Dmz1 Outside-1
22.22.22.22 22.22.22.22 Dmz1 Outside-2
2.2.2.2 22.2.2 Dmz1 any

Task-1:Solutions

Step 1: Configure static Auto NAT/Object NAT for Dmz1 on ASA3.

//Static Auto NAT configuration for 192.168.203.2 (Outside-1)
object network dmzl-R2-G00-Outl

host 192.168.203.2

nat (dmzl,Outside-1) static 200.100.34.2

//Static Auto NAT configuration for 192.168.203.2 subnet (Outside-2)
object network dmzl-R2-G00-Out2

host 192.168.203.2

nat (dmzl,Outside-2) static 100.100.35.2

//Static Identity Auto NAT configuration for 22.22.22.22(Outside-1)
object network dmzl-R2-1o0l-Out-1

host 22.22.22.22

nat (dmzl,Outside-1) static 22.22.22.22

//Static Identity Auto NAT configuration for 22.22.22.22(Outside-2)
object network dmzl-R2-1o0l-Out-2

host 22.22.22.22

nat (dmzl,Outside-2) static 22.22.22.22

//Static Identity Auto NAT configuration for 2.2.2.2
object network dmzl-R2-100

host 2.2.2.2

nat (dmzl,any) static 2.2.2.2
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Step 2: Configure Global ACL’s and apply

object-group network PING TELNET DMzl Static IP
network-object host 192.168.203.2
network-object host 22.22.22.22

network-object host 2.2.2.2

access-list GLOBAL extended permit tcp any object-group

PING TELNET DMZ1 Static IP eq telnet

access-list GLOBAL extended permit icmp any object-group

PING TELNET DMZ1 Static IP

access—-group GLOBAL global
Verification

Step 1: Verify Auto NAT policies (Section-2) entries in NAT table.

“Show nat interface () detail” displays the NAT rules configured for that
particular interface including hit count, real IP and the mapped IP address.

ASA-003fw (config)# sh nat interface dmzl detail

Auto NAT Policies (Section 2)
1 (dmzl) to (any) source static dmzl-R2-100 2.2.2.2
translate hits = 0, untranslate hits = 0
Source - Origin: 2.2.2.2/32, Translated: 2.2.2.2/32
2 (dmzl) to (Outside-1) source static dmzl-R2-1o0l-Out-1 22.22.22.22
translate hits = 0, untranslate hits = 0
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
3 (dmzl) to (Outside-2) source static dmzl-R2-10l1-Out-2 22.22.22.22
translate hits = 0, untranslate hits = 0
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
4 (dmzl) to (Outside-1) source static dmzl-R2-G00-Outl 200.100.34.2
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.2/32, Translated: 200.100.34.2/32
5 (dmzl) to (Outside-2) source static dmzl-R2-G00-Out2 100.100.35.2
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.2/32, Translated: 100.100.35.2/32

“Show nat detail” displays the NAT rules globally including hit count, real
IP and the mapped IP address.
ASA-003fw (config)# sh nat detail
Auto NAT Policies (Section 2)
1 (dmzl) to (any) source static dmzl-R2-100 2.2.2.2
translate hits = 0, untranslate hits = 0
Source - Origin: 2.2.2.2/32, Translated: 2.2.2.2/32
2 (dmzl) to (Outside-1) source static dmzl-R2-1ol-Out-1 22.22.22.22
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translate hits = 0, untranslate hits = 0
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
3 (dmzl) to (Outside-2) source static dmzl-R2-10l1-Out-2 22.22.22.22
translate hits = 0, untranslate hits = 0
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
4 (dmzl) to (Outside-1) source static dmzl-R2-G00-Outl 200.100.34.2
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.2/32, Translated: 200.100.34.2/32
5 (dmzl) to (Outside-2) source static dmzl-R2-G00-Out2 100.100.35.2
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.2/32, Translated: 100.100.35.2/32

Step 2: Verify NAT configuration. Telnet from R5 to R2

R5#telnet 100.100.35.2
Trying 100.100.35.2 ... Open

R2#show users

Line User Host (s) Idle Location

0 con O idle 00:09:13
*578 vty 0O idle 00:00:00 100.100.35.5

Interface User Mode Idle Peer Address
R2#exit
[Connection to 100.100.35.2 closed by foreign host]
R5#
“Show nat interface ()” displays the NAT rules configured for that interface

including hit count but does not show more details related to real IP and the
mapped IP address. The same applied to “show nat” without the “detail”
keyword.

ASA-003fw (config)# sh nat interface dmzl

Auto NAT Policies (Section 2)
1 (dmzl) to (any) source static dmz1-R2-100 2.2.2.2

translate hits = 0, untranslate hits = 0

2 (dmzl) to (Outside-1) source static dmzl-R2-1ol-Out-1 22.22.22.22
translate hits = 0, untranslate hits = 0

3 (dmzl) to (Outside-2) source static dmzl-R2-1o0l-Out-2 22.22.22.22
translate hits = 0, untranslate hits = 0

4 (dmzl) to (Outside-1) source static dmz1-R2-G00-Outl 200.100.34.2
translate hits = 0, untranslate hits = 0

5 (dmzl) to (Outside-2) source static dmzl1-R2-G00-Out2 100.100.35.2
translate hits = 0, untranslate hits = 1

ASA-003fw (config)# sh access-list GLOBAL
access-list GLOBAL; 6 elements; name hash: Oxbaf7cf02
access-list GLOBAL line 1 extended permit tcp any object-group
PING TELNET DMZ1 Static IP eq telnet 0x630e43dd

access-list GLOBAL 1line 1 extended permit tcp any host 192.168.203.2 eqg
telnet (hitcnt=2) 0x0£f057ac7

Copyright © by IPexpert. All rights reserved. 59
https://t.mel/learningnets




CCIE Security Version 4 - Technology Lab Preparation DSG

access-list GLOBAL 1line 1 extended permit tcp any host 22.22.22.22 eqg
telnet (hitcnt=0) 0x7a22bf04

access-list GLOBAL line 1 extended permit tcp any host 2.2.2.2 eg telnet
(hitcnt=0) Oxb64f30ad
access-list GLOBAL line 2 extended permit icmp any object-group
PING TELNET DMZ1l Static IP Oxa4665lca

access-list GLOBAL 1line 2 extended permit icmp any host 192.168.203.2
(hitcnt=0) Oxefeb1814

access-list GLOBAL 1line 2 extended permit icmp any host 22.22.22.22
(hitcnt=0) 0x0a9%4e4d7a

access-list GLOBAL line 2 extended permit icmp any host 2.2.2.2 (hitcnt=0)
OxcOac4bcb

R5#telnet 22.22.22.22
Trying 22.22.22.22 ... Open

R2#show users

Line User Host (s) Idle Location
0 con O idle 00:13:10
*578 vty O idle 00:00:00 100.100.35.5
Interface User Mode Idle Peer Address
R2#exit

[Connection to 22.22.22.22 closed by foreign host]

R5#telnet 2.2.2.2
Trying 2.2.2.2 ... Open

R2#show users

Line User Host (s) Idle Location
0 con O idle 00:13:37
*578 vty O idle 00:00:00 100.100.35.5
Interface User Mode Idle Peer Address
R2#exit

[Connection to 2.2.2.2 closed by foreign host]
R5#

ASA-003fw (config)# sh nat interface dmzl detail

Auto NAT Policies (Section 2)

1 (dmzl) to (any) source static dmzl-R2-100 2.2.2.2
translate hits = 0, untranslate hits = 1
Source - Origin: 2.2.2.2/32, Translated: 2.2.2.2/32

2 (dmzl) to (Outside-1) source static dmzl-R2-1o0l-Out-1 22.22.22.22
translate hits = 0, untranslate hits = 0
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32

3 (dmzl) to (Outside-2) source static dmzl-R2-10l1-Out-2 22.22.22.22
translate hits = 0, untranslate hits = 1
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
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4 (dmzl) to (Outside-1) source static dmzl-R2-G00-Outl 200.100.34.2
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.2/32, Translated: 200.100.34.2/32
5 (dmzl) to (Outside-2) source static dmzl-R2-G00-Out2 100.100.35.2
translate hits = 0, untranslate hits = 1
Source - Origin: 192.168.203.2/32, Translated: 100.100.35.2/32

Step 2: Verify NAT configuration. Telnet from R4 to R2

R4#telnet 200.100.34.2
Trying 200.100.34.2 ... Open

R2#show users

Line User Host (s) Idle Location
0 con O idle 00:22:13
*578 vty O idle 00:00:00 200.100.34.4
Interface User Mode Idle Peer Address
R2#exit

[Connection to 200.100.34.2 closed by foreign host]

Ré#telnet 22.22.22.22

Trying 22.22.22.22 ... Open
R2#who
Line User Host (s) Idle Location
0 con O idle 00:24:48
*578 vty O idle 00:00:00 200.100.34.4
Interface User Mode Idle Peer Address
R2#exit

[Connection to 22.22.22.22 closed by foreign host]
R4#

ASA-003fw (config)# sh nat detail

Auto NAT Policies (Section 2)
1 (dmzl) to (any) source static dmzl-R2-100 2.2.2.2
translate hits = 0, untranslate hits =1
Source - Origin: 2.2.2.2/32, Translated: 2.2.2.2/32
2 (dmzl) to (Outside-1) source static dmzl-R2-10l-Out-1 22.22.22.22
translate hits = 0, untranslate hits = 1
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
3 (dmzl) to (Outside-2) source static dmzl-R2-10l1-Out-2 22.22.22.22
translate hits = 0, untranslate hits =1
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
4 (dmzl) to (Outside-1) source static dmzl-R2-G00-Outl 200.100.34.2
translate hits = 0, untranslate hits = 1
Source - Origin: 192.168.203.2/32, Translated: 200.100.34.2/32
5 (dmzl) to (Outside-2) source static dmzl-R2-G00-Out2 100.100.35.2
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translate hits = 0, untranslate hits =1
Source - Origin: 192.168.203.2/32, Translated: 100.100.35.2/32

Task 2: Dynamic auto NAT/PAT for dmz1 on ASA-3

* Configure dynamic NAT/PAT using objects as per the table below. You must use objects
and object-groups. Use any names for objects and object-groups.

Real IP/ Subnet Mapped IP / Subnet Real Interface Mapped Interface

192.168.203.0/24 200.100.34.203 Dmzl Outside-1
192.168.203.0/24 100.100.35.203 Dmzl Outside-2
Range NAT Pool Range - |Dmz1l Outside-1
192.168.203.60 to | 200.100.34.60
192.168.203.70 200.100.34.70

Backup PAT -
200.100.34.71
Real IP/ Subnet Mapped IP / Subnet Real Interface Mapped Interface

Range NAT Pool Range - |Dmz1l Outside-2
192.168.203.60 to | 100.100.35.60
192.168.203.70 100.100.35.70

Backup PAT -
100.100.35.71
2.2.2.0/24 PAT Pool Range Dmz1 Outside-1
200.100.34.80 to
200.100.34.85

Use round robin
method

2.2.2.0/24 PAT Pool Range Dmz1 Outside-2
100.100.35.80 to
100.100.35.85

Use round robin
method

Task-2:Solutions

Step 1: Configure dynamic Auto NAT/PAT on ASA-3

//Dynamic Auto PAT configuration for 192.168.203.0/24 subnet
object network R2-Subnet-Out-1

subnet 192.168.203.0 255.255.255.0

nat (dmzl,Outside-1) dynamic 200.100.34.203

//Dynamic Auto PAT configuration for 192.168.203.0/24 subnet
object network R2-Subnet-Out-2

subnet 192.168.203.0 255.255.255.0

nat (dmzl,Outside-2) dynamic 100.100.35.203
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//Dynamic  Auto NAT/PAT configuration for range 192.168.203.60 to
192.168.203.70 for Outside-1

//Define the translated IP range (NAT pool)
object network R2-60-70-outl-range
range 200.100.34.60 200.100.34.70

//Define the PAT IP
object network R2-60-70-outl-pat
host 200.100.34.71

//Combine the translated NAT pool and PAT IP in the object-group
object-group network R2-NAT-PAT-OUT-1

network-object object R2-60-70-outl-range

network-object object R2-60-70-outl-pat

//Dynamic NAT/PAT configuration for range 192.168.203.60 to 192.168.203.70
object network R2-Range-Out-1

range 192.168.203.60 192.168.203.70

nat (dmzl,Outside-1) dynamic R2-NAT-PAT-OUT-1

//Dynamic  Auto NAT/PAT configuration for range 192.168.203.60 to
192.168.203.70 for Outside-2

//Define the translated IP range (NAT pool)
object network R2-60-70-out2-range
range 100.100.35.60 100.100.35.70

//Define the PAT IP
object network R2-60-70-out2-pat
host 100.100.35.71

//Combine the translated NAT pool and PAT IP in the object-group
object-group network R2-NAT-PAT-OUT-2

network-object object R2-60-70-out2-range

network-object object R2-60-70-out2-pat

//Dynamic NAT/PAT configuration for range 192.168.203.60 to 192.168.203.70
object network R2-Range-Out-2

range 192.168.203.60 192.168.203.70

nat (dmzl,Outside-2) dynamic R2-NAT-PAT-OUT-2

//Dynamic Auto PAT wusing PAT pool configuration for range 2.2.2.0/24 for
Outside-1
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//Define the translated PAT pool for Outside-1
object network PAT POOL DMZ1 OUT1
range 200.100.34.80 200.100.34.85

//Dynamic Auto PAT using PAT pool configuration for

Outside-1
object network dmzl-R2-100-Subnet-Out-1
subnet 2.2.2.0 255.255.255.0

nat (dmzl,Outside-1) dynamic pat-pool PAT POOL DMZ1l OUTI1 round-robin

range 2.2.2.0/24 for

//Dynamic Auto PAT wusing PAT pool configuration for range 2.2.2.0/24 for

Outside-2

//Define the translated PAT pool for Outside-2
object network PAT POOL DMZ1l OUT2
range 100.100.35.80 100.100.35.85

//Dynamic Auto PAT wusing PAT pool configuration for range 2.2.2.0/24 for

Outside-2
object network dmzl-R2-100-Subnet-Out-2
subnet 2.2.2.0 255.255.255.0

nat (dmzl,Outside-2) dynamic pat-pool PAT POOL DMZ1l OUTZ round-robin

Verification

Step 1: Verify Auto NAT policies (Section-2) entries in NAT table.

ASA automatically orders NAT/PAT the rules in section-2 i.e Auto NAT. If you
observe dynamic NAT/PAT is placed after static NAT
ASA-003fw (config)# show nat detail
Auto NAT Policies (Section 2)
1 (dmzl) to (any) source static dmzl-R2-100 2.2.2.2
translate hits = 0, untranslate hits =1
Source - Origin: 2.2.2.2/32, Translated: 2.2.2.2/32
2 (dmzl) to (Outside-1) source static dmzl-R2-1ol-Out-1 22.22.22.22
translate hits = 0, untranslate hits =1
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
3 (dmzl) to (Outside-2) source static dmzl-R2-10l1-Out-2 22.22.22.22
translate hits = 0, untranslate hits =1
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
4 (dmzl) to (Outside-1) source static dmz1-R2-G00-Outl 200.100.34.2
translate hits = 0, untranslate hits =1
Source - Origin: 192.168.203.2/32, Translated: 200.100.34.2/32
5 (dmzl) to (Outside-2) source static dmz1-R2-G00-Out2 100.100.35.2
translate hits = 0, untranslate hits = 2
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Source - Origin: 192.168.203.2/32, Translated: 100.100.35.2/32
6 (dmzl) to (Outside-1) source dynamic R2-Range-Out-1 R2-NAT-PAT-OUT-1
translate hits = 0, untranslate hits = 0
Source = Origin: 192.168.203.60-192.168.203.70, Translated:
200.100.34.60/30, 200.100.34.64/30, 200.100.34.68/31, 200.100.34.70/32
200.100.34.71/32
7 (dmzl) to (Outside-2) source dynamic R2-Range-Out-2 R2-NAT-PAT-OUT-2
translate hits = 0, untranslate hits = 0
Source = Origin: 192.168.203.60-192.168.203.70, Translated:
100.100.35.71/32, 100.100.35.60/30, 100.100.35.64/30, 100.100.35.68/31
100.100.35.70/32
8 (dmzl) to (Outside-1) source dynamic dmzl-R2-100-Subnet-Out-1 pat-pool
PAT POOL DMZ1 OUT1 round-robin
translate hits = 0, untranslate hits = 0
Source = Origin: 2.2.2.0/24, Translated (PAT) : 200.100.34.80-
200.100.34.85
9 (dmzl) to (Outside-2) source dynamic dmzl-R2-100-Subnet-Out-2 pat-pool
PAT POOL DMZ1 OUT2 round-robin
translate hits = 0, untranslate hits = 0
Source = Origin: 2.2.2.0/24, Translated (PAT) : 100.100.35.80-
100.100.35.85
10 (dmzl) to (Outside-1) source dynamic R2-Subnet-Out-1 200.100.34.203
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.0/24, Translated: 200.100.34.203/32
11 (dmzl) to (Outside-2) source dynamic R2-Subnet-Out-2 100.100.35.203
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.0/24, Translated: 100.100.35.203/32

Step 2: Verify NAT configuration. Telnet from R2 to R4 and R5 We need to reconfigure the IP
address of R2 GO/0 and then change it back after testing. Reason of change the IP address is
that there is a Static Auto NAT for 192.168.203.2

Since Global ACL’s have been configured we may need to create a temporary ACL since the
connection from R2 GO/0 will be denied by the global ACL. Remember the task does not ask you
to create ACL’s.

ASA3

access-list GLOBAL extended permit tcp host 192.168.203.60 host 200.100.34.4
eq telnet
access-list GLOBAL extended permit tcp host 192.168.203.60 host 100.100.35.5
eq telnet

R2

R2 (config) #int g0/0
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R2 (config-if) #ip address 192.168.203.60 255.255.255.0

R2#telnet 200.100.34.4
Trying 200.100.34.4 ... Open

R4#show users

Line User Host (s) Idle Location
0 con O idle 00:07:57
*514 vty O idle 00:00:00 200.100.34.68

ASA
ASA-003fw (config)# sh nat detail

Auto NAT Policies (Section 2)

<SNIP

6 (dmzl) to (Outside-1) source dynamic R2-Range-Out-1 R2-NAT-PAT-OUT-1
translate hits = 2, untranslate hits = 0
Source = Origin: 192.168.203.60-192.168.203.70, Translated:

200.100.34.60/30, 200.100.34.64/30, 200.100.34.68/31, 200.100.34.70/32
200.100.34.71/32
<SNIP>

ASA-003fw (config)# sh xlate

6 in use, 30 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice
<SNIP>

NAT from dmz1:192.168.203.60 to Outside-1:200.100.34.68 flags i idle 0:02:25
timeout 3:00:00

R2#telnet 100.100.35.5
Trying 100.100.35.5 ... Open

R5#show users

Line User Host (s) Idle Location
0 con O idle 00:00:54
*514 vty O idle 00:00:00 100.100.35.66

ASA-003fw (config)# sh nat detail

Auto NAT Policies (Section 2)

<SNIP>

7 (dmzl) to (Outside-2) source dynamic R2-Range-Out-2 R2-NAT-PAT-OUT-2
translate hits = 2, untranslate hits = 0
Source = Origin: 192.168.203.60-192.168.203.70, Translated:

100.100.35.71/32, 100.100.35.60/30, 100.100.35.64/30, 100.100.35.68/31
100.100.35.70/32
<SNIP>
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ASA-003fw (config)# sh xlate

7 in use, 30 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T - twice
<SNIP>

NAT from dmz1:192.168.203.60 to Outside-2:100.100.35.66 flags i idle 0:01:53
timeout 3:00:00

Task 3: Static auto NAT for the dmzserver interface on ASA-3

* Configure static auto NAT using objects as per the table below. Use any object name of
your choice. Configure ACLs to allow any traffic to the AD server. Do not use global
ACLs. Use only objects in the ACL configuration.

Real IP Mapped IP Real Interface Mapped Interface
10.1.1.101 200.100.34.101 Dmzserver Outside-1
10.1.1.101 100.100.35.101 Dmzserver Outside-2

Task-3:Solutions

Step 1: Configure static auto NAT for AD server

//Static Auto NAT configuration for AD (Outside-1)
object network ADServer-0OUT-1

host 10.1.1.101

nat (dmzserver,Outside-1) static 200.100.34.101

//Static Auto NAT configuration for AD (Outside-2)
object network ADServer-0UT-2

host 10.1.1.101

nat (dmzserver,Outside-2) static 100.100.35.101

Step 2: Configure ACL’s to allow access to the AD server.

object network ANY
subnet 0 O

access-list OUT-1 extended permit ip object ANY object ADServer-0OUT-1
access-list OUT-2 extended permit ip object ANY object ADServer-0UT-2

access—-group OUT-2 in interface outside-2
access—-group OUT-1 in interface outside-1

Verification
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Step 1: Verify Auto NAT policies (Section-2) entries in NAT table. If you observe the ASA has re-
ordered the entries.

ASA-003fw (config)# sh nat detail

Auto NAT Policies (Section 2)

<SNIP>
2 (dmzserver) to (Outside-1) source static ADServer-0UT-1 200.100.34.101
translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.101/32, Translated: 200.100.34.101/32

3 (dmzserver) to (Outside-2) source static ADServer-0UT-2 100.100.35.101
translate hits = 0, untranslate hits = 0
Source - Origin: 10.1.1.101/32, Translated: 100.100.35.101/32

<SNIP>

Step 2: Ping from the outside to the AD.

Task 4: Static object NAT between dmz1 and dmzserver on ASA-3

* Configure static object NAT such that R2 can ping the AD server using an IP address of
192.168.203.101 from Gi0/0. The AD server should see R2 Gi0/0 as 10.1.1.2.

Task-4:Solutions

Step 1: This configuration is similar to twice NAT. However the task specifies to use
Auto/Object NAT. Hence 2 rules need to be created.

//Static Auto NAT configuration for R2 when communicating with AD wusing
192.168.203.101.In other words AD appears as 192.168.203.101 in VLAN 203
(dmz1l)

object network AD DMZ
host 10.1.1.101
nat (dmzserver,dmzl) static 192.168.203.101

//Static Auto NAT configuration for AD when communicating with the R2 using
10.1.1.2. In other words R2 GO/0 appears as 10.1.1.2 in VLAN 100 (dmzserver)
object network DMZ AD

host 192.168.203.2
nat (dmzl,dmzserver) static 10.1.1.2

Verification
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Step 1: Verify Auto NAT policies (Section-2) entries in NAT table. If you observe the ASA has re-
ordered the entries.

ASA-003fw (config)# sh nat detail

Auto NAT Policies (Section 2)
1 (dmzl) to (any) source static dmzl-R2-100 2.2.2.2
translate hits = 0, untranslate hits =1
Source - Origin: 2.2.2.2/32, Translated: 2.2.2.2/32
2 (dmzserver) to (Outside-1) source static ADServer-OUT-1 200.100.34.101
translate hits = 0, untranslate hits = 0
Source - Origin: 10.1.1.101/32, Translated: 200.100.34.101/32
3 (dmzserver) to (Outside-2) source static ADServer-0UT-2 100.100.35.101
translate hits = 0, untranslate hits = 0
Source - Origin: 10.1.1.101/32, Translated: 100.100.35.101/32
4 (dmzserver) to (dmzl) source static AD DMz 192.168.203.101
translate hits = 0, untranslate hits = 0
Source - Origin: 10.1.1.101/32, Translated: 192.168.203.101/32
5 (dmzl) to (Outside-1) source static dmz1l-R2-1lol-Out-1 22.22.22.22
translate hits = 0, untranslate hits =1
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
6 (dmzl) to (Outside-2) source static dmz1l-R2-1lol-Out-2 22.22.22.22
translate hits = 0, untranslate hits =1
Source - Origin: 22.22.22.22/32, Translated: 22.22.22.22/32
7 (dmzl) to (dmzserver) source static DMZ AD 10.1.1.2
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.203.2/32, Translated: 10.1.1.2/32
<SNIP>

Step 2: Allow ICMP in the GLOBAL ACL and remove after testing. Ping from R2 and the AD
server.

access-list GLOBAL permit icmp any any

R2#ping 192.168.203.101

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.101, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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Task 5: DNS rewrite using static auto NAT for the inside interface on ASA-3

* |nside subnet users are unable to connect to an internal web server (192.168.103.80)
that is mapped to 200.100.34.40 and 100.100.35.40 due to a DNS resolution error.
Assume that those users are configured with an external DNS server that returns public
addresses — fix this. Also use global ACL’s to allow HTTP and HTTPS access to these
servers from anyone from the outside. Use objects and object-groups in the ACL to

minimize the number of ACEs.

Task-5:Solutions

Step 1: Configure DNS rewrite using Auto NAT

//Static Auto NAT configuration with DNS re-write
object network INSIDE WEB out-1

host 192.168.103.80

nat (INSIDE,outside-1) static 200.100.34.40 dns

//Static Auto NAT configuration with DNS re-write
object network INSIDE WEB out-2

host 192.168.103.80

nat (INSIDE,outside-2) static 100.100.35.40 dns

Step 1: Configure ACL’s to allow access to these webservers.

object-group service WEB tcp
port-object eq 443
port-object eqg 80

access-list GLOBAL extended permit tcp any object INSIDE WEB out-1 object-

group WEB

Verification

Step 1: Verify Auto NAT policies (Section-2) entries in NAT table. If you observe the ASA has re-

ordered the entries again.

ASA-003fw (config)# sh nat detail

Auto NAT Policies (Section 2)

<SNIP>
7 (INSIDE) to (Outside-1) source static INSIDE WEB out-1 200.100.34.40
translate hits = 0, untranslate hits = 0

Source - Origin: 192.168.103.80/32, Translated: 200.100.34.40/32
8 (INSIDE) to (Outside-2) source static INSIDE WEB out-2 100.100.35.40
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.103.80/32, Translated: 100.100.35.40/32
<SNIP>

dns

dns
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Step 2: R1 FO/0 is pre-configured with a secondary address of 192.168.103.80 and HTTP server
has been enabled. Test from R4 and R5.

Ri4#telnet 200.100.34.40 80

Trying 200.100.34.40, 80 ... Open
GET

HTTP/1.1 400 Bad Request

Date: Thu, 28 Mar 2013 09:19:55 GMT
Server: cisco-IOS

Accept-Ranges: none

400 Bad Request

[Connection to 200.100.34.40 closed by foreign host]

R5#100.100.35.40 80

Trying 100.100.35.40, 80 ... Open
GET 1.1

HTTP/1.1 400 Bad Request

Date: Thu, 28 Mar 2013 09:21:11 GMT
Server: cisco-IOS

Accept-Ranges: none

400 Bad Request

[Connection to 100.100.35.40 closed by foreign host]

Task 6: Static auto NAT for INSIDE on ASA-3

* Configure static auto NAT using objects as per the table below. Use any object name of
your choice. Use global ACLs such that anyone can send ICMP, SSH, Telnet, FTP, SMTP,
HTTP, and HTTPS traffic to these servers/PC. Use object-groups in the ACL to minimize
the number of ACEs.

Real IP Mapped IP Real Interface Mapped Interface
1.1.1.0/24 1.1.1.0/24 INSIDE any
192.168.103.1 200.100.34.1 INSIDE Outside-1
192.168.103.1 100.100.35.1 INSIDE Outside-2
192.168.100.200 200.100.34.111 INSIDE Outside-1
192.168.100.200 100.100.35.111 INSIDE Outside-2

Task-6:Solutions

Copyright © by IPexpert. All rights reserved. 71
https://t.mel/learningnets




CCIE Security Version 4 - Technology Lab Preparation DSG

Step 1: Configure Static auto NAT for INSIDE on ASA-3

//Static identity Auto NAT (R1 LoO Subnet)
object network R1-LO-Subnet

subnet 1.1.1.0 255.255.255.0

nat (INSIDE,any) static RI1-LO-Subnet

//Static Auto NAT for for R1 F0/0 (Outside-1)
object network R1 f00 out-1

host 192.168.103.1

nat (INSIDE,outside-1) static 200.100.34.1

//Static Auto NAT for for R1 F0/0 (Outside-2)
object network R1 f00 out-2

host 192.168.103.1

nat (INSIDE,outside-2) static 100.100.35.1

//Static Auto NAT for for Test-PC (Outside-1)
object net TEST PC OUT 1

host 192.168.100.200

nat (INSIDE,Outside-1) static 200.100.34.111

//Static Auto NAT for for Test-PC (Outside-2)
object network TEST PC OUT 2

host 192.168.100.200

nat (INSIDE,Outside-2) static 100.100.35.111

Step 2: Configure ACL’s to allow access.

object-group network INSIDE NET IP
network-object 1.1.1.0 255.255.255.0
network-object host 192.168.103.1
network-object host 192.168.100.200

object-group service INSIDE SERVER tcp
port-object eqg 80

port-object eq 443

port-object eqg 23

port-object eq 22

port-object eqg 25

port-object eq 21

access-list GLOBAL extended permit tcp any object-group INSIDE NET IP object-

group INSIDE SERVER
access-list GLOBAL extended permit icmp any object-group INSIDE NET IP

Verification
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Step 1: Verify Auto NAT policies (Section-2) entries in NAT table. If you observe the ASA has re-
ordered the entries again.

ASA-003fw (config)# sh nat interface INSIDE detail

Auto NAT Policies (Section 2)
7 (INSIDE) to (Outside-1) source static TEST PC OUT 1 200.100.34.111
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.100.200/32, Translated: 200.100.34.111/32
8 (INSIDE) to (Outside-2) source static TEST PC OUT 2 100.100.35.111
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.100.200/32, Translated: 100.100.35.111/32
9 (INSIDE) to (Outside-1) source static R1 _f00 out-1 200.100.34.1
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.103.1/32, Translated: 200.100.34.1/32
10 (INSIDE) to (Outside-2) source static R1 f00 out-2 100.100.35.1
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.103.1/32, Translated: 100.100.35.1/32
11 (INSIDE) to (Outside-1) source static INSIDE WEB out-1 200.100.34.40 dns
translate hits = 0, untranslate hits =1
Source - Origin: 192.168.103.80/32, Translated: 200.100.34.40/32
12 (INSIDE) to (Outside-2) source static INSIDE WEB out-2 100.100.35.40 dns
translate hits = 0, untranslate hits =1
Source - Origin: 192.168.103.80/32, Translated: 100.100.35.40/32
16 (INSIDE) to (any) source static R1-LO-Subnet R1-LO-Subnet
translate hits = 0, untranslate hits = 0
Source - Origin: 1.1.1.0/24, Translated: 1.1.1.0/24

Step 2: Ping from R4 and R5 to R1 FO/0 and LoO. Basic ping test would be sufficient.

RS#ping 100.100.35.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 100.100.35.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
R5#ping 1.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
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R4#ping 200.100.34.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 200.100.34.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
Ré4#ping 1.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Task 7: Static PAT/port redirection using auto NAT for INSIDE on ASA-3

¢ 11.11.11.11 is a Telnet and an FTP server. Any outside users should be able to FTP to
11.11.11.11 using an IP address of 200.100.34.21 and a TCP port of 2121 and Telnet
using an IP address of 200.100.34.23 and a TCP port of 3001. Use any object names of
your choice for NAT. ACLs should be interface specific to allow access to these servers.
Do not use objects or object-groups in the ACEs.

Task-7:Solutions

Step 1: Configure Static PAT for 11.11.11.11 for Outside-1.

//Static PAT for FTP

object network R1 FTP Out-1

host 11.11.11.11

nat (INSIDE,Outside-1) static 200.100.34.21 service tcp ftp 2121

//Static PAT for telnet
object network Rl Telnet Out-1

host 11.11.11.11
nat (INSIDE,Outside-1) static 200.100.34.23 service tcp 23 3001

Step 2: Allow access to 11.11.11.11 from the outside.

access-list OUT-1 permit tcp any host 11.11.11.11 eq 23
access-list OUT-1 permit tcp any host 11.11.11.11 eq 21

Verification

Step 1: Verify Auto NAT policies (Section-2) entries in NAT table. If you observe the ASA has re-
ordered the entries again.
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ASA-003fw (config)# sh nat interface INSIDE detail

Auto NAT Policies (Section 2)

5 (INSIDE) to (Outside-1) source static R1 _FTP Out-1 200.100.34.21 service
tcp ftp 2121
translate hits = 0, untranslate hits = 0

Source - Origin: 11.11.11.11/32, Translated: 200.100.34.21/32
Service - Protocol: tcp Real: ftp Mapped: 2121
6 (INSIDE) to (Outside-1) source static Rl Telnet Out-1 200.100.34.23
service tcp telnet 3001
translate hits = 0, untranslate hits = 0
Source - Origin: 11.11.11.11/32, Translated: 200.100.34.23/32
Service - Protocol: tcp Real: telnet Mapped: 3001
9 (INSIDE) to (Outside-1) source static TEST PC OUT 1 200.100.34.111
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.100.200/32, Translated: 200.100.34.111/32
10 (INSIDE) to (Outside-2) source static TEST PC OUT 2 100.100.35.111
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.100.200/32, Translated: 100.100.35.111/32
11 (INSIDE) to (Outside-1) source static R1_f00 out-1 200.100.34.1
translate hits = 0, untranslate hits = 9
Source - Origin: 192.168.103.1/32, Translated: 200.100.34.1/32
12 (INSIDE) to (Outside-2) source static R1_f00 out-2 100.100.35.1
translate hits = 0, untranslate hits = 9
Source - Origin: 192.168.103.1/32, Translated: 100.100.35.1/32
13 (INSIDE) to (Outside-1) source static INSIDE WEB out-1 200.100.34.40 dns
translate hits = 0, untranslate hits =1
Source - Origin: 192.168.103.80/32, Translated: 200.100.34.40/32
14 (INSIDE) to (Outside-2) source static INSIDE WEB out-2 100.100.35.40 dns
translate hits = 0, untranslate hits =1
Source - Origin: 192.168.103.80/32, Translated: 100.100.35.40/32
18 (INSIDE) to (any) source static R1-LO-Subnet R1-LO-Subnet
translate hits = 0, untranslate hits = 10
Source - Origin: 1.1.1.0/24, Translated: 1.1.1.0/24
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Step 2: Test from R4. Basic telnet test would be sufficient.

R4#200.100.34.23 3001
Trying 200.100.34.23, 3001 ... Open

Rl#show users

Line User Host (s) Idle Location
0 con O idle 00:01:03
*514 vty O idle 00:00:00 200.100.34.4
Interface User Mode Idle Peer Address
Rl#exit

[Connection to 200.100.34.23 closed by foreign host]

Task 8: Static PAT/port redirection using auto NAT for INSIDE on ASA-3

* There are multiple internal servers on the INSIDE interface. The ISP (R5) has only
provided a single IP address. Configure Static PAT using objects as per the table below.
ACLs should be interface specific to allow access to these servers. Re-use the existing
objects when creating the ACEs for the server IPs.

Real IP and Port Mapped IP and Port Real Interface Mapped Interface
11.11.11.25 100.100.35.222 INSIDE Outside-2
TCP 25 TCP 2525
11.11.11.80 100.100.35.222 INSIDE Outside-2
TCP 80 TCP 8080
11.11.11.88 100.100.35.222 INSIDE Outside-2
TCP 443 TCP 4343
11.11.11.22 100.100.35.222 INSIDE Outside-2
TCP 22 TCP 2222
11.11.11.23 100.100.35.222 INSIDE Outside-2
TCP 23 TCP 2323

Task-8:Solutions

Step 1: Configure Static PAT for various servers using the same Translated IP but different ports
for Outside-2.

//Static PAT for SMTP
object network Rl Serverl SMTP
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host 11.11.11.25
nat (INSIDE,Outside-2) static 100.100.35.222 service tcp 25 2525

//Static PAT for HTTP

object network Rl Server2 HTTP

host 11.11.11.80

nat (INSIDE,Outside-2) static 100.100.35.222 service tcp 80 8080

//Static PAT for HTTPS

object network Rl Server3 HTTPS

host 11.11.11.88

nat (INSIDE,Outside-2) static 100.100.35.222 service tcp 443 4343

//Static PAT for SSH

object network R1 Server4 SSH

host 11.11.11.22

nat (INSIDE,Outside-2) static 100.100.35.222 service tcp 22 2222

//Static PAT for Telnet

object network Rl Server5 telnet

host 11.11.11.23

nat (INSIDE,Outside-2) static 100.100.35.222 service tcp 23 2323

Step 2: Allow access these servers from outside-2

access-list OUT-2 extended permit tcp any object Rl Serverl SMTP eqg smtp
access-list OUT-2 extended permit tcp any object Rl Server2 HTTP eg www
access-list OUT-2 extended permit tcp any object Rl Server3 HTTPS eq https
access-list OUT-2 extended permit tcp any object Rl Server4 SSH eqg ssh
access-list OUT-2 extended permit tcp any object Rl Server5 telnet eq telnet

Verification

Step 1: Verify Auto NAT policies (Section-2) entries in NAT table. If you observe the ASA has re-
ordered the entries again.

ASA-003fw (config)# show nat interface INSIDE detail

Auto NAT Policies (Section 2)

5 (INSIDE) to (Outside-1) source static R1_FTP Out-1 200.100.34.21 service
tcp ftp 2121
translate hits = 0, untranslate hits =1

Source - Origin: 11.11.11.11/32, Translated: 200.100.34.21/32

Service - Protocol: tcp Real: ftp Mapped: 2121
6 (INSIDE) to (Outside-1) source static Rl Telnet Out-1 200.100.34.23
service tcp telnet 3001

translate hits = 0, untranslate hits = 6
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Source - Origin: 11.11.11.11/32, Translated: 200.100.34.23/32
Service - Protocol: tcp Real: telnet Mapped: 3001

7 (INSIDE) to (Outside-2) source static Rl Server4 SSH 100.100.35.222
service tcp ssh 2222
translate hits = 0, untranslate hits = 0
Source - Origin: 11.11.11.22/32, Translated: 100.100.35.222/32
Service - Protocol: tcp Real: ssh Mapped: 2222
8 (INSIDE) to (Outside-2) source static Rl Server5 telnet 100.100.35.222
service tcp telnet 2323
translate hits = 0, untranslate hits = 0
Source - Origin: 11.11.11.23/32, Translated: 100.100.35.222/32
Service - Protocol: tcp Real: telnet Mapped: 2323
9 (INSIDE) to (Outside-2) source static Rl Serverl SMTP 100.100.35.222
service tcp smtp 2525
translate hits = 0, untranslate hits = 0
Source - Origin: 11.11.11.25/32, Translated: 100.100.35.222/32
Service - Protocol: tcp Real: smtp Mapped: 2525
10 (INSIDE) to (Outside-2) source static Rl Server2 HTTP 100.100.35.222
service tcp www 8080
translate hits = 0, untranslate hits = 0
Source - Origin: 11.11.11.80/32, Translated: 100.100.35.222/32
Service - Protocol: tcp Real: www Mapped: 8080
11 (INSIDE) to (Outside-2) source static Rl Server3 HTTPS 100.100.35.222
service tcp https 4343
translate hits = 0, untranslate hits = 0
Source - Origin: 11.11.11.88/32, Translated: 100.100.35.222/32
Service - Protocol: tcp Real: https Mapped: 4343
14 (INSIDE) to (Outside-1) source static TEST PC OUT 1 200.100.34.111
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.100.200/32, Translated: 200.100.34.111/32
15 (INSIDE) to (Outside-2) source static TEST PC OUT 2 100.100.35.111
translate hits = 0, untranslate hits = 0
Source - Origin: 192.168.100.200/32, Translated: 100.100.35.111/32
16 (INSIDE) to (Outside-1) source static R1_f00 out-1 200.100.34.1
translate hits = 0, untranslate hits = 9
Source - Origin: 192.168.103.1/32, Translated: 200.100.34.1/32
17 (INSIDE) to (Outside-2) source static R1_f00 out-2 100.100.35.1
translate hits = 0, untranslate hits = 9
Source - Origin: 192.168.103.1/32, Translated: 100.100.35.1/32
18 (INSIDE) to (Outside-1) source static INSIDE WEB out-1 200.100.34.40 dns
translate hits = 0, untranslate hits =1
Source - Origin: 192.168.103.80/32, Translated: 200.100.34.40/32
19 (INSIDE) to (Outside-2) source static INSIDE WEB out-2 100.100.35.40 dns
translate hits = 0, untranslate hits =1
Source - Origin: 192.168.103.80/32, Translated: 100.100.35.40/32
23 (INSIDE) to (any) source static R1-LO-Subnet R1-LO-Subnet
translate hits = 0, untranslate hits = 10
Source - Origin: 1.1.1.0/24, Translated: 1.1.1.0/24
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Step 2: R1 Lol is pre-configured with a many secondary addresses. Test from R5. Create a
temporary route on ASA for these servers.

ASA

route INSIDE 11.0.0.0 255.0.0.0 192.168.103.1

R5#100.100.35.222 2323
Trying 100.100.35.222, 2323 ... Open

Rl#show users

Line User Host (s) Idle Location
0 con O idle 00:03:52
*514 vty O idle 00:00:00 100.100.35.5
Interface User Mode Idle Peer Address
Rl#exit

[Connection to 100.100.35.222 closed by foreign host]

R5#100.100.35.222 8080

Trying 100.100.35.222, 8080 ... Open
GET

HTTP/1.1 400 Bad Request

Date: Thu, 28 Mar 2013 10:18:31 GMT
Server: cisco-IOS

Accept-Ranges: none

400 Bad Request

[Connection to 100.100.35.222 closed by foreign host]

R5#100.100.35.222 2222
Trying 100.100.35.222, 2222 ... Open
SSH-1.5-Cisco-1.25
c
[Connection to 100.100.35.222 closed by foreign host]

R5#100.100.35.222 4343

Trying 100.100.35.222, 4343 ... Open
GET

~Z

[Connection to 100.100.35.222 closed by foreign host]
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Task 9: Dynamic PAT and DNS rewrite on ASA-3

* Make sure that any outbound connection from DMZ’s and Inside subnets going out of
Outside-1 and Outside-2 is PAT’d to the appropriate ASA outside interface and also
performs DNS re-write.

Task-9:Solutions

Step 1: Dynamic PAT for all outbound connections for both the outside interfaces with DNS re-
write