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LAB 1

Please look at the provided diagrams and read through the whole lab before you start. Read
the directions very carefully to make sure you are doing what is being asked of you. This
concept is very important when you take the CCIE lab administered by Cisco

It is recommended to create your own diagram at the beginning of each lab so any potential
information you find useful during your preparations can be reflected on this drawing, making it
much easier when you step into the real lab.

Multiple topology drawings are available for this chapter.
General Rules

* You will need to pre-configure the network with the base configuration files

NOTE: Static/default routes are NOT allowed unless otherwise stated in the task

NOTE: Unless otherwise noted in the task you can add user “cisco” pw “cisco” to the local
database to test management access to the device

Estimated Time to Complete: 8-10 Hours

Pre-setup

* Please login to your Security vRack at ProctorLabs.com and load the initial Configuration

* Verify basic L2/L3 connectivity. Use IP Addressing Table, Lab Diagram and the Physical
Topology

* This lab is intended to be used with online rack access provided by our partner Proctor Labs
(www.proctorlabs.com). Connect to the terminal server and complete the configuration
tasks as detailed below

Copyright © by IPexpert. All rights reserved. 12
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Device Port VLAN IP Address
R1 FO/1 49 192.1.49.1/24
Loop0 6.6.99.1/32
R2 G0/0 2 6.6.2.2/24
S0/1/0 6.6.25.2/24
LoopO 6.6.99.2/32
R4 FO/0 146 6.6.146.4/24
FO/1 4 6.6.4.4/24
LoopO 160 6.6.99.4/32
R5 FO/0 156 6.6.156. 5/24
2006:6:156::5/64
S0/1/0 6.6.25.5/24
LoopO 6.6.99.5/32
R6 FO/1 4 6.6.4.6/24
LoopO 6.6.99.6/32
R7 FO/0 49 192.1.49.7/24
FO/1 146 6.6.146.7/24
Loop0 6.6.99.7/32
R8 FO/1 100 10.1.1.8/24
LoopO 6.6.99.8/32
R9 FO/1 17 10.17.17.9/24
LoopO 6.6.99.9/32
R10 G0/0 146 6.6.146.10/24
GO/1 156 6.6.156.10/24
2006:6:156::10/64
LoopO 6.6.99.10/32
R11 G0/0 146 6.6.146.11/24
GO/1 156 6.6.156.11/24
2006:6:156::11/64
Loop0 6.6.99.11/32
CAT3 VLAN2 2 6.6.2.130/24
CAT4 VLAN2 2 6.6.2.140/24
ASA G0/0 146 6.6.146.30/24
GO/1 100 10.1.1.1/24
G0/2 17 10.17.17.30/24
ACS 100 10.1.1.100/24
IPS Mgmt 100 10.1.1.15/24
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Solutions

1.0 ASA Firewalls (20 points)

Task 1.1: ASA Setup (4 Points)

* Configure ASA interfaces according to the IP Addressing table and diagram

* Configure the host name to be ASA

* Configure ASA3 and ASA4 to backup each other. ASA3 should be the primary

* Use Gig0/3 for the backup communication. Make sure failover replication and
state replication doesn’t share the same broadcast domain. Make sure the HTTP states are
replicated. Failure detection should occur in one second

* The communication between the failover pair should be encrypted

Detailed Solution

ASA3

hostname ASA

!

interface GO/0

nameif outside

sec 0

ip address 6.6.146.30 255.255.255.0 standby 6.6.146.31

no shutdown

interface GO/1

nameif inside

sec 100

ip address 10.1.1.1 255.255.255.0 standby 10.1.1.31

no shutdown

int g0/2

nameif DMZ

security-level 50

ip address 10.17.17.30 255.255.255.0 standby 10.17.17.31

no shutdown

Copyright © by IPexpert. All rights reserved. 15
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interface GO0/3

no shutdown

interface G0/3.98

vlan 98

interface G0/3.99

vlan 99

failover
failover
failover
failover
failover
failover
failover
i

failover
!

failover

ASA4

lan unit primary

lan interface FAILOVER GO0/3.98

int

ip FAILOVER 10.98.98.30 255.255.255.0 standby 10.98.98.31

link STATE G0/3.99

int

ip STATE 10.99.99.30 255.255.255.0 standby 10.99.99.31

replication http

key

cisco

polltime msec 300 holdtime 1

interface GO0/3

no shutdown

!

interface G0/3.98

vlan 98

!

interface G0/3.99

vlan 99
!

failover
failover
failover
failover

failover

CAT3

lan
lan
key

int

unit secondary
interface FAILOVER G0/3.98
cisco

ip FAILOVER 10.98.98.30 255.255.255.0 standby 10.98.98.31

interface GigabitEthernetl/0/22
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switchport trunk encapsulation dotlg
switchport trunk allowed vlan 98,99

switchport mode trunk

CAT4

vlian 98,99

interface GigabitEthernetl/0/22
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 98,99

switchport mode trunk

Configuring IPs and basic failover should be almost second nature for you at this point. In most
scenarios, the failover and link state interfaces share the same IP. For us to separate them here
into separate broadcast domains means they will be running on separate interfaces. So we
needed to configure two subnets (and two VLANs — choose arbitrary numbers that are unused
if they don’t tell you them).

Without a encryption key failover, information is shared unencrypted between peers. By
configuring the key failover, replication is encrypted.

And to make sure a failure is detected in one second, we need to decrease the poll interval to
less than one second. Here we choose 300 msec as 3 missed hellos (900 msec), which should
cause a failover to occur.

Verification

ASA (config)# sh failover interface

interface FAILOVER GigabitEthernet0/3.98
System IP Address: 10.98.98.30 255.255.255.0
My IP Address : 10.98.98.30
Other IP Address : 10.98.98.31

interface STATE GigabitEthernet0/3.99
System IP Address: 10.99.99.30 255.255.255.0
My IP Address : 10.99.99.30
Other IP Address : 10.99.99.31

Copyright © by IPexpert. All rights reserved. 17
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ASA (config)# sh failover
Failover On
Failover unit Primary
Failover LAN Interface: FAILOVER GigabitEthernet0/3.98 (up)
Unit Poll frequency 300 milliseconds, holdtime 1 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 114 maximum
failover replication http
Version: Ours 8.6(1)2, Mate 8.6(1)2
Last Failover at: 20:21:20 UTC May 9 2013
This host: Primary - Active

Active time: 121 (sec)

slot 0: ASA5515 hw/sw rev (1.0/8.6(1)2) status
Interface outside (6.6.146.30): Normal (Monitored)
Interface inside (10.1.1.1): Normal (Monitored)
Interface DMZ (10.17.17.30): Normal (Monitored)

slot 1: IPS5515 hw/sw rev (N/A/7.1(4)E4) status

IPS, 7.1(4)E4, Up
Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: ASA5515 hw/sw rev (1.0/8.6(1)2) status
Interface outside (6.6.146.31): Normal (Monitored)
Interface inside (10.1.1.31): Normal (Monitored)
Interface DMZ (10.17.17.31): Normal (Monitored)

slot 1: IPS5515 hw/sw rev (N/A/7.1(4)E4) status

IPS, 7.1(4)E4, Up

Stateful Failover Logical Update Statistics
Link : STATE GigabitEthernet0/3.99 (up)

Stateful Obj xmit Xerr rcv rerr
General 17 0 15 0
sys cmd 15 0 15 0
up time 0 0 0 0
RPC services 0 0 0 0
TCP conn 0 0 0 0
UDP conn 0 0 0 0
ARP tbl 1 0 0 0
Xlate Timeout 0 0 0 0
IPv6 ND tbl 0 0 0 0
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VPN IKEv1l SA
VPN IKEv1l P2
VPN IKEv2 SA
VPN IKEvZ2 P2
VPN CTCP upd
VPN SDI upd
VPN DHCP upd
SIP Session

Route Session

O O O O O O o o o o
O O O O O O o o o o
O O O O O O o o o o

User-Identity

Logical Update Queue Information

Cur Max Total
Recv Q: 0 6 406
Xmit Q: 0 30 181

Task 1.2: Source Protection (4 Points)

* The hosts on the inside interface should be seen on the outside as 6.6.146.199

* The ACS should be seen on the outside as 6.6.146.100, R8 should be seen as 6.6.146.8
and the R9 should be seen as 6.6.146.9

* Internal device with an IP address 10.1.1.80 should be reachable from the outside via
6.6.146.80 but when it initiates connection on its own it should match the PAT rule.

* This translation should go to Section 1 NAT Rules

* Make sure there are no more than 100 concurrent TCP sessions to the ACS

Detailed Solution

ASA3

object network PAT POOL
host 6.6.146.199

object network INSIDE NET
subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic PAT POOL interface

object network ACS
host 10.1.1.100
nat (inside,outside) static 6.6.146.100
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object network RS8
host 10.1.1.8
nat (inside,outside) static 6.6.146.8

object network R9
host 10.17.17.9
nat (DMZ,outside) static 6.6.146.9

object network IP80
host 10.1.1.80

object network POST_ IP80
host 6.6.146.80

nat (outside,inside) source static any any destination static POST_ IP80
IP80 unidirectional

access-list TO_ACS extended permit tcp any host 10.1.1.100

class-map TO_ACS CLASS
match access-1list TO ACS

policy-map OUT_POL
class TO ACS CLASS

set connection conn-max 100

service-policy OUT_POL interface outside

Since these ASAs are running the newer code we had to choose to either use Auto or Manual
NAT configuration. For basic source translations where no policy is involved Auto NAT is the
recommended method because of its simplicity.

Normally static NATs are bidirectional meaning address gets always translated statically no
matter what side initiated the connection (for example if you do source inside->outside NAT it
also implies you create another XLATE for outside->inside - but for the destination IP) . To

|II

change this behavior we can use the “unidirectional” option. It only works with static

translations and, as the name implies, only makes the translation for one direction - when
packet goes from the Original (PRE) to Translated (POST) interface. So when you do source NAT
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inside -> outside only then the source will change; XLATE will not be “visible” to the POST-NAT
side. In our case we do outside-> inside but for the destination IP — so on the inside packet goes
t0 10.1.1.80 and return packets will match this entry; however when .80 initiates connection to
the outside it matches another NAT Rule which is PAT in our case.

How would you configure static translations in 8.2 and below? Using the static command. Just
remember that addresses on 10S are always LOCAL then Global. On the ASA it is Global then
LOCAL. Use a technique to remember the two and it will help you in the test. | like to think of
the command as a mirror on the ASA. It begins with the local interface then global. The NAT
statements are then global to local. Whatever works for you is what’s important.

What you may not have been familiar with is how to limit ACS to 100 TCP connections. With
newer code we can only do that via MPF —and here remember same as with ACLs you refer to
the original address (Pre-NAT) when matching traffic, not the translated one.

For any type of NAT configuration done from the command line and also other commands the
ASAs have a “help” very similar to UNIX MAN that can aid you with little tidbits (e.g. “help nat”).

Example:

ASA (config)# help object
USAGE:
[no] object network | service <obj id>

object network | service <old obj id> [rename <new obj id>]

show running-config [all] object

[network | service | id <obj id>] [in-line]

clear configure [all] object [network | service]
DESCRIPTION:
object Create an object
SYNTAX:
network Specifies a host, subnet, FQDN or range IP addresses
service Specifies a protocol and/or port
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<obj id> The identifier for the object:
Must be 1 - 64 characters long, consisting

of letters, digits and special characters.

rename Rename the <old obj id> to <new_obj id>
show Show object (s) running config
in-line Show the output in one line
clear Remove existing object(s) config
see also: object-group
Verification

To test this part you will have to play with ACLs and static routes as some devices don’t have

full IP reachability at this point (e.g. ACS).

ASA(config)# sh nat det
Manual NAT Policies (Section 1)

1 (outside) to (inside) source static any any destination static
POST_IP8O IP80

translate hits = 4, untranslate hits = 4
Source - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Destination - Origin: 6.6.146.80/32, Translated: 10.1.1.80/32

Auto NAT Policies (Section 2)
1 (inside) to (outside) source static R8 6.6.146.8
translate hits = 3, untranslate hits = 2
Source - Origin: 10.1.1.8/32, Translated: 6.6.146.8/32
2 (inside) to (outside) source static ACS 6.6.146.100
translate hits = 3, untranslate hits = 4
Source - Origin: 10.1.1.100/32, Translated: 6.6.146.100/32
3 (DMZ) to (outside) source static R9 6.6.146.9
translate hits = 1, untranslate hits = 0
Source - Origin: 10.17.17.9/32, Translated: 6.6.146.9/32
4 (inside) to (outside) source dynamic INSIDE NET PAT POOL interface
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translate hits = 11, untranslate hits = 0

Source - Origin: 10.1.1.0/24, Translated: 6.6.146.199/32,
6.6.146.30/24

R8#telnet 6.6.146.10

Trying 6.6.146.10 ... Open
R10>who
Line User Host (s) Idle Location
0 con O idle 00:00:03
*388 vty 0 idle 00:00:00 6.6.146.8
Interface User Mode Idle Peer Address

podl24acs/admin# telnet 6.6.146.10
Trying 6.6.146.10...
Connected to 6.6.146.10.

Escape character is '"~]'.

R10>who
Line User Host (s) Idle Location
0 con 0 idle 00:00:25
388 vty O idle 00:00:21 6.6.146.8
*389 vty 1 idle 00:00:00 6.6.146.100
Interface User Mode Idle Peer Address

RO#telnet 6.6.146.10

Trying 6.6.146.10 ... Open
R10>who
Line User Host (s) Idle Location
0 con O idle 00:01:29
*388 vty 0 idle 00:00:00 6.6.146.9
Interface User Mode Idle Peer Address

You can also change an IP address on R8 and see if PAT kicks in as it should:

ASA (config)# sh xlate

Copyright © by IPexpert. All rights reserved.

https://t.mel/learningnets

23



CCIE Security Version 4 — Volume Il Mock Labs Solution

4 in use, 4 most used

Flags: D - DNS, i - dynamic, r - portmap, s - static, I - identity, T -

twice
NAT from inside:10.1.1.8 to outside:6.6.146.8
flags s idle 0:02:46 timeout 0:00:00

NAT from inside:10.1.1.100 to outside:6.6.146.100

flags s idle 0:02:43 timeout 0:00:00
NAT from DMZ:10.17.17.9 to outside:6.6.146.9
flags s idle 0:02:03 timeout 0:00:00

TCP PAT from inside:10.1.1.88/33193 to outside:6.6.146.199/31448 flags ri

idle 0:00:11 timeout 0:00:30

Unidirectional translation was done for .80 on the inside — change IP on R8 again and test this

configuration:

R10#telnet 6.6.146.80
Trying 6.6.146.80 ... Open

R8>

R10#sh tcp br

TCB Local Address Foreign Address (state)
31A1F3D8 6.6.146.10.50637 6.6.146.80.23 ESTAB

R8#telnet 6.6.146.10

Trying 6.6.146.10 ... Open
R10>who
Line User Host (s)
0 con 0 6.6.146.80
*388 vty O idle
Interface User Mode

Idle Location
00:02:56
00:00:00 6.6.146.199

Idle Peer Address

If you were to exceed the configured limit a following syslog would show up:

ASA (config-pmap-c)# %ASA-3-201011: Connection limit exceeded 100/100 for
input packet from 6.6.146.4/59232 to 10.1.1.100/23 on interface outside
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Task 1.3: Traffic Filtering (4 Points)

* Allow the following services to ACS from loopbacks of all routers except RS :

©)

0 O O O

©)

FTP

HTTPs

Echo Request
RADIUS (both RFCs)
TACACS+

TFTP

* Allow HTTPS and SSHv2 access to R8 from any network

* Allow echo replies to the inside network & DMZ. Only one reply is allowed per single
request

* Use as few ACE entries (as few lines) as possible to complete this task

* You can add one static route on the ACS (don’t use a default route)

Detailed Solution

ACS

ip route 6.6.0.0 255.255.0.0 gateway 10.1.1.1

ASA3

fixup protocol icmp

object-group service ACS PORTS

service-object tcp destination eqg ftp

service-object tcp destination eqg https

service-object tcp destination eq tacacs

service-object udp destination range radius radius-acct

service-object udp destination range 1812 1813

service-object udp destination eq tftp

service-object icmp echo

object-group service R8 PORTS tcp

port-object eqg https

port-object eqg ssh

object-group network LOOPBACKS

network-object host 6.6.99.1

network-object host 6.6.99.2

network-object host 6.6.99.4
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network-object host 6.6.99.5
network-object host 6.6.99.6
network-object host 6.6.99.7

network-object host 6.6.99.10
network-object host 6.6.99.11

access-1 OUTSIDE IN ex pe object-g ACS PORTS object-g LOOPBACKS ho
10.1.1.100

access-list OUTSIDE IN ext perm tcp any host 10.1.1.8 object-group
R8_ PORTS

access-list DMZ IN ext perm tcp host 6.6.99.9 host 10.1.1.8 object-g
R8_PORTS

access—-group OUTSIDE IN in interface outside

access-group DMZ IN in interface DMZ

ip domain-name ipexpert.com
crypto key generate rsa mod 768

ip ssh version 2

line vty 0 4

login local
username cisco pass cisco

ip http secure-server

Well, the fewest ACE entries possible would have been a “permit any any” on this question.
But | have to assume the lab writer was thinking a little more than that ;-). This is a security lab
remember — you have to be specific.

n u

We can do all the ports in one ACE via a service object-group without “tcp”, “udp” or “tcp-udp”
keywords specified.

Verification

You will not be able to test these requirements until you configure the next task.

R10#ping 6.6.146.100 so 10

Copyright © by IPexpert. All rights reserved. 26

https://t.mel/learningnets



CCIE Security Version 4 — Volume Il Mock Labs Solution

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 6.6.146.100, timeout is 2 seconds:
Packet sent with a source address of 6.6.99.10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R10#telnet 6.6.146.100 49 /source-interface 10
Trying 6.6.146.100, 49 ... Open

[Connection to 6.6.146.100 closed by foreign host]

podl24acs/admin# ping 6.6.146.4

PING 6.6.146.4 (6.6.146.4) 56(84) bytes of data.

64 bytes from 6.6.146.4: icmp seg=0 ttl=255 time=0.195 ms
6.146.4

64 bytes from 6.6.146.4: icmp seg=2 ttl=255 time=11.2 ms
64 bytes from 6.6.146.4

64 bytes from 6. icmp seg=1 ttl=255 time=8.05 ms

icmp seg=3 ttl=255 time=8.52 ms

--— 6.6.146.4 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3010ms

rtt min/avg/max/mdev = 0.195/7.002/11.236/4.114 ms, pipe 2

R9#telnet 10.1.1.8 443 /source-interface 10
Trying 10.1.1.8, 443 ... Open

get /

~C

[Connection to 10.1.1.8 closed by foreign host]

Rll#telnet 6.6.146.8 443 /source-interface 10
Trying 6.6.146.8, 443 ... Open

ASA (config)# sh run access-1
access-list TO_ACS extended permit tcp any host 10.1.1.100

access-list OUTSIDE IN extended permit object-group ACS PORTS object-group
LOOPBACKS host 10.1.1.100

access-list OUTSIDE IN extended permit tcp any host 10.1.1.8 object-group
R8_PORTS

access-list DMZ IN extended permit tcp host 6.6.99.9 host 10.1.1.8 object-
group R8 PORTS

ASA (config)# sh access-list OUTSIDE IN
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access-list OUTSIDE IN; 58 elements; name hash: 0xe01d8199

access-list OUTSIDE IN line 1 extended permit object-group
object-group LOOPBACKS host 10.1.1.100 0x40879d61

ACS PORTS

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.1 host
10.1.1.100 eqg ftp (hitcnt=0) 0x1c57842d

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.2 host
10.1.1.100 eqg ftp (hitcnt=0) 0x72d8021le

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.4 host
10.1.1.100 eqg ftp (hitcnt=0) Oxdbbeabdd

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.5 host
10.1.1.100 eqg ftp (hitcnt=0) 0x76be809f

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.6 host
10.1.1.100 eqg ftp (hitcnt=0) 0x4b14223f

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.7 host
10.1.1.100 eqgq ftp (hitcnt=0) 0x064e68a8

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.10 host
10.1.1.100 eqgq ftp (hitcnt=0) 0x3deaella

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.11 host
10.1.1.100 eqgq ftp (hitcnt=0) 0x6dfdl1205

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.1 host
10.1.1.100 egq https (hitcnt=0) 0x24beb5740

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.2 host
10.1.1.100 eg https (hitcnt=0) 0Oxd6cdd43b

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.4 host
10.1.1.100 eg https (hitcnt=0) 0x935dal9a

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.5 host
10.1.1.100 eg https (hitcnt=0) 0x48bl95ef

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.6 host
10.1.1.100 egq https (hitcnt=0) 0x7alb70f7

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.7 host
10.1.1.100 eg https (hitcnt=0) 0xd48bef3l

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.10 host
10.1.1.100 eg https (hitcnt=0) 0x7432ebef

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.11 host
10.1.1.100 eg https (hitcnt=0) 0x£780030e

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.1 host
10.1.1.100 eg tacacs (hitcnt=0) 0x061b3483

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.2 host
10.1.1.100 eqg tacacs (hitcnt=0) 0x30037979

access-list OUTSIDE IN line 1 extended permit tcp host 6.6.99.4 host
10.1.1.100 eg tacacs (hitcnt=0) 0xed388187

access-list OUTSIDE IN line 1 extended permit tcp host 6.99.5 host

10.1.1.100 eqgq
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access-list OUTSIDE IN line 1 extended permit tcp host 6.

10.1.1.100 eqg tacacs (hitcnt=0) Oxbdébdc7d

access-list OUTSIDE IN line 1 extended permit tcp host 6.

10.1.1.100 eqg tacacs (hitcnt=0) 0x5064065b

access-list OUTSIDE IN line 1 extended permit tcp host 6.

10.1.1.100 eqg tacacs (hitcnt=1) 0xfd225556

access-list OUTSIDE IN line 1 extended permit tcp host 6.

10.1.1.100 eqg tacacs (hitcnt=0) 0xc965cdef

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) 0xb68ldcba

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) 0xd035b247

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) 0x0a488601

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) 0x277b8707

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) 0x72bb965e

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) 0x00379b70

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) Oxb4dbccb6d

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range radius radius-acct (hitcnt=0) 0x8b67d72c

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) Oxbcafle67

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) Ox6f6c4af8a

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) 0xe0l2dbeS8

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) 0x28d01833

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) 0x207£9392

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) 0xe209b7bb

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) 0x208d3ed4

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 range 1812 1813 (hitcnt=0) 0xla60a8f5

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 eqg tftp (hitcnt=0) 0x646a533b

access-list OUTSIDE IN line 1 extended permit udp host 6.

10.1.1.100 eqg tftp (hitcnt=0) Oxcal0a486
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.99

.99

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99.

.99

.99

.6 host

.7 host

10 host

11 host

1 host

2 host

4 host

5 host

6 host

7 host

10 host

11 host

1 host

2 host

4 host

5 host

6 host

7 host

10 host

11 host

.1 host

.2 host
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access-1list
10.1.1.100 eq

access-1list
10.1.1.100 eq

access-1list
10.1.1.100 eq

access-1list
10.1.1.100 eq

access-1list
10.1.1.100 eq

access-1list

OUTSIDE_IN line
tftp (hitcnt=0)

OUTSIDE IN line
tftp (hitcnt=0)

OUTSIDE IN line
tftp (hitcnt=0)

OUTSIDE IN line
tftp (hitcnt=0)

OUTSIDE IN line
tftp (hitcnt=0)

OUTSIDE IN line

1 extended
Oxedd94962

1 extended
0x574f31da

1 extended
0xd0d5faob

1 extended
0xd334d10c

1 extended
Oxedb7bc56

1 extended

10.1.1.100 eqg tftp (hitcnt=0) 0x329820b6

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=0) 0x828f64cl

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=0) Oxeb766e35

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=0) 0Oxalac3fb3

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=0) 0x387031a0

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=0) 0x4f8069ce

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=0) Ox6daclef3

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=20) 0x322613a8

access-list OUTSIDE IN line 1 extended
10.1.1.100 echo (hitcnt=5) 0x1el269b9

permit

permit

permit

permit

permit

permit

permit

permit

permit

permit

permit

permit

permit

permit

udp host 6.

udp host 6.
udp host 6.
udp host 6.
udp host 6.

udp host 6.

.99.

.99.

.99.

.99.

.99.

.99.

4 host

5 host

6 host

7 host

10

11

icmp host 6.6.99.1

icmp

icmp

icmp

icmp

icmp

icmp

icmp

host 6.

host 6.

host 6.

host 6.

host 6.

host 6.

host 6.6.

.99.

.99.

.99.

.99.

.99.

.99.

99

10

.11

access-list OUTSIDE IN line 2 extended permit tcp any host 10.1.1.8

object-group R8 PORTS (hitcnt=4)

access-list OUTSIDE IN line 2 extended permit tcp any host 10.1.1.8

https (hitcnt=0) O0xfObecbbc

access-list OUTSIDE IN line 2 extended permit tcp any host 10.1.1.8

ssh (hitcnt=4) 0x09d0OaZ2ce

ASA(config)# sh access-1list DMZ IN

access-list DMZ IN; 2 elements; name hash:

Oxb6la779ba

0x229557de

host

host

host

host

host

host

host

host

host

host

eq

eq

access-list DMZ IN line 1 extended permit tcp host 6.6.99.9 host 10.1.1.

object-group R8 PORTS (hitcnt=9)

0xa28cb73c

access-list DMZ IN line 1 extended permit tcp host 6.6.99.9 host

10.1.1.8 eq https (hitcnt=6) 0xe22207cc

access-list DMZ IN line 1 extended permit tcp host 6.6.99.9 host

10.1.1.8 eq ssh (hitcnt=3) Oxfacf9151
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Task 1.4: Routing (4 Points)

* Configure EIGRP AS 89 on the inside and DMZ interface of the ASA

* The DMZ interface should only receive a default route

* Authenticate the EIGRP neighbors with strong authentication. The key should be
“ipexpert”

* Configure the outside interface for OSPF. The area should be 0.0.0.0

* Authenticate Area 0.0.0.0 with key 5 password "cisco"

* Make sure that ASA & VLAN 146 devices prefer to go via R10 to get to Networks
behind R10 and R11

* Redistribute OSPF to EIGRP but only permit 0.0.0.0/0 and 6.6.2.0/24 into EIGRP

Detailed Solution

ASA3

access-list O2E permit 6.6.2.0 255.255.255.0
access-list O2E permit host 0.0.0.0
!
access-list DMZ standard permit host 0.0.0.0
!
route-map O2E permit 10
match ip address O2E
!
router eigrp 89
distribute-list DMZ out interface DMZ
default-metric 1 1 1 1 1
network 10.1.1.0 255.255.255.0
network 10.17.17.0 255.255.255.0
redistribute ospf 1 route-map O2E
no auto-summary
!
router ospf 1
area 0.0.0.0 authentication message-digest
network 6.6.146.30 255.255.255.0 area 0.0.0.0
!
interface G0/0
ospf message-digest-key 1 md5 cisco
!
interface G0O/1

authentication key eigrp 89 ipexpert key-id 1
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authentication mode eigrp 89 md5
interface G0/2
authentication key eigrp 89 ipexpert key-id 1

authentication mode eigrp 89 md5

router ospf 1
area 0 authentication message-digest
int s0/1/0

ip ospf message-digest-key 1 md5 cisco

router ospf 1

area 0 authentication message-digest
!

interface FastEthernet0/0

ip ospf message-digest-key 1 md5 cisco

router ospf 1

area 0 authentication message-digest

!

interface FastEthernet0/0

ip ospf message-digest-key 1 md5 cisco
int s0/1/0

ip ospf message-digest-key 1 md5 cisco

router ospf 1

area 0 authentication message-digest

|

interface FastEthernet0/1

ip ospf message-digest-key 1 md5 cisco
R8, R9

key chain EIGRP
key 1
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key-string ipexpert
!
interface FastEthernet0/1
ip authentication mode eigrp 89 md5

ip authentication key-chain eigrp 89 EIGRP

R10

router ospf 1

area 0 authentication message-digest

!

interface G0/0

ip ospf message-digest-key 1 md5 cisco
interface G0/1

ip ospf message-digest-key 1 md5 cisco

11

router ospf 1

area 0 authentication message-digest

!

interface G0/0

ip ospf message-digest-key 1 md5 cisco
interface G0O/1

ip ospf message-digest-key 1 md5 cisco

int g0/1
ip ospf cost 2

It’s a lot of steps, but all very doable. Getting familiar with basic route filtering techniques is

important for the test.

To make sure R10 is selected as the egress point for prefixes behind R10 and R11 increase OSPF
cost on R11’s GO/1. This will work for all routes here since Externals are Type 1.

Verification

Just take a look at the routing tables of the devices and test reachability using Ping. You can also
verify the previous task if you haven’t already done so.
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R8#sh ip route | be Gateway
Gateway of last resort is 10.1.1.1 to network 0.0.0.0

D*EX 0.0.0.0/0 [170/2560002816] wvia 10.1.1.1, 00:07:43, FastEthernet0/1
6.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

D EX 6.6.2.0/24 [170/2560002816] via 10.1.1.1, 00:07:43,
FastEthernet0/1

C 6.6.99.8/32 is directly connected, Loopback0

D 6.6.99.9/32 [90/156416] via 10.1.1.1, 00:07:43, FastEthernet0/1

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
10.1.1.0/24 is directly connected, FastEthernet0/1
10.1.1.8/32 is directly connected, FastEthernet0/1
10.17.17.0/24 [90/28416] via 10.1.1.1, 00:07:43, FastEthernet0/1

R9#sh ip ro | be Gate
Gateway of last resort is 10.17.17.30 to network 0.0.0.0

6.0.0.0/32 is subnetted, 1 subnets

C 6.6.99.9 is directly connected, Loopback0
10.0.0.0/24 is subnetted, 1 subnets
C 10.17.17.0 is directly connected, FastEthernet0/1

D*EX 0.0.0.0/0 [170/2560002816] via 10.17.17.30, 00:46:50, FastEthernet0/1

R4#sh ip route | in 6.6.99

O IA 6.6.99.1/32 [110/3] via 6.6.146.7, 00:46:35, FastEthernet0/0
.99.2/32 [110/67] via 6.6.146.10, 00:43:53, FastEthernet0/0
.99.4/32 is directly connected, Loopback0

.99.5/32 [110/3] via 6.6.146.10, 00:43:53, FastEthernet0/0
.99.6/32 [110/2] via 6.6.4.6, 06:09:04, FastEthernet0/1
.99.7/32 [110/2] via 6.6.146.7, 00:46:35, FastEthernet0/0
.99.10/32 [110/2] via 6.6.146.10, 06:08:27, FastEthernet0/0
.99.11/32 [110/2] via 6.6.146.11, 06:08:17, FastEthernet0/0

O O O O O O
AN O OO OO O O O
AN O OO0 OO O O O

ASA# sh route | in 6.6.99

0 6.6.99.2 255.255.255.255 [110/76] via 6.6.146.10, 0:18:40, outside

O IA 6.6.99.1 255.255.255.255 [110/12] via 6.6.146.7, 0:18:40, outside

0 6.6.99.7 255.255.255.255 [110/11] via 6.6.146.7, 0:18:40, outside

O IA 6.6.99.6 255.255.255.255 [110/12] via 6.6.146.4, 0:18:40, outside

0 6.6.99.5 255.255.255.255 [110/12] via 6.6.146.10, 0:18:40, outside
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.6.99.4 255.255.255.255 [110/11] via 6.6.146.4, 0:18:40, outside
.99.11 255.255.255.255 [110/11] via 6.6.146.11, 0:18:40, outside
.99.10 255.255.255.255 [110/11] via 6.6.146.10, 0:18:40, outside
.99.9 255.255.255.255 [90/130816] via 10.17.17.9, 0:52:01, DMZ
.99.8 255.255.255.255 [90/130816] via 10.1.1.8, 0:10:33, inside

o o O O O
A O OO OO O

6
.6
.6

6

R6#ping 6.6.99.1 so 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 6.6.99.1, timeout is 2 seconds:
Packet sent with a source address of 6.6.99.6

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Task 1.5: Filtering Techniques (4 Points)

* On ASA, prevent outside hosts from using FTP to AD based on the FTP message
response 220 - “220 Microsoft FTP Service”. Make sure this server is reachable from the
outside

* Configure ASA to block any java or active X for clients browsing the internet. Make sure
servers located in the lab public network are unaffected

* Configure ASA to allow packets larger than the MSS for TCP sessions

* Configure ASA to not allow fragments coming to the outside interface

Detailed Solution

ASA

access-list FTP extended permit tcp any host 10.1.1.101 eqg ftp
!
class-map FTP_CLASS
match access-list FTP
!
regex MSG220 “.*Microsoft FTP Service.*”
!
tcp-map MSS
exceed-mss allow
!
class-map cmTCP

match port tcp range 1 65535
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|
policy-map type inspect ftp FTP
parameters

match server regex MSG220

reset log

policy-map global policy

no class inspection default
class FTP_CLASS

inspect ftp strict FTP
class cmTCP

set connection advanced-options MSS
class inspection default
inspect dns preset dns map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sqglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options

inspect icmp

object network AD
host 10.1.1.101
nat (inside,outside) static 6.6.146.101

access-list OUTSIDE IN extended permit tcp any host 10.1.1.101 eq ftp

filter java except 0.0.0.0 0.0.0.0 6.6.0.0 255.255.0.0
filter activex except 0.0.0.0 0.0.0.0 6.6.0.0 255.255.0.0
filter activex 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

filter java 80 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
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fragment chain 1 outside

So, message 220 is the response by the FTP server as to what its name is. We can use this string

for our regex string to match and reset the FTP sessions to the server.

We configured Java filtering on ASA. Do not filter java or activex packets going to the inside
networks of 6.6.0.0/16.

The TCP map allows us to exceeding MSS. To make sure all TCP ports are matched, the class-
map cmTCP was configured with the full range of TCP ports. We then applied each of these
maps to the default global policy prior to the class default policies.

Configuring ASA to allow only one fragment in the outside fragment chain results in not
allowing fragments, as fragments need more than one.

Verification

If you want to test FTP part you will have to enable FTP server on AD. This can be accomplished
by adding an FTP site to the IIS Manager — note this is something outside the scope of the CCIE

Security lab.

R10#telnet 6.6.146.101 21

Trying 6.6.146.101, 21 ... Open

220 Microsoft FTP Service

quit

221 Goodbye.

[Connection to 6.6.146.101 closed by foreign host]

After you applied the policy :

R10#telnet 6.6.146.101 21
Trying 6.6.146.101, 21 ... Open

[Connection to 6.6.146.101 closed by foreign host]
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ASA (config)# $ASA-4-507003: tcp flow from outside:6.6.146.10/33968 to
inside:10.1.1.101/21 terminated by inspection engine, reason - inspector
reset unconditionally.

R10#ping 6.6.146.100 so 10 size 1500

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 6.6.146.100, timeout is 2 seconds:
Packet sent with a source address of 6.6.99.10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R10#ping 6.6.146.100 so 10 size 1501

Type escape sequence to abort.

Sending 5, 1501-byte ICMP Echos to 6.6.146.100, timeout is 2 seconds:
Packet sent with a source address of 6.6.99.10

Success rate is 0 percent (0/5)

ASA (config)# %ASA-4-209005: Discard IP fragment set with more than 1
elements: src = 6.6.99.10, dest = 6.6.146.100, proto = ICMP, id = 56

ASA (config)# sh fragment outside
Interface: outside
Size: 200, Chain: 1, Timeout: 5, Reassembly: virtual

Queue: 0, Assembled: 0, Fail: 5, Overflow: 0

ASA (config)# sh service-policy global set connection detail

Global policy:
Service-policy: global policy
Class-map: cmTCP
Set connection policy: drop O

Set connection advanced-options: MSS

Retransmission drops: O TCP checksum drops : O
Exceeded MSS drops : O SYN with data drops: O
Invalid ACK drops : 0 SYN-ACK with data drops:
0
Out-of-order (0o0) packets : 0 000 no buffer drops: O
000 buffer timeout drops : 0 SEQ past window drops: 0
Reserved bit cleared: 0 Reserved bit drops : 0
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IP TTL modified : 0
Window varied resets: 0
TCP-options:
Selective ACK cleared: 0
Window scale cleared : 0
Other options cleared: 0

Other options drops: 0
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2.0 10S Firewall (12 points)

Task 2.1: 10S Firewall (4 Points)

* Configure R4 to protect traffic going to the Extranet

* Allow only necessary traffic coming from the Extranet

* Allow inside hosts to access FTP servers on the Extranet

* Some FTP servers use ports 2121, 2122 as well as port 21 for FTP service

* Allow any other ICMP/TCP/UDP connection from the inside hosts to the Extranet
including router originated traffic

* R4 should silently drop packets from the Extranet

Detailed Solution

R4

ip port-map ftp port tcp 2121 2122

!

ip inspect name CBAC ftp

ip inspect name CBAC udp router-traffic
ip inspect name CBAC tcp router-traffic
ip inspect name CBAC icmp router-traffic
!

ip access-list extended OUTSIDE IN
permit ospf host 6.6.4.6 host 224.0.0.5
permit ospf host 6.6.4.6 host 6.6.4.4
250 deny ip any any log

!

interface FastEthernet0/1

ip access-group OUTSIDE IN in

ip inspect CBAC out

no ip unreachables

Modifying the Port Map table was needed to account for non-standard FTP ports.

Unreachables were enabled on FO/1 — here we disabled them to make sure no information is
sent back to the devices that are located in the Extranet.
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Verification

R4#telnet 6.6.99.6

Trying 6.6.99.6 ... Open

Password required, but none set

[Connection to 6.6.99.6 closed by foreign host]
R4#ping 6.6.99.6

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 6.6.99.6, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R6#ping 6.6.99.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 6.6.99.4, timeout is 2 seconds:
Success rate is 0 percent (0/3)

R4#sh ip port-map ftp

Default mapping: ftp tcp port 21 system
defined

Default mapping: ftp tcp port 2121,2122 user
defined

R4#sh ip ins se detail

Established Sessions
Session 49DE3F54 (6.6.146.10:51857)=>(6.6.99.6:23) tcp SIS OPEN
Created 00:00:03, Last heard 00:00:03

Bytes sent (initiator:responder) [24:29]
In SID 6.6.99.6[23:23]=>6.6.146.10[51857:51857] on ACL OUTSIDE IN (8
matches)

Task 2.2: Zone-Based Firewall (4 Points)

* Configure R7 for ZBF
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* Treat networks behind FO/0 as outside zone and networks behind FO/1 as inside

* Allow all outbound HTTP, ICMP, TCP, and UDP traffic
* Allow traffic back in as required for tasks in this lab
* Enable logging of dropped packets and log summaries

Detailed Solution

R7

parameter-map type inspect global
log dropped-packets enable

log summary

class-map type inspect match-any ZFW_ALL INOUT_ CLASS
match protocol http

match protocol tcp

match protocol udp

match protocol icmp

!

policy-map type inspect ZFW_INOUT_ POL
class type inspect ZFW_ALL INOUT CLASS
inspect

class class-default

drop log

policy-map type inspect ZFW _OUTIN_ POL
class class-default
drop log

!

zone security IN

zone security OUT

zone-pair security INOUT source IN destination OUT
service-policy type inspect ZFW _INOUT_ POL
zone-pair security OUTIN source OUT destination IN
service-policy type inspect ZFW OUTIN POL

!

interface FastEthernet0/0

zone-member security OUT

ip virtual-reassembly in
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interface FastEthernet0/1
zone-member security IN

ip virtual-reassembly in

The configuration is lengthy, but the technology is straightforward. Just watch out for the order
of match statements in the class-map when they “overlap”.

One note here is on Virtual Reassembly. This was not required by the task but it may be
beneficial to enable this feature when dealing with ZFW or CBAC (even that those feature in
newer code versions appear to do a better work with fragments). This is so the firewall can
properly handle fragmented traffic and to prevent certain fragmentation attacks such as Buffer
Overflow.

Verification

R7#sh policy-firewall config
Zone: self

Description: System defined zone

Zone: IN
Member Interfaces:

FastEthernet0/1

Zone: OUT

Member Interfaces:

FastEthernet0/0
Zone-pair : INOUT
Source Zone : IN
Destination Zone : OUT

Service-policy inspect : ZFW_INOUT POL
Class-map : ZFW_ALL INOUT CLASS (match-any)

Action : inspect

Class-map : class-default (match-any)

Action : drop log

Zone-pair : OUTIN
Source Zone : OUT
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Destination Zone . IN
Service-policy inspect : ZFW_OUTIN_ POL
Class-map : class-default (match-any)

Action : drop log

Parameter-map Config:
Global:
alert on
sessions maximum 2147483647
waas disabled
12-transparent dhcp-passthrough disabled
log dropped-packets enabled
log summary flows 16 time-interval 60
max—-incomplete low 2147483647
max—-incomplete high 2147483647
one-minute low 2147483647
one-minute high 2147483647
tcp reset-PSH disabled
Default:
audit-trail off
alert on
max—-incomplete low 2147483647
max—-incomplete high 2147483647
one-minute low 2147483647
one-minute high 2147483647
udp idle-time 30
icmp idle-time 10
dns-timeout 5
tcp idle-time 3600
tcp finwait-time 5
tcp synwait-time 30
tcp max-incomplete host 4294967295 block-time 0

sessions maximum 2147483647

R7#sh policy-firewall session zone-pair
Zone-pair: INOUT
Service-policy inspect : ZFW_INOUT POL
Class-map : ZFW_ALL INOUT CLASS (match-any)

Established Sessions = 1
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Session 49BD8AAQD (6.6.146.10:28558)=>(192.1.49.1:80) http:tcp
SIS OPEN/TCP_ESTAB

Created 00:00:05, Last heard 00:00:04
Bytes sent (initiator:responder) [0:0]
Half-open Sessions = 1

Session 49BD8720 (192.1.6.200:138)=>(192.1.6.255:138) udp
SIS _OPENING

Created 00:00:09, Last heard 00:00:02
Bytes sent (initiator:responder) [478:0]
Class-map : class-default (match-any)
Zone-pair: OUTIN
Service-policy inspect : ZFW_OUTIN_ POL

Class-map : class-default (match-any)

R7#

*May 11 12:56:41.295: 3FW-6-DROP_PKT: Dropping tcp session
192.1.49.1:42736 6.6.99.10:23 on zone-pair OUTIN class class-default due
to DROP action found in policy-map with ip ident 0

R7#sh policy-firewall summary-log

Configured number of flows : [16]

Number of flows summarized : [1]

FW-LOG-SUMMARY:2 tcp packets were dropped from 192.1.49.1:42736 =>
6.6.99.10:23 (target:class)-(OUTIN:class-default)

R7#sh ip virtual-reassembly
FastEthernet0/0:
Virtual Fragment Reassembly (VFR) is ENABLED [in]

Concurrent reassemblies (max-reassemblies): 16
Fragments per reassembly (max-fragments): 32
Reassembly timeout (timeout): 3 seconds

Drop fragments: OFF

Current reassembly count:0
Current fragment count:0
Total reassembly count:20

Total reassembly timeout count:0

FastEthernet0/1:
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Virtual Fragment Reassembly (VFR) is ENABLED [in]

Concurrent reassemblies (max-reassemblies): 16
Fragments per reassembly (max-fragments): 32
Reassembly timeout (timeout): 3 seconds

Drop fragments: OFF

Current reassembly count:0
Current fragment count:0
Total reassembly count:20

Total reassembly timeout count:0

Task 2.3: Zone-Based Firewall (4 Points)

* Configure ZFW to restrict traffic to R7

* Only allow R8 to manage R7 using SSH. Other SSH sessions should be dropped &
logged

* Internet/External devices should not be able to ping R7

* Ifinside users try to use IM protocols, Peer-to-Peer applications, tunneling or things
that shouldn’t be done in HTTP make sure to reset this traffic

* Allow Yahoo Instant Messenger services other than text-chat but only to server
“messenger.yahoo.com”

Detailed Solution

R7

ip access-list extended ICMP_TO_ R7
deny icmp 6.6.0.0 0.0.255.255 any

permit icmp any any

ip access-list extended SSH _TO_R7
deny tcp host 6.6.146.8 any eq 22
permit tcp any any eqg 22

class-map type inspect match-all ZFW_SELF SSH CLASS
match access-group name SSH TO_ R7

match protocol ssh
class-map type inspect match-all ZFW_SELF ICMP_CLASS

match access-group name ICMP_TO R7

Copyright © by IPexpert. All rights reserved.

https://t.mel/learningnets



CCIE Security Version 4 — Volume Il Mock Labs Solution

match protocol icmp

class-map type inspect http match-any ZFW HTTP DPI CLASS
match reg-resp protocol-violation

match request port-misuse any

class-map type inspect ymsgr match-any ZFW_YAH CLASS

match service text-chat

class-map type inspect ymsgr match-any ZFW _YAH REST CLASS

match service any

policy-map type inspect http HTTP_DPI
class type inspect http ZFW _HTTP DPI CLASS

reset

policy-map type inspect im ZFW_IM POL
class type inspect ymsgr ZFW_YAH CLASS
reset
class type inspect ymsgr ZFW_YAH REST CLASS

allow

class-map type inspect match-any ZFW_ALL INOUT CLASS

no match protocol http

class-map type inspect match-all ZFW_INOUT HTTP CLASS
match protocol http

parameter-map type protocol-info YAHOO-SERVER

Server name messenger. yahoo .com

class-map type inspect match-all ZFW_YAHOO CLASS
match protocol ymsgr YAHOO-SERVER

policy-map type inspect ZFW_INOUT POL
no class ZFW ALL INOUT CLASS
class type inspect ZFW_INOUT HTTP CLASS
inspect
service-policy http HTTP DPI
class type inspect ZFW_YAHOO CLASS
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inspect

service-policy im ZFW_IM POL

class type inspect ZFW_ALL INOUT CLASS
inspect
class class-default

drop log

policy-map type inspect ZFW_TOSELF POL
class type inspect ZFW_SELF SSH CLASS
drop log
class type inspect ZFW_SELF ICMP CLASS
drop
class class-default

pass

zone-pair security OUTSELF source OUT destination self
service-policy type inspect ZFW _TOSELF POL
zone-pair security INSELF source IN destination self

service-policy type inspect ZFW TOSELF POL

An example situation when reading ahead would save you some time on the real lab. In the
previous task we created a single class for TCP, UDP, ICMP and HTTP but here we need a
separate one to tune some application-level inspection options for HTTP. Watch out for the
order of classes in the policy.

Verification

Based on the output from the command below you could think that logging is also enabled for
“passed” traffic, which is not the case. Something Cisco should fix in later releases.

R7#sh policy-firewall config
Zone: self

Description: System defined zone
Zone: IN
Member Interfaces:

FastEthernet0/1

Zone: OUT
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Member Interfaces:

FastEthernet0/0
Zone-pair : INOUT
Source Zone : IN
Destination Zone : OUT

Service-policy inspect : ZFW_INOUT POL
Class-map : ZFW_INOUT HTTP CLASS (match-all)
Action : inspect

Service Policy: http HTTP_DPI

Class-map : ZFW_YAHOO CLASS (match-all)
Action : inspect

Service Policy: im ZFW_IM POL

Class-map : ZFW_ALL INOUT CLASS (match-any)

Action : inspect

Class-map : class-default (match-any)

Action : drop log

Zone-pair : OUTIN
Source Zone : OuT
Destination Zone : IN

Service-policy inspect : ZFW _OUTIN POL
Class-map : class-default (match-any)

Action : drop log

Zone-pair : OUTSELF
Source Zone : OuT
Destination Zone : self

Service-policy inspect : ZFW _TOSELF POL
Class-map : ZFW_SELF SSH CLASS (match-all)

Action : drop log

Class-map : ZFW_SELF ICMP CLASS (match-all)

Action : drop log

Class-map : class-default (match-any)

Action : pass log
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Zone-pair : INSELF
Source Zone : IN
Destination Zone : self

Service-policy inspect : ZFW_TOSELF POL
Class-map : ZFW_SELF SSH CLASS (match-all)
Action : drop log

Class-map : ZFW_SELF ICMP CLASS (match-all)
Action : drop log

Class-map : class-default (match-any)

Action : pass log

Parameter-map Config:
Global:
alert on
sessions maximum 2147483647
waas disabled
12-transparent dhcp-passthrough disabled
log dropped-packets enabled
log summary flows 16 time-interval 60
max—-incomplete low 2147483647
max—-incomplete high 2147483647
one-minute low 2147483647
one-minute high 2147483647
tcp reset-PSH disabled
Default:
audit-trail off
alert on
max-incomplete low 2147483647
max-incomplete high 2147483647
one-minute low 2147483647
one-minute high 2147483647
udp idle-time 30
icmp idle-time 10
dns-timeout 5
tcp idle-time 3600
tcp finwait-time 5

tcp synwait-time 30
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tcp max-incomplete host 4294967295 block-time 0

sessions maximum 2147483647
Rl#ping 192.1.49.7

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.1.49.7, timeout is 2 seconds:
Success rate is 0 percent (0/2)
Rl#ping 192.1.49.7 so 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.1.49.7, timeout is 2 seconds:

Packet sent with a source address of 6.6.99.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
R8#ssh -1 cisco 6.6.146.7

Password:

R7>

R4#ssh -1 cisco 6.6.146.7

R4#

*May 11 14:09:52.359: %FW-6-DROP_PKT: Dropping ssh session 6.6.146.4:22830
6.6.146.7:22 on zone-pair INSELF class ZFW_SELF SSH CLASS due to DROP
action found in policy-map with ip ident 0

R7#sh access-1

Extended IP access list ICMP_TO_R7
30 deny icmp 6.6.0.0 0.0.255.255 any (20 matches)
40 permit icmp any any (4 matches)

Extended IP access list SSH _TO_R7
10 deny tcp host 6.6.146.8 any eq 22 (32 matches)
20 permit tcp any any eq 22 (4 matches)
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3.0 Cisco IPSand Content Security (8 points)

Task 3.1: IPS Initialization (4 Points)

* Configure the IPS between R7 and the “Internet”

* Configure the Management interface according to the IP Addressing table

¢ Allow only 10.1.1.200 to manage the device

* Configure the IPS to send a High alert for each echo reply packet passing through it

Detailed Solution

CAT4

vlan 49,490

interface GigabitEthernetl/0/1
switchport access vlan 100
switchport mode access

spanning-tree portfast

interface GigabitEthernetl/0/2
switchport access vlan 490
switchport mode access

spanning-tree portfast

interface GigabitEthernetl1l/0/3
switchport access vlan 49
switchport mode access

spanning-tree portfast

CAT1

interface FastEthernet0/1
switchport access vlan 49
switchport mode access

spanning-tree portfast

interface FastEthernet0/7
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switchport access vlan 490
switchport mode access

spanning-tree portfast

Enter host name[sensor]: IPS
Enter IP interface[192.168.1.2/24,192.168.1.1]: 10.1.1.15/24,10.1.1.1
Modify current access list?[no]: yes
Current access list entries:
No entries
Permit: 10.1.1.200/32
Permit:
Use DNS server for Global Correlation?[no]:
Use HTTP proxy server for Global Correlation?[no]:
Modify system clock settings?[no]:
Participation in the SensorBase Network allows Cisco to
collect aggregated statistics about traffic sent to your IPS.

SensorBase Network Participation level?[off]:
The following configuration was entered.

service host

network-settings

host-ip 10.1.1.15/24,10.1.1.1
host-name IPS

telnet-option disabled
access-1list 10.1.1.200/32
ftp-timeout 300

no login-banner-text
dns-primary-server disabled
dns-secondary-server disabled
dns-tertiary-server disabled
http-proxy no-proxy

exit

time-zone-settings

offset O
standard-time-zone-name UTC
exit

summertime-option disabled

ntp-option disabled
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exit
service global-correlation

network-participation off

exit

[0] Go to the command prompt without saving this config.
[1] Return to setup without saving this config.

[2] Save this configuration and exit setup.

[3] Continue to Advanced setup.

Enter your selection[3]: 2

Warning: DNS or HTTP proxy is required for global correlation inspection
and reputation filtering, but no DNS or proxy servers are defined.

--—- Configuration Saved ---

Complete the advanced setup using CLI or IDM.

To use IDM,point your web browser at https://<sensor-ip-address>.

Now connect through the Test PC (10.1.1.200) and finish the remaining configuration. Bring up
the ports, configure Interface Pair :
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Assign the Pair to vsO:
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Enable Echo Reply and change Severity to High:
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Based on the requirements of the question, the IPS will be running in inline mode.
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Always remember to double-check the L2 settings; in this question we had to adjust VLAN
configuration on the interfaces connected to R1, R7 and IPS.

Verification

Ping R1 from R7 and observe the alert:

IPS# show events alert

evIdsAlert: eventId=1041379286523781737 severity=high vendor=Cisco
originator:
hostId: IPS
appName: sensorApp
appInstanceId: 413
time: 2003/05/23 12:40:11 2003/05/23 12:40:11 UTC

signature: description=ICMP Echo Reply id=2000 created=20001127
type=other version=S1

subsigId: 0
marsCategory: Info/AllSession
interfaceGroup: vsO0
vlian: 0
participants:
attacker:
addr: locality=0UT 192.1.49.1
target:
addr: locality=0UT 192.1.49.7
os: idSource=unknown relevance=relevant type=unknown
actions:
deniedPacket: true

riskRatingValue: attackRelevanceRating=relevant targetValueRating=medium
100

threatRatingValue: 65
interface: ge0_1

protocol: icmp

Rl#sh ip ospf neigh
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Neighbor ID Pri State Dead Time Address
Interface

192.1.49.7 1 FULL/DR 00:00:39 192.1.49.7
FastEthernet0/0

Task 3.2: Blocking Attacks (4 Points)

* Configure the IPS to block the connection and send an alert if there are any attempts to
send the following strings via Telnet : “reload” or “clear line”
* The alarm should be sent each time IPS sees these strings in a telnet session

Detailed Solution

IPS

Add a new Signature using the plus button. Choose TCP String Engine and configure as shown
below:
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Getting used to the signature configuration - different engines & regular expressions is
important for success in the CCIE exam. Be sure you understand when you will want to use
each type of signature.

Verification

Ping R1 from R7 and observe the alert:

IPS# show events alert

evIdsAlert: eventId=1041379286523781849 severity=medium vendor=Cisco

originator:
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hostId: IPS
appName:
appInstanceId: 4
time:

signature:

sensorApp

13

type=other version=custom

subsigId: 0

FD
00
65

FB
FO
6F

Custom Telnet Attack

18
FF
20

21
63
61

sigDetails:
marsCategory: Info/Misc
interfaceGroup: vsO0
vlan: O
participants:
attacker:
addr: locality=0UT 6.6.146.10
port: 56008
target:
addr: locality=0UT 192.1.49.1
port: 23
os:
actions:
deniedFlow: true
context:
fromTarget:
000000 FF FB 01 FF FB 03 FF
000010 3E FF FD 21 FF FA 21
000020 65 61 72 20 6C 69 6E
fromAttacker:
000000 FF FD 03 FF FB 1F FF
000010 FA 1F 00 50 00 18 FF
000020 69 6E 65 20 72 65 6C
riskRatingValue:
66
threatRatingValue: 31

interface: ge0 0

protocol: tcp

evIdsAlert:
originator:

hostId: IPS

appName:

sensorApp
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2003/05/23 13:35:29 2003/05/23 13:35:29 UTC

63
61

FC
72
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appInstanceId: 413
time: 2003/05/23 13:36:13 2003/05/23 13:36:13 UTC

signature: description=Custom Telnet Attack i1d=60000 created=20000101
type=other version=custom

subsigId: 0
sigDetails: Custom Telnet Attack
marsCategory: Info/Misc
interfaceGroup: vsO0
vlan: O
participants:
attacker:
addr: locality=0UT 6.6.146.10
port: 62842

target:
addr: locality=0UT 192.1.49.1
port: 23

os: idSource=unknown relevance=relevant type=unknown
actions:

deniedFlow: true

context:
fromTarget:
000000 FF FB 01 FF FB 03 FF FD 18 FF FD 1F OD OA 52 31 .......ievnnn. R1
000010 3E FF FD 21 FF FA 21 00 FF FO FF FE 18 73 64 20 >..!..!l...... sd
000020 61 20 20 64 20 63 6C 65 61 72 20 6C 69 6E a d clear lin
fromAttacker:
000000 FF FD 03 FF FB 1F FF FB 21 FF FD 01 FF FC 18 FF ........ beoooa.
000010 FA 1F 00 50 00 18 FF FO 73 64 20 61 20 20 64 20 ...P....sd a d
000020 63 6C 65 61 72 20 6C 69 6E 65 clear line

riskRatingValue: attackRelevanceRating=relevant targetValueRating=medium
66

threatRatingValue: 31
interface: ge0 0

protocol: tcp
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4.0 Cisco VPN Solutions (18 points)

Task 4.1: Site to Site (4 Points)

* Configure R4 and R9 to encrypt packets between VLAN4 and VLAN100

* Use the most secure Main Mode messages 3, 4. The authentication key should be
“ipexpert”

* Make sure the tunnel can be initiated from both sides and that devices on the Extranet can
ping the ACS server

* Don’tintroduce any additional transport overhead for the data traffic

* You are allowed one static route to get this to work

Detailed Solution

crypto isakmp policy 10
encr aes 192

hash sha

authentication pre-share

group 5

crypto isakmp key ipexpert address 6.6.146.9

!

ip access-list extended L2L

permit ip 6.6.4.0 0.0.0.255 10.1.1.0 0.0.0.255

!

crypto ipsec transform-set SET1 esp-aes 192 esp-sha-hmac

crypto map MAP1 10 ipsec-isakmp
set peer 6.6.146.9

set transform-set SET1

match address L2L
reverse-route static

!
interface FastEthernet0/0
crypto map MAP1

ip access-list ext OUTSIDE IN
30 per ip 6.6.4.0 0.0.0.255 10.1.1.0 0.0.0.255
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no crypto ipsec nat-transparency udp-encaps

crypto isakmp policy 10

encr aes 192

hash sha

authentication pre-share

group 5

crypto isakmp key ipexpert address 6.6.146.4

ip access-list extended L2L

permit ip 10.1.1.0 0.0.0.255 6.6.4.0 0.0.0.255

!

crypto ipsec transform-set SET1 esp-aes 192 esp-sha-hmac

crypto map MAP1 10 ipsec-isakmp

set peer 6.6.146.4

set transform-set SETI1

match address L2L

!

interface FastEthernet0/1

crypto map MAP1

ASA3

access-list DMZ IN per
access-list DMZ IN per
access-list DMZ IN per

access-list OUTSIDE IN
access-list OUTSIDE IN

udp host 10.17.17.9 host 6.6.146.4 eq 500
esp host 10.17.17.9 host 6.6.146.4
ip 6.6.4.0 255.255.255.0 10.1.1.0 255.255.255.0

per udp host 6.6.146.4 host 10.17.17.9 eqgq 500
per esp host 6.6.146.4 host 10.17.17.9

route DMZ 6.6.4.0 255.255.255.0 10.17.17.9 1

Diffe Helman group 5 is the most secure MM message 3, and 4 authentication method.

Because R9 is behind ASA there are a few things we need to fix on ASA to get the traffic

working. We need to change the outside & DMZ ACLs to allow communication to VLAN10 from
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the traffic coming in from the ExtraNet. Also since we know no additional overhead will be
involved in transport (NAT-T is disabled), allowing ISAKMP and ESP through is enough. For the
ASA to send traffic to 6.6.4.0/24 to R9 we need to add a static route to override the desire it has
to go to R4 for this by default.

Verification

Make sure the tunnel comes up when initiated from Extranet and also from VLAN 100.

R4#sh crypto route

VPN Routing Table: Shows RRI and VTI created routes
Codes: RRI - Reverse-Route, VTI- Virtual Tunnel Interface

S - Static Map ACLs

Routes created in table GLOBAL DEFAULT
10.1.1.0/255.255.255.0 [1/0] via 6.6.146.9 tag 0
on FastEthernet0/0 RRI S

R9#sh ip ro 6.6.4.6

% Subnet not in table

R9#sh ip ro 0.0.0.0
Routing entry for 0.0.0.0/0, supernet

Known via "eigrp 89", distance 170, metric 2560002816, candidate default
path, type external

Redistributing via eigrp 89
Last update from 10.17.17.30 on FastEthernet0/1, 06:32:07 ago
Routing Descriptor Blocks:
*10.17.17.30, from 10.17.17.30, 06:32:07 ago, via FastEthernet0/1
Route metric is 2560002816, traffic share count is 1
Total delay is 110 microseconds, minimum bandwidth is 1 Kbit
Reliability 1/255, minimum MTU 1 bytes
Loading 1/255, Hops 1

R6#ping 10.1.1.100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:
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Success rate is 80 percent (4/5), round-trip min/avg/max = 4/9/24 ms

R4#sh cry sess de

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: FastEthernet0/0
Uptime: 00:01:09
Session status: UP-ACTIVE
Peer: 6.6.146.9 port 500 fvrf: (none) ivrf: (none)
Phasel id: 10.17.17.9
Desc: (none)
IKEvl SA: local 6.6.146.4/500 remote 6.6.146.9/500 Active
Capabilities: (none) connid:1005 lifetime:23:58:50
IPSEC FLOW: permit ip 6.6.4.0/255.255.255.0 10.1.1.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4418112/3530
Outbound: #pkts enc'ed 4 drop 1 life (KB/Sec) 4418112/3530

R4#clear cry sess
R8#ping 6.6.4.6

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 6.6.4.6, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 4/4/4 ms

R9#sh cry sess det

Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: FastEthernet0/1
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Uptime: 00:01:12
Session status: UP-ACTIVE
Peer: 6.6.146.4 port 500 fvrf: (none) ivrf: (none)
Phasel id: 6.6.146.4
Desc: (none)
IKE SA: local 10.17.17.9/500 remote 6.6.146.4/500 Active
Capabilities: (none) connid:1006 lifetime:23:58:47
IPSEC FLOW: permit ip 10.1.1.0/255.255.255.0 6.6.4.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4478491/3592
Outbound: #pkts enc'ed 4 drop 1 life (KB/Sec) 4478491/3592
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Task 4.2: Stateful HA IPSec (5 Points)

All traffic behind R2 Serial0/1/0 and VLAN146 should be encrypted R10 and R11 should
act as a failover IPSec pair In the event of a host failure the IPSec tunnel should remain active

without requiring a new SA negotiation. A Failure should be detected in less than 300 msec DH
exchange should take place every Quick Mode negotiation

Copyright © by IPexpert. All rights reserved. 68

https://t.mel/learningnets



CCIE Security Version 4 — Volume Il Mock Labs Solution

Disable Antil Replycheckson R2 Tune OSPF timers on all devices in VLAN 146 to

speed up the convergence

Tune OSPF timers on all devicesin VLAN 146tospeed up the convergence

Make sure IPSec peers verify if the tunnel is actually operational. It should only occur
when traffic is actively traversing the IPSec tunnel

Detailed Solution

ASA3

int g0/0
ospf hello 1
ospf dead 1

R2

ip access-list extended HA VPN
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permit ip 6.6.2.0 0.0.0.255 6.6.146.0 0.0.0.255
permit ip host 6.6.99.2 6.6.146.0 0.0.0.255

!

crypto isakmp policy 10

encryption aes

hash sha

authentication pre-share

group 2

crypto ipsec security-association replay disable

crypto isakmp key cisco address 6.6.156.100
!

crypto ipsec transform-set SET2 esp-aes esp-sha-hmac
!

crypto map MAP2 10 ipsec-isakmp

set peer 6.6.156.100

set transform-set SET2

set pfs group2

match address HA VPN

!
interface serial 0/1/0

crypto map MAP2

|

crypto isakmp keepalive 10 2 on-demand

R4
int £0/0
ip ospf hello-int 1
ip ospf dead-int 2
R7
int £0/1
ip ospf hello-int 1
ip ospf dead-int 2
R10

track 1 interface GigabitEthernet0/0 line-protocol
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track 2 interface GigabitEthernetO0/1 line-protocol
track 3 list boolean and

object 1

object 2

int g0/0
ip ospf hello-interval 1
ip ospf dead-interval 2

interface GO/1

standby version 2
standby 2 ip 6.6.156.100
standby priority 110
standby preempt
standby

standby

2
2
standby 2 timers msec 100 1
2 name HSRP
2

track 3 decrement 30

ip access-list extended HA VPN
permit ip 6.6.146.0 0.0.0.255 6.6.2.0 0.0.0.255
permit ip 6.6.146.0 0.0.0.255 host 6.6.99.2

crypto isakmp policy 10
encryption aes

hash sha

authentication pre-share

group 2

crypto isakmp key cisco address 6.6.25.2
!

crypto ipsec transform-set SET2 esp-aes esp-sha-hmac
!

crypto map MAP2 10 ipsec-isakmp

set peer 6.6.25.2

set transform-set SET2

set pfs group2

match address HA VPN

!
redundancy inter-device

scheme standby HSRP
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|
ipc zone default
association 1
no shutdown
protocol sctp
local-port 5000
local-ip 6.6.146.10
retransmit-timeout 300 10000
path-retransmit 5
assoc-retransmit 5
remote-port 5000
remote-ip 6.6.146.11
!
interface GO/1
crypto map MAP2 redundancy HSRP stateful
|

crypto isakmp keepalive 10 2 on-demand

11

track 1 interface GigabitEthernet0/0 line-protocol
track 2 interface GigabitEthernetO0/1 line-protocol
track 3 list boolean and

object 1

object 2

interface GO/1
standby version 2
standby 2 ip 6.6.156.100
standby priority 100
standby preempt

standby

2
2
standby 2 timers msec 100 1
2 name HSRP
2

standby track 3 decrement 30

ip access-list extended HA VPN

permit ip 6.6.146.0 0.0.0.255 6.6.2.0 0.0.0.255
permit ip 6.6.146.0 0.0.0.255 host 6.6.99.2
crypto isakmp policy 10

encryption aes

hash sha
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authentication pre-share

group 2

crypto isakmp key cisco address 6.6.25.2
!
crypto ipsec transform-set SET2 esp-aes esp-sha-hmac
!
crypto map MAP2 10 ipsec-isakmp
set peer 6.6.25.2
set transform-set SET2
set pfs group2
match address HA VPN
! _
redundancy inter-device
scheme standby HSRP
!
ipc zone default
association 1
no shutdown
protocol sctp
local-port 5000
local-ip 6.6.146.11
retransmit-timeout 300 10000
path-retransmit 5
assoc-retransmit 5
remote-port 5000
remote-ip 6.6.146.10
!
int g0/0
ip ospf hello-interval 1
ip ospf dead-interval 2

interface G0O/1
crypto map MAP2 redundancy HSRP stateful

!

crypto isakmp keepalive 10 2 on-demand

Stateful failover for IPsec is designed to work in conjunction with stateful switchover (SSO) and
Hot Standby Routing Protocol (HSRP). HSRP provides network redundancy for IP networks,
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ensuring that user traffic immediately and transparently recovers from failures in network edge
devices or access circuits. That is, HSRP monitors both the inside and outside interfaces so that
if either interface goes down, the whole router is deemed to be down and the ownership of
Internet Key Exchange (IKE) and IPsec security associations (SAs) is passed to the standby router
(which transitions to the HSRP active state). Here note that this monitoring must be mutual,
which is known as Mutual Tracking. Mutual tracking means that if the outside interface does
fail, the inside interface on the same router will also be deemed down, allowing for complete
router failover to the secondary router.

SSO is a method of providing redundancy and synchronization for many Cisco 10S applications
and features. In our case it allows the active and standby routers to share IKE and IPsec state
information so both routers have enough information to become the active router at any time.

For any type of IPSec HA configurations remember that the configuration information between
the active and standby devices is not automatically transferred; you are responsible for
ensuring that the crypto configurations match on both devices. If the crypto configurations on
both devices do not match, failover from the active device to the standby device will not be
successful.

In our case we did not have to worry about RRI since OSPF configuration was engineered to
point to R10 for prefixes behind R10 and R11 in one of the earlier tasks.

HSRP version 1 only allows a minimum of 1 second for each hello. Version 2 decreases that
timer to 1 millisecond. This allowed us to have the hellos exchanged every 100 milliseconds.

Finally remember that only PSK can be used for this feature and that legacy IKE Keepalives are
not supported — DPD is, however, as shown in this task.

Verification

Note: A reload is required on the standby device (R11) to activate the standby redundancy
scheme.

First verify HSRP and SSO:

R10#sh stan br
P indicates configured to preempt.

Interface Grp Pri P State Active Standby Virtual IP
Gio/1 2 110 P Active local 6.6.156.11 6.6.156.100
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R10#sh cry ha
IKE VIP: 6.6.156.100

stamp: 47 ED C4 DO 39 DA 3D AA 4B 5E 9B F7 BE 20 53 17
IPSec VIP: 6.6.156.100

R10#sh redundancy inter-device
Redundancy inter-device state: RF_INTERDEV_ STATE ACT
Scheme: Standby
Groupname: HSRP Group State: Active
Peer present: RF INTERDEV_PEER COMM

Security: Not configured

R10#sh redundancy states
my state = 13 -ACTIVE
8 —-STANDBY HOT

peer state

Mode = Duplex
Unit ID = 0
Maintenance Mode = Disabled
Manual Swact = enabled
Communications = Up
client count = 13

60000 milliseconds

client notification TMR

RF debug mask = 0x0

R1ll#sh redundancy inter-device
Redundancy inter-device state: RF_INTERDEV_ STATE STDBY
Scheme: Standby
Groupname: HSRP Group State: Standby
Peer present: RF INTERDEV_PEER COMM

Security: Not configured

R1ll#sh cry ha
IKE VIP: 6.6.156.100

stamp: 9C C3 73 4B 61 85 06 32 20 85 D7 BE Cl BC 78 56
IPSec VIP: 6.6.156.100

We can now test IPSec and state replication:
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R4#ping 6.6.99.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 6.6.99.2, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 28/29/32 ms
R4#ping 6.6.2.130

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 6.6.2.130, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 28/29/32 ms

R2#sh cry sess de

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: Serial0/1/0
Uptime: 00:00:31
Session status: UP-ACTIVE
Peer: 6.6.156.100 port 500 fvrf: (none) ivrf: (none)
Phasel id: 6.6.156.100
Desc: (none)
IKE SA: local 6.6.25.2/500 remote 6.6.156.100/500 Active
Capabilities:D connid:1001 lifetime:23:59:28
IPSEC FLOW: permit ip host 6.6.99.2 6.6.146.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4491266/3568
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4491266/3568
IPSEC FLOW: permit ip 6.6.2.0/255.255.255.0 6.6.146.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4477913/3575
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4477913/3575
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R10#sh cry sess de

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: GigabitEthernet0/1
Uptime: 00:01:58
Session status: UP-ACTIVE
Peer: 6.6.25.2 port 500 fvrf: (none) ivrf: (none)
Phasel id: 6.6.25.2
Desc: (none)
IKEvl SA: local 6.6.156.100/500 remote 6.6.25.2/500 Active
Capabilities:D connid:1001 lifetime:23:58:01
IPSEC FLOW: permit ip 6.6.146.0/255.255.255.0 6.6.2.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4370223/3537
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4370223/3537
IPSEC FLOW: permit ip 6.6.146.0/255.255.255.0 host 6.6.99.2
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 4 drop 0 life (KB/Sec) 4301331/3481
Outbound: #pkts enc'ed 4 drop 0 life (KB/Sec) 4301331/3481

Note R11 also shows 4 Active IPSec SAs; this information was replicated from R10 which is the
Active VPN Peer. IKE SA was also replicated; it is Standby on R11:

Rll#sh cry sess de

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: GigabitEthernet0/1
Session status: UP-STANDBY
Peer: 6.6.25.2 port 500 fvrf: (none) ivrf: (none)
Desc: (none)
Phasel id: (none)
IKEvl SA: local 6.6.156.100/500 remote 6.6.25.2/500 Active
Capabilities:D connid:1001 lifetime:23:58:09
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IPSEC FLOW: permit ip 6.6.146.0/255

.255.255.0 6.6.2.0/255.255.255.0

Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) 3817223/3545
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 3817223/3545

IPSEC FLOW: permit ip 6.6.146.0/255

.255.255.0 host 6.6.99.2

Active SAs: 2,
#pkts dec'ed 0 drop

Outbound: #pkts enc'ed 0 drop O

origin: crypto map
0 life

life

Inbound: (KB/Sec)

(KB/Sec)

3858364/3490
3858364/3490

Rll#sh cry isa sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
6.6.25.2 6.6.156.100 OM IDLE 1001 STDBY
IPv6 Crypto ISAKMP SA

R10#sh cry isa sa active

IPv4 Crypto ISAKMP SA

dst src state conn-id status
6.6.25.2 6.6.156.100 OM IDLE 1001 ACTIVE

We will now start testing the failover (by shutting down G0/0 on R10). Here remember that
each time the Active device changes its state to Standby it will do a self-reload to ensure that
the state of the new Standby device synchronizes correctly with the new Active device.

R4#ping 6.6.99.2 rep 10000000 timeout 1

Type escape sequence to abort.

Sending 10000000, 100-byte ICMP Echos to 6.6.99.2,

1 A O O I

timeout is 1 seconds:

R10#
*May 12 22:33:59.815:

*May 12 22:33:59.875:
Active -> Speak

$TRACKING-5-STATE: 3 list boolean and Up->Down

$HSRP-5-STATECHANGE: GigabitEthernet0/1 Grp 2 state
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*May 12 22:34:02.935: 3RF-5-RF RELOAD: Self reload. Reason: Not in correct
state for becoming Standby

*May 12 22:34:02.935: %RF_INTERDEV-4-RELOAD: % RF induced self-reload. my
state = ACTIVE peer state = STANDBY HOT

*May 12 22:34:05.367: %$LINK-5-CHANGED: Interface GigabitEthernet0/0,
changed state to administratively down

R11#

*May 12 22:45:02.355: $HSRP-5-STATECHANGE: GigabitEthernet0/1 Grp 2 state
Standby -> Active

*May 12 22:45:02.359: 3CRYPTO-5-IKE SA HA STATUS: IKE sa's if any, for vip
6.6.156.100 will change from STANDBY to ACTIVE

*May 12 22:45:02.363: 3CRYPTO-5-IPSEC_SA HA STATUS: IPSec sa's if any, for
vip 6.6.156.100 will change from STANDBY to ACTIVE

Rll#sh cry sess de

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: GigabitEthernet0/1
Session status: UP-ACTIVE
Peer: 6.6.25.2 port 500 fvrf: (none) ivrf: (none)
Desc: (none)
Phasel id: (none)
IKEvl SA: local 6.6.156.100/500 remote 6.6.25.2/500 Active
Capabilities:D connid:1001 lifetime:23:57:28
IPSEC FLOW: permit ip 6.6.146.0/255.255.255.0 6.6.2.0/255.255.255.0
Active SAs: 0, origin: crypto map
Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) 0/0
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 0/0
IPSEC FLOW: permit ip 6.6.146.0/255.255.255.0 host 6.6.99.2
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 115 drop 0 life (KB/Sec) 3784768/3450
Outbound: #pkts enc'ed 115 drop 0 life (KB/Sec) 3784768/3450
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R2#sh cry sess de

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation

Interface: Serial0/1/0
Uptime: 00:02:45
Session status: UP-ACTIVE
Peer: 6.6.156.100 port 500 fvrf: (none) ivrf: (none)
Phasel id: 6.6.156.100
Desc: (none)
IKE SA: local 6.6.25.2/500 remote 6.6.156.100/500 Active
Capabilities:D connid:1005 lifetime:23:57:14
IPSEC FLOW: permit ip host 6.6.99.2 6.6.146.0/255.255.255.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 259 drop 0 life (KB/Sec) 4590751/3434
Outbound: #pkts enc'ed 259 drop 0 life (KB/Sec) 4590751/3434
IPSEC FLOW: permit ip 6.6.2.0/255.255.255.0 6.6.146.0/255.255.255.0
Active SAs: 0, origin: crypto map
Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) 0/0
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 0/0

Finally a second reload occurs (now on R11 since it detected a new active HSRP device — we
enabled preemption and R10 has higher priority) but the session is still UP and working:

R4#ping 6.6.99.2 rep 10000000 tim 1

Type escape sequence to abort.

Sending 10000000, 100-byte ICMP Echos to 6.6.99.2, timeout is 1 seconds:

| 1 O O O I

Success rate is 98 percent (54/55), round-trip min/avg/max = 28/28/40 ms

R10#sh cry sess de

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

X - IKE Extended Authentication, F - IKE Fragmentation
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Interface: GigabitEthernet0/1
Session status: UP-ACTIVE
Peer: 6.6.25.2 port 500 fvrf: (none) ivrf: (none)
Desc: (none)
Phasel id: (none)
IKEvl SA: local 6.6.156.100/500 remote 6.6.25.2/500 Active
Capabilities:D connid:1001 lifetime:23:56:05
IPSEC FLOW: permit ip 6.6.146.0/255.255.255.0 6.6.2.0/255.255.255.0
Active SAs: 0, origin: crypto map
Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) 0/0
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 0/0
IPSEC FLOW: permit ip 6.6.146.0/255.255.255.0 host 6.6.99.2
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 55 drop 0 life (KB/Sec) 4315679/3226
Outbound: #pkts enc'ed 55 drop 0 life (KB/Sec) 4315679/3226

Task 4.3: Site to Site I0S-ASA (5 Points)

Configure Loopback1 on R5, with IP address 6.6.55.5/24

Configure R5 and the ASA to protect traffic between R5's Loopbackl and VLAN100
using IPSec

Use the first default ISAKMP policy on R5. Use R8 if you need another device to
complete this Task. Make sure for the certificates the strongest cryptographic hash and
signing functions supported are used

Detailed Solution

ntp master 2

ip http server

ip domain-name ipexpert.com

crypto key generate rsa general-keys label CAKEY exportable modulus 4096
!

crypto pki trustpoint CA

revocation-check crl

rsakeypair CAKEY
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password ipexpertl23

!

crypto pki server CA

database level min

database archive pem password ipexpert

issuer-name CN=R8 CA, O=IPexpert, OU=Instructors, L=Warsaw, C=PL
grant auto

hash shab512

database url flash:

no shutdown

interface Loopbackl

ip address 6.6.55.5 255.255.255.0
ntp server 6.6.146.8
ip domain name ipexpert.com
crypto key generate rsa general-keys label VPNKEY exportable modulus 4096

crypto pki trustpoint VPNTRUST

enrollment url http://6.6.146.8:80

usage ike

fgdn RS5.ipexpert.com

password 7 011A1601431B031D351D1C5A

subject-name CN=R5.ipexpert.com,O=IPexpert,OU=Security Training,L=San
Jose, ST=CA,C=US

revocation-check crl

rsakeypair VPNKEY

hash shabl2

crypto isakmp identity dn

ip access-list extended PROXYACL
permit ip 6.6.55.0 0.0.0.255 10.1.1.0 0.0.0.255

crypto ipsec transform-set SET3 esp-aes esp-sha-hmac
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crypto map MAP3 10 ipsec-isakmp
set peer 6.6.146.30
set transform-set SET3

match address PROXYACL

int £0/0
crypto map MAP3

ASA3

ntp server 10.1.1.8

access-list OUTSIDE IN per tcp any host 10.1.1.8 eg 80
access-list OUTSIDE IN per udp any host 10.1.1.8 eg 123

object network NONAT

subnet 10.1.1.0 255.255.255.0
object network VPNNET5

subnet 6.6.55.0 255.255.255.0

nat (in,out) 1 source static NONAT NONAT destination static VPNNET5
VPNNETS5

domain-name ipexpert.com

!

cry key generate rsa label VPNKEY mod 2048

crypto ca trustpoint VPNTRUST
revocation-check crl

enrollment url http://10.1.1.8:80
fgdn ASA.ipexpert.com

keypair VPNKEY

subject-name CN=ASA.ipexpert.com, O=IPexpert, OU=CCIE Training, L=San
Francisco, ST=CA, C=US

password ipexpertl23

!

crypto ca authenticate VPNTRUST
crypto ca enroll VPNTRUST

crypto isakmp policy 10

authentication rsa-sig
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encryption aes

hash sha
group 5

cry ikevl enable outside

tunnel-group "Security Training" type ipsec-121

tunnel-group "Security Training" ipsec-attributes

ikevl trust-point VPNTRUST

crypto ipsec transform-set SET3 esp-aes esp-sha-hmac

access-1 PROXYACL permit ip 10.1.1.0 255.255.255.0 6.6.55.0 255.255.255.0

|

crypto map L2L
crypto map L2L
crypto map L2L
crypto map L2L
crypto map L2L

10
10
10
10

match address PROXYACL
set peer 6.6.156.5
set transform-set SET3

set trustpoint VPNTRUST

interface outside

Since the first default ISAKMP Policy on R5 negotiates RSA Signatures we need to setup R8 as

10S CA.

It takes a while to generate 4096 bit key pair, this is all perfectly fine.

Some additional options were set for the CA, not needed by the task, just to show you the

configuration syntax.

Don’t forget about NAT Exemption that in the newer code versions was replaced by Static

Identity NAT.

Verification

This is how you can check the default policies on I0S :

R5#sh cry isakmp default policy

Default IKE policy

Default protection suite of priority 65507

encryption algorithm: AES - Advanced Encryption Standard (128

bit keys).
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hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

Default protection suite of priority 65508

encryption algorithm: AES - Advanced Encryption Standard
bit keys).

hash algorithm: Secure Hash Standard

authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

Default protection suite of priority 65509

encryption algorithm: AES - Advanced Encryption Standard
bit keys).

hash algorithm: Message Digest 5

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

Default protection suite of priority 65510

encryption algorithm: AES - Advanced Encryption Standard
bit keys).

hash algorithm: Message Digest 5
authentication method: Pre-Shared Key

Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit

Default protection suite of priority 65511

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit

Default protection suite of priority 65512

encryption algorithm: Three key triple DES

hash algorithm: Secure Hash Standard
authentication method: Pre-Shared Key

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit

Default protection suite of priority 65513

encryption algorithm: Three key triple DES
hash algorithm: Message Digest 5
authentication method: Rivest-Shamir-Adleman Signature
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Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit
Default protection suite of priority 65514

encryption algorithm: Three key triple DES

hash algorithm: Message Digest 5

authentication method: Pre-Shared Key

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume limit

Before you bring up the tunnel check if the devices can reach each other and also if the time

sync and certificates are in place:

R5#ping 6.6.146.30

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 6.6.146.30, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

R5#sh ntp status
Clock is synchronized, stratum 3, reference is 6.6.146.8

nominal freq is 250.0000 Hz, actual freq is 249.9928 Hz, precision is
2*%24

reference time is D53B7B3C.3F934BC6 (14:46:20.248 UTC Mon May 13 2013)
clock offset is -0.0008 msec, root delay is 2.74 msec

root dispersion is 940.67 msec, peer dispersion is 438.90 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000028488

s/s

system poll interval is 64, last update was 119 sec ago.

ASA (config)# sh ntp status

Clock is synchronized, stratum 3, reference is 10.1.1.8

nominal freq is 99.9984 Hz, actual freqg is 99.9984 Hz, precision is 2**6

reference time is d53b7b6f.d348f903 (14:47:11.825 UTC Mon May 13 2013)
clock offset is -15.6385 msec, root delay is 1.28 msec

root dispersion is 157.01 msec, peer dispersion is 140.90 msec

R5#sh cry pki cer ver VPNTRUST
Certificate
Status: Available

Version: 3
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Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:
cn=R8 CA
o=IPexpert
ou=Instructors
l=Warsaw
c=PL
Subject:
Name: R5.ipexpert.com
hostname=R5.ipexpert.com
cn=R5.ipexpert.com
o=IPexpert
ou=Security Training
1=San Jose
st=CA
c=US
Validity Date:
start date: 14:50:51 UTC May 13 2013
end date: 14:50:51 UTC May 13 2014
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA512 with RSA Encryption
Fingerprint MD5: 53BBE9CO DC7919B9 DCCEDB68 FB4D3474
Fingerprint SHAl: 5E6F4EA4 EC3268FE 95D89F90 A61568AA 46D87B10
X509v3 extensions:
X509v3 Key Usage: A0000000
Digital Signature
Key Encipherment
X509v3 Subject Key ID: 4913EF7D 84F6603F E4BDEA41 D8591967 26D52F9B
X509v3 Authority Key ID: B6154ED8 2F852904 OA38D8F1 D43B98E6 02539CDO
Authority Info Access:
Associated Trustpoints: VPNTRUST
Key Label: VPNKEY

CA Certificate
Status: Available
Version: 3

Certificate Serial Number (hex): 01
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Certificate Usage: Signature
Issuer:
cn=R8 CA
o=IPexpert
ou=Instructors
l=Warsaw
c=PL
Subject:
cn=R8 CA
o=IPexpert
ou=Instructors
l=Warsaw
c=PL
Validity Date:
start date: 14:37:03 UTC May 13 2013
end date: 14:37:03 UTC May 12 2016
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA512 with RSA Encryption
Fingerprint MD5: 2CCECAD8 3227BEDO E7789E25 7717CA4D
Fingerprint SHAl: 243DF4B4 2696762A F9674CFB 57C39839 9E20B6AB
X509v3 extensions:
X509