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Question #1 Topic 1

You have several Conditional Access policies that block noncompliant devices from connecting to services.

You need to identity which devices are blocked by which policies.
What should you use?

A. the Setting compliance report in the Microsoft Endpoint Manager admin center
B. Sign-ins in the Azure Active Directory admin center
C. Activity log in the Cloud App Security admin center

D. Audit logs in the Azure Active Directory admin center

&) & prats005 4 months ago

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/troubleshoot-conditional-access | ANSWER is COrrect
upvoted 6 times

© & theboywonder [TRLLa4e) 1 month ago

The given answer is correct:
- The first way is to review the error message that appears. For problems signing in when using a web browser, the error page itself has detailed
information. This information alone may describe what the problem is and that may suggest a solution.

- The second method to get detailed information about the sign-in interruption is to review the Azure AD sign-in events to see which Conditional
Access policy or policies were applied and why.

source: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/troubleshoot-conditional-access
upvoted 1 times

(=) & CAINBJJ 1 month, 1 week ago

Sorry guys... reading the documentation again... in this part that's clear

"The left side provides details collected at sign-in and the right side provides details of whether those details satisfy the requirements of the
applied Conditional Access policies. Conditional Access policies only apply when all conditions are satisfied or not configured.”

In the Conditional Access error codes, the code "53000 DeviceNotCompliant"

The answer is correct

upvoted 2 times

&) & CAINBJJ 1 month, 2 weeks ago
Correct answer is A,

Open the Intune Device compliance dashboard:
Sign in to the Microsoft Endpoint Manager admin center.
Select Devices > Overview > Compliance status tab.

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-monitor
upvoted 3 times

= & IsrarChanna 1 month, 3 weeks ago
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/troubleshoot-conditional-access
upvoted 2 times

=) & OMPAROZ 2 months ago

Wrong answer, it Should be A
A. the Setting compliance report in the Microsoft Endpoint Manager admin center
This to review a complete list of devices which noncompliant, answer B is for individual users

upvoted 3 times

= & JoelB 1 month, 2 weeks ago

EPM gives you the list of non-compliant devices but does not tell you which policies are preventing it from signing in. The Sign Ins in AAD
provides you with the Conditional Access Policy details, although the export data does not contain information about the individual policies and
you need to check each entry.

Honestly, | struggle to identify an easy solution to display all non-compliant devices with the relevant CA policy the way the question is worded.

upvoted 2 times

= & kiketxu 4 months, 4 weeks ago
given answer is correct.
upvoted 4 times
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Question #2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure AD Connect has the following
settings:

c® Source Anchor: objectGUID

c» Password Hash Synchronization: Disabled

c® Password writeback: Disabled

c® Directory extension attribute sync: Disabled

c® Azure AD app and attribute filtering: Disabled

c® Exchange hybrid deployment: Disabled

User writeback: Disabled -

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection.
Solution: You modify the Azure AD app and attribute filtering settings.
Does that meet the goal?

A. Yes

B. No

© & AmerSerhan 1 year, 3 months ago

If your organization uses a hybrid identity solution with pass-through authentication or federation, then you should enable password hash sync for
the following two reasons:

The Users with leaked credentials report in the Azure AD management warns you of username and password pairs, which have been exposed on
the "dark web." An incredible volume of passwords is leaked via phishing, malware, and password reuse on third-party sites that are later breached.
Microsoft finds many of these leaked credentials and will tell you, in this report, if they match credentials in your organization — but only if you
enable password hash sync!

upvoted 20 times

= & doublekill 5 months, 2 weeks ago

The answer is NO, sourceanchor attribute is used to identify the objects. This is that MS says: "The sourceAnchor attribute is defined as an attribute
immutable during the lifetime of an object. It uniquely identifies an object as being the same object on-premises and in Azure AD. The attribute is
also called immutableld and the two names are used interchangeable."
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-design-
concepts#:~:text=%20To%20switch%20from%200bjectGUID%20t0%20ConsistencyGuid%20as,0f%20the%20ms-DS-
ConsistencyGuid%20attribute%20in%20your...%20More%20

upvoted 5 times

& & rkapoor8855 6 months, 3 weeks ago

The answer is NO
upvoted 1 times

= & svm_Terran 8 months ago
given asnwer is correct.
upvoted 1 times

=) & kiketxu 5 months, 1 week ago

The answer is NO
upvoted 1 times
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Question #3 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that

might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure AD Connect has the following
settings:

c® Source Anchor: objectGUID

c® Password Hash Synchronization: Disabled

c® Password writeback: Disabled

c Directory extension attribute sync: Disabled

c> Azure AD app and attribute filtering: Disabled

c® Exchange hybrid deployment: Disabled

c» User writeback: Disabled

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection.

Solution: You modify the Password Hash Synchronization settings.

Does that meet the goal?

A. Yes

B. No

E & KeepinglTreal [[IIIALGLY 1 year, 3 months ago
Leaked credentials detection in Azure AD Identity Protection requires Password Hash Sync enabled in Azure AD Connect
upvoted 21 times

= & m2L 1 year, 6 months ago
https://www.microsoft.com/security/blog/2019/05/30/demystifying-password-hash-sync/

upvoted 7 times

& & PrimeAltariz 2 months, 3 weeks ago

The answer is correct, so that it can be validated if the credential is compromised, it must be in Azure AD, in this environment it is achieved with the
password has sync: https://docs.microsoft.com/en-us/azure / security / fundamentals / steps-secure-identity # protect-against-leaked-credentials-
and-add-resilience-against-outages

upvoted 1 times

&) & kiketxu 5 months, 1 week ago

NO (...but only if you enable password hash sync or have cloud-only identities!)
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

upvoted 1 times

=) & kiketxu 4 months, 3 weeks ago
You need to ENABLE not modify settings....
upvoted 2 times

&) & bingomutant 4 months, 2 weeks ago
agree - modify does not necessarily mean Enable...
upvoted 1 times

= & llama321 2 months, 3 weeks ago
It has either enable or disable. Now its in disable state and modify mean enable. What else it could be? half enable?
upvoted 1 times

& & prats005 4 months ago
what else could it mean?
upvoted 2 times

&) & chaoscreater 1 month, 1 week ago
| guess people are now taking a strict englisn exam rather than an IT exam
upvoted 2 times

&) & kmsrajan 5 months, 2 weeks ago

Answer is no because Leaked credential detection need Password Hash sync enabled
upvoted 2 times

= & doublekill 5 months, 2 weeks ago
The answer is NO
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upvoted 1 times

=) & AshTac 6 months ago

You would need to enable PHS for that..
upvoted 1 times

=) & shanti0091 6 months, 2 weeks ago

The answer is No, Correct.
upvoted 2 times

=) & rkapoor8855 6 months, 3 weeks ago
The answer is NO
upvoted 1 times

& & Thuthukani 7 months ago

The answer is incorrect because you cannot access premium Identity Protection features like Leaked Credentials without Password Hash
Synchronization being enabled

upvoted 1 times

=) & Thuthukani 7 months ago

Apologies | meant the answer is correct
upvoted 1 times

= & hungryboysl 7 months ago
Answer is correct
upvoted 1 times

=) & svm_Terran 8 months ago
answer is correct
upvoted 1 times

& & mrcombo 1 year, 1 month ago
Answer:No
upvoted 2 times
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Question #4 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription that is associated to a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You use Active Directory Federation Services (AD FS) to federate on-premises Active Directory and the tenant. Azure AD Connect has the following
settings:

c® Source Anchor: objectGUID

c® Password Hash Synchronization: Disabled

c» Password writeback: Disabled

< Directory extension attribute sync: Disabled

> Azure AD app and attribute filtering: Disabled

c® Exchange hybrid deployment: Disabled

c» User writeback: Disabled

You need to ensure that you can use leaked credentials detection in Azure AD Identity Protection.

Solution: You modify the Source Anchor settings.

Does that meet the goal?

A. Yes

B. No

=) & 0365_dude 1 year, 7 months ago

Protect against leaked credentials and add resilience against outages
If your organization uses a hybrid identity solution with pass-through authentication or federation, then you should enable password hash sync for
the following two reasons:

The Users with leaked credentials report in the Azure AD management warns you of username and password pairs, which have been exposed on
the "dark web." An incredible volume of passwords is leaked via phishing, malware, and password reuse on third-party sites that are later breached.
Microsoft finds many of these leaked credentials and will tell you, in this report, if they match credentials in your organization — but only if you
enable password hash sync!

upvoted 17 times

=) & CWT 1 year, 8 months ago

Specific details on PHS and ADFS:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs
https://channel9.msdn.com/Series/Azure-Active-Directory-Videos-Demos/Configuring-AD-FS-for-user-sign-in-with-Azure-AD-Connect

upvoted 6 times

E & lime568 3 weeks, 1 day ago

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

Only new leaked credentials found after you enable password hash synchronization (PHS) will be processed against your tenant.
upvoted 1 times

&) & kiketxu 5 months, 1 week ago
Now YES, B for sure
upvoted 1 times

=) & kiketxu 4 months, 4 weeks ago
| was meaning the anwer is NO
upvoted 1 times

= & doublekill 5 months, 2 weeks ago

The answer is YES, is correct.
upvoted 1 times

= & shanti0091 6 months, 2 weeks ago

The answer is correct, A
upvoted 1 times

= & rkapoor8855 6 months, 3 weeks ago

The answer is YES
upvoted 1 times

) & svm_Terran 8 months ago
modify the Password Hash Synchronization settings is true.
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upvoted 3 times

= & SMHH 1 year, 1 month ago

https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity#protect-against-leaked-credentials-and-add-resilience-
against-outages
upvoted 1 times

© & m2L 1 year, 6 months ago
https://www.microsoft.com/security/blog/2019/05/30/demystifying-password-hash-sync/
upvoted 1 times
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Question #5 Topic 1

HOTSPOT -
You have a Microsoft 365 subscription that uses a default domain name of contoso.com.

The multi-factor authentication (MFA) service settings are configured as shown in the exhibit. (Click the Exhibit tab.)

multi-factor authentication
users  service settings

app passwords (learn more)
@ Allow users to create app passwords to sign in to non-browser apps

(O Do not allow users to create app passwords to sign in to non-browser apps

trusted 1ps_(learn more)
[] Skip multi-factor authentication for requests from federated users on my intranet
Skip multi-factor authentication for requests from following range of IP address subnets

verification options (learn more)
Methods available to users:

B call to phone

B Text message to phone

B Notification through mobile app

B Verification code from mobile app or hardware token

remember multi-factor authentication (leam more)

[] Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60):

In contoso.com, you create the users shown in the following table.

Display name Username MFA status
Userl Userl@contoso.com Enabled
Uszer2 User? (@ contozo.com Enabled
User3 User3i@contoso.com Disabled

What is the effect of the configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

Userl:

Can sign in to the My Apps portal without using MFA v
Completed the MFA registration
Must complete the MFA registration at the next sign-in

User2:

Can sign in to the My Apps portal without using MFA Vv
Must use app passwords for legacy apps
Must use an app password to sign in to the My Apps portal

httpsiltamellearpinghnetstms-5oo/custom-views 81362
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= & btd2020 1 year, 2 months ago

For User 2- Legacy authentication protocols like POP, SMTP, IMAP, and MAPI don't support MFA. The alternate method is for the user to create
App Password for applications supporting legacy authentication. This password would be used instead of the user’s regular password to access this
application.

upvoted 12 times

= & hfpb010 1 year, 2 months ago

Isn't anything missing on the question? Whats the difference between user 1 and user 27?
upvoted 12 times

& & Fricandel 3 weeks, 4 days ago
The difference between User 1 and User 2 is the number.
upvoted 1 times

) & Galstonian 1 year, 1 month ago
The difference between the users isn't in the scenario, it is in the answers available.
upvoted 21 times

= & PrinceVarghese 2 months, 3 weeks ago

MFA Status on the the question might be Enabled, Enforced and Disabled. And the answers should be

User 1 ("Enabled”) : Must complete the MFA registration at the next sign-in.

User 2 ("Enforced"): Completed the MFA registration (After completing MFA registration the status could be logically change to "Enforced")
User 3 ("Disabled"): Must use app passwords for legacy apps.

upvoted 3 times

& & prats005 4 months ago

Enabled

Enforced

Disabled

In general, don't move users directly to the Enforced state unless they are already registered for MFA. If you do so, legacy authentication apps stop
working because the user hasn't gone through Azure AD Multi-Factor Authentication registration and obtained an app password. In some cases
this behavior may be desired, but impacts user experience until the user registers. https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-mfa-userstates

upvoted 1 times

& & Ciapek 4 months, 1 week ago

If you use CONDITIONAL ACCESS to forced MFA , Your users will be prompted by 14 days to do it. When you directly set MFA enable to user
account it has to register next time.

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates
upvoted 1 times

& & PrinceVarghese 2 months, 3 weeks ago
Conditional access requires Azure AD premium subscription 1 or 2
upvoted 1 times

B & gan998 5 months ago

The answer for both is can sign in without MFA.

Enabled does not means MFA is turned on or is required.
Enabled means MFA is OPTIONAL for the user.

Enforced means MFA must be turned on on the next login.

upvoted 2 times

=) & kiketxu 4 months, 3 weeks ago

I'm really freaking out with this explanation... did you really spent 2min googling it? Please...we are here to discuss and learn, but is basic to
check anything before post.

None user will be able to log without MFA, except for legacy apps. Both answers are correct, principally because the rest aren't true.

https://docs.microsoft.com/es-es/azure/active-directory/authentication/howto-mfa-userstates#azure-ad-multi-factor-authentication-user-states
upvoted 10 times

= & shanti0091 6 months, 2 weeks ago

The answer is correct both User1 & 2, because in the real sense, once an account is registered on azure ad MFA it automatically changes from
enabled to enforce which | believe reads some meaning to this context as option 3 is wrong.

upvoted 2 times

= & Timmeh 5 months, 1 week ago
That is not correct.
upvoted 3 times

=) & Mrawrrr 6 months, 4 weeks ago

Answer is correct. If MFA password is enabled it means that user will have to make a registration and download MFA app at next sign in. User can
also use password login for legacy apps. Last statement is not true if MFA is enforced. In that case user cant use password for legacy apps.
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates

upvoted 2 times
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= & DrMe 7 months, 3 weeks ago

| don't understand a valid answer for User2 as while MFA is "enabled" legacy authentication works:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-
userstates#:~:text=can%20still%20use%20their%20password%20for%20legacy%20authentication.

upvoted 1 times

=) & penguinperp 7 months ago
Not an expert, but if my understanding is correct, the answer is valid as once user2 finishes the MFA registration they will require app
passwords. Basically, Legacy Auth works without impact until the user registers MFA at which point they will require to use app passwords.
Maybe someone smarter than | can validate that that is correct.

upvoted 2 times

(=) & MOsama1 9 months, 3 weeks ago
Please, what is the deferent between users1 and user2 in the question
upvoted 2 times

= & zarahome 8 months, 1 week ago
There is no difference between the users, just the drop down options given are different
upvoted 5 times

&) & rdy4du 1 year, 1 month ago
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-app-passwords
upvoted 1 times

&) & rdydu 1 year, 1 month ago

Some applications, like Office 2010 or earlier and Apple Mail before iOS 11, don't support multi-factor authentication. The apps aren't configured
to accept a secondary form of authentication or prompt. To use these applications in a secure way with Azure Multi-Factor Authentication enabled
for user accounts, you can use app passwords. These app passwords replaced your traditional password to allow an app to bypass multi-factor
authentication and work correctly

upvoted 2 times

© & BBR 9 months, 2 weeks ago
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-app-passwords
upvoted 1 times

& & ahhao 1 year, 3 months ago
Shouldn't the answer to User 2 be #3? given that the user's MFA status is enabled and not enforced?
upvoted 2 times

J & Andrew1234 1 year, 1 month ago
No, App passwords are for specific applications only and can't be used to access the Apps Portal. :)
upvoted 1 times

h‘f;t:pﬁ@” txmeﬂearﬁamgneﬁst/ ms-500/custom-view/ 10/362


https://www.examtopics.com/user/DrMe/
https://www.examtopics.com/user/penguinperp/
https://www.examtopics.com/user/MOsama1/
https://www.examtopics.com/user/zarahome/
https://www.examtopics.com/user/rdy4u/
https://www.examtopics.com/user/rdy4u/
https://www.examtopics.com/user/BBR/
https://www.examtopics.com/user/ahhao/
https://www.examtopics.com/user/Andrew1234/

8/7/2021 MS-500 Exam — Free Actual Q&As, Page 1 | ExamTopics

Question #6 Topic 1

HOTSPOT -
You configure Microsoft Azure Active Directory (Azure AD) Connect as shown in the following exhibit.

Synchronized Directories
CIRECTORY ACCOUNT
Tasks Adahen com Adatum com MSOL_Sc714ba7d15
Synchronization Settings
SOURCE ANCHOR USER PRINCIPAL NAME
mS-DS-ConsistencyGuid userPrincipalName
S FILTER OBJECTS TO SYNCHRONIZE BY GROUP
AlwaysProvision Disabled
AZURE AD APP AND ATTRIBUTE FILTERING o o on ) o
Disabled
DIRECTORY EXTENSION ATTRIBUTE SYNC ;:;;::":;:NGE HYBRID DEPLOYMENT
Disabled : o
Disabled
gi?g:d“ RITEBACK PASSWORD HASH SYNCHRONIZATION
: - : Enabled
gﬁ:\; ORD WRITEBACK SR WRITEEACK
Disabled
AUTO UPGRADE EXCHANGE MAIL PUBLIC FOLDERS
e o
Gocdh - SQL SERVICE INSTANCE NAME
aldb) JADSyne

|_reios [T

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

If you reset a password in Azure AD of a synced user, the password will [answer choice].

be overwritten v
be synced to Active Directory
be subject to the Active Directory password policy

If you join a computer to Azure AD. [answer choice].

an object will be provisioned in the Computers container v
an object will be provisioned in the RegisteredDevices container

the device object in Azure will be deleted during synchronization

© & TimurKazan 4 months, 3 weeks ago
First is not true. User will not be able to change password in Azure and it will get message about AD policy preventing him from doing it. Hence 1st
is subject to Active Directory password policy
upvoted 11 times

= & Robert__Susin 3 months, 1 week ago

Agreed
upvoted 1 times

(=) & Fala_Fel 1 month, 2 weeks ago

Agreed. It will be subject to on prem AD Password policy is the answer.

"When password hash synchronization is enabled, the password complexity policies in your on-premises Active Directory instance override
complexity policies in the cloud for synchronized users."
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-synchronization

upvoted 1 times

& & p2pitu 2 months, 2 weeks ago

The first answer is correct. Admin can change the password in Azure AD but it will be overwritten by AD in next sync because of the password sync
enabled.

upvoted 5 times
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B & stromnessian [[ELEL00) 1 week, 6 days ago

Question doesn't make sense because you cannot reset the password of a synced user if password writeback is disabled; you receive this message:
"Unfortunately, you cannot reset this user's password because password writeback is not enabled in your tenant.
Learn how to configure password writeback."

upvoted 2 times

=) & someOnePlus 6 days, 20 hours ago

Totally agree
upvoted 1 times

) & chaoscreater 1 month, 1 week ago

First answer is correct, I've verified this. Question is not asking whether the user can reset the password themselves. It is asking YOU, as an IT admin.
If you reset the password as admin, it will work, but of course it will be overwritten by AD password on the next AD sync cycle.

upvoted 3 times

& & lime568 2 weeks, 3 days ago
Did you try to reset the password for a synced user?. | dont think.
upvoted 1 times

= & Robert__Susin 3 months, 1 week ago

First given answer is incorrect, the question is about Azure AD, not the on-premisses AD, so if you have password writback disabled, this means you
can only change/reset password in on-premisses AD, so the most correct answer for the first question is being subject to AD password policy

upvoted 2 times

= & kiketxu 4 months, 3 weeks ago

First is true due password writeback isn't enabled.
Second is wrong, the container is "RegisteredDevices"

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback#verify-devices-are-synchronized-to-active-
directory

upvoted 3 times

& & bingomutant 4 months, 3 weeks ago

Given answers are correct IMO, PAssword Writeback is not enabled therefore next AD Sync will overwrite Coud PW. Device Writeback is enabled -
So AAD devices are added to the container.

upvoted 2 times

=) & Robert__Susin 3 months, 1 week ago

First answer is not correct, the question is about reseting the password in the Azure AD, there wont be any next AD Sync to respond into this
command as you will be prompted error message in trying it.

upvoted 1 times
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Question #7 Topic 1

You have a hybrid Microsoft 365 environment. All computers run Windows 10 and are managed by using Microsoft Intune.

You need to create a Microsoft Azure Active Directory (Azure AD) conditional access policy that will allow only Windows 10 computers marked as
compliant to establish a VPN connection to the on-premises network.
What should you do first?

A. From the Azure Active Directory admin center, create a new certificate
B. Enable Application Proxy in Azure AD
C. From Active Directory Administrative Center, create a Dynamic Access Control policy

D. From the Azure Active Directory admin center, configure authentication methods

© & paulfns2020 1 year, 2 months ago

To configure conditional access for VPN connectivity, you need to:

Create a VPN certificate in the Azure portal.
Download the VPN certificate.
Deploy the certificate to your VPN server.

upvoted 20 times

=) & BIOckSh3Il 10 months, 3 weeks ago
No doubts on this one, just see paulfns2020 comment and the 7.2 step on this link:

https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-windows10
upvoted 4 times

(=) & kiketxu 5 months, 1 week ago
You right,thankies!
upvoted 2 times

& & Guilherme 1 year, 6 months ago

https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-windows10
upvoted 6 times

(=) & Robert__Susin 3 months, 1 week ago

Configure root certificates for VPN authentication with Azure AD, which automatically creates a VPN server cloud app in the tenant. Only after this
you can use Conditional Access and select Cloud app to VPN Server.

upvoted 1 times

= & svm_Terran 8 months ago
this is correct.
upvoted 2 times

=) & MSOffice 10 months, 3 weeks ago

The question is what you need to do first in order to create a Microsoft Azure Active Directory (Azure AD) conditional access policy that will allow
only Windows 10 computers marked as compliant to establish a VPN connection to the on-premises network.

- We need to configure a Policy to allow windows 10 clients vpn access. Dynamic access policy is the only answer - https://docs.microsoft.com/en-
us/windows-server/identity/solution-guides/dynamic-access-control-
overview#:~:text=Domain%2Dbased%20Dynamic%20Access%20Control,used%20to%20access%20these%20resources.

upvoted 1 times

= & VTHAR 10 months, 1 week ago

"C. From Active Directory Administrative Center, create a Dynamic Access Control policy" is definitely NOT the correct answer. That is on-perm
technology which has nothing to do with Azure AD and Conditional Access and you also need to deploy Central Access Policies/ Central Access
Rules/User claims and device claims which doesn't relate to this question at all.

upvoted 7 times

) & Robert__Susin 3 months, T week ago

Yes the question is very off and confusing the way they wrote, but nonetheless:
To configure conditional access for VPN connectivity, you need to:

Create a VPN certificate in the Azure portal.
Download the VPN certificate.
Deploy the certificate to your VPN server.

upvoted 1 times

= & junkz 1 year, 1 month ago

the question is not around the actual connection mechanism (which is certificate indeed) but more around the conditions that govern the
connection. so dynamic access would be the good option
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upvoted 3 times

= & Robert__Susin 3 months, 1 week ago

Yes the question is very off and confusing the way they wrote, but nonetheless:
To configure conditional access for VPN connectivity, you need to:

Create a VPN certificate in the Azure portal.

Download the VPN certificate.

Deploy the certificate to your VPN server.
upvoted 1 times

=) & Prianishnikov 11 months, 3 weeks ago

https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-connectivity-windows10
upvoted 1 times

© & itmp 1 year, 3 months ago

You create the certificate here:
portal.azure.com/#blade/Microsoft_AAD_IAM/ConditionalAccessBlade/Vpn
upvoted 5 times
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Question #8 Topic 1

You have a Microsoft 365 subscription.

From the Microsoft 365 admin center, you create a new user.
You plan to assign the Reports reader role to the user.

You need to view the permissions of the Reports reader role.
Which admin center should you use?

A. Azure Active Directory
B. Cloud App Security
C. Security & Compliance

D. Microsoft 365

&) & kmsrajan 1 year, 7 months ago
All roles and permission details are available in AAD but in M365 Admin center you see the role, not permission details.

upvoted 15 times

= & pmr123 10 months, 3 weeks ago

No No..You can also see the permissions as well from M365 portal
upvoted 2 times

& & sayyidsaif 2 months ago
They Just mentioned M365 portal. Not M365 Admin Center :)
upvoted 1 times

& & bertik 9 months, 2 weeks ago

Well, in M365 portal you can see only skimmed role permissions description compared to AAD. If in real exam, you can select only one

option | would go with AAD, if you can select more options, | would select M365 and AAD.
upvoted 4 times

=) & AB1 1 year, 10 months ago

You can view the permission in M365 Admin Center as well
upvoted 9 times

=) & JWJUNIOR 1 year, 2 months ago

you completely right. | have just confirmed it in Office 365 Portal
upvoted 4 times

© & theboywonder [TELEAe) 1 month ago

The question is Which "ADMIN" center should you use?
As this can be managed from both AAD and M365 Admin centres, both answers are correct A+D

upvoted 1 times

= & subbuhotmail 1 month, 2 weeks ago

The question stated that it has Microsoft 365 subscription, so the most relevant answer would be D.
upvoted 1 times

&) & Rstilekar 1 month, 4 weeks ago

As Bertik said, its correct answer.... M365 portal you can see only skimmed role permissions description compared to AAD. If in real exam, you can

select only one option | would go with AAD, if you can select more options, | would select M365 and AAD.
upvoted 1 times

&) & jsshaker 2 months, 1 week ago

The answer is good. Inside the AAD Console, under "Roles & Administrators”, you have all the roles, including Reports Readers.
upvoted 1 times

(=) & Xtian_ar 1 month, 2 weeks ago

Yes, but from M365 portal is possible too
upvoted 1 times

= & Vabene 3 months, 2 weeks ago

| would say its answer D. This exam is related to M365, so as A and D are correct, D is more accurate.
upvoted 1 times

& & Timzyjay 6 months, 2 weeks ago

Reports Reader based on my check on the licensed demo tenant i have is only available on the Azure AD.
upvoted 1 times

=) & kiketxu 5 months, 1 week ago
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you should see the role permissions under roles in the "M365 admin center" but as this isn't literally in the answers | would say AAD.
upvoted 1 times

=) & Vazza98 6 months, 2 weeks ago

Tested in lab environment and verified.

As per TonySuccess' response ; this role shows in both the M365 admin center and Azure AD.

In M365 this actually loads in a tab named 'Azure AD' so is referencing the same location. Azure AD does show more of an advanced view when
looking at permissions so is more detailed. Either answer would work here but | think MS are looking for Azure AD so answer is correct.

upvoted 2 times

=) & kiketxu 5 months, 1 week ago

as "M365 admin center” isn't literally in the answers | would say AAD but both places can manage it. OFC AAD more detailed and configurable.
upvoted 1 times

© & shanti0091 6 months, 2 weeks ago

Both A & B correct, but in this context Azure gives details more when it comes to permissions. I'll go for A.
upvoted 1 times

&) & svm_Terran 8 months ago
Azure AD in general.
upvoted 2 times

) & TonySuccess 8 months, 1 week ago

It is my opinion, and | recall from a course also that Azure AD Roles section offers more Roles to view and also has more details and options to
manage the roles settings.

Infact, whilst checking to validate my comment, | could only actually see Reports Reader Role in Azure AD.

Therefore | would go for the given answer here.
upvoted 2 times

=) & rsolman 10 months, 2 weeks ago

A and D are both correct. just checked it!
upvoted 1 times

& & pmr123 11 months ago

We can view the permissions from Roles section on Microsoft 365 portal also
upvoted 1 times

&) & examkid 1 year ago

The M365 Portal does a query to the Azure Active Directory and shows the results
Whereas AAD is the source of truth, so | would go for Azure Active Directory

upvoted 3 times

&) & junkz 1 year ago

i imagine there was a time when the 365 portal was showing less info, but nowadays they are prety much on par. the reports reader is a poor
example here because indeed, text quantity wise, it shows less than each every action in the role's description in AAD. if you look at application
admin for example, you'll see a lot more, comparable to the same in AAD. bottom line is :

1. the question is probably gone from exam because it would be confusing currently

2.i do tend to believe that if someone wants to see what's the role about, it will prefer the way the role is described in a bit more non-technical
jargon than AAD, because it's not going to be just global admins that give that role, other persons may be less technical and not realy make sense
of the stuff in AAD

upvoted 1 times

= & mehnaz 1 year ago

Copying the answer from @MawandaH

M365 > Admin Page > Roles > "roleName" > Permissions >

AAD > Dashboard > TenantName > Roles and Administrators > "roleName" > Description
The permission in AAD are quite elaborate compared to M365.

So, will go with the given answer-AAD

upvoted 2 times
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Question #9 Topic 1

You have a Microsoft 365 E5 subscription.

You need to ensure that users who are assigned the Exchange administrator role have time-limited permissions and must use multi-factor
authentication (MFA) to request the permissions.

What should you use to achieve the goal?

A. Security & Compliance permissions
B. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
C. Microsoft Azure AD group management

D. Microsoft Office 365 user management

& & prats005 4 months, 1 week ago

PIM provides JIT access.
upvoted 10 times

= & kiketxu 4 months, 3 weeks ago

B for sure!
upvoted 5 times

© & theboywonder [TELEAe) 1 month ago

PIM is correct!
upvoted 1 times

Question #10 Topic 1

Your company has a Microsoft 365 subscription.

The company does not permit users to enroll personal devices in mobile device management (MDM).

Users in the sales department have personal iOS devices.

You need to ensure that the sales department users can use the Microsoft Power Bl app from i0S devices to access the Power Bl data in your
tenant.

The users must be prevented from backing up the appa€™s data to iCloud.

What should you create?

A. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a device state condition
B. an app protection policy in Microsoft Endpoint Manager
C. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a client apps condition

D. a device compliance policy in Microsoft Endpoint Manager

=) & kiketxu 4 months, 3 weeks ago

Given answer is correct. @Examtopic, here missing the references link

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-
policy#:~:text=You%20can%20use%20Intune%20app,in%20a%20device%20management%20solution.

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy#benefits-of-using-app-protection-

policies:~:text=Prevent%20the%20saving%200f%20company%20app%20data%20to%20a%20personal%20storage%20location
upvoted 14 times
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Question #11 Topic 1

HOTSPOT -
You have a Microsoft 365 E5 subscription.

Users and device objects are added and removed daily. Users in the sales department frequently change their device.
You need to create three following groups:

Name Requirement

Groupl | All the devices of users wherethe Department attribute is setto Sales

Group2 | All the users where the Department attribute is setto Sales

Group3 | All the devices where the deviceOwne rship attribute is set to Company.

The solution must minimize administrative effort.

What is the minimum number of groups you should create for each type of membership? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Groups that have assigned membership: | v

wWN = O

Groups that have dynamic membership: | v

WN = O

= & kiketxu 4 months, 3 weeks ago

Group 1 has to be assigned because you can't create a device group based on the device owners' attributes.
Group 2 can be dynamic because a user does have a department attribute.
Group 3 can be dynamic because a device does have a deviceownership attribute.

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership#rule-builder-in-the-azure-portal
upvoted 7 times

& & Akc0 4 months, 3 weeks ago
Answer is a bit confusing, Group 1 talks about Department as sales, but you mentioned 'deviceowner' attribute, that is group 3 right?
upvoted 1 times

& & galangimani97 4 months ago

it means you cannot create a rule of device group with the condition based on user attribute. user attribute is different from the device
attribute. you can check more detail in the link below

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership#rules-for-devices
upvoted 4 times

B & Xtian_ar [TRLaate) 1 month, 2 weeks ago

The answer is correct, but it is because there is not a rule for department attribute for devices
upvoted 3 times

= & tarunkantimondal 2 months, 3 weeks ago
answer is confusing
upvoted 1 times

& & prats005 4 months ago

Answer is correct
upvoted 4 times

&) & prats005 4 months ago

You can create a dynamic group for devices or for users, but you can't create a rule that contains both users and devices.
You can't create a device group based on the device owners' attributes. Device membership rules can only reference device attributes.
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https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership
upvoted 2 times

Question #12 Topic 1

Your company has a main office and a Microsoft 365 subscription.

You need to enforce Microsoft Azure Multi-Factor Authentication (MFA) by using conditional access for all users who are NOT physically present
in the office.

What should you include in the configuration?

A. a user risk policy
B. a sign-in risk policy
C. anamed location in Azure Active Directory (Azure AD)

D. an Azure MFA Server

& & AmerSerhan 1 year, 3 months ago

Named locations
With named locations, you can create logical groupings of IP address ranges or countries and regions.
You can access your named locations in the Manage section of the Conditional Access page.

upvoted 19 times

= & theboywonder 1 month ago
you are right, C is correct. This is how it's done: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/untrusted-networks
upvoted 1 times

= & kiketxu 5 months, 1 week ago

C for sure.
upvoted 2 times

&) & svm_Terran 7 months, 4 weeks ago

C. Named Location under Azure AD.
upvoted 2 times

&) & junkz 1 year ago

clearly named locations:
Organizations can use this network location for common tasks like:

Requiring multi-factor authentication for users accessing a service when they are off the corporate network.
Blocking access for users accessing a service from specific countries or regions.
The network location is determined by the public IP address a client provides to Azure Active Directory.

upvoted 3 times

= & xofowi5140 1 year, 3 months ago

"for all users who are NOT physically present in the office"
| think Sign-in risk policy is the best answer.
Administrators can choose to block access, allow access, or allow access but require multi-factor authentication

upvoted 2 times

=) & VTHAR 1 year ago

Sign-in risk policy is extra layer of protection as stated in this link https://docs.microsoft.com/en-us/azure/active-
directory/authentication/tutorial-risk-based-sspr-mfa

Therefore, to enforce MFA for out of office access practically, you need to use "Named Locations". It's enforced in my work environment since
one and half years ago.

upvoted 5 times
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Question #13 Topic 1

HOTSPOT -
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
Userl Groupl Disabled
User2 Groupl, Group2 Enabled

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:

c® Assignments: Include Group1, Exclude Group2

c® Conditions: Sign-in risk of Low and above

c» Access: Allow access, Require password change

You need to identify how the policy affects User1 and User2.

What occurs when User1 and User2 sign in from an unfamiliar location? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Must change their password: | v

Userl only

User2 only

Both User1 and User2
Neither Userl nor User2

Prompted for MFA: K4

Userl only

User2 only

Both User1 and User2
Neither Userl nor User2

= & kiketxu 4 months, 3 weeks ago

User1 is must change PW.
User2 prompted for MFA

upvoted 27 times

= & Yetijo 1 month, 3 weeks ago

This is the correct answer. The CA in this scenario is designed for User 1. The user does not have MFA enabled and cannot be challenged, but
they can be allowed and prompted action (password change). By nature of MFA a user will be challenged when signing on from an unfamiliar
location, without a CA in place.

upvoted 1 times

= & w00t 4 months, 1 week ago

This is the right answer
upvoted 3 times

© & Sikula 4 months, 1 week ago

| assume that correct answers are:
User1 must change password (because User2 is excluded from condition)
Neither User1 nor User2 will be prompted (because there is not such condition)

upvoted 17 times

() & yayoayala 3 months, 3 weeks ago

User1 must change password (because User2 is excluded from condition. Exclusion wins over inclusions.)
User1 nor User2 will be prompted (because there is not such condition)

upvoted 4 times

& & M3ridi3n 1 month, 4 weeks ago
| think the condition is there : " User1 and User2 sign in from an unfamiliar location"
upvoted 1 times

= & ellik 3 months, 3 weeks ago

can you elaborate more , why Neither User1 nor User2 will be prompted (because there is not such condition). it is really confusing with all
these disscussion.

upvoted 1 times
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= & dcasabona 3 months, 1 week ago

This is because the conditional access policy asks to change the password, not to enforce MFA. On top of that, MFA is disable for user 1 and
excluded for user 2 since he is in the exclusion policy, which over take inclusion.

upvoted 1 times

= & JoelB 1 month, 2 weeks ago

The MFA settings are not in the conditional access policy but the Azure Multi-Factor Authentication blade. This is the per-user AAD MFA
(although MS are recommending utilising CA policies for MFA, this is also an option). Since the status of User 2 is set to Enabled, they will
have to configure MFA on next login. The user is signing in from unfamiliar location, so they will not exempt from the Trusted IP ranges
which can be configured in the per-user AAD MFA. Therefore User 2 will be required to set up MFA if they sign in, second answer is
correct. | agree with the exclusion for User 2 and first answer should be User 1 only.

upvoted 3 times

© & chaoscreater [LaLae) 1 month, T week ago

Just because it shows Enabled for MFA, doesn't mean user has completed registration. If user has registered for MFA, the status should show
Enforced. So technically, user 2 won't be prompted for MFA and instead will be prompted to register for MFA?

upvoted 1 times

(=) & Xtian_ar 1 month, 2 weeks ago

Answer is correct.
User1 must change PW (by the conditional policy)
User2 prompted for MFA (by MFA configuration for User2)

upvoted 1 times

=) & Rstilekar 1 month, 4 weeks ago

Correct answer for me is #
User1 must change password (because User2 is excluded from condition. Exclusion wins over inclusions.)
User1 nor User2 will be prompted (because there is not such condition)

upvoted 2 times

= & bsldwp_2020 2 months ago

Must change their password: User 1 Only

Prompted for password: Neither User 1 nor User 2.

Exclusion take precedence over Inclusions.

Supporting article: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-users-groups#exclude-
users

upvoted 2 times

= & bsldwp_2020 2 months ago
| mean for Prompted for MFA: User 2 only.
upvoted 1 times

=) & Ocico 2 months, 3 weeks ago

both users are scoped in Group1. prompt for password change has no relation to MFA.
user2 will be prompted for MFA, because user?2 is enabled for MFA.
for me, the given answers are correct

upvoted 3 times

& & arunjana 2 months, 3 weeks ago

User1 must change password
Neither User1 nor User2 will be prompted for MFA

upvoted 2 times

= & GevedeBe 3 months, 2 weeks ago
The question is" how the policy affects...." MFA is not part of a user sign-in -risk policy so, User 1 and User 2 will NOT be prompted!
upvoted 7 times

& & Jslei 4 months, 3 weeks ago
This is tricky. | believe answer given is correct. User2 is part of group1 that is included in the policy, so both Users must change password.
upvoted 2 times

© & Jslei 4 months, 3 weeks ago

Nope | was wrong. Had to test it. User2 got blocked as soon as | removed group2 from the exclusions. When | added group?2 back, User2 was
no longer blocked. So exlusions wins over inclusions

upvoted 13 times

& & nramospe 4 months, 3 weeks ago

But user2 also belongs to group1 and | think inclusion has priority over exclusion.
So the answer given is correct

upvoted 1 times

=) & kiketxu 4 months, 3 weeks ago
Not for CA. Exclusion takes priority. Look at this as emergency measure for admins.
upvoted 3 times

= & MCPsince1999 4 months, 3 weeks ago
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Yes: "When organizations both include and exclude a user or group the user or group is excluded from the policy, as an exclude action
overrides an include in policy"
upvoted 1 times

& & BialyFenek 4 months, 4 weeks ago

| think that user 2 doesn't need to change the password because in the settings group 2 is excluded.
Only user 1 needs to change his password.

upvoted 1 times

= & b00 4 months, 4 weeks ago
| can't understand why user 2 is not excluded
upvoted 1 times

© & b00 4 months, 4 weeks ago
For me "Must change their password" should be "user 1 only".
upvoted 2 times
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Question #14 Topic 1

HOTSPOT -
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of Multi-factor authentication
(MFA) status

Userl Groupl, Group2 Disabled

User2 Groupl Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings:

c® Assignments: Include Group1, Exclude Group2

c® Conditions: Sign-in risk of Low and above

c® Access: Allow access, Require multi-factor authentication

You need to identify how the policy affects User1 and User2.

What occurs when each user signs in from an anonymous IP address? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

User1: '

Blocked
Can sign in without MFA
Prompted for MFA

User2: v

Blocked
Can sign in without MFA
Prompted for MFA

&) & Sugar123 4 months, 3 weeks ago

User 2 will be blocked. Watch the video at 1:23 : https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-risk-policies. It says access will be blocked if a user is not registered for MFA

upvoted 24 times

=) & stromnessian 1 week, 6 days ago

Where in the question does it say that the users are not registered?
upvoted 1 times

=) & fuckthisscamsite 3 months, 3 weeks ago

This is wrong, verified in demo tenant lab. If User2 is disabled for MFA, they are prompted to register in this scenario. They are allowed to
register, and then allowed to sign in following successful registration. Unfortunately that video is wrong too and would not be the first time that
official MS documentation is inaccurate.

upvoted 9 times

) & chaoscreater 1 month, 1 week ago

| agree. Answer should be "can sign in without MFA", which is technically correct? Prompted to register for MFA and prompted for MFA are
different things, so technically the only suitable option is can sign in without MFA?

upvoted 1 times

=) & ellik 3 months, 3 weeks ago

how about user 1 ? is the given answer correct ? can sign-in without MFA as exclusion win ?
upvoted 2 times

=) & bingomutant 4 months, 3 weeks ago

this looks correct - thanks
upvoted 1 times

B & Lulu77 {FRCRL ) 1 month, 2 weeks ago
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Replicated these settings in my demo tenant. User1 - can sign in without MFA. User2 prompted to register.
upvoted 7 times

= & Nickske157 1 month, 1 week ago

user 1: can sign-in without mfa

user 2: blocked
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-policies
Warning

Users must register for Azure AD MFA and SSPR before they face a situation requiring remediation. Users not registered are blocked and require
administrator intervention.

Password change (I know my password and want to change it to something new) outside of the risky user policy remediation flow does not meet
the requirement for secure password reset.

upvoted 1 times

=) & Rstilekar 1 month, 4 weeks ago
Given answers are correct#

USERT # User 1 has MFA "disabled".

User 1 is part of Group 1 and Group 2 -- Group 2 is EXCLUDED from this policy, meaning User 1 doesn't participate in this policy.

The policy is what enforced that MFA is required to log in. Because this policy isn't enforced for User 1, they can sign in without MFA.
Reference - Exclusion take precedence over Inclusions: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-
conditional-access-users-groups#exclude-users

USER2 # Answer for MFA part is 'Blocked'

Users must register for Azure AD MFA and SSPR before they face a situation requiring remediation. Users not registered are blocked and require
administrator intervention

Reference - Watch the video at 1:23 : https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-
configure-risk-policies. It says access will be blocked if a user is not registered for MFA

upvoted 2 times

(=) & stromnessian 1 week, 6 days ago
Where does it say that User2 is not registered. Registration has nothing to do with per-user MFA settings.
upvoted 1 times

E & bsldwp_2020 2 months ago

User 2 will be required to register for MFA. Only after user is registered and sign-in using MFA, the access will be granted.
Also, Exclusion take precedence over Inclusions: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-users-groups#exclude-users

upvoted 4 times

= & bsldwp_2020 2 months ago

CORRECTION: Answer for MFA part is 'Blocked'
Users must register for Azure AD MFA and SSPR before they face a situation requiring remediation. Users not registered are blocked and require
administrator intervention

upvoted 1 times

=) & chaoscreater 1 month, 1 week ago

The user isn't blocked though, they will be prompted to register for MFA during the sign-in.
upvoted 1 times

= & JRGR 4 months ago
Why User 1 can sign in without MFA? Both users are members of Group 1, which is included in the policy, so both users will be blocked.
upvoted 2 times

& & AJWYATT79 4 months ago
Because User 1 is also a member of Group 2, and Group 2 is excluded from the policy. Exclusions win over inclusions
upvoted 6 times

=) & wo0t 4 months, 1 week ago

User 1 = Can sign in without MFA
User 2 = Blocked

upvoted 6 times

= & theboywonder 1 month ago

this is the correct answer, user 2 is blocked due to MFA is disabled. MFA should be enabled first for this user.
upvoted 1 times

= & prats005 4 months, 1 week ago

How the user will be able to sign in without MFA?
upvoted 1 times

= & w00t 3 months, 3 weeks ago

User 1 has MFA "disabled".
User 1 is part of Group 1 and Group 2 -- Group 2 is EXCLUDED from this policy, meaning User 1 doesn't participate in this policy.
The policy is what enforced that MFA is required to log in. Because this policy isn't enforced for User 1, they can sign in without MFA.

upvoted 9 times
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= & kiketxu 4 months, 3 weeks ago

User 1 can't sign without MFA.
User 2 will be prompted for MFA.

upvoted 3 times

=) & ellik 3 months, 3 weeks ago
User 2 will be blocked. Sugar123 is right
upvoted 1 times

= & rinokings 4 months, 3 weeks ago
User 2 will be prompted for MFA
upvoted 1 times

& & BialyFenek 4 months, 4 weeks ago
User 2 will be prompted for MFA.
upvoted 2 times

=) & bingomutant 4 months, 3 weeks ago

agreed - even if MFA disabled user 2 will still be prompted for it

upvoted 2 times
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Question #15 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

You use the Security event log on Server1.

Does that meet the goal?

A. Yes
B. No

© & WoneSix ([[FLALGLY ' vear, 7 months ago

While the responses were correct, the URL referenced in the solution on this and the following two questions refers to a third party product, NOT
to Azure AD Connect. A correct reference is https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-object-not-syncing,
which shows that the Azure AD Connect events are in the Azure AD Connect tool itself, not in any of the Windows event logs.

upvoted 12 times

= & Wallace44 1 year, 6 months ago

Even though to a third party product, if you read the page it includes information about where to find logs for AAD Connect. | do agree your
link is better, though this link does provide enough context.

upvoted 2 times

=) & WoneSix 1 year, 6 months ago

This is referencing where a third party tool keeps its event logs. From the web page, it appears the third party tool is named AD Connect.
This is not the droid you're looking for.

upvoted 1 times

&) & WoneSix 1 year, 6 months ago

After more searching, | was able to find this article that says password hash sync issues are found in the application event log.
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-password-hash-synchronization

upvoted 2 times

=) & kiketxu 4 months, 3 weeks ago

No, it should be in the application log.
upvoted 8 times

& & zerowonka 3 months ago

Correct answer is No

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-service-manager-ui
upvoted 1 times

& & littlelamb 8 months, 1 week ago

| have setup and using AADC for a client, AADC events can be viewed in windows event APPLICATION logs not SECURITY logs
upvoted 6 times

) & Dumas234 1 year ago
Azure AD Connect is not a 3rd party tool.
upvoted 1 times

) & jason6311 1 year ago

Ignore the pingidentity.com link (as WoneSix stated). It is to a third party app (Ping Identity) which apparently has a feature called AD Connect,
and has nothing to do with Azure AD Connect; the logo doesn't even match the Azure AD Connect logo.

upvoted 2 times

&) & jasscomp 1 year, 3 months ago
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-service-manager-ui

Logs can be found with Syncronisation Manager which is part of Azure AD Connect.
upvoted 2 times
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Question #16 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that

might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

You use the Directory Service event log on ServerT.

Does that meet the goal?

A. Yes
B. No

E & WoneSix [[FLALELY ' vear, 6 months ago

The solution references a third-party product called AD Connect. This is not AAD Connect. Here is documentation saying where the AAD Connect
tool records password hash sync issues: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-password-hash-
synchronization

upvoted 5 times

= & kiketxu 5 months, 1 week ago

B for sure. You need application event log.
https://docs.microsoft.com/en-us/troubleshoot/azure/active-directory/installation-configuration-wizard-errors#troubleshoot-additional-error-
messages

upvoted 4 times

&) & vishg 6 months, 1 week ago

What is the correct answer? Simply put Yes or No. With description.
upvoted 2 times

& & ochiwi 1 year, 3 months ago

event logss thats where they go...
upvoted 2 times
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Question #17 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

You use the System event log on Server1.

Does that meet the goal?

A. Yes
B. No

= & svm_Terran 7 months, 4 weeks ago

certainly No. needs an Application.
upvoted 4 times

=) & kiketxu 5 months, 1 week ago
Agree. https://docs.microsoft.com/en-us/troubleshoot/azure/active-directory/installation-configuration-wizard-errors#troubleshoot-additional-
error-messages
upvoted 3 times

) & WoneSix 1 year, 6 months ago

The solution references a third-party product called AD Connect. This is not AAD Connect. Here is documentation saying where the AAD Connect
tool records password hash sync issues: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-password-hash-
synchronization

upvoted 4 times
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Question #18 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that
might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an on-premises Active Directory domain named contoso.com.

You install and run Azure AD Connect on a server named Server1 that runs Windows Server.

You need to view Azure AD Connect events.

You use the Application event log on Server1.

Does that meet the goal?

A. Yes
B. No

= & Gowdhaman 1 year, 8 months ago

Application Event Log is correct. But the reference link is wrong. It should be below.

https://support.microsoft.com/en-us/help/2684395/how-to-troubleshoot-azure-active-directory-sync-tool-installation-and
upvoted 19 times

& & TDAC 10 months, 3 weeks ago

| agree with this answer. Further information can also be found here: https://docs.microsoft.com/en-us/troubleshoot/azure/active-
directory/installation-configuration-wizard-errors - under the heading "Troubleshooting additional error messages”, it makes specific mention
that DIRECTORY SYNCHRONIZATION LOGGING can be found under the Application log

upvoted 3 times

&) & jasscomp 1 year, 3 months ago

Thanks - the article does explain that these logs can be found in the Event Log. So if Azure AD connect is installed on Server1 then this is the
correct answer.

upvoted 2 times

© & Rstilekar 1 month, 4 weeks ago

TDAC is correct # | agree with this answer. Further information can also be found here: https://docs.microsoft.com/en-
us/troubleshoot/azure/active-directory/installation-configuration-wizard-errors - under the heading "Troubleshooting additional error messages”,
it makes specific mention that DIRECTORY SYNCHRONIZATION LOGGING can be found under the Application log

upvoted 1 times

=) & kiketxu 5 months, 1 week ago

At last! this is correct log location.
upvoted 1 times

= & kiketxu 5 months, 1 week ago

https://docs.microsoft.com/en-us/troubleshoot/azure/active-directory/installation-configuration-wizard-errors#troubleshoot-additional-error-
messages
upvoted 1 times

© & JSmithZTG 1 year, 2 months ago
The answer is incorrect. Only installation events are logged in the Event Log. Azure AD Connect Events are logged within the application itself.
upvoted 3 times

© & jason6311 1 year ago

Though | take your point, none of the other test questions (at least shown here) give that answer as an option, and these series typically have
one correct answer. The fact that installation events for AAD Connect do show in the Application Event log, if | were faced with the same series
of questions in the exam, | would choose the Application Event log answer as "yes". But it is an ambiguous question.

upvoted 3 times

& & VTHAR 12 months ago

Yes, it's very ambiguous question. AADC logs certain events to Application Event Log so this answer must be correct.
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-password-hash-synchronization

"No password hash synchronization heartbeat events

Each on-premises Active Directory connector has its own password hash synchronization channel. When the password hash synchronization
channel is established and there aren't any password changes to be synchronized, a heartbeat event (Eventld 654) is generated once every
30 minutes under the Windows Application Event Log. For each on-premises Active Directory connector, the cmdlet searches for
corresponding heartbeat events in the past three hours. If no heartbeat event is found, the following error is returned:"

upvoted 2 times

&) & TonySuccess 8 months, 1 week ago
Don't overthink it bro it's just making sure you know that it's not security logs etc and you go to the correct log area (App logs).
upvoted 8 times
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Question #19 Topic 1

You have a Microsoft 365 E5 subscription.

Some users are required to use an authenticator app to access Microsoft SharePoint Online.

You need to view which users have used an authenticator app to access SharePoint Online. The solution must minimize costs.
What should you do?

A. From the Security & Compliance admin center, download a report.
B. From Azure Log Analytics, query the logs.
C. From the Security & Compliance admin center, perform an audit log search.

D. From the Enterprise applications blade of the Azure Active Directory admin center, view the sign-ins.

= & Goseu 2 months, 3 weeks ago
Answer is Correct , you may filter per Application and per Authentication requirement .
upvoted 3 times

= & kiketxu 4 months, 3 weeks ago

It's clear D to me in this case, but there is something rare in the statement. It's correct yhay you can see if MFA authentication was used filtering by
MFA, but | don't see any possibility to confirm they are using the authenticator app.

upvoted 3 times

= & thecomodor 4 months ago

Actually, you can. If you click on the sign-in, a Details pane will be opened at the bottom which has the authentication Details including what
form of MFA has been used

upvoted 1 times
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Question #20 Topic 1

HOTSPOT -
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Role
User1 Global administrator
User2 Privileged Role Administrator
User3 Security administrator

You implement Azure Active Directory (Azure AD) Privileged Identity Management (PIM).
From PIM, you review the Application Administrator role and discover the users shown in the following table.

Name Assignment type
UserA Permanent
UserB Eligible
UserC Eligible

The Application Administrator role is configured to use the following settings in PIM:

c» Maximum activation duration: 1 hour

> Notifications: Disable

< Incident/Request ticket: Disable

c® Multi-Factor Authentication: Disable

c® Require approval: Enable

c® Selected approver: No results

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
If UserB requests the Application Administrator role, User1 can approve the request of UserB. O O
If UserB requests the Application Administrator role, User2 can approve the request of UserB. O O
If UserC requests the Application Administrator role, User3 can approve the request of UserC. O O

= & VTHAR 10 months, 1 week ago

YES-YES-NO. If you edit role setting and define no approver, you will see this statement right there at PIM => If no specific approvers are selected,
privileged role administrators/global administrators will become the default approvers.

upvoted 26 times

© & examuser123 [[ITIALGLY 1 year, 1 month ago

Just tested this, no approvers specified, any global admin can approve as well as privileged role admins. Key here is if no approvers are assigned
then any GA or PRA can approve

upvoted 22 times

© & tarunkantimondal ([TELee) 1 month, 4 weeks ago
Answer is Y-Y-N
upvoted 1 times

&) & SofieneFerchichi 5 months ago
Correct...Y Y N with TEST
upvoted 8 times

= & finolweb 5 months, 2 weeks ago

If no specific approvers are selected, privileged role administrators/global administrators will become the default approvers.
upvoted 4 times

= & Jullirene 5 months, 2 weeks ago

The answer is CORRECT. The focus on this question is on whether approval is required or no and in this case approval IS required even though
there are no approvers selected which means that anyone in the Global Administrator or Privileged Administrator role would be able to approve
access to eligible members. If "Require Approval" wasn't configured then the users would be able to self-approve for the roles and the whole
elevation process would be automated and time-bound for the Thr mentioned here

upvoted 2 times
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= & TheHole 5 months, 2 weeks ago

"Only Global Administrators and Privileged Role administrators can delegate administrator roles"
YES
YES
NO

upvoted 5 times

= & Gamer50 5 months, 3 weeks ago
The answer is YES,YES,NO.

To explain the first YES with regards to the Administrator can approve, check this reference : https://docs.microsoft.com/en-us/azure/active-
directory/privileged-identity-management/azure-ad-pim-approval-workflow?tabs=new

A Global admin or Privileged role admin who believes that an approved user should not be active can remove the active role assignment in
Privileged Identity Management. Although administrators are not notified of pending requests unless they are an approver, they can view and
cancel any pending requests for all users by viewing pending requests in Privileged Identity Management.

upvoted 2 times

) & LuisLfr 6 months ago

YES
YES
NO

upvoted 2 times

& & janee 6 months, 3 weeks ago

Yes
Yes
No

upvoted 2 times

(=) & Samoanhulk 6 months, 3 weeks ago
No, Yes, No
upvoted 1 times

=) & AlexanderSaad 6 months, 3 weeks ago

The answer is correct. If you create an assignment in PIM and you check its settings you will read that:
"If no specific approvers are selected, privileged role administrators/global administrators will become the default approvers.”
upvoted 1 times

& & Mary_Yvette 7 months, 3 weeks ago
Yes, Yes, No

| checked the portal in PIM and this is what | found:
If no specific approvers are selected, privileged role administrators/global administrators will become the default approvers.
upvoted 3 times

&) & TonySuccess 8 months, 2 weeks ago
I've used my lab to test this because there are so many conflicting answers.

If you assign the App Admin role to someone and make them eligable, they can activate the role themsleves.

Unless, you Edit the role settings and assign approvers for the role. (If you do not assign approvers you ge the following message):
"If no specific approvers are selected, privileged role administrators/global administrators will become the default approvers"

I logged in to PIM as a secondary Global Admin and was able to Activate an assignment for the App Admin role.

Make of that what you will...
upvoted 2 times

& & TonySuccess 8 months ago

A Global admin or Privileged role admin who believes that an approved user should not be active can remove the active role assignment in
Privileged Identity Management. Although administrators are not notified of pending requests unless they are an approver, they can view and
cancel any pending requests for all users by viewing pending requests in Privileged Identity Management.

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/azure-ad-pim-approval-workflow?tabs=new
upvoted 3 times

= & Ehernandez 6 months, 3 weeks ago

this link is clear, in the last Note.
upvoted 1 times

& & hamzajeljeli 9 months, 2 weeks ago

Provided answer is correct. Please check this reference https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-
reference#privileged-role-administrator

upvoted 2 times

& & Dhanger 9 months, 4 weeks ago
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Yes-Yes-No
Only Global administrators and Privileged Role administrators can delegate administrator roles. To reduce the risk to your business, we recommend
that you assign this role to the fewest possible people in your organization.
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles

upvoted 1 times

= & examcrammer 10 months, 1 week ago

VTHAR is correct!! | upvoted that response and agree YES-YES-NO
upvoted 1 times

Question #21 Topic 1

You have a Microsoft 365 E5 subscription.
Some users are required to use an authenticator app to access Microsoft SharePoint Online.

You need to view which users have used an authenticator app to access SharePoint Online. The solution must minimize costs.
What should you do?

A. From the Azure Active Directory admin center, view the sign-ins.
B. From the Security & Compliance admin center, download a report.
C. From the Enterprise applications blade of the Azure Active Directory admin center, view the audit logs.

D. From the Azure Active Directory admin center, view the authentication methods.

(=) & kiketxu 4 months, 3 weeks ago
A'in this case.
upvoted 4 times
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Question #22 Topic 1

HOTSPOT -

You have a Microsoft 365 subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to recommend an Azure AD Privileged Identity Management (PIM) solution that meets the following requirements:

= Administrators must be notified when the Security administrator role is activated.

c® Users assigned the Security administrator role must be removed from the role automatically if they do not sign in for 30 days.

Which Azure AD PIM setting should you recommend configuring for each requirement? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Administrators must be notified when the Security v
administrator role is activated: Merks
Roles
Access reviews
Users assigned the Security administrator role must be removed v
from the role automatically if they do not sign in for 30 days: Alerts
Roles
Access reviews

= & kiketxu 4 months, 3 weeks ago

If I'm right....(if not, please appreciated someone point me right)
#1 Role activation alert is in "Roles" under Assignments (or Assignments in the blade directly), select i.e. Security Admin role and go to notifications
section in settings.

#2 Despite under Alerts are two triggers that could raise an alert for "Elegible administrators aren't using their privileged roles (<30days)" or
"Potential stale accounts in a privileged role (without setting available)" | don't see anywhere an option to automate removal. So, | would answer
"Access Reviews" as the only possible way | found to automate action to remove role. https://docs.microsoft.com/en-us/azure/active-
directory/privileged-identity-management/pim-how-to-configure-security-alerts?tabs=new#administrators-arent-using-their-privileged-roles

Additional link: https://docs.microsoft.com/es-es/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts?
tabs=new

upvoted 16 times

=) & prabhjot 6 days, 21 hours ago
agree 1) role and 2) Access Review
upvoted 1 times

=) & VYetijo 1 month, 3 weeks ago

| believe you are correct.
#1 is Role
#2 Access Review

#1 Should be role, no question. #2 Should be access review based on findings in the lab and supported by the MS docs:
https://docs.microsoft.com/es-es/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts?tabs=new

upvoted 6 times

= & ellik 3 months, 3 weeks ago

| agree with you as it is mentioned that >>>Regularly review accounts with privileged roles using access reviews and remove role assignments
that are no longer needed.
| also checked the AAD and you can specify the role and the action to remove-approve-take recommendation

upvoted 1 times

= & w00t 4 months, 1 week ago

Pretty positive you're right.
#1 = ROLE
#2 = ALERT

They have the answer backwards.
upvoted 1 times

= & w00t 4 months, 1 week ago

CONFIRMED
1 - ROLE
2 - ALERT
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If you go into PIM > Roles > Select Any Role > Role Settings > "Send notifications when eligible members activate this role"
- This is all within ROLE SETTINGS. Has nothing to do with "Alerts".

upvoted 3 times

=) & Rafale 4 months, 1 week ago

Given answers are correct
1- Alert
2- Role

upvoted 10 times

E & stromnessian 1 week, 5 days ago

Dear Microsoft, please employ competent people to write the exam questions.
upvoted 2 times

&) & aaronkho 1 month, 1 week ago

Alert
Access Review

upvoted 1 times

&) & Rstilekar 1 month, 4 weeks ago

| think JRGR is correct # Answer to both is ROLES.

1 - Roles: In the role configuration, in the Notification tab you can set up who receives a notification when the role is activated ((Role activation
alert is in "Roles" under Assignments (or Assignments in the blade directly), select i.e. Security Admin role and go to notifications section in
settings.))

2 - Roles:In the role configuration, Assignement tab, and then set the assignment duration to 30 days.

2nd answer cant be access reviews as - Stale accounts is based on the last password change date and for access review you can set up this rule
only for max 27 days in a month (not 30), also access review is more asking the manager to review.

Also 2nd Answer Cant be 'Alert’ as - the "Potential stale accounts in a privileged role" Alert is for 90 days and cannot be changed
upvoted 2 times

= & DiscussElie 2 months ago

1-Roles
2- Alerts

upvoted 1 times

= & bsldwp_2020 2 months ago
1- Role (Manage --> Roles --> <Role name> --> Role Settings --> Edit "Send notifications when members are assigned as eligible to this role")

2- Alerts (Manage --> Alerts --> Settings --> Edit "Eligible administrators aren't activating their privileged role")
upvoted 1 times

&) & Lomak 2 months, T week ago

#1 - Role: Role Settings
#2 - Role: Assinment End time - set to 30 days

2nd Answer Cant be 'Alert' as the "Potential stale accounts in a privileged role" Alert is for 90 days and cannot be changed
upvoted 1 times

& & prats005 4 months ago

Roles and Access Review | https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-security-
review

upvoted 5 times

Roles: In the role configuration, in the Notification tab you can set up who receives a notification when the role is activated
Roles:In the role configuration, Assignement tab, and then set the assignment duration to 30 days.

upvoted 5 times

&) & JRGR 4 months ago
’] -
2 -

&) & vijeet 4 months, 2 weeks ago

Answers are:
1. Role (Require approval to activate)
2. Alert (Potential stale accounts in a privileged role)

upvoted 4 times

= & b00 4 months, 4 weeks ago

| think this is the other way arround, notifications are in "role" (the alert can trigger if admin is assigned outside of PIM but that's not how |
understand the question) and for the second question because it says "if they do not sign in" | would rather use this alert :
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts?
tabs=new#administrators-arent-using-their-privileged-roles. The only thing | cannot answer is the automation of the role removal... but maybe the
fix for the alert can be considered as automation.

upvoted 2 times
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Question #23 Topic 1

SIMULATION -

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will
not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to
external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesna€™t matter how you accomplish the task, if you
successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to
complete each lab.

But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time
provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password -

K

ExamUser

==

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.

Microsoft 365 Username:

admin@LODSe244001.onmicrosoft.com

Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab instance: 11032396 -

You need to ensure that a user named Lee Gu can manage all the settings for Exchange Online. The solution must use the principle of least
privilege.

To complete this task, sign in to the Microsoft Office 365 admin center.

= & Alex_ua1 1 month ago
The task says -To complete this task, sign in to the Microsoft Office 365 admin center. answer is correct
upvoted 1 times

= & Rstilekar 1 month, 3 weeks ago
Yes given answer is right
upvoted 1 times

&) & Zak$ 2 months, 1 week ago
The Exchange Service Admin (aka Azure AD 'Exchange Administrator' role) is a member of the '‘Organization Management' role group in EXO.

So, granting someone the Azure AD Exchange Admin role would be the ideal/best practice way to go.
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The ans given is technically correct but probably not best practice.
I'd grant the user the Azure AD Exchange Admin role in the exam for this lab exercise.

upvoted 4 times

= & nidentify 3 weeks, 3 days ago
Yes exchange admin is should be the correct answer
upvoted 1 times

& & jatinKumar 4 months ago
will this not be .. ADzure AD Role "Exchange Administrator” as it says manage all settings of exchange online.. please advise
upvoted 3 times

= & Robert__Susin 3 months ago

No as Exchange Administrator is different from Organization Manager role in EXO, the question states Least Privileges into managing settings in
EXO, so the given answer is correct.

upvoted 2 times

=) & dcasabona 3 months, 1 week ago
| think so too.
upvoted 1 times

& & ellik 3 months, 3 weeks ago
is it AD Role "Exchange Administrator” ?
upvoted 1 times
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Question #24 Topic 1

SIMULATION -
Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will

not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to
external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesna€™t matter how you accomplish the task, if you
successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to
complete each lab.

But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time
provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password -

K

ExamUser

==

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.

Microsoft 365 Username:

admin@LODSe244001.onmicrosoft.com

Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab instance: 11032396 -
You need to ensure that each user can join up to five devices to Azure Active Directory (Azure AD).
To complete this task, sign in to the Microsoft Office 365 admin center.

=) & Delli 3 months, 4 weeks ago

Device is now in Microsoft EndPoint Manager Admin Center. So the process is different :

1-Connect on https://endpoint.microsoft.com

2-Go in Devices --> Enrollement restrictions

3-Create or Edit the default device limit restrictions that apply to all users

4-Set Device limit to 5
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-limit-intune-azure#azure-device-limit-restriction

upvoted 8 times

) & fuckthisscamsite 3 months, 2 weeks ago

The question is about joining devices to Azure AD, not enrolling in Intune. You are wrong
upvoted 16 times
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=) & Rstilekar 1 month, 3 weeks ago

Agreed. given steps in answer are correct
upvoted 2 times

= & Donnie21 3 months, 3 weeks ago
You can still use Azure.
upvoted 2 times

) & Vic08 2 months, 3 weeks ago
https://portal.azure.com/#blade/Microsoft_AAD_Devices/DevicesMenuBlade/DeviceSettings/menuld/
upvoted 2 times
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Question #25 Topic 1

SIMULATION -

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will
not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to
external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesna€™t matter how you accomplish the task, if you
successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to
complete each lab.

But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time
provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password -

ExamUser

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.

Microsoft 365 Username:

admin@LODSe244001.onmicrosoft.com

Microsoft 365 Password: &=Q8v@2qGzYz

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab instance: 11032396 -
You need to ensure that group owners renew their Office 365 groups every 180 days.
To complete this task, sign in to the Microsoft Office 365 admin center.

=) & Vic08 2 months, 3 weeks ago

https://portal.azure.com/#blade/Microsoft_AAD_IAM/GroupsManagementMenuBlade/Lifecycle
upvoted 1 times
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= & Discuss4certi 4 months, 2 weeks ago
If the email address is required, which one would you enter? Or has it been provided?
upvoted 1 times

= & mashaeg 2 months, 2 weeks ago
By default is sent to group owner, if there are no owner, it will send the email in "email cotnact fro groups with no owners"- so yourself/amin

upvoted 1 times

Question #26 Topic 1

SIMULATION -
You need to ensure that unmanaged mobile devices are quarantined when the devices attempt to connect to Exchange Online.

To complete this task, sign in to the Microsoft 365 portal.

E & FumerLaMoquette 9 months ago

| think you need to go to exchange control panel > mobile > exchange activesync access settings and verify default is set to quarrantine.
https://docs.microsoft.com/en-us/exchange/troubleshoot/client-connectivity/eas-device-is-blocked-by-abg-list

upvoted 6 times

= & Dooa 5 months ago

This option is not available in new exchange admin portal..
upvoted 5 times

& & Rstilekar 1 month, 3 weeks ago
The steps are only in Classic EAP and no settings for same in new EAP
upvoted 2 times

& & TheGuy 4 months, 1 week ago
You can still find this setting in the Classic Exchange Admin Center
upvoted 3 times

(&) & yassora 4 months, 2 weeks ago
| agree With Fumer , This answer for the old portal
upvoted 1 times
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Question #27 Topic 1

SIMULATION -
You need to ensure that all users must change their password every 100 days.
To complete this task, sign in to the Microsoft 365 portal.

© & Nicholasname [ DALGLY 1 year, 1 month ago
2. In the left navigation pane, expand the Settings section then select the "Org Settings" option.
upvoted 12 times

= & Alpanama 4 months, 1 week ago
Confirmed, the "new" value is "Org Settings".
upvoted 1 times

& & Ray81 10 months, 4 weeks ago
Yes, thank you @Nicholasname, they skipped that step.
upvoted 2 times

& & IvanDan 10 months, 3 weeks ago
They didn't, "Org Settings" was just "Settings" before. It was changed a few months ago
upvoted 3 times

= & shanti0091 6 months, 1 week ago

true gospel
upvoted 1 times

= & Shahidqk 1 week, 4 days ago

Agree with Nicholas, Setting-->Org Settings.
Don't get confuse there are 3 tabs in middle one "Security & Privacy" then double click on "Password expiration Policy"

upvoted 1 times
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Question #28 Topic 1

SIMULATION -
You need to ensure that a user named Grady Archie can monitor the service health of your Microsoft 365 tenant. The solution must use the

principle of least privilege.
To complete this task, sign in to the Microsoft 365 portal.

= & btd2020 1 year, 2 months ago

| believe the Service Administrator role is the same as Service Support Administrator. | couldn't even find SA role under roles . But the role
description for both is the same.
upvoted 20 times

= & BIl0ckSh3Il 10 months, 3 weeks ago

That's correct. Service Support Administrator role description:
Creates service requests for Azure, Microsoft 365, and Office 365 services, and monitors service health.

upvoted 11 times

=) & shanti0091 6 months, 1 week ago
This is 100% correct.
upvoted 3 times

=) & Rstilekar 1 month, 3 weeks ago

Checked. Its Service Support Administrator role now.
upvoted 1 times

&) & ThBEST 2 months ago

Here is the updated link....
https://docs.microsoft.com/en-us/microsoft-365/business-video/add-admin?view=0365-worldwide

upvoted 1 times

=) & Cogan 4 months, 2 weeks ago
Service Support Admin Role
upvoted 4 times

= & Mikula 1 year, 2 months ago

User need Service Administrator role.
https://docs.microsoft.com/en-us/office365/enterprise/view-service-health

upvoted 2 times

=) & DrMe 7 months ago

Role has been renamed Service Support Administrator:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#service-support-
administrator:~:text=Previously%2C%20this%20role%20was%20called%20%22Service,Graph%20API1%2C%20and%20Azure%20AD%20PowerShe

Il.
upvoted 9 times
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Question #29 Topic 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that

might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 subscription.

You have a user named User1. Several users have full access to the mailbox of User1.

Some email messages sent to User1 appear to have been read and deleted before the user viewed them.

When you search the audit log in Security & Compliance to identify who signed in to the mailbox of User1, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of User1.

You run the Set-AdminAuditLogConfig -AdminAuditLogEnabled Strue

-AdminAuditLogCmdlets *Mailbox* command.

Does that meet the goal?

A. Yes

B. No

© & yeckto 9 months ago

With Set-AdminAuditLogConfig , you must use -UnifiedAuditLoglingestionEnabled parameter to activate user and admin activities.
https://docs.microsoft.com/en-us/powershell/module/exchange/set-adminauditlogconfig?view=exchange-ps

upvoted 13 times

=) & kiketxu 4 months, 3 weeks ago
thanks!
upvoted 1 times

= & Goseu 2 months, 2 weeks ago

Answer is Correct ,meaning NO .
for cloud based use :-UnifiedAuditLoglngestionEnabled
This is for on prem only

upvoted 2 times

= & Kalzonee3611 2 months, 2 weeks ago

This is correct? Seen a few conflicting answers. Any advice would be great...
upvoted 1 times

= & yeckto 9 months ago

Answer is correct. You must use Set-Mailbox -ldentity [] -AuditXXXX. https://docs.microsoft.com/es-es/microsoft-365/compliance/enable-mailbox-
auditing?view=0365-worldwide

upvoted 3 times

& & TDAC 10 months, 2 weeks ago
Answer is correct.

The Set-AdminAuditLogConfig powershell cmdlet has nothing to do with logging mailbox access for delgates. The command is used to change
auditing parameters once auditing has already been enabled. We know from the question that no auditing has been enabled yet.

You can read more about the PS cmdlet mentioned here: https://docs.microsoft.com/en-us/powershell/module/exchange/set-

adminauditlogconfig?view=exchange-ps
upvoted 1 times
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Question #30 Topic 1

You have a Microsoft 365 subscription that contains a user named User1.

You plan to use Compliance Manager.

You need to ensure that User1 can assign Compliance Manager roles to users. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Compliance Manager Assessor
B. Global Administrator
C. Portal Admin

D. Compliance Manager Administrator

E & dzampar 9 months, 1 week ago

My guess is that the answer is wrong as | couldn't find any portal admin role. So regarding the options provided, | would go with the global admin
as per the link below.

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types
upvoted 8 times

=) & Mendel 4 months, 1 week ago

Both Portal Admin and Global Admin is correct. Portal Admin is for the classic portal (which will be deprecated) and Global Admin for new portal.

Classic: https://docs.microsoft.com/en-us/microsoft-365/compliance/meet-data-protection-and-regulatory-reqs-using-microsoft-cloud?
view=0365-worldwide#permissions-and-role-based-access-control%20//%20Portal%20Admin.
New: https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide

upvoted 7 times

B & Yetijo [IRIaa1e) 1 month, 3 weeks ago

Global Administrator

The answer is here in the docs. Also reference the table for Role Types in the following section from the link. The last row clearly indicates GA is
required for assignments.
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#set-user-permissions-and-
assign-roles

upvoted 1 times

= & Rstilekar 1 month, 3 weeks ago

Global Admin is correct.
Portal Admin role was in old compliance admin portals that is retired now already and not available to use anymore.

upvoted 3 times

& & Zak$ 2 months, 1 week ago
Ans GLOBAL ADMINISTRATOR is correct.

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide

"The person holding the global admin role for your organization can set user permissions for Compliance Manager. Permissions can be set in the
Office 365 Security & Compliance center as well as in Azure Active Directory (Azure AD)."

upvoted 1 times

= & DudleyYVR 3 months, 2 weeks ago

It's C. Global Admin is NOT LEAST PRIVILEGE. So that's wrong. RBAC for Portal Admin still exists.
upvoted 2 times

&) & SerhioG 4 months, 1 week ago

Role types

The table below shows the functions allowed by each role in Compliance Manager. The table also shows how each Azure AD role maps to
Compliance Manager roles. Users will need at least the Compliance Manager reader role, or Azure AD global reader role, to access Compliance
Manager.

Types
User can:Compliance Manager role:Azure AD role

Read but not edit data:Compliance Manager Reader:Azure AD Global reader, Security reader

Edit data:Compliance Manager Contribution:Compliance Administrator

Edit test results:Compliance Manager Assessment:Compliance Administrator

Manage assessments,and template and tenant data:Compliance Manager Administration:Compliance Administrator, Compliance Data
Administrator,Security Administrator

Assign users:Global Administrator:Global Administrator
https://docs.microsoft.com/ru-ru/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types

upvoted 1 times
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=) & Rafale 4 months, 1 week ago

Global Administrator is the correct answer.
No role called Portal Admin.

upvoted 1 times

& & diazed 4 months, 3 weeks ago

B for sure. The person holding the global admin role for your organization can set user permissions for Compliance Manager.

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide
upvoted 2 times

(=) & kiketxu 4 months, 3 weeks ago

Seems out of data this question due "Portal Admin", nowdays | hope we can found it updated in the exam.
B for sure! https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types
upvoted 3 times

& & Discuss4certi 4 months, 2 weeks ago

Indeed, i went looking in the permissions section of the compliance admin center. No portal admin to be found. So indeed this question is
probably outdated. If i were to get it today i would pick global admin

upvoted 2 times

= & eltom 5 months ago

Only global administrator can assign Compliance Manager roles to users

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide#role-types

Assign users Global Administrator Global Administrator
upvoted 2 times

= & shanti0091 6 months, 1 week ago

The answer is 100% correct. Portal Admin Role is the least privileged access in this context.

https://docs.microsoft.com/en-us/microsoft-365/compliance/meet-data-protection-and-regulatory-reqgs-using-microsoft-cloud?view=0365-
worldwide#permissions-and-role-based-access-control%20//%20Portal%20Admin.

upvoted 2 times

© & 1a6520117 6 months, 2 weeks ago

Answer is D.Global administrator. Microsoft says

To add or remove users from Compliance Manager roles.

Go to https://servicetrust.microsoft.com.

Sign in with your Azure Active Directory global administrator account.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/meet-data-protection-and-regulatory-reqgs-using-microsoft-cloud?
view=0365-worldwide#assigning-compliance-manager-roles-to-users

upvoted 2 times

& & Faith 7 months ago

| have found this statement "Manage users - Users can add other users in their organization to the Reader, Contributor, Assessor, and
Administrator roles. Only those users with the Global Administrator role in your organization can add or remove users from the Portal Admin role."
upvoted 1 times

= & PattiD 7 months, 3 weeks ago

https://docs.microsoft.com/en-us/microsoft-365/compliance/meet-data-protection-and-regulatory-reqgs-using-microsoft-cloud?view=0365-
worldwide#permissions-and-role-based-access-control // Portal Admin.

upvoted 2 times

=) & Sonia33 8 months, 3 weeks ago

As per this link, C) Portal Admin is correct:

https://docs.microsoft.com/en-us/microsoft-365/compliance/meet-data-protection-and-regulatory-regs-using-microsoft-cloud?view=0365-
worldwide

But notice that this refers to Classic portal, not the latest.
upvoted 1 times

=) & ramingt 7 months, 3 weeks ago

The person holding the global admin role for your organization can set user permissions in the Microsoft 365 compliance center, as well as in
Azure Active Directory (Azure AD).

upvoted 1 times

&) & alexgrdi89 8 months, 4 weeks ago
| think B is correct.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-setup?view=0365-worldwide
upvoted 3 times
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Question #31 Topic 1

You have a Microsoft 365 subscription linked to an Azure Active Directory (Azure AD) tenant that contains a user named User1.

You have a Data Subject Request (DSR) case named Case1.
You need to allow User1 to export the results of Casel. The solution must use the principle of least privilege.
Which role should you assign to User1 for Case1?

A. eDiscovery Manager
B. Security Operator
C. eDiscovery Administrator

D. Global Reader

=) & shanti0091 6 months, 1 week ago

The answer is 100% correct. An E-Discovery Administrator role is superior in terms of RBAC than E-Discovery Manager.
upvoted 7 times

(=) & Rstilekar 1 month, 3 weeks ago

eDiscovery manager role is correct
upvoted 3 times

& & iwikneerg 2 months ago
Check this page out for the difference between the 2 roles

https://docs.microsoft.com/en-us/microsoft-365/compliance/assign-ediscovery-permissions?view=0365-worldwide

The manager is the least privilege option as it only has access to cases it created or it has been added to.
upvoted 2 times

= & Enoll 3 months, 1 week ago

"The primary difference between an eDiscovery Manager and an eDiscovery Administrator is that an eDiscovery Administrator can access all cases
that are listed on the eDiscovery cases page in the Security & Compliance Center. An eDiscovery manager can only access the cases they created or
cases they are a member of."
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center?view=0365-
worldwide#:~:text=The%20primary%20difference%20between%20an,they%20are%20a%20member%200f.

So | think that in this case, since User 1 didn't create Case1, he should be eDiscovery Admin in order to access and export the results. Thoughts?

upvoted 3 times

=) & Azuanuka 2 months, 1 week ago
"An eDiscovery manager can only access the cases they created or cases they are a member of."

Applying the principle of least privilege, assing User1 eDiscovery manager role and make him a member of the Case1. Issue resolved.
upvoted 6 times

(=) & Nasser 1 month ago

Totally agree
upvoted 1 times

& & Enoll 2 months ago
you are right!
upvoted 1 times

= & Nick207 4 months, 4 weeks ago
E discovery manager is least privilege role, of course admin also correct but clearly stated least privilege,
upvoted 4 times

& & Faith 7 months ago

| would go for C: eDiscovery Administrator as the requirement is "use the principle of least privilege", as administrator is a member of the manager
role with export access.

upvoted 2 times

= & drbabnik 6 months, 3 weeks ago
It says "Additionally, an eDiscovery Administrator can:" so Administrator is higher role than Manager.
upvoted 2 times

= & kiketxu 4 months, 3 weeks ago
Agree with eDiscovery Manager.
upvoted 2 times

&) & Tom993 8 months, 3 weeks ago
A is correct; https://docs.microsoft.com/en-us/microsoft-365/compliance/assign-ediscovery-permissions?view=0365-worldwide
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upvoted 2 times

Question #32 Topic 1

HOTSPOT -
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Member of
User1 Group1
User? Group?2
User3 Group1, Group2

You create and enforce an Azure Active Directory (Azure AD) Identity Protection sign-in risk policy that has the following settings:

c® Assignments: Include Group1, Exclude Group2
c® Conditions: User risk level of Medium and above
c® Access: Allow access, Require password change

The users attempt to sign in. The risk level for each user is shown in the following table.

User User risk level
User1 High
User? Medium
Userd High

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

Statements

User1 must change his password.

User2 must change his password.

User3 must change his password.

=) & kiketxu 4 months, 3 weeks ago

Yes, (High and included)
No, (Medium but excluded)
No, (High but excluded too)

upvoted 8 times

= & Rstilekar 1 month, 3 weeks ago

Answers are correct and logical (exclusion wins over inclusions for U2 & U3)

upvoted 1 times

= & Dawid321 3 months, 4 weeks ago
Tricky, sign-in risk policy required MFA confirmation
upvoted 1 times

= & ellik 3 months, 3 weeks ago

| guess this is user risk policy (different than sign-in risk policy which require MFA) , which requires SSPR to be enabled.

upvoted 1 times
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Question #33 Topic 1

You configure several Advanced Threat Protection (ATP) policies in a Microsoft 365 subscription.

You need to allow a user named User1 to view ATP reports from the Threat management dashboard.
Which role provides User1 with the required role permissions?

A. Compliance administrator
B. Security reader
C. Message center reader

D. Reports reader

= & Rstilekar 1 month, 3 weeks ago

What permissions are needed to view the Defender for Office 365 reports?
You need to be a member of one of the following role groups in the Security & Compliance Center:

Organization Management
Security Administrator
Security Reader

Global Reader

upvoted 4 times

= & Robert__Susin 3 weeks, 1 day ago

Correction: in the Microsoft 365 Defender portal
upvoted 1 times

=) & kiketxu 4 months, 3 weeks ago

from the given answers, Security Reader.
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-atp?view=0365-worldwide#what-permissions-are-
needed-to-view-the-defender-for-office-365-reports

upvoted 2 times

& & Alpanama 4 months, T week ago

Changed to https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/view-reports-for-mdo?view=0365-worldwide#what-
permissions-are-needed-to-view-the-defender-for-office-365-reports

upvoted 1 times
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Question #34

HOTSPOT -

Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD) as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY
#33 Azure AD Connect cloud provisioning

—
This feature allows you to manage provisioning from the cloud.
Manage provisioning (Preview)
Azure AD Connect sync
Sync Status Enabled
Last Sync 400 hours ago
Password Hash Sync Enabled

USER SIGN-IN

_)> Federation Disabled 0 domains
Seamless single sign-on Disabled () domains
Pass-through authentication Enabled 1 agent

The synchronization schedule is configured as shown in the following exhibit.

[ & Administrator: Windows PowerShell - O e
PS C:\> Get-ADSyncScheduler

A1 owedsyncCycleInterval : 00:30:00
1yeffectivesyncCycleInterval : 00:30:00
CustomizedsSyncCycleInterval :
S clePaolicyType
astartTimeInuUTC

syncCycleEnabled
MaintenanceEnabled
StagingModeEnabled
Schedulersuspendead
SyncCycleInProgress

Use the drop-down menus to select the answer choice that answers each question based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Which employees can authenticate by using Azure AD?

Only employees who have an Azure AD user account
Employees who have an Azure AD user account and a synced on-premises account
Only employees who have a synced on-premises account

What should you do to remove the warning for pass-

through authentication? - S . : :
Fix the synchronization server and install Azure AD Connect in staging mode

Fix the synchronization server and install an additional authentication agent
Install an additional authentication agent and run the Start-ADSync SyncCycle cmdlet
Install Azure AD Connect in staging mode and run the Start-ADSyncSyncCycle cmdlet

&) & 2funky 2 months, 3 weeks ago

so which one is correct?
upvoted 6 times

= & Robert__Susin 3 weeks, 1 day ago
Look at TerenceFung for the first one, the second as is given is correct.
upvoted 1 times

=) & Robert__Susin 3 weeks, 1 day ago
Btw, he means for the first question Azure AD accounts only, as there is no failback into PHS if PTA isnt working.
upvoted 2 times

&) & gisbhern 3 months, 3 weeks ago

PTA authentication is used, so whenever account is synced from local AD, logon process for them requires active PTA agent to contact domain

controller. So only Azure AD users are able to log in while PTA agent is not working properly.
Am | missing something?

upvoted 6 times

& & gisbern 3 months, 3 weeks ago
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| meant only users created in Azure AD can authenticate against Azure AD, for synced users they will be sent via PTA agent to local AD.
Second answer is correct, AAD Connect is in maintenance mode, and changes has to be confirmed before next sync is able to run.

upvoted 1 times

B & stromnessian [[ELEL00) 1 week, 2 days ago

Azure AD only for the first part surely?
upvoted 2 times

& & kanag1 1 week, 6 days ago

The question is : Who can authenticate by using Azure AD , means whose credentials are stored in Azure AD NOT by passing through. Hence the
answer for the first question is : Whoever got an account created in Azure AD, NOT the ones syncing from on prem. Can someone explain if this is
wrong?

upvoted 2 times

& & TerenceFung 2 months, 3 weeks ago

Pass-through Authentication does not automatically failover to password hash synchronization. To avoid user sign-in failures, you should configure
Pass-through Authentication for high availability.

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-faq
upvoted 4 times

& & AKyr 2 months, 3 weeks ago

Maintenance enabled: true
that is why 4h from last sync

upvoted 4 times

=) & paperinop541 3 months ago

for me the correct answers are:
option 2 for the first question : azure ad account (cloud only) can also authenticate on Azure AD
option 2 for the secondo question.

upvoted 5 times

= & kiketxu 4 months, 3 weeks ago

| would say both answers are right, but this isn't a great topic for me. Anyone else could confirm?
upvoted 3 times

= & MCPsince1999 4 months, 3 weeks ago

| agree for the 1 but for 2, | would choice 3 option just to install additional agent my experience confirm that. | do not see why sync server
should be fixed here.

upvoted 1 times

&) & PeterC 4 months, 3 weeks ago

fixed - because, last sync was 4h ago - sync intervall is 30 min. so here is a problem.
upvoted 12 times

= & Pitch09 3 months, 1 week ago

4hours is too long. PeterC you are correct.
upvoted 1 times
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Question #35 Topic 1

HOTSPOT -
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
User1 Global administrator
User2 Compliance administrator
User3 Security administrator
Userd Security operator

You plan to implement Azure Active Directory (Azure AD) Identity Protection.

You need to identify which users can perform the following actions:

c® Configure a user risk policy.

c® View the risky users report.

Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Configure a user risk policy: | v

User1 only

User1 and User3 only

User3 and User4 only

User1, User3, and User4 only
User1, User2, User3, and User4

View the risky users report: | v

User1 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4

= & kiketxu 4 months, 3 weeks ago

1.- User1 and User3
2.- User1, User3, User4

Global administrator.Full access to Identity Protection

Compliance Administrator. Can't access to Security in the AAD blade.

Security administrator.Full access to Identity Protection

Security operator. View all Identity Protection reports and Overview blade

"Currently (3/21), the security operator role cannot access the Risky sign-ins report."

ref: https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#permissions

upvoted 14 times

= & ellik 3 months, 2 weeks ago

the answers are correct, | tested this, for user with security operator role, all Risky sign-ins, Risk detection, Risky users report can be accessed.
not sure why the ref you provided mentioned that "the security operator role cannot access the Risky sign-ins report”

upvoted 1 times

& & iwikneerg 2 months ago

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection#permissions
upvoted 1 times

&) & Sethoo 4 months, 2 weeks ago
So the answer for 2 should be 1 &3 as well, but that is not in the options. So we go with 1 3 and 4 for now as in old times
upvoted 1 times
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Question #36 Topic 1

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

HOTSPOT -
Name Role
Admin Groups administrator
Admin2 User administrator

You add internal as a blocked word in the group naming policy for contoso.com.

You add Contoso- as prefix in the group naming policy for contoso.com.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Admin1 can create a Microsoft 365 group named Distribution.

Admin2 can create a Microsoft 365 group named Contoso-Financeinternal.

Admin2 can create a security group named Contoso-internal.

Statements

= & Joshing 1 week, 5 days ago
The answer is N/Y/Y

Yes No
O O
O O
O O

1. No because the prefix will be Contoso as outlined in the policy so the group would be appended with Contoso-Distribution. They wouldn't be

able to create a group named "Distribution”.

2. Yes - https://docs.microsoft.com/en-us/microsoft-365/solutions/groups-naming-policy?view=0365-worldwide#custom-blocked-words.

"No sub-string searches are carried out; specifically, an exact match between the user entered name and the custom blocked words is required to
trigger a failure." | have tested this. Including a blocked word within a string. Even with special characters such as ./_- doesn't trigger this policy.
Only when you have the word itself or with it separated with a space between each word in the group will it trigger.

3.Yes - It's a security group and is not effected by the 365 Group naming policies. Tested this as well any way. But security groups are definitely not
effected by this also if it were a 365 the User Administrator bypasses the Naming Policy but in this case it isn't the reason why this is answered as

Yes.

upvoted 2 times

=) & Joshing 1 week, 5 days ago

Also as the as the name is separated with a "-" it also wouldn't trigger the policy even if they weren't a user admin and it was a 365 group.

upvoted 1 times

& & Joshing 1 week, 5 days ago

Sorry, | misinterpreted the last part. Contoso is part of the prefix so they would be naming the group "Internal” which wouldn't be allowed if
they weren't a User/Global admin.

upvoted 1 times

&) & TazDevil 3 weeks, 2 days ago

Y - If Admin1 creates a group named Distribution. It will create a group named Contoso-Distribution without a warning or error.
Y - Only naming with just the word "internal” is blocked (not case sensitive). Add a random charater before or after "internal" and the warning

disappears

Y - Policy is not enforced on security groups, just Microsoft 365 groups.

upvoted 2 times

(=) & Xtian_ar 1 month, 1 week ago

formeNYY
upvoted 2 times

&) & Cvy4s 1 month, 2 weeks ago

NYY - https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-
policy#:~:text=Roles%20and%20permissions,User%20Administrator

upvoted 3 times

(=) & M3ridi3n 1 month, 3 weeks ago

Can someone tell me if a USER admin (USER !!) can create a security group???

upvoted 1 times
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O & ffffffffdeeeeeeeeeeee 2 months ago
Y/NY/Y

Admin override

Some administrators are exempted from these policies, across all group workloads and endpoints, so that they can create groups with these
blocked words and with their desired naming conventions. The following are the list of administrator roles exempted from the group naming
policy.

Global admin

Partner Tier 1 Support

Partner Tier 2 Support

User account admin

https://docs.microsoft.com/en-us/microsoft-365/solutions/groups-naming-policy?view=0365-worldwide
upvoted 4 times

(=) & Nasser 1 month ago

Totally agree
upvoted 1 times

(=) & Nasser 1 month ago

Hold a second, due to the 1st question the group named "distribution” is conflicted with the policy, the group name should have the
Contoso- prefix, also the group admin role is not exempted from the policy. So the correct answer is:
NO, YES, YES

upvoted 2 times

& & sayyidsaif 2 months, 1 week ago

Ans1. applied policy is Prefix- answer is No.
Ans2. The blocked words are case-insensitive. - answer is Yes
Ans3. User account admin can override group naming policy - answer is Yes

upvoted 1 times

&) & sayyidsaif 2 months, 1 week ago

Ans1. applied policy is suffix - answer is No.

Ans2. The blocked words are case-insensitive. - answer is Yes

Ans3. User account admin can override group naming policy - answer is Yes
upvoted 1 times

& & sayyidsaif 2 months, 1 week ago

Ans1. User account admin can override group naming policy
Ans2. The blocked words are case-insensitive.
Ans3. No idea why the answer is Yes.

upvoted 2 times

= & chaoscreater 1 month, 1 week ago

You've spammed 3 comments in a row and each comment contradict each other. Stop spreading useless information and don't bother
contributing crap.

Ans 3: This is because admin2 is a user administrator and so it is exempt. Also, "When group naming policy is configured, the policy will be
applied to new Microsoft 365 groups". Check the bloody documentation and you'll be able to verify both those points | made.
upvoted 2 times

& & jaullo 2 months, 2 weeks ago

But internal is part of "blocked words" right?
upvoted 1 times

=) & Azseon 2 months, 2 weeks ago

Based on the context, | would think the answer is N,Y,Y. But | think the response given here is based on the fact that the policy does not apply to
Distribution Groups, even though there is no mention of the group "Distribution" being a distribution group.

upvoted 1 times

& & laugz92 2 months, 2 weeks ago

isn't internal part of the "blocked words" list?
upvoted 1 times

= & skalolaz 3 months ago

N, Y, Y?
Groups admin is not an exempt.
upvoted 4 times

= & Ocico 2 months, 3 weeks ago

but Distribution is not a block word, therefore its Y/Y/Y
upvoted 2 times

& & Ocico 2 months, 3 weeks ago

I am wrong. It will get the name contoso-distribution. sorry ;)
upvoted 2 times
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) & arunjana 2 months, 3 weeks ago
Makes sense. Below are the accounts that are exempted from policies -

Global admin

Partner Tier 1 Support
Partner Tier 2 Support
User account admin

upvoted 1 times

&) & arunjana 2 months, 2 weeks ago

N,Y,Y should be the correct answers
upvoted 2 times

© & Tam0924 2 months, 2 weeks ago

Hi did we get the answer confirmed to be N,Y,Y
upvoted 4 times

Question #37 Topic 1

DRAG DROP -
You have a Microsoft 365 tenant.

User attributes are synced from your companya€™s human resources (HR) system to Azure Active Directory (Azure AD).

The company has four departments that each has its own Microsoft SharePoint Online site. Each site must be accessed only by the users from its
respective department.

You are designing an access management solution that has the following requirements:

c» Users must be added automatically to the security group of their department.

c» All security group owners must verify once quarterly that only the users in their department belong to their group.

Which components should you recommend to meet the requirements? To answer, drag the appropriate components to the correct requirements.
Each component may only be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Select and Place:

Components Answer Area

Access packages

Access reviews Users must be automatically added to the Components
security group for their department:

Azure AD Privileged |dentity Management : .
(PIM) role assignments Group owners must verify membership of Components

departmental groups:

Conditional access policies

Data loss prevention (DLP) policies

—_—

_éroups that have a Membersliip type of
Assigned

Groups that have a Membership type of
Dynamic User

= & kiketxu 4 months, 3 weeks ago

given answers are correct
upvoted 15 times

© & armandolubaba 4 weeks, 1 day ago

The answers are correct
upvoted 1 times

& & iwikneerg 2 months ago
given answers are correct
upvoted 1 times
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HOTSPOT -
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Question #38 Topic 1

You have a Microsoft 365 E5 subscription that uses Microsoft Endpoint Manager.

The Compliance policy settings are configured as shown in the following exhibit.

These settings configure the way the compliance service treats devices. Each device
evaluates these as a "Built-in Device Compliance Policy”, which is reflected in device

monitoring.

Mark devices with no compliance policy assigned as (i)

Enhanced jailbreak detection (i)

Compliance status validity period (days) (i)

Compliant

{ Compliant

Mot

A4
7 Enabled

Lo

|30

On February 25, 2020, you create the device compliance policies shown in the following table.

Require
BitLocker - Mark device
Name Seﬁﬁ?:g of as not Assigned to
Encryption compliant
(BitLocker)
, 5 days after
Policy1 Yes No noncompliance Group1
: 10 days after | Group1,
Policy2 No Yes noncompliance | Group2

On March 1. 2020, users enroll Windows 10 devices in Microsoft Endpoint Manager as shown in the following table

. Secure Boot
Name BitLocker enabled enabled Member of
Devicel Yes No Group1
Device? No No Group?

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

Statements

On March 2, 2020, Device2 is marked as compliant.

On March 6, 2020, Device1 is marked as compliant.

On March 12, 2020, Device1 is marked as compliant.

= & ZakS 2 months, 1 week ago

Yes

O

O

O

No

As per this article, the status of a device should be 'in-grace period' which is different from the ‘compliant’ state. So, should the answers be N, N, N
in that case as the first two would be in the in grace period state?

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-monitor

upvoted 7 times

E & CAINBJJ [IELZEEY 1 month, 1 week ago

| a gree with ZakS
upvoted 1 times

=) & Not_A_Bot_ 2 months ago
Disagree with answers

Device 1 won't be marked as compliant on March 6th. It will be marked as compliant once the compliance policy completes its checks. If it is non-
compliant it would go in to grace-mode until such a time as it gets marked as non-compliant which would be on the 10th of March due to policy 2

upvoted 3 times
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=) & Not_A_Bot_ 1 month, 3 weeks ago

Thinking further about this question. The "in-grace period" that would apply to these devices would be seen as "Compliant” from a CA

perspective to allow users and devices to continue accessing corporate resources. If interpreted in this manner, the given answers would be
correct | suppose.

upvoted 2 times

& & Thespy45 1 month, 3 weeks ago

“in-grace period" is stated as a non-compliant status. Please read: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-
monitor#device-compliance-status

upvoted 2 times

=) & Topgeer123 3 months, 3 weeks ago

given answers are correct, devicel is assigned to group1 and policy1 and policy2 are both assigned to group1 and policy2 is also assigned to
group1. so devicel got both policies and 5 days later the device is still compliant due to the settings of policy?2 :)

upvoted 1 times

&) & phantasmagoria 4 months, 2 weeks ago

where it is written device 1 is part of group1 and group2
upvoted 1 times

= & Mendel 4 months, 1 week ago

| think this is mistyped. It's member of group 1 which as both policies applied to it.
upvoted 2 times

= & MikeSA 4 months, 2 weeks ago

Although it doesn't say device 1 is in group 1 and 2, it only mentions group 1
Is this missing in the question?

upvoted 1 times

=) & kiketxu 4 months, 3 weeks ago

given answers are OK.
upvoted 4 times

Topic 2 - Question Set 2

htxtm\il”txmeﬂaﬂmaidﬂ‘g‘mmséomcustom-view/ 57/362


https://www.examtopics.com/user/Not_A_Bot_/
https://www.examtopics.com/user/Thespy45/
https://www.examtopics.com/user/Topgeer123/
https://www.examtopics.com/user/phantasmagoria/
https://www.examtopics.com/user/Mendel/
https://www.examtopics.com/user/MikeSA/
https://www.examtopics.com/user/kiketxu/

8/7/2021 MS-500 Exam — Free Actual Q&As, Page 1 | ExamTopics

Question #1 Topic 2

You have a Microsoft 365 subscription that contains several Windows 10 devices. The devices are managed by using Microsoft Endpoint
Manager.

You need to enable Windows Defender Exploit Guard (Windows Defender EG) on the devices.
Which type of device configuration profile should you use?

A. Endpoint protection
B. Device restrictions
C. Identity protection

D. Windows Defender ATP

=) & kiketxu 4 months, 3 weeks ago

A for sure.
upvoted 7 times

& & iwikneerg 2 months ago

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10#attack-surface-reduction-rules
upvoted 1 times

& & iwikneerg 2 months ago

Attack surface reduction rules from the following profiles are evaluated for each device the rules apply to:
Devices > Configuration policy > ***Endpoint protection profile*** > Microsoft Defender Exploit Guard > Attack Surface Reduction

Attack surface reduction rules from the following profiles are evaluated for each device the rules apply to:
Devices > Configuration policy > Endpoint protection profile > Microsoft Defender Exploit Guard > Attack Surface Reduction
upvoted 1 times

&) & theboywonder 1 month ago

This is about how the rules get applied in what order and is not a direct answer to the question asked.

The information that is required is:
You can enable attack surface reduction rules by using any of these methods:

Microsoft Intune

Mobile Device Management (MDM)
Microsoft Endpoint Configuration Manager
Group Policy

PowerShell

source: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide
upvoted 1 times
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Question #2 Topic 2

DRAG DROP -

You have a Microsoft 365 E5 subscription.

All computers run Windows 10 and are onboarded to Microsoft Defender for Endpoint.

You create a Microsoft Defender for Endpoint machine group named MachineGroup1.

You need to enable delegation for the security settings of the computers in MachineGroup1.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Select and Place:
Actions Answer Area

From Microsoft Defender Security Center, create a role.

From Microsoft Defender Security Center, configure the
permissions for MachineGroup1.

From the Azure portal, create an RBAC role.

From the Microsoft Azure portal, create an Azure Active
Directory (Azure AD) group.

cmdlet.

O

From Azure Cloud Shell, run the add-MsolRoleMember @

&) & armandolubaba 4 weeks, 1 day ago
The answers are correct
upvoted 1 times

=) & theboywonder 1 month ago
Zaks and ikwikneerg and the given answers seem to be correct
upvoted 1 times

& & iwikneerg 2 months ago

The following steps guide you on how to create roles in Microsoft Defender Security Center. It assumes that you have already created Azure Active
Directory user groups.

Log in to Microsoft Defender Security Center using account with a Security administrator or Global administrator role assigned.

In the navigation pane, select Settings > Roles.

Select Add item.

Enter the role name, description, and permissions you'd like to assign to the role.

Select Next to assign the role to an Azure AD Security group.

Use the filter to select the Azure AD group that you'd like to add to this role to.

Save and close.

Apply the configuration settings.
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/user-roles?view=0365-worldwide#create-roles-and-assign-the-role-
to-an-azure-active-directory-group

upvoted 2 times

& & ZakS 2 months, 1 week ago

| believe given Ans is correct.
upvoted 2 times
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Question #3 Topic 2

You have a hybrid Microsoft Exchange Server organization. All users have Microsoft 365 ES5 licenses.

You plan to implement a Microsoft Defender for Office 365 anti-phishing policy.
You need to enable mailbox intelligence for all users.
What should you do first?

A. Configure attribute filtering in Microsoft Azure Active Directory Connect (Azure AD Connect)
B. Purchase the Microsoft Defender for Office 365 add-on
C. Select Directory extension attribute sync in Microsoft Azure Active Directory Connect (Azure AD Connect)

D. Migrate the on-premises mailboxes to Exchange Online

= & Joshing 1 week, 5 days ago
The answer is correct.

Although bare in mind you can use the Exchange Online Protection standalone for On-premises email servers and Hybrid scenarios. But this wasn't
an answer. The closest was defender for 365. That only applies to 365 and would still require mailboxes to be migrated whereas EOP standalone
wouldn't.

https://docs.microsoft.com/en-us/exchange/standalone-eop/standalone-eop
upvoted 1 times

=) & mahtab 1 month ago

D is correct: Policies to configure anti-phishing protection settings are available in Microsoft 365 organizations with Exchange Online mailboxes,
standalone Exchange Online Protection (EOP) organizations without Exchange Online mailboxes, and Microsoft Defender for Office 365 organizatio
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-anti-phishing-policies?view=0365-worldwide

upvoted 2 times

=) & JoeExam 1 month, 1 week ago
It has to be either A or C as the E5 license already has the necessary capabilities, and Microsoft Defender is available for on-prem mailboxes.
upvoted 1 times

=) & chaoscreater 3 weeks, 6 days ago

How is A or C relevant here? You need an Exchange Online mailbox to make use of those policies. A or C talks about AD Connect filtering etc,
completely irrelevant to mailboxes.

upvoted 1 times

& & theboywonder 1 month ago

C has nothing to do with setting up anti-phishing for all your mailboxes in your organization, this is about extending the Azure AD schema to
include on-prem AD attributes(https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-feature-directory-
extensions)

A enables you to show objects from on-prem AD in Azure AD, so users can have access to a global address list(https://docs.microsoft.com/en-
us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering)

D seems to be the correct answer here (https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-anti-phishing-
policies?view=0365-worldwide)

upvoted 1 times

=) & JoelB 1 month, 2 weeks ago
B. Purchase the Microsoft Defender for Office 365 add-on

Mailbox Intelligence is part of the Anti-phishing policies in Defender for Office 365. Anti-phishing policies in Microsoft Defender for Office 365 are
only available in organizations that have Defender for Office 365. For example:

Microsoft 365 Enterprise E5, Microsoft 365 Education A5, etc.

Microsoft 365 Enterprise

Microsoft 365 Business

Microsoft Defender for Office 365 as an add-on

Microsoft Defender is available for hybrid environments, there is no need to migrate the mailboxes to Exchange Online.
upvoted 1 times

&) & theboywonder 1 month ago
Wrong Xtian is right, read the doc
upvoted 1 times

) & Xtian_ar 1 month, T week ago
ES licenses already have antiphishing policies capability
upvoted 2 times
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Question #4 Topic 2

HOTSPOT -
You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

MS-500 Exam — Free Actual Q&As, Page 1 | ExamTopics

Four Windows 10 devices are joined to the tenant as shown in the following table.

BitLocker Drive BitLocker Drive
Encryption Encryption
Name Has TPM (BitLocker) BitLocker)
-protected C drive | -protected D drive

Device1l Yes Yes No
Devicel Yes No Yes
Device3 No Yes Yes
Device4 No No No

On which devices can you use BitLocker To Go and on which devices can you turn on auto-unlock? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

BitLocker To Go:

Device3 only

Devicel and Device2 only

Devicel, Device2, and Device3 only
Devicel, Device2, Device3, and Deviced

Auto-unlock:

Devicel and Device2 only

Devicel and Device3 only

Devicel, Device2, and Device3 only
Devicel, Device2, Device3, and Device4

B & jack9s7 [IubLaLd 1 vear, 1 month ago

Agree with jayze. The answer is correct.

What is BitLocker To Go?

BitLocker To Go is BitLocker Drive Encryption on removable data drives. This includes the encryption of USB flash drives, SD cards, external hard

disk drives, and other drives formatted by using the NTFS, FAT16, FAT32, or exFAT file systems.
As with BitLocker, drives that are encrypted using BitLocker To Go can be opened with a password or smart card on another computer by using

BitLocker Drive Encryption in Control Panel.

Source: https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-to-go-faq

BitLockerAutoUnlock:

You can configure BitLocker to automatically unlock volumes that do not host an operating system. After a user unlocks the operating system
volume, BitLocker uses encrypted information stored in the registry and volume metadata to unlock any data volumes that use automatic

unlocking.

Source: https://docs.microsoft.com/en-us/powershell/module/bitlocker/enable-bitlockerautounlock?view=win10-ps

upvoted 23 times

=) & TimurKazan 3 months, 2 weeks ago

but how do youk now that: "Yes, you can enable BitLocker on an operating system drive without a TPM version 1.2 or higher, if the BIOS or UEFI
firmware has the ability to read from a USB flash drive in the boot environment. " ? there is no information about it in question. the second part
of the answer also seems to be incorrect

upvoted 1 times

(=) & TimurKazan 3 months, 2 weeks ago

And how do you know device 4 can have Bitlocker To go on it? it does heither have TPM, nor information about BIOS or UEFI firmware has

the ability to read from a USB flash
upvoted 1 times

=) & JiDu 1 year ago
Good solid answer.
upvoted 4 times

= & kiketxu 5 months ago

Absolutely agree, thumbs-up!
upvoted 1 times

B & jayze [TLDARLY 1 vear, 2 months ago
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complement

Yes, you can enable BitLocker on an operating system drive without a TPM version 1.2 or higher, if the BIOS or UEFI firmware has the ability to read
from a USB flash drive in the boot environment.

The auto-unlock feature allows users to access data and removable data drives without having to enter a password each time. It is only valid when
using BitLocker to encrypt OS drives.

upvoted 9 times

© & theboywonder [TELEAS) 1 month ago

Bitlocker to go is a Windows 10 feature that, it has no other resuirements
Bitlocker auto-unlock, will unlock data-drives automatically when you unlock the OS drive.

The given answers are correct
upvoted 1 times

= & Marsh 5 months, 3 weeks ago

Auto-unlock feature here is talking about data volumes. It requires bitlocker enabled for OS volume. The answer is correct.
upvoted 2 times

= & tosanede 9 months, 2 weeks ago
The answer is correct. For the device without a TPM to have been encrypted, an Azure key vault or something else must have been used to store
the encryption keys. if the device storing the keys can be read during boot, the decryption can take place automatically
upvoted 2 times

=) & Morne 10 months, 3 weeks ago
Network Unlock clients must have a TPM chip and at least one TPM protector.
Please See:https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-how-to-enable-network-unlock
upvoted 1 times

= & bobbyJ 11 months ago
is the answer for bitlocker to go correct because essentially if a USB drive (in this case the D drive) is available then it can be secured with bitlock to
go regardless if it is already protected?
upvoted 1 times

= & Buddhiman 11 months ago

The answer options for Auto Unlock is little bit confusing. Yes, Network Unlock was introduced in Windows 8 and Windows Server 2012 as a
BitLocker protector option for operating system volumes. Network Unlock enables easier management for BitLocker enabled desktops and servers
in a domain environment by providing automatic unlock of operating system volumes at system reboot when connected to a wired corporate
network.

However, Network Unlock must meet mandatory hardware and software requirements before the feature can automatically unlock domain-joined
systems. One of them is Network Unlock clients must have a TPM chip and at least one TPM protector.
Thefore, in my view, answer is only Device 1.

upvoted 1 times

(=) & nashers 1 year, 1 month ago

autolock relates to Bitlocker Network Unlock When a computer that is connected to a wired corporate network is rebooted, Network Unlock allows
the PIN entry prompt to be bypassed. It automatically unlocks BitLocker-protected operating system volumes by using a trusted key that is
provided by the Windows Deployment Services server as its secondary authentication method. Only devices 1 and 3 have encrypted OS drives
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-network-unlock-faq

upvoted 1 times

= & Pereiraman 1 year, 2 months ago

BitLocker To Go is BitLocker Drive Encryption on removable data drives. drives that are encrypted using BitLocker To Go can be opened with a
password or smart card on another computer by using BitLocker Drive Encryption in Control Panel. Device 1,2,3 and 4. CORRECT.
https://docs.microsoft.com/pt-pt/windows/security/information-protection/bitlocker/bitlocker-to-go-faq

Auto-Unlock part is tricky:

You can configure BitLocker to automatically unlock volumes that do not host an operating system. So only Device 2 and 3 have bitlocker enable
on D drive.

https://docs.microsoft.com/en-us/powershell/module/bitlocker/enable-bitlockerautounlock?view=win10-ps

However auto-unlock requires TPM or USB or some auto unlock way...

So | would say only Device 2.

There must be something missing in this Question... or answer...

upvoted 3 times

) & The_Master 1 year, 1 month ago

Auto-unlock answer is correct, it requires bitlocker on the OS drive only.
upvoted 6 times

=) & upstrem 1 year, 4 months ago
What is TPM?
upvoted 1 times

=) & tosanede 9 months, 2 weeks ago

Its is a secure storage device located on the motherboard of a PC for storing encryption keys instead of writing it out or storing on a flash drive
upvoted 1 times

& & jasscomp 1 year, 3 months ago
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Trusted Platform Module.

Not sure if that's there to confuse people but if a machine doesn't have a TPM chip then things like Windows Hello can't be enabled i.e. finger
print, facial recognition or PIN (not Bit Locker PIN).

Maybe its there to confuse people
upvoted 3 times

=) & gbabes 1 year, 4 months ago

https://www.microsoft.com/en-US/windows/windows-10-specifications?SilentAuth=18&wa=wsignin1.0
Trusted Platform Module

upvoted 2 times
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Question #5 Topic 2

HOTSPOT -

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Name Member of

Userl Groupl

User?2 Group2

You register devices in contoso.com as shown in the following table.

Name Platform Member of Microsoft Intune managed
Devicel Windows 10 GroupA Yes
Device2 i0s GroupB No

You create app protection policies in Intune as shown in the following table.

Name Platform Management state Assigned to
Policyl Windows 10 With enrollment Groupl
Policy2 Windows 10 With enrollment Group?2
Policy3 i0S Apps on Intune GroupA

managed devices

Policy4 i0S Apps on Intune GroupB
managed devices

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area
Statements

= & theboywonder 1 month ago

given answers are correct, a device needs to be intune managed to apply to an APP
upvoted 1 times

= & Robert__Susin 3 weeks ago

When Userl uses Devicel, Policy3 applies.

When User2 uses Devicel, Policy2 applies.

When User2 uses Device2, Policy4 applies.

Yes

Q0] O

Q0O

A device dosent need to be intune managed to apply APP, that is why MAM-WE exists for BYOD devices, see: https://docs.microsoft.com/en-

us/mem/intune/fundamentals/deployment-guide-enroliment-mamwe
upvoted 2 times

& & DudleyYVR 3 months, 2 weeks ago

Answer is right. Device 2 is not intune managed so policy does not apply to user 2
upvoted 3 times

) & prats005 4 months, 1 week ago
which one is correct?
upvoted 1 times

=) & wo00t 4 months, 1 week ago

Answer is correct:
Yes, No, Yes.

upvoted 1 times

= & kiketxu 4 months, 3 weeks ago

| would say here: NO, YES, "YES".
In the third, User2 w/Device2 matches with iOS Policy4 for GroupB.

upvoted 3 times

& & Sugar123 4 months, 3 weeks ago
| believe it is No, Yes, No. Device 2 is not managed by Microsoft Intuned.
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upvoted 10 times

& & rkapoor8855 4 months, 3 weeks ago

Agreed
upvoted 3 times

=) & kiketxu 4 months, 3 weeks ago
Ohh! You both right. Isn't intune managed. NO, YES, NO.
upvoted 7 times

= & cebularz 1 month, T week ago

No, https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy#app-protection-policies-on-devices You have info that
is not neccessery to be managed by Intune. So No, YES, YES

upvoted 1 times

& & Robert__Susin 3 weeks ago
No, you are talking about MAM-WE for BYOD, the policy states that it needs to be intune managed to be applied, so they and the

given answer are correct:
N,Y,N
upvoted 1 times

& & Jslei 4 months, 3 weeks ago
but Device2 is not intune managed?
upvoted 3 times

Question #6 Topic 2

DRAG DROP -

You have a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. All the devices in the tenant
are managed by using Microsoft Endpoint Manager.

You purchase a cloud app named App1 that supports session controls.

You need to ensure that access to App1 can be reviewed in real time.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Select and Place:
Actions Answer Area

From the Azure Active Directory admin center,
register App1.

From the Cloud App Security admin center, create
an access policy.

From the Cloud App Security admin center, create
an app discovery policy.

From the Endpoint Management admin center,
create an app configuration policy.

From the Azure Active Directory admin center,
create a conditional access policy.

From the Endpoint Management admin center,
add an App1.

= & Sido1 4 months, 3 weeks ago

correct
upvoted 3 times

& & kiketxu 4 months, 3 weeks ago

Had to discard my doubts in lab. This is correct.
upvoted 6 times
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You configure several Microsoft Defender for Office 365 policies in a Microsoft 365 subscription.

You need to allow a user named User1 to view Microsoft Defender for Office 365 reports in the Threat management dashboard.
Which role provides User1 with the required role permissions?

A. Security reader
B. Compliance administrator
C. Information Protection administrator

D. Exchange administrator

= & webhav 3 weeks, 2 days ago
"view" is the keyword
upvoted 1 times

& & Zak$ 2 months, 1 week ago

Correct - Security Reader
upvoted 1 times

Question #8 Topic 2

You have a Microsoft 365 Enterprise E5 subscription.
You use Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP). You plan to use Microsoft Office 365 Attack simulator.

What is a prerequisite for running Attack simulator?

A. Enable multi-factor authentication (MFA)
B. Configure Office 365 Advanced Threat Protection (ATP)
C. Create a Conditional Access App Control policy for accessing Office 365

D. Integrate Office 365 Threat Intelligence and Microsoft Defender ATP

= & Enoll 3 months, 1 week ago

-> Your account needs to be configured for multi-factor authentication (MFA) to create and manage campaigns in Attack Simulator.

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulator?view=0365-worldwide
upvoted 6 times

& & kiketxu 4 months, 3 weeks ago

A for sure!
upvoted 3 times
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Question #9 Topic 2

You have a Microsoft 365 E5 subscription and a hybrid Microsoft Exchange Server organization.
Each member of a group named Executive has an on-premises mailbox. Only the Executive group members have multi-factor authentication (MFA)

enabled. Each member of a group named Research has a mailbox in Exchange Online.

You need to use Microsoft Office 365 Attack simulator to model a spear-phishing attack that targets the Research group members.
The email addresses that you intend to spoof belong to the Executive group members.

What should you do first?

A. From the Azure ATP admin center, configure the primary workspace settings
B. From the Microsoft Azure portal, configure the user risk policy settings in Azure AD Identity Protection
C. Enable MFA for the Research group members

D. Migrate the Executive group members to Exchange Online

& & Ronnie123 1 year, 8 months ago

According to the link, the answer shoud be D. Migrate the Executive group members to Exchange Online.
MFA is only required for the admins, not the users.

upvoted 24 times

= & mehnaz 1 year ago
will go with D . MFA is only for the one simulating an attack not the recepients.
upvoted 2 times

=) & TheHole 5 months, 2 weeks ago
D is the correct answer.

"Your account needs to be configured for multi-factor authentication (MFA) to create and manag