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Abuse primitives:

e Generally enjoy a dramatically longer shelf life



Abuse primitives:

e Are much cheaper to maintain over time



Abuse primitives:

e Existin almost every instance of a given platform



Abuse primitives:

e Present a notorious challenge to detection engineers



:? ; thaddeus e. grugq
' = @thegrugg

Give a man an Oday and he'll have access for a day,
teach a man to phish and he'll have access for life.

11:35 PM - Feb 6, 2015 - Tweetbot for iOS

5,269 Retweets 211 Quote Tweets 8,877 Likes

https:/twitter.com/thegrugq/status/563964286783877121
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Matt Graeber
@mattifestation

A sufficiently advanced threat actor is
indistinguishable from a competent system
administrator.

10:38 AM - Dec 14, 2016 - Twitter Web Client

127 Retweets 11 Quote Tweets 199 Likes

https:/twitter.com/mattifestation/status/809105346870460416
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What (exactly) is Azure?

Simply put: Azure is Microsoft’'s cloud computing product.
Azure is comprised of more than 600 distinct services that cover:

Identity
Computing
Storage

Data management
Messaging
DevOps

IoT

etc
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Token iIssuance

Authenticates via
Security Token Service

ure AD Securable
MS Graph Resource App  pirectony Service Object
Brokers To >G Contains :

Specified resource

value: “AppRoleAssignment.ReadWrite.All"

MS Graph API App Role



Token iIssuance

JWT

Q Has Token »@

Principal

]

"aud": "https://graph.microsoft.com"

“roles™: |

“AppRoleAssignment.ReadWrite.All"




Access Control
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Begin with the

end in mind I want to understand:

e The fundamental mechanics the system
e How the system interacts with other systems
e How the system can be abused




Begin with the

end in mind

I want to produce:

e A blog/talk for others to understand and build on
e Example audit and abuse code

e Practical remediation guidance




Begin with the

end in mind

If appropriate for BloodHound, I want to prepare for:

e The impact on the existing graph model

e How to expand the graph model

e What data to collect and ingest, and how to get that data
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=Microsoft | Docs Documentation Learn Q&A Code Samples Shows Events £ Search Sign in

Microsoft Graph Guides APl Reference Resources »» Developer Program v Getting started Graph Explorer

Explore / Overview of Microsoft Graph @ Save [E Feedback ¢ Edit & Share

2 Filter by title Ove rvi ew Of M ic rosoft G ra p h In this article

Mi fGraphid tati = Data and services powering the Microsoft 365 platform
icrosort Graph documentation Article + 11/11/2021 « 6 minutes to read » 16 contributors (5]
What's in Microsoft Graph?
v Explore
% . . . . . . o e What can you do with Microsoft Graph?
Overview of Microsoft Graph Microsoft Graph is the gateway to data and intelligence in Microsoft 365. It provides a unified programmability .

model that you can use to access the tremendous amount of data in Microsoft 365, Windows 10, and Enterprise Bring data from an external content source to Microsoft

Services in Microsoft Graph i ; X : : T Graph
Mobility + Security. Use the wealth of data in Microsoft Graph to build apps for organizations and consumers
v What's new : ; s Access Microsoft Graph data at scale using Microsoft
that interact with millions of users. Graph Data Connect

What's new highlights = :
When should | use Microsoft Graph API or Data Connect?

b Microsoft 365 Platform =

> Users you can reach
> Tutorials
Versioning and support

Terms of use

v Learn %0 .
Web Bots& Device Daemon  Workflow Analytics
Users Documents Conversations Portals Timeline Search apps agents & native apps automation apps
> Groups
> Applications *via’
7

> Accessing data at scale

External data ———» Microsoft Gfaph ———— Azure Al platform

& 2 _ \icrosoft Graph
Connectors =e t
Connecto Sft 365 0 Enterprise Mobility + & Ty Dat

> Calendar
> Cloud communications

Compliance Microsoft Identity

> Connecting external content

> Cross-device experiences

Gtorter Bockin foreaend Data and services powering the Microsoft 365

L] -



Né Filter by title

Microsoft Graph documentation
v Explore
Overview of Microsoft Graph
Services in Microsoft Graph
v What's new
What's new highlights
API changelog
> Users you can reach
> Tutorials
Versioning and support
Terms of use
v Learn
Users
> Groups
> Applications
> Accessing data at scale
> Calendar
> Cloud communications
Compliance
> Connecting external content
> Cross-device experiences
Customer booking (preview)
v Devices and apps
> Cloud printing
Corporate management

Cloud PC (preview)

What can you do with Microsoft Graph?

.ﬁ&ening Started with Microsoft Graph

Microsoft Graph

Getting Started with Microsoft Graph

Watch on (@3 YouTube

Use Microsoft Graph to build experiences around the user's unique context to help them be more productive.
Imagine an app that...

e Looks at your next meeting and helps you prepare for it by providing profile information for attendees,
including their job titles and managers, as well as information about the latest documents they're working
on, and people they're collaborating with.

e Scans your calendar, and suggests the best times for the next team meeting.

e Fetches the latest sales projection chart from an Excel file in your OneDrive and lets you update the
forecast in real time, all from your phone.

e Subscribes to changes in your calendar, sends you an alert when you're spending too much time in
meetings, and provides recommendations for the ones you can miss or delegate based on how relevant

the attendees are to you.

* Helps you sort out personal and work information on your phone; for example, by categorizing pictures
that should go to your personal OneDrive and business receipts that should go to your OneDrive for

Business.

* Analyzes at-scale Microsoft 365 data so that decision makers can unlock valuable insights into time
allocation and collaboration patterns that improve business productivity.

In this article

Data and services powering the Microsoft 365 platform
What's in Microsoft Graph?
|What can you do with Microsoft Graph?

Bring data from an external content source to Microsoft
Graph

Access Microsoft Graph data at scale using Microsoft
Graph Data Connect

When should | use Microsoft Graph API or Data Connect?

Next steps
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BB Microsoft |

Microsoft Graph Guides API Reference Resources v/

Microsoft Graph / Beta reference

Version

Docs

Microsoft Graph REST API Beta

Né Filter by title

el
Reset

Get operation status

> Certificate-based auth configuration

> Conditional Access

> Cross-tenant access (preview)
> Data policy operation

> Identity protection

> Identity provider

> Identity provider (deprecated)
> Invitation manager

> Organizational branding

> Policies

> Trust Framework Keyset

> Trust Framework policy

> User flows

> Governance

> Ma

> Notes

> Natifications (denrecated)

Documentation

Learn

Identity and access

Q&A  Code Samples

Identity and sign-in /

Shows Events

Developer Program v

Authentication methods / Password / Reset

passwordAuthenticationMethod:
resetPassword

Article » 11/29/2021 « 6 minutes to read « 8 contributors

& G

Namespace: microsoft.graph

@® Important

APIs under the /beta version in Microsoft Graph are subject to change. Use of these APIs in production

applications is not supported. To determine whether an APl is available in v1.0, use the Version selector.
Initiate a reset for the password associated with a password authentication method object. This can only be
done by an administrator with appropriate permissions and cannot be performed on a user's own account.

This flow writes the new password to Azure Active Directory and pushes it to on-premises Active Directory if
configured using password writeback. The admin can either provide a new password or have the system
generate one. The user is prompted to change their password on their next sign in.

This reset is a long-running operation and will return a link in the Location header where the caller can

periodically check for the status of the reset.

Permissions

One of the following permissions is required to call this API. To learn more, including how to choose
permissions, see Permissions.

£ Search

Getting started Graph Explorer

@ Save

In this article

I Permissions
HTTP request
Request headers
Request body
Response

Examples

=l Feedback

¢ Edit

Sign in

& Share



Version

Microsoft Graph REST API Beta

N8 Filter by title

>

>

>

>

>

>

>

el
Reset
Get operation status
> Certificate-based auth configuration
> Conditional Access
> Cross-tenant access (preview)
> Data policy operation
> Identity protection
> |dentity provider
> Identity provider (deprecated)
> Invitation manager
> Organizational branding
> Policies
> Trust Framework Keyset
> Trust Framework policy
> User flows
> Governance
Mail
Notes
Notifications (deprecated)
People and workplace intelligence
Personal contacts
Reports

Search

Permissions

One of the following permissions is required to call this API. To learn more, including how to choose

permissions, see Permissions.

Permissions acting on self

The operation cannot be performed on a user's own account.

Permission type Permissions (from least to most privileged)
Delegated (work or school account) Not supported.
Delegated (personal Microsoft account) Not supported.
Application Not supported.

Permissions acting on other users

Only an administrator with the appropriate permissions can perform this operation.

Permission type Permissions (from least to most privileged)
Delegated (work or school account) UserAuthenticationMethod.ReadWrite.All
Delegated (personal Microsoft account) Not supported.

Application Not supported.

For delegated scenarios where an admin is acting on another user, the admin needs one of the following Azure

AD roles:

e Global administrator
e Privileged authentication administrator
e Authentication administrator

In this article

Permissions
HTTP request
Request headers
Request body
Response

Examples
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== Microsoft | Docs Documentation Learn Q&A Code Samples Shows Events £ Search Sign in

Microsoft Graph Guides APIReference Resources v Developer Program v Getting started Graph Explorer

Develop / Get auth tokens / Permissions @ Save [ Feedback ¢ Edit & Share

LR Microsoft Graph permissions reference e

v Develop IMicrosoft Graph permission names
Article « 02/17/2022 » 123 minutes to read * 103 contributors (7] (5=} )
v Get auth tokens Microsoft accounts and work or school accounts
Overview For your app to access data in Microsoft Graph, the user or administrator must grant it the correct permissions GRS EREE e Ll s e ey

Basics via a consent process. This topic lists the permissions associated with each major set of Microsoft Graph APIs. It Permissions availability status

User and group search limitations for guest users in
organizations

Get access on behalf of a user Limited information returned for inaccessible member
@ Note objects

Retrieving permission IDs

Register your app also provides guidance about how to use the permissions.

Get access without a user

Permissions As a best practice, request the least privileged permissions that your app needs in order to access data and : .
Access reviews permissions
Manage app access (CSPs) function correctly. Requesting permissions with more than the necessary privileges is poor security practice, ARG Ve Urite permicions
Limit mailbox access which may cause users to refrain from consenting and affect your app's usage. e Do
Resolve authorization errors AppCatalog resource permissions
> Use the API To learn more about how permissions work, see Authentication and authorization basics, and watch the Application resource permissions
S Migrate following video. Audit log permissions
BitLocker recovery key permissions
> . = o
DR G .iﬁenlng Started with Microsoft Graph and , i
- Bookings permissions

> Use the Toolkit

Calendars permissions
~ Resources <
Calls permissions

Best practices %
p Call records permissions

Known issues l

151 crangelog Microsoft Graph ancd
Errors Consent and Permiss.C..c

v1.0 reference

Channel permissions

Channel member permissions
Channel message permissions
Channel settings permissions
Getting Started with Microsoft Graph

Beta reference Chat permissions
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Initial MS Graph Notes

e MS Graph is some kind of Azure-related service

e It exposesa REST API

e It can let you reset other users’ passwords if you have the right
permissions

e It seems to have a distinct permissions system versus Azure AD and
Azure RM
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Google site:linkedin.com "Microsoft" "Graph" "Architect" X | 4 Q

Q Al () Images [ News & Shopping [3] Videos i More Tools

About 40,400 results (0.44 seconds)

https:/www.linkedin.com > garethalunjones

Gareth Jones - Principal API Architect for Microsoft Graph

Redmond, Washington, United States - Principal API Architect for Microsoft Graph - Microsoft
As the API Architect for the Microsoft Graph, I'm responsible for the all-up design choices and
technical direction of Microsoft's most strategic API.

https://ca.linkedin.com > darrelmiller

Darrel Miller - AP| Architect - Microsoft | LinkedIn

API Architect on Microsoft Graph ... As a member of the Microsoft Graph Developer Experience
team, ... Senior Program Manager - Graph Developer Tooling.

https://www.linkedin.com > ...

Joseph Cortese - Architect - Microsoft | LinkedIn

New Alexandria, Virginia, United States - Architect - Microsoft

Architect at Microsoft. Microsoft ... Senior Program Manager - Microsoft Graph at Microsoft ...
Azure Architect, Principal Consultant at Microsoft.

https://www.linkedin.com » steveanonsen

Steve Anonsen - Graduate Student - Biola University | LinkedIn

Fargo, North Dakota, United States - Graduate Student - Biola University
I'm API Architect for the Microsoft Graph (http://aka.ms/graph), driving API strategy,
conventions and runtime for cloud APIs from Office and other ...



« Darrel Miller
36.8K Tweets

() (D) () Following |

Darrel Miller

@darrel_miller

API Architect for Microsoft Graph. OpenAPI spec contributor. Co-chair IETF httpapi
working group. Cloud Native Employee

© Montreal, QC Joined July 2010
3,353 Following 7,261 Followers

) ) Followed by Matt Zorich, eliza @, and 29 others you follow



« Darrel Miller (" Following
36.8K Tweets

11 Darrel Miller Retweeted

Robert Dyjas Jll @robdyy - Jan 22
: Detailed explanation about connecting to MS Graph via PowerShell:

thesysadminchannel.com

How To Connect To Microsoft Graph APl Using PowerShell | Deep Dive
A deep dive to getting started with Microsoft Graph API. Learn how to
connect using unattended automation or interactive sessions.

)Y 9 1 Gt 5



Announcing “30 Days of Microsoft Graph” Blog Series

)

Brian
October 30th, 2018

Throughout the month of November 2018, we are publishing daily articles (30 total) that aim to
introduce developers to Microsoft Graph. We'll have content that covers 0-level to 200-level topics.
Each post should take you 5-15 mins to read and try out the sample exercises. No prior knowledge
of Microsoft Graph is required. We hope that beginners will quickly pick up the content and that
experts will also learn a few new things.

Please be sure to bookmark this page (https://aka.ms/30DaysMSGraph) as the below list of topics will
be updated as each day'’s post is published.
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microsoft graph

Tips & Tricks

START CALLING THE
GRAPH APIIN |
UNDER 5 MINS!

=

CONCEFTS
WORK

Toolbox

5:29

What is Microsoft

Graph?

Microsoft Graph

41K views * 2 years ago
e Microsoft Visual Studio

Microsoft Graph exposes REST APIs and client libraries to access data on a number of Microsoft 365 services. In this episode ...

cc

Start calling the Microsoft Graph API in under 5 minutes! | Tips & Tricks

25K views * 10 months ago
e Microsoft 365 Developer

Learn tips & tricks to start calling the Microsoft Graph API in under 5 minutes. Microsoft Cloud Advocate, Dan Wahlin ...

What is Microsoft Graph?

16K views * 1 year ago

’ Concepts Work

Microsoft #Graph #MicrosoftGraph What is Microsoft Graph? What is Microsoft Graph Api? What is Microsoft Graph Explorer?

What is Microsoft Graph?

24K views * 3 years ago

. Pragmatic Works

Learn about Microsoft Graph, an API that you can use to connect to various Office 365 services. It's a single endpoint that gets you ...
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& github.com/microsoftgraph/msgraph-sdk-powershellfissues h Y e @ |

(© 1850pen + 505 Closed Author ~ Label v Projects v Milestones ~ Assignee ~ Sort v

© Powershell Microsoft.Graph- How to set MaxRetry ( ToTriage )
#1106 opened 2 hours ago by MarkDordoy

. . PR
© Continuous access evaluation error (ToTriage )
#1105 opened 5 hours ago by rickjansen-dev

© uUsers should use Authentication Providers to securely connect to Microsoft Graph
#1104 opened yesterday by sebastienlevert

© Authentication Providers (ToTriage )
#1103 opened yesterday by sebastienlevert

© set-MgApplicationLogo requires Content-Type to be image/* (ToTriage )
#1097 opened 4 days ago by peombwa

© Clean-up AzDo Pipeline for Continuous Release I ®
#1096 opened 4 days ago by peombwa

© selecting fields with Get-MgSiteListitem (ToTriage )
#1094 opened 5 days ago by lkubat

© Invoke-MglinvalidateUserRefreshToken throwing exception, although operation succeeds (‘lL_iage)
#1092 opened 7 days ago by khant414

© get-mguser doesn't always return Id

#1091 opened 7 days ago by anwarmahmood1

© searching for equivalent command (ToTriage )
#1090 opened 7 days ago by Tiberriver256

© Issue adding an application to Catalog through PowerShell SDK - New-
MgEntitlementManagementAccessPackageResourceRequest ( ToTriage
#1089 opened 7 days ago by purish87

© Create dncumentation for the cmdlets Authentication module ( Request: Documentation " as
#1'2,8 openea 8 days ago by maisarissi EP 03/22

¥ e R by ST A ST S B = = Yoz > A S, e e ) = A = —



Initial MS Graph Notes

e MS Graph is some kind of Azure-related service

e It exposesa REST API

e It can let you reset other users’ passwords if you have the right
permissions

e It seems to have a distinct permissions system versus Azure AD and
Azure RM



Updated MS Graph Notes

e Microsoft is investing into MS Graph as a sort of “API for APIs”, a unifying
endpoint that may eventually allow for indirectly interacting with any object in
any service just by interfacing with MS Graph.
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e MS Graph's REST API is instantiated into every Azure tenant as a Resource
App (aka Enterprise App, aka Service Principal, aka First Party App).



Updated MS Graph Notes

Microsoft is investing into MS Graph as a sort of “API for APIs”, a unifying
endpoint that may eventually allow for indirectly interacting with any object in
any service just by interfacing with MS Graph.

MS Graph's REST API is instantiated into every Azure tenant as a Resource
App (aka Enterprise App, aka Service Principal, aka First Party App).

MS Graph brokers requests to particular Azure services, including privileged
action requests like resetting passwords or adding users to security groups.
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You must go beyond the documentation.

e These systems are interconnected in undocumented
and non-public ways



You must go beyond the documentation.

e Documentation often doesn’t keep up with changes



You must go beyond the documentation.

e Tooling based only on documentation is almost always
Inaccurate, unreliable tooling.
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P Search resources, services, and docs (G+/)

Q& 0

&

arobbins@specterdev.o... @
SPECTEROPS DEVELOPMENT @0

Home > SpecterOps Development > Users

a2 Andy Robbins | Profile

User

Andy Robbins

«

« Diagnose and solve problems

Manage

a4 Profile

ai, Assigned roles

3 Administrative units
& Groups
Applications Creation time
g 11/1/2021, 9:59:21 AM
a Licenses
LW Devices
Identity
Azure role assignments
Name

@ Authentication methods Andy Robbins

Hide data URLs All
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Name

DelegationToken?feature.cacheextensionapp=false&fe...a v General

© extensiontelemetry
[ © 16571a9f-a0b4-476a-87e8-14dca511b9a3?$select=dis...

favicon.ico

f Edit (;Q Reset password
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Home > SpecterOps Development > Users > Andy Robbins
@ Andy Robbins | Profile - X
aa User
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elegation loken’/Teature.cacl eextension: B‘Ock reques‘ domain Copy as cURL
Sdsnsiorieenety Replay XHR Copy all as PowerShell  /1-0/users/16571a9f-a0ba-476a-87e8-14dca511b9a37$select=displayName
[ e 16571a9f-a0b4-476a-87e8-14dca511b!
Copy all as fetch

favicon.ico Sort By

" Copy all as Node.js fetch
Header Nptions
Copy all as cURL
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$session = New-Object Microsoft.PowerShell.Commands.WebRequestSession
$session.UserAgent = "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/

99.0.4844.51 Safari/537.36"

Invoke-WebRequest -UseBasicParsing -Uri "https://graph.microsoft.com/v1.0/users/16571a9f-a@b4-476a-87e8-14dca511b9a3?"$

select=displayName" °

-WebSession $session °
-Headers @{
""x-ms—-client-session-id"="f9bdae195136432c82b5f27fdddflad2"

j

"DNT"'="1"

"'x-ms—command-name"="UserManagement%20-%20UserAl1PropertiesDataMsGraph"

"Accept-Language"="en"

"Authorization"="Bearer eyJ@eXAi0iJKV1QiLCJub25jZSI6Ik13WHA3cy14MHV6RWIValVRbONWZ1JiSEdXbU9GOWIzU1lwbUltek53REKiLCIhbGci0
1JSUzIINiIsIng1dCI6ImpTMVhvMUIXRGpTNTI2YndHTmd2UU8YVnpNYyIsImtpZCI6ImpTMVhvMUIXRGpTNTI2YndHTmd2UU8YVnpNYyJ9.eyJhdwWQiOiJod
HRwczovL2dyYXBoLm1pY3Jvc29mdC5jb20vIiwiaXNzIjoiaHROCHM6LY9zdHMud21uZG93cy5uZXQVNmMXMmIwY jAtYjJjYy@0YTczLTgyNTItMGISNGImY2
EyMTQ1LYyIsImlhdCIGMTY@ONZzU1IMjU4NSwibmImIjoxNjQ3NTUyNTg1LCIleHA10jE2NDcINTc4AMDISImFjY3Qi0jAsImFjciI6IjEiLCIhaW8i0iJFMpnWUL
qYWZxUmx1Kytaaj LLVHRTVFdybGY3d2VTWj FLQ3p@L1JVL1BhR20OSU96bXNCIiwiYW1yIjpbInB3ZCIdLCIhcHBfZGlzcGxheW5hbWUi0iJBREliaXphVVgi
LCIhcHBpZCI6IjcONjUAMTM2LTEOZWMENDYZMC1hZD 1iLTI2ZTE2MGZMMGZjNiIsImFwcGlkYWNYIjoiMiIsImNvbnRyb2xzIjpbImNhX2VuZiJdLCImYW1pb
HlfbmFtZSI6I1IvYmIpbnMiLCInaXZ1b19uYW1lIjoiQW5keSISImlkdHIwIjoidXNlciIsImlwYWRkciI6IjIw0C43MS4xXNjQuMTK1IiwibmFtZSI6IkFuzH
kgUm9iYmlucyIsIm9pZCI6IjE2NTcXYT ImLWEWY jQtNDc2YSO4N2UALTEOZGNhNTEXY j LThMyIsInBsYXRmIjoiNSIsInB1aWQi0iIxMDAzMjAwWMUEWQThFQzR
EIiwicmgi0iIwLkFWRUFZTEFTYk15eWMwcUNVZ3VVdjhvaFJRTUFBQUFBQUFBQXdBQUFBQUFBQUFCUKFLYy4ilCJzY3A101IBY2N1c3NSZXZpZXcuUmVhZFdy
aXR1LkFsbCBBdWRpdExvZy5SZWFKLkFsbCBEaXJ 1Y3RvcnkuQWNj ZXNzQXNVc2VyLkFsbCBEaXJ 1Y3RvenkuUmVhZC5BbGwgRG lyZWN@b3J5L 1] LTYWRXcm10Z
S5BbGwgRG lyZWN@b335UmVjb21tZW5kYXRpb25zL 1I 1YWQuQWXSIGVtYWLSIEVudG1lObGVtZW50TWFuYWd LbWVudC5SZWFkLkFsbCBHcm91cC5SZWFkV3JpdG
UuQwxsIE1kZW50aXR5UHIvdmlkZXIuUmVhZFdyaXR1LkFsbCBIZGVudGl@eVIpc2tFdmVudC5SZWFkV3JpdGUuQWxsIELkZW50aXR5VXNckZsb3cuUmVhZC5
BbGwgb3B1bmlkIFBvbG1ljeS5SZWFkLkFsbCBQb2xpY3kuUmVhZFdyaXR1LKF1dGhlbnRpY2F@aW9uRmxvd3MgUGIsaWN5L 1J LYWRXcm10ZS5BdXRoZW50aWNh
dGlvbk11dGhvZCBQb2xpY3kuUmVhZFdyaXR1LkNvbmRpdGlvbmFsQWNjZXNzIHByb2ZpbGUgUmVwb330cy5SZWFKLKFsbCBSb2x LTTWFuYWd LbWVudC5SZWFkV
3JpdGUURGlyZWN@b3J5IFN1Y3VyaXR5RXZ1bnRzL1J LYWRXcm10ZS5BbGwgVHI1c3RGemFtZXdvemtLZX1TZXQuUmVhZC5BbGwgVXN Lci5FeHBvcnQuQWxsIF
VzZXIuUmVhZFdyaXR1LkFsbCBVc2VyQXV0aGVudGljYXRpb25NZXRob2QuUmVhZFdyaXR1LkFsbCISInN1YiI6InhidUhwTHRfbVRHRURPcldXOFJUMUhBdAW5
pWi@xbDV2S@h5cEtUT3gzMFUiLCIOZWShbnRfcmVnaW9uX3Njb3BlIjoiTkEiLCI0aWQi0iI2YzEyYjBiMC1iMmN]jLTRhNzMtODI1IMiOwYjkOYmZ]jYTIXNDUL
LCI1bmxdWVfbmFtZSI6ImFyb2JiaW5zQHNwZWNOZXIkZXYub25taWNyb3NvZnQuY29tIiwidXBuljoiYXJvYmIpbnNAc3B1lY3R1lcmR1ldi5vbmlpY3Jvc29md
C5jb20iLCI1dGki0iI3Q31GbTZ5ROXVNkxNzRKaTdZUUFBIiwidmVyIjoiMS4wIiwid2lkcyI6WyI2MmUSMDMSNCO20WY1LTQyMzctOTESMCOWMTIXNZcXND
VIMTAiILCJIiNz lmYmY@ZCOzZWY5LTQ20DktODEOMY@3NmIXOTR1ODUIMDkiXSwieG1zX3N@Ijp7InN1YiI6IldfaGRIWD ImRjR5S LpRRVRYOHN6N21YMFZzeDB
nSVgOWk 12Q3FDRXpMTFUifSwieG1zX3RjZHQi0jE10Dg2MDI4NzN9. ahiEMnLxJusjxBa4VAfIE64hkI7bpAF]I0XMQ5WzRprick2hBjvPIbUat2n0LI1L4Za
gsqVW-mojxdcCtme@MIKYWPebYnKOhWnFHLSmKAYSGPyuSkYPDGCxHAHeYV@0iKQoAPL581gv4pia32YkAjXdccnqvOamKalMA®89kUcv13tZqYOyPaAIN@iM
0—-50g78M@OBV8RYQHP3WinvT6Jg8P7NxDpgiUK22kHv1IXj-D_EMMsSLEC2@QEy7 ImwESpNblvkrGHCu4IhUKN61joSkytlvxJ6JCtK7gksqCWbtDr8le5fohn5
SI5mRnysxq-WEBZT8wrrtrTNArF1kQeog"

"x-ms—effective-locale"="en.en-us"

IlAcceptll=ll*/*ll

IIRefe re r.II.:II n

"s-rs-cliemn: reyuest-id"="b0864d22-023e-4e77-afcf-9b36de5c7059"



PS /Users/andyrobbins> $session = New-Object Microsoft.PowerShell.Commands.WebRequestSession

PS /Users/andyrobbins> $session.UserAgent = "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.51 Sa
fari/537.36"

PS /Users/andyrobbins> Invoke-WebRequest -UseBasicParsing -Uri "https://graph.microsoft.com/v1.0/users/16571a9f-a@b4-476a-87e8-14dca511b9a3? $select=displ
ayName" °

>> -WebSession $session °

>> -Headers @{

>> "x-ms-client-session-id"="f9bdae195136432c82b5f27fdddf1ad2"

5> WDNT'="1"

>> "x-ms—-command-name"="UserManagement%20-%20UserAllPropertiesDataMsGraph"

>> "Accept-Language"="en"

>> "Authorization"="Bearer eyJ@eXAi0iJKV1QiLCJub25jZSI6Ik13WHA3cy14MHV6RWIValVRbONWZ1IiSEdXbU9GOW9zULllwbUltek53REKILCIhbGci0iISUZIINIIsIng1dCI6ImpTMVhvM
U9XRGpFNTI2YndHTmd2UU8YVnpNYyIsImtpZCI6ImpTMVhvMUIXRGPTNTI2YNdHTmd2UU8YVnpNYyJ9.eyJhdWQiOiJodHRwczovL2dyYXBoLmlpY3Jvc29mdC5jb2@vIiwiaXNzIjoiaHROcHM6LYy9zdH
Mud21uzZG93cy5uZXQvNmMxMmIwYjAtYjJjYy@0YTczLTgyNTItMGISNGIMY2EYMTQ1LYIsImlhdCI6MTY@NZULIMjU4NSwibmImIjoxNjQ3NTUYNTg1LCI1eHAIOFE2NDCcINTc4MDISImF]jY3Qi0jAsImF]
ciI6IjEiLCIhaW8i0iJFM1pnWUlqYWZxUmx1KytaajlLVHRTVFdybGY3d2VTWjFLQ3p@OL1IVLIBhR20OSUF6bXNCIiwiYW1yIjpbInB3ZCIdLCIhcHBfZG1lzcGxheW5hbWUi0iIBRE1iaXphVVgilCJIhcH
BpZCI6IjcONjU4MTM2LTERZWMtNDYZMC1hZD1iLTI2ZTE2MGZMMGZINiIsImFwcGlkYWNyIjoiMiIsImNvbnRyb2xzIjpbImNhX2VuZiJldLCImYW1ipbH1fbmFtZSI6I1JvYmIpbnMilLCInaXZ1b1l9uYW1l
IjoiQwW5keSIsImlkdH1wIjoidXN1lciIsImlwYWRkciI6IjIwOC43MS4XNFQUMTKIIiwibmFtZSI6IkFuZHkgUm9iYmlucyIsIm9pZCI6IFE2NTexYTImLWEWYjQtNDc2YS@4N2U4LTERZGNhNTEXYj1hMy
IsInBsYXRmIjoiNSIsInB1aWQiOiIxMDAzMjAwWMUEWQThFQzREIiwicmgiOiIwLkFWRUFZTEFTYk15eWMwcUNVZ3VVdjhvaFJRTUFBQUFBQUFBQXdBQUFBQUFBQUFCUKFLYy4ilLCJzY3A10iJBY2N1c3NS
ZXZpZXcuUmVhZFdyaXR1LkFsbCBBdWRpdExvZy5SZWFkLkFsbCBEaXJ1Y3RvenkuQWN3GZXNzQXNVc2VyLkFsbCBEaXJ1Y3RvenkuUmVhZC5BbGwgRGlyZWNOb3JI5L1J1YWRXcm10ZS5BbGwgRGlyZWNOb3
J5UmVjb21tZW5kYXRpb25zL1J1YWQuQWXxsIGVtYW1sIEVudG1ObGVtZW50 TWFuYWd1bWVudC5SZWFkLkFsbCBHcm91cC5SZWFkV3IpdGUuUQWxsIE1kZW5@0aXR5UHIvdmlkZXIuUmVhZFdyaXR1LkFsbCBJ
ZGVudG1eeVIpc2tFdmVudC5SZWFkV3IpdGUUQWxsIE1kZW50aXR5VXN1ckZsb3cuUmVhZC5BbGwgb3B1bmlkIFBvbG1ljeS5SZWFkLkFsbCBQb2xpY3kuUmVhZFdyaXR1LkF1dGhlbnRpY2F@aW9uRmxvd3
MgUG9saWN5L1J1YWRXcm10ZS5BdXRoZW50aWNhdGlvbk11dGhvZCBQb2xpY3kuUmVhZFdyaXR1LkNvbmRpdGlvbmFsQWNjZXNzIHByb2ZpbGUgUmVwb3J0cy5SZWFkLkFsbCBSb2x1TWFuYWd1bWVudC5S
ZWFkV3JIpdGUURG1yZWN@b3J5IFN1Y3VyaXR5RXZ1bnRzL1JI1YWRXcm10ZS5BbGwgVHI1c3RGemFtZXdvemtLZX1TZXQuUmVhZC5BbGwgVXN1ci5FeHBvenQuQWxsIFVzZXIuUmVhZFdyaXR1LkFsbCBVc2
VyQXV@aGVudGljYXRpb25NZXRob2QuUmVhZFdyaXR1LkFsbCIsINN1YiI6éInhidUhwTHRfbVRHRURPc1dXOF JUMUhBAW5pWi@xbDV2S@h5cEtUT3gzMFUiLCIBZW5hbnRfecmVnaW9uX3Njb3B1IjoiTkEL
LCJ0aWQi0iI2YzEyYjBiMC1iMmNjLTRhNzMtODI1IMiOwYjkOYmZjYTIXNDUiLCI1bmlxdWVfbmFtZSI6ImFyb2JiaW5zQHNWZWNOZXJIkZXYub25taWNyb3NvZnQuY29tIiwidXBuIljoiYXJIvYmIpbnNAc3
B1Y3R1lcmR1di5vbmlpY3Jvc29mdC5jb20ilCI1dGki0iI3Q316GbTZ5ROXVN1kxNzRKaTdZUUFBIiwidmVyIjoiMS4wIiwid21keyI6WyI2MmUSMDMSNCO20WY1LTQyMzctOTESMCOWMTIXNZzcXxNDVIMTAL
LCJiNz1mYmY@ZCOzZWY5LTQ20DktODE@MYy@3NmIXOTR10DUIMDkiXSwieG1zX3NOIjp7InN1YiI6I1dfaGRIWDImRjR5S1pRRVRYOHN6N21YMFZZzeDBnSVgOWk12Q3FDRXpMTFUifSwieG1zX3RjZHQi0]
E10Dg2MDI4NzN9.ahiEMnLxJusjxBa4VATIE64hkI7bpAFJJOXMQ5WzRprLck2hBjvPIbUat2n0LI1L4ZagsqVW-mojxdcCtme@MIKYWPebYNK9hWnFHLSmKAYSGPyuSkYPDGCxHAHeYVO0iKQoAPL581g
v4pia32YkAjXdcecngvOamKalMA@89kUcv13tZqYOyPaAIN@iMO--50g978MOBVBRYQHP3WinvT6JIg8P7NxDpgiUK22kHv1IXj—D_EMMsLEC2@Ey7ImwESpNb1vkrGHCu4IhUKN61joSkytlvxJ6JICtK7gks
qCWbtDr81le5fohn5SI5SmRnysxq-WE8ZT8wrrtrTNArF1kQeeg"

>> "x-ms—-effective-locale"="en.en-us"
>> "Accept"="*/*"
>> "x-ms-client-request-id"="b0864d22-023e-4e77-afcf-9b36de5c7066"
[>> }
StatusCode : 200
StatusDescription : OK
Content : {"@odata.context":"https://graph.microsoft.com/v1.0/$metadata#users(displayName)/$entity","displayName":"Andy Robbins"}
RawContent : HTTP/1.1 200 OK
Cache-Control: no-cache
Transfer-Encoding: chunked
Strict-Transport-Security: max-age=31536000
request-id: f5b23cfe-4fle-47b3-8c@e-7a97eb1101b9
client-request-id: f5b23cf@-4fle-47b3-8c..
Headers : {[Cache-Control, System.String[]]l, [Transfer-Encoding, System.String[l], [Strict-Transport-Security, System.String[]], [request-id,
System.String[]1].}
Images : {}
InputFields : {}
Links : {3
RawContentLength : 119
RelationLink : {}

PS /Users/andyrobbins> [
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PS C:\Users\andyrobbins> Import-Module AzureAD
PS C:\Users\andyrobbins> Get-Command -lModule AzureAD

CommandType
Alias
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Crdice
Cmdlet

Name
Get-AzureADApplicationProxyConnectorGroupMembers
Add-AzureADApplicationOwner
Add-AzureADDeviceRegisteredOwner
Add-AzureADDeviceRegisteredUser
Add-AzureADDirectoryRoleMember
Add-AzureADGroupMember
Add-AzureADGroupOwner
Add-AzureADMSAdministrativeUnitMember
Add-AzureADMSApplicationOwner
Add-AzureADMSLifecyclePolicyGroup
Add-AzureADMSScopedRoleMembership

Add-AzureADMSServicePrincipalDelegatedPermissionC..

Add-AzureADServicePrincipalOwner
Confirm—-AzureADDomain

Connect-AzureAD

Disconnect—-AzureAD
Enable-AzureADDirectoryRole
Get—AzureADApplication
Get—AzureADApplicationExtensionProperty
Get—-AzureADApplicationKeyCredential
Get-AzureADApplicationLogo
Get—AzureADApplicationOwner
Get—AzureADApplicationPasswordCredential
Get—AzureADApplicationProxyApplication

Get-AzureADApplicationProxyApplicationConnectorGr..

Version

NNNNNNNMNMNMNNNONMNNOMNNMNNNNNNONNONNNNNNNNNNNN
[cloloNoNoNoNolNoNoNoNolNoNoNoNoNoNoNoNoNoNoNoNoNoNo
NNNNNNMNNMNMNNONMNNONMNONNONMNNMNNOMNNONNNNNNNONDNNONNNN

Source

AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD
AzureAD



function Invoke-AzureHound {
[CmdletBinding()]
Param(
[Parameter(Mandatory=$False)][Stringl$TenantID = $null,
[Parameter(Mandatory=$False)] [String]$OutputDirectory = $(Get-Location), [ValidateNotNullOrEmpty()]
[Parameter(Mandatory=$False)] [Switchl$Install = $null)

if ($Install){
Install-Module -Name Az -AllowClobber
Install-module -Name AzureADPreview -AllowClobber

$Modules = Get-InstalledModule

if ($Modules.Name -notcontains 'Az.Accounts' -and $Modules.Name -notcontains 'AzureAD'){
Write-Host "AzureHound requires the 'Az' and 'Azure AD PowerShell module, please install by using the -Install switch."
exit

$date = get-date -f yyyyMMddhhmmss

#Login Check
$APSUser = Get-AzContext *>&1
if ($APSUser -eq $null){
Connect—AzAccount
$APSUser = Get-AzContext *>&1
if ($APSUser -eq $null){
Write-Host "Login via Az PS Module failed."
exit
}
i
Connect-AADUser
$Headers = Get-AzureGraphToken

If(!$TenantID){
$TenantObj = Invoke-RestMethod -Headers $Headers -Uri 'https://graph.microsoft.com/beta/organization’
$Tenant = $TenantObj.value
$TenantId = $Tenant.id
k

# Enumerate users
$Coll = New-Object System.Collections.ArrayList
Write-Info "Building users object, this may take a few minutes."
$AADUsers = Get-AzureADUser -All $True | Select UserPrincipalName.OnPremisesSecuritvIdentifier.0ObiectID.TenantId
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1 $Body = @{
2 Grant_Type = "client_credentials"
3 Scope = "https://graph.microsoft.com/.default"
4 client_Id = "5cb4d011-ef3d-4c4a-afed4-1189dd1808ae"
Get a token< 5 ! Client_Secret = "3gh7Q~WIbzpawgelEoU1QKA~.VPMBWK3vIgpUu"
6
7 $Token = Invoke-RestMethod °
8 -URI "https://login.microsoftonline.com/specterdev.onmicrosoft.com/oauth2/v2.0/token" °
9 -Method POST
\_ 10 -Body $Body
11
12 # List users in my tenant
Get data 13 $Users = Invoke-RestMethod °
from the AR 14 -Headers  @{Authorization = "Bearer $($Token.access_token)" } °
15 -Uri "https://graph.microsoft.com/v1.0/users/" °
16 -Method GET

Work with 17
the data { 18 $Users.value



//' PS /Users/andyrobbins> $Body = @{

| >> Grant_Type = "client_credentials"

i >> Scope = "https://graph.microsoft.com/.default"

|>> client_Id = "5cb4d0l11-ef3d-4c4a-afes-1189dd1808ae"
>> Client_Secret = "3gh7Q~WIbzpawgelEoU1QKA~.VPMBWK3vIgpu"
>> }

- PS /Users/andyrobbins> $Token = Invoke-RestMethod °
(3||63r1t << > -URI "https://login.microsoftonline.com/specterdev.onmicrosoft.com/oauth2/v2.0/token" °
. >> -Method POST °
execution GO E $Body
PS /Users/andyrobbins>
PS /Users/andyrobbins> # List users in my tenant
PS /Users/andyrobbins> $Users = Invoke-RestMethod °
>> —Headers @{Authorization = "Bearer $($Token.access_token)" } °
>> -Uri "https://graph.microsoft.com/v1.0/users/"
\_| > -Method GET
PS /Users/andyrobbins>
, PS /Users/andyrobbins> $Users.value | Select -First 2
businessPhones : {}
displayName : Andew Chiles
givenName : Andrew
jobTitle : Simulation
mail : achiles@specterdev.onmicrosoft.com
mobilePhone 3
officelLocation s
preferredLanguage :
surname : Chiles
userPrincipalName : achiles@specterdev.onmicrosoft.com
The data < id : d17de5dd-cbe9-41de-ac4d-93df58de0792
businessPhones : {}
displayName : Andy Robbins
givenName : Andy
jobTitle 3
mail :
mobilePhone 3
officeLocation s
preferredLanguage :
surname : Robbins
userPrincipalName : arobbins@specterdev.onmicrosoft.com
: 16571a9f-a@b4-476a-87e8-14dca511b9a3

\\'id

PS /Users/andyrobbins>
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$Body = @{

Grant_Type = "client_credentials"
Scope = "https://graph.microsoft.com/.default"
client_Id =  "5cb4d@11l-ef3d-4cd4a-afe4-1189dd1808ae"

Client_Secret "3qh7Q~WIbzpawge LEoU1QKA~.VPMBWK3vIgpu"
}

$Token = Invoke-RestMethod °

-URI "https://login.microsoftonline.com/specterdev.onmicrosoft.com/oauth2/v2.0/token" °

-Method POST °
-Body $Body

# Get list of our test service principals by their ID
$URI = "https://graph.microsoft.com/v1.0/users"
$Results = $null
$Users = $null
do {
$Results = Invoke-RestMethod °
-Headers @{Authorization = "Bearer $($Token.access_token)"} °
-URI $URI °
-UseBasicParsing °
-Method "GET" °
-ContentType "application/json"
if ($Results.value) {
$TestSPObjects += $Results.value
} else {
$TestSPObjects += $Results
}

$uri = $Results. '@odata.nextlink'
Josss rlvsuiiy)



Token gotchas

e JWTs facilitate stateless authentication but only partly facilitate stateless
authorization
e But not all authorization is stored in the JWT
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other access control configs



Token gotchas

e JWTs facilitate stateless authentication but only partly facilitate stateless
authorization
e But not all authorization is stored in the JWT

e AzureAD roles and MS Graph roles are stored in JWTs
e Butthese tokens do not include AzureRM role assignments or the various
other access control configs

e TIldr: You can have more privileges than what your JWT states
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# Get a token for MS
$clientId -
$tenantName
$clientSecret
$resource -

$Body = @{
Grant_Type
Scope
client_Id
Client_Secret

}

Graph API as the "MyCoolApp" service principal
"4a2d703b-ec39-4fe4-98a9-e298d5a01540"
"specterdev.onmicrosoft.com"
"PY1i7Q~LCQud5LChhdUYU9rMjYDQModARxDa@0"
"https://graph.microsoft.com/"

"client_credentials"
"https://graph.microsoft.com/.default"
$clientID

$clientSecret

$token = Invoke-RestMethod

-Uri "https://login.microsoftonline.com/$TenantName/oauth2/v2.0/token™
-Method POST -
-Body $Body

# $token.access_toke
$token.access_token

# Now that we have a

$URI = “hitt
$Request = Invo

$Request.value | Sel

n is our bearer token

bearer token, we can interface with the MS Graph API

ps://graph.microsoft.com/v1.0/Groups/"'
ke-RestMethod °

-Headers @{Authorization = "Bearer $($token.access_token)"} °

-URI $URI °
-Method GET
ect -First 1



PS C:\Users\andyrobbins> # Get a token for MS Graph API as the "MyCoolApp" service principal
PS C:\Users\andyrobbins> $clientId "4a2d703b—-ec39-Ufeld-98a9-e298d5a0+540"

PS C:\Users\andyrobbins> $tenantName "specterdev.onmicrosoft.com"

PS C:\Users\andyrobbins> $clientSecret "PY1i7Q~LCQud5LChhdUYU9rMjYDQModARXxDa@0"

PS C:\Users\andyrobbins> $resource "https://graph.microsoft.com/"

PS C:\Users\andyrobbins>

PS C:\Users\andyrobbins> $Body = @{

>> Grant_Type = "client_credentials"

>> Scope =  "https://graph.microsoft.com/.default"
>> client_Id = $clientID

>> Client_Secret = $clientSecret

>> }

PS C:\Users\andyrobbins>
PS C:\Users\andyrobbins> $token = Invoke-RestMethod

>> -Uri "https://login.microsoftonline.com/$TenantName/oauth2/v2.0/token" *
>> —Method POST *
>> -Body $Body

PS C:\Users\andyrobbins>

PS C:\Users\andyrobbins> # $token.access_token is our bearer token

PS C:\Users\andyrobbins> $token.access_token
eyJO0eXAi0iJKV1QiLCJub25jZSI6Im5xRVdUQjZMOVIWcjNIYORRaAVA2VmpWaTFFeHFrcGLKRKhiUHBtUKFfVHcilLCIhbGci0iJSUzZIINiIsIngldCI6IK1y
NS1BVW1iZkJpaTdOZDFqQmViYXhiblhXMCIsImtpZCI6IK1yNS1BVWLizZkJpaTdOZDFqQmViYXhib1hXMCJ9.eyJIhdWQiOiJodHRwczovL2dyYXBoLmlpY3J
vc29mdC5jb20iLCIpc3MiOiJodHRwczovL3NOcy53aW5kb3dzLm51dC82YzEYYjBiMC1iMmNjLTRhNZMtODI1MiOwY jkOYmZ jYTIXNDUvIiwiaWFOIjoxNjQ
INTcwNTU3LCJuYmYiOjE2NDUINZAINTcsImVU4cCIGMTYONTU3INDQINYwiYWLlvIjoiRTJaZ11PQXhiNzNTVnUvMzBMbXhxRVZ2bmRKLOFBPTOiLCJIhcHBFZGl
zcGxheW5hbWUiOiJNeUNvb2xBcHAIiLCIhcHBpZCIAIjRhMmQ3MDNiLWVjMzKtNGZINCOS0GESLWUYOThKNWEWZ jUOMCISImFwcGLKYWNYIjoiMSIsImlkeCI
6ImhOdHBz0i8vc3RzLndpbmRvd3MubmVOLZzZ jMTIiIMGIWLWIYY2MtNGE3MyOUMjUyLTBiOTRiZmMNhMjEONS8iLCIpZHRE5cCI6IMFwcCIsImIpZCI6ImQXNDY
ONJRMLTUYM2EtNGQYNC1iZmN1LTE3ZDIXNTY4NjQ3ZSIsInJoIjoiMC5BVKVBCcOXBU2INeX1jMHFDVWd1VXY4b2hSUU1BQUFBQUFBQUF3QUFBQUFBQUFBQLJ
BQUEUIiwicm9sZXMiOlsiRGLlyZWNOb3JI5L1ILYWQuUQWXxSI1OSINN1YiI6ImQxNDYONjRMLTUYM2EENGQYNC1iZmNILTE3ZDIXNTYUNjQ3ZSIsInRlbmFudF9
yZWdpb25fc2NvcGUi0iJOQSISINRpZCI6IFZjMTIIMGIWLWIYY2MENGE3MyOUMjUYLTBiOTRiZMNhMJEONSISINVOaSI6IKEXSWFrWKICVFV5czRzTndQSEF
UQWcilCJ2ZXIi0iIXxLjAiLCI3aWRzIjpbIjAS0TdhMWQWLTBKMWQtNGFjYiliNDALLWQ1Y2E3MzEYMWUSMCIALCIUbXNFAGNKACI6MTULODYWMjg3M30. rivl
1jDm5z1EH3QQVCiva6Fd1z—FSpw6VZpFGOhETT-gJLYOLiMFfTIwi8f9ghluXUgiQGbazFMfx85-xbaPerbHGW3dCjFh1EFfXX1oLXB8TI9GTvrINGa0jX2Xj5
T6tAYUp75ci06BXxPF8eXHOa-7f0q24hhKWcqG5QXhMkguDv5mtzQ7yrAdWOFzc2XbPKALFq5Xz579zJyvfRAeNup_TkVv6sdh_eLEnA-dzxSvq80uTXD7gmu
1drACY Sl JARGHGRE. LaR30bePtydQUCpHWikgZGB7AILov jmLcGueKOjZdAmDV jo71i93T1A0xF6UV9SIddk7UbX722UDFi9zw

PS C:\Users\andyrobbins>



eyJeeXAi0iJKV1QiLCIub25jZSI6IM5XRVAUQ]ZMOVIWC jNIYORRaVA2VmpWaTFFeHFrcG1kRkhiUHBtUKFfVHciLCIhbGci0iJSUZIINiIsIng1ldCI6Ik1yNS1BVW1izkIpaT
dOZDFqQmViYXhib1lhXMCIsImtpZCI6Ik1yNS1BVW1iZkIpaTdOZDFqQmViYXhib1hXMCJ9.eyJhdWQiOiJodHRwczovL2dyYXBolmlpY3Jvc29mdC5jb20ilCIpc3MiOiJodHR
wczovL3Nocy53aW5kb3dzLm51dC82YzEyYjBiMC1iMmNFLTRhNZMtODI1MiOwY jkOYmZFYTIXNDUVIiwiaWFOIjoxNjQINTCWNTU3LCIuYmYiOjE2NDUINZAINTcSImV4AcCI6M
TYONTU3NDQ1INywiYW1lvIjoiRTJaZ11PQXhiNzNTVnUvMzBMbXhxRVZ2bmRKLOFBPTOiLCIhcHBfZG1lzcGxheWShbWUiOiINeUNvb2xBcHAILCIhcHBpZCI6IjRhMmMQ3MDNILWV
jMzktNGZ1INCOS0GESLWUYOThKNWEWZ jJUOMCISImFWcG1kYWNYIjoiMSIsImlkcCI6Imh@dHBz0i8vc3RzLndpbmRvd3MubmvOLzZjMTIiMGIWLWIYY2MtNGE3My@4MjUyLTBiO
TRiZmNhMJEONS8iLCIpZHRScCI6IMFWcCISIMIpZCI6IMQXNDYONFRmLTUYM2EtNGQYNC1iZmNILTE3ZDIXNTY4NJQ3ZSIsInJoIjoiMC5BVkVBCcOxBU2INeX1jMHFDVWA1VXY
4b2hSUU1BQUFBQUFBQUF 3QUFBQUFBQUFBQ1JIBQUEUIiwicm9sZXMiOlsiRG1lyZWNOb3I5L1I1YWQUQWXSI1@sINN1YiI6ImQXNDYONFRmLTUYM2EtNGQYNC1iZmNILTE3ZDIXN
TY4NJjQ3ZSIsInR1bmFudF9yZWdpb25fc2NvcGUi0iJOQSISINRpZCI6IFZIMTIIMGIWLWIYY2MENGE3My@4MjUyLTBiOTRiZMNhMJEONSISINVOaSI6IKEXSWFrik9CVFV5czR
ZTndQSEFUQWCciLCI2ZXIi0iIXLjAiLCI3aWRzIjpbIFASOTdhMWQWL TBKMWQENGFjYi1iNDA4LWQ1Y2E3MZzEYMWUSMCIALCI4bXNFdGNkdCI6MTU4A0DYWMjg3M30. rivll1jDm5z
1EH3QQVCiva6bFd1z-FSpw6VZpFGOhETT-gILYOLiMfTIwi8f9ghl4XUgiQGbazFMfx85-xbaPerbHGW3dCjFh1EfXX1oLXB8TI9GTvrINGa0jX2Xj5T6tAYUp75¢ci06BXPF8eX
Ho@a-7f0q24hhKWcqG5QXhMkgaDv5mtzQ7yrA4WOF zc 2XbPKALFq5Xz579z]yvfRAeNup_TkVv6sdh_eLEnA-dzxSvq80uTXD7gmuldFAcVf4rJARgpGRmL1aR50bePbvdQUCPH
WikgZGB7AI4ovjmLcGuekK@jZdAmDVjo71i93T1AOxf6UVISIddk74bX7224DFi9zw

This token was issued by Azure Active Directory.

Decoded Token Claims
{

Suns 6T,
"nonce": "nQEWTB6LORVr3HcDQiP6VjVilExqkpidFHbPpmRA_Tw",
"alg": "RS256",
"x5t": "Mr5-AUibfBii7Nd1jBebaxboXwe",
"kid": "Mr5-AUibfBii7Nd1jBebaxboXxwe"
}{
"aud": "https://graph.microsoft.com",
"iss": "https://sts.windows.net/6c12bobo-b2cc-4a73-8252-0b94bfca2145/",
"iat": 1645570557,
"nbf": 1645570557,
"exp": 1645574457,
"aio": "E2ZgYOAxb73SVu/30LmxqEVvndl/AA==",
"app_displayname": "MyCoolApp",
"appid": "4a2d703b-ec39-4fe4-98a9-e298d5a0f540",
"appidacr": "1",
"idp": "https://sts.windows.net/6c12bobe-b2cc-4a73-8252-0b94bfca2145/",
"idtyp": "app",
"0id": "d146464f-523a-4d24-bfce-17d21568647¢e",
"rh": "@.AVEAsSLASbMyyc@qCUguUv8ohRQMAAAAAAAAAWAAAAAAAAABRAAA. ",
learningnets "o« |
"Directory.Read.All"
1,




Decoded Token Claims

SEYPE IWTY,
"nonce": "ngEWTB6EL9RVr3HcDQiP6VjVilExqkpidFHbPpmRA_Tw",
"alg": "RS256",
"x5t": "Mr5-AUibfBii7Nd1jBebaxboXwe",
"kid": "Mr5-AUibfBii7Nd1jBebaxboXwe"
: A

Audience "aud": "https://graph.microsoft.com",
"iss": "https://sts.windows.net/6c12b@bo-b2cc-4a73-8252-0b94bfca2145/",
“iat": 1645570557,
"nbf": 1645570557,

: 1645574457,
"aio": "E2ZgYOAxb73SVu/30LmxqEVvndJ/AA
"app_displayname": "MyCoolApp",
"appid": "4a2d703b-ec39-4fe4-98a9-e298d5a0f540",
"appidacr": "1",
"idp": "https://sts.windows.net/6c12bobo-b2cc-4a73-8252-0b94bfca2145/",
"idtyp": "app",
"oid": "d146464f-523a-4d24-bfce-17d21568647e",
"rh": "@.AVEASLASbMyyc@qCUguUv8ohRQMAAAAAAAAAWAAAAAAAAABRAAA. ",
"roles": [
"Directory.Read.All"

1,
"sub": "d146464f-523a-4d24-bfce-17d21568647e",
"tenant_region_scope": "NA",
"tid": "6c12bobo-b2cc-4a73-8252-0b94bfca2145",
"uti": "A1IakZOBTUys4sNwPHATAg",
“wver™; “1.8%,

"wids": [
"0997al1do-0d1d-4acb-b408-d5ca73121e90"

1,
"xms_tcdt": 1588602873

}.[Signature]




Decoded Token Claims

SEYPE IWTY,
"nonce": "ngEWTB6EL9RVr3HcDQiP6VjVilExqkpidFHbPpmRA_Tw",
"alg": "RS256",
"x5t": "Mr5-AUibfBii7Nd1jBebaxboXwe",
"kid": "Mr5-AUibfBii7Nd1jBebaxboXwe"
o
"aud": "https://graph.microsoft.com",
Issuer‘ "iss": "https://sts.windows.net/6c12b@bo-b2cc-4a73-8252-0b94bfca2145/",
“iat": 1645570557,
"nbf": 1645570557,
: 1645574457,
"aio": "E2ZgYOAxb73SVu/30LmxqEVvndJ/AA
"app_displayname": "MyCoolApp",
"appid": "4a2d703b-ec39-4fe4-98a9-e298d5a0f540",
"appidacr": "1",
"idp": "https://sts.windows.net/6c12bobo-b2cc-4a73-8252-0b94bfca2145/",
"idtyp": "app",
"oid": "d146464f-523a-4d24-bfce-17d21568647e",
"rh": "@.AVEASLASbMyyc@qCUguUv8ohRQMAAAAAAAAAWAAAAAAAAABRAAA. ",
"roles": [
"Directory.Read.All"
1,
"sub": "d146464f-523a-4d24-bfce-17d21568647e",
"tenant_region_scope": "NA",
"tid": "6c12bobo-b2cc-4a73-8252-0b94bfca2145",
"uti": "A1IakZOBTUys4sNwPHATAg",
“wver™; “1.8%,

"wids": [
"0997al1do-0d1d-4acb-b408-d5ca73121e90"

1,
"xms_tcdt": 1588602873

}.[Signature]




Decoded Token Claims

SEYPE IWTY,
"nonce": "ngEWTB6EL9RVr3HcDQiP6VjVilExqkpidFHbPpmRA_Tw",
"alg": "RS256",
"x5t": "Mr5-AUibfBii7Nd1jBebaxboXwe",
"kid": "Mr5-AUibfBii7Nd1jBebaxboXwe"
o
"aud": "https://graph.microsoft.com",
"iss": "https://sts.windows.net/6c12b@bo-b2cc-4a73-8252-0b94bfca2145/",
“iat": 1645570557,
"nbf": 1645570557,
: 1645574457,
"aio": "E2ZgYOAxb73SVu/30LmxqEVvndJ/AA
"app_displayname": "MyCoolApp",
"appid": "4a2d703b-ec39-4fe4-98a9-e298d5a0f540",
"appidacr": "1",
"idp": "https://sts.windows.net/6c12bobo-b2cc-4a73-8252-0b94bfca2145/",
"idtyp": "app",

MS Gpaph "0id": "d146464f-523a-4d24-bfce-17d21568647e",
"rh": "@.AVEAsSLASbMyyc@qCUguUv8ohRQMAAAAAAAAAWAAAAAAAAABRAAA. ",
SCOped App "roles": [

F{()IGBES "Directory.Read.All"

1,

"sub": "d146464f-523a-4d24-bfce-17d21568647e",
"tenant_region_scope": "NA",

"tid": "6c12bobo-b2cc-4a73-8252-0b94bfca2145",
"uti": "A1IakZOBTUys4sNwPHATAg",

"ver": "1.0",

"wids": [
"0997al1do-0d1d-4acb-b408-d5ca73121e90"

1,
"xms_tcdt": 1588602873

}.[Signature]




Decoded Token Claims

SEYPE IWTY,
"nonce": "ngEWTB6EL9RVr3HcDQiP6VjVilExqkpidFHbPpmRA_Tw",
"alg": "RS256",
"x5t": "Mr5-AUibfBii7Nd1jBebaxboXwe",
"kid": "Mr5-AUibfBii7Nd1jBebaxboXwe"
o
"aud": "https://graph.microsoft.com",
"iss": "https://sts.windows.net/6c12b@bo-b2cc-4a73-8252-0b94bfca2145/",
“iat": 1645570557,
"nbf": 1645570557,
: 1645574457,
"aio": "E2ZgYOAxb73SVu/30LmxqEVvndJ/AA
"app_displayname": "MyCoolApp",
"appid": "4a2d703b-ec39-4fe4-98a9-e298d5a0f540",
"appidacr": "1",
"idp": "https://sts.windows.net/6c12bobo-b2cc-4a73-8252-0b94bfca2145/",
"idtyp": "app",
"oid": "d146464f-523a-4d24-bfce-17d21568647e",
"rh": "@.AVEASLASbMyyc@qCUguUv8ohRQMAAAAAAAAAWAAAAAAAAABRAAA. ",
"roles": [
"Directory.Read.All"
1,
"sub": "d146464f-523a-4d24-bfce-17d21568647e",
"tenant_region_scope": "NA",
"tid": "6c12bobo-b2cc-4a73-8252-0b94bfca2145",
"uti": "A1IakZOBTUys4sNwPHATAg",
“wver™; “1.8%,
AzureAD Roles "wids": [
"0997al1do-0d1ld-4acb-b408-d5ca73121e90"
1,
"xms_tcdt": 1588602873
}.[Signature]
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46
47

# Collect all service principal objects and put them into $ServicePrincipals
$URI = "https://graph.microsoft.com/vl1.0/servicePrincipals”
$Results = $null
$ServicePrincipals = $null
do {
$Results = Invoke-RestMethod °
-Headers @{Authorization = "Bearer $($token.access token)" } °
-URI $URI °
-UseBasicParsing -
-Method "GET" ~
-ContentType "application/json"
if ($Results.value) {
$ServicePrincipals += $Results.value
} else {
$ServicePrincipals += $Results
}
$uri = $Results. '@odata.nextlink’
} until (!($uri))



C:\Users\andyrobbins\AppData* X + v

PS C:\Users\andyrobbins> $ServicePrincipals | ?{$_.appId —-Match '0EEEOO(
appRoles | sort-object —property value | select value

AccessReview.Read.All
AccessReview.ReadWrite.All
AccessReview.ReadWrite.Membership
AdministrativeUnit.Read.All
AdministrativeUnit.ReadWrite.All
Agreement.Read.All
Agreement.ReadWrite.All
AgreementAcceptance.Read.All
APIConnectors.Read.All
APIConnectors.ReadWrite.All
AppCatalog.Read.All
AppCatalog.ReadWrite.All
Application.Read.All
Application.ReadWrite.All
Application.ReadWrite.OwnedBy
AppRo leAssignment.ReadWrite.All
Anida+1 nna DasAdA Al11



LN T Untitled spreadsheet - Google X +

& (& @ docs.google.com/spreadsheets/d/1UPIdIJpAYysféwbC3ygBMCLw5ukOo-Q7G93KEE...

Untitled spreadsheet ¥t o

File Edit View Insert Format Data Tools Extensions Help Last edit was seconds ago

& T 100% v $§ % .0 .00 123~ Default(Ari. ~ 10 ~ B I & A <

AccessReview.Read.All
AccessReview.ReadWrite.All
AccessReview.ReadWrite.Membership
AdministrativeUnit.Read.All
AdministrativeUnit.ReadWrite.All
Agreement.Read.All
Agreement.ReadWrite.All
AgreementAcceptance.Read.All
APIConnectors.Read.All
APIConnectors.ReadWrite.All
AppCatalog.Read.All
AppCatalog.ReadWrite.All
Application.Read.All
Application.ReadWrite.All
Application.ReadWrite.OwnedBy
AppRoleAssignment.ReadWrite.All
AuditLog.Read.All
BitlockerKey.Read.All
BitlockerKey.ReadBasic.All
Calendars.Read
Calendars.ReadWrite
CallRecord-PstnCalls.Read.All

2
3
4
5
6
7/
8
9

e e e s I s ) s
®| N|jlo|la|s|lw|N|=|o




Catalogue

Enumerate assignable

abuse permissions

capabilities

Test existing abuses,
consider new abuses




Application permissions

Permission Display String
Directory.Read.All Read directory
data

Directory.ReadWrite All Read and write
directory data

Description

Allows the app to read data in your organization's directory, such as
users, groups and apps, without a signed-in user.

Allows the app to read and write data in your organization's
directory, such as users, and groups, without a signed-in user. Does
not allow user or group deletion.

Admin
Consent
Required

Yes

Yes



Untitled spreadsheet @ B [@-

File Edit View Insert Format Data Tools Extensions Help Lastedit was seconds ago

~ ~ & P 100% v $§ % .0 .00 123~  Default(Ari. v 10 -~ B I 5 A & H A
D1 - Add Principal to Role Enabled Security Group
A B c D
1 MS Graph App Role Name Promote Self to Global Admin Change Global Admin's Password |Add Principal to Role Enabled Se

AccessReview.Read.All

AccessReview.ReadWrite.Membership
AdministrativeUnit.Read.All

7 | AdministrativeUnit.ReadWrite.All

8  Agreement.Read.All

9  Agreement.ReadWrite.All

10 AgreementAcceptance.Read.All

11 APIConnectors.Read.All

12 APIConnectors.ReadWrite.All

13 AppCatalog.Read.All

14 AppCatalog.ReadWrite.All

15 Application.Read.All

16 Application.ReadWrite.All

17 Application.ReadWrite.OwnedBy

18 AppRoleAssignment.ReadWrite . All

19 AuditLog.Read.All

20  BitlockerKey.Read.All

21 BitlockerKey.ReadBasic.All

22 | Calendars.Read

23 | Calendars.ReadWrite

[emedlearnmagraetsada
25  CallRecords.Read.All

2
3
4 AccessReview.ReadWrite.All
5
6




Microsoft Azure

AR Search resources, services, and docs (G+/)

Home > SpecterOps Development

MyCoolApp

= MyCoolApp | APl permissions =

‘ P Search (Cmd+/) | «

Overview
Quickstart

4 Integration assistant

Manage
Branding & properties
3 Authentication
Certificates & secrets
Token configuration
API permissions
Expose an API
App roles
Owners
Roles and administrators | Preview

Hl Manifest
Support + Troubleshooting

V.l Troubleshooting

4s New support request

.me/learningnets

() Refresh 2 Got feedback?

A\ You are editing permission(s) to yi

o The "Admin consent required" col
the value in your organization, or

Configured permissions

Applications are authorized to call APl
all the permissions the application nee

Add a permission /" Grant ad
API / Permissions name

V Microsoft Graph (1)

User.Read

To view and manage permissions and

Request API permissions

< All APIs
4=, Microsoft Graph
https://graph.microsoft.com/ Docs ('

What type of permissions does your application require?

Delegated permissions

Your application needs to access the API as the signed-in user.

Select permissions

arobbins@specterdev.o...
SPECTEROPS DEVELOPMENT (SP...

FE ® 3 0 &

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

| 2 Start typing a permission to filter these results

Permission

/' AccessReview (1)

. AccessReview.Read All &
Read all access reviews

D AccessReview.ReadWrite All (O

Manage all access reviews

AccessReview.ReadWrite. Membership ©

Manage access reviews for group and app memberships

AdministrativeUnit
AgreementAcceptance
Agreement
APIConnectors

AppCatalog

Add permissions  |IEVESTE]

Admin consent required




<« > C & docs.microsoft.com/en-us/graph/apifrbacapplication-post-roleassignments?view=graph-rest-1.0&tabs=http

Version

Microsoft Graph REST API v1.0

Yé Filter by title

> Organizational contacts
v Role management
Role management
> Role definition
v Role assignment
Role assignment
List
Create
Get
Delete
> Identity and sign-in
> Governance
> Mail

> Notes

Example 1: Create a role assignment with a tenant-wide scope

Request

The following is an example of the request. Note the use of the roleTemplateld for roleDefinitionld.
roleDefinitionld can be either the service-wide template Id or the directory-specific roleDefinitionld.

HTTP Ci# JavaScript Objective-C Java Go PowerShell

HTTP ™ Copy

POST https://graph.microsoft.com/v1.@/roleManagement/directory/roleAssignments
Content-type: application/json

{
"@odata.type": "#microsoft.graph.unifiedRoleAssignment",
"roleDefinitionId": "c2cf284d-6c41-4ebb-afac-4b80928c9034",
"principalld": "f8ca5a85-489a-49a0-b555-0a6d8le56fad",
"directoryScopeId": "/"

}



PS C:\Users\andyrobbins> # Try to grant "MyCoolApp" the "Global Admin" role:
PS C:\Users\andyrobbins> $body = @{

>> "@odata.type" = "#microsoft.graph.unifiedRoleAssignment"

>> principalld = "dldeu6uf-523a-Ud2U-bfce-17d215686U7e"

>> roleDefinitionId = "62e90394-69+5-U4237-9190-012177145e10"

>> directoryScopeId = "/"

>> }

PS C:\Users\andyrobbins> $req = $null

PS C:\Users\andyrobbins> $req = Invoke-RestMethod -Headers @{Authorization = "Bearer $($token.access_token)" } *
>> -Uri "https://graph.microsoft.com/v1.0/roleManagement/directory/roleAssignments" *
>> —Method POST *

>> -Body $($body | ConvertTo-Json) *

>> -ContentType 'application/json'

Invoke—-RestMethod : The remote server returned an error: (403) Forbidden.
At line:1 char:8

+ $req = Invoke-RestMethod -Headers @{Authorization = "Bearer $($token.

+ NENENNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN NN NNNNNNNSNNNNNNNNNN NN NSNS
+ CategoryInfo : InvalidOperation: (System.Net.HttpWebRequest:HttpWebRequest) [Invoke-RestMethod], WebExc
eption

+ FullyQualifiedErrorId : WebCmdletWebResponseException,Microsoft.PowerShell.Commands.InvokeRestMethodCommand
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1 MS Graph App Role Name Promote Self to Global Admin Change Global Admin's Password Add Principal to Role Enabled Se
|-
3 AccessReview.Read.All No
4 AccessReview.ReadWrite.All
5 | AccessReview.ReadWrite.Membership
6 AdministrativeUnit.Read.All
7 | AdministrativeUnit.ReadWrite.All
8  Agreement.Read.All
9  Agreement.ReadWrite.All
10 AgreementAcceptance.Read.All
11 APIConnectors.Read.All
12 APIConnectors.ReadWrite.All
13 AppCatalog.Read.All
14 AppCatalog.ReadWrite.All
15 Application.Read.All
16 Application.ReadWrite.All
17 Application.ReadWrite.OwnedBy
18 AppRoleAssignment.ReadWrite . All
19 AuditLog.Read.All
20  BitlockerKey.Read.All
21 BitlockerKey.ReadBasic.All
22 | Calendars.Read

23 Calendars.ReadWrite

[emedlearnmagraetsada
25  CallRecords.Read.All




Catalogue

abuse
capabilities

Enumerate assignable
permissions

Test existing abuses,
consider new abuses

Automate this process




Microsoft Graph APl Permissions:

Application.ReadWrite.All
AppRoleAssignment.ReadWrite.All
DelegatedPermissionGrant.ReadWrite.All
Directory.ReadWrite.All
Group.ReadWrite.All
GroupMember.ReadWrite.All
RoleManagement.ReadWrite.Directory
ServicePrincipalEndpoint.ReadWrite. All

F G H |

Is that app permission abusable?

Abuses
Groups Service Principals / Apps

Add owner to
non Add secretto  Add ownerto  Add secret to
role-eligible SP SP App Reg
group

Add ownerto Add member to Add member to
role eligible role-eligible non-role
group group eligible group

Add Owner to
App Reg

Directory Roles

Promote a user
to Global
Admin
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Example Attack Path

Runs Granted (07-1 Can
Q Oowns C As C C Grant : Grant C
User App Service App App AAD Directory
Registration Principal (2{e][! Role Role
Name: Name: Name: gf‘me: -
obal Administrator
Matt Nelson MyCoolApp MyCoolApp

Value:
RoleManagement.ReadWrite.Directory

Value:
AppRoleAssignment.ReadWrite.All




G @ docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent#permission-types

% Filter by title Permission types

Microsoft identity platform documentation The Microsoft identity platform supports two types of permissions: delegated permissions and application

v Overview permissions.

What is the Microsoft identity platform? L. . . .
e Delegated permissions are used by apps that have a signed-in user present. For these apps, either the

LA L ST user or an administrator consents to the permissions that the app requests. The app is delegated with the

> Quickstarts permission to act as a signed-in user when it makes calls to the target resource.
> Tutorials
l Some delegated permissions can be consented to by nonadministrators. But some high-privileged
Samples s < o
B permissions require administrator consent. To learn which administrator roles can consent to delegated
v Concepts

permissions, see Administrator role permissions in Azure Active Directory (Azure AD).
> Authentication and authorization basics

T e Application permissions are used by apps that run without a signed-in user present, for example, apps

. that run as background services or daemons. Only an administrator can consent to application
v Permissions and access control L.
permissions.

Permissions and consent



& = (& @ docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent#permission-types

2 Fiter by i Permission types

Microsoft identity platform documentation The Microsoft identity platform supports two types of permissions: delegated permissions and application

v Overview permissions.

What is the Microsoft identity platform? L. . . .
e Delegated permissions are used by apps that have a signed-in user present. For these apps, either the

AR user or an administrator consents to the permissions that the app requests. The app is delegated with the
> Quickstarts permission to act as a signed-in user when it makes calls to the target resource.
> Tutorials
Some delegated permissions can be consented to by nonadministrators. But some high-privileged
canles permissions require administrator consent. To learn which administrator roles can consent to delegated
v Concepts

permissions, see Administrator role permissions in Azure Active Directory (Azure AD).

> Authentication «
e Application permissions are used by apps that run without a signed-in user present, for example, apps

> Authentication libr i
that run as background services or daemons. Only an administrator can consent to application

v Permissions and? L
permissions.

Permic \




Coming soon: Atomic Azure Tests

e Inspired by Red Canary’'s Atomic Red Team
e But with no dependence on existing PowerShell modules
e Can be easily expanded to cover other Azure services

e End result: daily automatic permission->abuse mapping available for
anyone to see.


https://github.com/redcanaryco/atomic-red-team

Create a simple,
functional client

Build foundational,
academic knowledge

Establish success
criteria for this research

Study Intent,
Design and
Usage of the
System

Begin with the
end in mind

Explore the
system using
various means

My Abuse Primitive
Research Process

Catalogue
abuse
capabilities

Share findings

Automate collection,
audit, and abuse
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abuse
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Share findings
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Share findings

Write a Blog

Share your
Code

Give a Talk




Create a simple,
functional client

Build foundational,
academic knowledge

Establish success
criteria for this research

Study Intent,
Design and
Usage of the

System

Begin with the

end in mind

Explore the
system using
various means

Catalogue

abuse

My Abuse Primitive \ capabilities
Research Process

Share findings

Automate collection,
audit, and abuse

Write the blog you
needed at the start




Begin with the

end in mind

I want to understand:

e The fundamental mechanics the system
e How the system interacts with other systems
e How the system can be abused

I want to produce:

e A blog/talk for others to understand and build on
e Example audit and abuse code

e Practical remediation guidance

If appropriate for BloodHound, I want to prepare for:

e The impact on the existing graph model

e How to expand the graph model

e What data to collect and ingest, and how to get that data




Begin with the

end in mind

I want to understand:

W The fundamental mechanics the system
W How the system interacts with other systems
W How the system can be abused

I want to produce:

W A blog/talk for others to understand and build on
W Example audit and abuse code

W Practical remediation guidance

If appropriate for BloodHound, I want to prepare for:

W2 The impact on the existing graph model

W How to expand the graph model

W2 What data to collect and ingest, and how to get that data




Agenda

Why Azure abuses?

Crash Course Through The Basics

Finding New Attack Primitives: MS Graph Case Study
Where to find research ideas

Conclusion



Build on your existing expertise

e Azure SQL Database
e Azure Database for PostgreSQL
e Azure Cosmos DB

Databases

e Azure Pipelines
e Azure Artifacts
e Azure Repos

DevOps / CICD

e Azure Web PubSub
e Content Delivery Network
e Azure SignalR Service

Web Apps/Infra

AN AN N

See the full (?) directory of services here:
https://azure.microsoft.com/en-us/services/



https://azure.microsoft.com/en-us/services/

Follow Microsoft Leaders on Twitter

@JefTek - Jef Kazimer

Principal Program Manager - Azure Active Directory

@BaileyBercick - Bailey Bercick
Program Manager - Azure Active Directory Product Group

@Sue Bohn - Sue Bohn
Vice President of Program Management in the Identity & Network Access Division

@Alex A Simons - Alex Simons
Corporate Vice President of Program Management, Microsoft Identity Division



https://twitter.com/JefTek
https://twitter.com/BaileyBercik
https://twitter.com/Sue_Bohn/
https://twitter.com/Alex_A_Simons

Follow These People on Twitter

@mariussmellum - Marius Solbakken
Principal - TietoEVRY

@inversecos - Lina Lau
Principal Incident Response Consultant - Secureworks

@DrAzureAD - Dr. Nestori Syynimaa
Senior Principal Security Researcher - Secureworks

@asegunlolu - David Okeyode
EMEA Chief Technology Officer, Azure Cloud - Palo Alto Networks



https://twitter.com/mariussmellum
https://twitter.com/inversecos
https://twitter.com/DrAzureAD
https://twitter.com/asegunlolu

Bookmark these pages

https:/www.thelazyadministrator.com

https:/goodworkaround.com/

https://www.azadvertizer.net/

https:/thomasvanlaere.com/

https://msportals.io/?search=



https://www.thelazyadministrator.com
https://goodworkaround.com/
https://www.azadvertizer.net/
https://thomasvanlaere.com/
https://msportals.io/?search=

Agenda

Why abuses, not bugs?

Crash Course Through The Basics

Finding New Attack Primitives: MS Graph Case Study
Where to find research ideas

Conclusion



Conclusion

There has never been a better time than right now to get
Involved in Azure abuse research.



Conclusion

There has never been a better time than right now to get
Involved in Azure abuse research.

I hope I've shown you just how easy (if tedious) it actually
IS. Happy hunting!



SP=CT=ROPS
Thank youl

You can find me at@ waldO



https://twitter.com/_wald0

Appendix Slides
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- MS Graph App Role Name
A

MS Graph App Role Name

AccessReview.Read.All
AccessReview.ReadWrite.All
AccessReview.ReadWrite.Membership
AdministrativeUnit.Read.All
AdministrativeUnit.ReadWrite.All
Agreement.Read.All
Agreement.ReadWrite.All
AgreementAcceptance.Read.All
APIConnectors.Read.All
APIConnectors.ReadWrite.All
AppCatalog.Read.All
AppCatalog.ReadWrite.All
Application.Read.All
Application.ReadWrite.All
Application.ReadWrite.OwnedBy
AppRoleAssignment.ReadWrite. All
AuditLog.Read.All
BitlockerKey.Read.All
BitlockerKey.ReadBasic.All
Calendars.Read
Calendars.ReadWrite
CallRecord-PstnCalls.Read.All
CallRecords.Read.All

2
3
4
5
6
7
8
9
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49
50
51
52
53
54
55
56
Sl
58
59
60
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62

# Try to grant "MyCoolApp" the "Global Admin" role:
$body = @{

}
$req
$req

$req

"@odata.type” = "#microsoft.graph.unifiedRoleAssignment™
principalld = "d146464f-523a-4d24-bfce-17d21568647¢e"
roleDefinitionId = "62e90394-69f5-4237-9190-012177145e10"
directoryScopeld = "/"

= $null

= Invoke-RestMethod -Headers @{Authorization = "Bearer $($token.access_token)" } °
-Uri "https://graph.microsoft.com/v1l.0/roleManagement/directory/roleAssignments” °
-Method POST

-Body $($body | ConvertTo-Json) °

-ContentType 'application/json'
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MS Graph App Role Name Promote Self to Global Admin Change Global Admin's Password Add Principal to Role Enabled Se

AccessReview.Read.All No No
AccessReview.ReadWrite.All
AccessReview.ReadWrite.Membership
AdministrativeUnit.Read.All
AdministrativeUnit.ReadWrite.All
Agreement.Read.All
Agreement.ReadWrite.All
AgreementAcceptance.Read.All
APIConnectors.Read.All
APIConnectors.ReadWrite.All
AppCatalog.Read.All
AppCatalog.ReadWrite.All
Application.Read.All
Application.ReadWrite.All
Application.ReadWrite.OwnedBy
AppRoleAssignment.ReadWrite.All
AuditLog.Read.All
BitlockerKey.Read.All
BitlockerKey.ReadBasic.All
Calendars.Read

2
3
4
5
6
7
8
9
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Calendars.ReadWrite
CallRecord-PstnCalls.Read.All
CallRecords.Read.All
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AccessReview.Read.All No No No
AccessReview.ReadWrite.All
AccessReview.ReadWrite.Membership
AdministrativeUnit.Read.All
AdministrativeUnit.ReadWrite.All
Agreement.Read.All
Agreement.ReadWrite.All
AgreementAcceptance.Read.All
APIConnectors.Read.All
APIConnectors.ReadWrite.All
AppCatalog.Read.All
AppCatalog.ReadWrite.All
Application.Read.All
Application.ReadWrite.All
Application.ReadWrite.OwnedBy
AppRoleAssignment.ReadWrite. All
AuditLog.Read.All
BitlockerKey.Read.All
BitlockerKey.ReadBasic.All
Calendars.Read

2
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MS Graph App Role Name Promote Self to Global Admin Change Global Admin's Password Add Principal to Role Enabled Se

AccessReview.Read.All No No No
AccessReview.ReadWrite.All No No No
AccessReview.ReadWrite.Membership No No No
AdministrativeUnit.Read.All No No No
AdministrativeUnit.ReadWrite.All No No No
Agreement.Read.All No No No
Agreement.ReadWrite.All No No No
AgreementAcceptance.Read.All No No No
APIConnectors.Read.All No No No
APIConnectors.ReadWrite.All No No No
AppCatalog.Read.All

AppCatalog.ReadWrite.All

Application.Read.All

Application.ReadWrite.All

Application.ReadWrite.OwnedBy

AppRoleAssignment.ReadWrite.All

AuditLog.Read.All

BitlockerKey.Read.All

BitlockerKey.ReadBasic.All

Calendars.Read
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AccessReview.Read.All No No No
AccessReview.ReadWrite.All No No No
AccessReview.ReadWrite.Membership No No No
AdministrativeUnit.Read.All No No No
AdministrativeUnit.ReadWrite.All No No No
Agreement.Read.All No No No
Agreement.ReadWrite.All No No No
AgreementAcceptance.Read.All No No No
APIConnectors.Read.All No No No
APIConnectors.ReadWrite.All No No No
AppCatalog.Read.All No No No
AppCatalog.ReadWrite.All No No No
Application.Read.All No No No
Application.ReadWrite.All No No No
Application.ReadWrite.OwnedBy No No No
AppRoleAssignment.ReadWrite.All No No No
AuditLog.Read.All No No No
BitlockerKey.Read.All No No No
BitlockerKey.ReadBasic.All No No No
Calendars.Read No No No
Calendars.ReadWrite No No No
CallRecord-PstnCalls.Read.All
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2
3
4
5
6
7
8
9

Nlo|la|d w|N| =0

+ = Sheet1 ~




Microsoft Graph APl Permissions:

Application.ReadWrite.All
AppRoleAssignment.ReadWrite.All
DelegatedPermissionGrant.ReadWrite.All
Directory.ReadWrite.All
Group.ReadWrite.All
GroupMember.ReadWrite.All
RoleManagement.ReadWrite.Directory
ServicePrincipalEndpoint.ReadWrite. All

F G H |

Is that app permission abusable?

Abuses
Groups Service Principals / Apps

Add owner to
non Add secretto  Add ownerto  Add secret to
role-eligible SP SP App Reg
group

Add ownerto Add member to Add member to
role eligible role-eligible non-role
group group eligible group

Add Owner to
App Reg

Directory Roles

Promote a user
to Global
Admin




Review: Catalogue the system’s abuse capabilities

Actions:

e Determine the scope of objects that can

be acted upon through the system

e For each object type, attempt to “abuse”
the object through the system using

various privileges
e Document your findings

e If possible, automate your abuse tests

Results:

You should understand where the
system materially differs from
documentation

You should now know at least some
abuse primitives against the system
You should now know what information
to collect, and how, to find abusable
configurations in the system

You should be able to publish your
findings for industry colleagues to
understand and build on top of



Microsoft Azure

L Search resources, services, and docs (G+/)

arobbins@specterdev.o
SPECTEROPS DEVELOPMENT (SP..

Home > MyCoolApp

- MyCoolApp | API permissions =

‘ O Search (Cmd+/)

‘((

8 Overview
& Quickstart

#" Integration assistant

Manage

&2 Branding & properties

3 Authentication
Certificates & secrets

il! Token configuration

- APl permissions

& Expose an API

¥4 App roles

&b Owners

ai» Roles and administrators | Preview

il Manifest

Support + Troubleshooting
2 Troubleshooting

& New support request

O Refresh P\j Got feedback?

o The "Admin consent required" columg##fiows the default value for an organization. Howeve

app will be used. Learn more

Configured permission:

to call APIs when they are granted permissions by users/admins
plication needs. Learn more about permissions and consent

Applications are autfori
all the permissions

-+ Add a permission /' Grant admin consent for SpecterOps Development
API / Permissions name Type Description
V Microsoft Graph (2)
AppRoleAssignment.ReadWrite., Application Manage app permission grants and ap|
User.Read

Delegated  Sign in and read user profile

To view and manage permissions and user consent, try Enterprise applications.

https://t.me/learningnets

Request APl permissions

Select an API

Microsoft APIs

Commonly used Microsoft APIs

Microsoft Graph

APls my organization uses

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

>
4"\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

\." single endpoint.

r Azure Communication
L Sservices

Rich communication experiences with
the same secure CPaa$ platform used
by Microsoft Teams

IA Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

#% Dynamics 365 Business
WP Central

Programmatic access to data and

functionality in Dynamics 365 Business

Central

O Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within
your Key Vaults

e
ww Azure Storage

p—

Secure, massively scalable object and

data lake storage for unstructured and
semi-structured data

D Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

() Azure Rights Management
L. Services

Allow validated users to read and write
protected content

Ny, Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

./. Flow Service

Embed flow templates and manage
flows




Microsoft Azure

R Search resources, services, and docs (G+/)

e arobbins@specterdev.o...
SPECTEROPS DEVELOPMENT (SP...

Home > MyCoolApp

- MyCoolApp | APl permissions =

‘ R Search (Cmd+/) ‘ «

i Overview
& Quickstart

& Integration assistant

Manage
= Branding & properties
3 Authentication
Certificates & secrets
{l!' Token configuration
- APl permissions
& Expose an API
Y4 App roles
&& Owners
& Roles and administrators | Preview

Kl Manifest

Support + Troubleshooting
2 Troubleshooting

£ New support request

() Refresh 27 Got feedback?

o The "Admin consent required” column shows the default value for an organization. Howeve
app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins
all the permissions the application needs. Learn more about permissions and consent

+ Adda permission /" Grant admin consent for SpecterOps Development
API / Permissions name Type Description
Vv Microsoft Graph (2)
AppRoleAssignment.ReadWrite., Application Manage app permission grants and ap|

User.Read Delegated  Sign in and read user profile

To view and manage permissions and user consent, try Enterprise applications.

https://t.me/learningnets

Request API permissions X

CAllAPIs
@ Microsoft Graph

https://graph.microsoft.com/ Docs 7

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Your application runs as a background service

or daemon without a signed-in user.




arobbins@specterdev.o... @

Microsoft Azure O Search resources, services, and docs (G+/) iitilecto igeitanitinl
H > MyCoolA P
el 5 Request API permissions X
- MyCoolApp | API permissions =
< All APIs
‘ 0 Search (Cmd+/) \ « () Refresh 27 Got feedback?
s > PrintJob
= Overview
& Quickstart 2 5
o The "Admin consent required" column shows the default value for an organization. Howeve > PrintSettings
#" Integration assistant app will be used. Learn more
> PrintTaskDefinition
Manage i L
Configured permissions

1 Branding & properties ' PrivilegedAccess (1)

Applications are authorized to call APIs when they are granted permissions by users/admins

PO all the permissions the application needs. Learn more about permissions and consent
3
2 Authentication PrivilegedAccess.Read.AzureAD

D s Yes
Certificates & secrets -+ Add a permission /' Grant admin consent for SpecterOps Development Read privileged access to Azure AD roles
n " N PrivilegedAccess.Read.AzureADGroup O
ll B API/ Pefmissions name Type Description D Read privileged access to Azure AD groups Yes
- API permissions .
\/ Microsoft Graph (2) [:] PrivilegedAccess.Read.AzureResources (D v
es
@ E API . a T - ivil
Xposean AppRoleAssignment.ReadWrite, Application Manage app permission grants and ap| Read:privilegediaccessitd Azllte resolirces
A | o ) PrivilegedAccess.ReadWrite.AzureAD (O
R PRiroles User.Read Delegated  Sign in and read user profile Read g d write privileged P e Yes
ead and write privileged access to Azure AD roles
&8 Owners
D PrivilegedAccess.ReadWrite. AzureADGroup 5
. Roles and administrators | Preview o privi 2
o I To view and manage permissions and user consent, try Enterprise applications. Read and write privileged access to Azure AD groups
I Manifest D PrivilegedAccess.ReadWrite.AzureResources (D v
es
Read and write privileged access to Azure resources
Support + Troubleshooting
ProgramControl
2 Troubleshooting > Prog
4 New support request > Reports
N niaa

Add permissions Discard

https://t.me/learningnets




Microsoft Azure

Home > MyCoolApp

L Search resources, services, and docs (G+/)

New Incognito Tab

=~ MyCoolApp | APl permissions =

‘.)

Search (Cmd+/)

i

.
7

Overview
Quickstart

Integration assistant

Manage

©)

Support + Troubleshooting

2

A

Branding & properties
Authentication
Certificates & secrets
Token configuration
API permissions
Expose an API

App roles

Owners

. Roles and administrators | Preview

Manifest

Troubleshooting

New support request

O Refresh 9? Got feedback?

o The "Admin consent required” column shows the default value for an organization. Howeve
app will be used. Learn more

Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins

all the permissions the application needs. Learn more about permissions and consent

+ Adda permission /" Grant admin consent for SpecterOps Development

API / Permissions name Type Description

V Microsoft Graph (2)
AppRoleAssignment.ReadWrite., Application Manage app permission grants and ap|
User.Read

Delegated  Sign in and read user profile

To view and manage permissions and user consent, try Enterprise applications.

https://t.me/learningnets

New Window

Request API permissions

New Incognito Window

CAll APIs Downloads
Bookmarks
> PrintJob Zoom

Print...
> PrintSettings Cast...
Find...

Save Page As... More Tools

Edit Copy Paste

Name Window... Settings

Clear Browsing Data... Help
Extensions

Task Manager

O
]
O v Developer Tools
]

v Yes
PrivilegedAccess.ReadWrite. AzureADGroup © v
es
Read and write privileged access to Azure AD groups
PrivilegedAccess.ReadWrite AzureResources v
es

Read and write privileged access to Azure resources

> ProgramControl

> Reports

N aiia

Discard




& arobbins@specterdev.o.. @
& 0 & 0O A SPECTEROPS DEVELOPMENT (p... @0

— Microsoft Azure 0O Search resources, services, and docs (G+/)

Home > MyCoolApp > UserShiftPreferences

- MyCoolApp | APl permissions = - S User

Refresh Got feedback? > WindowsUpdates

> Workforcelntegration

o The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission,

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of coni Add permissions Discard
all the permissions the application needs. Learn more about permissions and consent
% QO Elements Console Sources Network  Performance Memory  Application  Security Lighthouse  Recosfier 1 e X
® O Y Q Disable cache Nothrotting ¥ <& + 3 o
Filter Invert Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Mani® st Other Has blocked cookies Blocked Requests 3rd-party requests
5ms 10ms 15ms 20ms 25ms 30ms 35ms 40ms 45 ms 50 ms 55 ms 60 ms 65ms 70ms 75ms 80 ms 8sms 90 ms 95 ms 100 ms 105 ms 1

Recording network activity...
Perform a request or hit 3 R to record the reload.

Learn more
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o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission /' Grant admin consent for SpecterOps Development

API / Permissions name Type Description Admin consent requ... Status

V Microsoft Graph (3)

AppRoleAssignment.ReadWrite, Application Manage app permission grants and app role assignments @ Granted for SpecterOps
PrivilegedAccess.ReadWrite. Azur  Application Read and write privileged access to Azure AD roles A\ Not granted for Specter
x 0O Elements Console Sources Network Performance Application Security Lighthouse rder & 1 E:.E : X
® © ¥ Q Preserve log Disable cache Nothrotting ¥ =5 @4 ¥ o 3
Filter Invert Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other Has blocked cookies Blocked Requests 3rd-party requests
| 100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms 1000 ms 1100 ms 1200 ms 1300 ms 1400 ms 1500 ms 16&1
Name Status Type Initiator Size Time Waterfall A
7738ebf7-730d-4daa-b095-b3861569662e 200 preflight Preflight ) 0B 107 ms =
@ 7738ebf7-730d-4daa-b095-b3861569662¢ 200 xhr QqeNTKy7Xf-T6.js:33 3.4kB 493 ms W
@ appRoleAssignments?$top=999 200 xhr 2.9kB 192 ms 1
© oauth2PermissionGrants?$filter=clientld%20eq%20%27...20consentType%20eq%20%27... 200 xhr 2.8kB 231 ms "
© 9858020a-4c00-4399-9ae4-e7897a8333fa 200 xhr qeNTKy7Xf-T6.js:33 48.9 kB 362 ms L

Srequess ' 53 w3taniferel A€ o lercueiy
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0 The "Admin consent required" column shows the default value for rganization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Adda permission /' Grant admin consent for SpecterOps Development

API / Permissions name Type Description

Admin consent requ... Status

\ Microsoft Graph (3)

AppRoleAssignment.ReadWrite., Application

PrivilegedAccess.ReadWrite. Azur  Application

Cons

Manage app permission grants and app role assignments

Read and write privileged grccess to Azure AD roles

@ Granted for SpecterOps

A\ Not granted for Specte

Sources Network Performance Security Lighthouse Recorder & 1 o 3 X
Preserve log Disable cache No throtting ¥ a‘(}i
Invert Hide data URLs All Fetch/XHR/ JS CSS Img Media Font Dc. WS Wasm Manifest Other Has blocked cookies Blocked Requests 3rd-party requests
| 500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 3500 ms 4000 ms 4500"ns 5000 ms 5500 ms 6000 ms 6500 ms 7000 ms 7500 ms 8000 ms 8500 ms 9000 ms 9500 ms 10000 ms 10500 ms 11000 ms 11500 ms 1
=
Name Headers  Payload Pre Response Initiator  Timin
7738ebf7-730d-4daa-b095-... v General

@ 7738ebf7-730d-4daa-b095...

@ appRoleAssignments?$top...
© oauth2PermissionGrants?...
© 9858020a-4c00-4399-9ae...
© extensiontelemetry

Telemetry

7reques’s | 5% w3Itancfered

Request URL: https://graph.microsoft.com/v1.8/myorganization/applications/7738ebf7-730d-4daa-b@95-b3861569662e
Request Method: PATCH

Status Code: ® 200 0K
Remote Address: 40.126.26.32:443

Referrer Policy: strict-origin-when-cross-origin

v Response Headers

Access-Control-Allow-Origin: *

Access-Control-Expose-Headers: ETag, Location, Preference-Applied, Content-Range, request-id, client-request-id, ReadWriteConsistencyToken, SdkVersion, WwWW-Authenticate, x-ms-client—gcc-tenant
Cache-Control: no-cache

client-request-id: 2bad5d09-aa84-4a74-bf92-79614ba96233

Content-Encoding: gzip

Content-Type: application/json;odata.metadata=minimal;odata.streaming=true;IEEE754Compatible=false;charset=utf-8

Yave. M1, 7T Sw 022 12:12:18 GMT
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0 The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission
API / Permissions name Type
Vv Microsoft Graph (3)

AppRoleAssignment.ReadWrite, Application

PrivilegedAccess.ReadWrite. Azur Application

/' Grant admin consent for SpecterOps Development

Description

Manage app permission grants and app role assignments

Read and write privileged access to Azure AD roles

Admin consent requ...

Yes

Status

@ Granted for SpecterOps

A\ Not granted for Specter_

&

® 3z 0

&

arobbins@specterdev.o...

SPECTEROPS DEVELOPMENT (SP...

lx 0O Performance Memory Application Security Recorder & 1 ﬁx : X
® O Nothrotting v =% | # ¥ o
Filter Invert Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other Has blocked cookies Blocked Requests 3rd-party requests
500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 3500 ms 4000 ms 4500 ms 5000 ms 5500 ms 6000 ms 6500 ms 7000 ms 7500 ms 8000 ms 8500 ms 9000 ms 9500 ms 10000 ms 10500 ms 11000 ms 11500 ms 1
3
Name Headers Payload Prev Response Initiator Timing
7738ebf7-730d-4daa-b095-... v General
0 ©7738ebf7-730d-4d Open in new tab raph.microsoft.com/v1.0/myorganization/applications/7738ebf7-730d-4daa-b095-b3861569662¢
© appRoleAssignmer
@ oauth2Permission(  Clear browser cache
© 9858020a-4c00-4 Clear browser cookies Copy link address
@ extensiontelemetry Copy response
Copy >

Telemetry
Block request URL
Block request domain
Replay XHR

Sort By
Header Options

Save all as HAR with content

G Hea, 21
® wa ' tr ar

Copy stack trace

Copy as PowerShell
Copy as fetch
Copy as Node.js fetch
> Copy as cURL
>  Copy all as PowerShell

5233

Copy all as fetch

imal;odata.streaming=true; IEEE754Compatible=false;charset=utf-8

Copy all as Node.js fetch
Copy all as cURL

Y]

“rence-Applied, Content-Range, request-id, client-request-id, ReadWriteConsistencyToken, SdkVersion, WwWwW-Authenticate, x-ms-client-gcc-tenant
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Collections

APIs

(o)

Environments

History

s:/lt.me/learningnets

Workspaces v

New

+ =
v Azure Research

This collection is empty
Add a request to start working

API Network v

Reports  Explore Q_ Search Postman

X -+ o000
A Share, % Fork 0 [*] Run

Import [ Azure Research

Tests Variables

Pre-request Script
method will be used for every request in this collection. You can override this by specifying one in the request.

Type No Auth

This collection does not use any authorization. Learn more about authorization 2

¢ @ 0 @

No Environ
(S
sts and cookies & Bootcamp

Upgrade

(3 Runner

W Trash




Import

File Folder Link Rawtext Code repository New

OpenAl GraphQL

WSDL  NEW HAR NEW

OR

Upload Files

Learn more about the different import formats supported




Import

File Folder Link Rawtext Code repository New

Paste raw text

k g. curl --locati --request GET "https://postman-echo.com/get"




Import

File Folder Link Rawtext Code repository New

Paste raw text

MzYsMTc1LDU1LDcyLDYOLDEONYywyMTYSNASMTYwLDIWMCwyMjgsMSwzMSwxODIsMzIsODAsMzgsMiQ4LDMALDE2NCwWSNSwxODAsMinyMz
csMTU2LDEWMCWANCwxMzQsMTU2LDEINCwxMjcsMTYSMTMOLDEZMCwxMTMSMTEXLDksMjMxLDg3LDIONSwyMTESNjMsNzAsMzAsMzAsMTk2
LDEWNCwOOCwyNDgs0DgsMTksMTEWLDEwNywyMywxMDgsMTQALDESLDM2LDE2NCwyMTISMjAOLDEANYwONiwxNTksOTESOTYSMTI3LDEXNL
WXMDESMzAsMjMsODEsSMIA3LDE4ANYywxMTgsMTgsNzYsNJAsNGgsNDUSODASMTEXLDEXMiwxODESMTELLDELINiwx0DYsMzQs0DgsNCw2Mywx
NSwIMiwzNSwyMjcsMjA2XX0=" \

-H 'x-ms-client-request-id: ff3bf87a-0751-4e74-8b9b-b75a1£689012"' \

-H 'User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/98.0.4758.102 Safari/537.36"' \

-H 'DNT: 1' \

-H 'client-request-id: 2bad5d09-aa84-4a74-b£92-79614ba96233"' \
'{"requiredResourceAccess"”: [{"resourceAppId": "00000003-0000-0000-cOOO-
000000EOEEO", "resourceAccess": [{"id elfe6dd8-ba31-4d61-89e7-88639dad683d", "type":"Scope"},
1"id":"Q6b; 51d44£", "type":"Role"}, {"id": "854d9abl-6657-4ec8-bed5-
823027bcd009", "type":

--compressed

--data-raw




Import
Select files to import - 1/1 selected
NAME FORMAT IMPORT AS

https://graph.microsoft.com/v1.0/myorganiz... Curl Request

cancel m
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2 Office365

) Home  Workspaces v APl Network v Reports  Explore Q search Postman

&
a 0@ v

New  Import B Azure Research PATCH https://graph.mi... ® + 950

No Environment v
(] o = 20t https://graph.microsoft.com/v1.0/myorganization/applications/7738ebf7-730d-4daa-h095-b386156966 2e [®) save v
Collections
v Azure Research
&S This collection is empty PATCH v mtps://graphmicrosochom/v‘I.Olmyorganiza(ion/appl\cations/7738ebf7—730d-4daa-b095-b3861SGQGGZd
API Add a request to start working.

Params Authorization Headers (21) Body @ Pre-request Script Tests Settings Cookies
r,v,r,‘;‘ i Query Params
KEY VALUE
)

DESCRIPTION 000

Bulk Edit

Mock Servers

Click Send to get a response

s:/lt.me/learningnets

ED Q& Finc

iR [ Console




&
@ Home  Workspaces v API Network v Reports  Explore Q_ Search Postman < & & N O Upgrade v

2 Office365 New Import [ Azure Research PATCH https://graph.mi... ® +  ooo No Environment v ©®
s} + | = s https://graph.microsoft.com/v1.0/myorganization/applications/7738ebf7-730d-4daa-b095-b3861569662e (&) save v 4 >
Collections
v Azure Research
S This collection |s.empty PATCH v https://graph.microsoft.com/v1.0/myorganization/applications/7738ebf7-730d-4daa-b095-b3861569662e @
APIs Add a request to start working.
Params Authorization Headers (21) Body @ Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify

1 {"requiredResourceAccess": [{"resourceAppId": "00000003-0000-0000-cO00-000000000000", "resourceAccess" : [
{"id":"e1lfe6dd8-ba31-4d61-89e7-88639dad683d", "type": "Scope"},{"id": "06b708a9-e830-4db3-a914-8e69da51d44f", "type": "Role"},
{"id" :"854d9ab1-6657-4ec8-bed5-823027bcd009", "type":“Role"}]1}]}

Body Cookies Headers (13 Test Results @ sStatus: 200 OK Time: 317 ms  Size: 3.77 KB Save Response v
Pretty Raw Preview Visualize JSON v = ) Q
1
2 "@odata.context": "https://graph.microsoft.com/v1.0/$metadatas#tapplications/$entity",
3 "id": "7738ebf7-730d-4daa-b095-h3861569662¢",
4 "deletedDateTime": null,
5 "appId": "4a2d703b-ec39-4fed-98a9-e298d5a0f540",
6 "applicationTemplateId": null,
7 "disabledByMicrosoftStatus": null,
8 "createdDateTime": "2021-11-30T20:31:46Z2",
9 "displayName": "MyCoolApp",
10 "description": null,
b "groupMembershipClaims": null,
12 "identifierUris": [],
13 "isDeviceOnlyAuthSupported": null,

S//tmellearnlng nets 14 "isFallbackPublicClient": null,

ED Q Find and Replace [ Cons

>sts and cookies © Bootcamp D Runner  {ij Tr

«" Capture reqt




Fine-grained control lets you:

Determine the minimum parameters actually required by the API
Easily change request properties to test for CA bypasses
Accurately automate your testing

Build future tooling without needing 3rd party modules

Discover how the system materially differs from its documentation
VASTLY simplify getting data out of the system

Get MORE data than what the GUI will ever show you



Azure AD
Directory Role

‘ name: “Cloud App Admin”

\o S
0 .
\Qéq‘ Authenticates To Copey T
o2
Azure AD Securable
MS Graph Resource App~pirectoly Service Object
‘ Brokers To Contains :
Principa Gh o
0',9 QQ Specified resource
74 =N
‘ value: “AppRoleAssignment.ReadWrite.All"

MS Graph API App Role



Token

Q Has Token }Q

Principal

"aud": "https://graph.microsoft.com"

“roles™: [
“AppRoleAssignment.ReadWrite.All”
]

“wids”: [
“158c047a-c907-4556-b7ef-446551a6b5f7"
|




PS C:\Users\andyrobbins> # Now that we have a bearer token, we can interface with the MS Graph API

PS C:\Users\andyrobbins> $URI

PS C:\Users\andyrobbins> $Request =

= "https://graph.microsoft.com/v1.0/Groups/"
Invoke-RestMethod *

>> —~Headers @{Authorization = "Bearer $($token.access_token)"}
> -URI $URI
>> —Method GET

PS C:\Users\andyrobbins> $Request.value | Select -First 1

id

deletedDateTime
classification
createdDateTime
creationOptions
description
displayName
expirationDateTime
groupTypes
isAssignableToRole
mail

mailEnabled
mailNickname
membershipRule

membershipRuleProcessingState :

onPremisesDomainName
onPremisesLastSyncDateTime
onPremisesNetBiosName
onPremisesSamAccountName
onPremisesSecurityIdentifier
onPremisesSyncEnabled
preferredDatalocation
preferredlLanguage
proxyAddresses
renewedDateTime
resourceBehaviorOptions
resourceProvisioningOptions
securityEnabled
securityIdentifier

theme

visitiziiiy
onPremisesProvisioningErrors

: Ob57a2le-UfeO®-Ubb7-a7a8-U76Ubcclb3bf

202N SIS03I192: 33k 567

i}

: AAD DC Administrators

i}

False

: AADDCAdministrators

i}

$2021-11-03i122:33:567Z

{}
1}

: True
: S-1-12-1-190292510-1270304736-1682U417831-3216228796

1}



My High Level Methodology:

Begin with the end in mind

Understand the intent and design of the system
Explore the system from different perspectives
Catalogue the system’s abuse capabilities
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