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Module 3

Implementing a Scalable
Multiarea Network
OSPF-Based Solution

Overview

This module examines Open Shortest Path First (OSPF), which is one of the most commonly
used interior gateway protocols in IP networking. OSPF is an open-standard protocol that is
based primarily on RFC 2328, with some enhancements for IP version 6 (IPv6) that are based
on RFC 2740. OSPF is a complex protocol that is made up of several protocol handshakes,
database advertisements, and packet types.

Configuration and verification of OSPF in a Cisco router is a primary learning objective of this
module. The lessons move from simple to more advanced configuration topics. Each of the
important OSPF commands is explained and described in an example, and all the important
OSPF show commands are defined.

Module Objectives

Upon completing this module, you will be able to build a scalable multiarea network with
OSPF. This ability includes being able to meet these objectives:

m Identify, analyze, and match OSPF multiarea routing functions and benefits for routing
efficiency in a complex enterprise network

m  Demonstrate how OSPF improves packet processes in a multiarea enterprise network
m  Configure OSPF to improve routing performance in a complex enterprise network
m  Discuss lab results for configuring and verifying OSPF to improve routing performance

®  Given a network design, configure OSPF multiarea routing to improve network operations
and reach performance expectations

m  Discuss lab results for implementing and verifying OSPF multiarea routing
m  Configure OSPF route summarization for interarea and external routes

m  Discuss lab results for configuring and verifying OSPF route summarization for interarea
and external routes
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m  Configure and verify the OSPF area parameters, including stub areas, not-so-stubby areas,
and totally stubby areas

m  Discuss lab results for configuring and verifying OSPF special area types
® Implement authentication in an OSPF network

m  Discuss lab results for configuring and verifying OSPF authentication
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Lesson 1

Planning Routing
Implementations with OSPF as
the Scalable Routing Protocol

Overview

Open Shortest Path First (OSPF) is one of the most commonly used IP routing protocols in
networking. It is an open standard that is used by both enterprise and service provider networks.

This lesson introduces each of the major characteristics of the OSPF routing protocol, including
a description of link-state routing protocols, the OSPF hierarchical structure, link-state
adjacencies, and Shortest Path First (SPF) calculations. The creation of the implementation
plan, which is the first step in configuring the OSPF routing protocol, is also described.

Objectives

Upon completing this lesson, you will be able to explain link-state protocols, components, the
metrics of OSPF, the way in which OSPF operates, and the implementation plan creation
process. This ability includes being able to meet these objectives:

m  Determine link-state routing protocols
®  Determine OSPF area structure

m  Determine OSPF adjacency database
m  Calculate the OSPF metric

m  Determine link-state data structures

®  Maintain link-state sequence numbers

m  Plan for OSPF implementation
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Link-State Routing Protocols

This topic describes the features of link-state routing protocols.

Link-State
Database

DIJKSTI’
Best paths

SPF Tree

Routing
Table

The need to overcome the limitations of distance vector routing protocols led to the
development of link-state routing protocols. By using link-state advertisements (LSAs), each
router builds its own view of the network and also maintains a list of neighbors, a list of all
routers in the area, and a list of the best paths to each destination. OSPF is classified as a link-
state routing protocol because of the manner in which it distributes routing information and
calculates routes.

Link-state routing protocols generate routing updates only when a change occurs in the network
topology. When a link changes state, the device that detected the change creates an LSA
concerning that link.

The LSA is propagated to all neighboring devices using a special multicast address. Each
routing device creates a copy of the LSA, updates its link-state database (LSDB), and forwards
the LSA to all neighboring devices (within an area, as described later in this lesson). This
flooding of the LSA ensures that all routing devices update their databases before updating
routing tables to reflect the new topology.

The LSDB is used to calculate the best paths through the network. Link-state routers find the
best paths to a destination by applying Dijkstra’s algorithm, also known as SPF, against the
LSDB to build the SPF tree. The best paths are then selected from the SPF tree and placed in
the routing table.

Note The 224.0.0.5 multicast address is used by OSPF routers, and the 224.0.0.6 multicast
address is used by OSPF designated routers (RFC 1583, JXM1).

3-4 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.

https://t.mel/learningnets



Link-State Protocol Data Structures

= Link-state routers recognize more information about the network
than their distance vector counterparts.

— Neighbor table: also known as the adjacency database
— Topology table: referred as the LSDB
— Routing table: also known as the forwarding database
= Each router has a complete picture of the topology.
= Link-state routers tend to make more accurate decisions.

Link-state routing protocols collect routing information from all other routers in the network or
from within a defined area of the network. When link-state routing protocols have collected this
information from all routers, each router independently calculates its best path to all
destinations in the network, using Dijkstra’s algorithm.

Incorrect information from any particular router is less likely to cause confusion, because each
router maintains its own view of the network.

For consistent routing decisions to be taken by all the routers in the network, each router must
keep a record of the following information:

m Its immediate neighbor routers: If the router loses contact with a neighboring router,
within a few seconds, it will invalidate all paths through that router and recalculate its paths
through the network. Adjacency information about neighbors is stored in the neighbor
table, also known as an adjacency database, in OSPF.

m  All the other routers in the network, or in its area of the network, and their attached
networks: The router recognizes other routers and networks through LSAs, which are
flooded through the network. LSAs are stored in a topology table, also called an LSDB.
The LSDB is identical for all OSPF routers in an area. The memory resources that are
needed to maintain these tables represent one drawback to link-state protocols.

m  The best path to each destination: Each router independently calculates the best paths to
each destination in the network, using Dijkstra’s algorithm. The best paths are then offered
to the routing table or forwarding database. Packets arriving at the router are forwarded
based on the information that is held in the routing table. Each router is able to
independently select a loop-free and efficient pathway. This benefit overcomes the “routing
by rumors” limitation of distance vector routing.

© 2009 Cisco Systems, Inc. Implementing a Scalable Multiarea Network OSPF-Based Solution 3-5
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OSPF Area Structure

This topic describes the two-tier hierarchy structure of OSPF, including the characteristics of
transit areas and regular areas, as well as the terminology that is used.

OSPF Areas

= Link-state routing requires a hierarchical network structure.
= This two-level hierarchy consists of the following:

— Transit area (backbone or Area 0)

— Normal areas (nonbackbone areas)

OSPF AUTONOMOUS SYSTEM

External
Routing
Domain

334P_057

In small networks, the web of router links is not complex, and paths to individual destinations
are easily deduced. However, in large networks, the web is highly complex, and the number of
potential paths to each destination is large. Therefore, the Dijkstra calculations that are
comparing all these possible routes can be very complex and can take a significant amount of
time to complete.

Link-state routing protocols usually reduce the size of the Dijkstra calculations by partitioning
the network into areas. The number of routers in an area and the number of LSAs that flood
within the area are small, which means that the link-state or topology database for an area is
small. Consequently, the Dijkstra calculation is easier and takes less time. Routers that are
inside an area maintain detailed information about the links and only general or summary
information about routers and links in other areas.

Link-state routing protocols use a two-layer area hierarchy:

m  Backbone or transit area: The primary function of this OSPF area is to quickly and
efficiently move IP packets. Backbone areas interconnect with other OSPF area types. The
OSPF hierarchical area structure requires that all areas connect directly to the backbone
area. In the figure, links between Area 1 and Area 2 routers are not allowed. Generally, end
users are not found within a backbone area, which is also known as OSPF Area 0.

m  Normal or nonbackbone area: The primary function of this OSPF area is to connect users
and resources. Normal areas are usually set up according to functional or geographical
groupings. By default, a normal area does not allow traffic from another area to use its links
to reach other areas. All traffic from other areas must cross a transit area such as Area 0.
Normal areas can be of different types.

3-6
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The optimal number of routers per area varies based on factors such as network stability, but in
the Designing Large-Scale Internetworks document, Cisco recommends that there generally be
no more than 50 routers per area.

© 2009 Cisco Systems, Inc. Implementing a Scalable Multiarea Network OSPF-Based Solution 3-7
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Area Terminology and Router Types

= ABR: Area Border Router

= ASBR: Autonomous System Boundary Router
= R5 and R6: Internal routers

= R1: Backbone router

OSPF AUTONOMOUS SYSTEM

External
Routing
Domain

§\
g

All OSPF areas and routers that are running OSPF routing protocol comprise the OSPF
autonomous system.

Routers that make up nonbackbone (normal) areas are known as internal routers; they have all
interfaces in one area only.

Routers that make up Area 0 are known as backbone routers (internal routers in backbone).
OSPF hierarchical networking defines Area 0 as the core. All other areas connect directly to
backbone Area 0.

An Area Border Router (ABR) connects Area 0 to the nonbackbone areas. An OSPF ABR
plays a very important role in network design and has interfaces in more than one area. An
ABR has the following characteristics:

m [t separates LSA flooding zones.

m [t becomes the primary point for area address summarization.

m [t functions regularly as the source for default routes.

m [t maintains the LSDB for each area with which it is connected.

The ideal design is to have each ABR connected to two areas only, the backbone and another
area, with three areas being the upper limit.

An Autonomous System Boundary Router (ASBR) connects any OSPF area to a different
routing administration (such as Border Gateway Protocol [BGP] or Enhanced Interior Gateway
Routing Protocol [EIGRP]). The ASBR is the point where external routes can be redistributed
into OSPF.

3-8
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OSPF Adjacency Database

This topic describes how routers that are running a link-state routing protocol establish
neighbor adjacencies with their neighboring routers.

OSPF Adjacencies

= Routing updates and topology information are passed only between
adjacent routers.

= e
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= Forming OSPF adjacencies on LAN links is different from forming them
on point-to-point links.

A router that is running a link-state routing protocol must first establish neighbor adjacencies
with its neighboring routers. A router achieves this neighbor adjacency by exchanging hello
packets with the neighboring routers.

Once routers become adjacent, they begin exchanging the link-state information to synchronize
the LSDB. Link-state information must be synchronized between routers; the process is
described later in this module. Only by reliably flooding link-state information can you ensure
that every router in the area or domain has the latest, most accurate view of the network. Only
then can the router make reliable routing decisions that are consistent with the decisions of
other routers in the network.

The two OSPF routers on a point-to-point serial link, which are usually encapsulated in High-
Level Data Link Control (HDLC) or PPP, form a complete adjacency with each other. OSPF
routers on the LAN form adjacencies in a different way; the process is described later in this
module.

© 2009 Cisco Systems, Inc. Implementing a Scalable Multiarea Network OSPF-Based Solution 3-9
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Calculating the OSPF Metric

This topic describes the SPF algorithm and the calculations that are used by OSPF to find the
best path to each destination network. The routing table is then populated with the best paths.

OSPF Calculation

= Routersfind the best paths to destinations by applying Dijkstra’s
algorithm to the LSDB.

= The best pathis calculated based on the lowest total cost and sent to the
routing table.

Link-State Database Shortest Paths

Adjacency Database Forwarding Database
(Neighbors of R1: R2, R3, R4, R5) (Routing Table)
SOURCE: RESULT:

All routers form an adjacency, which is the prerequisite for the LSDB creation process. Once
they have all formed adjacencies, they start exchanging LSAs. Router R1 has four neighboring
routers: R2, R3, R4, and R5. From these routers, R1 receives the LSAs from all other routers in
the network. From these LSAs, it can also deduce the links between all routers and draw the
web of routers that are depicted in the figure. In this way, an LSDB is created.

Edsger Dijkstra designed a mathematical algorithm for calculating the best paths through
complex networks. Link-state routing protocols use Dijkstra’s algorithm to calculate the best
paths through a network. They assign a cost to each link in the network and place the specific
node at the root of a tree, then sum the costs toward each given destination. In this way, they
calculate the branches of the tree to determine the best path to each destination. The best path is
calculated with respect to the lowest total cost of links to a specific destination and is put in the
forwarding database (routing table). For OSPF, the default behavior is that the interface cost is
calculated based on its configured bandwidth. You can also manually define an OSPF cost for
each interface, which overrides the default cost value.

The figure illustrates an example of a Dijkstra calculation. Each Ethernet link in the figure is
assigned an OSPF cost of 10. By summing the costs to each destination, the router can deduce
the best path to each destination. The right side of the figure shows the result of the Dijkstra
calculation, in which the SPF tree is defining the best paths. From these best paths, which are
shown with solid lines, routes to destination networks that are attached to each router are
offered to the routing table. For each route, the next-hop address is the appropriate neighboring
router (R2, R3, R4, or RS).

3-10 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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OSPF Metric

= Also called “cost”

= Defined per interface, but may be altered

= Inversely proportional to the bandwidth of that interface
= Cost =100,000,000 / bandwidth in b/s

Link Type Default Cost

64-kb/s serial link 1562
T1(1.544-Mb/s serial link) 64
E1(2.048-Mb/s serial link) 48

Ethernet 10
Fast Ethernet 1
ATM 1

The cost (also called the metric) of an interface in OSPF is an indication of the overhead that is
required to send packets across a certain interface. The cost of an interface is inversely
proportional to the bandwidth of that interface. A higher bandwidth indicates a lower cost.
There is more overhead (higher cost) and time delay in crossing a 56-kb/s serial line than in
crossing a 10-Mb/s Ethernet line. The formula that is used to calculate the cost is:

Cost = 100,000,000 / bandwidth in b/s

For example, it will cost 10°/10” = 10 to cross a 10-Mb Ethernet line and will cost 10%/1544000
=64 to cross a T1 line.

By default, the cost of an interface is calculated based on the bandwidth and can be changed by
using the OSPF configuration command. If you change the link bandwidth, it will also
indirectly change the cost. Only one cost can be assigned per interface, and it is advertised as
the link cost in the router link advertisements.

Links have different default costs, as follows:

m A 56-kb/s serial link: The default cost is 1785.

B A 64-kb/s serial link: The default cost is 1562.

m  T1 (1.544-Mb/s serial link): The default cost is 64.
m  E1 (2.048-Mb/s serial link): The default cost is 48.
m  Ethernet: The default cost is 10.

m  Fast Ethernet: The default cost is 1.

m  FDDI: The default cost is 1.

®  ATM: The default cost is 1.

© 2009 Cisco Systems, Inc. Implementing a Scalable Multiarea Network OSPF-Based Solution 3-11
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Link-State Data Structures

This topic describes how routers use link-state updates (LSUs) to verify that links are still
active.

Building the LSDB

= The Hello protocol is used to define neighbors.
= Adjacency is established.

= Adjacent routers exchange LSAs.

= Each router builds an LSDB using LSAs.

LSAs exchanged

)
Al
/i

N

LSDBg, LSDB g,

Routers that share a common segment become neighbors on that segment. Neighbors are
elected via the Hello protocol. Hello packets are sent periodically out of each interface; routers
become neighbors as soon as they see themselves listed in the neighbor hello packet. Therefore,
a two-way communication is guaranteed. Two routers will not become neighbors unless they
agree on the following:

m  Area ID: Two routers having a common segment; their interfaces have to belong to the
same area on that segment.

m  Authentication: OSPF allows for the configuration of a password for a specific area.
Routers that want to become neighbors have to exchange the same password on a particular
segment.

m  Hello and dead intervals: OSPF exchanges hello packets on each segment. This is a form
of keepalive that is used by routers to acknowledge their existence on a segment and to
elect a designated router (DR) on multiaccess segments. OSPF requires these intervals to be
exactly the same between two neighbors.

m  Stub area flag: Two routers have to agree on the stub area flag in the hello packets to
become neighbors. Stub areas will be discussed in a later section. Keep in mind that
defining stub areas will affect the neighbor election process.

Adjacency is the next step after the process of becoming neighbors. Adjacent routers are routers
that go beyond the simple hello exchange and proceed into the database exchange process. LSU
packets are exchanged, and acknowledgement is required. Selection and processing of LSUs is
based on the sequence numbers. At the end, the adjacent routers will have the same link-state
database.

3-12 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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The following is a brief summary of the states that an interface passes through before becoming
adjacent to another router:

Down
Attempt
INIT
Two-way
Exstart
Exchange
Loading
Full

© 2009 Cisco Systems, Inc.
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Each LSA entry has its own aging timer, which the link-state age field carries. The default
timer value for OSPF is 30 minutes (expressed in seconds in the link-state age field).

After an LSA entry ages, the router that originated the entry sends the LSA (with a higher
sequence number, in an LSU) to verify that the link is still active. The LSU can contain one or
more LSAs. This LSA validation method saves on bandwidth compared with distance vector

routers, each of which sends its entire routing table at short intervals.

When each router receives the LSU, it does the following:

m [fthe LSA does not already exist, the router adds the entry to its LSDB, sends back a link-
state acknowledgment (LSAck), floods the information to other routers, runs SPF, and

updates its routing table.

m [fthe entry already exists and the received LSA has the same sequence number, the router

ignores the LSA entry.

m  If the entry already exists but the LSA includes newer information (it has a higher sequence
number), the router adds the entry to its LSDB, sends back an LSAck, floods the

information to other routers, runs SPF, and updates its routing table.

m [fthe entry already exists but the LSA includes older information, it sends an LSU to the

sender with its newer information.

3-14
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Maintaining Link-State Sequence Numbers

This topic describes the process of maintaining a database of only the most recent link-state
sequence numbers.

Defining the “More Recent” LSA

An LSA is more recent if it has:
= A higher sequence number
= A higher checksum number
= An age that is equal to the maximum age (poisoning)

= A significantly smaller link-state age (the LSA is significantly
younger)

A combination of the maximum age (max-age) and refresh timers, as well as link-state
sequence numbers, helps OSPF maintain a database of only the most recent link-state records.

An LSA is more recent if it has:

®m A higher sequence number

® A higher checksum number

®  An age that is equal to the maximum age (poisoning)

® A significantly smaller link-state age (the LSA is significantly younger)
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LSA Sequence Numbering

Each LSA in the LSDB maintains a sequence number:
= A 4-byte number
= Begins with 0x80000001; ends with Ox7FFFFFFF

OSPF floods each LSA every 30 minutes:

= Each time, the sequence number is incremented by one.

= The LSA with the higher (newer) sequence number is more
recent.

Ultimately, a sequence number will wrap around to
0x80000001:

= The existing LSA was prematurely aged to the maximum age (one
hour) and flushed.

The link-state sequence number field in an LSA header is 32 bits long (4 bytes). Beginning
with the leftmost bit set, the first legal sequence number is 0x80000001 and the last one is
0x7FFFFFFF. The number is incremented in each new LSA until it reaches OXFFFFFFFF. The
next number is then 0x00000000, followed by 0x00000001, 0x00000002, and so on.
0x8000000 is reserved and never used. This number field is used to detect old or redundant
LSAs.

To ensure an accurate database, OSPF floods (refreshes) each LSA every 30 minutes. Each
time that a record is flooded, the sequence number is incremented by one. An LSA record will
reset its maximum age when it receives a new LSA update. An LSA will never remain in the
database longer than the maximum age of one hour without a refresh.

It is possible for an LSA to remain in the database for long periods of time, getting refreshed
every 30 minutes. At some point, the sequence number will need to wrap back to the starting
sequence number. When this occurs, the existing LSA will be prematurely aged out (the
maximum age timer is immediately set to one hour) and flushed. The LSA will then begin its
sequencing at 0x80000001 again.

When a router encounters two instances of an LSA, it must determine which is more recent.
The LSA with the higher link-state sequence number is the more recent LSA.
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-
LSA Sequence Numbers and
Maximum Age

= Every OSPF router announces a router LSA for those interfaces
that it owns in that area.

= Router with link ID 192.168.1.67 has been updated eight times;
the last update was 48 seconds ago.

Rl#show ip ospf database

OSPF Router with ID (192.168.1.67) (Process ID 10)
Router Link States (Area 1)

Link ID ADV Router Age Segqg# Checksum Link count
192.168.1.67 192.168.1.67 48 0x80000008 0xB1l12 2
192.168.2.130 192.168.2.130 212 0x80000006 Ox3F44 2

<output omitted>

Example: LSA Sequence Numbers and Maximum Age

The show ip ospf database command displays lists of information that are related to the OSPF
database for a specific router. The output of the command that is shown in the figure provides
an example of how the link-state age and LSA sequence numbers are kept in the database.

Every OSPF router has interfaces in one or more areas and announces a router LSA for those
interfaces that it owns in those areas. The link ID is the ID of the router that created the router
LSA. The advertising router (shown as “ADV Router” in the output) is the router ID of the
OSPF router that announced the router LSA. Generally, the link ID and advertising router for a
router LSA are the same.

The first router LSA entry in the OSPF database indicates that the router LSA with link ID
192.168.1.67 has been updated eight times (because the sequence number is 0x80000008) and
that the last update occurred 48 seconds ago.

For more details about the show ip ospf database command, go to the Cisco IOS IP Routing:
OSPF Command Reference via the following link:

http://www.cisco.com/en/US/docs/ios/iproute _ospf/command/reference/iro_book.html
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Planning for Implementing OSPF

This topic describes how to plan, implement, and document the OSPF deployment.

Planning for OSPF

= Assess the requirements and = Define hierarchical network
options: design and areas.
— |IP addressing plan = Evaluate OSPF scaling options:
— Network topology — Summarization where
= Primary vs. backup links necessary
= WAN bandwidth utilization — Define stub areas
Core

Area 0

10.1.0.0/16 10.3.0.0/16

=}

)

i

o
334p_07

10.1.3.0 10.1.3.0

10.2.1.0

The OSPF routing protocol implementation depends on specific needs and topologies. When
preparing to deploy OSPF routing in a network, you must gather the existing state and
requirements and also consider different deployment considerations as follows:

m  The IP addressing plan governs how OSPF can be deployed and how well the OSPF
deployment might scale. Thus, a detailed IP addressing plan, along with IP subnetting
information, must be defined. A solid IP addressing plan should enable usage of OSPF
summarization to scale the network and to optimize OSPF behavior more easily.

® A network topology consists of links connecting the network equipment (routers, switches,
and so on). A detailed network topology plan should be presented to assess OSPF
scalability requirements and determine which OSPF features might be required (for
example, OSPF summarization and redistribution).

m  OSPF can control the size of the LSDB by using different areas, which decrease the LSDB
size and limit the propagation of LSUs in case of a topology change within one area.
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OSPF Implementation Plan

= Verify and configure IP addressing.
Enable OSPF for the correct interfaces.
Enable OSPF for the correct areas.

= Define special metric to influence path selection.
Verify the configuration.

0 R1 $0/0, S0/1
0 R2 S0/0, S0/1 Area 1 Area 3
1 R2 SO0 o
0 R3 $0/0, S0/1 10320 ?
2 R3 SO0R

10.1.3.0
0 R4 $0/0, S0/1
3 R4 S0

Once you have assessed the requirements, you can create the implementation plan. To
implement OSPF routing, you must do the following;:

m  Learn IP addressing—or more precisely, the networks that need to be included and
advertised by OSPF.

m  Enable the OSPF process for the correct interfaces or the correct network statements under
the OSPF routing process configuration mode.

m  The OSPF process must be enabled for the correct areas on the interfaces.

®  Any specific metric that needs to be applied to certain interfaces to influence the default
best path selection by OSPF routing protocol must be known. The table should include the
required metric along with the interface where the metric needs to be applied.

When the implementation plan is created, the list of tasks for each router in the network must
be defined as follows:

m  Enable the OSPF routing protocol on an interface, or use the correct network statements
under the OSPF routing process configuration mode.

®  Assign the correct area ID to the interface through the OSPF configuration under the
interface or under the OSPF routing process configuration mode.

B You can also apply the metric to proper interfaces.
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After implementation, you should perform verification to confirm that OSPF has been deployed
properly on each router:

m  Verify the setup of OSPF adjacency.

m  Verify that the OSPF LSDB is populated with the proper information.

m  Verify that the IP routing table is populated with the proper information.
m  Verify that there is connectivity in the network.

m  Verify that OSPF behaves as expected when a topology change occurs (test link failure and
router failure events).
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Documenting OSPF

= Topology

= Areas and IP addressing

= Networks and interfaces included in OSPF per router
= Default and nondefault metrics applied

= Configuration and verification results

Router R1
networks

[ RouterR2 Router Link Cost
networks
R3 10

EthO

i* Router R3
EAE

10.2.0.0/16

R3 Serial0/0 30

After a successful OSPF deployment, you should document the solution and then put the

information about the deployment in a safe place. The implementation plan itself is half of the

information. To complete the documentation, you must also include the verification process

and results.
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Example: Planning for Basic OSPF

= Define the network requirements.

= Gather the required parameters.

= Define the OSPF areas and routing.
= Configure basic OSPF.

= Verify the OSPF configuration.

= Complete the documentation.

Area 0

334P_075

- S0/0/1

S0/0/2 S0/0/1

S0/0/1

p e

The example in the figure illustrates the steps that are necessary to prepare an implementation
plan to configure basic OSPF.

When you are planning for the basic OSPF configuration, you should ensure that the
implementation plan includes the following steps:

m  Define the network requirements.
m  Gather the required parameters.

m  Define OSPF routing.

m  Configure basic OSPF.

m  Verify the OSPF configuration.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

= Link-state routing protocols respond quickly to changes, send
triggered updates when changes occur, and send periodic
updates every 30 minutes.

= A two-tier hierarchical network structure is used by OSPF in which
the network is divided into areas. This area structure is used to
separate the LSDB into more manageable pieces.

= Adjacencies are built by OSPF routers using the Hello protocol.
LSUs are sent over these logical adjacencies to exchange
database information between adjacent OSPF routers.

= Dijkstra’s algorithm, also known as SPF, is used to calculate best
paths for all destinations. SPF is run against the LSDB, and the
result is a table of best paths, known as the routing table.

Summary (Cont.)

= After an LSA entry ages, the router that originated the entry sends
an LSU about the network to verify that the link is still active. The
LSU can contain one or more LSAs.

= Each LSA in the LSDB has a sequence number, which is
incremented by one each time that the LSA is flooded. When a
router encounters two instances of an LSA, it must determine
which is more recent. The LSA with the higher LSA sequence
number is the more recent.

= When planning an OSPF deployment, define the network
requirements, gather the required parameters, and define the
OSPF routing.
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Lesson 2

How OSPF Packet Processes
Work

Overview

The Open Shortest Path First (OSPF) protocol has several functions and five packet types to
support them: hello, database description (DBD), link-state request (LSR), link-state update
(LSU), and link-state acknowledgement (LSAck). The five OSPF packet types enable all OSPF
information flow between routers. This lesson defines each packet type and explains where and
how these packets interact to build OSPF neighbor adjacencies and maintain the OSPF
topology database.

Objectives

Upon completing this lesson, you will be able to explain how information flows between
routers to maintain OSPF links and which packets are used. This ability includes being able to
meet these objectives:

m  Determine OSPF packet types

m  Establish OSPF neighbor adjacencies
m  Exchange and synchronize LSDBs

®  Maintain network routes

m  Verify packet flow
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OSPF Packet Types

This topic describes the five OSPF packet types.
|

OSPF Functions

High-level functions of OSPF include the following:
= Discover neighbors and form adjacencies.
= Flood link-state database (LSDB) information.
= Compute the shortest path.
= Install routes in the route-forwarding table.

Additional functions of OSPF include the following:
= Detect changes in the link state.
= Propagate changes to maintain LSDB synchronization.

Several OSPF packet types are involved.

For OSPF to operate properly, several processes must occur:
m  Neighbor discovery to form adjacencies
m  Flooding of the link-state information to build a link-state database (LSDB)

m  Computation of Shortest Path First (SPF) to find out the shortest path to all known
destinations

m  Populating of the route forwarding table with the best routes to known destinations

Once OSPF initially populates the router forwarding table, the state of the links that are around
the OSPF autonomous system may change. OSPF is able to detect these changes and respond
by flooding this information throughout the OSPF autonomous system, or at least in the area
where the change was detected. The flooding of new information is needed to maintain the
LSDB:s in all neighboring routers.

For all these functions, several OSPF packet types are involved and will be described in this
lesson.
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OSPF Packet Header Format

Rl#debug ip ospf packet

OSPF packet debugging is on

R1#

*Feb 16 11:03:51.206: OSPF: rcv. v:2 t:1 1:48 rid:10.0.0.12
aid:0.0.0.1 chk:D882 aut:0 auk: from Serial0/0/0.2

= This debug output shows fields in the OSPF header.

OSPF

Link
Header

Link

[PEEiG Trailer

Types

Protocol ID Number 89

OSPF Packet

_ Authen-

O Pocket RERNSRINENPATSIDN Chock- [SSEE
Length

Type

Number

All five OSPF packets are encapsulated directly into an IP payload, as shown in the figure. The
OSPF packet does not use TCP or User Datagram Protocol (UDP). OSPF requires a reliable
packet transport scheme, and because it does not use TCP, it has defined its own
acknowledgment routine using an acknowledgment packet (OSPF packet type 5).

In the IP header, a protocol identifier of 89 defines all OSPF packets. Each of the OSPF packets
begins with the same header format. This header has the following fields:

B Version number: Version 2 for OSPF with IPv4 and version 3 for OSPF with [Pv6
m  Type: Differentiates the five OSPF packet types
m  Packet length: The length of the OSPF packet in bytes
m  Router ID: Defines which router is the source of the packet
®  Area ID: Defines the area where the packet originated
®  Checksum: Used for packet-header error detection to ensure that the OSPF packet was not
corrupted during transmission
®  Authentication type: An option in OSPF that describes no authentication, cleartext
passwords, or encrypted Message Digest 5 (MD5) formats for router authentication
®  Authentication: Used in the authentication scheme
m  Data: Each of the five packet types includes different data:
—  Hello packets: Contains a list of known neighbors
—  DBD packet: Contains a summary of the LSDB, which includes all known router
IDs and their last sequence numbers, among a number of other fields
— LSRR packet: Contains the type of LSU that is needed and the router ID that has the
needed LSU
—  LSU packet: Contains the complete link-state advertisement (LSA) entries.
Multiple LSA entries can fit in one OSPF update packet.
—  LSAck packet: Empty
© 2009 Cisco Systems, Inc. Implementing a Scalable Multiarea Network OSPF-Based Solution 3-27

https://t.mel/learningnets



OSPF Packet Types

= OSPF uses five types of routing protocol packets.

(2 Database Description

(3 Link-State Request

(® Link-State Acknowledgment

OSPF uses five types of routing protocol packets, which share a common protocol header. The
protocol ID number inside the IP header is 89, and all five packet types are used in the normal
operation of OSPF.

OSPF Packets

The table contains descriptions of each type.

Type Packet Name Description
1 Hello Discovers neighbors and builds adjacencies between them
2 DBD Checks for database synchronization between routers
3 LSR Requests specific link-state records from another router
4 LSU Sends specifically requested link-state records
5 LSAck Acknowledges the other packet types
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Establishing OSPF Neighbor Adjacencies

This topic describes how OSPF neighbor adjacencies are established.

Neighbor Relationship: The Hello Packet

* Entries must match on neighboring routers.

o~

-
-

>

>
>

Router ID

Hello and dead intervals*
Neighbors

Area ID*

Router priority

DR IP address

BDR IP address

Authentication password*
Stub area flag*

Each interface that is participating in OSPF uses [P multicast address 224.0.0.5 to send hello
packets periodically. A hello packet contains the following information:

Router ID: The router ID is a 32-bit number that uniquely identifies the router. The highest
IP address on an active interface is chosen by default, unless a loopback interface or the
router ID is configured; for example, IP address 172.16.12.1 would be chosen over
172.16.1.1. This identification is important in establishing neighbor relationships and
coordinating LSU exchanges. Also, the router ID breaks ties during the designated router
(DR) and backup designated router (BDR) selection processes if the OSPF priority values
are equal.

Hello and dead intervals: The hello interval specifies the frequency, in seconds, with
which a router sends hello packets (10 seconds is the default on multiaccess networks). The
dead interval is the time in seconds that a router waits to hear from a neighbor before
declaring the neighboring router out of service (four times the hello interval, by default).
These timers must be the same on neighboring routers; otherwise, an adjacency will not be
established.

Neighbors: The neighbors field lists the adjacent routers with established bidirectional
communication. This bidirectional communication is indicated when the router recognizes
itself listed in the neighbors field of the hello packet from the neighbor.

Area ID: To communicate, two routers must share a common segment, and their interfaces
must belong to the same OSPF area on that segment. (They must also share the same
subnet and mask.) These routers will all have the same link-state information.

Router priority: The router priority is an 8-bit number that indicates the priority of a
router. Priority is used when selecting a DR and BDR.

© 2009 Cisco Systems, Inc. Implementing a Scalable Multiarea Network OSPF-Based Solution 3-29

https://t.mel/learningnets



m DR and BDR IP addresses: These are the IP addresses of the DR and BDR for the
specific network, if they are known.

m  Authentication password: If router authentication is enabled, two routers must exchange
the same password. Authentication is not required, but if it is enabled, all peer routers must
have the same password.

m  Stub area flag: A stub area is a special area. Two routers must agree on the stub area flag
in the hello packets. Designating a stub area is a technique that reduces number of routing
updates by replacing many of them with a default route.

Note The following fields must match when hello packets are exchanged between the neighboring
routers: hello and dead intervals, area ID, authentication password, and stub area flag.
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Exchanging and Synchronizing LSDBs

Once a bidirectional adjacency is formed, OSPF must exchange and synchronize the LSDBs
between routers. This topic describes the process of exchanging and synchronizing the LSDBs
between routers.

OSPF Routing Update Packets

= Use of multicast and unicast IP address
= Four types of update packets
= LSDB synchronization process:
— Discover neighbor.
— Establish bidirectional communication.
— Elect a DR, if desired.
— Form an adjacency.
— Discover the network routes.
— Update and synchronize LSDBs.

All routing updates are sent in IP packets (protocol type 89), for which OSPF does not do any
fragmentation and reassembly on the IP.

Four types of update packets are used when exchanging and synchronizing LSDBs:
m  Type 2 DBD packet: Used to describe the network routes of each neighbor.

m  Type 3 LSR packet: After database description packets are exchanged, the routers request
missing information by using request packets.

m  Type 4 LSU packet: All missing information is sent to the neighbors by sending update
packets, which contain different LSAs.

m  Type 5 LSAck packet: Every packet is acknowledged, to ensure reliable transport and
reliable exchange of information.

Type 4 and type 5 packets are sent to multicast IP addresses, except when retransmitting, when
sent across a virtual link, and when sent on nonbroadcast networks. All other packets are sent to
unicast IP addresses.

The LSDB synchronization process starts with neighbor discovery. After a neighbor has been
discovered, bidirectional communication commences. A designated router may also be elected
(for example, if the OSPF protocol is active on the LAN). Then, routers make a decision
whether an adjacency is formed. If an adjacency is to be formed, neighbors have to synchronize
LSDB:s. First, network routes are discovered, and then missing information is exchanged.
Finally, LSDB is synchronized, as described in the following pages.
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Establishing Bidirectional Communication

172.16.6.0/24
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e
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Router R2
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172.16.5.1/24, Int E1

| am router ID 172.16.5.2, and | see 172.16.5.1.
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172.16.5.2/24, Int EO

Two-Way State

When routers that are running OSPF are initialized, an exchange process using the Hello
protocol is the first procedure. The exchange process that happens when routers appear on the
network is illustrated in the figure:

1. Router R1 is enabled on the LAN and is in a down state, because it has not exchanged
information with any other router. It begins by sending a hello packet through each of its
interfaces that are participating in OSPF, even though it does not know the identity of the
DR or of any other routers. The hello packet is sent out using the multicast address
224.0.0.5.

2. All directly connected routers that are running OSPF receive the hello packet from router
R1 and add R1 to their lists of neighbors. After adding R1 to the list, other routers are in the
initial state (INIT state).

3. Each router that received the hello packet sends a unicast reply hello packet to R1 with its
corresponding information. The neighbor field in the hello packet includes all neighboring
routers and R1.

4. When R1 receives these hello packets, it adds all the routers that had its router ID in their
hello packets to its own neighbor relationship database. After this process, R1 is in the two-
way state. At this point, all routers that have each other in their lists of neighbors have
established bidirectional communication.

If the link type is a broadcast network—generally, a LAN link like Ethernet—a DR and BDR
must first be selected. The DR forms bidirectional adjacencies with all other routers on the
LAN link. This process must occur before the routers can begin exchanging link-state
information. Periodically (every 10 seconds on broadcast networks, by default), the routers
within a network exchange hello packets to ensure that communication is still working. The
hello updates include the DR, BDR, and the list of routers for which hello packets have been
received by the router. Remember that “received” means that the receiving router recognizes its
own name as one of the entries in the received hello packet.

Note The concepts of DR and BDR will be described later in this module.
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Discovering the Network Routes

= =
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Exchange State

Here is a summary of my LSDB.

Here is a summary of my LSDB.

v

After the DR and BDR have been selected (applied to LAN link types), the routers are
considered to be in the exstart state. The routers are then ready to discover the link-state
information about the internetwork and create their LSDBs. The exchange protocol is used to
discover the network routes, and it gets all the routers from exchange state to a full state of
communication. The first step in this process is for the DR and BDR to establish adjacencies
with each of the other routers. When adjacent routers are in a full state, they do not repeat the
exchange protocol unless the full state changes.

As shown in the figure, the exchange protocol operates as follows:

Step 1

In the exstart state, the DR and BDR establish adjacencies with each router in the
network. During this process, a master-slave relationship is created between each
router and its adjacent DR and BDR. The router with the higher router ID acts as the
master during the exchange process—router R2 becomes the DR.

Note

Only the DR exchanges and synchronizes link-state information with the routers to which it
has established adjacencies. Having the DR represent the network in this capacity reduces
the amount of routing update traffic.

The master and slave routers exchange one or more DBD packets. The routers are in
the exchange state.

A DBD includes information about the LSA entry header that appears in the LSDB
of the router. The entries can be about a link or a network. Each LSA entry header
includes information about the link-state type, the address of the advertising router,
the cost of the link, and the sequence number. The router uses the sequence number
to determine the “newness” of the received link-state information.
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Adding the Link-State Entries
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Step 2 When the router receives the DBD, it performs these actions, as shown in the figure:

1. It acknowledges the receipt of the DBD using the LSAck packet.

2. It compares the information that it received with the information that it has. If
the DBD has a more up-to-date link-state entry, the router sends an LSR to the
other router. When routers start sending LSRs, they are in the loading state.

3. The other router responds with the complete information about the requested
entry in an LSU packet. Again, when the router receives an LSU, it sends an
LSAck.

Step 3 The router adds the new link-state entries to its LSDB.

When all LSRs have been satisfied for a given router, the adjacent routers are considered
synchronized. They are in a full state. The routers must be in a full state before they can route
traffic. At this point, all the routers in the area should have identical LSDBs.
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OSPF Neighbor States

OSPF routers progress through seven states:
= Down: no active neighbor detected

INIT: hello packet received

= Two-way: own router ID in received hello

= Exstart: master and slave roles determined

= Exchange: database description packets sent
= Loading: exchange of LSRs and LSUs

Full: neighbors fully adjacent

The following is a brief summary of the states that an interface passes through before becoming
adjacent to another router:

Down: No information has been received on the segment.

Attempt: In nonbroadcast multiaccess clouds such as Frame Relay and X.25, this state
indicates that no recent information has been received from the neighbor. An effort should
be made to contact the neighbor by sending hello packets at the reduced rate poll interval.

INIT: The interface has detected a hello packet coming from a neighbor, but bidirectional
communication has not yet been established.

Two-way: There is bidirectional communication with a neighbor. The router has seen itself
in the hello packets coming from a neighbor. At the end of this stage, the DR and BDR
election would have been done. When routers are in the two-way state, they must decide
whether to proceed in building an adjacency. The decision is based on whether one of the
routers is a DR or BDR or the link is a point-to-point or a virtual link.

Exstart: Routers are trying to establish the initial sequence number that is going to be used
in the information exchange packets. The sequence number ensures that routers always get
the most recent information. One router will become the primary and the other will become
secondary. The primary router will poll the secondary for information.

Exchange: Routers will describe their entire LSDB by sending database description
packets. In this state, packets may be flooded to other interfaces on the router.

Loading: In this state, routers are finalizing the information exchange. Routers have built a
link-state request list and a link-state retransmission list. Any information that looks
incomplete or outdated will be put on the request list. Any update that is sent will be put on
the retransmission list until it gets acknowledged.

Full: In this state, adjacency is complete. The neighboring routers are fully adjacent.
Adjacent routers will have similar LSDBs.
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Maintaining Network Routes

This topic describes how OSPF maintains synchronization of the LSDBs (topology tables) of
all routers in the network.

Flooding Changes in Topology

= Router R1 detects a topology change, adjusts its LSA, and floods the
LSA:

— R1 notifies all OSPF neighbors using 224.0.0.5, or, on LAN links,
all OSPF DRs and BDRs using 224.0.0.6.

— The DR notifies others on 224.0.0.5.
= The LSDBs of all routers must be synchronized.
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In a link-state routing environment, it is very important for the LSDBs (topology tables) of all
routers to stay synchronized. When there is a change in a link state, the routers use a flooding
process to notify the other routers in the network of the change. LSUs provide the mechanism
for flooding LSAs.

\/

A router that detects a topology change adjusts its LSA, increments its LSA sequence number,
and floods the LSA. Only the LSA originator can adjust or regenerate the LSA. A router that
receives an LSA update packet compares the received LSA to its own copy. If the received
LSA is more recent, it is installed in the database and flooded. If the database copy is newer, it
is sent back to the sending neighbor. This is an exception to the rule, because a router is not
supposed to reoriginate the LSAs of other routers.

Periodic LSA refreshment is another mechanism to maintain the LSDB. Each LSA has an age
field. LSAs are aged when flooded and in the topology database. LSAs that reach the maximum
age are purged from the topology database (garbage collection). Each router has to resend its
LSA (the LSA that was originated from that router) before it ages out in the topology databases.
LSAs with an age that is equal to the maximum age are used to immediately remove LSAs
from the database (route poisoning).

In general, the flooding process steps in a multiaccess network are as follows:

Step 1 A router notices a change in a link state and multicasts an LSU packet (which
includes the updated LSA entry) to all OSPF neighbors (on point-to-point links) at
224.0.0.5 or to all OSPF DRs and BDRs (on LAN links like the one in the figure) at
224.0.0.6. An LSU packet may contain several distinct LSAs.
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Step 2 The DR acknowledges receipt of the change and floods the LSU to others on the
network using the OSPF multicast address 224.0.0.5. After receiving the LSU, each
router responds to the DR with an LSAck. To make the flooding procedure reliable,
each LSA must be acknowledged separately.

Step 3 If a router is connected to other networks, it floods the LSU to those other networks
by forwarding the LSU to the DR of the multiaccess network (or to the adjacent
router if it is in a point-to-point network). The DR, in turn, multicasts the LSU to the
other routers in the network.

Step 4 The router updates its LSDB using the LSU that includes the changed LSA. It then
recomputes the SPF algorithm against the updated database after a short delay (the
SPF delay) and updates the routing table as necessary.

Note Although it is not shown in this figure, all LSUs are acknowledged.

When is the SPF algorithm run? A change in the topology database is a necessary, but not
sufficient, condition for SPF recalculation. The SPF algorithm is triggered if:

m  The LSA Options field has changed.

m  The age of the LSA instance is set to MaxAge.

m  The length field in the LSA header has changed.

m  The contents of the LSA (excluding the LSA header) have changed.

An SPF calculation is performed separately for each area in the topology database.

OSPF simplifies the synchronization issue by requiring only adjacent routers to remain
synchronized.

Summaries of individual link-state entries, not the complete link-state entries, are sent every 30
minutes to ensure proper LSDB synchronization. Each link-state entry has a timer to determine
when the LSA refresh update must be sent.

Each link-state entry also has a maximum age of 60 minutes. If a link-state entry has not been
refreshed within 60 minutes, it is removed from the LSDB.

Note On a Cisco router, if a route already exists, the routing table is used at the same time that
the SPF algorithm is calculating a new best route to the destination. However, if the SPF is
calculating a new route, the new route is used only after the SPF calculation is complete.
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Verifying Packet Flow

This topic describes how to verify that OSPF packets are flowing properly between two routers.
L

The debug ip ospf packet Command

Debugging a single packet:

Rl#debug ip ospf packet

OSPF packet debugging is on

R1#

*Feb 16 11:03:51.206: OSPF: rcv. v:2 t:1 1:48 rid:10.0.0.12
aid:0.0.0.1 chk:D882 aut:0 auk: from Serial0/0/0.2

= This debug output shows the fields in the OSPF header.

The debug ip ospf packet command is used to verify that OSPF packets are flowing properly
between two routers as well as for troubleshooting.

Example: debug ip ospf packet

The output of this debug command is shown in the figure. Notice that the output shows the
fields in the OSPF header, but they are not described in any detail. After each field, there is a
parameter for it. The values are described in the table that follows.

From the following sample output and table, you can say the following:

OSPF: rcv. v:2 t:1 1:48 rid:10.0.0.12
aid:0.0.0.1 chk:D882 aut:0 auk: from Serial0/0/0.2

OSPF: OSPF packet

rcv. was received

v:2 OSPF version 2

t:1 Hello packet

1:48 48 bytes is the OSPF packet length.

rid:10.0.0.12 The OSPF router ID is 10.0.0.12.

aid:0.0.0.1 The OSPF area ID is 0.0.0.1.

chk:D882 The OSPF checksum is D88§2.

aut:0 Authentication is not being used.

auk: There is no key; authentication is not being used.
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from Serial0/0/0.2

The packet was received via interface Serial0/0/0.2.

OSPF Packet Header Fields
The table lists the OSPF packet header fields that are represented in this output.

Field

Description

\

Provides the version of OSPF

t

Specifies the OSPF packet type:
1: hello

2: DBD

3:LSR

4:LSU

5: LSAck

Specifies the OSPF packet length in bytes

rid

Provides the OSPF router ID

aid

Shows the OSPF area ID

chk

Displays the OSPF checksum

aut

Provides the OSPF authentication type:
0: No authentication

1: Simple password

2: MD5

auk

Specifies the OSPF authentication key, if used

keyid

Displays the MD5 key ID; only used for MD5 authentication

seq

Provides the sequence number; only used for MD5 authentication

For more details about the debug ip ospf packet command, go to the Cisco IOS Debug
Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db book.html
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Summary

This topic summarizes the key points that were discussed in this lesson.
|

Summary

= There are five OSPF packet types: hello, DBD, LSU, LSR, and
LSAck.

= The Hello protocol forms logical neighbor adjacency relationships.
A DR may be required to coordinate adjacency formations.

= The exchange protocol passes through several states
(down, INIT, two-way, exstart, exchange, and loading) before
finally reaching the goal of the full state. When the protocol is in
the full state, its databases are synchronized with adjacent
routers.

= LSAs are sent when a change occurs, but are also sent every 30
minutes to ensure database integrity. The maximum time that an
LSA will stay in the database, without an update, is 1 hour.

= Use the debug ip ospf packet command to verify that OSPF
packets are flowing properly between two routers.
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Lesson 3

Improving Routing
Performance in a Complex
Enterprise Network

Overview

Open Shortest Path First (OSPF) protocol areas may be made up of different types of network
links. You must know which types of network links are being used in order to properly
configure OSPF to work with all of them and their different adjacency behaviors, as well as
over certain network types.

It is important to note that OSPF pays special attention to different network types, such as
point-to-point and broadcast networks, and that the OSPF default settings do not always work
properly with some network topologies.

This lesson describes each OSPF network type, how the adjacencies are formed for these OSPF
network types, and how link-state advertisements (LSAs) are flooded on each.

Objectives

Upon completing this lesson, you will be able to describe the features of various OSPF network
architectures. This ability includes being able to meet these objectives:

® Introduce OSPF network types

m  Determine adjacency behavior in point-to-point links

m  Determine adjacency behavior in a broadcast network

m  Determine adjacency behavior in a Metro Ethernet and EOMPLS network
m  Determine adjacency behavior in MPLS networks

m  Select a DR and BDR

®  Implement OSPF over different Frame Relay implementations

m  Implement OSPF over Frame Relay NBMA

m  Use subinterfaces in OSPF over Frame Relay
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m  Implement OSPF over a point-to-point Frame Relay network

®  Implement OSPF over a point-to-multipoint Frame Relay network
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Introducing OSPF Network Types

This topic describes the three types of networks that are defined by OSPF.

OSPF Network Types

= Point-to-point: A network that joins a single pair of routers
= Broadcast: A multiaccess broadcast net