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#1
The authors bring basic but

relevant def init ions for Cyber 

risk ,  such as the l ink with the

business,  the need of cyber 

governance, cyber risk 

management ,  and the board's 

role during a cyber incident .  

The chapter on Cyber Security 

Strategy help clar i f ies the

complex world of cyber

init iat ives.
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#2
The book gives many pills of 

knowledge of cybersecurity .  I t 

starts by explaining who Cyber 

Threats Actors  are,  such as

nation states actors,  cybercrime,

hackt iv ists ,  insiders,  etc.

They bring excit ing insights and

guidance to help board members

on the f irst  steps,  such as

understanding the CISO role , 

Cyber Governance ,  and the

cyber security program .
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#3
Besides the book's l ink to the

healthcare industry,  the focus

on Cyber Risk Management ,  the

good indicators presented, and

the easy reading  makes i t 

digest ible to directors from other

industr ies.

At the end of the chapters,  there

are engaging discussions that can

help Board Members with their

duties governing Cyber Risk .
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#4
The book presents a cyber risk 

from a business perspective

rather than a technology

perspective.  

Their framework help explains

cyber r isk by their  def ined

principles,  responsibi l i t ies,  and

guidances (cal led aide-memories) .

Those aide-memories might be

helpful  playbooks  to help Board

members to identify  and

perform Cyber Risk oversight .

CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS

UNDERSTAND AND MANAGE CYBER-RISKS 




Marco Túlio Moraes
https://t.me/learningnets



#5
The book explains cyber r isk and


proposes a framework that helps


understand and manage Cyber- 


risk .

The author brings an interest ing


perspective l inking the f ive stages


of the grief  model to the board's 


maturity over Cybersecurity 


matters.
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#6
The authors def ine complex 


digital business systems  and


systemic risks .  They bring


COVID-19 and the Equifax breach


as very detai led examples to


explain those concepts.  

They also bring an insightful  and


helpful  framework cal led


DiRECTOR  that helps understand


and manage cyber risk  as a


systemic r isk.
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#7
The book discusses cyber 


concepts  l inking them to our


business  and personal l ives  in


a mix of explanations and


excit ing narrat ives .

I t  is  s excel lent read to


understand cyber risk  and,  on a


deep level ,  how it  is  connected to


the digital business world .  
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