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CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS

UNDERSTAND AND MANAGE CYBER-RISKS

The authors bring basic but
relevant definitions for Cyber
risk, such as the link with the
business, the need of cyber
governance, cyber risk

management, and the board's THE N\
'SECURE

ANNA LEIBEL CLAIRE PALES

role during a cyber incident.
The chapter on Cyber Security
Strategy help clarifies the BOARD
complex world of cyber A La AN
initiatives. V

HOW TO BE CONFIDEMNT THAT YOUR
ORGAMNISATION IS CYBER SAFE

https://t.me/learningnets



CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS

UNDERSTAND AND MANAGE CYBER-RISKS

The book gives many pills of
knowledge of cybersecurity. It
starts by explaining who Cyber
Threats Actors are, such as
nation states actors, cybercrime, |

hacktivists, insiders, etc. @ L2 Ol e

THE COMING
CYBERWAR

They bring exciting insights and :
guidance to help board members WHAT EXECUTIVES,
on the first steps, such as THESEI%‘:’TE':::JOU
understanding the CISO role,

Cyber Governance, and the

. MARC CRUDGINGTON
cyber security program. £
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CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS

UNDERSTAND AND MANAGE CYBER-RISKS

Besides the book's link to the
healthcare industry, the focus
on Cyber Risk Management, the
good indicators presented, and
the easy reading makes it
digestible to directors from other
industries.

BLEEDING

At the end of the chapters, there

, : . What Healthcare Executives
are engaging discussions that can and Board Members Must Know About
he|p Board Members with their Enterprise Cyber Risk Management [ECRM |
duties governing Cyber Risk.

HOW TO SAVE YOUR PATIENTS,
PRESERYE YOUR REPUTATION, AND
PROTECT YOUR BALAMCE SHEET

BOB CHAPUT
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CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS

UNDERSTAND AND MANAGE CYBER-RISKS

The book presents a cyber risk
from a business perspective
rather than a technology
perspective.

A Leader’s
. Guideto
Cybersecurity
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Their framework help explains
cyber risk by their defined
principles, responsibilities, and
guidances (called aide-memories).

Those aide-memories might be
helpful playbooks to help Board
members to identify and

. . WHY BOARDS NEEDTO LEAD
perform Cyber Risk oversight. \ND HOW TO DO I'T

Thomas J. Parenty | Jack J. Domet
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CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS

UNDERSTAND AND MANAGE CYBER-RISKS

The book explains cyber risk and
proposes a framework that helps

MATHIEU GORGE

understand and manage Cyber-
risk.

The author brings an interesting

-
perspective linking the five stages ﬂ(YBER
of the grief model to the board's -
IN
maturity over Cybersecurity EI-EP“ANTTHE

matters. BOARDROOM

CYBER-ACCOUNTABILITY WITH THE FIVE PILLARS OF SECURITY FRAMEWORK

ForbesBooks
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CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS

UNDERSTAND AND MANAGE CYBER-RISKS

The authors define complex

AN AMAZON NEW RELEASE BEST SELLER

digital business systems and

BOB ZUKIS
systemic risks. They bring PAUL FERRILLO
. CHRIS VELTSOS
COVID-19 and the Equifax breach
as very detailed examples to THE

explain those concepts.

They also bring an insightful and
helpful framework called REBGOT

DIiRECTOR that h€|pS understand SUCCEEDING IN A COMPLEX DIGITAL WORLD

UNDER ATTACK FROM SYSTEMIC RISK

and manage cyber risk as a
SECOND EDITION

systemic risk.
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CYBER-BOOKS TO HELP BOARD MEMBERS AND DIRECTORS
UNDERSTAND AND MANAGE CYBER-RISKS
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The book discusses cyber
concepts linking them to our
business and personal lives in
a mix of explanations and

exciting narratives.

It is s excellent read to
understand cyber risk and, on a
deep level, how it is connected to
the digital business world.

https://t.me/learningnets

“In Cyber Crisis, Dr. Cole provides cutting-edge, real-world advice on how
ect your business and your family from today's persistent cyber threats.

—ANDREW McCABE, #1 New York Times bestselling author

CRISIS-

Protecting Your Business |

from Real Threats

in the Virtual World
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