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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these
conventions as follows:

Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

Iralic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.
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XVii

Introduction

This book was written to address the technical benefits and features of Cisco Software-
Defined Access (Cisco SD-Access). This book is designed to deliver a use-case-based
approach to implementing and adopting Cisco SD-Access in your organization. In
addition, readers will learn when and where to leverage Cisco SD-Access instead of a
typical three-tier campus network design. Readers will also learn the key functionality
of a campus fabric architecture, such as Layer 3 routed access and the elimination of
Spanning Tree Protocol.

Goals and Methods

The goal of this book is to illustrate how to implement Cisco SD-Access. Understanding
the fundamental building blocks of a campus fabric architecture and how to design a
software-defined campus will help readers determine the unique value that the Cisco
SD-Access solution can bring to their organization.

This book can also help candidates prepare for the Cisco SD-Access portions of

the Implementing Cisco Enterprise Network Core Technologies (ENCOR 350-401)
certification exam, which is part of the CCNP Enterprise, CCIE Enterprise Infrastructure,
CCIE Enterprise Wireless, and Cisco Certified Specialist — Enterprise Core certifications.

Who Should Read This Book?

The target audience for this book is network professionals who want to learn how to
design, implement, and adopt Cisco SD-Access in their environment. This book also is
designed to help readers learn how to manage and operate their campus network by
leveraging Cisco DNA Center.

Candidates who are looking to learn about Cisco SD-Access as it relates to the
ENCOR 350-401 exam will also find the necessary best practices and use case
information valuable.

How This Book Is Organized

Although you could choose to read this book cover to cover, it is designed to be
flexible and allow you to easily move between chapters and sections of chapters to
cover just the material that you need more experience with. Chapter 1 provides an over-
view of network automation, which is at the pinnacle of most conversations these days.
Chapter 1 also covers some of the most common benefits of using automation in the
campus networking environment. The dichotomy of using network automation is con-
tinuing to maintain and operate the network in a manual fashion. Chapters 2 through 9
are the core chapters and can be read in any order. If you do intend to read them all, the
order in the book is an excellent sequence to follow.

https://t.me/learningnets
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Book Structure

The book is organized into nine chapters:

Chapter 1, “Today’s Networks and the Drivers for Change”: This chapter covers
the most common trends and challenges seen in the campus area of the network.
This chapter also describes some of the benefits and key capabilities of automation
in general, as well as the associated return on investment in terms of time and risk.

Chapter 2, “Introduction to Cisco Software-Defined Access”: This chapter dis-
cusses the need for software-defined networking, emphasizes the importance of
security in IT networks, introduces network access control, and describes the value
of segmentation using Cisco TrustSec and Cisco Identity Services Engine.

Chapter 3, “Introduction to Cisco DNA Center”: This chapter covers network
planning and deployment trends, past and present, provides a brief history of auto-
mation tools, and introduces Cisco DNA Center and its core concepts.

Chapter 4, “Cisco Software-Defined Access Fundamentals™: This chapter introduces
the basics of Cisco Software-Defined Access design, components, and best practices,
along with the typical workflow to build and deploy a Cisco SD-Access fabric.

Chapter 5, “Cisco Identity Services Engine with Cisco DNA Center”: This chapter
describes the integration of Cisco DNA Center and Cisco ISE, explains onboarding
different types of endpoints securely using a phased approach, and examines the
value of macro-segmentation and micro-segmentation and their use cases in Cisco
SD-Access.

Chapter 6, “Cisco Software-Defined Access Operation and Troubleshooting”: This
chapter goes deeper under the covers of Cisco SD-Access to explain the underlying
technologies in the solution along with common fabric troubleshooting steps and
examples.

Chapter 7, “Advanced Cisco Software-Defined Access Topics™: This chapter dis-
cusses multicast flows, Layer 2 flooding, and the extension of the Internet of Things
(IoT) into Cisco SD-Access networks. It also includes various design considerations
for Cisco SD-Access deployments and extending the policy to WAN and data center
networks.

Chapter 8, “Advanced Cisco DNA Center”: This chapter discusses the deployment
options for Cisco DNA Center itself, along with the various tools and solutions that
are available independent of Cisco SD-Access.

Chapter 9, “Cisco DNA Assurance”: This chapter introduces the analytics offered
by Cisco DNA Assurance, which include analytics regarding the health of clients,
network devices, and applications. Assurance goes into detail with operational work-
flows and leverges a proactive approach to troubleshooting. Sensor-driven tests,
insights offered by artificial intelligence and machine learning (AI/ML), as well as
integration with third-party services such as ServiceNow for event tracking are use-
ful for the IT operations team.
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Chapter 1

Today’s Networks and the

Drivers for Change

This chapter covers the following topics:

m Networks of Today: This section covers the technologies that are driving changes in
the networks of today.

m Common Business and IT Trends: This section covers the most common trends that
are having a considerable impact on the network.

m Common Desired Benefits: This section examines the benefits and desired
outcomes that organizations are looking for from a solution.

m High-Level Design Considerations: This section covers various aspects of network
design and things that affect the deployment and operations of networks today.

m Cisco Digital Network Architecture: This section examines from a high level the
benefits and drivers of Cisco DNA.

m Past Solutions to Today’s Problems: This section covers the technologies used in the
past and the challenges associated with them.

m Introduction to Multidomain: This section covers the value and benefits of a
multidomain environment.

m Cloud Trends and Adoption: This section covers the trends and challenges of cloud
adoption.

Networks of Today

The IT industry is constantly changing and evolving. As time goes on, there is an
ever-increasing number of technologies putting a strain on the network. New paradigms
are formed as others are being shifted away from. New advances are being developed
and adopted within the networking realm. These advances are being developed to pro-
vide faster innovation and the ability to adopt relevant technologies in a simplified way.

https://t.me/learningnets



2 Chapter 1: Today's Networks and the Drivers for Change

This requires the need for more intelligence and the capability to leverage the data from
connected and distributed environments such as the campus, branch, data center, and
WAN. Doing so allows for the use of data in interesting and more powerful ways than
ever seen in the past. Some of the advances driving these outcomes are

m Artificial intelligence (AI)
® Machine learning (ML)
m Cloud services

m Virtualization

m Internet of Things (IoT)

The influx of these technologies is putting a strain on the IT operations staff. This strain
comes in the form of requiring more robust planning, agreed-upon relevant use cases,
and detailed adoption journey materials for easy consumption. All these requirements
are becoming critical to success. Another area of importance is the deployment and
day-to-day operations of these technologies as well as how they fit within the network
environment. Disruption to typical operations is more immanent with regard to some

of these technologies and how they will be consumed by the business. Other advances
in technology are being adopted to reduce cost of operations and to reduce complex-
ity. Every network, to some degree, has inherent complexity. Having tools that can help
manage this complexity is becoming a necessity these days.

Automation is something that many in the IT industry are striving for, because the net-
works of today are becoming more and more complicated. Often organizations are oper-
ating with a lean IT staff and a flat or diminishing IT budget and are struggling to find
ways to increase the output of what the network can do for the business. Another driver
for the adoption of these technologies is to improve the overall user experience within the
environment. This includes enabling users to have the flexibility and capability to access
any business-critical application from anywhere in the network and ensuring that they
have an exceptional experience when doing so. In addition to improving user experience,
the IT operations staff is searching for ways to simplify the operations of the network.

There are many inherent risks associated with manually configuring networks. There is
risk in the form of not being able to move fast enough when deploying new applications
or services to the network. Risk could also be seen as misconfigurations that could cause
an outage or suboptimal network performance, resulting in impacting business operations
and potentially causing financial repercussions. Finally, there is the risk that the business
itself is relying on the network for some business-critical services and that they might not
be available due to the IT operations staff not being able to keep up with the demand of
the business from a scale perspective. According to a Cisco Technical Assistance Center
(TAC) survey taken in 2016, 95 percent of Cisco customers are performing configuration
and deployment tasks manually in their networks. The survey also stated that 70 percent
of TAC cases created are related to misconfigurations. This means that typos or incor-
rectly used commands are the culprit for a majority of issues seen in the network
environment. This is where automation shines. Having the capability to signify the intent
of the change that needs to be made, such as deploying quality of service (QoS) across
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Networks of Today

the network, and then having the network automatically configure it properly, is an excel-
lent example of automation. This accomplishes configuring services or features with great
speed and is a tremendous value to the business. Simplifying operations and reducing
human error ultimately reduces risk.

A simple analogy for network automation would be to think of an automobile. The rea-
son most people use an automobile is to meet a specific desired outcome. In this case, it
would be to get from point A to point B. An automobile is operated as a holistic system,
not a collection of parts that make up that system, as depicted in Figure 1-1. For example,
the dashboard provides the driver all the necessary information regarding how the vehicle
is operating and the current state of the vehicle. When the driver wants to use the vehicle,
certain operational steps are required to do so. The driver simply signifies the intent to
drive the car by putting it in gear and using the system to get from point A to point B.
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Figure 1-1 Auromobile as a System (Image Courtesy of Bubaone/Getty Images)

Why can’t networks be thought of in the same way? Thinking of a network as a collection
of devices, such as routers, switches, and wireless components, is what the IT industry
has been doing for over 30 years. The shift in mindset to look at the network as a holistic
system is a more recent concept that stems from the advent of network controllers—the
splitting of role and functionality from one another. The most common description of
this is separating the control plane from the data plane. Having a controller that sits on
top of the rest of the devices, so to speak, gives the advantage of taking a step back and
operating the network as a whole from a centralized management point. This is analogous
to operating an automobile from the driver’s seat versus trying to manage the automobile
from all the pieces and components that it is derived from. To put this in more familiar
terms, think of the command-line interface (CLI). The CLI is not designed to make
massive-scale configuration changes to multiple devices at the same time. Traditional
methods of managing and maintaining the network aren’t sufficient to keep up with the
pace and demands of the networks of today. The operations staff needs to be able to
move faster and simplify all the operations and configurations that have traditionally
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gone into networking. Software-defined networking (SDN) and controller capabilities
are becoming areas of focus in the industry and are evolving to a point where they can
address the challenges faced by IT operations teams. Controllers offer the ability to man-
age the network as a system, which means policy management can be automated and
abstracted. This provides the capability of supporting dynamic policy changes versus its
predecessor of manual changes of policy and configurations on a device-by-device basis
when something requires a change within the environment.

Common Business and IT Trends

Traditional networking infrastructure was deployed when the security perimeter was

well defined. Most applications were low bandwidth, and most content and applica-
tions resided in centralized corporate data centers. Today, enterprises have very different
requirements. High-bandwidth, real-time, and big-data applications are pushing capacity
limits of the network. In some cases, the majority of traffic is destined for the Internet or
public cloud, and the security perimeter as it existed in the past is quickly disappearing.
This is due to surge in bring your own devices (BYOD), cloud computing, and IoT. The
downside and risks of staying status quo are significant, and technological innovation has
failed to comprehensively address the problem. There has been a huge increase in the use
of Software as a Service (SaaS) and Infrastructure as a Service (IaaS) offerings. It seems
as if more applications are moving to the cloud each day. The adoption of solutions

like Microsoft Office 365, Google Apps, Salesforce.com (SFDC), and other SaaS-based
productivity and business applications is putting a strain on the network. This includes
keeping the applications performing to the best of their ability in order to ensure that
users have the best possible experience. The following list contains some of the most
common trends occurring in the IT industry:

m Applications are moving to the cloud (private and public).

m Mobile devices, BYOD, and guest access are straining the IT staff.

m High-bandwidth applications are putting pressure on the network.

B Wireless-first connectivity is becoming the new normal.

® Demand for security and segmentation everywhere makes manual operations difficult.

m JoT devices often require access to the IT network.

The number of mobile devices in the campus and remote environments that are accessing
these applications and the Internet as a result of BYOD and guest services is rapidly increas-
ing. The additional load of traffic resulting from all of these devices, as well as trends such
as IoT, is putting an additional strain on the network—especially in the wireless LAN. In
addition to everything mentioned, interactive video has finally become the new voice from
a popularity perspective. Converging voice and data services was an important transition.
However, when it comes to video, today’s networks not only have to account for optimized
QoS handling for video applications, but also need to address the high-bandwidth, latency-
sensitive applications that users are demanding. Traditionally, supporting these technologies
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Common Desired Benefits

was not easy, and implementing them required many manual configurations prior to deploy-
ment. This also led to additional complexity in the network environment.

With the business and IT trends covered thus far still in mind, it is important to translate
these trends into real challenges that organizations are facing and put them into IT ver-
nacular. As mentioned previously, the network is encountering pressure like never before.
This is forcing IT teams to look for ways to alleviate that pressure. Organizations are also
looking for ways to improve the overall user and application experience with what they
currently own while also driving cost down. Lack of control over visibility and applica-
tion performance, and keeping up with the ever-growing security attack surface are also
contributing to organizations looking for a better way forward. In addition, organizational
silos have caused many organizations to not be able to achieve the benefits from some
of these newer technologies. Breaking down silos to work toward a common goal for the
business as a whole is required for the business to take full advantage of what some of
these software-defined advancements have to offer.

Common Desired Benefits

This section covers some of the most common benefits that organizations are looking
for from their campus network. Designing and deploying the next-generation campus
network is about taking advantage of some very useful benefits and the impact that
they have on the network environment and overall user experience. Each of the benefits
discussed is listed here:

m Prioritize and secure traffic with granular control

® Reduce costs and lower operational complexity

Simplify troubleshooting with root cause analysis
m Provide a consistent high-quality user experience
® Implement end-to-end security and segmentation

m Deploy devices faster

Networks of today cannot scale at the speed necessary to address the changing needs
that organizations require. Hardware-centric networks are traditionally more expensive
and have fixed capacity. They are also more difficult to support due to the box-by-box
configuration approach, siloed management tools, and lack of automated provisioning.
Conflicting policies between domains and different configurations between services
make today’s networks inflexible, static, expensive, and cumbersome to maintain. This
leads to the network being more prone to misconfigurations and security vulnerabilities.
It is important to shift from connectivity-centric architecture to application- or service-
centric infrastructure that focuses on user experience and simplicity.

The solution required to support today’s cloud-enabled enterprise needs to be complete
and comprehensive. It should be based on the software-defined approach mentioned
earlier by leveraging the controller concept. The solution must also include a robust set of
capabilities that reduces cost and complexity and promotes business continuity and rapid
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innovation. These capabilities should include the separation of the management plane,
control plane, and data plane, which provides more horizontal scaling capabilities and the
security of knowing where the data is at all times.

The solution should provide various consumption models, such as some components being
hosted in the cloud and some components being managed on premises, with complete
redundancy between the two. The solution must also provide a complete set of network
visibility and troubleshooting tools that are accessible from a single place. Having this
type of solution would assist in providing the following business outcomes and use cases:

m Faster device deployment with no operational interaction

m Complete end-to-end network segmentation for enhanced security and privacy
m Increased LAN performance

m Secamless host mobility

m Better user experience

All of the things mentioned thus far are critical in terms of what organizations are

demanding to drive their network to becoming an asset that truly sets the organizations
apart from their industry peers. Many organizations rely on the network to function at
its best to provide value and competitive differentiation so their organizations can excel.
This is what is driving this industry to these types of technologies. This reliance is also
why the industry has increased the speed of adoption and deployment of these solutions.

High-Level Design Considerations

Considering the complexity of a majority of the networks out there today, they can

be classified in a couple categories such as redundant and nonredundant. Typically,
redundancy leads to increased complexity. Often, the simplest of networks do not plan
for failures or outages and are commonly single-homed designs with multiple single
points of failure. Networks can contain different aspects of redundancy. When speaking
strictly of the campus LAN portion of the environment, it may include redundant links,
controllers, switches, and access points. Table 1-1 lists some of the common techniques
that are introduced when dealing with redundancy.

Table 1-1  Common Redundancy Techniques

Redundant Links

Redundant Devices

Administrative distance

Redistribution

Traffic engineering

Loop prevention

Preferred path selection

Preferred path selection

Prefix summarization

Advanced filtering

Filtering
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Many redundancy options are available, such as redundant links, redundant devices,
EtherChannel, and so on. Having a visual of what some of these redundancy technolo-
gies look like is often helpful. One of these technologies is Cisco Virtual Switching
System (VSS), which bonds switches together to look and act like a single switch. This
helps put into context how the network will need to be configured and managed to sup-
port these types of redundancy options. The following are some of the benefits of VSS
technology:

m Simplifies operations
m Boosts nonstop communication
B Maximizes bandwidth utilization

m Lowers latency

Redundancy can take many different forms. VSS is used for much more than just
redundancy. It helps with certain scenarios in a campus design, such as removing the
need for stretched VLANs and loops in the network. Figure 1-2 showcases an example
of a campus environment before and after VSS and depicts the simplification of the

topology.
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Figure 1-2 VSS Device- and Link-Based Redundancy Options

Outside of the complexity associated with redundancy, there are many other aspects of
the network that cause complexity within a network environment. Some of these aspects
can include things such as securing the network to shield it from malicious behavior, lever-
aging network segmentation to keep traffic types separate for compliance or governance
reasons, and even implementing QoS to ensure optimal application performance and
increase users’ quality of experience. What further complicates the network is having

https://t.me/learningnets
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to manually configure these options. The networks of today are too rigid and need to
evolve. The industry is moving from the era of connectivity-centric network delivery
models to an era of digital transformation. There is a shift required to transition to a
digital transformation model. The shift is from hardware- and device-centric options to
open, extensible, software-driven, programmable, and cloud-enabled solutions. Figure
1-3 depicts the transition in a simple summary. Relying more on automation to handle the
day-to-day operational tasks and getting back time to focus on how to make the network
provide value to the business is crucial to many organizations. This is delivered through
policy-driven, automated, and self-optimizing capabilities. This provides closed-loop,
automated service assurance that empowers network operations staff to transition from
a reactive nature to a more proactive and predictive approach. Freeing up more of the
operations staff’s time should enable them to focus on more strategic initiatives within
the business.

Hardware Centric > Software Driven

Manual Automated

Closed > Programmable

Reactive Predictive

Network Intent Business Intent

YYERYERYER

Figure 1-3 Digiral Transformation Transition

Intent-based networking (IBN) is taking the IT industry by storm. The concept revolves
around signifying the intent of the business and automatically translating that intent into
the appropriate corresponding networking tasks. This is a circular logic in that it captures
the intent of the business and IT staff and then translates that intent into the appropriate
policies that are required to support the business. Once the policies are created, the next
step is to orchestrate the configuration of the infrastructure. This includes both physical
and virtual components. This then kicks off the final step, which is providing assurance,
insights, and visibility to ensure the network is functioning properly. Because this is a
loop in a sense, the logic uses continuous verification and supplies any corrective actions
that are necessary to fix or enhance the network’s performance. Figure 1-4 illustrates the
intent-based networking model.
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Business Intent
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Figure 1-4 [Inrent-Based Networking

Analytics and insights are absolutely critical to networks of today. Typical network
management systems (NMSs) do not provide the necessary information to resolve issues
in a quick and efficient manner. They are reactive in nature and don’t supply the predic-
tive monitoring and alerting that organizations require. Simple Network Management
Protocol (SNMP) Traps and SYSLOG messages are valuable but haven’t been used as well
as they could be. Reactive notifications mean that the issue or fault has already happened
and don’t prevent any impact to the business. Often, there are false positives or so many
alerts that it is difficult to determine what information should be acted upon or ignored
completely. Traditionally, the network operations workflow has been similar to the
following:

1. Receive an alert or helpdesk ticket.
2. Log in to the device(s) to determine what happened.
3. Spend time troubleshooting.

4. Resolve the issue.

The days are over of hunting around and searching through log files and debugging
traffic to determine what the issue is that has caused an outage to the network. The
amount of data that runs through these networks and has to be sorted through to chase
down an issue is exponentially increasing. This is leading to the manual sifting through
information to get to the root cause of an issue being extremely more difficult than ever
before. Organizations rely on information relevant to what they are looking for; other-
wise, the data is useless. For example, if a user couldn’t get on the wireless network last
Tuesday at 3 p.m., and the logs are overwritten or filled with non-useful information, how
does this help the network operations staff troubleshoot the issue at hand? It doesn’t.
This wastes time, which is one of the most precious resources for network operations
staff. The dichotomy of this is using analytics and insights to help direct network
operators to the right place at the right time to take the right action. This is part of what
Cisco DNA Assurance does as part of intent-based networking.
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Problem isolation is much easier within an intent-based network because the entire
network acts as a sensor that provides insights into the failures that are happening in the
network. The network also has the capability to have a holistic view of the network from
a client perspective. From a wireless perspective alone, this can provide information such
as failure reasons, received signal strength indicator (RSSI), and onboarding information.

One of the most time-draining parts of the troubleshooting process is trying to replicate
the issue. The previously mentioned issue of a user not being able to get on the network
last Tuesday at 3 p.m. would be very difficult to replicate. How would anyone know what
possibly was going on last Tuesday at 3 p.m.? In reality, the only traditional way to know
what was going on from a wireless perspective was to have constant packet captures and
spectrum analyzers running. Due to cost, space, and not knowing where the issue may
arise, this is not a practical approach. What if instead there was a solution that could not
only act as a DVR for the network but also use streaming telemetry information such as
NetFlow, SNMP, and syslog and correlate the issues to notify the network operations
staff of what the issue was, when it happened—Even if it happened in the past? Imagine
the network providing all this information automatically. Additionally, instead of hav-

ing Switched Port Analyzer (SPAN) ports configured across the campus with network
sniffers plugged in everywhere in hopes of capturing the wireless traffic when there is

an issue, imagine the wireless access points could detect the anomaly and automatically
run a packet capture locally on the AP that would capture the issue. All these analytics
could provide guided remediation steps on how to fix the issue without requiring anyone
to chase down all the clues to solve the mystery. Fortunately, that solutions exists: Cisco
DNA Assurance can integrate using open APIs to many helpdesk ticketing platforms
such as ServiceNOW. The advantage of this is that when an issue happens in the network,
Cisco DNA Assurance can automatically detect it and create a helpdesk ticket, add the
details of the issue to the ticket as well as a link to the issue in Assurance, along with the
guided remediation steps. That means when the on-call support engineer gets the call at
2 a.m., she already has the information on how to fix the issue. Soon, automatic remedia-
tion will be available, so the on-call person won’t have to wake up at 2 a.m. when the
ticket comes in. This is the power of Assurance and intent-based networks.

Cisco Digital Network Architecture

Cisco Digital Network Architecture (DNA) is a collection of different solutions that
make up an architecture. It is the Cisco intent-based network. Cisco DNA is composed
of four key areas: WAN, campus, data center, and cloud edge. Each area has its own
Cisco solutions that integrate with each other: Cisco Software-Defined WAN (Cisco
SD-WAN), Cisco Software-Defined Access (Cisco SD-Access), Cisco Application Centric
Infrastructure (Cisco ACI), and Cisco Secure Agile Exchange (SAE). Each area is built
with security ingrained in each solution. Figure 1-5 illustrates the pillars of Cisco DNA.
At the center, Cisco DNA is powered by intent, informed by context, constantly learning,
and constantly protecting. This is what translates the business intent into network policy,
provides constant visibility into all traffic patterns, leverages machine learning at scale

to provide increasing intelligence, and enables the network to see and predict issues and
threats so the business can respond faster.
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The increased use of cloud services and mobile devices is creating IT blind spots. This
industry demands a new holistic approach to security. Security is at the core of Cisco
DNA. Cisco offers a full life cycle of on-premises and cloud-hosted solutions to maxi-
mize protection for organizations. Because Cisco can focus on all aspects of security, this
lowers complexity by reducing to one the number of security vendors required to protect
the business. Cisco DNA can turn the entire network into a sensor to detect malicious
traffic and anomalies in behavior. Figure 1-6 shows the different areas of security that
Cisco provides solutions for.
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Figure 1-5 Cisco Digital Network Architecture (DNA)
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Figure 1-6 Cisco Security Overview
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Cisco Stealthwatch can baseline the network and provide anomaly detection when some-
thing changes. This even includes detecting changes in traffic or user behavior. A great
example of this is when a user typically uses an average amount of bandwidth within the
network to do her daily job tasks. If all of a sudden the user starts downloading
gigabytes’ worth of data and sending it to another machine in another country;,
Stealthwatch considers this an anomaly. This doesn’t necessarily mean the user is being
malicious or stealing company data; it could be that the user’s machine has been compro-
mised and malware is attacking the network. In either case, Stealthwatch would be able
to detect this and inform the IT operations staff to take action. Automated network seg-
mentation can address this type of challenge to ensure that the users and networks are in
compliance. Taking this innovation a step further, the Cisco Catalyst 9000 Series switches
have the capability to detect malware and other malicious threats within encrypted traf-
fic. This is called Cisco Encrypted Traffic Analytics (ETA). This is unique to Cisco and is
one of the most advanced forms of security protection available today. Combining this
with all the telemetry and visibility that the network can provide, it greatly reduces the
risk and potential impact of threats to the network. It is important to note that the power
of Cisco DNA is that all of these technologies across all of these pillars work in concert.
Security is ingrained in everything Cisco offers; it is not an afterthought or something
that rides on top of the network—security is the network. Figure 1-7 depicts the Cisco
stance on security and how it fits within the network environment. It illustrates that secu-
rity is just as critical as the network itself. Providing the most robust network that can
provide value to the business and enhance users’ application experience in a secure and
agile fashion is essential to many organizations.

Security Networking

Figure 1-7 Security in Everything

Past Solutions to Today’s Problems

Over the years, demands on the network have steadily increased, and the IT industry

has adapted to these demands. However, this doesn’t mean that the industry has adapted
quickly or properly. Networks only exist to carry applications and data. The methods of
how these applications and data have been handled have also been in constant flux. From
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a design perspective, the mechanisms implemented in the network ultimately depend
on the outcome the business is trying to achieve. This means that the mechanisms aren’t
always best practice or validated designs. The configurations of these devices are often
ad hoc in nature and usually include point-in-time fixes for issues that arise in the net-
work that need to be addressed.

Spanning-Tree and Layer 2-Based Networks

One of the most common technologies that gets a lot of notoriety is Spanning Tree.
Spanning Tree was designed to prevent loops in the Layer 2 network. However, it can
cause a tremendous amount of problems in the network if not tuned and managed
properly. There are many settings and configuration techniques for Spanning Tree as well
as multiple versions that provide some variation of what the protocol was designed to do.
Table 1-2 lists the many versions or flavors of Spanning Tree and their associated abbre-
viations.

Table 1-2 Spanning Tree Versions

Type of Spanning Tree Abbreviation
Legacy Spanning Tree Protocol STP
Per-VLAN Spanning Tree PVST
Per-VLAN Spanning Tree Plus PVST+

Rapid Spanning Tree Protocol RSTP

Rapid Per-VLAN Spanning Tree Plus RPVST+
Multiple Spanning Tree MST

Spanning Tree is often used in three-tier campus architectures that rely on Layer 2
distribution and access layers, with routing typically done at the distribution block.
This entirely depends on design, of course, but this is the usual place for Spanning Tree.
First hop redundancy protocols (FHRPs) are used for each subnet and are configured

to provide gateway information for the local subnets and aid in routing the traffic to its
destination. The following are examples of first hop redundancy protocols:

m Hot Standby Routing Protocol (HSRP)
m Virtual Router Redundancy Protocol (VRRP)
m Gateway Load Balancing Protocol (GLBP)

Prior to the advent of Layer 3 routed access, Spanning Tree was also primarily used in
Layer 2 networks that had stretched VLANS to support mobile wireless users. This was
because wireless users required the capability to roam anywhere in the campus and main-
tain the same Service Set Identifier (SSID), IP address, and security policy. This was nec-
essary due to the reliance on IP addresses and VLANS to dictate which policy or access
list was associated to which wired or wireless user. However, there were inherent limita-
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tions of Spanning Tree, such as only being able to use half the bandwidth of a pair of
redundant links. This is because the other path is in a blocked state. There are, however,
many different ways to manipulate this per VLAN or per instance, but this is still the case
for Spanning Tree. Other drawbacks are the potential for flooding issues or blocked links
causing an outage in the network. This impacts business continuity and disrupts users,
making it difficult to get the network back online in a quick fashion. Some Spanning Tree
outages can last for hours or days if the issue is not found and remedied.

Figure 1-8 illustrates a typical three-tier campus network architecture design that
leverages Spanning Tree and HSRP, showing that there are certain links that are unusable
because Spanning Tree blocks links to avoid a looped path within the network.

HSRP Active HSRP Standby
STP Root STP Secondary Root
VLAN 20, 30 VLAN 20, 30

Distribution Layer 2 Links

VLAN 20 Data 1 VLAN 20 Data 1
VLAN 30 Data 2 VLAN 30 Data 2

0 L1

= =
20 30

Figure 1-8 Spanning Tree Example

With the advent of Layer 3 routed access, Spanning Tree is no longer necessary to pre-
vent loops because there is no longer a Layer 2 network. However, Layer 3 routed access
introduced another set of issues that needed to be addressed. There is still the issue of
security policy relying on IP addressing. In addition, now that VLANS are not being
stretched across the network using trunking, wireless networks have to change how they
operate. This means that wireless SSIDs have to map to subnets, and if a user moves from
one access point on an SSID and goes to the same SSID in another area of the network
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on a different access point, it is likely that their IP address would change. This means
there has to be another access list on the new subnet with the same settings as the access
list on the previous subnet; otherwise, the user’s security policy would change. Imagine
the overhead of having to configure multiple access lists on multiple subnets. This is how
networks were traditionally configured. The amount of manual configuration, potential
for misconfiguration, and time wasted are just some of the caveats of this type of net-
work design. Figure 1-9 depicts a Layer 3 routed access network.

y
t L 3 t
X S ayer R gh 7
- |—> |—>
«?» «?»
Distribution Layer 3 Equal Cost Links

Access

10.1.20.0 VLAN 20 Data 10.1.40.0 VLAN 40 Data
10.1.120.0 VLAN 120 Voice 10.1.140.0 VLAN 140 Voice

Figure 1-9 Routed Access Example

Layer 3 routed access is also very prominent in the data center environment. This is due
to all the benefits of moving to a Layer 3 routed access model versus a Layer 2 network.
The following is a list of benefits to using a routed access network:

m Increased availability

® Reduced complexity

m Simplified design

® Removal of Spanning Tree

As mentioned earlier in this chapter, real-time and interactive video applications are
becoming more mainstream, and organizations expect their users to have the capabil-
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ity to connect from anywhere at any time. The campus network must be available at all
times to support this type of business case. Routed access leverages point-to-point links,
which not only reduces the amount of time it takes to recover from a direct link failure,
but simplifies the design by relying only on a dynamic routing protocol (versus Layer 2
complexities, Spanning Tree, and Layer 3 routing protocols). Coupled with all links in
the environment now being active and forwarding traffic, there is a large gain in band-
width and faster failure detection with point-to-point links versus Layer 2. The industry
is demanding networks that include ultra-fast, low-latency, high-bandwidth links that are
always available and that are able to scale to meet the demands of the organizations
that are using them. Figure 1-10 illustrates the difference between Layer 2— and

Layer 3—-based campus designs.
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Layer 2 Layer 3
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All VLANs Span All Switches VLAN = Subnet = Closet
Backup Paths Blocked (STP) All Paths Forwarding

Figure 1-10 Layer 2 Versus Layer 3 Campus Design

Introduction to Multidomain

A common trend that is arising in the IT industry is to generate and store data in many
areas of the network. Traditionally, a majority of the data for a business was stored in a
centralized data center. With the influx of guest access, mobile devices, BYOD, and IoT,
data is now being generated remotely in a distributed manner. In response, the industry is
shifting from data centers to multiple centers of data. That being said, simple, secure, and
highly available connectivity is a must to allow for enhanced user and application experi-
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ence. The other big piece to multidomain is having a seamless policy that can go across
these multiple centers of data. An example of this is policy that extends from the campus
environment across the WAN and into the data center and back down to the campus. This
provides consistency and deterministic behavior across the multiple domains. Figure 1-11
illustrates a high-level example of sharing policy between a campus branch location and a
data center running Cisco Application Centric Infrastructure (ACI).

Identity Services Engine/Cisco DNA Center APIC-DC, Controller for ACI
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Figure 1-11 High-level Multidomain Example
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In future evolutions of multidomain, the common policy will extend from the campus
across the Cisco Software-Defined WAN (SD-WAN) environment to Cisco ACI running
in the data center and back down to the campus, providing end-to-end policy and man-
agement across all three domains. This will provide the capability to leverage things like
application service-level agreements (SLAs) from the data center to the WAN and back,
ensuring that the applications are performing to the best of their ability across the entire
network. It will also relieve strain on the WAN and provide a better user experience when
using the applications. Figure 1-12 shows a high-level example of what this could look
like from an overall topology perspective.

Los Angeles
Branch

Seemeo- Branch-----"

Path 1: 10ms, 0% Loss
Path 2: 200ms, 3% Loss
Path 3: 140ms, 1% Loss

Figure 1-12 High-level Multidomain with ACI and SD-WAN Example

Multidomain offers the capability to have the network operate as a holistic system, as
mentioned previously in this chapter. This takes intent-based networks to the next level

https://t.me/learningnets



18 Chapter 1: Today's Networks and the Drivers for Change

by taking policy across all domains for a seamless application experience. This also
implements security everywhere and provides complete granularity in terms of control
and operations. Looking at multidomain from another aspect, the Cisco Software-
Defined Access solution can share policy with the Cisco SD-WAN solution as well. This
is powerful because the policies that control security, segmentation, and application
performance can be enforced across the entire network environment. This means that the
user and application experience is congruent across the campus LAN and WAN. Tying
both domains together is what delivers the capabilities to protect the applications and
ensure that the business outcomes organizations are striving for are being met. Figure 1-13
illustrates a high-level multidomain design with Cisco DNA Center, Cisco vManage,
Cisco SD-Access, and Cisco SD-WAN.

Cisco DNA Center

vManage

Transit

SD-WAN

Figure 1-13 High-level Multidomain with Cisco SD-Access and SD-WAN Example

Cloud Trends and Adoption

Cloud adoption has been taking the industry by storm. Over the years, the reliance on
cloud computing has grown significantly, starting with music, movies, and storage and
moving into SaaS and IaaS. Today, there are many aspects of organizations that run in
the cloud, such as application development, quality assurance, and production. To make
things even more complicated, companies are relying on multiple cloud vendors to oper-
ate their business, resulting in unique sets of polices, storage capacity requirements, and
overall operations skills on a per-vendor basis. Companies are struggling with things such
as shadow IT and backdoor applications in their environment. Shadow IT is when lines
of business (LoB) are going to cloud providers on their own, without any knowledge or
guidance from the IT departments, and spinning up applications on demand in the cloud.
This causes major concerns from a security and privacy perspective. In addition, the
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potential loss of confidential information or intellectual property could damage the brand
and reputation of the business. The risks are significant.

Furthermore, the applications in the cloud, whether legitimate production applications
or applications that are currently in development, still require certain levels of priority
and treatment to ensure the applications are being delivered properly to the users who
consume them. This is where some of the capabilities of the next-generation campus
network can help to ensure that the applications are being treated appropriately and the
experience for the users is adequate. Figure 1-14 illustrates the demand on the campus
LAN and WAN and how cloud applications are becoming critical to the operations of the
business. The campus network has the shared responsibility of ensuring that the applica-
tions perform to the best of their ability and provide an exceptional user experience. The
campus network also has to share the security burden to make sure that the appropriate
users are accessing the applications and sharing information in the first place. This is
where having a good segmentation and security policy is paramount.
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Figure 1-14 Demand on LAN and WAN for Internet-based Applications

The majority of the bandwidth that applications consume affects the WAN environment
more than the campus LAN. This is due to the WAN links having a more finite amount
of bandwidth versus the high-speed bandwidth links seen within a campus environment.
Having direct Internet access in a branch can assist with alleviating some of this pressure.
By being able to detect application performance through one or more direct Internet
access circuits, the branch routers are able to choose the best-performing path based on
the application-specific parameters. This helps offset the low-bandwidth WAN transport.
If one of the links to the cloud application fails or has degradation in performance, the
application can automatically fail over to another direct Internet link. This process is fully
automated and requires no interaction from the network operations staff. Figure 1-15
shows this scenario with multiple direct Internet access links.
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Summary

This chapter provided a high-level overview of how the networks of today are causing
challenges for organizations and their operations staff. It also covered the common
business and IT trends that the industry is seeing and how they affects the networks of
today. The overall benefits desired by organizations and their IT staff lead to the need to
rethink the campus environment. Cloud applications and the influx of the amount of data
within the network is causing strain on the network. This is causing organizations to look
at ways to alleviate the pressure that is being put on the network and the organization as
a whole. Security is no longer an afterthought; it is crucial to incorporate security into
everything in the environment. This means that from concept to design to implementa-
tion, security must be thought of the entire way. The use cases introduced in this chapter
will each be covered in depth in the upcoming chapters. Application performance, secu-
rity, segmentation, improved user experience, redundancy, and resiliency are key drivers
that point to an intent-based network infrastructure.
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This chapter covers the following topics:

m Challenges with Today’s Networks: This section covers the trends and challenges of
today’s campus networks and how to alleviate them using a fabric architecture.

m Software-Defined Networking: This section covers the industry trends that are
moving toward a software-defined networking approach to meet the businesses
demands.

m Cisco Software-Defined Access: This section outlines the components of Cisco
SD-Access for campus networks and how using Cisco DNA Center incorporates
automation, analytics, networking, and security.

m Network Access Control: This section goes into detail of network access control
(NAC) and its role in security-driven infrastructure.

m Introduction to Cisco Identity Services Engine: This section focuses on Cisco
Identity Services Engine (ISE), which is one of the building blocks of Cisco
SD-Access. This section also includes a walk-through of all the relevant features
of ISE.

m Cisco ISE Design Considerations: This section examines design and best practices
for deploying a network access control architecture.

m Segmentation with Cisco TrustSec: This section provides an overview of Cisco
TrustSec (CTS), the components involved, and its significance in modern networks.
Cisco TrustSec is an integral piece for Cisco SD-Access to drive toward a business
intent—driven network.
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Challenges with Today’s Networks

Chapter 1, “Today’s Networks and the Drivers for Change,” provided some of the
enterprise trends leading to network transformation through digitization. Major changes
have been occurring within the enterprise networking environment, such as the explo-
sion of Internet of Things (IoT) devices, cloud-based applications, bring your own device
(BYOD) devices, and cyber security tools. These changes add to the complexity of the
network and increase operational expenses for IT. Rapid growth of endpoints has led

to more data in the network and an increase in the attack surface, which in turn has
increased the average time to detect a security breach to approximately three months.
Network security demands have changed; the network needs to adapt to the new
business dynamics with constrained IT budgets. Static network designs also make the
adoption to the network dynamics challenging. More users and endpoints translates into
more VLANs and access control lists (ACLs) and results in more IT hours to implement
the changes. With different types of users and endpoints connecting in, segmentation
becomes complicated and multiple points in the infrastructure need to be touched for
configuration changes. This could lead to manual errors and troubleshooting becoming
more difficult as the users roam around the network. As users and devices move around
the network, policies may not be consistent, which not only makes finding users when
they move around more difficult, but also makes identifying and troubleshooting issues
harder. In summary, legacy networks cannot keep up with today’s needs. Businesses
demand a network that is scalable, secure, programmable, and driven by business
requirements. Network digitization can reduce the amount of time spent on manual
configurations and reduce the IT overhead of maintaining and operating the network.

Software-Defined Networking

Cisco started the journey toward digitizing networks in 2015 with the vision of creating a
network that is flexible and agile. Cisco Digital Network Architecture (Cisco DNA) provides
a roadmap to digitization and a path to realize the immediate benefits of network automa-
tion, assurance, and security. The ultimate goal is to have an IT network that addresses the
challenges of modern networks discussed previously. Security should be embedded into the
network with new innovations that leverage simplified and consistent policies. These polic-
es are then mapped into business intent, providing a faster way of implementing changes
through a centralized approach. Most importantly, the network should be constantly learn-
ing by using analytics, providing visibility and proactively monitoring and reporting issues
for the IT operations staff from a centralized management pane.

Software-defined networking makes it possible to design and build networks by
decoupling the control and forwarding planes. A separate control plane creates a
programmable network environment to abstract the underlaying infrastructure for appli-
cations and services. Through abstraction, one can achieve a common network policy,
quick implementation of network services, and reduced complexity with a centralized
controller. Cisco DNA is an intent-based network binding business context to policy
managed by a controller that has a central view of the network domain. Cisco DNA
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creates a network focused on intent and security that looks like a logical switch for the
applications and services. This logical switch can be programmed to meet the demands
of business changes with respect to network changes, security policy changes based
on mobility, and continuous security threats. Cisco DNA is scalable for future growth,
thereby reducing overall IT costs and providing a faster time to market.

Cisco offers multiple controllers to help on the journey toward software-defined
networks, including controllers for the campus network, WAN, data center, and cloud:
m Cisco DNA Center: The controller used for creating Cisco Software-Defined Access

for campus networks.

m Cisco Software-Defined WAN (SD-WAN): Powered by Viptela, the controller for
WAN networks.

m Cisco Application Policy Infrastructure Controller (APIC): The controller for
SD-Access for Data Center, which uses Application Centric Infrastructure (ACI).

Figure 2-1 shows an end-to-end software-defined network for the campus, WAN, and
data center using the controllers just mentioned.

-
-
S

SD-WAN by
Viptela

SD-Access
—— ALY
Ny .

Figure 2-1 End-ro-End Software-Defined Nerwork

The focus of this book is designing Cisco Software-Defined Access for campus networks
using Cisco DNA Center. The following sections go into greater detail about the
components, benefits, and features of Cisco SD-Access.

Cisco Software-Defined Access

This section unveils the building blocks of Cisco SD-Access and covers its associated
benefits in the campus environment. This section also introduces how Cisco DNA Center
makes Cisco SD-Access a reality. Cisco SD-Access is the Cisco digital network evolution
transforming traditional campus LAN designs to intent-driven, programmable networks.
The two main components of Cisco SD-Access are Cisco Campus Fabric and Cisco DNA
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Center. Cisco DNA Center offers automation and assurance to create and monitor the
Cisco Campus Fabric. Figure 2-2 shows Cisco SD-Access at a high level. Each component
will be discussed as part of the “Cisco SD-Access Roles” section.

DX
ISE [ Cisco DNA
' Center B - Border Node
: C - Control Node
. ° . E - Edge Node
: =

A

G Gy |

&=
— 4=

==

Fabric
Figure 2-2 Cisco Sofrware-Defined Access

Cisco Campus Fabric Architecture

Fabric roles and terminology in Cisco SD-Access are different from the traditional roles
in three-tier hierarchical networks. Cisco SD-Access is built on fabric technology imple-
mented for campus networks using overlay networks running on a physical network
(underlay network) to create a logical topology. An underlay network is the traditional
physical network connecting LAN devices such as routers and switches in the network.
An underlay network’s main purpose is to provide IP connectivity to enable traffic to
traverse from a source to a destination. Because underlay is an IP-based transport mecha-
nism for the traffic, any interior gateway protocol (IGP) can be leveraged.

A fabric is an overlay network. Overlay networks are commonly used in the IT world
to virtually connect devices such as Internet Protocol Security (IPsec), Generic Routing
Encapsulation (GRE), Dynamic Multipoint Virtual Private Network (DMVPN),
Multiprotocol Label Switching (MPLS), Location Identifier Separation Protocol (LISP),
and so on. An overlay nerwork is a logical topology used to virtually connect devices,
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built over a topology-independent physical underlay network. Overlay networks separate
the forwarding plane from the control plane, providing a network that is flexible, pro-
grammable, and easy to scale. The separation of the control plane and data plane helps
to simplify the underlay. This allows for faster forwarding while also optimizing packet
and network reliability, as the control plane becomes the brain of the network. Cisco
SD-Access supports building a fabric using an existing network as the underlay for the
centralized controller. Cisco DNA Center has the capability to automate the underlay
network. This alleviates the hassle of dealing with bringing up the underlay, making it
useful for new implementations or infrastructure growth. An overlay network often uses
alternate forwarding attributes in an additional header to provide differentiated services,
segmentation, and mobility. These are usually not provided by the underlay. Figure 2-3
illustrates the concept of an overlay and underlay network.

Overlay Network

Underlay Network

Figure 2-3 Underlay and Overlay Networks Overview

Campus Fabric Fundamentals

A Cisco Campus Fabric is composed of a control plane, a data plane, and a policy plane
that are required to operate the network infrastructure. The policy plane is provided by
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Cisco TrustSec using Cisco Identity Services Engine (ISE), discussed in detail in the later
“Network Access Control” section. Cisco SD-Access is the GUI-based approach to cre-
ate the Cisco Campus Fabric using Cisco DNA Center as the controller for orchestration.
Cisco DNA Center integrates multiple systems to orchestrate the Campus LAN, wireless
LAN, WAN, and security products such as Cisco ISE. Automation provided by Cisco
DNA Center uses the command-line interface (CLI), Network Configuration Protocol
(NETCONF)/Yet Another Next Generation (YANG) models, and the RESTful application
programming interface (API) to orchestrate the devices in the fabric. To simplify, Cisco
SD-Access is a Cisco Campus Fabric (overlay network) managed by Cisco DNA Center.

Cisco Campus Fabric uses the following features and protocols:

m Control plane based on LISP
m Data plane based on Virtual Extensible LAN (VXLAN)

m Policy plane based on Cisco TrustSec

LISP is a routing and addressing architecture developed by Cisco Systems. Cisco Campus
Fabric uses LISP as the control plane. Traditional routing protocols depend on IP
addresses for both location and identity. LISP separates identity from location and is an
on-demand mapping system. When an endpoint connects to a device, the device regis-
ters the endpoint identifier (EID) such as IP address, MAC address and its location (e.g.,
device loopback), also called a Record Locator (RLOC), to a mapping server. The map-
ping server is similar to DNS in that it contains the identity and location of the total net-
work. When a device needs to send traffic to a destination, it requests the RLOC of the
destination address from the mapping server, thereby reducing the number of IP entries
in the routing table. LISP is based on a pull model, where the devices do not keep track
of all the networks, but instead query the control plane dynamically for the destination
traffic location. LISP is used as the control plane in Cisco SD-Access because the LANs
have multiple /32 endpoints (in IPv4) or /128 endpoints (in IPv6) and client roaming is
handled well by using a pull-based approach such as LISP.

The traditional way of segmenting a network included VLANs, ACLs, and virtual rout-
ing and forwarding (VRF). These methods do provide a logical way of segmentation,

but they are not scalable due to the limitations on the number of VLANSs and access-list
entries supported on the devices. The security policy should follow the user or endpoint
instead of following the IP address or location. Cisco TrustSec (discussed in detail toward
the end of this chapter) provides segmentation by assigning a tag to the endpoint based
on its business characteristics, behavior, and role. The tag is called a Scalable Group Tag
(SGT). Policies are now applied to SGTs instead of IP addresses, thereby easily translating
business intent into policies.

The Cisco SD-Access fabric data plane is based on Virtual Extensible LAN (VXLAN),
which is an IETF standard encapsulation (RFC-7348). VXLAN encapsulation is IP/UDP-
based, which means it can be forwarded by any IP-based network (legacy or non-Cisco)
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and it effectively creates the “overlay” aspect of the Cisco SD-Access fabric. VXLAN
encapsulation is used (instead of LISP encapsulation) for two main reasons. VXLAN
includes the source Layer 2 (Ethernet) header (LISP does not), and it provides special
fields for additional information (such as virtual network [VN] ID and group [segment]
ID). This technology provides several advantages for Cisco SD-Access, such as support
for both Layer 2 and Layer 3 virtual topologies (overlays) and the capability to operate
over any IP-based network with built-in network segmentation (VRF/VN) and built-in
group-based policy. In Cisco SD-Access, some enhancements to the original VXLAN
specifications have been added, most notably the use of scalable group tags (SGTs).
This new VXLAN format is currently an IETF draft known as Group Policy Option (or
VXLAN-GPO). In short, Cisco Campus Fabric uses VXLAN-GPO as the encapsulation
method for the data plane. The advantage of VXLAN-GPO is that the VXLAN header
carries VRF and SGT information and retains the Ethernet header, as shown in Figure 2-4.
Subsequent mention of VXLAN refers to the VXLAN-GPO version.

Original

Payload Packet
Packet inf
Payload VXLAN |

Figure 2-4 VXLAN Header with VRF and SGT

The Cisco Campus Fabric uses LISP in the control plane for a destination record loca-
tor, VXLAN-GPO as an overlay to encapsulate the original packet, and the underlay

to transport the encapsulated packet. As the SGT is carried over in VXLAN, it can be
used to enforce policies based on the roles. Cisco SD-Access brings an additional plane
called the policy plane, and it uses Cisco TrustSec and ISE that will be discussed in the
upcoming section. Cisco ISE maintains the SGT-based policies and pushes them on the
network enforcement points. Cisco DNA Center orchestrates the SGT policies on ISE and
the enforcement of the policies to the network devices. With SGT-based enforcement,
the security policy is attached to the user instead of the location or the IP address of the
user. Figure 2-5 illustrates the management of policies from Cisco DNA Center.

Cisco SD-Access Roles

This section provides an overview of Cisco SD-Access components and their roles at a
high level. The upcoming chapters discuss the roles in greater detail. Cisco SD-Access

consists of Cisco Campus Fabric managed by Cisco DNA Center and Cisco ISE as the
policy engine. Figure 2-6 shows the components, their roles, and how they correlate to
the campus fabric.
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Group-Based Policies
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Figure 2-6 SD-Access Components

The following is a brief description of each of the Cisco SD-Access components:

m Cisco DNA Center: GUI-based controller that provides intent-based automation
for wired and wireless fabric devices. Apart from the fabric automation, Cisco
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DNA Center contains an Analytics engine called Cisco DNA Assurance that col-
lects analytics from endpoints, traffic flows, and fabric devices to provide telemetry,
powerful insights, and guided remediation actions. Cisco DNA Center supports IPv4
and IPv6 addressing.

Cisco Identity Services Engine: Cisco ISE is an identity-based network access
control and policy engine. It dynamically groups the endpoints to Scalable Group
Tags for intent-based policy enforcements.

Control plane node: A host database with mapping of endpoint IDs to a location
(loopback of the edge device). This control node receives endpoint ID registrations
from edge and border nodes. It also resolves the mapping requests received from
border and edge nodes to locate destination endpoint IDs. The control plane node

is the most important node in the Campus Fabric because it is the brains behind the
system and is responsible for maintaining large host mappings and their locations. To
give a real-world analogy, when a cell phone moves from one tower to another tower,
the mobile number doesn’t change as the cell tower control system maintains the
location of the cell phone. For any calls, the cell tower system automatically sends
the call to the cell tower the phone is connected to. The control plane node works in
a similar fashion, maintaining the endpoint IDs and their locations. For redundancy;
there can be multiple control plane nodes in a Cisco SD-Access fabric.

Fabric border node: A device that speaks fabric and non-fabric to connect the exter-
nal Layer 3 networks to the Cisco SD-Access fabric. There can be several borders in
an SD-Access fabric depending on the connections to the external Layer 3 networks.
One border might connect to the known networks outside the fabric, and another
border can act as the default border for Internet connectivity. Fabric border nodes,
depending on the connection to the external Layer 3 network, register known net-
works and/or the default network to the control plane nodes.

Fabric edge node: A fabric device (e.g., Access or Distribution) that is the first hop
for the users or endpoints connecting to the Cisco SD-Access fabric. The responsi-
bilities of fabric edge nodes include authentication, authorizing the endpoints, and
registering the endpoint ID (IPv4 or IPv6 address) with the control plane nodes.
Cisco SD-Access uses an anycast Layer 3 gateway on the edge nodes so that all the
endpoints see the same gateway regardless of the edge node they are connected into.
An anycast L3 gateway is a common gateway (IP address and MAC address) used on
every edge node to share the host IP subnet to provide host mobility and optimal
forwarding.

Fabric WLAN controller (WLC): Fabric-enabled Wireless LAN controller takes part
in the control plane operations, such as registering the wireless clients to the control
plane node, but does not participate in the data plane. Its role is to connect fabric
access points (APs) and wireless endpoints to the Cisco SD-Access fabric. The wire-
less clients connect to the fabric APs, and the fabric-enabled WLC registers them

to the control plane node. Wireless clients RLOC includes the AP the client is con-
nected to and the local edge node the AP is connected to.
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The fabric AP forms a CAPWAP tunnel to the WLC and a VXLAN tunnel to the edge
node. Once the wireless client is associated over Control and Provisioning of Wireless
Access Points (CAPWAP), client traffic uses the fabric through the AP-to-edge VXLAN
tunnel. Consistent policy can be applied for wired and wireless clients with Cisco
SD-Access because the data path is through the fabric for wired and wireless traffic.

The following flow explains how traffic traverses through a Campus Fabric for a wired
client:

1. Clientl connects to Edgel through a wired connection. Edgel performs dynamic
authentication, the user is assigned an IP address from a host pool (VLAN), and a
Scalable Group Tag is pushed by Identity Services Engine.

2. Edgel then registers the client’s IP address MAC address and its location (Edgel
loopback) with the control plane nodes using LISP.

3. Clientl initiates traffic to Client2 on Edge2. Edgel does a mapping lookup with the
control plane node for the location of Client2. The control plane node provides the
location (e.g., loopback of Edge2).

4. Edgel encapsulates the user traffic in VXLAN, forming a dynamic VXLAN tunnel
with Edge2. The encapsulated packet uses the underlay to route the traffic.

5. Edge2 receives the VXLAN packet, decapsulates the packet to see the SGT, and
forwards the original packet to Client2 if the SGT policy is permit.

In summary, Cisco DNA Center provides the capability to manage a Cisco SD-Access
campus fabric. Host mobility is powered by an anycast gateway, which is one of the
biggest advantages of Campus Fabric because hosts are dynamic and roaming is inevi-
table in LANs. The roaming clients would see the same IP address and same IP gateway
(anycast gateway) regardless of wired or wireless connection or location in the campus.
Fabric wired and wireless clients use the same data path, ensuring consistent policy and
user experience. Campus Fabric is agnostic of underlay topology as long as the under-
lay provides IP connectivity, giving an opportunity to simplify underlay networks for
faster forwarding. Security policy is IP address and location independent because Cisco
SD-Access brings in group-based policies. Cisco SD-Access is digitizing the network
where IP addresses take the back seat and business intent is driving the network with
Cisco DNA Center.

The next section provides an overview of the policy plane components of Cisco ISE and
Cisco TrustSec.

Network Access Control

This section highlights the need for network access control (NAC) in enterprise networks.
NAC ensures that any devices or endpoints connecting to the network via wired, wireless,
or remote-access connections are validated and given the right level of access to connect
to the corporate resources.
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Why Network Access Control?

The demands of networks have changed. Along with the commodification of network
access from traditional users, there has been a steep influx of nontraditional network
demands. With BYOD users, [oT devices, and the explosion of machine-to-machine use
cases requiring network access, the legacy methods of controlling access are too limited
and cannot respond with the agility that is now required. In parallel to this, there exists

a growing risk of exposing the network to bad actors without proper controls in place.
Herein exists the classic struggle between security and connectivity. Users demand seam-
less integration into a secure environment, independent of geography and access medium.

As data networks become increasingly indispensable in day-to-day business operations,
there is a higher possibility of unauthorized users or devices gaining access to controlled
or confidential information. Some of the most frequent attacks come from within the net-
work. BYOD users and roaming corporate devices often become infected away from the
safety and security of a corporate environment. The traditional network access control
places firewalls and intrusion detection or prevention systems at the egress of the infra-
structure to detect and protect the network against malicious and anomalous behavior.
However, these controls are insufficient when the traffic sent by the infected user does not
traverse the firewall or IPS. These roaming infections are capable of exploiting a VLAN/
subnet via an “East-West” proliferation. This means the firewall, IPS, and IDS would have
no knowledge of this threat without spanning traffic or tapping a line to look at packet
captures. With the growing demands of businesses, a network access solution is required
to dynamically adapt to the transformations in the network without affecting user experi-
ence or compromising security. Network access control should start when the endpoint
connects to the network. Providing visibility into user activity and the capability to
periodically query the endpoint and take actions if deemed noncompliant is also critical.
Regardless of how the endpoint is connecting to the network, whether via wired, wireless,
or remotely using virtual private networks, network access control needs to be put in place.

Now, imagine a world where all switchports are configured identically, all wireless LANs
defer responsibility for access control to a centralized location, and all VPN headends are
authorized identically to local authorization from the perspective of roaming users. This
world allows for authentication of a user to prove “who they are,” appropriate authoriza-
tion pushed dynamically to the access device according to the context of the moment,
regardless of medium, and then finally a destination for all accounting of that user’s ses-
sion. With a single pane of glass, all policy can be orchestrated, from classic authoriza-
tion with VLANs and ACLs to cutting-edge policies via downloadable ACLs and Scalable
Group Tags.

The Cisco network access control solution, Identify Services Engine (ISE), is an industry-
leading access control and policy enforcement platform. Cisco ISE secures the network
at the moment an endpoint attaches and maintains granular visibility of endpoints, users,
and applications. ISE ensures that the endpoint or device is authorized, secure, and com-
pliant before permitting appropriate network connectivity. Not only that, ISE has the
capability to share context with partner security and logging devices for enhanced func-
tionality and context sharing. The following section goes into detail on the capabilities
that Cisco ISE has to offer and various deployment models.
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Introduction to Cisco Identity Services Engine

The previous section discussed the need for network access control in any networking
infrastructure for secure user access, visibility, and business and security dynamics. Cisco
ISE is a policy engine for controlling endpoint access and network device administration
for all methods of access to a network. This includes wired, wireless, and remote VPN
access. ISE enables an administrator to centrally manage access policies for wired, wire-
less, and VPN endpoints in the network.

Overview of Cisco Identity Services Engine

Cisco ISE works by building context about the endpoints that includes users and groups
(who), type of device (what), access time (when), access location (where), access type
(wired/wireless/ VPN—how), threats, and vulnerabilities. Through sharing of enriched
context with the technology partner integrations and the implementation of Cisco
TrustSec policy for software-defined segmentation, Cisco ISE transforms the network
from simply a conduit for data into a security enforcer that accelerates the time to detec-
tion and time to resolution of network threats. Figure 2-7 shows a summary of Cisco ISE
centrally looking over the network, offering role-based access control, guest services,
BYOD, and posture for workstations and mobile devices. The context created from
attributes received from the network is shared with the partner ecosystem to enforce
security policies and threat containment.

Cisco ISE SIEM, MDM, NBA, IPS, IPAM, etc.
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Figure 2-7 Cisco Identity Services Engine High-level Overview

Before digging deeper into the individual features of Cisco ISE, a high-level understanding
of the building blocks and protocols ISE uses for network access would be beneficial.
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Network access control comprises three main components:

m Authentication: Verifies whether the endpoint connecting to the network has valid
credentials

m Authorization: Grants privileges the endpoint can have on a device or network

m Accounting: Tracks the services that endpoints are accessing and the amount of
network resources they are consuming

These three fundamental ideals form what is commonly referred to as AAA (pronounced
“triple A”). Cisco ISE is a AAA server providing authentication, authorization, and
accounting services for users and devices connecting to the network. In this book, the
terms Cisco ISE and AAA server often are used interchangeably because ISE is a AAA
server.

There are two prominent protocols used by AAA servers to provide network access
control: RADIUS (Remote Authentication Dial-In User Service) and TACACS+ (Terminal
Access Controller Access-Control System Plus). Both protocols work on a client-server
model. ISE supports both RADIUS and TACACS+ protocols.

Figure 2-8 illustrates a user connected to a switch. In this case, the switch is considered
the network access device, and Cisco ISE is the AAA server. The network access device
is also known as the AAA client. When the user is trying to connect to the network, the
credentials provided by the user are sent to the AAA server.

User

=

Network Access Devices

Figure 2-8 Nerwork Access

RADIUS/TACACS+

AAA Server

Table 2-1 highlights the differences between RADIUS and TACACS+.

Table 2-1 Differences Between RADIUS and TACACS+ Protocols

RADIUS

TACACS+

Protocol and port used

UDP 1812, 1813 (new port)
UDP 1645, 1645 (legacy port)

TCP 49

Encryption

Password-only encryption

Full packet encryption

Authentication and
authorization

Combines authentication and
authorization

Separates all three AAA
packets; flexible

Primary use

Network access

Device administration

Command accounting

No

Yes
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In Table 2-1, “Network access” refers to a user or endpoint trying to get access to the
network as a means to a destination (reaching an internal database or Google.com), and
“Device administration” is when an administrator or a network operator is trying to get
access to the network device to view or make configuration changes on the device.

Key takeaways from Table 2-1 are that RADIUS uses UDP and is used for network access,
and TACACS+ uses connection-based protocol TCP and is primarily used for device
administration. Enterprise networks sometimes require accounting as granular as per
command when administrators or network operators log in to the network devices to
make changes on the devices. TACACS+ is the only protocol that can support command
authorization and command accounting. Best practice is to use TACACS+ for device
administration because of the command authorization and accounting capability for a
granular audit trail.

Cisco ISE Features

This section covers some of the most common Cisco ISE features that are significant to
securing campus networks and their role in software-defined segmentation. As discussed
in the “Overview of Cisco Identity Services Engine” section, ISE is an intent-based net-
working policy engine providing a centralized security solution that automates context-
aware access to network resources and shares contextual data.

The key features discussed in this section are listed here:

m Secure access

m Device administration

m Guest access

m Profiling

®m Bring your own device (BYOD)
m Compliance

m Integrations with pxGrid

Secure Access

With growing security concerns, clients need to be authorized appropriately before they
are provided access to corporate resources. I'T security policies require users such as
employees and contractors to be authenticated using their corporate-provided creden-
tials before gaining access to the corporate resources. Older devices that require network
access, such as IP phones, IP cameras, and access points, are sometimes not capable of
doing authentication but should still be confirmed as corporate assets before being given
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access to the environment. Secure access capability on Cisco ISE ensures that any user

or device connecting to the network is authenticated first and, upon successful authen-
tication, the endpoint is granted the level of access to the corporate resources as per the
security policies enforced by the organization. IT networks are moving toward two-factor
authentication to alleviate issues with compromised user accounts by enforcing a second
level of authentication using soft tokens or push notifications. ISE can be leveraged in
these workflows to implement two-factor authentication.

Authentication and authorization on Cisco ISE can be performed against an internal data-
base or an external database. External databases supported with ISE include Microsoft
Active Directory, Lightweight Directory Access Protocol (LDAP) servers, RSA SecurID,
Microsoft SQL Server, and Duo, among others. ISE offers various options for authoriza-
tion, such as VLAN assignment, downloadable ACLs, redirection ACLs, and Scalable
Group Tags to the endpoint. (The “Segmentation with Cisco TrustSec” section covers
SGTs in detail.)

Figure 2-9 illustrates different scenarios of secure access based on the type of user and
protocol used while connecting to the network device. Two users and two IoT devices
are connecting to either a wired or a wireless network. One user is using 802.1X as the
authentication method, and the other user is using MAC Authentication Bypass (MAB) as
the authentication method. These are the two common types of secure access methods
used in campus networks. The authentication methods shown in the illustration are dis-
cussed next at a high level.

IEEE 802.1X is an IEEE standard authentication framework providing an authentication
mechanism for endpoints connecting into LAN networks. 802.1X consists of three main
components: a supplicant, an authenticator, and an authentication server (Cisco ISE), as
shown in Figure 2-10. A supplicant is software running on the endpoint that is capable
of sending user credentials in an Extensible Authentication Protocol (EAP) (Layer 2)
format. Most modern desktop operating systems and mobile operating systems have a
built-in supplicant. Cisco also offers a supplicant software called AnyConnect Network
Access Module (NAM), which is capable of providing advanced options for user authen-
tication. The authenticaror is the network device to which the user is connected, and its
purpose is to encapsulate an EAP packet (Layer 2) in a RADIUS packet (Layer 3) to be
sent to the authentication server. In LANSs, authenticators usually are switches or wireless
LAN controllers. Cisco ISE is the authentication server used here to illustrate the flow.
RADIUS is the only protocol capable of encapsulating EAP packets and sending them to
an authentication server, making it the desired protocol for network access, as discussed
earlier in the context of Table 2-1. 802.1X allows passwords, secure tokens, or certificates
to be used as credentials for authentication. With the focus on security embedded in
campus networks, the demand for 802.1X support on endpoints has pressured manu-
facturers of recent IP phones, wireless access points, and some IoT devices to include
802.1X functionality.
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|802.1X Framework |

: EAP Y g7 < RADIUS

Authenticator

Supplicant

Figure 2-10 802.1X Framework

For users or endpoints that are not capable of running an 802.1X supplicant, such as
older medical devices, legacy printers, legacy IP phones etc., MAC Authentication
Bypass can be leveraged as an authentication mechanism for network access. With MAB,
the endpoint MAC address would be used as the username and password for authentica-
tion purposes. Common use cases for MAB include users connecting on personal devices
who do not have their supplicant enabled, guest users, printers, IoT devices, and so forth.

Even though 802.1X is the much-desired authentication mechanism, the challenge is

the configuration of the supplicants, as corporate-owned devices are not the only ones
requiring access. Cisco EasyConnect, as the name suggests, provides an easier way

of implementing port-based authentication without using 802.1X for credentials but
leveraging the user login when the user is logging in to the machine. With EasyConnect,
the endpoint performs MAB upon entry of the network and Cisco ISE stitches together
the MAB event to a separate username logon event from Active Directory to provide
authorization based on the username, thereby avoiding the hassle of configuring 802.1X
on the client.

In summary, Cisco ISE secure access provides network access to endpoints based on their
authentication methods and authorizes based on the context of the moment to comply
with security policies.

Device Administration

To maintain the network infrastructure, administrators often access the infrastructure
devices for monitoring, configuration changes, software upgrades, or troubleshooting
purposes. Differentiated access and accountability plays a vital role whenever infrastruc-
ture devices are being accessed. Unauthorized users should not be allowed to log in to
the infrastructure devices, and any unauthorized changes could degrade the network or
bring the network down. Device administration ensures that role-based access is enforced
to the IT personnel accessing the infrastructure. Cisco ISE provides role-based access
control for device administration using RADIUS and TACACS+. However, TACACS+ pro-
tocol primary use is device administration because it brings in the capability to perform
command authorization to authorize every command before it’s executed on the device.
With Cisco ISE acting as the TACACS+ server for device administration, security policies
can be enforced to push privilege level and limited command access through command
authorization for administrators on network devices. Unlike RADIUS, TACACS+ offers
command accounting to log the commands corresponding to the user, which can be help-
ful for auditing and compliance requirements.

https://t.me/learningnets



38 Chapter 2: Introduction to Cisco Software-Defined Access

Figure 2-11 provides an example of device administration using TACACS+ on Cisco ISE.
Alice is an administrator who needs to have full access to the switch, and Bob is an IT
helpdesk contact who needs read-only access to the switch. ISE policies are configured
with full command access for Alice and read-only command access for Bob. Bob is pre-
sented with an error “Command authorization failed” when he tries to execute a com-
mand that is not permitted in the command authorization set. Though their privilege level
is the same, Bob has a more restrictive set of commands that he may use when accessing
the switch.

Figure 2-11 Command Authorization Using ISE

Guest Access

When guests or visitors outside the company would like to reach the Internet or broadly
available services on the company network, IT policies often require validating the guest
first prior to providing access. In practice, a “guest” is loosely defined as a noncorporate
user on a noncorporate device. These users predominantly expect wireless access to the
Internet and rarely more. Guest access provided by Cisco ISE allows enterprises the most
flexibility for wireless (and wired) guest access, with several templated workflows for
quick and easy deployment. A typical guest user in a network would experience the
following flow, the packet flow for which is detailed in Figure 2-12:

1. The guest user connects to a wired port or wireless guest SSID. ISE learns the MAC
address of the guest and pushes the user to the guest portal, hosted on ISE. The
guest is restricted from going anywhere but this portal.

2. The guest is redirected to the guest portal to enter login details. ISE validates the
user and initiates a Change of Authorization (CoA) to reauthorize the user, as the
user is now a registered guest.

3. The guest is provided with Internet access.
A CoA is a request sent by ISE to the network device to reauthenticate the user. A
CoA is commonly used in flows that involve a temporary access before providing full

access. The power of CoAs should not be understated, as the AAA server is often privy
to much more contextual information than the access device is because the AAA server
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constantly collects more information about the environment and posture of the endpoint.
When ISE learns new information about an endpoint or learns that previous information
about an endpoint has fundamentally changed, it sends the CoA in order to reauthorize
with more appropriate privilege based on the additional context (e.g., guest registration,
malware found, OS change).

Endpoint Network Device Cisco ISE
4 e Yo
-
Network -i '
> Got Your MAC,
Need Your ID
D S Initial AuthZ

Limited Access ACL + URL-Redirect to ISE

Sign Om

okams b n Gt Pt S m b Google.com
Userarss
fehn

e © sElognpage
Username + Password ; ‘

Internet Access AGL

Figure 2-12 Guesr Access Packet Flow

Guest access with Cisco ISE gives administrators the flexibility to create guest accounts,
monitor guest activity, offer simple portals that are easily customizable for different lan-
guages, and add corporate logos without any web design background. If customers prefer
to write their own in-house scripts, ISE guests can also be managed via the REST API.

Cisco ISE supports up to 1 million guest accounts. These guest accounts’ credentials can
be emailed, printed, or sent via SMS to the guest user. As shown in Figure 2-13, Cisco
ISE supports three types of guest access:

O 0 ® ®

# of Supported Emal At Portal Language Social Media Manage Guest
Guest Accounts Guest Account Notification Optlons Customization Login Support Accounts via REST

Hotspot Self-Registered Sponsored-Guest Access

i@ 50 {Ae
Immediate, Uncredentialed Self-Registration by Guests; Authorized Sponsors Create
Internet Access Sponsors May Approve Access Account and Share Credentials
< The Three Types of Guest Access >

Figure 2-13 Cisco ISE Guest Access Portals
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m Hotspot Guest portal: Guest users are redirected to the ISE on-box Hotspot Guest
portal first and are provided Internet access by accepting an Acceptable Use Policy
(AUP). No credentials are needed. This type of access is commonly used for a retail
guest-user experience.

m Self-Registered Guest portal: Guest users are presented with a self-service page to
register by providing required information. Guest account credentials are sent by
email, print, or SMS for login to access the Internet. ISE supports social media login
using Facebook credentials.

m Sponsored-Guest portal: Portal for sponsor users like lobby ambassadors to create
guest accounts. The sponsor user creates a guest account and assigns the validity
period of the account from the sponsor portal. Once created, the sponsor sends cre-
dentials to the guest user via email, print, or SMS. The guest can use those creden-
tials to log in to the guest network.

As part of Cisco Software-Defined Access, Cisco DNA Center allows customers to con-
figure Cisco ISE and network devices for guest access without ever leaving Cisco DNA
Center, as all configurations are pushed across the External RESTful Services (ERS) APL

Profiling

Gone are the days of a network that simply allows printers, desktops, and phones to com-
municate. Modern networks see the number of types of devices increasing as quickly as
the number of devices themselves. This section covers profiling services offered by Cisco
ISE that corporate networks can benefit from to help them understand and provision new
devices looking for network services. Context is the king in a shifting environment where
network access is requested as frequently from a physical security officer as from a net-
work admin. Classifying types of endpoints on the network helps businesses understand
trends and aids in building a better segmentation strategy for future, similar endpoints.
Effective authorization privilege can limit attack surfaces, prepare for future growth, and
enforce security policies in case of any suspicious activity.

Cisco ISE profiling provides dynamic detection and classification of endpoints connected
in the network. ISE uses the endpoint MAC address as the unique identifier received from
the network device along with other attributes learned to create the internal endpoint
database. The classification of endpoints involves matching the attributes collected for
the endpoints to prebuilt or user-defined conditions, which in turn are used to determine
the endpoint profile from an extensive profiling library. The Cisco ISE profiling library
includes a granular level of device types, including mobile clients (iPads, Android tab-
lets, Chromebooks, and so on), workstation operating systems (for example, Windows,
macOS, Linux, and others), and numerous “headless” (no supplicant) systems such as
printers, phones, cameras, and access points. The profiling library also includes IoT
devices, encompassing even vertical-specific endpoints such as medical devices used in
healthcare (such as X-ray machines), building automation systems to control HVAC sys-
tems, and manufacturing controllers and sensors.
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Once classification is complete, endpoints or nonuser systems can be provided access to
the network and authorization based on their endpoint profile. An IP phone can be put in
a voice VLAN dynamically thanks to profiling, while an IP camera can be placed dynami-
cally in the camera VLAN. For users, differentiated access can be enforced depending on
the workstation they are connecting from. For example, a corporate user is provided full
network access when connected from a corporate-owned machine and is provided guest-
level access when connected from a personal device.

Profiling Probes

Cisco ISE profiling relies on data that is collected from the network. As ISE continues
to collect profiling data, it attempts to classify endpoints into an endpoint profile that
describes what the device is. An ISE probe is a component of profiling services that is
used to collect attributes. The following Cisco ISE probes are available, each of which
collects some unique attributes for an endpoint. The “best” probes to use always depend
on the endpoints that are being profiled on a particular network.

m Active Directory (AD)

® AnyConnect Identity Extensions (ACIDex)

m DHCP SPAN

® Domain Name System (DNS)

® Dynamic Host Configuration Protocol (DHCP)
m Hypertext Transfer Protocol (HTTP)

m NetFlow

m Network Scan (NMAP)

m pxGrid

m SNMP Query

m Simple Network Management Protocol (SNMP) Trap
m RADIUS

Figure 2-14 depicts generally the role of probes in profiling. Based on the information
collected from the probes, endpoints are profiled and updated in the ISE database. The
following list highlights the most commonly used probes for endpoint profiling:

m Active Directory probe: Increases operating system fidelity through detailed info
extracted via AD. ISE fetches AD attributes from Active Directory once the com-
puter hostname is learned from the DHCP probe and DNS probe.
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Acive Probes
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Figure 2-14 Cisco ISE Profiling Probes

m ACIDex probe: Profiling users connecting remotely, such as VPN users, is challeng-
ing for Cisco ISE when the clients have multiple NICs because RADIUS sends all the
MAC addresses to ISE, making it difficult for ISE to profile. AnyConnect uses the
device-public-mac attribute to signal to ISE which MAC address is used to establish
the VPN connection. If device-public-mac is not supported by the AnyConnect ver-
sion, then ISE uses the first value for device-mac to set the active MAC for the VPN
connection. This probe is only applicable when the client is connecting using the
AnyConnect VPN client.

m DHCP probe: The DHCP probe collects DHCP data to use in profiling policy. ISE
needs to be configured as a DHCP server on the network device to receive the DHCP
discovery packet to view the endpoint attributes. This probe is capable of IP-to-
MAC address mapping of the endpoint.

m DNS probe: The DNS probe does a reverse DNS lookup for IP addresses learned by
other means. Before a DNS lookup can be performed, one of the following probes
must be started along with the DNS probe: DHCP, DHCP SPAN, HTTP, RADIUS, or
SNMP for IP-to-MAC address binding.

m HTTP probe: For flows where sessions are redirected to a Cisco ISE portal, such
as the Hotspot Guest portal, the HTTP request-header field contains a User-Agent
attribute, which includes application, vendor, and OS information of the endpoint.
Enabling HTTP probe on Cisco ISE uses the HTTP attributes to profile the endpoint.

m SNMP probe: SNMP probe consists of two probes: SNMP Trap and SNMP Query.
SNMP Trap probe alerts ISE profiling services to the presence (connection or discon-
nection) of a network endpoint by configuring ISE as the SNMP server on the infra-
structure device. When an SNMP link up/link down trap is sent to ISE, ISE triggers
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an SNMP Query to collect CDP, LLDP, and ARP data for the endpoint. The SNMP
probe is not needed when the RADIUS probe is enabled because the RADIUS probe
triggers an SNMP Query as well.

m RADIUS probe: ISE can profile endpoints based on the RADIUS attributes collected
from the RADIUS request/response messages from ISE RADIUS authentication
service. This probe is capable of IP-to-MAC address mapping of the endpoint.

m Device-Sensor: With the new device-sensor capability on switches and wireless
LAN controllers, all information sent in probes RADIUS, DHCP, SNMP, HTTP
(wireless only) can be gleaned to send in a RADIUS accounting packet. Device-
sensor reduces configuration on the infrastructure device and consolidates attri-
butes in one accounting packet. The RADIUS probe should be enabled on ISE to
understand device-sensor attributes. Cisco DNA Center automates device-sensor
configuration that is needed on infrastructure devices. Figure 2-15 shows all the
information consolidated in a RADIUS accounting message collected through
device-sensor. The RADIUS accounting message would contain the endpoint attri-
bute information learned via CDP, LLDP, DHCP, and HTTP instead of sending in
individual probes.

RADIUS
Accounting

Figure 2-15 Device-Sensor Capability

Profiling Operation

The Cisco ISE profiling service uses the profiling probes to collect attributes for the
endpoints and then matches them to profiling conditions that will be used in profiling
policies. Figure 2-16 shows an example of a Cisco Provided endpoint profiling policy
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named Microsoft-Workstation containing four conditions. When the endpoint matches
a condition in a profiling policy, a certainty factor (CF) or a weight associated with that
condition is assigned to the endpoint for that profile. Although conditions may match
in multiple profiles, the profile for which the endpoint has the highest cumulative CF, or
Total Certainty Factor (TCF), is the one assigned to the endpoint.
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Figure 2-16 Profiling Architecture

Cisco ISE uses the profiling feed

service to keep its profiling database up to date with

the latest Organizationally Unique Identifier (OUI) information from the IEEE. Offline

profiler feed updates are available
ronments where there is no Intern

for download and to import on ISE specially for envi-
et reachability from Cisco ISE. Profiling policies down-

loaded from the feed server are tagged as “Cisco Provided” policies.

The primary goal of profiling is to identify the various types of the endpoints in the
network. Inevitably, some devices in the network won’t be profiled and will be labeled as

“unknown.” For unknown endpoi

nts without any prebuilt profiles, administrators have

the option to create custom profiling policies and profiling conditions. The Cisco ISE
web interface has an Endpoint Visibility dashboard to provide insight into the number of
unknown endpoints. The dashboard lists the attributes learned for every endpoint MAC
address, and the administrator can create custom profiling policies based on the common
attributes learned for the unknown endpoints. The custom policies created are tagged

“Administrator Created” policies.

Figure 2-17 shows an environmen

t where Cisco ISE detected 18.93 percent unknown end-

points and profiled 80.7% of the total endpoints ISE discovered.

https://t.me/learningnets



Introduction to Cisco Identity Services Engine 45

AUTHENTICATIONS @ 8 O X

Identity Store Identity Group Network Device Failure Reason

7

other: [<1%]
unknown: [18.93%)]

profiled: [80.7%]

Figure 2-17 Unknown Endpoints Detected by Cisco ISE

Bring Your Own Device

Considering the number of personal devices allowed in corporate networks, managing
and enforcing network access control in a nonintrusive way on these devices can be pain-
ful but is critical for the security of the network. Cisco Bring Your Own Device (BYOD)
on ISE is applicable for wired and wireless use cases. Cisco ISE offers two versions of
BYOD flow to securely allow the personal device into the network without affecting user
experience and without requiring any administrator interference to enable NAC:

m Simple BYOD: Personal devices connecting to the corporate network are provided
limited or Internet-only access. Guest access, discussed earlier, is an example of
Simple BYOD. Another flavor of simple BYOD is creating a separate wireless SSID
just for personal devices and authorizing users based on their credentials.

m Full BYOD: Does the corporate policy involve allowing only personal devices using
802.1X profiles and certificates/passwords similar to the corporate managed assets?
If the answer is yes, full BYOD is the solution that places the BYOD device in an
automated workflow to register the personal device, provision an 802.1X profile, and
install certificates (optional) when the device is first connected to the network. An
automated workflow requires minimal user education and less administrative over-
head to enable network access on an unmanaged asset.
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Figure 2-18 shows the one-time ISE BYOD workflow as a personal device connected to
the network for the first time.

Device Supplicant Certificate
Registration Provisioning Enrollment

“A

Access
BYOD
Add Personal Configure Adapter [Optional]
Device to Settings & If Certificate for
‘Registered Authentications Authentication,
Devices’ Install a Certificate

L
Portal and Client Provisioning Internal CA Setting /
@ Authorization Policy Policy SCEP External CA
Figure 2-18 Cisco Full BYOD Workflow

When the BYOD user connects to the network the first time through either a wired or a
wireless connection, the user’s web browser is redirected to the Cisco ISE centrally man-
aged BYOD portal page to start registering the device. This is followed by provisioning
the 802.1X profiles to configure the supplicant on the device to comply with corporate
policies. The next step typically installs a user certificate issued by either the Cisco ISE
Internal Certificate Authority (ISE CA) or an external CA if the corporate policy involves
connecting using certificates as credentials. At the end of the workflow, a BYOD user is
provisioned with the certificates and 802.1X supplicant profile required by IT. The user
is automatically connected using certificates with the 802.1X profile and given network
access.

Compliance

Authenticating the user before providing access to the network is crucial for security.
Networks need more than credentials to confirm the user is safe to be authorized to
access the network, such as ensuring that the user’s device has the latest antivirus/
antimalware updates, firewalls enabled, Windows security patches installed, disk encryp-
tion enabled, and so on. These endpoint operating criteria are deemed the “posture” of
the client attempting to access the network. The Cisco ISE Compliance feature brings

in the capability to perform posture checks on the endpoints, workstations, or mobile
devices to confirm they are compliant with corporate security policies before granting
network access.

Starting with workstation compliance, posture policies created on Cisco ISE are veri-
fied against an authenticated endpoint and, based on the result, the endpoint is marked
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as Complaint or Non-Compliant. Authorization policies can be configured on ISE that
match on the posture state to provide full access to a Compliant endpoint or provide
quarantine/remediation access to a Non-Compliant endpoint. For posture, the endpoint
needs to have a posture agent, which could be either a permanent agent called “Cisco
AnyConnect ISE Posture module” or a dissolvable agent pushed out by ISE during pos-
ture check. The posture flow is as follows:

1.

Authenticate User/Device: The workstation connects to the network. The user is
authenticated and the initial posture status is set to Unknown.

. Posture Assessment: Based on the posture policies configured on Cisco ISE,

posture assessment is performed for the endpoint. Posture checks may include
Hotfix check, AV check, Pin lock, and USB device. The endpoint posture status on
Cisco ISE is set to Compliant if all the posture checks are a success. The posture
status is changed to Non-Compliant if the posture checks result in a failure.

. Authorization Change: A change of authorization (CoA) happens where the

endpoint is given access to the network if Compliant. The network access can be
provided by placing it in a user VLAN, pushing a downloadable ACL (dACL), or
assigning SGT.

. Quarantine/Limited Access or No Access: If the endpoint posture status results in

Non-Compliant, CoA is performed on ISE to place the user in Quarantine VLAN,
restricted dACL, or Quarantine SGT. Some IT organizations would like to give the
user access to remediation servers to update their AV or Windows updates. Some IT
organizations might have policies to block access to a Non-Compliant. An access-
reject is sent for such business requirements.

The following are various posture checks available on Cisco ISE Compliance. The end-
point workstation can be checked against the following conditions as part of a posture
check:

Antimalware Conditions
Antispyware Conditions
Antivirus Conditions
Application Conditions
Compound Conditions

Disk Encryption Conditions
File Conditions

Patch Management Conditions
Registry Conditions

Service Conditions

USB Conditions
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The posture for mobile devices is similar to the posture for workstations except that there
is no posture agent on the mobile device. Mobile devices connecting to the network
through the full BYOD flow and corporate-owned mobile devices can be postured by
Cisco ISE if the organization has a Cisco-supported Mobile Device Manager (MDM). ISE
can leverage MDM information to enforce policy during network access. BYOD devices
need to be registered with ISE, which in turn registers the device with the MDM. The
MDM checks the compliance status of the mobile endpoint and returns the status to ISE
to grant network access if the status is Compliant. The following MDM attributes can be
used to create compliance policies for mobile devices:

m Device registration status
m Device compliance status
m Disk encryption status

m Pin lock status

m Jailbreak status

B Manufacturer

® Model

m IMEI

m Serial number

m OS version

m Phone number

Integrations with pxGrid

Cisco Identity Services Engine as discussed thus far creates a context for the endpoint
based on who, what, where, when, how, and health status. This context is based on con-
solidating attributes received from various collection points in the network. It is very
common in IT networks to use several security products to gain visibility to enforce
security policies, each point product delivering a unique viewpoint to the mix. The con-
textual data created by ISE is beneficial if it can be shared with other security products
running in the network to enrich their data. Conversely, ecosystem partners can share
context with ISE to trigger a quarantine of users in case of any malicious activity.

Cisco Platform Exchange Grid (pxGrid) is an open, scalable, and IETF standards—
driven platform that supports bidirectional, any-to-any partner platform integrations.
Cisco pxGrid works on a publisher/subscriber model for Cisco ISE to publish con-
textual information to ecosystem partners (Cisco or non-Cisco) acting as subscribers.
Ecosystem partners subscribe to topics (e.g., SessionDirectory, TrustSecMetaData,
AdaptiveNetworkControl, etc.) relevant to them so that ISE publishes context related to
only those topics. With the shared data, ecosystem partners could benefit from adding
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more context to an event to take further actions. Cisco DNA Center is a pxGrid subscriber
that gains visibility into TrustSec data used for software-defined segmentation.

Cisco pxGrid has built an ecosystem of more than 100 partner integrations. Figure 2-19
depicts examples of context-sharing partners that currently benefit from information
exchange using Cisco pxGrid. The list of all the ecosystem partners supporting pxGrid
can be found at https://www.cisco.com/go/pxgrid for your reference. More partners are
adopting to pxGrid because it is an RFC standard, and they are realizing the value of con-
text sharing in a multivendor environment.
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Figure 2-19 Cisco pxGrid Ecosystem

Cisco ISE introduced pxGrid 1.0, which is XMPP-based. The ecosystem partners down-
load the SDK containing Java and C libraries. Cisco pxGrid 2.0 uses WebSocket and the
REST API over STOMP (Simple Text Oriented Message Protocol) and was introduced
with ISE version 2.4 to overcome SDK dependencies. Unlike pxGrid 1.0, where Cisco ISE
can only publish contextual data, pxGrid 2.0 allows ISE to receive context from IoT asset
vendors. With ISE pxGrid 2.0 accepting context from IoT asset vendors, ISE can use this
information to profile each IoT device accurately.

Cisco pxGrid offers Cisco Rapid Threat Containment by invoking ISE to push quarantine
action on a malicious user using Adaptive Network Control (ANC). If an IT environment
has a firewall supporting pxGrid and ISE, pxGrid can be leveraged to share session infor-
mation with the firewall so that the firewall can dynamically instruct ISE to mitigate a
threat by rejecting the endpoint. This coordination of disparate security points in the net-
work would not be possible without the context-sharing highway that pxGrid facilitates.

https://t.me/learningnets


https://www.cisco.com/go/pxgrid

50 Chapter 2: Introduction to Cisco Software-Defined Access

Cisco ISE Design Considerations

For any network access control implementation, a solid Cisco ISE design is necessary
to ensure that the network is secure and the deployment is available in case of a failover
scenario. Scale, sizing, high availability, network devices, and roaming events need to be
considered in ISE design. This section details the components of Cisco ISE, design con-
siderations, and various deployment models.

Cisco ISE Architecture

When an endpoint authenticates using Cisco ISE, ISE creates a session for the endpoint,
and when the endpoint disconnects, ISE removes the session from the session database.
ISE scale and sizing depend on the total concurrent sessions in the network. ISE can

be installed on a physical appliance or as a virtual machine. ISE architecture consists of
nodes, personas, and roles. A node is an ISE instance on an appliance or a VM. The per-
sona of an ISE node depends on the services enabled on the ISE node. Following are the
details of the four Cisco ISE personas and the services associated with them:

m Policy Services Node (PSN): This node is a RADIUS and TACACS+ server making
the policy decisions. These nodes provide ISE services: secure access, guest services,
profiling, posture, BYOD, and device administration. PSNs directly communicate
with network access devices (NADs) for authenticating the connected endpoints.
PSNs directly communicate with external identity stores for user authentication. An
ISE deployment must have at least one PSN and allow a maximum of 50 PSNs.

® Policy Administration Node (PAN): This node provides a single pane of glass for
ISE administration. It has a web interface to configure and view policies. The PAN is
responsible for replication of configuration synchronization to the PSNs in the ISE
deployment. An ISE deployment must have at least one primary PAN, and a second-
ary PAN could be added for redundancy. No more than two PANs are allowed in the
deployment.

® Monitoring Node (MnT): This node is a logging and reporting server. The node
collects syslogs from all the ISE nodes and network access devices for logging
and reporting. An ISE deployment must have at least one MnT, and a secondary
MnT could be added for redundancy. No more than two MnTs are allowed in the
deployment.

m pxGrid Controller (PXG): This node facilitates sharing of context with ecosystem
partners using pxGrid. An ISE deployment does not require a pxGrid node to
function, but up to four pxGrid nodes can operate for scaled context sharing and
redundancy.

In summary, a Cisco ISE deployment should have at least one PAN node, one MnT node,
and one PSN node. ISE supports geographical separation between nodes as long as the
round-trip time (RTT) between the nodes is less than 300 milliseconds.
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Cisco ISE Deployment Options

Cisco ISE can be deployed in any of the following deployment models. The deployment
models depend on a lot of factors, mainly the scale, redundancy requirements, and ser-
vices in use.

m Standalone deployment

m Distributed deployment

m Dedicated distributed deployment

Standalone Deployment

In a standalone deployment, all the Cisco ISE personas (PAN, PSN, MnT, pxGrid) are
running on one node. This can be turned into a basic two-node deployment with another
node with all the personas enabled for redundancy. Scale numbers will remain the same
for a standalone or two-node deployment. Figure 2-20 provides a visual of the ISE
deployment in standalone versus two-node deployment models.
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ISE Node ISE Node ISE Node
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Figure 2-20 Standalone and Two-Node Cisco ISE Deployments

Distributed Deployment

In a distributed deployment, one or more personas are distributed on different nodes.
There are two types of distributed deployments: hybrid and dedicated. In hybrid deploy-
ments, PAN and MnT personas are combined on two nodes—one being the primary node
and the other being used for redundancy—and dedicated PSNs handle policy decisions.
Because PSNs are the nodes performing policy decisions, this deployment model brings
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in not only additional scale with an increase in the concurrent sessions the deployment
supports, but also better performance with logging, in comparison with a standalone
deployment. Hybrid deployments allow a maximum of five PSNs in the deployment.
Figure 2-21 provides a visual of ISE hybrid deployment.

0.0. 0.0.
PXG PXG

PSN

Figure 2-21 Hybrid Distributed Deployment

Dedicated Distributed Deployment

The dedicated distributed deployment model is the most commonly used model in

large enterprise networks. Each persona has its own dedicated ISE node. This deploy-
ment model can support up to 2 million concurrent 802.1X/MAB endpoints, two Admin
nodes, two MnT nodes, four pxGrid nodes, and fifty PSNs. Figure 2-22 shows a scenario
of dedicated ISE deployment spread across multiple data centers. This architecture offers
redundancy of Admin nodes, MnT nodes, and pxGrid nodes split across two data cen-
ters. The policy servers at the main campus are placed behind a load balancer to cater for
campus endpoints. By placing the PSNs behind a load balancer, additional PSNs can be
placed without making configuration changes to the network devices. Network devices
communicate with the load balancer’s virtual IP address (VIP), and in case of any PSN
failure, the load balancer takes care of rerouting the authentication requests to the avail-
able PSNs.

Cisco DNA Center supports integration with any of the Cisco ISE deployment models.
ISE is an integral part of software-defined campus networks. Before rolling out ISE, a
clear understanding of the total number of endpoints in the network, concurrent sessions
during peak hours, future growth rate, redundancy requirements within and across data
centers, ISE features to be used, and link latency in the data center is critical to make a
decision on the ISE deployment model to implement.
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Segmentation with Cisco TrustSec

Over the past several years, businesses have been going through tremendous technology
changes, requiring IT networks to keep up with the dynamics. Advancements in end-
points, smart devices, IoT devices, and BYOD have caused growing pains for network
security. To name a few, additional complexity in the network, lack of administrative
control, and expansion of the threat attack surface with the sophisticated endpoints have
added to the IT burden of maintaining the environment. Effective network segmentation
has become more important than ever, and it has to be able to scale and be topology
independent to accommodate any topology changes that may incur in the future. The tra-
ditional way of segmenting the network includes placing the users or endpoints in their
own VLANS, carving out DHCP pool(s), deploying ACLs on the devices to each of the
enforcement points in the network, and finally pushing appropriate access control policy
to the access edge devices. While these segmentation methods work, they also pose chal-
lenges in their own way. For example, in the event of company mergers and acquisitions,
the network needs to be expanded by creating new VLANs, DHCP scopes. These new IP
subnets need to be added in the user access-lists for access, but an increasing number of
ACL entries may lead to ACL exhaustion on the devices apart from the additional admin-
istrative work to keep in line with the security requirements. Controlling access based on
IP address is dependent on network topology, is not easily scalable, and causes additional
operational expenses (OPEX) and the possibility of hitting TCAM limitations on the net-
work devices themselves.

The Cisco TrustSec solution brings in centralized management, segmentation by logically
grouping users and devices based on their role regardless of their location and IP subnet.
Characteristics such as business function (like type of the user—Guest, Contractor,
Employee) and the context derived through Cisco ISE services are used to group the user
or device. These logical groupings, called Scalable Group Tags (SGTs), simplify network
segmentation for access control. SGTs are independent of the IP address and provide a
scalable, consistent segmentation solution by enforcing policies using the SGTs. Cisco
TrustSec technology assigns an SGT to the user or device traffic at ingress, and the SGT
traverses deeper into the network so that it can be used to enforce the access policy (on
the firewall, for example). Enforcement based on SGTs can be done on Cisco routers,
switches, access points, or firewalls. Cisco TrustSec is an open technology so that third-
party vendors can implement it to securely communicate with Cisco devices in a net-
work. The next section discusses Cisco TrustSec in action.

Cisco TrustSec Functions

These are the three main functions of TrustSec:

m Classification
m Propagation

m Enforcement
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Classification

Classification is the ability to assign an SGT to the user or endpoint or a device that is
connected to the network. SGTs can be assigned dynamically or statically. Dynamic SGT
assignment is done by Cisco ISE based on the identity, profile, role, and overall context
of the endpoint. A client connecting to the campus network using 802.1X, MAB, or web
authentication is authenticated by ISE and is assigned an SGT per the policies defined on
ISE. In Dynamic SGT assignment, ISE dynamically assigns the SGT for an authenticat-
ing endpoint. When endpoint authentication is not possible, static SGT classification is
necessary. Static SGT assignments are usually applicable for static devices such as servers
that do not do authentication. A static SGT can be mapped to a Layer 2 interface, VLAN,
subnet, or Layer 3 switched virtual interface (SVI) instead of relying on assignment from
ISE. Static IP-to-SGT mapping or subnet-to-SGT mapping can be created on ISE so that
it can be pushed to the SGT-capable device instead of configuring the mapping on

each device. The classification is propagated into the network for policy enforcement.
Figure 2-23 summarizes the TrustSec classifications available.

Dynamic Classification Static Classification
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Figure 2-23 Cisco TrustSec Classifications

Propagation

Once the SGTs are assigned, they need to be pr