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Crypto Proof of Work

® |D token for msrcweb.b2clogin.com =
® Verity Token with key @

https://msrcweb.b2clogin.com/9f449d34-93e9-4371-8082-7127fc8ab474/
discovery/v2.0/keys?p=b2c_Ta_multitenant_signupsignin

® (Previously) valid on APl endpoints like:

https://api.msrc.microsoft.com/portal/v2.0/vulnerabilityReport

® Could enumerate Microsoft BB submissions using only the
email address of a victim

from jwcrypto 1mport jJwt, jwk
tok="eyJ0..." (QR code)

k={"k1d":"kco.."} (from OpenID Key 1link)
key=jwk.JWK (**k)

Jwt .JWT (key=key, Jwt=tok,check claims=False)

https://t.me/learningnets


https://msrcweb.b2clogin.com/9f449d34-93e9-437f-8082-7127fc8ab474/discovery/v2.0/keys?p=b2c_1a_multitenant_signupsignin
https://api.msrc.microsoft.com/portal/v2.0/vulnerabilityReport
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Symmetric Encryption

Algorithms: AES, Salsa20, etc.

Block cipher or Stream cipher

Block cipher modes — ECB, CBC, CTR, etc.
Encrypt & decrypt with same secret key

O Esecret(plain) = cipher

S Dsecret(Cipher) — plain

Pros: no size constraints, fast, provides confidentiality
Cons: requires key exchange/negotiation before use, some
Integrity
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Asymmetric Encryption

® Algorithms: RSA, ECC
® Encrypt with public key, decrypt with private key
O Epupiic(plain) = cipher
O Dprivate(cipher) = plain
® Pros: key negotiation not required, provides confidentiality

® Cons: size constrained, slow, no integrity
® Examples: email, GPG
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JSON Web Token: JSON Web Signature (JWS)

® Elements: JOSE Header, payload, signature
® Example:

eyJhbGc101JIUzI1IN1IsImtpZCIoImpYaHVEZUlsWkZgaWVrdHc1£Q

eyJhZGlpbiI6ZmFsc2UsImVEYW1lsIjrigJdlozZWxsbybkZWZJb25AcHIhZXRvemlhbi157b201LCJ1eHA1O0jJE2NJU20DA3NZQsT
mlhdCIOMTYZNTY30Tg3NHO

N-eG/und4SyoFVPYXOXFoRJ7/Th2HaJlOQWArXzcjifmgQ

® Decoded:

{"alg":"HS250","k1d" :"jJXhuDeIlZFjiektw”}
{"admin":false,"email":”hello.defconlpraetorian.com", "exp":1665680774,"1at":1665679874}

37 el 86 ee €9 £8 4b 2a 05 54 fo 17 e5 71 7a 44 Y9e el d8 76 89 94 ed4d 16 02 b5 d9 72 38 9f 9a a4

® Integrity V] Confidentiality X

https://t.me/learningnets



JSON Web Encryption (JWE)

® Elements: JOSE Header, cek, iv, ciphertext, authentication tag
® Example:

eyJhbGciOiJBMIU2S1ciLCI1bmMiOiJBMIU2RONNIiwia2lkIjoiTGtJRWFQeUJKSUxydmtzUiJ9 .
5UrukUmsTOmgFkVbxwDhM9tj3CMQCrF8rU8C1M8gUUEKe 7 jwUAWeVA .
VbH30U7UhuM66n1y .

aTKQTENXwKggE7PASxbxv/70BIEZ6OVMbxDgbmSyu2TMIz8t9vi01lnyZix1gV2koXUF8eZxvJT1 7TdYVREUXE-
FkAb75HD533HGC3vIOhLJIJS3vOCRVgpw .

x0tRgXulK9TZUGPpTFOzxUQ

® Decoded:

{"alg":"AZ256KW", "enc" :"A256GCM", "k1d" :"LkIEaPyBJILrvksR"} ...

® Integrity "% ( / )(), Confidentiality

https://t.me/learningnets



OAuth 2.0: Authorization Code Flow

® User authenticates, receives an authorization code (in URI
fragment)

® User exchanges authorization code for access token &
refresh token

® User exchanges refresh token for a new access token &
refresh token

® Hybrid flow returns id token (not access token) as well as
authorization code

7N



Azure Active Directory B2C

® "Business to Consumer’ — B2C

® Offloads authentication & session management from
business developed apps

Configurable login flows

Integrates with social accounts (Twitter, Facebook, Google)
or any SAML provider

® Microsoft has extensive documentation not repeated here

7N


https://docs.microsoft.com/en-us/azure/active-directory-b2c/

Applications

® Web applications, Single Page
Applications (SPA), or native
applications (mobile & deskto

® Each has a unique client ID

® Chosen login flows -
Implicit Flow, Authorization Code
Flow, ... with PKCE

® Choose redirect URIs

https://t.me/learningnets

= Microsoft Azure

L Search resources, services, and docs (G+/)

‘ L Search

i Overview

#" Integration assistant

Manage
&2 Branding & properties
3 Authentication

Certificates & secrets

&

API| permissions
Expose an API

Owners

2 & O

Manifest

/2 Troubleshooting

Support + Troubleshooting

Home > Azure AD B2C | App registrations > spaf

) spal | Authentication = - X

24 Got feedback?

Platform configurations
The web or mobile and desktop applications that can receive authentication responses (tokens) after successfully

authenticating users. Depending the targeted platform or device, additional configuration may be required such as
redirect URIs, specific authentication settings, or platform specific fields.

—+ Add a platform

~ Single-page application Quickstart  Docsc?  [il]

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully
authenticating or signing out users. The redirect URI you send in the request to the login server should match one
listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their restrictions /"

https://jwt.ms ﬁi[

Add URI

Grant types

MSAL,js 2.0 does not support implicit grant. Enable implicit grant settings only if your app is using MSAL,js 1.0.
Learn more about auth code flow

0 Your Redirect URI is eligible for the Authorization Code Flow with PKCE.

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly.

‘ e.g. https://example.com/logout Vv

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the authorization endpoint:

Access tokens (used for implicit flows)

ID tokens (used for implicit and hybrid flows)




User Flows

® Create basic user flows

® Run with a configured application
® Prefixed with “B2C_1_"

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Azure AD B2C | User flows >

.2 B2C_1_SignUpSignin

“" Sign up and sign in (Recommended)

‘/O Search ] «

[m] 0
i+ Overview

[ ]

Settings
il Properties

A2 Identity providers

[==] User attributes

[«=] Application claims

<> API connectors

Customize

B8 Page layouts

@ Languages

[> Run user flow i Download ﬁi[ Delet

6 Got a second? We would love your feedback on

Settings

:|' Properties

3

Identity providers
[&=] User attributes

[2=] Application claims

~
<> API connectors

Customize

B2 Page layouts

@ Languages

Multifact
Age gati

Passwort¢

Email sig

Identity |

After fed
Before ci

Before ir

Ocean Bl

English

Run user flow X

https:/_.chIogin.com/_.onmicrosof

t.com/v2.0/.well-known/openid-configuration?
p=B2C_1_SignUpSignin

Application
l spal hd l
Reply URL
l https://jwt.ms v l

v Access Tokens

Run user flow endpoint

’ https://{ R o2 ogin-con/ [ - ID‘

https://t.me/learningnets

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Azure AD B2C | User flows >

Create a user flow

Select a user flow type to get started. Learn more.

Select a user flow type

= Sign up and sign in

Enables a user to create an account
or sign in to their account.

p Password reset

Enables a user to choose a new
password after verifying their
email.

P Sign in
P Enables a user to sign in to their
account.

4

User flows are predefined, configured policies that you can use to set up authentication experiences for your end users.

Profile editing

Enables a user to configure their
user attributes.

Sign up

Enables a user to create a new
account.

Sign in using resource owner
password credentials (ROPC)

Enables a user with a local account
to sign in directly in native
applications




ldentity Experience Framework

® Create custom user flows using XML syntax

O Various starter packs and community-developed samples
® Azure Tutorial describes:

Home > Azure AD B2C | Identity Experience Framewor k >

O Ad d I n g S I g n I n g a n d @ Identity Experience Framework < - .

O o microsoft .com

D Upload custom policy 27 Got feedback?

encryption keys R
O Setting framework policies | S
® Each flow is prefixed

A Search custom policies

Policy id

° [} 1
W I B2C_1A_PASSWORDRESET

I |

B2C_1A_PROFILEEDIT
B2C_1A_SIGNUP _SIGNIN
B2C_1A_TRUSTFRAMEWORKBASE
B2C_1A_TRUSTFRAMEWORKEXTENSIONS

B2C_1A_TRUSTFRAMEWORKLOCALIZATION

https://t.me/learningnets


https://github.com/Azure-Samples/active-directory-b2c-custom-policy-starterpack
https://github.com/azure-ad-b2c/samples
https://learn.microsoft.com/en-us/azure/active-directory-b2c/tutorial-create-user-flows?pivots=b2c-custom-policy

Enumerating B2C Domains

® All B2C authn/authz domains are *.b2clogin.com
® Subdomain enumeration
O https://subdomains.whoisxmlapi.com/... — 1642 matches
O Filter out test/ga environments
® For this vulnerability, need a victim:
1. Azure B2C tenant
2. client_id for a configured application (using PKCE/Hybrid Flow)
3. |EF flow, ex. B2C_TA_SignUp_SignIn



https://subdomains.whoisxmlapi.com/lookup-report/d95pvV9dRp

Background Info

Breadcrumbs to Crypto Misuse

Side-Channel Attack
MSRC as a Target
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Documentation

® Custom Policy Getting Started Create the signing key

1. Select Policy Keys and then select Add.

2. For Options, choose Generate.

Create a key X
_.onmicrosoft.com

3. In Name, enter TokenSigningKeyContainer. The prefix B2C_1A
4. For Key type, select RSA.

. 5. For Key usage, select Signature.
Options (O | Generate %

6. Select Create.

Name * (O | Enter name of key container

Key type O RSA ) Create the encryption key

Set activation date (O

1. Select Policy Keys and then select Add.

Set expiration date (O 2. For Options, choose Generate.

c " > 3. In Name, enter TokenEncryptionKeyContainer. The prefix B2C
[NEWEY Encryption
4. For Key type, select RSA.

Key usage

5. For Key usage, select Encryption.

6. Select Create.

https://t.me/learningnets


https://docs.microsoft.com/en-us/azure/active-directory-b2c/custom-policy-get-started

OAuth Login Flow

GET login |page (Auth Code Flow with PKCE), cod:| ! challenge

200 OK, start of login flow

I

| I

! POST credentials (el!nail, password, MFA)

| | >
I |

————————————————————— —>|

302 redirecthith "code"*

POST code, code_verifier

validate code, check that code_challenge = SHA256(code_verifier)

POST refresh_token

ddcrypt refresh_token, generate new id_token, refresh_token

200 OK, id_token, refresh_token

|
I
I
I
I
I
I
|
I
I
| 200 OK, id_token, refresh_token
|
I
I
I
I
I
I
I
|
|

@ praetorian

https://t.me/learningnets



Generating Keys

® Recommended RSA keys (right =)
® Not exportable, but can view public

portions
® Can generate AES key instead (below

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Identity Experience Framework | Policy keys >

B2C_1A_TokenEncryptionKeyContainerAES X

—|— Add key to container @I Delete

I I

"metadata": {
"tenantID": "—. onmicrosoft.com",
"storageKeyId": "B2C_1A_TokenEncryptionKeyContainerAES",
"updatedUtc": "11/18/2022 2:19:13 PM"
}l
"keys": [
{
"kid": "0jpBinLVioKXNquerNQ71lw6dTJ5qQIJxduaClW9ronM",
"use": "enc",
"key_ops": [
"encrypt"
] ’
"kty": "oct"
}
|

¥ 1

https://t.me/learningnets

Microsoft Azure L Search resources, services, and docs (G+/)

Home > Identity Experience Framework | Policy keys >

B2C_1A_TokenSigningKeyContainer X

~+ Add key to container lfﬂ Delete

K

"metadata": {
"tenantID": “_. onmicrosoft.com",
"storageKeyId": "B2C_1A_TokenSigningKeyContainer",
"updatedUtc": "4/25/2022 7:55:33 PM"
}l
"keys": [
{
"kid": "alglIgmebxTeaCVQ_j0@j9RKBsXsIMcMa7zQpjFExJ1s",
"use": "sig",
"key_ops": [
"sign"
] ’
"kty": "RSA",
"e'": "AQAB",

I

Microsoft Azure A Search resources, services, and docs (G+/)

Home > Identity Experience Framework | Policy keys >

B2C_1A_TokenEncryptionKeyContainer - X
—|— Add key to container [ﬁ[ Delete
"metadata": { I
"tenantID": "_.onmicrosoft.com",
"storageKeyId": "B2C_1A_TokenEncryptionKeyContainer",
"updatedUtc": "4/25/2022 7:55:49 PM"
}l
"keys": [
{
"kid": "DS5FGnWUE_jyU7T52v5Zf1cLUSHT4X5MwFQtpiGpA76¢",
"use": "enc",
"key_ops": [
"encrypt"
] ’
"kty": "RSA",
"e'": "AQAB",
"n": "yiZtJ9r9a
}
| 1

s




Keys

® Choosing “Secret” key is
allowed

® However, logins will fail iﬁ
‘ Seems Iike 128-bit keyS Sorry, but we're having trouble signing you in.

We track these errors automatically, but if the problem

persists feel free to contact us. In the meantime, please

are generated

Correlation ID: 7193d0be-0672-434a-94af-be4624604a2b
Timestamp: 2021-03-29 17:53:54Z
AADB2C: Encryption key must be a 256-bit key

https://t.me/learningnets



Importing Keys

https://t.me/learningnets

Can upload a JWK of the
right format instead

Example format:

{
"k": <basebd-encoded-256-bit-key>,
"kty" : "OCt",
"use": "enC",

"key ops": ["encrypt"]

Microsoft Azure L Search resources, services, and docs (G+/)

Home > ldentity Experience Framework Create a key X

Identity Experience | R onicosoftcom

B o microsoft.com

« Options O | Upload %
£33 Custom policies Name * (@ | Enter name of key container
Manage File upload * (© | Select a file E
Bl App registrations Password (O Enter password
Bl Applications (Legacy)
Policy keys @ Note: JSON Key containers are expected in JWK format with
Base64 URLencoded strings for the k parameter.

R Users

I jwcrypto. jwk.JWK.generate (kty='oct' ,6 size=256)
js = json.loads(j.export())

js['use'] = 'enc'

Jjs['key ops'] = ['encrypt']

print(js)




[zt s rassromsres oo o s |
JWTs [erston} wesrsronmenempraner.su s o)

® Login flow with “openid” scope will return an id_token

O JWS w/ “kid” corresponding to “issuer_secret”
® Auth Code login flow with “offline_access” scope will return a
refresh_token

O JWE w/ “kid" corresponding to “issuer_refresh_token_key"
O JWE Header:

eyJraWQi101JENUZHb1dVRVI9geVU3VDUydjVazmx]JTEVTSFQOWDVNdAOZRAHBpR3BBNzZjIiwidmVyIjoiMS4wIiwiemlwlI
JO1RGVMbGF0ZSIsInNlciI6IJEuUMCJII

O Decoded:

{"k1d" :"DSFGnW..", "ver":"1.0","z1ip":"Deflate", "se "1.0"} ...

O Missing “alg & ‘enc’; "Z|p should be “DEF”

R

o

https://t.me/learningnets



Decrypting the Refresh Token  refesh oken W Rsn OnErfrokentncryptonkeypu usr deais)

® Generate policy key and upload it
® Trial-and-error algorithm types
O RSA -> "RSA-OAEP” unwraps a 256-bit key
O A256GCM -> “AES 256-bit GCM" decrypts compressed data

O Deflate (zlib) to decompress claims
® Not a nested JWT




Token Contents

Refresh Token Claims:
{
"tid": ”“<omitted>.onmicrosoft.com",
"pid": "B2C 1A signup signin",
"t": 2,
"cls": |
"Sid": "1",
"Svalues": |
{
"claimTypeId": "sub",
"value": "9d8<omitted>"
I
{
"claimTypeId": "name",
"value": "unknown"
I
{
"claimTypeId": "given name",
"value": "John"
I
{
"claimTypeId": "family name",
"value": "Doe"
I
{
"claimTypeId": "tid",
"value": "ade<omitted>"
I
}

{
"claimTypeId": "isAdmin",
"value'": true

b

{

"claimTypelId": "extraParam'",
"value": "extraValue"
}
]
I
"o aud": "Tbl<omitted>",
"o lat": 1617027992,
"iat": 1617027993,
"exp": 1618237593,
"avm": "V2.0",
"rcc": false,
"scp": [
"offline access",
"openid"
1
"uid": "9d8<omitted>",
"sa": [
"offline access openid"

1
"1": "Qcd<omitted>"

https://t.me/learningnets

ID Token Claims:

{
"exp": 1617045712,

"nbf": 1617042112,

"ver": "1.0",

"iss": "https://<omitted>.b2clogin
"sub": "9d8<omitted>",

"aud": "7bl<omitted>",

"acr": "b2c la signup signin",

"iat": 1617042112,

"auth time": 1617038508,
"name": "unknown",
"given name": "John",
"family name": "Doe",
"tid": "ade<omitted>",
"isAdmin": true,

"extraParam'": "extraValue"

.com/ade<omitted>/v2.0/",




6 token= 1. RS25(Tokenininge o usr gl |
Creating Tokens  refeh.token = we s oneefakenEnerpiontey. pblsercetas) |

® With format known, a user can create the claims in a refresh
token

® If configured with RSA, the public key can be used to
encrypt/generate a refresh token

® Public key is exposed in Azure Portal to:
O Global Administrator
O Global Reader
O |EF Key Set Administrator




Creating Tokens

POST code, code_verifier

idate code, check that code_challenge = SHA256(code_verifier)

200 OK, id_token, refresh_token

|
[id_token expired]
POST refresh_token

decrypt refresh_token, generate new id_token, refresh_token

200 OK, id_token, refresh_token

-

|
I
|
|
|
|
|
|
|
|
-t
I
|
|

https://t.me/learningnets



Disclosure (Part 1)

® Made to MSRC in March 2021

® Knowledge of the public key for refresh tokens can be used
to compromise any user

® Public key is not published outside Azure Portal

® |[ssue closed with no action taken in April 2021

® I'd argue that if security depends on hiding a public key then
it isn't secure

e



Read-Only Access — My 2C

® If an attacker has read-only access to your source code, this
should not introduce any new vulnerabilities

O ex. no hardcoded keys, backdoors, or configuration options
® Read-only cloud access should be similar

O eX. Global Reader access should not allow an attacker to elevate
privileges, read key information, access database entries

https://t.me/learningnets
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Public Keys

® Asymmetric encryption is not the right choice for tokens
because they are generated with a public key

® RSA public components:
O N — modulus, 2048 bits, “unknown”

O e — exponent, typically fixed to 65537
® cipher < N

(O can get a lower bound for N with enough samples

O Likely only recover log,(#samples) bits of N



Public Keys

® RSA components:

O N — modulus, 2048 bits, “unknown”
O e — exponent, typically fixed to 65537
O d — private exponent
® Submitting a refresh token to B2C effectively calls:

decrypt_rsa(cipher, N, d)
with a cipher of our choice



Asymmetric Decryption

® def decrypt_rsa(cipher, N, d):

O plain = cipher® mod N
O Verity OAEP of plain and remove padding
® involves SHA256 hash
O If verified, return plain (w/o padding), else return error

® Computationally expensive — modular exponentiation and
SHA256 hash




Asymmetric Decryption

® def decrypt_rsa(cipher, N, d):
O If cipher = N, return error
O plain = cipher® mod N
O Verity OAEP of plain and remove padding
® involves SHA256 hash
O If verified, return plain (w/o padding), else return error
® Suppose a crypto library tries to save time for obviously

wrong ciphertext

https://t.me/learningnets




Timing Attack

® def decrypt_rsa(cipher, N, d):
O If cipher = N, return error } timel
O plain = cipher® mod N

O Verity OAEP of plain and remove padding
® involves SHA256 hash

O If verified, return plain (w/o padding), else return error
® The time to return reveals if cipher > N or< N

https://t.me/learningnets

time?2




Timing Attack

® JWE with cek of 24947 = (0x8000... and 24943 — 1 = Qxffff...

0 (header) .gAAA (...) AA. (1v) . (ct) . (taqg)

0 (header) . (..) w.(1v).(ct).(tag)

Send “grant_type=refresh_token” request to /token
Observe response time and compare

Reduce latency

O Run on cloud infrastructure (Azure VM) in same region (East US)
O Avoid load balancing by fixing IP address (hardcode in /etc/hosts)

r



Timing Attack

® Submit 2000 requests ————
O ~98.5% valid e ct=2720481
® | ower values have -

-
longer response time | ¢

® Used test B2C 5
environment ‘g’ a0-

® Average (mean): N

O 28.1 ms for 2204/ Ll
O 268 mS fOr 22048 _1 . 7 20000 30000

Time (microseconds)

https://t.me/learningnets



Timing Attack

® Generalize one round:
O Start with upper & lower values

upper+lower lOW@T}

O Submit n samples of cek = {upper, mid =

O If mid has response time closer to upper or lower, then set that
value to mid

O Repeat (binary search)
® Recovers “1 bit” of public key each round

https://t.me/learningnets
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Timing Attack

® Each roundis not 100% reliable, requires backtracking

® Azure token endpoint has

rate limiting
® Implemented attack
recovers ~55 bits/hour
® Total time: 37 hours

ts

440

Bits remaining

0

20000 40000 60000 80000 100000 120000
Clock time




Creating Tokens

POST code, code_verifier

idate code, check that code_challenge = SHA256(code_verifier)

200 OK, id_token, refresh_token

|
[id_token expired]
POST refresh_token

decrypt refresh_token, generate new id_token, refresh_token

200 OK, id_token, refresh_token

-

|
I
|
|
|
|
|
|
|
|
-t
I
|
|

https://t.me/learningnets
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Microsoft Security Response Center (MSRC)

@ Sign up or sign in
msrcweb.b2clogin.com % 0O @ Incognito
i

{ 4
1/

©,

MSRC

Sign in with your work or social account

=. Live, Work, or School Account

o~
< Google

Sign in with your local MSRC account

Email Address

Password

Forgot your password?

Don't have an account?  Sign up now

https://t.me/learningnets



Microsoft Security Response Center (MSRC)

® Used to report security vulnerabilities to Microsoft
® SPA which uses Azure B2C for session management

O https://msrcweb.b2clogin.com
® Self-signup with username/password or social account

O b2c_Ta_multitenant_signupsignin
® Authentication with default |IEF flow returns refresh_token

and id_token to the user

r



Microsoft Security Response Center (MSRC)
® Recovered public modulus for MSRC kid

VLROYVbeVMaeW_iHKXBWbJDIOzbnstb9Mi4rAkuzcg
® Used known format of refresh token to craft a token for a

(fake) victim user
® Encrypted the contents
® Sent to the msrcweb B2C /token endpoint
® Got back an id_token for the (fake) victim user



MSRC - Proof of Work

® |D token for msrcweb.b2clogin.com =
® Claims:

{
"exp": 1659843140,

"nbf": 16598395460,

"emal1l": "alilce.boblexample.com",
"defcon": 31,

from jwcrypto import jwt, Jwk
tok="eyJO0..." (QOR code)

}
o . k={"ki1d" :"kco.."} (from OpenID Key 1link)
® Verify Token: S

Jwt . JWT (key=key, Jwt=tok, check claims=False)

O OpenlD Key for msrcweb
(“iss” + “/discovery/v2.0/keys?p=b2c_1a_multitenant_signupsignin”)

7N
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OpenID%20Key%20for%20msrcweb

MSRC - Listing Vulnerability Reports

® Access
/vulnerabilityReport
® Dummy sub, oid
® Requires:

O  Audience “aud
O Tenantid “tid”

N

https://t.me/learningnets

# Host Method URL

3029 https://api.msrc.microsoft.com GET /portal/v2.0/vulnerabilityReport

3028 https://api.msrc.microsoft.com GET /me

3027 https://msrcweb.b2clogin.com POST /9f449d34-93e9-4371-8082-7127fc8ab474/0auth2/v2.0/token?p=b2c_1a_multitenant_signupsignin

3026 https://msrcweb.b2clogin.com GET /9f449d34-93e9-4371-8082-7127fc8ab474/v2.0/.well-known/openid-configuration?p=b2c_1a_multitenant_signupsignin

Raw Hex = \n =

1 GET /portal/v2.0/vulnerabilityReport HTTP/2

2 Host: api.msrc.microsoft.com

3 User-Agent: python-requests/2.25.1

4 Accept-Encoding: gzip, deflate

5 Accept: x/x*

6 Connection: keep-alive

7 Authorization: Bearer
eyJ0eXAi0iJKV1QiLCIhbGci0iJSUzIINiIsImtpZCI6Imtjb19tY20tUDc3UjZnSVpwOVBLLWXxqdkhfV1VMNk1tdjRDAFIncWpnMGsifQ.eyJleHA10jE2NTk40TA
5MjAsIm5iZiI6MTY10Tg4NzMyMCwidmVyIjoiMS4wIiwiaXNzIjoiaHROCHM6LY9tc31jd2VilmIyY2xvZ2luLmNvbS85ZjQ00WQzNCO5M2USLTQzN2Yt0DA4Mi0o3M
TI3ZmM4YWIONzQvdjIuMC8ilCIzdWIi0iIwMDAWMDAWMCOWMDAWLTAWMDAtMDAWMCOWMDAWMDAWMDAWMDALILCIhdWQi0iIXxZDEZzZTUy0S@50WI4LTQ4ZmUtYTc3ZCO
4NDQANTNhZTI1YmYiLCIhY3Ii0iJiMmNTfMWFfbXVsdGl@ZW5hbnRfc2lnbnVwc2lnbmluliwiaWFOIjoxNjuU50Dg3MzIwLCIhdXRoX3RpbWUi0jE2NTKk40DM3MTQsSI
mVtYWlsIjoiam9obi5ub3Zha@BwcmF1dGOyaWFuLmNvbSIsIm9pZCI6I j AWMDAWMDAWLTAWMDATMDAWMCOWMDAWL TAWMDAWMDAWMDAWMCISINRpZCI6I j ImNDQ5ZDM

OLTkzZTktNDM3ZiQ4MDiiLTcxMidezthii3NCJ9.LVEMAZOK62H6LXthWP—CwVZ7XmJm1r43reRWXLF@VNSV—wUYWGCOWSanZhu0b6hhSn0PzGUleYDrlDiQXH

Request

@ @ ¢ > | 9f449d34 0 matches
Response
Pretty Raw Hex 3 =] \n =

1 HTTP/2 200 OK

Cache-Control: no-store

Pragma: no-cache

Content-Type: application/json; odata.metadata=minimal; odata.streaming=true

Request-Context: appIld=cid-v1:0e43e327-6577-44c8-bOb6-cd8fbd68d365

Strict-Transport-Security: max-age=2592000

X-Version: 2.1.2025.69

Odata-Version: 4.0

9 X-Ratelimit-Remaining: 23

10 X-Ratelimit-Total: 25

11 X-Cache: CONFIG_NOCACHE

12 X-Azure-Ref: 02N7vYgAAAADWFK6YG+VXTLY2DTrvj8ZYQVRMMzMXMDAWMTEWMDEXADI3ZWY2ZjNhLTQ4YjQtNGUOYS@4MzV1LTgwMjBhYzZjODQxMw==
13 Date: Sun, 07 Aug 2022 15:48:40 GMT

14

15 {

"@odata.context":"https://api.msrc.microsoft.com/portal/v2.0/$metadata#vulnerabilityReport",
"@odata.count":

“"value": [

{

o~NNOULT S WN

"createdOn":"2021-03-30T16:02:162",
"id":"30e27df8-ee7c-4743-a30c-cd7afeel659e",
"modifiedOn":"2021-04-09720:17:382",
"modifiedBy":"59188413-35cf-428f-aeb7-69925115e60c",
"createdBy":"f@5bf7cl-cdb4-4bb3-9e35-fae50ec65a9a",
"description":

Params Edited Status Length MIMEtype Extension

200 12627 JSON
200 1558 JSON

v 200 3123 JSON

v 200 2227 JSON
Inspector mld = - & X
Selection 564 ~
Selected text

eyJ1leHAi0jE2NTk40TASMjASIm5iZiI6MTY10Tg4NzMyMCwidmVyIjoiMS4wIi
wiaXNzIjoiaHROCHM6LY9tc3]jd2VilmIyY2xvZ2luLmNvbS85ZjQ00WQzNCa5
M2U5LTQzN2YtODA4Mi@3MTI3ZmM4YWIONzQvdj IuMC8ilCIzdWIi0iIwMDAWMD
AwMCOWMDAWL TAWMDA tMDAWMCOWMDAWMDAWMDAWMDAiLCIhdWQi0iIXZDEzZTUy
0S@50WI4LTQ4ZmUtYTc3ZCOANDQANTNhZTI1YmYilLCIhY3I101iJiMmNfMWFfbX
VsdG1l@ZW5hbnRfc2lnbnVwc2 InbmluIliwiaWF@IjoxNjU50Dg3MzIwLCIhdXRo
X3RpbWUi0jE2NTk40DM3MTQsImVtYWlsIjoiam9obi5ub3Zha@BwcmFldGOyawW
FuLmNvbSIsIm9pZCI6I jAwWMDAWMDAWLTAWMDA tMDAWMCOWMDAWLTAWMDAWMDAwW

Seemore WV

Decoded from: Base64 v ®

{"exp":1659890920, "'nbf":1659887320,"ver":"1.0","iss":"https://
msrcweb.b2clogin. com/9f449d34-93e9-437f-8082-7127fc8ab474/v2.0
/","sub":"00000000-0000-0000-0000-000000000000" ,"aud" :"'1d13e52
9-99b8-48fe-a77d-844853ae25bf","acr":"b2c_la_multitenant_signu
psignin","iat":1659887320,"auth_time":1659883714,"email":"john
.novak@praetorian.com","0id":"00000000-0000-0000-0000-00000000
0000","tid":"9f449d34-93e9-437f-8082-7127fc8ab474"}

Request Attributes 2 v
Request Headers 9 v
Response Headers 12 v




Impact

® Can list vulnerability submissions knowing only a user's
email

® Contents of vuln reports are likely:
O Windows, Azure, Exchange, etc. zero-days

O Junk submissions
® Likely could change user information or bug bounty payment

processor IDs

i
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Background Info

Breadcrumbs to Crypto Misuse
Side-Channel Attack

MSRC as a Target

Recommendations & Disclosure




Crypto Confusion

® Encryption is for confidentiality; Signing/MAC is for integrity

O Access or refresh tokens need integrity — you don’t want an attacker
to modify an existing one or create a new one

® Crypto misuse can be misunderstood without a clear
attack/impact



Recommendations

Discussed on Praetorian Blog

Option 1: Key Rotation — new RSA key
Option 2: Key Type Change — RSA to Secret
Incident Response

To Microsoft:

O Use nested JWTs
O Fix “Secret” key generation function



https://www.praetorian.com/blog/azure-b2c-crypto-misuse-and-account-compromise/

Disclosure (Part 2)

® March 2021 - “Crypto Misuse” and prior details submitted to
MSRC

® April 2021 — Microsoft closed without remediation citing only
privileged users could access public key information

® July 2022 — discovery of side channel & disclosure
® December 2022 - resolved with “no response” on /token endpoint
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Disclosure

7/27/2022 (0) Submitted to MSRC portal 9/25/2022 (60) d) Update? Timeline? 12/5/2022 (126) Update? Timeline?
(129) Thank you. Get back to you
(5) Updated "New" to "Review"
(67) Timeline?
(> (134) Update?
o _ < Rollout in 2-3 days
(11) <> Uploaded descnptlpn of impact 12/16/2022 (137) > Shared blog post draft
to msrcweb.b2clogin.com - Hello? < Resolved. Updated "Develop" to "Pre-Release"
ello?
gg; < Test environment. Please check
> Ok, but environment is not PKCE
(18) Update? (web) (144) () Open additional investigations
(20) Update? (email) date? Timeline? _ R
> Investigating. Any additional info let us know (81) > Update? Timeline* .En\{lronment.
(22) < Uploaded a third document 83 < PKCE enabled. Validating report
(83) > Ok. Attack takes time. Will get back to you soon
(85) > Environment is vulnerable. Here is the result
(28) Thank you. Will get back to you
(90) Thank you. Will review (155) Share more information?
(91) Updated "Review" to "Develop"
(33) Undate? Bounty consideration o/a 1/6/2023 (158) msrcweb.b2clogin.com key rotation
pdate~
> Plan to publish 1/17. Uploaded new draft
. . (162) < Will review and get back to you
(37) Working on it. Get back to you soon . < Design level changes by 2/7. Can you delay disclosure?
(165) > We can postpone until 2/7. please update
| < Now being reviewed by product engineers
=
> Update? Timeline? |
(182) < b2clogin.com is out of scope, no bounty, "info disclosure" _
(47) Update? Timeline? (106) > out of scope? (182) i ° Plan to pUCEEE .
. Ak _ . ot back | 105 (183) < Still trgckmg 2/7_. Elease keep private until then
(49) SKed engineering team. et back 1o you (109) Several back-and-forth messages & a call > Ok, will be publishing 2/7
| regarding scope, bounty, risk rating (186) Making design change by 2/15. requesting hold on post
| (113) mid-December" fix rollout ' O .
(189) > Ok, will delay publication until 2/15
I (190) < Thank you
1
(192) Sync on Microsoft fixes
(O sentto Microsoft (web portal or email)
(O Response/action from Microsoft (secure@..)
O Response from Microsoft (bounty@..) 2/15/2023 (198) Published technical advisory

https://t.me/learningnets



Risk Rating

® Assigned Important, not Critical

O Pre-requisites: B2C tenant details, victim email address
O Impact: Full compromise of victim’'s account
® Categorized as “Information Disclosure” not “Elevation of
Privilege”
O A public key is disclosed

O That key is used to effectively “grant privileges” to any victim
account

https://t.me/learningnets



Bug Bounty Consideration

® At disclosure, two programs which might apply:
O Microsoft Azure Bounty Program

O Microsoft Identity Bounty Program
® Not eligible for Azure since this is an Identity service

® Not eligible for Identity since “*.b2clogin.com” is not in scope

® Microsoft subsequently added Azure B2C to its Identity
program in June 2023

i


https://www.microsoft.com/en-us/msrc/bounty-microsoft-azure?rtc=1
https://www.microsoft.com/en-us/msrc/bounty-microsoft-identity?rtc=1

Lingering Remediations

® Microsoft's first fix was narrow against the info disclosure

O The /token endpoint doesn't return for invalid refresh tokens

O Unclear if further attacks to recover a public key are possible
® No release notes or recommendation from Microsoft to

move away from public key cryptography

O “Secret Key" generation still broken
® Key rotation not forced on Microsoft customers

O Completed on msrcweb.b2clogin.com o/a 1/6/23
® New signed element in refresh tokens not yet implemented

r

*as of July 13, 2023


http://msrcweb.b2clogin.com/
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One More Thing...




AWS Cognito

GIET login page (response_type= coJe)

® Basic setup following ]
d eve I 0 p er g L | d es BOST credentials (email, passwmb
® Encrypted refresh
tokens with header:

eyJJdHk101JKV1IQ1LCJ1lbmM101JBMJUZ2R0ON
NI1wlYWxnIJjol1UINBLUY9BRVA1fQ ..

® Decoded: .

{"cty" :"JWT", "enc" :"A2506GCM", "alg":
"RSA-OAEP" }

200 OK, start of login flow !

y

302 redirect with "code"*

OST code

i IS , S S —

I validate code

200 OK, id_token, nefresh_token, access_token

|

|

|

|

|

|

I

|

|

_token expired] I I
POST] refresh_token »I
|

I

&

ddcrypt refresh_token?, generate new id_token, refresh_token

I [——————

200 OK, id_!token, access_token
|

S
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Thank you!

praetorian



