
Welcome to the Pre-show banter. Webcast starts at 1pm Eastern
● Join Discord https://discord.gg/BHIS
● Webcast discussion:

○ #webcast-live-chat

○ 10-minute Discord Getting Started Tutorial

Slides
https://rb.gy/mkl158

Getting Started with Atomic Red Team

https://t.me/learningnets



Getting Started with Atomic Red 
Team

Hands-on Guide with Labs

Slides
https://rb.gy/mkl158

https://t.me/learningnets



● 2006 PC/Mobile/Web App Developer (HP)

● 2014 Penetration Tester (BHIS)

● 2017 Red Teamer / Blue Teamer (Walmart)

● 12 GIAC Certs, GPEN, GWAPT, GREM …

● GIAC Security Expert GSE

● Atomic Red Team Maintainer and Developer

● Author DPAT and SlackExtract

● Blogger and Conference Speaker (DerbyCon, 

WWHF, Sp4rkCon, Bsides)

● SANS Masters Degree & Mastes in Computer 

Science

(Optional) 

Introduce yourself on Discord: Location, Job Title, Employerhttps://t.me/learningnets



The Atomic Red Team Project
● Library of Scripted Attacks

● Started by Red Canary in 2017

● Free and Open Source

● Community Developed (over 200 contributors)

http://github.com/redcanaryco/atomic-red-team

https://t.me/learningnets



Course Outline
● Day 1

○ Mitre ATT&CK and the ATT&CK Navigator

○ Atomic Red Team

● Day 2

○ Atomic Red Team Advanced Topics

○ VECTR

● Day 3

○ Prelude Operator

● Day 4

○ Mitre CALDERA

○ PurpleSharp

Webcast

https://t.me/learningnets



Schedule
● 1 hour of lecture

● 2 hours of lab time (within 24 hours of lecture)

● Support via Discord channel 

● https://discord.gg/BHIS

Link to slides posted in Discord channel

Slides
https://rb.gy/mkl158

https://t.me/learningnets



Tactics
MITRE ATT&CK Matrix

https://t.me/learningnets



Techniques
Technique Number
T####
T####.###
e.g. T1003.001

https://t.me/learningnets



Atomic Test Example – Disable UAC using reg.exe  T1548.002

https://t.me/learningnets



Atomic Test Example – Registry dump of SAM, creds ... T1003.002

https://t.me/learningnets



Atomic Test Example – Enable Guest Account ... T1078.001

https://t.me/learningnets



Why Emulate Attacks?
● Assist in Detection Development

● Continuously Validate Detections

● Tune your Configs

● Evaluate Security Products

Capture Events

Forward Events

Apply Alert Logic

Analyst Review

Incident Raised

A

B
C

Attack

Techniques

https://t.me/learningnets



Atomic Red Team and the Execution Framework

Atomic Red 
Team

Library of Scripted Attacks

Execution 
Framework

Tool to read the library and 
execute according to 

specifications.

https://t.me/learningnets



The Atomic Red Team Repo
● https://github.com/redcanaryco/atomic-red-team

https://t.me/learningnets



The “atomics” Folder
● https://github.com/redcanaryco/atomic-red-team/tree/master/atomics

https://t.me/learningnets



The Technique # Folders
● https://github.com/redcanaryco/atomic-red-team/tree/master/atomics/T1016

● YAML - Yet Another Markup Language

● MD - Markdown

https://t.me/learningnets



YAML  (Ugh)
● https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1016/T1016.yaml

● Defines the procedures (atomic tests), but not fun to read

https://t.me/learningnets



Markdown (Ahhhh)
● https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1016/T1016.md

https://t.me/learningnets



Atomics for Linux & macOS too!
● https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1016/T1016.md#atomic-test-3---system-network-

configuration-discovery

https://t.me/learningnets



Run an Atomic Test (aka “atomic”) Manually

https://t.me/learningnets



Atomics with Input Arguments
● https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1016/T1016.md#atomic-test-5---list-open-egress-ports

https://t.me/learningnets



Manual Execution with Input Arguments?
● Not fun!

https://t.me/learningnets



Not to mention: Cleanup Commands and Dependencies ...

https://t.me/learningnets



PowerShell Execution Framework: Invoke-AtomicRedTeam
● Tool to execute atomic tests according to specs in Atomic Red Team Library

● Easy to specify custom Input Arguments

● Execution of atomics can be scripted

● Excellent Wiki with Usage Instructions

https://github.com/redcanaryco/invoke-atomicredteam

https://t.me/learningnets



List Atomic Tests
● -ShowDetailsBrief

● -ShowDetails

https://t.me/learningnets



Dependencies
● https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1485/T1485.md#atomic-test-1---windows---overwrite-file-

with-sysinternals-sdelete

https://t.me/learningnets



Check or Get Prerequisites
● -CheckPrereqs

● -GetPrereqs

https://t.me/learningnets



Execute Atomic Test with Execution Framework

https://t.me/learningnets



Specify Custom Input Arguments

https://t.me/learningnets



Cleanup After Test Execution

https://t.me/learningnets



Execution Log

https://t.me/learningnets



Getting Started
● Start slow

● Starter atomics

https://t.me/learningnets



Emulation Scenario: Local Execution/Golden Image
● Pros:

○ Quick Setup

● Cons:

○ Footprint

○ Blocks

PROD

Logs

“Prevention is ideal but detection is a must”

G

https://t.me/learningnets



Execute Atomic Tests Remotely

Local

PS Session

Remote

https://t.me/learningnets



Emulation Scenario: Remote Execution/Golden Image
● Pros:

○ Blocks at Atomic Level

○ Spot Check End User’s 

Systems

● Cons:

○ Connectivity

PROD

Logs

G

Consider spot checking end user systems

https://t.me/learningnets



Setting up your own lab
● Microsoft Developer Virtual Machines

● Detection Lab

● Splunk Attack Range

https://1drv.ms/w/s!AvDXyd4cgfxerX0n1-BuyEfK1W-q?e=Foiel3

https://t.me/learningnets



Contributing

https://t.me/learningnets



Atomic Red Team Wrap-up
● Atomic Red Team: Library of Scripted Attacks

● Invoke-AtomicRedTeam: Execution Framework

● Dedicated Slack Workspace for Collaboration

○ Over 3000 members

○ https://slack.atomicredteam.io/

https://t.me/learningnets



16-hour Class from Antisyphon Training
https://www.antisyphontraining.com/upcoming-training

https://t.me/learningnets



Access to Lab Environment (accessible for 24 hrs)
● Enter Registered Email at https://controlpanel.dc8training.online/

● RDP to provided IP 

● Click on Labs Bookmark in Chrome

Link to lab walk-throughs

https://t.me/learningnets
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Thank you for joining!
Stay connected on Twitter/Slack/Discord!

https://t.me/learningnets


